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FH/80%

KA : BITER 2811 :+tXa)7T+4 (ERGE EMLA)L4Y

1. Rt T4

[B4E]

> %ﬁ?#19?4@9%{%2ﬁ,égﬁ%@%b,%Eﬁmmféo

> EWREEICRT DEE, Mgttt ERRBEFEOMBEZESL, SEISHT S,

> fEmtEx =T 0 ICBET L EMOME, (M2, R, oA #FEHNTL 2L T,
ED XD BB EIETE DN EES L, BEIDCHT S,

(1) E/EXF21)V T DENEERA

OB ME (Confidentiality), 584t (Integrity), AIHAME (Availability) Z Hefs,
MEFRFT D2 LICE o T, BRAREBOOIERV AT LR MEREZRHEL, FHRI AT LDE
Mmoo Dz L BT 5,

FgmtE (Confidentiality), S84k (Integrity), AIAME (Availability),
IEME (Authenticity), EHALBBIPE (Accountability), 5 #B51E (Non-
Repudiation), {E#EME (Reliability), OECD EX =2 UF 4 HA KT A v (IFEH
AT LR ORy b= DX VT A DIZODOHA RTA)

(2) fFHEF1L) T DEEN

HE2DOFy FU—=7{BIZHEN, BFEIZE > TEREF 2 U T 1 OKED S S 3B O
[ RI2o73 % 2 L, Y AT ABEO RPN EEDOFR e ENT I Lnb, FltFxa
U7 4 OEEMZ T 5,

FEEGI mveiE, Fok, OSSR, Hor S—Ze, g o8 — i
3) BB

O EE o

TG PR D& 7 B A PR 5,

RG] hh, SE, SeRE BE, BEE, BA, RETZER, B, 2R0TEL, &&
hy, TT—, 7T vXT7, B AA—)LFEMK (BEC), MERRF-F, FEEE,
%, B, BHR, FEMM, Y—vxrxov=70 07, HRRA, 805,
Mo, BE, WNERE, WiEfT4, SNS oM, ALICRH %8

Q@ ~VU=7 « RET BT TN
~NT =T s RET BT T AOWHEZORDF BT D,

FEH] oo bva—FUANR, v sauA LA, U—h, Ry b (Ry bxy b, 5
BERLY A LA, CC H—%, a3 RNy Zi8(E), A OKE, AL T e
7, GuP AT, ¥—ufi— L—rFv h, Nul RT, AEFal T
SEY TN, ATIVREN RUVE—7 4 v 2B AZE—T ¢ v 7 HBIE0),
T ANV VAL T =T

(4) Has8tE
W AT LOFHREF 2 U7 2B 2 Xa, TEREEOMM TOREN, ERE~D
AR £ O ffgsatt 2 PR 5,
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BEG| N7, Bxa VT oA —n, AR, v F—IT, Ny 7 rx5—, A -
FERR « 7 7 & ZAHI O A, A7 AR, SAT—RO/N—Ra— R, @&
ORI, EEEHOVECTOMRE « BE, L—RarF 13 3>, OWASP top
10

(5) FEDAH=XL
RIEATANRET 2HR, NEHAREICK 2R EX 2 7 ¢ Fif - FHFEORELDIET S
7o O DEREHAG DB 27 2 BT 5,

FRIED FIA T 70 (e, Bl 1414), WmAILIE T

(6) MEEDEE, WEORHE
EELEZ LT WBEHEORME, MOWEENARIE - JL5E - WBAIT O B8R, W, %
— ERT D,
REEG] <2V 774, Ry b= —, WEIL, HPI0, 3R, &E, #—7
Vs, BEER, NITAERL, FAN—TFa U XL, YA NR—F LT x—
v, MITRE ATT&CK, MITRE CAPEC (Common Attack Pattern Enumeration and
Classification)

(7) HEFE
B AT A, fRE R OMEA~DORIE/RIT A & FIEEEET 5,
FAEEMI - FEERE, B (TA— b7 —R) BB, UN—RT)— h T — R
BOLAUR—TF— TN, RNZAT— R R
IR AY A NRAZVTT 0T (KR, KR, DOM _X—R), 7 e A% A k
VI AN I3 —V =), 7V T0% XY, RIALATAF T a— R,
SQL f > =gy, HITP ~v XA =/ a, 0S av KL Ty
vay, T4V Y FTINR=P), RNy TrA—R_—To—
- F]#E (Man—in-the-middle) Z¢®%, MITB (Man—in—the—browser) M(¥&, & =%

ik, IP ZAS—7 427, FxviaRf A=, ByviavnfTry v,
v g 1D OEE(L (Session Fixation) ¥, U 7L A W#x

+ DoS (Denial of Service : " —E AfhE) KE DDoS H*E (=~ /LF X7 LAY
1E0), B A—/VEH, ICMP Flood W, Smurf W, V7L 7 g g
DNS KEOKE (T XY T RAL LK), J VT NoxvXo T

c FERRISEE (APT (Advanced Persistent Threat), KERASFEIKE o0 HY
RWEIED), T4 v (D7 U w73k, A v 703

R TAKE, YA RTF Y RNVKE, $—ECAKONY 7 by =T OBEOEH
(RLO (Right—to-Left Override), A—F L U VNN, F—F U Hx AL LT K
OEIED), N—TYgra—Ny 7

WO (7 N TV T 4, R— R AF v ED)
(8) WEHEx T «ICEAT HEMM

© W5
BRI D 72D NN D SR OIE N 2 B 5, £7-, KrofbofEsE, R
KRG 55 O 7, Kz B 5,

EEX mwmm%%vxb,%%ﬁﬁ(%%maﬁ%%,@%<@%ﬁ>@WMAL
ﬁ%%ﬁﬁ(ﬁﬁ%&‘ﬁ%%%%ﬁﬁ(ﬁ%ﬁ,%%ﬁD,MA%F,ﬁm@ﬁ
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%5 (ECDSA), #&3t47, Diffie-Hellman (DH) ##ItA7 7=, Al bENE (PFS :
Perfect Forward Secrecy ), ~A 7 U v KB 5, #RFFE 5 (AEAD :
Authenticated Encryption with Associated Data), &K=, MEFES, />
v ¥ =2 B8 (SHA-256, SHA-3, —JFmtE, o5 JRUfg0%8 RUREEME, 72258 W IR EEE
1E7), 71w 75 (AES (Advanced Encryption Standard), Camellia I1E73),
FSFIHE— K (CBC, CIR &4y, A KMV —AKS (KCipher-2 1372, $#4ERK,
SEIUEL S, ELECERR, BRLELEAE ks (PRNG), #@#& 8L, X ML —UmiE1ik, 7

> A AEEAE, fihalt, P mEkary], SSL/TLS MR E A KT A1 o

© FRREHAN
FOREDFEEA, fHHH A, %Tﬁ ﬁbﬁg& ZRHIET 5720 8D L9 i H B b D>,
s nﬂz:fifh‘i)){j‘%uﬁ%ﬁ— YN %Eﬁﬁ#ﬁ— Do

FULNEL (BAE, BEE), WL FOINVEL, TIA L REL, SA—T
B4, VT UV v a B4, §4AX&/7(ﬁﬁ$£),%y?~9%ﬁ,
MAC (Message Authentication Code : X v ¥ —%BGEAF &), HMAC, 7 4 B
U2k, %"VV:/‘.‘/\‘VX%:/XWLAHEE )ij\*‘xumuft =R N =

@ %IJ)EH%H‘LNJ
MMABEFRRED 72D IR S D Hdfr ot 7, Rz g+ %,

ns Ay (FIA#E ID LAXAT—FR), 727 vR&H, 1C #— K, PIN 2—F,
Kerberos 53, LDAP $r— NTOFRFE, Vo ¥ A L/NATU— R, ZEEFGE (L
&, Arh, AR, ZERERGEE, 7 AT T 47 4 H#E (OpenlD, SAML), &F =
UF 4 b=, Yoo, CAPTCHA, AMA 7 L—AU—2 (FRIF, R
W, ThourT v ), NAT— KL AFIE (FIDO, WebAuthn)

@ AEARRERELAN
FRFREGERICHA SN DA DO —2>Th 5 ERRIEEIN OFLE, (LA, Rz g
o

BIRRE (BIR <2 — L 3RGE, ILRRGE, HRar, MIEERAEE)), (TR
W (FRGRRE, BARIEEDY), RAEER, AZAHE

® ZA\BHgHER
PKI (Public Key Infrastructure : APRASEILAR) OfHfA, 5%, IEHGH 2T 5,

PKI (Public Key Infrastructure : ABRSEESE), T O X LFFAE (ABI#EEH
£), — FaEAE, —FEHE, 7747 MEHE, a— YA = J5E
B9, CRL (Certificate Revocation List : FEBAF#E2:%4h U Z k), 0OCSP, CA
(Certification Authority : #BFFE/E), VA (Validation Authority), GPKI
(Government Public Key Infrastructure : B /f e FE £ 4% ), BCA (Bridge
Certification Authority : 7'V v UF¥GEMR), ITU-T X.509, FEBHE /X AKRGE,
Y 7 Y = 7/ ~, CP/CPS ( Certificate Policy/Certification Practice
Statement)
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2.

EHRtXa VT« EE

[B1E])

FEREX 2V T A BHOEBEX F2EEL, BEICATS,

U A7 58T ERHli7e EOFE, FIEEERL, ®EDSHT S,

BEHREx2 ) T DB F2ERL, SENHT D,

R 7T 38 HE (FRex2) 7 R U— 25N ERE) 0BM, &
2T EERL, BESHT 5,

BHREX2 VT A ~vRX A RV AT A (ISMS) RfEHREX 2V T 2 IZBRT 2D
fDOFEEDE 2 5, [HFREX =V 7 Mk - BEOERFIZEGL, SEILCHT S,

YV VYV

A\

(1) fEHEx1) 71 EE
MO E F =2 U T o R A TERI OGRS TS D701, fFltx=) 7 4%
OB 2T, EWEEREDORENR LIRS 5,

R fEWtx= Y7 B o —ICESEHOSE, FW, WHEE, DINEE,
VT by = TERE, NOEE (N, RET5ERK - B0 - BB, WREE, 3
—bE A, URAZ<=3Y AL b (JIS Q 31000), B4R, BHREx=U T 4 HL, 1§
REX2 VT 4T, ¥FXaVTFx2a/)ITR

(2) Y RY 54 & FHE

O THREEOHAE
BREX 2T A VRITERAZA L N EOMEREXF 2T 0 U RAZINICHE 20, [HR
G (IR AT L, T—4%, XEIF)) #WEL CHET L2 L2 HRT 5,

@ TEMEEOHEMEIC L 59
ek, e, AAEOMmEN O EREEOHREMZMET L, HWREELRET D
DI, ED DLNTZIEEIIE SO TIEREEZ 9T 5 2 L 2 BT 5,

RG] Hemrt, FeatE, AN, REEEESIE

® U R7 OfEH
A LT EWEFEZ I B EBIIKRT 5 U A7 OFEZ RS 5,

[REEHI ek, FEHEE, MUEOMER, AREK, )27 OfE (FSr—va
NIRRT, T T F == U R7, SN —AFIHOY X7, SNS 1K 51
WBEDOY Z71EDY), XU, "=, EIANF—F, ERTHEBLHE,
Bk, oA hBERE

@ HREX=2V T VR TEAAL b
VA7 HREL, DY R DELRLT S ROERICAELZGAICEZ VSR EE

BASUTEEMIZHERE L TY A7 LUV EZRE L, N ED Y A7 SREREICHE-SL

AT O = & A PRI 5,

REEH| U Av M ()RR Bl )T 4 VRS TEAA Y M EERT D
T2ODHAE), VAT LY, VA< N w7 A, URZFgHE, VAZIR,
YA TRAA b OT VA (URTEE, VAZON, URAZiHE), U A
7kt U A7, U AT OEMEMGHT, U AT OERNIHT

® FRex2V T4 U AT %
BMEX=2 VT 4 VRIT AR NOFEREZBE LT, @UIREHREX=2Y T 0 U X
7 SR DEARIL A TRIE L, £ ORI O il LB EHE A RET D 2 & AT 5,

BEH| VArar o=, URIA~YD, URITrAF v T, A N—IRIA,
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VA7 ERE, VAIIE (VR BER, U RA7058), VAZHRE, UV ATZHER,
FRRR U A7, U A7 xbhinatE, VA7 BEE, VAV ala=lr— g

(3) 1HHMEFa ) T 1 ik

FELRR 2SR 7RI (B 20, fERESOTRE) I AT, HREx= U7 1Mk (ki L7z
BHEX 2T s OEMALZHEICTH-ODO T at R) ZHOFEERGE~ A A
T B AA T LTV A BT 5,

FEEF| BAFEOKXSy, BARISHE (227 0 Yz v—atHE), HIBGmE, K
EIGIH, Nv 7T v KDHE, WERROFETFE

4) FHBEFL)TAHRE (FREXL) T4 R) O—28THBARSE)

HHtx=2U 7 BHICBT5E Rt 2V T o R o—D R, BT, FRtexa)
T 4R =W o HBEE 2 BT 5, £, MRROEEREX= T 0 BN, BEOY
- BELFIE, X2 )T 0 PR R EARRINCED D 2 L 2 BT 5,

@G ity 7« Fet, Bt VT 0 B, e Ea )T o RIEE,
TR, AR, CEEEME, Hltra VT T b
SHEHRR (w47 = 7 BEREORISIED), e )7 HEORR, 77
AR =Y o (EASBARES B, BB, OB, 3O
B, B oRER, HAEROBE, HROKRTER, Y- ¥ AT A THA R
T4 (SNSFIHARY v—)

O) BREXIVTAIRDA M RTL (ISHS)
FHIRICB T 2E#REX 2 ) T o BHOKELZSD, HRFL, FEL TV ISMS
(Information Security Management System : fHFHEF 2V T A ~RI AL M AT L) D
FHL A % BRARET 25

ISMS W B, V) —&— v 7, B, @, 74—~ o XAl (NEE,
TRV AY MU E 2T, BGE (REA K OVEIEALE, fErdE), EEE
B, BHER (HReX=2 7000070 MNERL, HREX=2 VT 0 OHEBFELRD
A, ER RO EOBRFHDNESFIEZDY), A2hiE, TSMS @8 -AM:EAm i B,
ISMS ZRGE, JIS Q 27001 (ISO/IEC 27001), JIS Q 27002 (ISO/IEC 27002), &k
Yt XU T 4o HNF & (JIS Q 27014 (ISO/IEC 27014)), JIS Q 27017
(ISO/IEC 27017)

6) FHREXL)TABRBIZBITHARAVOTUNEE
AT RRERN O E TO—EO T a—Thir AT NEBAZHET S,

BEE| T by R LT RS, T =Y, AT R L AR
VAR, WA AR

(1) fR#BtE¥a )T B8 - BES
RIET 7B A X HWEZMNOXIE, HEVIEOZDORE, FHtx=2V 7 1I2B8T2
EFETEB R E2AT O =2 U 7 1 #fk - B O&RE], K OBEEY 5 I 2 BfF4 5,

FEER] - Ht Y U T BAS, W ) 7 B (CSTRT, SOC (Security
Operation Center)), FHFE~DFRENPHELEIIL TWVAENO (abuse@ K A A 4,
noc@ N A A 4, security@ R A A 4), WaBstEdiE&dlE (NI Ao 7 1),
RIA "Ny T1—

A NRN—X 2 VT BB, ARV A N—tFx=2U 7 % — (NISC),

IPA % = U7 &% —, CRYPTREC, KI[E[E ZEEMEETAMFZCET (NIST),

JPCERT 22 —F 4 % —3 a vt Z—, J-CSIP (YA N—IEfIHEA =TT«
-6.
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3.

7)), A= 2% 2 —f% (J-CRAT), JVN (Japan Vulnerability Notes)

AL a— X RET 7 ARHEIE, 2 Ea—F AV ARHHIE, V7 b

U = 7O EIEWRICEE T A M I E, v 7 N U = 7B O TS
PEBH R (ISO/IEC 29147), MagstEfs sl FIE (IS0/IEC 30111), fE#HEF =
V7 4 B \— N F— v

a2 T« BifTETE

(B4]
> X2 VT A BIRFHEOBE, BEX, BHGEEZERL, &ESHT 2,

M Exa) 71 FMEE
BHEHEOARE A —RN S A ER<EX 2 U o B0, X2 UF ¢ KEEHS
20X 2 )T o B0 B, x4, WAGEABRT S,

B GRS E, X = U T o RS, X2 U T o REEEM, PRAEL UL, JCOMVP
(HjEIE%;E /:L_/l/uih%&o\nu nEﬁ%”—._) T\JEIE%:’E Vl—/V@“TZﬂF:L U ?4%*%1,5\

(mwlm)PMD$,W%é Wi SR R L—a LT AR, X Lo, IT
prT @nﬂ BirFatXx2 U7 08, HY Rk

(2) 1SO/IEC 15408

HHREN X2 VT ¢ OBLE D, [HFREATICBEE U725 R OV 27 ARG S
L, FLLFEEENTWAS Z L ZFliT 5 ISO/IEC 15408 (=EL 27 545U 7)) OmEMS
LA 5,

CC (Common Criteria: =€ 27 A7 U7 ), ST (Security Target : ¥ =
T 4 X —7% v k), CEM (Common Methodology for Information Technology
Security Evaluation : @7l F1£), EAL (Evaluation Assurance Level : §F
flPRFE L)L), JISEC (IT &= = U T ¢ 3l & OREGER]EE)

) HHRTLOEX) T 1§l
WFRDOPEEMH A — M A — 3 » KO~ A7 & (IACS : Industrial Automation and
Control System) ZxfZ & L7z CSMS (Cyber Security Management System: A N—& % =
UF 4RO ALY RV RAT L) 728, B AT AROEEA L7508 F 2 U T ¢ O
I BT 5,

FREEGI  CSNS A PERRAHILL, CSMS FRFEHLYE (IEC 62443-2-1), EDSA 7RG, WEA 75
DY AN—tF 2 VT 4 %2m ESELHODOT7 L —LT—7
(4) HeSEtErEoHEIR
TS AT L OMEFIEIZ 33 2 5l F 152 BRE S 2,

FHEEHI CVSS (Common Vulnerability Scoring System  dEMESE RN > A 7 &), CVE
(Common Vulnerabilities and Exposures : i@Esst#k5+), CWE (Common
Weakness Enumeration : F:i@JEEy [il5’/f7gﬁk)

(5) ¥ T ERIAHEN
YA N—BETEIEE T D AT, T oo Ok 2 HiE Y 5,

TAXII (Trusted Automated eXchange of Indicator Information : RiZENHEHE {7 i
HEhASHLFNE), STIX (Structured Threat Information eXpression : & {5 i
G [ARRUN =)
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4.

BHtEXa T+ WE

(B4F]

> A, B, BEOEX 2 T o OfmEsLEREX 2V T IR EEREL, B
WIS 5,

(1) FHEF1) 71 HEKOES

OPNIEEER ST

AN 2 )T 455 E LT, NS R, RIEATA, B, v— vyl o=71
T EDY A T DT OOHE LI, FOFHICKR L THEE S R/NRICT ST
DOXKREBRT D,

SR BIT DN REB I A R 1 >, Wl %= ) 7 8% (s, R
fF, AF 4 TIEA), HHREF2 )T ¢ B GERR R — BT D36, L
RF—LBEIED), "AT—REH, FHET 72 A0EH (T v MNEH,
KiHEWO T 7 2 AMEDE P, need—to—know (F/IMERR) 1EHy), v V&R, AR

@ At X =2 U T 165
it X2 V75 o5l E LT, Y7 =T, 5—X, PC, H—, Xv hU—2 7
CICHAMI S 2 BT A5 2 LI L 5T, VAT AR, SEAER CICHENKET S
ZEEBSZ EERBT S,

(it % 2 U 5 ¢ % ofE)

7T R UTRE, RET 78 AXE, HERRAVK, U7 - RIEYE
TI7ALRK (VU2 TxKY 7 NOBEAN, vV YT ERT 7 ANVOEGIZ
D), AT TRRMTFE (RF—r~yTF U7k EnAETE Ba—U X
T4 v 7, R~y = TR TE, BIRNT, FRORNTIZEDY), HOXR,
AR, ZIBBH, W2 0BR, sk GEF-EI, BE(L, 77 % 2,
WegattE s (0S 7 v 75— b, WHHEET 7T 58 (B2 T 48y F) O
WHIEN), *v hI—ZE, *v "= T 72 AEORE, RABRM, 2
AB5IE, DMZ (GERGEEHA), MER Yy hU—27, BT A=/ +Web O&FX= VT
g (ARLHER (AT 74 NBF ) T, BEIEITE R AL VRRGREED), A—
SAEEA A — LEEEERE, URL 74 A Z VY, avF o T o NZ Y T,
7'a X UEE), iR (HEWER, Av— M7y, FT Ly MERIED)
DEX2VT 4, W LAN EX2V7 4, "—FUy=T7DkEXF2VT74 (EF=
Tl A2, TPM (Trusted Platform Module : ¥ =V 5 1~ 7)), SED
(Self Encrypting Drive : H W 5{k K< A4 ), TNC (Trusted Network
Communications : B~ hU—72)), WORM (Write Once Read Many), &%
27T —h, VI Raryta—T 47 DX2)T 4, 7T RKYP—EAD
tXa2UT7 4, IoT OX2VUT 4, Gl AT L2OEX=2Y T 4, EFHENL,
FUOANTF LYy A GEIUREIED), T a v o F=— 85l BEA v
TU Tz A (0SINT 72 &) OFIH, #irE 2ot VT ¢ By, 2%
& hn—F=v7), e hIZANT—F%77F %

(EF =2V T ¢ 8« $—E 2]

<~ )L T x®EY 7 K, DLP (Data Loss Prevention), SIEM (Security
Information and Event Management), EDR (Endpoint Detection & Response),
7 v A4 T 7 #— /)L, WAF (Web Application Firewall ), RASP (Runtime
Application Self-Protection), IDS (Intrusion Detection System : f= A#:i%n
> A7 A), IPS (Intrusion Prevention System : = APhlE AT A), UIM
(Unified Threat Management : & ZEAEH), FFrfU A~ (UNAY R K), B
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HBYVAN (TayZ VAN, YIRFH, 7)< U8, T —VARXTT 4
7, T —IVARIT 47, SSL/TLS 77T L —#—, MDM (Mobile Device
Management ), CASB (Cloud Access Security Broker), SASE (Secure Access
Service Edge), IdP (Identity Provider)

® WAL X2V T (5%

WX 2 ) T xR E LT, SN D DR, BEE, KE, %E, HE, KKIG%,
183, KR EDDIERV AT LERHEL, ER AT LOEEME, A% #EERT -
D OXR & BET 5,

RASIS (Reliability, Availability, Serviceability, Integrity, Security),
RAS Hefifr, MERMNKERfE, UPS, ZEALEIN, A FL—YOIT—=V 7, Ny
YO eXa VT, BEIAT, X2 VT 4=, TUFRARY T, A
—uvy 7, MHEEHE, NRBEEH, JUTTRA7 -2V T7RA7 )=, m@n
v 77w, USBF¥—, EXx=2UT 47 —7 )b

Xal) T4 EERWN

(B#]

> VAT LOBK, ERICBT5EX 2 ) T4 RECER 2T 0S DR, FiEH
i, WREEGL, ey

> KXo hU—y, FoHN—ACEET B X 2 Y T RO, TR, PR
LB, FECE 5.

> TTVr—vartXal 7 OMEOMMS, FELN, DREEHL, BECS
FiT %,

M Exa77oran
WET—ZOWEE, REREGZYI<SEXa7 7 e ha/)LofEE s S RA2 BT 5,

IPsec (ESP, AH, IKE), SSL/TLS, STARTTLS, SSH, HTTP over TLS (HTTPS),
WPA2, WPA3, PGP (Pretty Good Privacy), S/MIME (Secure MIME), SMTP over
TLS

(2) BEEFA Lo
YT ELICKDRNIESER, —EAORIEMM AR SFRAET = b =L OFEH &2 R & B
ﬁgjﬁéo

SPF, DKIM, SMTP-AUTH, OAuth, DNSSEC, EAP (Extensible Authentication
Protocol), EAP-TLS, PEAP, RADIUS, Diameter, PSK (Pre—Shared Key)

Q) SDEFXFaYT4
SDEX2VT 40, EX=2UT 2L LT 0S THDHEX =27 0S OFHEA, SEEEHI,
R AT 5,
MAC (Mandatory Access Control : 5] 7~ & A Hi|4#), RBAC (Role-Based
Access Control : B— /L _X—R 7 7 & ZA{ilffl), e/ NFE#HE, bT A7 v K0S

4) Ry bI7—0tXa)T1
F NI —=J kT HRIET 7® A, RIEFIH, V—EADOWEITL7R EOEBIZHTH
KPR OHFA R, FEESHVE, DR EBET D,

PRy NI ANEY T, AF— N TRy T 4R 7, MAC T R LR
(Media Access Control address) Z A4 NEZ VLT, TV Ahr—arF—RD
A HX, Ry NU—2 T T 4 v 78T, RAEY—/3, NAT, IP v~ A B L —R,
FQRE VLAN, VPN (U N—2xT7aXx v F, R— b7+ —FT 07 HA, L2 7%
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U4 HR), £Fa VT (B, 0P25B, IP25B, U N—AFmFi,
DNSBL, DHCP A X—E1 7, v b U —/ gigtefids, &— k2% v 0k 2/
&

(5) T—ER—REXalFq
T —=HRX=2 KT D RIET 7' A, NEHM, R EOEBA~OXIR O, T
ik, SIREBS 5,
REB] 75— AW, F—FR—RT IR, T A R—ANY ST YT,
07O, Tay s Fe—lBI X2 )T o BN (XA AKX T,
Ny o, B HERGEEINED)

6) 7V H5—avtxal)Tq
TV = a7 N 2T T AR EENG T LT T r—varykEX a2 VT 4D
KR O A, FEEFVE, R EZEET 5,

feb ¥ AT ADEF2 VT 4%, X2 VT 4L FHFA 2, FITART—N
A THAY, BRETV 7, ¥XaT7 s T 00, et (V) —
A a— REPIRREE (SAST : Static Application Security Testing), w1 7 A
OEEIFEA (DAST : Dynamic Application Security Testing), A > ¥ T 7T 4
777V —arytXa YT oA (IAST : Interactive Application
Security Testing), Y 7 bW = 7 HEk4#r (SCA : Software Composition
Analysis), 2T F®x =2V T 4, Web 77V r— a7 Fu =7 Otk
WA, 77 71EN), Same Origin Policy, CORS (Cross—-Origin Resource
Sharing), /SAU—KZ7 T v 75K (YV bk, AL yF o TIEN), Nv 77
F—N—=Tua—xRK, 7aAYIA NRAZVTT 4 U THRER, SAL AP V3
VR (FL— AR ZIED), cookie D Secure JBYEFEAE, HSTS (HITP Strict
Transport Security ), HSTS 7 U w — K, UUID ( Universally Unique
Identifier) ®F|H

(7) <IL2 = 7@
YT = T BRE DR, v VT = TRRIROIT FEL BT 2, £, iz~
U = 7 NERE, ET DA BT D,
P RRy I A, N=—Ky b, "=—XRy b, ZIZRATaAba—F, Rry
N 7 F X, NAF UMY —, TR TI, TNy T, RN ORGEE
(S —, 5k, TATORM, a—FAf V= rvar, AT =T K
V7 N OAEIEIED)

(8) IoT Y RTLDOEEE - BARIZCHEITHEF2 U T«
IoT AT A, ToT HZDET « BIRICO W TRESNT-KHOfEE - A KT 4 &8
ﬁgjﬂéo

G 7 HHROBREIES, ToT BRICB T2 X2 )T 4 #EOFI X, 1o &
X2 UTF A HARTA

-10.
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KFE3: BINER Po2E10: 2y b7—Y (BERSE BfLARILY)

1. 2y b—9AFRK

[B4E])

> LAN & WAN OfffA, F, BEXEEFEET VRIS I — Y AOMEHE, FEEES
L, BESHT S,

> AHRLAN & HERR LAN, R F RO, FExER L, sESHT 5,

> B, T— & &, ik oOBREES L, SEICNAT S,

> A F—Xy MNEIROLEYE, FEEEEL, SECSHT S,

(1) BERY F7—20O&E
HBERY =7 BRIETHEEEDR, *v MU= EENEAE LGAEOSHIEED
K& z=HES 5,
T b U —27 4, ICT (Information and Communication Technology : & #i@
FH)

(2) Ry b7—9 DEE LB
LAN & WAN Oftiizx, F5, Wk, EMEM 2B 5, £72, WAN 2T 556
ZFIHT 2 ERBEFEEE N ORI N TV D — A OHSE & Fidz BRI 5,

FHEH| (¥ —xy FF—E AT K (ISP), fERH, HEEEEE4, TDF
(Intermediate Distribution Frame), MDF (Main Distribution Frame), /347
v NASHAME, [BIRRACHUE, Bt —xy hTU—2
(3) B#R LAN
R LAN OfAE A, HEARER, Rz B3 5,
[l —7 v, KO, 77 A 0—71
(4) #E4R LAN
HEHR LAN O A, HEARESR, FF8% BT 5,
B, FO, RN T ERAEL N, AV TTFTARNTIFrE—R, TF
w27 %E— K, SSID, BSSID, [EiuumARIEE, &5 LinAKRMS
(5) ZH#AR
[FIRRASHE & /87 NASHAD AT A, F5fa BT 5,
s3> I, VoIP (Voice over Internet Protocol), SIP
(6) ERICBET HEtE
EIRREEE, 7 — & &, BERFHOBREZEML, 52 o cllfEE, 7—& &, [R#HF

MDD ORI M ORI TEZBRT 5, £z, BET DT 7 4 v 7 BNOLERRIRR
W 2 B 2 G & B 5,

FREEHI HiXHE ([mikEEE), bps (bit per second : B> b /Fp), FIMEE, v b
MR, b7 Ty 7 M, R, AR, T—7 2 B (T —F7 ok,
T—7, NTT v 7GEr, PEREFHAM

(1) €232 —=xy MEHT
J—RIZiX, HARAT—EEL7%22D IP 7T RLARED Y THENDZ LICL-T, FAEBEMN
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2.

AREE o TWVWH I &, 7 RUVAZEET D1y NU—2T FLRERA T RLZADEE,
IP /%%y OIV—T > 7 OENME, 1Pv6 DTN L B % BT 5,

FEEB] 1Pv4, 1IPv6, 7 LRV TR, Za—sL P T RLA, 74—} IP7 KL
A, IP ~AHL— R, NAT, A—X—L A Ry hU—27_  DNS, KAA >, FQDN,
TLD, QoS (Quality of Service : —E RAFE), XX R, N—=_4f 2T,
X2 UT 4 F e hajil, 7747 7 +—/L, RADIUS

T—45 E1E & HlE

(B4]

> Xy NU—=0T7=%T 7 FvDERT, BEME, DRZERL, ®EICCHT S,
> mEHNLEROMEE, FEEEEL, sEISHT 5,

> Xy bU = EEEEEONE, FEEERL, mEICSHT S,

> Xy FU—271ZBT 2 RENLHIEEEOMA, BEEEfL, SEIISHT S,

) 2YI—=DF7—FTIOF~

O xry hUV—7 hARrY

RERR Ry MU =7 MR OTHE, i, ok, SIS &0 X5 gl T S h
Lm0, F v MU — I RO IEL BT 5, £, BWMRICER T D E8E & EE
P DEWMEDE W2 BR 5,

REEGI Ao =R o @ HEREE), YU, SR, 2 H =R Y R

© 0SI AZWET L
IS0 RE LI TEPBRDR Y NI —=0 T —=%7 7 F ¥ Thb 051 BASZRET LD
HIREOMHRE, B O OBRE BT 5.

REG wEE, T2V V8, kv hNU—VE, FIUAR—IE, kvarE, 7
VB T—vavhE, 7TV r—varE

© BEAEAL D EH]
WAN (2B 58(E 71 b 2 /LOFER(LN ITU-T ICBWTRESNTWA Z L 2+ 5,

FAER| X V—X, Vi U—X, v )—X

(2) EEAR EER
Ty MU =7 THEA SN RO, @E5A, K7 Ao & Frf 2 B3 5,

FHEEHI EHoJym, Y-8, & _HE, WM (Wavelength Division Multiplexing : 454
%), TDMA, CDMA, OFDMA, V> 27 77V /F— gy, [RRASH, 237 v DAcHA,
NHEIRE, BRI, I fEE (PLC)

Q) Ry FI—Y
LAN WNH&ke, LAN [M#E6c, LAN-WAN BEeD2LE OfEE, A, KEEEOBREDY, 0SI A%
BET VO EDBIZKHET D0 EHfET 5,
| U v—%, T, B A — FEHE, Automatic MDI/AMDI-X, AA vF > N7,
J—&, [BIEEREEE, LA P—2 (L2) XA vF, LA¥—3 (L3) AA vF,
TV, F—hvxA, TaFrHh— g— KT H— 2=V
—, VRRP

4) {RiE
EZAEE DM TT — & M FRIARET 5 72O OHlEEE Cd D= Hl# oL, Fridz
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3.

BHES 5,

Fe B U LI, A—T 4 v ZEI, T a— I, R, ~—2 v 7 I,
arvrryvar R, R=Vo7 /%L 7 07 F5K, HDLC, ~VF VU 7 F
g, FFEE, KGR, axrz7varhFR, axrzyarrxhFR, SUT 4
F w7, CRC, "IV I7FFE, By FADE, SN [, 77 7H#, 7L —A
[ 34

(5) AT4 7TV ARG

T DIEZAEHIECRR Y M F 157 EERET D MAC (Media Access Control : AT o

7T AR O LR E BT S, 2, TR ARBORR, 77 & AHI#ETF
TEORKRZ2TEIE LALA 2 B 5,

CSMA/CD, CSMA/CA, h—2 18w, fEi%2

BEZ7ARaNL

(B4#F]

> REHZ T Fa L THD TCP/IP A 0SI HABRET LD KO OMREZ EH L
TWABD, ZOHEENIMNEZESL, BEICSHT S,

(1) Fabaiéao47x—2

@ TCP/IP

TCP/IP % OSI BEABMET /LD 7 Mg & 6 SR80, K@%, #@t LT
WHA BT 2— AR5, £, REMRY—E2ADOR—+EFS (V= /) TR
— N BT D,

TN, Ny B —

@ F—2) DT han
ARP 72 Y, TCP/IP X v hU—ZIZBWTHHENAT—Z ) 7L~ LD7 v kaji
D&E], FEEZ BT 5,

RARP (Reverse Address Resolution Protocol : 7 R L AR~ k=)L),
L2TP, PPP, PPPoE (Point to Point Protocol over Ethernet), IPoE (IP over
Ethernet), VLAN, IEEE 802.1Q, 7' w& 33 ARP

@ Xy hU—r O a haji
IP O&E], HEEZ BT 5,

IP7 RLA, $#7 %y b7 FLRA, 7%y b=A7, YT FL X, =%
AN, 7u— KXy R K~, wLFFy¥ AL, ICMP (Internet Control Message
Protocol), ICMPv6, IGMP, CIDR (Classless Inter Domain Routing), IPv6,
IPv4/1Pv6 HAFHMT (IPv4/IPv6 T > AL —3 3, IPv4/IPV6 T 2 TV A X v
7, 6tod)

@ rFoAR—RFEOTa fhan
TCP & UDP D#&E], Haez M3 5,

R—bEZ, Vv NUHIE, #ERISE, 71y aR—h

G 7V r—rarEoa han
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4.

HTTP, SMTP, POP, FTP, DNS 7 &k, #ne4a BT 2,
TELNET, DHCP, IMAP, NTP, SOAP, RTP

® V=T 47T ban

V=T 477 b Aok, RELEFT D,

OSPF, RIP, RIPng, BGP, MPLS

@ LANEWAN DAV Z T =2 — R
A —H %> b, HEHE LAN, ISDN, PRI (Primary Rate Interface : 1 REEA v % 7 = —
A) 78 &, LAN & WAN CfEF SN AR FER A 0 F 7 = — ADOEKE|, HiEZBFET 5,

10BASE-T, 100BASE-TX, 1000BASE-T, IEEE 802.11a/b/g/n/ac/ad, Wi-Fi, # v 3
= Wi-Fi

CORBA

CORBA 1X7' 87T AZEERR Y NU—7 71 h a L ICikfFwT, BRI BT

HYRAT AFEEOHMOEZ F L LTHATE S 2 L2 Wfigd 5,

R&EH| ST Vs N, 24T N, ATV M= X, UZTZARNT S
Vhr—arv ATV b

2y FD—O B8

(B4F]

> Xy N7 EAEHOEHEAR, FHAEZESL, BEISHT D,
> Xy NT—JEHOZODY —)V, 7o bha)VoiE, A, FAEE2ESEL, &
EIZSHT 5,

(1) ry b7—YVEREHE

@ fEpkE B
RERRIE WA ffERr L, AR Z ity DM E B OB L2 BT 5,

oy BT — T MR, N—Va v
@ Fadge
BEEORE, 00, SHEE4T ) BEEE OB T & BT 5,
WEHINE, BEEOUSNT, BEREORSE, @IRHEE, ook
@ PEEeE

NZ 7 4y BB OBRO S 2SI LD Ry hU—7 OMREDOE LA, W
Nty BT —7 RO — _"OAMS T EZ BRI 5,

NT 7 ¢y ZEERL BfSE (DNS 5 7> Ra By, DNS V' — U #EEEDN)

(2) Ry F7—HEHY—)L

Fw MU — 7 IR EN TN DY — /L ORERE, (A2 HET 5,

ping, ifconfig, arp, netstat, nslookup, traceroute, syslog, IPFIX
(Internet Protocol Flow Information Export)

(3) SNMP

Sy NI — 7 BT 5 2ETERITLIZO0 e ha v THDH SNWP & MIB
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5.

(Management Information Base : EEMEWM-N—R) HMH L= N7 7 4 v 7 fifT H1E% B

4 %,

FEES] S\P =—P x>k, SNWP FFEAT—3 =3, MIB (Management Information
Base : FEMEHAN—R), get ZOR, put EOR, trap K

4) RERY FT—25

* v MU —7 OEBIEOHA T, FF, R 2 BT 5,

FHEE 5l| SDN (Software—Defined Networking), SD-WAN (Software Defined WAN) ,
OpenFlow, NFV (Network Functions Virtualization), VXLAN

Yy 9=

[B#]

> AU F—Xy FTHRAINTNDES A =R Web 72 EDOfHHEA, F5E, HREZES
L, BEDSHT S,

A IRy FEZ T AN TRy FOHAEAR, FEEERL, REDCHT S,

F NU—2 0S OfL#A, R, HRExERL, ®EISHT 5,
REDZZBEV—EAOFEE, FH¥, e, HEFHZESL, REICSHT S,
ENA NV AT AOHMA, FHEEAESL, SEZLHT S,

YV V V V

1N 41 o8—xy bk

O FBAA—I

B A= IV AT KMIA— NS —NERA— VT T4 T N THEKSNTEY, #ELE
A= IUF A=Y= "B A= — Y L=l SNk ATH D Z &, &
T A=V AT LOFH, FEeE RS 5,

SMTP, POP3, IMAP4, MIME, base64, HTML X —sL (MHTML)

@ Web

WWW i34 > % —3y N ECTREEINAINAN—TFT XA NDT AT LATHY, Web H—

EITA4T > (Web 77 UW) ZFIHLCT Z7®AT252 L, Web ~2—1F HIML, XML

REDY—IT v T ERBTRHRBREN, NA =T T TEBIZHON—V 2R TE 5 2

LR, Web 77V r—3a v AT MO, B, HEEEA BT 5,

HTTP, HTTP over TLS (HTTPS), CGI, cookie, URL, &~ i = > ID, REST,
WebDAV

@ 77 A NERE
FTP Hr— "L 7 54 T 2 FOAHHRIRe Web ~DHLAIF RO L., B, HERE % PRAE
15,

HER| 7o 7u—F, ¥uru—F, 7774 7E—F, Ry TE—F, TFIP
(Trivial File Transfer Protocol)

@ BTV

Web OEREL CHIH SN DHREMLRB T ¥ DA, Rz BT 5,

BURER, F 4L s FUEL Ry R

2) 1k Ry b

A Z =%y NOEIREZEENS Y N —7 OBEIEH LA > F TRy b O,

Frisk, tRREZ PR %,
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VPN, AHEEERHE, 7T A — K IP 7 KL A, NAT

@) TVRXFSIRY
BEDA LN TRy NEHEREF L= A T %y NOMHL, B, HRELZ T 5,
EC (Electronic Commerce : F&{-FiHL5]), EDI

4) =y k7—%08

Fy N =7 EHCEEN—EADRMEAEFEMIITH) VY 7 h =T THDH Ry hT—2 0S
DOEFEA, ¥, HEREZ BfE S5,

ET7YV—ETIHR, 7 T4 T M= IUE
(5) BIEH—EX

REWRBEF—CAOHSEE, Fri, HKeE, FIHZRME, — o ARR O EFHL R
ERAR

AR — R, BESSSHRY— R, Sy Mg — A, 1P @&, IP-PBX,
xDSL, FTTH, #RBEV—v R, EEEEY— A, J&ik Ethernet, IP-VPN, X
AP T xr—h, wLFHR—I7

(6) ENSILLVRTLA
D EARAALNVBEY—E A
ENAVEEY—EAOFE, FH%, VP A®R EOREFRLEFET S,

FAEG| BEEEFEREE, RABBHABEEFEE (MNO : Mobile Virtual Network
Operator), LTE, VoLTE, 5G, ¥ U777 Ukl — 3, SIM h—F, IMEI,
ISM X R, %7 GHz &

@ FENA NV AT AERRESE
ENAINT AT AORERRESR, R, HEXEMT 5,
R, 7= A hRL, EEEEOR MEHER, A~v— b7 a4y, ¥7 Ly MK
E0Y), TN T, TL~wT 4T A
@ /A LB
ML LAN © 50, LR THW S D HEE R O MM 2 PR 5,
Ny RAF—N— m— S, MINO, /31 ViE DB BEAEN (BXZE,
eDRX, R—<> h (FUHF—3), PMIEH)
@ IoT VAT ALDFRy NT—7
IoT VAT AICH L=y FU— 7 OF¥, #EET 52 R+ 5,

LPWA (Low Power Wide Area), IEEE 802.1lah, #Ef& 7w k=L (CoAP, MQTT),
NB-IoT (Narrow Band-IoT), 7 3V 0, #7AUM, ToT =V T HXy hT—2
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(ff )
TR L~V 3] DRSO AFRONE & R TS AE RN ERER (AP) &R T,
VLRIE AP /7/\20)?‘]@%%0)1&1%%6[/'(%1?}

KO3 : BIRER PHEI: T—2"—X (HEifiLAIL3I)

1. F—48~R—ZAK

[Eﬁ]

> T S AOHNE, B, F—FN—ADEFL, 3 BAF—vDELFEEERL
Eﬁféo

> FAR—REEUAT AOHM, BEFEGBL, WAT 5.

(1) F=—4R=2X

O 7F—F—2ADOFE & R

REW R T = R=2ADME, 77— X ORIMEE, L =— FROBEM T DL S
T LR, BAONIZEMFIS U TRERT —F_XR— A2 RRL, REHIEHT5 2
& HRET D,

BItRT — H _X— X, HEIEST — 2 ~X—Z, HDB (Hierarchical Database : [JE™!
7 — H# X — Z), NDB (Network Database : ffg%l 5 — &# ~X— Z ), CODASYL
(Conference on Data Systems Languages) %5 — % ~X— 2 00DB (Object
Oriented Database : 7Y =7 MNMERT —XX—R), 7 V=7 FERT —#
N=Z, WAR=TXFRAIT=FR=R, SVFATFT4TT—=Z_X=2, XML 7

Q FT—HAR—=ADIPAX—<T —F%T7T 7 F v (BBAX—<tEE)

FT—HRXR—=ZATlL, VAT LOFHAEBEBRLT O T T LN RI-2T—2DEFHE INFAF—
<), BT — 2 il (S A X —~), WEMN T — 2l (NWBAx—~) © 3 JE
EXBT AL CTF— O MEEOTWAZ L, EAX—vOEBRFIELZEET 5,

REB| s — s T, PR — AT, WAAF—~, AT~ (FAF—
<), NEAF—~ (GEEAF—~)

B F—H_R—ADT—HET )L
F =B R— 2D T — A E AR 52007 — X7 )V OfEE, i, FlA
FHTX HNE, Rz fgd 5,

Hﬁﬂ T — X ET)L, BURET L, BEEETIL, Xv NT—2FEFTA (HETTIL)
@ BAfRET L
BRETICBWT, T—=EREDEICREINDLD), BOWKR, Ex1T, BEO%E

DENRAT T 2B 5, £z, FALNIZEMIE LT, REDOEKLEELEMN L TT —4
BTN ERBT D2 LB 5,

FEH| BItR (VL —vay), #7v (T, M), B B, 74— F), EBE, &
L (FRAALY)

(2) T—ER—XEBIXT LA
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2.

O FT—HFR—REH AT LAOHW

DBMS @ By, {RAEMARBEREL & 1T, DBMS (2 & FE@A MR, BRAINH A = &,

DBMS D~ % A v MEREZR T — X R_X— ZABARCHRSFICRI T2 2 L 2 FifiE9 5,

FBEH] 72 N RERMEE, T2 N — A EMEREE, T — 2 N — AR, e
HE, T — X MR EE

@ [FIRFSEATHIAE ()

BT IV —aral 5 A AN—oDF —2RXR—R [T 78R4+ 5 L X|C

WL 15 A PR D,

@ FEEFMEIE
T AN X ZREE DI LTS OEEREREE & BIE FIEE BE T2,

@ F—stxalT g
F— B AT OBICEHE L 72 D% 2 ) T A HERO 7= O FER IR 5,

REG| Fo¥rvar, vys, FyRavus, ACID ik, 72 EEE

T—8 N—RERE

(B4F]

> TEONKOEZ T EERL, IEHT 5,

> THN—AORFOERS, FIE, FEEZESL, ISHT 5,

> T—ZOEHORR, FIEZESL, SHT 5,

> T AN=2MEROFIE, FHESEZERL, ISHT 5,

> ATl h*gﬁ%—ﬁm—x@%iﬁ%{%ﬁg‘bx JSHT %,
M TF—459Hh

KREBIZE > TUERT — X3, FT—HNEDOLHIREWEREELZ L > TV D0

REDSHT LR, REREE, FERFEHORELZMZA LT -2 HAOERELRE, 7—
IR EATOBRDEZ TG 5, e, T—FEFTNVOHERFIETHL by T EFO T
Ta—=F LR LT T T T —F 2T D,

FEG| 72 EEOHR, X TF—%, F—EF 4 aF

(2) F—&R—Z DA

O F—H_— AP T
BIREHENLR, SRR, PEEREE, TR T AR, T AN, BITCESETOF—
5 — A PAFED TR L FlE, FiEafET 5,
B o 27 2000, BERER CETF—FETL, FHETTL, WET—LETL,
W — XTIV, WET —XET IV, EIKRIES], 4rElE, DOA (Data Oriented
Approach : T —H F.l7 7 a—F)

@ 7T—F =AD&

BESRREICIE, BRERBCTERINET—XIHHE &, VAT AEREHRFIOBICRAE LT
TAEHEEE LD, TFHEASRERIT LI AERET S, £, DBMS ITKF LR
WTF— X OR#E AR T S FEE LT, E-R K2 UML 24 Lok, B, BEO
FzLY, &, —T 47V 71 (X1, 1%, Zxt%) e EEHET 5,

RG] War—2ETN, Ny s RN, T T4, B VL—variy S
@ 7— 4 _— A DWEBE
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3.

T2 OEERLFENRELRNT =TV (R) REFTOEFZZT, EF—, SMF—7e L
O, —HEMERK (—EMERK, ZREK, RERNR L) oflzERT 5, £,
A=W 2 —DOHRE L ER LB D,

FEHl mr — €70, EEET— RN, HTrE8IAF, BrEE, %8s, 74— K
(IEE), La—1F, Z77A/, NULL, —EMEHK

() T—2DIEHIE

e AR & FIE, 55 1 1IESUE, 25 2 IEMML, % 3 B bR 2ffd 5, £/, EM
IEDBEZF ATz, BARRRERGHRICH U THEIA S IE-CrEREm 2 £ bFHii L, 72
RaT 21T 9 2 L 2 BT D,

BB TaBItE, WO ERE, HBBILGE

(4) F—ER—RD/T+—7 v REkE
WO EHFALDOTZOIZ S 2 TIERLZATHT, ROMEICHM DR Z /T 572 L8, /S
T AR AEBR LT — AN ARG OB T BT D,

FEEHUL

(5) T—E2R—XDMEKE

T AN 2OYEERE T, T2 B AR, RBREAROMEN ST —F =2 DRk
wM D Z LR T D, £, BRT 4 A7 RICRE SN BLwmET — Z s o7
— A EE~D~ y BT Y, T2 = 2O IREIREE & iR ET D RO E A B
%o

FEB| 7 A/ FEREY, WETF—2BEO~ YL, Ty A RK, RET Ty
JRE, WELAMS), MEEERHE, av v yvar, FarFrovay, Mg
WERA LN, AV AFYF—F_R—2

(6) F—4 _R—RDIERFIE
F— B N—ZRBE DY, ANNT— 2 O, F—FN—ADEFRE, T—F OB, T—
B _R—= A DR ED—HDT —Z _X— 2 DOVER FNE 2 FEfE+ 5,
BEH] 7—x~—REEE®, L o— FER, BTG, S EERR, Ao —
T R77Ab

(1) T—42R—ROFH - EA
T = N—=ZADOMRERH A2 B L, IR RIC &K o TETF 2 — =2 ke £ o
SISRPLETH D Z & 2 HFET 5,

FEG] 72— A - R5F
8) #TLxH MEAT—4R—2Z

FT V2 MEAT —ZRXR—ANEAR SN AL, BT — A EE LT —
X ORFR IR ENTWS Z & 28T 5,

F T MEAT—ZETN, EEF TV, XML T —ER—X, FT Y
= 7 NERBIME, O/ R~ B

T—581E

(B4F]
> BRT I X—2DTF—FOEERERL, AT 5,
> T N—AFEEOMEME, SOL XEEEL, WHT D,
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4.

(1) F—=E2R—ZRD#EE

BIfRT — 2 X—=2DT7 =2 OBfEL LT, £EHE (B, 2 M, B, BREE (#

R, &2, Ka, mh) k2B 5,

BALR K

O F—H#_X—RASFEOHEHE

F— B X— A ZEEY, DDL (Data Definition Language : 7 — X EFS:E) & DML (Data
Manipulation Language : 7 —##fESEE) R EICKplSns Z &, 72, T HITiE SQL
ZHM TR M SRS, o7 el T ASENOERATIHRASETRNH D 2
L ERBRT D,

FREE] 2asaL, HLAR SQL, V2 —LERE, avy RER, 74—4, 71
@ F—H_X—Z 53 (SQL)

(a) F— 5 EHE

A¥—, F—T, Ca—, WEHEREERT D SO CEFMT S, £, T
B, B, ERMROERIE, o 0WH (EHTER = — & TR TER
Ea—) ZEET D,

FREEGI =, va—Fk, U, RER, RAAPE, B, BIREK, REIR,
FENULL %9, 7 7 & A4

(b) 7 — X #fESEE (SELECT 30)

BRENDHT —F B @IRT 57012, SELECT I X AR&aEDHE, SExiEEL
TR EATOF DR, £ DFES, BETWEEN <0 IN 72 CobiEfaE, £468%, /71—~
b, WX 72 E2BRT 5,

RG] B, SF—rSEs, R4, RIRTSE, ARBEEIE A

(c) oMo —2EEE:E
INSERT 3z, UPDATE 3C, DELETE 3C72 & @ SQL LA FfE-4 5,

(d) AR SQL

T — Y VEE, JER— Y VERE, BIERELE OB L, HIAM SQL Ick b T — 2
TEDOHA A, Fl, FIREZHEET S, £72, I—YARECRENT, I—YILDE
=, BEOBMA, KT, MAIAREITH I ED SAL L EBET D,

=
S VYIS 3 VN

(B4F]

> T A _X—XOREFEEETHIE (B, EEREOE XS, (AR EEL, Ik
M52,

> o W aUEE, T RAMRN EOEODOEZ T EERL, ISHT 5,

> T—XIIxT DT I AGIEOLEN, REFENRT 72 AMREEEL, ISHT D,

(1) FRRTHIE (Pt )

F— B OO DI, BEONT o a UNRIICT — 2 R—ZADF — X &

B 5 2 EBNE I HRVE DI L FFFFEITHIE (PHhHE) & G2 5, £,
2y 7N, BT A, 2y M, ZRREIRFEATHIE MVCC) DA ZHAES 5,
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AEfl HHoyr, ey 7y, gy ZkE, Sy ey 7, 1 #HaIy AV, 2
a3y kA b

(2) BERE

PEEIf AT Ny 7T v TN, WREHOE Y7, REEREERMOKIEE TRE X
5 U ANV RBOH A, T — 2 N—=2ZOMMBREEO N, 77 ¥ 2ROM EOTZDOH
ke & D& 2 T7, 2B 5,

TN I T T N\ I T T, Wy 2T v, BT 77 A0, U
ANT, T=EZFT 4V I ), P¥Y—FNTrAN (0T TrA)N), Fxo
BAV R, B— T4 U—FK, =Ryl Tp—AAX—|F, a—)LRKZAH
— k

Q) FSUTFHLOaUER
TR R—= 2 IEBORAE NIRRT 7 B AT 50T, T %723 ALBRIZIE ACID
FEMEDSR D HILD Z &, MU DRHED E 2 FfiE4 5,

4) F—EaR—2ANEEMR L
T = HR—=A~DT 7Y AR D=2, 4T v AREMNAERT 552 5%
ﬁ?j‘éo

ATy 2B, AR, I ATy IR, I TR T v I A

(5) T2l

MMEZ LIS, 72T D7 7 B R ET O BENENHDH Z &, 77 B AMHERE L
TET = N—RHHe T DHEIR, 77— X 2R T OMR, 7 — 7 2 WRRET D8R, 7
— ST OMRR DN DD LRSS,

SHRFEIR, 1R AMERR, HIBRMERR

5. T—AR—-RiEH

(B4F]

> T—HN—AOIEHRXE, ISHTEZERL, AT 5,

> T — 2 N— 2K ONNoSQL DFFE, Hrex e/ L, IHT 5,

> TAEREROMMAL LT, VRV LNY, 74T 427 aFUERERL, oM
ERAE

1) F—4R—2XDI:H
F—H T 2T NTA, FT—XH<—F, OLAP (Online Analytical Processing), ¥ —# ~
A= T, T—FESN L TAENERT DHEMMOFHL, b OFMNREERF AT
A, fEREEHU AT AR ETHELONLTWD Z L, TOIHFTIEEEET D,
OLTP (Online Transaction Processing), ETL (Extract/Transform/Load), T —
BV T, By T4, XEEBUAT N, BEIRCAT A

(2) ABT—E2R—X
ROV A MBSO — 2 _X— 20, FE, oo FcogEsEmE,
A MNEHTOT —Z R OHALA, BT 208, T —F X=X L OEWEEET 5,
HEE, 7 I9AT U bRy vva, a3y MACMIE, 2 Ha Iy B AV,
a3y =T, FAREETHE, vV r—a s, KPS, BEESH,
KOS OKF, ®mE), HSEMaE, SEEE, 2B N7 o973, 0SI-
RDA (Open Systems Interconnection—Remote Database Access : BRI 25 A
WM EdefiERm T — 2 X=X 7 7% X) Imhanl, Juy 7 F=—IlBT
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DT = FX—=AFEEN (2t ZAT AT XN, Ty AF VT 41ED),
SR T L — AU —7 (Apache Hadoop, Apache Spark (£7>), CAP E¥E

(3) NoSQL
Vo 7T ORI E LTRSS NoSQL D438, W5 FCcolEEHEm, B
T oMRE, BIRT —F N—RAEH AT AL OEWEEFET S,

R o A2 MEHT —X X—X, FfgHT —HX—R, 7T T7RNAT —HX—2A,
KVS (Key Value Store), NoSQL 5 — & ~X— Z (Apache Cassandra, MongoDB %
7))

(4) T—2ERER

F—2 D@, BWHNE, BWEFRE, T2 2EHT57200EHR (X425 —4%) %
I, BHLET—2T 473 aF e, V7 M7 =TT EARTICBIT 2 e —
THNEBHT 5V RY M) 2B fET 5,

IRDS (Information Resource Dictionary System : [FHREIRFEE T AT L), 47
MIZF7ANV AT, 777 hTF—FR—=Z, JT 7L AT—HR—R, F—
HR—2H—E R, HiEbT—%, PElLT —%, FEEELT—%, ARU—
RV T=H, T=H LAY
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K4 BREH o812 SXTLEAREMN (LI 3)

1.

VATLEHRER - VI VI T7EHRESR

(B4]
> VATLARO/ XY T MU =TEREROELS, FE, Fik BEFHZER
L, @7 %,

(1) SRATLEHEROZRY
VAT LEMERTIE, YAT LOEROER, VAT LEMHOER, VAT LAEMFEOFF
fili, A7 LEMEORFVE2—2RiT 5 Z & L2HET 5,

(2) SRATLOERDOES

O VAT LOEROEZRD B
FIERBMREEM L L CER SN, AR EOER ST U ISV TRERERY 72 88
RAEERTAHZ L EHEET A,

BB FIF ORI, SEATF VA, APL, GUI, {2 Te—AT 7 AL, F—ER

@ 2T MMbo BHE L xS
VAT MMED BEE, SREHE GHRER, NREE) 2F LD LTS,

Q) SRATLEHOES

O VAT LOEHER OEES DEFR
VAT DOREREEME, MEREEM A L 0D T L AFMET S,

FIEEB] o A7 LSRR, LABL AKX AL, AA—T v |

Q@ F - ML ORI HE O

FIRFE OB TN, AN REME, BEEt (AT L8IEA A=) OEHRR
E, X, Rk, RIRAENOOFERFEEZ AT ABRROEB LS E, HEICES

HT RIS, Flz, BREMNRT AT A0 BRI LR AEEZHE, 98 L CEZH
H 1L, 5W2H (Why, When, Where, Who, What, How, How much) A7 5 HMEIC SCE 4
HZ EEHRET D,

FEEMI| PEREEME, F—FN—REE, TR NEME, B a )T EE, BITEM, &
2R, EMAFNE, EHERE, REFEM, TR, EEXHE, #E, I, B'H,
RSFOERE, fRSFOX A I Y, CRUD~ R 7 A

© ZDMOEM,:

VAT ARERREM, BRE R ONFREORIRIS T, AR MR (BRI D VAT A0
FTRER VB TH D 2 L 2R T A HUE) DER, WRBEEORS/REE21TH 2 L 2HM)
T 5,

FEEB]  EATRREEEAE, AN X T = — AENE, SRR, BEREEE, JERgAEER,
Rt % BATHES) « VERE - M O EBICHT A B (T p—~ L REE), A
=TV T RT A

4) YRTLEHOFHRILE 21—
VAT LB AN DBRORKMEZ BT D, Fo, VAT LAEMFEREOENKE, A
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T ADORGE M OMEE N LR TL B 2 —%217 5 Z L 2 HFET 5,

FREEG| W5 R OB ATREME (WHRO R L—F YT ¢), —BEb, 7R N ahetk, v
AT NREFOEBAREN, AR OMESTOER AN, LEa—BNF, Lt
—

®) VIFITT7EHEBEBDARY
V72T EMEERZTIE, Y7 MU TOEROER, VT N TEEOER, V7
N =2 T EEOFME, VT Y = T EEOEFE L E a—E2 Ei TS 2 L AR5,

6) VI b7 DRARVEHDESR

O V7 =T OERKOEHOERD BHY

V7 RN =T BEEERTIE, EESETL, MELT—XETAEER LT, VAT LEHE
KT DY 7 T2 TOER, VT U= TIIROONDHHERE, BES, A X T o — R
EREL, Y7 U= TEAEEEDDLZ L EHERT S, £72, BHEEROTZDOEBET
(21X, DFD, E-R [, UML 72 & Doptr, RELFEZMEHT 5 Z & 28R 5,

B RME (R, EEEAL, Y7 b =7 8FHE - T A M= - fFRER~O
BERATRENE (P L=V BT 1), WEETIR), MEAME (usability)

@ V7 NI T OREHREL ZDA v 7 7 = — ZADHFEDRR
VI NI 2T OBREHAEL F DA T 2 — ZADHRERTRBT A —HOIEE) L Y EHE
IR T B,

BER| —2r—2, a—¥F—2—U—, >F U, DFD, E-R [, UM, JEFOIREE
RITE—F, ¥ T RTFLNE|, BT RT LASREHRRER, YT VAT LAV
2T 2 —RER, YT UAT LK, Y—ERADOERK, FEEHIKISM, SWER
M, ToT

@ XHET NV LT —HET VO]
Wi T 0 oh T 2T AR OER b EETE T L F— H T A ERT B OTE
%ﬁ CE %ﬁ%IE, 5:‘_‘& ‘E‘%/V@*ﬁiﬁ & %/‘7 @Lﬁﬂ“?ﬁ%fﬁﬁﬁj‘éo

REEH| fmELET L, WEET L, EHET VU, Tol, Bmar, RIS, (mEE
i, TEETV Y, VAT LERE T —, THER, TIME, T4
WA, 7= N—=2AIT = F R OB, a—Y—( 2T =—Z, FIHEH
XFE, FIHFEOHHFBR

@ X2V 7 1 ZEOmH]
BEOFEREF 2V T ARV =B LT F =2 U 7« #RBICB T 2 -G HR A& Ok E
Rtk 2088 E L CBENRN. 2 o 2158 & i E FH 2 BRI 5,

BRG] oy T g HE, bR VT B, bR a VT EBEN, R,
ERIMERSE, REHER] (B ROFRI, ZEH#H, VAT Ay —E2~DT 7+
ZHE, & AT A~OEEIC S b S5 BEFRE OB/ MUK OB, 3k
(TR_A TV T 1, WEEFAVE (TSN, etk (resilience))

® RFHEDEE

I B AR DORTHEEE OB K OB RE DA I B TRz # 2, W 2 B+ 5
728 DFXGET L ORLE O VB % BT 5,

FREEGI MEorETE, A CRCdRME, WIENE, RN, BRoRE, Btk
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M VI rYz7EROFERULE 21—
WELTY 7 MU =T BN AT LERZEEH L TWD 9y, EBRENRE, Y7 Y
=7 B RN DO R, VT by = T EEREOERE, AT AORSH KO
BENERTLE 2— %479 2 &L 2B 5,
REEB] WrmoEE TRt B FL—Y e U T 1), S EE, P EE,
F AR, V7 Y =T VAT AOEBLATHEN, 8K OMRSF OE B ATRENE,
LEa—BE, LEa—FR

(8) EBELSHOPRUGERICAVLILFE

ORIV,
VT M 2 TIINERENTWDENEHLMNCL, BT 5720120, FHEENSD
TV INERITTHLHZ L, e U EROTFINE, B xGEEET S,

BEEG| vV rEE, e T S

@ 22—l —2R
a—2—R%, —OOREEZERTATOOFMEL AT LORVRY #EHET S
72DICHWS Z L, ZO8E, B, 22— A7 —A&2 /i< Fika8iET 5,

TUE— B, o— 2 r— A

@ ETEvIT v ROITa hEAT

V7 b= TERGHTIZEBWT, RO BNE, (RO, FEBLATREM: /2 & OFF
MZEITV, PR ZHSTEZEDIZEY 7T v T RO a0 NEATEERTDHZERHDH &,
FEv I T T ROTw AT OREEERT S,

FER| 7o 2 A R

@ DFD
(BT e AT = OWMNICER LTRAT 5B, DFD 2EM$ 25 2 & 28
éo

REG| 2 L7, F—rTa—, FukR, PRI, AEBEE, 20T xR K
FAT VT h, I=Ay s, BEERREME, ML, 72T 4 ET 4

® ERK
(BT EREMBMLL, FEIEK (=T 07 «) EEEMEOBEE (VL—variy
7)) ERBTIHHEEIE, ERXEFEHT S Z L 2T 5,

BEE| =k, BIE, F— 2 fuLEE
©® UML

F 7T MEREGFOEEL SN EZREE LT WML 55 Z &, ML THWA X
OFESE, B, UL 2 W Ty AT A% FBR T2 HiE52 R 5,

75 AR, BfE B, u— g, Sy =R, TIT 4T (K, 2R
— 2, 2ATF—F"Fyx—FrH, >—HF AN, a3a=r— g, A b
Tua—mnlr, Ny hF vy, arha—iTa—, Sl REFO&EE S,
— v MEM, BT, TL—LT—7

@ 2—¥—2 L=V —
V7Y =T EGERET D HIELE L Ta—F =X b=V =055 T L 2T D,
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2.

AER| —vvs, a—F—2b—V—, RAr—U—KAgr b, TOFI RNy

® oo FiE
F O, EBESHTRPELERICHN SN D FIELHFT 5,

REH| wiER (FvYarT—7N), Sysi, REEBK, REEBHHE

i
(B4]
> VATLARO/SXITY T U =TREIOBERT, FE, FiE BEFHEREZEEL,

BT %,

(1) SRATLEREDERY

VAT AR, VAT AR, FURECE ERD OfFk, A7 AREHOE,

VAT LARHOEFILE 2 —FERTHZ L A HET S,

(2) YRT LA

O AT LEFOEM

VAT ARETIE, VAT LAEEN—Ry 2T, VT =T, FEEIED ST,
TNOEERTHTOICUER AT AOEBMBEZRETHZ L, VAT AERARD
R TX DM, VRAI R EEEE LRI ORRBITTEED, BRI AET  OMRSFN T
XD E, VAT AEHGTHBRICEE T RE A EHRET S,

BER| ~— =TS E, Y7 Y= TR E, bR, FEE, R,
IR T

@ N"—Fu=7 Y7 bu=7 =X - FEEOBEIENE
N—=FU=7, VY7 bru=T, ¥—ER, FEEOHENTIZ, EBEDR, EERA,
B A MR EOBRINORETL, RIET D Z L 2T 5,

AV E-R (B S e

@ N—FT = THERORE
BRSSP EAICHESNT, TR 74—V b F LT > FiXEF, Y — XOREERL 57,
BRI CEREIL, N— R THREZRET S Z L 2HET 5,

T—X%7 7 Fx, "— R =T HEHE, laaS, PaaS, SaaS
@ Y7 MU= THERDOUE
VAT AOWFEEN A TETHET D), Y7 b7 Ry r—Uh EEFIFT 50

mEDTE, AT LI VT =T OBRREZHRFIL, YT MU 2 THERERET D Z
& EEET D,

T—X%T 7 Fx, VI RNT2T VAT LESE, V7 =T HEHBE
® VAT L2 OPRE

KIS U CTEPOE, SO EZRIRT 528, Web VAT A, 74T 2 MY —
VAT LIRE, VAT LAOMEERETL, IRETH I AT S,

FREEGI SR, SEULE Web L AT L, ZIAT v R F—SURF L, Fu kAL
7, T=FETN, EHa—F, ER X, ==X —X, FHEZEOEE KO
D~ I wI R, A2 HT =2, —E 2R, FIE
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©® T—F =2 FRORE
VAT LATHEAT 5T =S =20, FREZEE L OURILIELV T ) r—va
ViR EEBREIL, RET LI L BEMET D,

BfE 7 — & ~—A, NDB (Network Database : #8717 — & ~—2), 00DB (Object
Oriented Database : A7 ¥ =7 MEHT —HFX—2A), XML 7 —XX—XZ, MDB
(Memory Database), 4yErT — & ~X— A, NoSQL

3) YRATLHEETA FDOERE

VAT AREHIRI L, VAT AMEAET A MO, 7 A NEHE, 7 A NFIER EO G #H%E
BEtl, AT ADPEEEZ R T L TWANE I NEHERT L AT AMET A MEtgE
PERT D Z & 2HE 5,

REEG] T2 bk

4) 7—F TV FYRUVRATFLEROEMR VL E 21—
WELTET —FT 7 F ¥ KOV AT AERN VAT LBEEIZEEL TV DH D, FEBLATEED
Y, VAT DERETET DEOEMEL R L, ¥ AT AOREH RO IR T L
Ea—%T9 2 L AT 5,
REEB] M moEEATREE RO M L—Y e T ), —EE, REHEER T EO
WEIWE, V7 b= T EBEOEBR AR, B RSO EB RN, L a—
BN, LEa—FR

5) VIO IT7REDERY
Y7 hy=TEETE, Y7 br=TEkE FIRESCE (BER) OfFk, Y7 v =T
Rl OFHl, Y7 FU =T REIOLFE LV E 2 —2FE T 5 Z L 2 BET D,

(6) V2 b PERE

O Y7 Ny =T RE

V7 Ny TEETE, VT MU o T ERERES KIS, BRSNS Y 7 MY =
TORIEE Y T N 2T EEZEOXREEITOZE, VI N TEZEY T N Ty
M (FuarIL) FTHEIL, £V 7 T 2=y OMEE, Y7 b7 2=y M
DWFDOFNECEUR ZHFEICT D 2 L, V7 b7 = TREFEER O, b LogE
HAEHET 5,

[BEH| i, Y7 by =TEHE, YT bY=Tasy b, VT by =T sy by,
VT R =Ty MERHREIGE, YT =T oy MNElA VAT e — AR
i VT N TRAORDOT A NEME, AR, B, AMHARE,
F— ket #at, R

@ A HT72—ARE

A F T 2 —ARFTIE, Y7 MU =T EEREFELSIS, B, ISEM, SR
N=RU T ROV 7 N =T OBRE, WEAEEZEZR LT, AHEEEEZN L TERY #
OIDT— 2T WG E1T O 2 L A BT 5,

FBEEGI A EEMmRREE, OUL, WmEREER, MEEERREN, BEBRE, LA T v MREL Ao
BTz — ARAENE, ZA LT, A E T 2= A, VT Y =T 2z
v NEAVE T z2—A, A FT7x2—RHH, ba—~v A X7 x—X, Hf
ik, 74 —bA—n"—L A, UIv  F=zv7, IoT

@ V7 YT 2=y FOT A NDRE
V7 MU zT 2=y MERBIEE TR RINTEFEZ 2T L TWD 0 E D D EER
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T 572012, T A N0, 7 A MgHHE, 7 A M FRXEEHEL, Y7 by =2T 2=y b O
T A MEREEERT D Z & =28 fET 5,

FEH] 72 rEl, Fov s VRN, RUA MRy Z AT AL

@ V7 b U THET A MDKE

V7 MY 2 T REFE TR SN E N 22 THZ L TV ENE I N E R T 5729
T A NO#EPE, 7 A L, T A NFREEFRL, VT hUTHAE Tx%ﬁ%i%Wﬁ
T5Z & BT 5,

V7 N =THET A ML, TANEY, Fov I VAN, TIv IRy IR
T Ak

(N VIrz7EROFMRUFLE 21—

V7N THEBENY T 2T ERICEEL TSI E, VT MU TEBMSLY 7 B
VT 2=y NEIONEH—EMNREDY 7 by = T EREZTMT B0 EMELZHERT S, F
7o, Y7 M2 TRHIECONWT, FRZICLE 2 —%21T9 2 L2 BET 5,

[REEB] W5 moEE TR MO N L— e U T 1), S EE, PN,
A F IO, 7 A N OEBLATRENE, W K% OVMRSF 0 S BT M,
LE2—ZNE, LEa—FK

8 YI2brb9ox7RHE
JIS X 25010 THEIN TWAH L AT ALY 7 hv = 78 O ME 2B L, 4k
TEFROR T OB ITE R A2 Z B+ 5 2 & A BRT 5,

JIS X 25010, ISO 9000
O FHEFONEET L

VAT AL DOREEIC L ABEICERT A oD TH S, FIHAREDNE T T L A iR
T 5,

FEG] Ao, SRk, Rt U R 7 EGEERE, Rk R
@ #WESEET L
VAFARO/ XIEY T by = 7RO SR (R BIRT 2 ME AR A R & 7

UZEE D SEIER) 2\ L/ E T V2B g 5, F7-, FRMIZEEE
THRIFFEDOEEN ORI TWD Z L2 BfET 5,

FAEEB] HEAEE AL, MEREZDRME, HMAE, EFIME GRS, EMBMEME, TR EY
F1FHY), BN (FTHME, BEEMIEDY), XU o, RSpih b, 3t
BRPEIEN), BN

(9) VI bz 7EREHFE

® 7HV1Z7\EP'LP Rt
Ta ARLERGTFECLD Y 7 b =T EREOE 2 G L FIEE RS 5,

@ 7y bkt
F— S RDRETFIRC LD Y 7 Y= T OB 2 L TR 5,

FAZEM DOA (Data Oriented Approach : & —X .7 7 —F), E-R K, K, BiHE,
ERE, —FFE-ET

@ Mg LakEt
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(a) BERESYHI & AEAL

BERE D E EHEE(LDOFIA BEREDTEWH L, 7 —% 7 n—0O Wik, HRED 71—
TMb, BEEREE L, r 7T AEREOIRE, RO CE L), ME &I LD
PRRETBIOMLR, HEFHZHHIT D,

W, BYBEROZEAIME, ARG

(b) fEE(LEGETOFik
g bR EF TSNS FiEL LT, AL, DFD, MiEbF v — b, KEEBX
RENHD L BT D,

lEYR, 3R, i L, NS (Nassi-Shneiderman : ;v v oA ¥ ~r) K,
HIPO (Hierarchy plus Input Process Output), 7o v 7 X, T7/LFy— kK,
PEEMEEX, A2 R hL—RK, Yx s YUk U—=xik

(c) 7°D 77 L ORE LR R
17T LAOWECRETO B, FEARRE XY, FIRZEET D,
W, E Y2 — 5
@ A7 vxr NMERBGET
F7 Vs MEMRE OB 2T, FIE, FEZHEETD,

FEG] 7T R, Wi TR, A—R—U TR, AL AKX, B, AV R, ATk
Wb, BT T R, R (o~ UZ R, EEE, BRI, 77 AKX, %48
M, Sy Ar—, B, JRAEBSE, RAEME, =LY ay, Wb, Bk, O,
5

(10) V2 bz 7ERDOKE

O V7 by TEHENEIDE 27

VT N = T EBELESETHERORUE L, B — A, MY A T DEN,
RLERZAHE OE S, [FIREE TR E TR, AMJIZEEOR SR ENH 5 Z L 285, £,
FEHET L O A ERT D,

FEG| 77 A NOFE, 77 ANDE], L a— RO, QB
@ Fu s T LyE|HYE
T Y5 WYEIO AR BT B,
FBEG| 500 oF S, et BIsoAEEN, BRI, MIEES, RAFE, ERE

(11) ELa—ILOEE

O HEIFik

SEIFEITE, T2 OWMINITER LIEFEL T —2EIER LEFERD Y, NS
WLERDTEREL J“ LT’FE%IOD/\”}:' FiEEMAtoEL 2L, HRIFIEOEE, Frdc B4
60

STS (Source Transform Sink) 43#|, TR (Transaction: N7 ¥ 7> 3 ) 4
=, HomtEReEl, FREERET, iEfJZmir VT N—F, BRI e s T A

@ 4yE|HuE
V2 — LOMSIPEOT LR L LT, TV a— A OFEEM GRE), EAE, Fnb
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EMRSIVE & ORALR, SrEIROFHNAYE, ES L & BRI O 720 ORHii A AEZ BRAFS 5,

FE| £ o — oHIEEE, %/;%w®%$%w \%g EY 2 — LFAE]
BT Y 2 —/b, BEEERURE UM, AR RO 2GS, HERE S

© TV a— AIEROERK
BEY 2= VHBROIER D Z 2 T7, FIE, €Y a2 — HAEERROERIZHW b D Fik 2 B
fEd o,

AL, PSD (Program Structure Diagram), DSD (Design Structure Diagram),
SPD (Structured Programming Diagrams), HCP (Hierarchical and Compact
description) ¥+ — I, PAD (Problem Analysis Diagram), WEF (F> 23
YT—TN), U—=xih, Ux 7 Y Uik NS K, iGN, s g v
T

(12) St BRA
Y7 hU =7 Ot & BRI OLEME, i ORI &R, BaRGtoREREE, V7
N =T Ry = VORI MIEEZ BT 5,

BE| = HR—%r by =T, RUA MRy IR, TS5y Ry s AR, 15 RA54
TV, T RE =, LH =TT

13) ZF—F T Fv\2—>
T =% T I Ty RXE— NI T NI 2 THREEDO T — ThDH L7 PO M A E 2 C,
T —=XT 7 F xR A= ERAT RN, HEFEZHRTD,

MVC 5L

(14) FHALonR8—>
THA LRI = NIEICAT V=7 MERERFHIAW O, ARRICBET 5% —, i
BT 27—, IRABBNCETAIZ—0 0 3 FiEICOEIND Z L POR M AR F
2T, THA LR =V ERHT 258, BEFHEZIHET D,

FREEGI Zepk, i RO
(15) LEa—

O vE=a2—0HMEFIE

TuY el MEBORNSCHERREY 2 M+ 570D L Ea—0 B EEFET 5, £
72, VEa—IXEDER, VE2—DFE (LEa2—FXOWE, L Ea—0rMliREYE
DWRTE, VE2—BMEFEDEL), LE2—fROTE~DOKMIEEL VD FIRTITHON
5 EHRET D,

LE2—DOXE, Ex AT, MEAERET D,

FAER| =—Flbta—, FRAMEBELEa—, Af#E~v=27 L Ea—, ET LE=
—, TH¥AL L Ea— S AT gy, BEFL—F—, XELFE Ur—
7 A—, EFLE 2—

@ ZM MRl B
Vt;~rﬁﬁ¢5%%ﬁﬁm@@a%@%¢50
FIEEGI Hgne, MhRE, AE - BES), IBHEME, BMENME, 2otk ERAORSME, HiES
1, Emﬁ %ﬁT M, BRSO ATRME, ﬁé BB
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@ Ot > 22 M FEA T
HELRT A N7l AORMICL DT —2FEA, FAEOERSCEMOINE: P,
LB a—Ds DR ér£ﬁ®$$%ﬁmﬁéo

ETULS, Tuh—h, Frvs AR

RE - BF

(B4]
> Y7 U=THEOEZT, FIE, FiEk BEFHZERL, WWHT D,

m)%&-ﬁﬁwaxa

CHEETIE, Y7 by =T 2=y bOMER, T A NFIEEOT A ST —X OIERR,
7%7I7n%/b®7xb®%m FIHFE SCEO BT, /7bvz7ﬁ TANEOE
B, Y7 b7 a— RFEROT R MEROFHhZFET 5 2 & 28R 5,

a—F vy, IurS LS, Tus T AEE

(2) VZ2b9xz7a=y FOER
EOLNTma—TF 4 V7R, 7a /T ASEOERRICEY, Y7 by =T 2=y MEEE
fEREEIZ SN T T ST IR (TH 2L AT A,

TS A Mu, WG, BT AL N, Ta s T aEE, TAIY XA, T
—HWPE, T X—R, TR AN, HELTe s 7107, £FVa—
El, BV a— R, BRI, WM T e ST IS

Q) YVIZFr9xz7a—FRUTR MERDFMEERAE
V7R T a—RETAMNEREFMTHBEORMEEZHEST L, £7-, Y7 =T =2
=y FOIERL, Y7 b7 2=y hOT A MNERitg, LE2—%1T) 2L EFET S,

[FREEBI EpfrTREbE, AME—EME, NE—EME, TR MERM, 2—F v 7 HEROME
EEUEOBEUINE, V7 b THAKRONT A N OEBAHREM, EH LK ORTFOE
B AT RENE

4) a—F 1 VTE%
a—F 4 UEWEO BN AT S, £, a—F 4 v VEREIITI AR ED L S N
REZGODHY, aA—F 4 THERELF LRV E DL ) IRRENE - 502 FfFd 5,

fFrT—ay, RA N, mbHAL FREIEGS
(®) A—F 1 VX EF
aO—F 4 VI XBETEORSE, FIHTARE, BEFHEAHET D,
a— RHfisE, a— RAF—F 4 ¥ —, YU By I ANLTA |
(6) Aa—FLEa—
a— KL bEa—0HK, HiEaHEET 5, £72, a—TF 4 U TERERF-TNDLED, V7

KD = TR GRSV TV D 0y, ZhERIECIRSFIEDS B 2 e & & RS D 2 & & PR
1%,

ANV ZEH, a—FRfo A ay, ¥ Ja—RLEa—, Ux—7 AL
(1) Tk
TRy DI, BEEHE, JLET ANy ZEERICY 7 v 2T AEMESETITHY TNy
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4.

7 DRHE, BHEHREY — a2 W T Ny 7 IR 5,

BB 7Ny UBREL EOIN, BT AL, TH—Tar, FAvH

B8) YVIrYT7aAZw FDODTR

O TAMDOHB
V7 " T a=y hOTANE, Y7 MU TR TER LT A MEFRIZHE - TTT
VY, BESRFIHZWETZ L TCWDANE I DEHERT 52 L 2R+ 5,

FEEMI R, KB, BEESH, HAME (usability)

® FAMDOFIHE

TANDBW, K, A7 TVa—, Kl HHTHTARNY AR EERELTT A
NEFE AN C, WRICT A NHE, TANT—XOERK, TA MEROHEREOT A M
lHEATV, TAREEML, 7A MEREZFHOT 2 &9 —#HOFIEZBFT 5,

FEB| 72 FHER, TR MG, 7R Ml (R MREE, TANT—2RY), 7
A NEME, 2=y FT AN, FxvZ—b DER, YIa2b—F¥—, 7ok
BAT

® 7 A b OEM LT
FANOBW, £, REFEH FA P CHEASNDGT R LY — L ORE & g

Bo Eio, TANOFTRITE, T A MEROTRE, RN, TR T LOEERYR

(EEH1TH = L & BT 5,

REB] 71 oW, RIAN, AT, FAMT—H VxR b—F—, 7 X kit LEE
Fik (AT, TT—kE, AZEER), TAMEBE, T A OMRE,
FL—F YT (B, VT =T EEUIY 7 Y = T RE e o—EiE, =
=v FOBHENO I

@ T A bDOFiE
FARTHWONDL T T v IRy 7 AL, RIA MRy 7 ZEOT A NTF—F OVERKRTT
Ba R 5,
REEH| A bV o REH, FAMr—X, @R, SRR, HIESIEERE (decision
coverage), B (multiple condition coverage), RRESHLAS V%,
Mg, oL —U, BRIVEONTE, FEONE, RRERS 7 71k, =7 —4#
Ak, FEERGHEE

B-TAb

(B4F]
> VATLAROG/SXITY T RNU=THE c VAT AR ULV T U = TRGET A
FDFERT, FIE, FiE BEFHEZESGL, SHT 5,

M YI+IzT7HEDERY

V7 U= T AT, Y7 Ny THARIEOEK, YT Ny =T kA, Y7 NU =T

a7 A ~OFEH, FIMEXEOER, V7 U7 HEOME, Y7 by =T G OKE
LEa—, Y7 NU=THGEET A NOWEfiZFEiT 5 2 & 2PFET 2,

FEEB] 7= FEfE, 7R I, 7R RF—X

(2) YVILIITFPRIETRAMDERY

V7 M U2 TREET A RTIE, Y7 MU =T HRET A bOFERK, FIHECEOTR, VT
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FY =T RGEET A S OFHE, VT MU = TRGET A hOLFE LY 2 — DR, BAOSHE,
WINY 7 bU =T Jin O 2 K9 5 Z & 2B 5,

FEEL R EANVEYS M =

3) VI bz 7#HE
VT7 MU =THETIE, MAETIEFICESNTY 7 by =T HERIEAZER L, S
Ny 7 by =T Efed 52 & 2HFET 5,

FIEEGI 3 DIRUT, RN (ERN)

4) VIrOIT7HETAE

VI N2 THEETAMIY 7 MU= TEREHCER LIoT A MERRIZHES TTVYY, Y7 K
V=T OMEEMRT DI L, VYT MU= THAET A NOERREH, SEHEFIE, FEmo L UE
PR D,

FHEHIl 7 A NEHE, T A MEE (T A NREE, TANT—4RE), VT U =THE
TAMREE, My TEIUTAN, RELT T T AN, RIA7R, REZT,
TARMRy R, AT A MREE, 7R MEROCEN, CE(LEYE

®) VIFIT7RIETAR b+
V7 N2 THRRAET A NMIY 7 MY =2 T EHERTER LY 7 MU = 7 EIIHE - TT
W, Y7 MU T RNBEEEBDICERAINLTWANEREET D Z & 2HiFET 5,

FEB| 7 A NofEE ERET A b, FEHEREEMET A b, MRET R b, AWT A R, kX
2T 4T AN, BFTAN (VFLbyarTAbL) RE), Y7 hu=THK
FET A MRS

(6) VI IT7HERVY I bz 7HREET R MEROF

O T A MEitgDX AT

T A NDOEMBHZIZIE, T A MEROFEEE, ERODITROFHME, v 7T AOEIESCH
BYEEAITY, BEISUTY 7 by =T iaE, AIAEXEOTHE21TH 2 & 2+
50

@ V7 MY T A O
VT RO = TE ZRHE T Do EEA BT 5,

FEEG W5 R OB ATRENE (IO b L—3 U T 1), S B, P,
T A MERRYE, 7R MEEROHFEOBYINE, V7 b= THIET X b OFEBLA]
e, SE R OMEST 00 J28L AT REME

@ Y7 =T KEET A N OFHM
VT MU 2T RRGET A BRI A B0 R UE A BfE T D,
IR Uk 258 AME, VAT AA KR OT A F O FEBAlEEM:
(1) SRATLFEDERY
VAT ARE T, VAT AMEFTEIOER, VAT LARE, VAT ARET A O EE,
FFESCEOTH, VAT AHEOFM, VAT AHMAEORF L Ea—, VAT LRIET A
k DY 2 T D Z & A HMET S,

BER| ~— Y= THREE, Y7 by = TG E, FEE
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8) YRTLBREETAMDERY

AT LREET A N TIE, VAT ARGEET A N OFEME, VAT LD, AT AMEEET
2 NOEFLE 2 —DFEM, FIAFHFCEOTEH, BADLE, MATRERY ZT LD,
AR MRS MRS AT L O T T2 2 L 2 BigT 5,

AT N

(9) PRATLHE
VAT MEAE T, AT DIEFICESN T AT AHEEFEEER L, HEINZV A
TAEMRET DI L EBFET D,

FERH Heo T HNAT, PRI ()

10) SRATLEETAE

VAT LAMET A MIVAT LRI TERZ LT A MERRICH/ES TITVW, Y7 b= THE
i E, N— R =TGR E, PEEEROCLEIZE L TIND VAT LAEE2THRE LTzY
AT DINBHEN T L TN E I DEMRTHZ L, VAT ARET A N OFEMERHY, 3
B FIE, FEAMGOFEAEE BES 5,

FEER| 7% NEFEL, TR NER (FRNRE, TR NTF—ERY), VAT ARAET A
N, T A MEROSCEL, SCERE
(1) SRFLRIETR +
S AT DFET A NI Y AT WERE FLIZV AT DEFIHE S TITV, VAT A
ﬁ%#kk@’%ﬁéﬂfwéﬂtoﬁ%ﬁ #5 L EEET S,

FEH] 72 FoFEE (EET A b, JEHEEEMET A b, MEET AL, AT AL, Ex
2T 4T AN, HIFT AN (VZLyiarTAR) ), VAT ARAET
A N E

(12) YR TLHERUVS AT LREET R MEROFE

O T A NEitkDO X AT
T A NDOEEHITIE, T A MEROGE, RO LOFHE, AT LDF 2—=>
TEITV, REICG U TCXEOESR 2179 2 L 2Ff4 5,

@ VAT LA OFHMm
SAT DA BB DB 0 EYE R FR T 5,
FEEG] 7 2 MR, TR AR ORI, I Lo R0 A,
AT MRFEET A b OFEBUTHENE, JEH R OMRSTOEB RN, L —
@ AT LWFEET A N OFEAH
VAT MRFET A b & AT B RO AE R BT B,
BB 7 % k5 R OME SRS o Bk

5. BA - FANKIE

[B4E)

> VATAKRO/ NIV T b2 TOEARONR ANKREOE 2, FIE, FiE BE
HHEAEHBL, ISHT 5,

> RMVERESRT A b0EzT7, FE, FiE BEFHEZESL, WHT 5,

-34.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2021



(1) SRTFLRUV/XEVIFIZTTDEANDZRRY
VATARKOS XEY T R 2T OEAN (A =)L) T, VATLAEOR/XEY T
N =7 OBEAG B OER, BAZEmT DI L EEET D,

(2) YRAFLRU/ XEFVIFIITT7DEZEANTIEDRERY
VAT AR/ IV T b 2T O ANKETIE, BEEOZANL B2 —% AILT
A RO, WA, BUEE~OHEBFI L O FE 5 2 & 2T 5,

FREEF i

(3) RLUMERTAFDE2RY
FUVEMERT A N T, ZUMEMERT A O E, UM T A FORROEHE AT 9
ZEEHRT D,

4) BA

O VAT AL/ LY 7 b U= T OB AGHEOVER

AT LR/ REY 7 R =T DEAINL ST, KREEOEARUHIAD Y 27
AR/ NI 7 R =T OBATE ED X DICEGT HDh, T — X IRESREF~DE
7o Y OREFEI D, A7 Y a— A RfEIE S0 LS ICT D07 E, EAGHE & EK,
EALT D Z L EBRT D,

FREEHI EAZM, BITEM (e AROT —2 0BT, BITRSTOEMGIER A7
Va—b), BAREHIWIEESE, A R P VR OER, HAEE, VL —
2, WATHBRS, EASGE, —HBIT, BWBIT, BT A —L, BT 2
F A

@ VATLKO/ IV T b =T OEADE

VAT AKXV T MU 2T OBAFHEIIES THEAZITI Z L, TOBROEES
AR5, /2, YATLRON/ IV 7 o T, F—EX—R7p V&2 TIRE
SN EB VYL E ATV, EITREZEHET 5 2 L, EARROEERBEE CEL
52 L aHiET D,

FEEB] HATIE, EAMKE, RSN, A7 NEHHM, EEY A b, (R, @
EHEE, Y7 oo T7TEA
@ FIHHEE
VAT AR XNEY T M 2T OBEAICHE Y, FFE RS AEEL MR T A,
FIlHEE, BT 27 A (e-Learning, Web Based Training), B A
T AT AZE Sy r—, FIHE R SCE
(5) ZANZIE

D AT R/ LTV T I =T DZANLE2—ET 2k
VAT AR/ XEY T by =T O E L, BUSEICE DAL E =T X bR
i%#é L, ZANLE2—T 2 NOBEM, COXICEETLIONEEFET S, F
BAEE, a0z AnZiEE2Z), LRV Ea—, VATARRN/ IV 7 Y
IT@ﬁéﬁ%m71%®F%%%ﬁbf,iﬂﬂ@ﬁﬁ,%ﬁhv@;—,%xh%ﬁ
\, RERASCENT D Z L AT D,

Hﬁﬂ ZANTFIE, ZANIEE, AT 2 N, BRI, R

@ P AF IR UL 7 k7 =T DAL Z AN

_35.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2021



VAT LR ATY T U =T OfEEE, BUSEEIE, RO TRENTLLEBVIZV AT
LR/ NIV 7 PO =T REELTND ZEZHAEICHRA L TMAL, ZTANDZ &
ZHRT 5,

FEH] AN, FIEBRGREOAE, WEMOBHEEE (WA FL—Fe) 7
41)

© HHEF

VAT LR/ ATY T b U =T OREEEIT, BUSE K LT, W1 K& ONkRERY 7
DI DHENR, ZELEREST DL, BUSEIIMEE O3HR 22T THRHIOFH, 2
ﬁ%ﬁ®%@,%m%ﬁﬁlk%ﬁ%?éoit,ﬁﬁﬁﬁwﬁﬁ,Wﬁ,@ﬁ,%ﬁ,
i R ORI ST 142 B9 5,

Hﬁﬂ FalRatm, ZENEOMER, BEIAT, ZEIEE RO L, 2F
w27  (e-Learning, Web Based Training)

@ FHE~==2T Vv

VAT AR NEY T MU =T ORSEDEY, oV a—XEE VAT AER
EOFIRZERAE~=a2T7 NV E LTXERTDH L, FIHABE~Y= 27 VTV AT L5GHRE
XXV 7 MU = T ERGHRICE ER ZAERR L, BAROEITICNE > TEEERH T2 2 & 2 #F
T 5,

G EAEE, FRE~=2T7 L, VATFARAXE, Y7 by =TRHATE, Fa
—rUTL

(6) RYUMFEETR b

O 4R T A b OEfE
EFHUIBREICB W TRZUMHRT A NOFIEEZEH+T 5 2 L 2 FET 5,

FEG| UM RSN DT (EREE), BIET B IERY, UMEMERT 2 PO B,
R RSN DRER), AT 5 SRR T A FoHE, KELT LA
R =T VT RT N (iR - B - BEES), B RMMERERT A bR ERT 57
D DEREE S

@ ZUMERERT A N OFER OB

TOMMERERT 2 M Lo TSN A v Ty P ROMBEETEL, 20 0fifR%
BT 28, RORYUHERINE VAT LAEZED NL—Y U F ¢ 2T AL %
R4 5,

R FEADRAFRE, RIELE, KWEE, KEEE FATENODRE, W
DIBBFAIREME (WFHO R L—HE Y F 1)
©® FMPEREGRT A R O ITHEIE
T MERERT A b TR TSR E T T 5,

BRER| (> x~rvar, Tr—s A —, HHEET AN, VT T =T ORTHA
(R—=FF 2L, ERABET AN, FHET AN, T ANRLT A N), o8, FEE
o BERIE, BBICKAFEIE, Y Ial—3i gy, BT LEa—

6. fR<F - BESE

(B4F]
> RFDERTT, ZATROERE, FIH, BEFHZER/RL, AT 5,
> BEEOEZT, FlE, BEFHZERL, SHT 5,
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1) RFOERY

RSFO HHJRR Y — B R LUl 7 EOIRSF 2520 0 BR, (RST 24249 2 oo FEERMESR
BREEER LT, (RSTFEELZIRETHZ L 2T 5, £7-, RSP CIXMEORA, i,
FEREYEIR R R P ~DxfIin & LT, BEFEV AT AL/ SUIBEIE Y 7 b U = 7 Oz %
FELOSBIERCERZITH Z L 2 BT 5,

BB (RerEME, RATORE], RITEOEBAREN, FFET AR, BERTAN (U Ly v
a T AR, V=2 V=F Y7

(2) BEDERY

BEHETIL, AR ORSTFOMMBRIC L > CTEETOIEE K2 D0, IR EEZITH VA
TAELLIIY 7 b =T HREOREEICL, o, FBEIEL TCHLEMRICKEOZRVREEIZ L
T, EEVRBEICLEY, IALIZY, BMVEBRWED 352 L 2RI 5,

BB Rk OEH D5 HNE (integrity)
(3) BSFDL A TRUMBE

PREFE ED X DICE T D0, RTFOZA T RO, TOBRORESEHE, ENE, 5
EOE N E BT 5,

(RSFER, (RSFEMEDES, ~— R o TIRSE, B AR, RTRSE, TEHRT,
BISIESE, SE R UIESE, A v A MESE, BRERSE, T4 794 27 L O
(4) BFOFIE
D R5F 7 1t A B bh O e
RSP EFSBRIAD 7= D DU % AT 5 = & A BRT 5,
FEB| BIR T 0t 205 ORSFICLEREENOSIME, SR OFROER, B
PR OMESL, (EEVEEOFE, (RT3 0 CEMER

@ R K OME ED 53T
PRI D VAT AR/ XY 7 b U = 7 ORESCUCE EOR 2 fif 3 2 8 fe 2 B3

RIRESAS B TERIED T, FBEO BB SOIMEE, EEER ORI O AE
@ (EIED N
EIESS PN E - 72, EIELFERT HIEREHET 5,
FEH] BEET VAT AR/ LY 7 by = TROMESCEORE, KRB, MiEdk
B, FREORIE

@ RSFLE 22— RO/ Tz AN
BIESNTV AT LR/ XLV 7 NU =7 OEEHGERE T ORRBEIT O 2 & 2 PR
ERAR

FEH] BESNEY AT ARG/ TV 7 b =7 O528M (integrity)
G FIER I 5 D Ehfe
FRED FHIG LD T= 0, EPEBER /e &2 EfiT 5 2 210k - T, BAERE O,

PR OREOFREMEZ BT L, YATLARY/ XEZY 7 b =27 OWES~Y =27 )b
R DOWRETEATH Z L HEET D,

FBEG] o AT MMEEMED T D OMNTEGE (FTA, FMEA 13753), W56 OB alREME (O
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MO M=% T 1)

® BAT
VAT ABITRO/ IV T MU 2 TBITOFE, VAT LROS XIEY T T =T D
TERMEDOHER?, EB~DORER EBITOROBEFHE HFET D,

FREG| BATEE O SCEAL L BREE, BRERE~OBITEEZ: & Oils, BHIABEEOLIT
LIRS0, BREEE~OBITOMEE, BITHEORIE, BT,
[R5 BT — & O & 2 e R

(5) B
VAT LRSS XIEY T Ry =T OBARLEF L LI, REERSTEV AT AKRD
S XXV T N =T DBEFEOFINAE BT 5,
REEHI FesERtmio R, BEgERtme X ORIF ~OmEm, HIABEEOWATER & FIHE
DHE I, BIFERE~OFEEOR, FEEET — 5 O L 7 7 & AT
PED e
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27T, ATV M Ea— ATV MRARTT 4T, Ty X
vrag, AV MRy ras, L7V RA R

@ Y7 Fy =T B
V7 b =T OBRRFEAEMESLHE N EOOITX, At LEAHBBRETH Y, Hdn
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RU w28, V8T AN w7, 7 u— X RURT MG, A=
AT INER A
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(4) E%TRER
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& RGBT 5,
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[TV — B AL HEDRROESRMENATT 21T 5,
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FEERI EEEH (IT 7'y b~k A b (ITAM : IT asset management)), Y7 h T/
7Ty h~FXP AN (SAM), T4V AVHKT AL b

(5) HRLEE

HERR S B 2!, Rodk, W, GBBRROMRGEL, Y— B RICBE T DA RE e T S
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TSIA 25EBETHIL&BMT L, £, HOOUHDIRDLNEMBET, y—ERAL~ULH
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REST D &2 MfT 5,

ZHEHR (RFC)

® AEHEHOIEH)
EHEHOIRENCIX, RICREITO 2 L 28R 5,
c RHEEROBIEZRET D,
- U R, HERNGE, FERWREN OB R EE L, EHEEREZERT D,
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