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TH/80%

KA : BINER P81 :+Xxa)7+4 (ERGE EMLAILY

1.

HEREexXa) T«

(B4#F]
> fFHEx=2V T 0RM, F2T7, EEMEZERL, sEIISHT 5,

> EHEEICAT 5, Wit & AR TFROBEREE L, BEICSHT 5,
> fFWEx=V 7 ICHETEANOREE, LA, 5, TomeERTs 2L
T, EOLS BB EIETE o2 ERL, SEICEHT 5,

(1) BHREXFLUVTsDEMNEERA
IEHOMZME (Confidentiality), 52 (Integrity), nIFME (Availability) % FE(%,

HEFF T D LIk o T, BA BB BIER AT L ENERERHEL, FERV AT LDOE
A ED D AR5,

e M (Confidentiality), 8@k (Integrity), wIHME (Availability), =
IEME (Authenticity), EHALBBFPE (Accountability), 5 #B51E (Non-
Repudiation), {E#HME (Reliability), ZJEMIHH, X2 U T 4 A TH A
(ExXaT A THA ), TTANRN—=NATHA

(2) EHEEX LT DEEN
HEDRy FU—=7ITtE, BEICE > TEREF 2 U 7 1 OKED S S GO

[ RIZO703 % 2 L, His AT ABEOFPEEOFR L E T WREERH D Z &2 b,
HEx=2l 7 0 OEERLZHET D,

FEEG] e, Bk, WesshE, o o8 — e
3) BB

O ZWofE¥E
TE WA PE T DAk & 72 i & B 5,

FEEGI e, SSE, SeRE OB, W, BA, RETZ®R, B 20 TEL, &
hy, TT—, 7T X0, BVRAA—/LFER (BEC), MEIRFH, REER(E, T
7R AMEOREBIE, K, BB, BARR, REMAH, Y—vyrxmrv=71
7, RIRA, B, Bk, A, NEKE, 1iEfTS, SNS OE, BhBA,
A —)L (AL, AT 12T A8, WESXY L (Attack Vector), IKEE
XITREE (7 X v 7% —7 = A : Attack Surface)

@ ~Vv=T « RIEZa 7T A

NI =T c RIET T T LAOFEELEFDOIRDI BN EZEET D,

AU a—H YA A, TR IA LA, T—Lh Ry bk Ry hky b, 56
BaERI 7 A4 LA (RAT : Remote Access Trojan), C&C H—/X), a7 kw7,
YNR—=Rvx)b, haAfDOKE, AL U7, o80T, F—ah—,
—hrXxv b, Ny KT, ATFTNVAEN (RVE—T7 4 v 78, AF2E—T 4
v JRNEN), T3 AN VAL T 2T, =27 AFuaf ha—K, =7 x7uad

%> b
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(4) HasstE
B AT LOFHREF 2 )T 0 1ZB 5 K, 1TERLE - 5 0 5 DMk T O AR,
WEEB~OARRIER £ OMasatE 2 HiF+ 2,

BEB| N7, v )T ak—, ARIMEENE, NESERIORM, v F—IT, Ny 7
7 TT—, A - HEMR - 77 ' AKIEOARME, SR AR, SNAT—RO
mN—RKa— K, @EFEOXM, EEFEROFELTORST « &7, L—Rar7 v
3>, OWASP Top 10

(5) FEDA H=XL
REATA P FAET 2ERN, WHARECE2EREX=Y 7 1 Fik - FHORELH LTS
T= b DEEIEAG D& 2 77 % FRT B,

FREEBI ~EDNTAT o (&, B, EX(b), IRUELIE TR, R,
PR ERBERR A

w)Kﬁﬁwﬁﬁ WEDEE
WAL o WRE O, K OERENARIE - J05R - BB AT O B8, Hih, %
— v EHET 5,

A7 VT NXT 1, Ry bo—F—, NI, WL, FEE0, e, 4—7
v, S8ER, “EZE (XTATZIAR—Tal), NITTFLERA, W
AN=Tr VXL, V=% AL BERETI T, FANR—FLTFxz—1,
MITRE ATT&CK, MITRE CAPEC ( Common Attack Pattern Enumeration and
Classification)

(7) HBF&
TR 2T L, MRS MEAASDRIE T2 & FIEZ BT 5,

FEEGI - FEELE, BRUT-0 (T — T3 —R) B, VR—RAT)— KT 5 —RK
O VAR—T =T NVKE, RXATU—RJRANKE (VLT ILAE Y
740
7AYo NRAZVTT 7 (A, AL, DOM X—R), 7 aZXHA K
VIZARNT =2, 2V I T%v X T, RIALTAA X7 ra—FR,
SQL A > =r gy, HITP ~o XA P73 g, 0S ax KAV =y
vay, FALZ Y RTIA—HL, Ry TrFd—nR—Tua—, F—F LUK
ALV hOEM

- 3 (Man—in—the-middle) %, MITB (Man—-in—the-browser) X%, & =&
ik (A—7Fr V=), IP AT =T 47, DNS v v alfA=0, 7
AT (AI vy 7IEN), ByvvarnfTPxy s, Eyrar DO
EE({t (Session Fixation) ¥, UV LA WEE, KA v 7urT 47
2 LB EIELE T (Multi-Factor Authentication Fatigue Attack)

+DoS (Denial of Service : —E RAE) LEE DDoS WE (= /L F X7 LA
1%7>), DRDoS X%, TCMP Flood %%, Smurf K%, U 7 L7 g L IEE DNS /K
BOWE (T LY T RAALVRE), 7V TN xy o7

< FERSRITZEE (APT (Advanced Persistent Threat), /KERAISFITZEE o0 Hy Al
W\ EHy), SEORA A=

- BuTAKE, YA RF v X VHE (7 XANKE, To—THE X1
VIUWEE, BNRNTRERE), =7 ¥y v ST HHE, y—EAKVOY T
r7 =7 OMREDTE (RLO (Right—to-Left Override) OEM, A —7Fr UV
JVSOERIZDY), N—V g ra—Ny I
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<Al ZEMA LW (ERKE - 7 o7 - 0 TE LML, v Ly

=7 (RNUT o (HFE)) D4R, AT LAOMEIHVER ROMRIIED), T
A —T T A7, BRI 7V (Adversarial Examples), 7m o7 bAoA ¥
z7vay, T—EARAR=T, BTNA L N=TUa VIR A=y
T HERI S

WO (7 TV T Y, R— FAF ¥ 1ED), RaaS (Ransomware
as a Service), 7T IV L—T ALk

(8) 1FHREFxal) T+ ICEET HEH

@ B
B DIET 5 =0V BB R SEA O M & BT 5, %72, WEBLOME, 1\
RIRME I RO, F58E TS 5.

EE WWWM%%UXF,%%EK(%%m(Hﬁ%,@ﬁ(@ﬁﬁhﬁ\ S -
o

A (GLEsE), AR5 5 (ABHgE, fEHE)), RSA W, P?Elﬂn‘?ﬁ
(ECDSA), #4:4, Diffie-Hellman (DH) #4452, wi b REME (PFS :
Perfect Forward Secrecy), /~A 7 U v N5, PRILEHF 5 (ntu EAT X 5,
AEAD : Authenticated Encryption with Associated Data), FAE4Er (BFEIL),
FERHE (B, ERAR S ), BT, M&E RS (PQC (Post
Quantum Cryptography : ffif & 1 Ft H KT 5) 1Y), /v v = B9% (SHA-256
(SHA-2), SHA-3, —J5[mt, 2% s WLIN e, froess RINEEI1E)), 7 e
v 7 g5 (AES (Advanced Encryptlon Standard), Camellia (X7, KE=FIHE
— K (CBC, CTR I1E2Y), A FVU—LAkFS (KCipher-2 1A, RERS, AR,
SRS, ELECAE K, %%TQEL%@EEE%% (PRNG), ##EH, A L —UKERE L, 7
7 A MR, fifide, ¥ uREs, Yy s Fe—, SSL/ILS WEaRE s
A RIAy, DALy R, 3HEE (A—F—F5), BERE (v bk
X2 U7 q), EHRENLZEN, HEENLZSM

© R
nunEOD%i*’E, 'fj:'fﬂ%( 4‘2:‘:134( ﬁ%’ﬁ&%%ﬂ:jﬁé Tz ED &L 9 fﬁnunff*ﬁﬁ‘]‘i))ﬁﬁb\%néﬁ)
FORESLANT DM 2 RER 3 2 0 2 BT 5,

RER| 7B (BhbE BRI, ML FOXVEL, T340 REL, IA—T

Bh NT YT g LB, BALRE LT (ELEREED), A vbB—UX A Y

A K, A vE—UFEE, MAC (Message Authentication Code : X v & — 3 ZEE

ﬁﬂﬂ IMAC, QMAC, 74 > A7V bk, Fx LI L AR AR, U AT
AFREE, a— RNYof = /? TUT 4T 4 PR

@ 2:‘[ ﬁﬁ%‘n‘h M.
FIHAFBRED T2 OICHMA S D B O, (LA, FFEE B 2,

ReEh] =7 A FIAHE D LASRT—F), 77 e2EH, IC —F, PIN 2—F,
Kerberos 572, LDAP #— S TOFRFE, VXA LA T— K, ZHEERE GUE,
FTA, AER), ZEEPSERGE, /SA U — RL ZFEE (FIDO UAF, FIDO U2F, FIDOZ2,
WebAuthn, Passkeys), EMV 3-D % =7 (3D &x%=7 2.0), 74T T 4T A
#PE (OpenlD Connect, SAML), IdP (Identity Provider), IDaaS (Identity as
a Service), YUY A AL, CAPTCHA, AAA GRAE, #F, THT LT 4 v
7), eKYC (electronic Know Your Customer)

@ AERRERELAN
FIRAHGBIZA A S D B D —>TH 2 L MGERERAT OFH, (LA, Rz 2R
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2.

50

FREEBI S ikirs (Wil S & — 2 7RGE, RCMRRGE, HHRGE, MBGRILIENY, {TBi%s
1%1 (F”‘fj(nunE %%nuu 3753) ZKJ\*E 4 (FRR) ﬂﬁ)\x)\4 (FAR)

® NBRfEFE
PKI (Public Key Infrastructure : ABRSEJLAR) OffHA, Hi, &S EZ2EET 5,

FAEEI PKI (Public Key Infrastructure : APR#EESE), 5 U X LFEAE (API#ETEHRA
), V—FEAE, F7A N7 U — (BEOKER), FHCAGERE, H— NGk
HE, 7747 FEAE, a— K1 = /7£%E,CM(%NHRMe
Revocation List : sFBAZERZHY A k), OCSP, CA (Certification Authority : 32
GE ), VA (Validation Authority ) , GPKI ( Government Public Key
Infrastructure : BURFERAERAE), BCA (Bridge Certification Authority: 7'V
v VREER ), ITU-T X.509, FEME SZAMGE, 7Y =2 K, CP/CPS
(Certificate Policy/Certification Practice Statement), CAA (Certificate
Authority Authorization), FEPAE B #)381T (SCEP : Simple Certificate
Enrollment Protocol, ACME : Automatic Certificate Management Environment),
CA/Browser Forum

HHEexa ) T+ EE

(B#]

BHRtx= ) 7T A BHEHOZZXHFEESL, SECNATS,

U R G LMl Ze E0FE, FIEEZERL, SEINHT S,

BHREx2 T MO EZ T EEEL, BECNHET S,

BHREX 2T 458 (FREeX=2V 7R U —2E0HBRNERE) 0B/,
ExFHEBEL, BEICSHET S,

BHREX 2T 4~ AL R AT L (ISMS) REHREF 2 VT ¢ IR T 2%
DMDOIEAEDE 2 J7, fFHEx 2V 7 oMk - OB EZERL, SEICSHT
Do

YV V VY

v

M) "X T+ EE

MR O HRE =2 U 7 1 R 2 R D OGNS KT 572018, HHREFda VT 48

HoOBEZT, EWEEREDRENR LIRS 5,

Bt ¥ 2 )7 ¢ RY o—C S EROEH, EWEHE, VAR I AL b
(JIS Q 31000), B, tHEMEX=V T ¢ FE, HReXF2V T 10T R,
T NEHE, FIHAZET 7 B AMEOER (need—to—know (F/IMER) OJFANZ
), 777 RYP—ERAOEEEEET IV, ¥Xa2 VT2 I 7R, HEE
B U R —EROFHERHZ BT AR EX =2 7T 1, A= P—

(2) YR 5HT & il

O [HREEOHAE
HHREX=2V T4 VAT TEAA L NEOEHREX =2 T 4 U AT RSICHE 20, 1R
ERE (B AT L, F—4%, XEI)) ZHEL UEET L2 2HET 5,

@ THHGEDEHEEME e
B, seeE, T%@@@ﬁ# BHREEOREEMEZMFT L, HHREELRET O
OIZ, EDONIZEEIESWTIEREEL DT L 2 L 28R+ 5,

Mk, ek, AIAME, HEERESIRE
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@ U A7 OFfEE
A U7 EWEFEZ I B GBI RTT 2 U A7 OFEZ RS 5,

FREERI e, BHTHRK, MBSOk, AWK, )27 OE (FSL—va T
NIRRT, T T4 F == VA7, I —ERFHOU 227, SNS 12X B1E
WIHEDOY X7, HIBUFERY X 71ED), XU, ~"PF—FR, ET7AAF—R,
SERMTARRASE, BAlE, 3 A MER

@ HREX2V T VR TEAAL b

UAZ %HFEL, ZOV AT DELRLT IRNERICELLEICEZ VB REEE
B SUTEERITHIRE L TY A7 LoV ERE L, MBS EDTZ Y A7 R FEREIZHESL
P AT O Z & A PRET D,

B VA7 M () A/ SRERE, BREX2 )T ) AT T AR Y FEERTS
THDOIERE), VA L~L, YR~ Y w7 A, URAIFIRE, VAZIE,
VA TEAA b OT R (VURATEE, UAZ0N, UAZRHME), U A
7 ke, U ATEEE, VAT OEESHT, VAT OERRSH

® fEHtEx= )T 1 ) AT RIS
Rt x2U T4 VR TEAA L FORRZERE LT, WUREHREX=2U T4 U R
7 RIS ORI ARE L, € ORI O IR LR E IR A RE S D 2 & 2 BFT 5,

BEG] VAravbn—n, YURI~AYD, URIT Ty A Fr v T, A S~
VA7 EGkE, U RIHE (VA8 URAIZHE), VAZRA, U ATEL,
FRRR U A7, U A7 xbhinatE, VA BEE, VAV ala=/lr— g

Q) Rt T« M
MRS R 2R DL (B 20, fERESUTNEE) I FREICMH A T, it X =V 7 1 ki
(it L7212V 7 4 OBEM ZMEFRICT 272007 nt R) Ao FHEkE~ 1 ¥
A2 DU AT MM BIA T LB 2 BR S D,

FEESI BEFEOXy, BERSIERE (227 ¢ Yz —ihl), EIHGHE, K
FEIH, Ny 77 v 7LD R, HERROFHETFIE

4) HHEEF1)THRE (FEtEX) T4 R) O—Z2ETHBARE)

=2 7 FHICBTSEREX2 VT 4R —0 K, B0, Fhtx=
T4 RY = o T HRNEE 2 BT 5, £, MO EREF= U T 4 B, EEDD
- BELFIE, B2 )T 0 PR R EASRINCED D T L 2T 5,

BB fmte=y 7« b, Bt VT B, e Fa )T o RHERE,
WS, RS, CEERME, HHtXa VT A v F U
KSR (w0 = 7B ORSIEN), FREx =T+ HEOHR, 75
AN —HY v— (EATEROEE G, BB, FHIORR, X3 o8
B, BISOBE, BHAERORE, SROERTERE, Y- Y AT A THA K
A4 (SNSFIHARY —)

5) BHREXIUTAIRTOAY MO RT L (ISHS)
MR B T 2R =2 ) 7T o EEHOKEZED, ML, dEL T ISMS
(Information Security Management System: [EHREZF 2V T 4 ~RI AL RV AT L) D
A % BT 5

FBEEGI ISuS EMEPE, V—x— v, FHm, A, 74—~ AL (M,
TRV AY MBI, BGE (REG K OVEIEAE, frckE), A
B, X2 7 ¢ EHER GHERAVEBIR, ARUEER, WEagig ok, B

.6-
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EERR), BWHERZ A7 (PH, B, BiE), ¥4 13—tx= U7 & GR
B, BEfE, BN, xhis, fEIH), A%hME, ISMS A TEREMHIE, 1SMS 58RE, JIS Q
27001 (ISO/IEC 27001), JIS Q 27002 (ISO/IEC 27002), fE#t = F 4 A
J > (JIS Q 27014 (ISO/IEC 27014)), JIS Q 27017 (ISO/IEC 27017)

(6) XY T BRIZCBITDIVOTY FER
AL UT oy MNREENSIRERE TCO—HEDO 7 —ThiHA[ LTy NEMEHET 5,

AT AN R T (B EEZA, NIT—Y, AT MLV AR
VARG, e TERAR), TA XU

(7) BB ExXa) T« 488 - H4E8
RIET 7 & 2T Xk D EZAM OIS, BERBLEO-OOERS, Rtxr=a) T 2128 T5%
EFIGEN 72 E AT OB R E X = U 7 ¢ JLAR - B O E, K ORI 3 2 il 2 BlfE 35,

AEH| - RtV T RBS, a2V 7 ¢ BEMAM (CSIRT, PSIRT, SOC
(Security Operation Center)), FHFEF~DREBERIHTEIN TWAZE D (abuse@
KA A4, noc@ KA A 4, security@ RA A 4), = b Ny h—

s A N—EFa VT o ERIEARE, N A S—tFX=2U T rEZ— (NISO),

IPA =2 U T 1% —, CRYPTREC, >KEEZAEEEIFEAT (NIST), MITRE,
FIRST (Forum of Incident Response and Security Teams), JPCERT ==—35 ¢
F—varkrd—, JCSIP (FA R—FERIHA =TT 7)), FA3—1
A% 2—F% (J-CRAT), Trusted Web HEEH}iES

OV a— X RET V7 ABHEIE, 2 a—% 7 A VARHEHIE, V7 k
U = 7O MR EIERICE T S JE I, B2V T o e R,
BEHREX =2 U7 ¢ b — O RBABGSE, FReX=a )7 o b— O REHEES
=R YU R L, ISMAP (BUFE#HR T AT LD DEx 2 U 7 ¢ FEAmGE),
V7 b7 BEBRE OMETIMERR (ISO/TEC 29147), Mads M IE Bk T
(ISO/IEC 30111), NOTICE, SECURITY ACTION, {E#ktE =V 7 ( FHE —
rF—< w7, ISAC (Information Sharing and Analysis Center : &% = VU T
o T AR

(8) FHEF1)TICEHTHEE
= U7 ¢ ICBT D EYE, 2B 5,

REB] = a—a A RIS, o Ca— S RET 7w AR, VT kY
T 7 RS O Mg EBE S WA BT A B R, BUMHEBEEOEHRE X =2 U 7 4
KD T DR —FEHERE, YA RN—X2 VT A RETA RTA 2, FUMEED
BHREX 2 U T AR HA RTA 2, ToT X2 VT4 T4 RTA4 0, HA N
— e Ty VI X2 VTR T LT, SRS oS
AT DL ILUE - figanE, PCT DSS, WA NR—t X2 T 7L —LT—
2 (CSF), NIST SP 800 > U —X

3. tF¥alT « BfTEE
(B4F]
> X VT A BINRHEO R, EXT, BMHTEZERL, SECEHT 5,

() %2 YT« FHEEE
BREEDAEA L —RUS AR LX) T /] RO, vFa )T 1 KHEZMD
oDt Fx 2 VT ¢ o Be, &2 07, @ATiEZHRT 5,

FREED FRGIE, X2 U T o BRREEM, X U T o RAEEAE, REEL~UL, JOMVP
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(B 5E 2 2 — LR M OEREEHI ), Hé‘%% Va—nNDOtxa T ¢ BREFEIE
(FIPS 140), & > Wk, IT#AOFLECR T X2 7 0 BEY X |

(2) ISO/IEC 15408, 1SO0/IEC 18045

THHRENTEX 2 7 0 OBSG, HREMICEE L7285 L O AT AN aR e &
, FLSEEINTWAZ EEFIET 5 ISO/TIEC 15408 (B> 27 947U 7) OiEMAH

Le PR %,

CC (Common Criteria: =27 7 A7 U7, ISO/IEC 15408), PP (Protection
Profile : w5 7 v a7 a7 v A4 /), CEM (Common Methodology for
Information Technology Security Evaluation : H:@EEHi )7, ISO/IEC 18045),

EAL (Evaluation Assurance Level : BEfifREEL~L),

A K ONFBREREE)

(3) HFARTLOEF2Y T« Ff

JISEC (IT EF* =Y 7 4

R OEER A — N A —3 3 VK OHIEI S 25 & (TACS : Industrial Automation and
Control System) Z Xt L L7- CSMS (Cyber Security Management System : ¥ A /S—& % =
VTF AR A N VAT L) Y, AT LR OEEAS 7 708X 2T 0 OfEFHE

Ha BT 5,

CSMS 3 A PERFAG G, CSMS FRGEHLYE (IEC 62443-2-1),

EDSA #JGE, BHEA 7

TV ANR—FX2 T4 2m ESEDRZDOT7 1L —LT—7

(4) Hz951EEEME
TEH > AT L OREsH Tk 2 -l L2 BE T 5,

m JVN (Japan Vulnerability Notes), CVSS (Common Vulnerability Scoring
System : L@ EFIMEFEM > 25 A ), CVE (Common Vulnerabilities and
Exposures : Ha@fifEggEi%ks]+), CWE (Common Weakness FEnumeration : fLi@fifi55
M A4 7F—8&), SCAP (Security Content Automation Protocol : ®¥% = U T ¢ %

E3m{LFNE), CPE (Common Platform Enumeration),

KEV (Known Exploited

Vulnerability), MEgaMEzZWr, <RFx hlL—v a7 R N, WagaM@bism g (N

TG T 4T 0T T N)

(6) %) T« EMIAHEN

YA N—BEEINPE T D AL, T 5720 ORIk 2B 5,

TAXIT (Trusted Automated eXchange of Indicator Information : FEZENHGAE|E
HEIRHATFNE), STIX (Structured Threat Information eXpression : Z@ifE A

bR L), TLP (Traffic Light Protocol),

ToC (Indicator of

Compromise), A 7 U= A (0SINT 72 &) OF|H

4. EHtF¥a2) T4 %K

(B4#F]

BT 5,

> AH, iRy, BEBEX =) T 4 OMEPOEREX =Y T 4 HREER/L, &

I

(1) FHREF1L) T+ XHRDOER

O ANBEF 2V T 1 K5H

ANOEF 2T o xR E LT, AR, REATA, B, VY—vxy oo o=71
T EDY A7 #RET HT-0ODOHE LAIEE, FOFICK L THEER/ANNRICT 572

D DOXR & BT %,
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MR D NERERS LA RS A, Bt Fa VT (B% (EE, G
ff, AT 7R, HREX=2 U7 2 I8 BB A —/VICEET 2018, Ly
KF—LEEIE), BIEEFROE Y TLOE B, UBA (User Behavior
Analytics), UEBA (User and Entity Behavior Analytics), X =2UTF 42 U7
TR, RERFIRK - ERE

@ HifHE X =2 U T ¢k
Hiffe X207 4 x5 ®E LT, Y7 hu=T, T—X%, PC, =2, Xv NU—I 72
CICEMH R A2 FE T 5 2 Lok o T, VAT AB%, EHESRR SICHENEETS
ZEERBSZ EERBET S,

(A 2 2 U 5 ¢ sl o fiE)

77X TR, RNET 7B ARE, HREA VR, vvv T - RET R
TI7LHR (U =TxKY 7 FOBEAN, VU =T ERT 7 AINVOEFIZ
D), ZVH AT =THE (T—HDNRy T v, 3-2-1 )b—/L, WORM (Write
Once Read Many) #EfE, A I 2—Z T A NRNv I 7 v ), w1 U=THHFE OF
A==y F U, EnAETE RAEWVEA), Ea—U X7 40 v ik,
REN= IV = TR T, BhMENT, SE9MEATIZD), *%lﬁﬂﬁ, EAAL D Fik
(HEHEHIBR, v a— FEIRB/VHEIER, by7 (RhLA) a—FT 4o 7ED—
R FEDIED, k-EAR EORERFIEEZEZT), 772 AHIH, KW
TR AMEOER, v R, MEEsEEE (0S 7y T — b, MESEMHELET v s
Fh (BExX=2VT40%yF) oA, Y7 oo THERSHT (SCA : Software
Composition Analysis), SBOM (Software Bill of Materials) ZF)/A L 7=ag5E
BHIZN), xRy NU—IEH, T B AMORE, RABM, RAPIL, DMZ
GEREEH), MRy hU—2, B A= Web DX VT 1 (A —)VIE
i, A—VRARGEXE, RL 742U 7 (Web 74 NZ VL T), avTy
VT4 NE YT, TuX R, iR (BiERE, Av— b7y, X
7Ly MNERIED) OXF2VT 4, "—RUz2TOEF2VT 4 (BEFaT =
L' A b, TPM (Trusted Platform Module), SED (Self Encrypting Drive : HLC.
EEfb K= 4 7)), TNC (Trusted Network Communications : @mfE8E R > kU —
7)), ¥ =277 —1 (UEFI : Unified Extensible Firmware Interface), 7 —
B Ax 7, BrE{bidZE (CE : Cryptographic Erase), 77 R¥—ERZXDE
F¥aUT 4, loT OXx=2VT 4, HlHCATLOEX2 DT 4, BFENL,
FUINT LYy 7 A GEURARIEN), Al ozt =27 ¢ HilF (A
for Security), Al FDHLDEFHEFXR=2 U T 08T (Security for Al), HA
¥, HER Ov—F=r7), Ern b TANT XTI F v, BEANCT 4V
7" (Threat Hunting)

(EXx= VU7 ¢ 85 - —ER]

vV T XHEY 7 b, EDR (Endpoint Detection and Response), XDR
(Extended Detection and Response), MDR (Managed Detection and Response),
DLP (Data Loss Prevention), SIEM (Security Information and Event
Management), 7 7 A 7 U 4 —/L, WAF (Web Application Firewall), RASP
(Runtime Application Self-Protection), IDS (Intrusion Detection System :
ZRARHI S AT L), IPS (Intrusion Prevention System : {2 ABLIEY AT L),
UTM (Unified Threat Management : i EEH), el A~ (URRAU R K),
HEEV AN (Tuy 2 URALN), YWIxFXW, 7~ VB, Txr—NVAXTT
(AT, TH—IVARIT 47, SSL/TLS 727 E&F L —%—, MDM (Mobile Device
Management), CASB (Cloud Access Security Broker), CSPM (Cloud Security
Posture Management), SSPM (SaaS Security Posture Management), CWPP (Cloud
Workload Protection Platform), SASE (Secure Access Service Edge), Web 7
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A YL —3 3, SOAR (Security Orchestration, Automation and Response),
MSS (Managed Security Service)

@ MBI X =2 U T 1 KK

WEHIE X2 U T 4 XK E LT, AMBNDLDORA, #EE, KE, &H, HE, KRG,
183, KKREPDIEWMI AT LR L, HHS AT AOEEME, A 2HEET 57
D DOXR 2 BT D,

RASTS (Reliability, Availability, Serviceability, Integrity, Security),
RAS Heffy, MmEEmbKERAE, UPS, ZEbHdN, A L —YOIT7—U 7, ~yy
YIEFRaVT S, BR2 YTV =0T, N AT, BXa YT 1),
TUFNARNy T A F—ay, fagEER, ANBREER, WG, 2 V7
TAY « J VT AZ V=2, &@@E Ny 77w/, USB —, ¥X2 VT4 r—7
Jb, FLEEAAOER, EEOY X2 U T 4 IR0 720V XTI ERIA

5. tXal) T4 EEHI

(B#]

> VAT LD, EHICBIT2EX 2T xRt T 0SS OfhfA, FAEH;
5, DIREEEL, BEDSHT D,

> Xy hU—7, T—HXR—RZEETLIZEX2 U T o RO A, FEERT
REERL, BEDSHT S,

> 77U r—vartXa T 4 ORROMMAE, FEEN, SIREEHBL, ®EIZ
IS5,

=
/jJ
b

\
=
NS

(M) Exa77abkan
BIET — X OB, REREREZE <27 7 ba)VoOFE &R 2 RS 5,
IPsec (ESP, AH, IKE), SSL/TLS, STARTTLS, SSH, HTTP over TLS (HTTPS), QUIC,
WPA2, WPA3, PSK (Pre—Shared Key), Enhanced Open, SMTP over TLS

(2) BBEE - FEerHdfy
e T E LIC L D ARIESER, T EAORERH AR FRAE - SR HEF OfEE & R A B
fFT %,
ANRBKIR (AT T A NE Y 7, AT R A A VFGE, SPF, DKIM,
DMARC, SMTP-AUTH, OP25B, IP25B, PGP (Pretty Good Privacy), S/MIME (Secure
MIME) 1%7%>), OAuth, DNSSEC, IEEE 802.1X, EAP (Extensible Authentication
Protocol), EAP-TLS, PEAP, RADIUS, Diameter

@) 0SoEXxaUTqa
0SDEXF2VT 40, X2V T 4 &2ML LT 0S THDLHEF 2T 0S OfEHA, FEEEHA,
R PR 5,
MAC (Mandatory Access Control : 5&fi| 7 7 & A#4#), RBAC (Role—Based Access
Control : B —/L_X— A7 7 & ZHIH), H/IEHE, ~F7 A5~ KOS

4 Yy b7—02€F2)T4
Fy MU= THARET 78 A, RIEFIM, $—E2ADBETRR EOBEBITHT S
XIROMAT, FeHTT1kE, DIREHFT D,

PR NTANEY LT, AF— N T ARy b T 4R 7, MAC T LR
(Media Access Control address) 74/1/&)‘/7 TN =g — Y
I’rjﬁ‘t ?‘/ D — 7]\37/(/7/\4:)?, s ‘]j-"_'/\ NAT, IP ~AHL—F
(NAPT), F8FE VLAN, VPN (U N—27uax 5, R—h 73U —F 4 V75K,

-10.
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12740 —F 7)), U "—A 7%, DNSBL, DHCP A X—E L7, F v
U — 7 WEEstERAE, R— b AF v AL DB

(5) F—aR—REFa T4
Fm A NR= KT HARIET 7B A, RIEFM, Wi & OBEA~OXEOMA A, Fik
Tk, R EEET S,
FEH] 57— 2 N RWEL, T R—RT 7RG, T R—ANY I T T,
o 7 OEUE

6) 7FUH5—avtexa)Tq
TIV =g 7 N2 TR T ARG T A7 7V r—yartxa )T 4D
KR O, FEHEHE, SR EERET S,

[FEEG] Web v A7 LDEF2 U TF A HE, ¥X2TTOST IS, WEERERR

(VY —Aa— FErBURES (SAST : Static Application Security Testing), 7'u

7'F LOBHIRAE (DAST : Dynamic Application Security Testing), A v Z T 7

T4 T T TV r—vartda VT 4 A (IAST : Interactive Application

Security Testing), Web 7 U r—ra V7 by =7 OfsigtEmdE, 77

TNED), arT7FEF=2 VYT ¢, Same Origin Policy, CORS (Cross—Origin
Resource Sharing), /SATU— K7 I v 75K (YL, AL yF U 7IED),

Ny Typd—n~"=Ta—xK, 7aAY A NAZVTT 4T, SQL A ¥

=7 va xR (L —ARIEIED), cookie D Secure JBMEFEE, HSTS (HTTP

Strict Transport Security), HSTS 7"V wm— K, CSP (Content Security Policy)

(7) =L = 7
Y = T BRE DA S, ~ T = TRRIROT FE LR T D, £, ifra~r
v = 7 Wbk, UiET AR ERET S,
REH| V> PRy s R, A=—F o b, A=—Fv b, NEy R TF v, AT
T —v, WTR TN, TNy T, ORI (v h—, #Eilb, T
Sy HORE, ~V T =T xEY 7 bOEIEIEDY), PE (Portable Executable) 7
7 A, PE~y H—

(8) IoT SRTLDHKE - RARICHITHEF21) T«
LoT ¥ A7 &, ToTHEZRDFREF « BARICOWTRIE SN BFOFEE - A BT A 2 PR
ERAR

FEEB] 72055 R OBFREE, ToT BRICBIT X2V 7 4 REFOFI X, ToT &
X2 UFA4HARTA
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KFE3: BINER Po2E10: ry b7—Y (BERSE BfLARILY)

1. 2y bI2—9AK

(B4]

> LAN & WAN OfEfE A, 558, EXEEFEEVDRMET 20— ROFE, 82 ES
L, BEZSHT 5,

> A#RLAN &R LAN, 23 Ao A, FEEERL, SEOHT 5,

> [EREE, F—¥ &, BEREOBREER L, SEISHT S,

> AU HA—Fy MEIROLEM, BEEEEL, BECSHET S,

(1) BERY FT—Y OKRE
WEFR Y P =7 PBRIEFTEENEGR, Ry PV =T EENRELE LGSO ED

K& I 2HRET 5,
Sy b —7 %4, ICT (Information and Communication Technology : & @[
F87)

(2) Ry b7—9 DEE L
LAN & WAN DAL 7, Frif, FEARER, EMEMN 2R 5, £/, WAN ZHRT 561
FIHT 2 BRBEFEE P ORES N TV O — 2 ORI & A BE T 2,

AU B —Fy = 2T a( K% (ISP), fERH, H%EEE 4, IDF
(Intermediate Distribution Frame), MDF (Main Distribution Frame), /X477~
hAZHaiE, [BlRscHE, B h—% Y hU—7

(3) H#RLAN

AR LAN O, HREER, RS2 BRI 5,

[Fihr—7 v, KOX#, 77 AT —T
(4) #R$R LAN

IR LAN DR 2, R, R A B 2,

FEEG] B, FAMNE, RN T ERARA L, AV TFARNFTIFE—F, TR
Ry 7E—F, SSID, BSSID, fEhusmARE, =56 UinARE

(5) Z#AK
[EHRASHL L R AR, Fra BAR T2,
/3> I, VoIP (Voice over Internet Protocol), SIP
(6) ERIBET HEE
IR, 77— & &, EERMOEREZEMRE L, 5 oh/zBfdE, 57— &, B

MRS OEERFH OB GIEZ BT 5, £z, BET DT 7 4 v 7 B)HGLERREIRL
WE 2 F T 2 L2 BT 5,

HRE I ([Rik ), bps (bit per second: B> h/F), [HIfAFE, v b
RV, T T gy B, R, R, 7—7 B (T =7 OHEKA),
T—=7v, bT77 4 v riEr, VERERHE

(N A28 —Fy bEi

J—RiZix, AT -EBLRDIPT RLARE DY TEND Z LICK- T, HAWENA]
BBE/oTWAHI L, TRLVREBHKTAAY NTI—FI T FLALHRARNT L ADKE],
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2.

IP Xy hDV—TF 4 T OEME, 1Pv6 O VEEME & B & Fifif4 5,

FEEGI 1Pv4, IPv6, T KL AV T, Zu— L IPT RLRA, FI3A4_—FIP T KL
A, IP~AHL—FR, NAT, A—/"—L A %y hU—2_  DNS, KAA>, FQDN,
TLD, QoS (Quality of Service : —ERHE), T EXH R, NR—_( T, &
X2 UTFa7mban, 7747 74—/, RADIUS

F— 5 B8 & S

(B4]

Xy NI—IT7—X%T7 7 FxDEZF, EEMN, BREZESL, SEINHAT S,
frEFR L B O, FEEESEL, SEICSHT 5,

Xy NU— 7 Bt E O, FEEERL, SESHT S,

X v hU—2712B1F 5 REFOLHEEEOMML, HEMEESEL, &EICNHT
Do

\7\7\7\7

) 2YI—=DF7—FTIF~x

O xy hU—7 bRy

REM 2Ry MU — 7 EERROFEFE, R, SR, RN ED0 X5 BB TR I
LR, Ay RU— 7%&!@@&%&%@%#6oit,%ﬁﬁ B D EEME L EE
REOENEDE W Z BT 5,

FREEB] A1 b= b (2 HURRIEEGE), YU, N2 Ry Y s
@ 0SI EAZHET v

SO WNEELT- TRENIORDXy NTU—I T —F%7T 7 F ¥ ThHbH 0SI KASZRET LD
£ ORERE, &8 DM ORR &2 BAET 5,

RE6 wrE, F—x VI8, kv hU—E, FTUAR—LE, EvaVE, 7
Ve T—vavE, 7Y r—va g
@ FEHE LoD I
WAN (28 28E 7' 1 b a VOB ITU-T IZBWTRESNTWD Z & 2 HfiET 5,
FAER| X V—X, Vi U—X, v )—X

(2) EEAR EER

Ty MU =7 THEA SN D RERROME, @E75X, K7 AR & R & BT 5,

H 5w, Y=, ©_&H, WM (Wavelength Division Multiplexing : K& /E
yELTWACWAomm Voo 77V A= ay, [, 7y Mg,
INRIARR, BLHRR, FEBAsEE (PLC)

) Ry bI— iR

LAN PNEZfE, LAN [Rl#Efe, LAN-WAN i OLEE ORI, Fi, FIEOKRED, 0ST A

BETND LEDRBITKIGT 202 BHfFET 5,

S| Vve—%, T, WA — P, Automatic MDI/MDI-X, AA v F L 7T,
N—5, FlRER A E, VA v —2 (L2) AA vF, LA ¥—3 (L3) AA vF,
TV wY, Febund, TaEsP—n, UA—2TaE PN, m— kA
So—, AR=UF Y Y —, VRRP

4) {REHE

EZEHEOMTT — % ZiEFEIBET D 72D OHIHBERE C o DR EFIE OHAL, Rz
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3.

BHES 5,

Fe B Y LI, A—T 4 v TR, T a— I, R, ~— v 7 I,
avrryvar R, R=Vo7 /v o747 hK, HDLC, ~VF VU 7 F
g, FAFEE, KGR, axrzvarFR, axrsyarb xR, RN T4
F w7, CRC, "I U7 E, By FADE, SN [, 77 7H#, 7L —A
[ 34

(5) AT4 7TV EARHE

T DEZGHECE Y M HER E A2 HET D MAC (Media Access Control : A5 4

7T AGE) O E R E BT D, £, TR AREOBR, 77t AH#EF
TEORKR 2T LALA 2 B 5,

FEEMBI CSMA/CD, CSMA/CA, h—2 Xy, fige

BEZ7ARaNL

[B#ZE)
> RFHRT e Fa L THD TCP/IP 28 0ST HASBBETF LD L DOREEOKRE S EH L
TWAD, FOEENIMMNAEEEL, SEISHAT 5,

(1) Fabajéao42x—2

@ TCP/IP

TCP/IP % OSI BEAZBMET /LD 7 Mg & % SR8 5, K@i B9 %8, #@t LT
WHA BT 2—AEHEST 5, £72, RENRYT—EROR—F+EZ (T /) 7R
— ) R EEHMET S,

Ty N, Ny B —

@ F—2Y) DT a han
ARP 72 Y, TCP/IP X v hU—ZIZBWTHHEINAT—Z ) 7L~ L7 a haj
D&E], FEEZ BT 5,

RARP (Reverse Address Resolution Protocol : 7 RU AR L =22)1),
L2TP, PPP, PPPoE (Point to Point Protocol over Ethernet), IPoE (IP over
Ethernet), VLAN, IEEE 802.1Q, 7 w733 ARP

@ %y hU—s@O7Ta kan
IP O&E|, HREZ BT 5,

IP7 RLA, 73y b7 RLR, 7%y b<w227, YT FLA, L—F ¢
V7, =% x A ~, Ja—K¥xx¥x AL, wIFFx AL, ICMP (Internet
Control Message Protocol), ICMPv6, IGMP, CIDR (Classless Inter Domain
Routing), IPv6, IPv4/IPv6 FH:fF iy (IPv4/IPv6 ~Z AL — 3 3
IPv4/IPv6 T 2 T IV A K v 7, 6tod)

@ rFAR—RFEOTa kan
TCP & UDP D#E], HREZHMT 5,

R— bEZ, Vv NUHIE, #RISE, 71y ariR—h

® 7V = arEOSa han
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4.

HTTP, SMTP, POP, FTP, DNS 7 & O, #nea#fi7 5,
TELNET, DHCP, IMAP, NTP, SOAP, RTP, HTTP/2, HTTP/3
® V—Fq 7 7akhan

N—T 477 a haLoiR, LIRS D,

OSPF, RIP, RIPng, BGP, MPLS

@D ILAWNEWNDA L ET =— A
A —HP % b, ML LAN, ISDN, PRI (Primary Rate Interface : | REEA X 7 =—R)
72E, LAN & WAN TfE S RE\EW A v ¥ 7 = —AO&KE], HEREZPET 5,

FAEE®HI| 10BASE-T, 100BASE-TX, 1000BASE-T, 10GBASE-T, IEEE 802.1la/b/g/n/ac/ad/ax,
Wi-Fi 4/5/6/6E, * i =2 Wi-Fi

CORBA
CORBA |7 0 /5 AEERFR Yy NU—7 7 a b a Vi Fed, BEsERES BRI BT
HYAT AREDOEBOEZ L L THATE S Z L 2T 5,

SEA T W, 7FA T N, ATV h—ER, UITRANTS
Jr—a v AT b

2y FD—O B8

[B4E]

> Xy N7 EREHROEHEE, FHAGEEESL, SECNHT S,

> Xy NT—ZEBEOE-HDOY—)L, Fu kaLoie, A4k, FIEEEEL,
mESHT 5,

1) #y FO—HEREHE

@ fEpkE B
RERRIE WA ffERr L, AR Z ity DM E B OB L2 BT 5,

BAER| v FT— MR, S—Va v
@ FEEEH

B ORI, OB, RISEAT 5 WO ET A AT 5.
FREEGI 1EWIE, BEEOUIS, WEFREOMSE, EIREE, ok S
© Ve E

N7 4y B EERERHORBROST 2 I L D3y FU— 27 OPEREOEH I A, I
WICF Y bY =7 ROV —"OAMTHTFIEZ BT 5,

BEB| o7 v s, AT ONS Ty Rr ey, DNS Y — U HR%kIE))

(2) 2y FO—VEREEY—IL

Fy NI —7 OEAEIFICAHIHAI N TWA Y — Lo —F ¢ U ¢ ORERE, L7 % PR

T %,

FHEE5 ping, ifconfig, arp, netstat, nslookup, ip, ss, dig, traceroute, syslog,
IPFIX (Internet Protocol Flow Information Export), /X7 v T+ F A P —
(tepdump, Wireshark 1Z7»)
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5.

(3) SNMP

X NI — 7 BERT O EERERT LI OO T e harTHD S\ & MIB
(Management Information Base : BWREEM-~N—R) ZHHA L N7 7 ¢ v 7 T 715 % PifiR

T 5,

SNWP =— x>k, SNWP BT — = >, MIB (Management Information
Base : FERHHN—R), get TR, put R, trap ZoK

4) FEERY F7—5

v MU =7 OFEBIEOHA T, FF, HERERZ BT 5,

Fy VU 7, SDN (Software-Defined Networking), SD-WAN (Software Defined
WAN), OpenFlow, NFV (Network Functions Virtualization), VXLAN

v bI—9 A

[(BE)

> A H—3 v bTHHENTWDEF A =L Web 72 EOMHA, K%, HEREEES
L, ®mEIZSHT,

AV TRy M7 AT Ry FOHMEAR, FEEESGL, RECHT S,

X T —7 0S OAEA, 5, WL EEL, sEISHT S,
REVLBEV— RO, 5, s, BHEFEZESL, GEISHAT 5,
FENA NV AT DO A, FEEESL, BEICSHT S,

YV VV V

M A18—=2vF

O \E AN

B A=Y AT AIA— NP —RER— LT T4 T N THERESNTEY, EHELE
A—=JIA =N =B A== L — AT EINLEATHLSLZ L, &
T AV AT LOFRHY, WEEEBRT D,

SMTP, POP3, TMAP4, MIME, base64, HTML #—/sL (MHTML), Web #—/i

@ Web

WWWiEA v Z—xy b ETR‘ESNDINAN=TFTFZA DIV ATLTHY, Web¥—r3L

7747 h Web7Z70W) ZRMALTTZ7EATSHZ L, WebX—UIXHIML, XML 72 &

D~—27 7T v T FBETRIRIN, NA/—V 7 THBEICHON—VERRTEX 52 L0,

Web 77V r—3 a vy AT MO A, ¥, HREZHET 5,

HTTP, HTTP over TLS (HTTPS), CGI, cookie, URL, & w3 = > 1D, REST,
WebDAV, QUIC (Quick UDP Internet Connection)

@ 77 A NHRE
FIP — L 7 T4 T v F O Web ~DHIAR ST R OMHEA, Hif, HEREZ FRAR
T 5,

TyIFu—R, ¥uyrua—R, 7774 T7E—F, Ny 7TE—F, TFIP
(Trivial File Transfer Protocol)

@ mETT
Web MBS TR SN HMNER R T ¥ DA, Rz BT 5,

AT, oy N
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2) 4132y b+
A Z =%y NOHIREZEENL Y N =7 OBEIISH LTcA » F T 23y SO,
Fris, FEREZ PR 5,

VPN, AHFEEEHE, 75— h P 7 FL A, NAT

Q) THVRFIRY
BEDOA L NI Ry NEFAESER LTcm 7 A NT %y O, R, HREZERT S,

EC (Electronic Commerce : EEFpEELS|), EDI

4) =*vy k7—%08
Fy N =7 EHCEEY—EADRMEAEFEMIITH) VY 7 h =T THDH Ry hT—2 0S
DAL, K, HREZHET 5,

ETY—ETIER, 74T MR

(5) BEY—EX
REFEW2EE —EAOFSE, R, HEE, FIASM, — v 8RR O EFIHE L HiF
T D,
HABRY—E R, BBy —E R, Ny MY —E R, 1P &EiE, 1P B2
kL w7 A, IP-PBX, xDSL, FTTH, fF2@EV—v X, EE@BEV—E X, LK
Ethernet, IP-VPN, XA k=7 4 — b, w/LFHK—I 7

(6) BINALILVART LA

D ERALNVBEY—E R
ENRANVIBE— RO, $¥, V— b ARR EORREFEA TS,
BEREGEFEY, (EBBA@REFEESE OO : Mobile Virtual Network
Operator), LTE, VoLTE, 5G (%5 5 {AVEEE(ET 27 4), v—H /L 56, SA
(Stand Alone) Ji#,, NSA (Non-Stand Alone) 5, Xy hU—Z RATF A7,
Xy U777V — a3y, SIMA—R, eSIM (embedded SIM), IMEI, ISM /3>
K, Y7 GHz 4

@ ENA NV AT LR ESE
ENA N AT AOMERRESR, R, LT 5,
MR, 7= s b Rob, HERR (EHER, A~— b7y, #7 Ly MK
E0Y, TS, TL~T 4T A
® /A LBE B
MR LAN &5 60, RIS THW B D BB O R 8 2 BfRET 5,
N RF— A= m— 2, MINO, ESA VIRIE OB B (FRZE,
eDRX, =L 74— 7, K=~k (FUHFX—23), PSMIED)
@ ToT VAT LDFy hT—7
[oT VAT M L= % v U — 7 OF%, #od 228 iR+ 5,

LPWA (LTE-M, NB-IoT, Wi-SUN, LoRaWAN), IEEE 802.1lah (Wi-Fi HaLow), %k
7’1 k=)L (CoAP, MQTT), NB-IoT (Narrow Band-I1oT), b7 =2V 0, H5 =V M,
loT=)7xy hU—7
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(i 2)

[T L ~L 3] OO RO & % SIS EREE R (AP) LR%TY,
LTI AP /7/\7\O)Vﬂfe}%%0)iii‘%$ﬁ LTWET,

KH¥E3: BiERE Do T—2R—X HE#TLAIL3I)

1. —BZR—XARK
(B4F]
> F—AR—Z2OFEHE, B, T—AXN—ZADETIN, 3 BAX—~vDEZ HFEEE
L, T 5,

> FopS—REL AT AOHM, WREEEBL, KAT5,

1) F—4_R—=x

@O F—=F = ZADFMH & R

REWN LT = X=2ADOFHE, 7—FHMEOERE, v =— NROBEM T DT LR S
L DR, GALNIEEHINE TR 7T —# _N— 2 2@ IR L, HEHIEHT 5 2
& EERET D,

RDB (Relational Database : BAfT —&# X— ), HEHEMFT — % ~X— 2, HDB
(Hierarchical Database : @R 5F— % ~X— =), NDB (Network Database : ffg%
F—H~_—R), 00DB (Object Oriented Database : A7 ¥ =7 MMEAT — X ~X—
A), ML T —=HFR—R, BT —H_X—RA, R¥a A MEAT —FX—2, ¥
BT = R=R, JTTF—=HR=R, =) 2a—RF—ZR—2, A
T T —HN—R

@ FT—AHAR—ZADIFAF—~T —%T 7 F ¥ (3EAFT—~HEE)

F—=HRXR=ATIL, VAT LORAERLT 07T 2N R T —2DEHE GMEAF—
<), M T — 2 S (R AX—~), WENeT -2l (N AS—~) O 3 &
AT DL TTF = OMNMEEERD TS L, HFAX—~DOREFIELZHMT S,

BE| HeExF—~, SR x—~ @AF—<), NHFAF—v GLEAF—<)

® F—FR—ADF—HET /L
T =B R—=ADHE 72T — &R R T D20 0T — X T I)VORSE, B, Rl
FHTEDOINE, FrzBT 5,

REH| wmT— 2 e, WEF—2 TN, BIRET L, BEETL, Xy hU—/
ETN W@ETN), FI77ROT—2ETN (TaXTF 47T 7, FYT IR
F7)

@ BRET IV

BRET MZEBWT, T—2BEDLHICREND DD, KOWK, Bz, HEOFE
ORI 2B T 5, iz, GALNTZEIINLT, HEOERGIEEZHEHL T —4
HigE A2 KRBT 52 L AT 5,

BEEH| BfR (Vr—ay), 270 (T, M), B B, 70— k), EBE, &
F(FALY), BRAF—~

(2) T—ER—RXEBIRT L
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2.

O T—HFR—=AEFH AT LOBEM
DBMS @ HH, RFEAIZHEEE S & 612, DBMSIC G PEEA, Mgl BURMINH 5 Z &, DBMS
DRV A MEREE T — &2 RX— ZAFECRSFICHIAT 5 2 & 28 fiF T 5,

REG| 7—» ~— e, T2 SN — R RERRE, T — 2 S — RIRRE, (RA
RE, T — X M (R RgRE

@ [RIEFSEATHIE (e )
EEONT o7 arBN—2DTFT —HRXR—=Z|ZFIFIZT 7 v AT 5 & &I HE 22 I
TR D,

KooV rvary, nvr, Ty RayvZ, ACIDFitk, F—XiFEE

@ FEEFMEIE
T A= A ZREE DI UGG OEEREREE & BIE FIEE BET 2,

@ FT—HEX2VT4
TR EHHETOBRICERE 25X 2 U T RO O HEZERET 5,

® F—HR—2EE AT LAOFEE & B

REW 72T —HF RX—=2AEH L AT AOFE LR, BRT — 4 _X—REH AT AL
NoSQL DF — & R—2ZEFH L 2T AL DOiE, B> FTogEsmE, B 56e
RS B5,

BIMRT — % _— 2 (MySQL, PostgreSQl, SQLite 1Y), NoSQL F— & ~_— 2
(Apache Cassandra, Apache CouchDB, MongoDB, Redis, Neo4j lE7»)

T—8 N—RERE

[(B4F]

> F—EOHNOEZFTEEGL, AT 5,

> FeaR—RORHOELY, FIE, FEEEGL, HHT5.
> F—AOEREO RN, FEEEGBL, ST,

> TAN—AMEEROTFIE, SRR ERL, BT 5,

N F—422Hm

RREBIZE > TUERT =X 30, £T—HNEOLHIREWREREELZ L > TWDH )

EDGHT LM, REREE, FERFBEORETMZA LT —ZHAOERER L, 7—
BOMEATORDEZ a8+ 5, £iz, T—FETNVOERFETHD hy TFXTT
Ta—F LR NLT v T T T —F 2T 5,

BES| T2 EEOWR, AXTF—H, F=ETF 47 aFY

(@) F—5—ZDHA

O F—H _— AR TR
BRI, SMEEREE, WIERRREE, ST AMERK, TA L, BATICESLETOT—
2R 2RO TR E FIE, FELERT 5.,
BEH| o 27 200, BERkER CETF—FETL, FHETL, WETF—FZETL,
BT — X ET IV, YT — 2 ET )V, BRG], 3ENE, DOA (Data Oriented
Approach : T —X LT 7 —F)

@ F— 5N ROBEHG
BARGCIE, ERERTERSNET—FHA L, ¥ AT MEERFOBICRE LT
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3.

T—HIEBEE LD, THXHBEERERTDHZ LTS, £72, DBMS ITIKGF LA
W — X O E AR THFEE LT, E-R K UL 2 H Lok, B, BEEO
FLI, ¥, h—T4FV 74 Axt1, 1 %%, Zx1%) 72 E2HET 5,

RG] WaT—2ETN, Nu s RN, T 4T 4, B VL—variy S

@ F—F R R DR

T A DEMESTIEDHE LN T —T7 L (R) HiHDEZF, EX—, px—7 L
DR —Eiﬂﬁ(—aﬁﬁm Z IR, @ﬁ%ﬂ&k)@%ﬁ%@%#é 7,
= :L‘—O)*%% AT D,

FEEGI wELT— X ET, BREE—F, BTEAER, BTES, %3, 74— F
(ZHH), VZ%F,774w,wu,—§ﬁﬂﬁ,%m& b

(3) F—2DIEHIE

EFRED B & FIE, 51 BRI, %2 IERE, 63 ERRREE8MT5, £/, EHA
IbDBEZF -1, BARRIRRGEHE _ifl/Tfﬁixﬁf&é%étié‘i EfIZ2 E DR L, 72
REt&AT o Z L BT 5,

AR, HOBEILE, HEBBIEILE

M)?—Q&—Z®K7t—7>zﬂﬁ
B D@L DT DOIZ o 2 TIESULZITH T, ROMEITH N2 REMEZEMT 572 L, X
T =< AEEE LT — X RX—= ARG DE 2 SRS 5,

R RENE X

(5) 7"’—9&’—7(0)%@:&:1'

= A N—=ZOWBRGEHTIE, 77 v AR, RIBSROME ST — Z N— A DRk
leé EEMET D, T, HER ?427J:LET SNLEARTWE T — 2 HE O T
—AE~D~ B TR, T = AN ZOY RIS 2 G D BR O R E & PR
o

T AU RERFEY, :mf@%“ ARED~ v T, T A NRE, RKET R

7 EE MBEAMY), MERERHEL, =T by var, Faryyialr, Mg
WERA N, A AEYT—F =2

(6) T—HR—2ADERFIE
T — A R—RABREOWE(E, AN1T7—% O, T — X X—ADER, T —F D, T—
HR—ADRRFETR ED—HDT — & X— 2 DVER TIEZ BfiET 5,
BER| 7T x~—REEE®, Lo— PR, BTREME, SF—E, 7EERKR, 1 o8—
Ty R77 A0

(1) T—42R—XOFH - ER

T H RN ZADOVERERI 1A B L, FHEAE RIS K - UL TF 2 —= 0 I ROFRR 2 E D
SHSRNBMETHDH = & ZHfET 5,

—Z N 2D - {R5T
T—2 184

(E#]
> BRT — 4 R ADF— 5 OREERERL, HRT 5,
> FoHS—AEHEOME, SWL XEERL, KRS,
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(1) F—E2R—2DEE
BRT — A RXR—=2DF —Z OFEL LT, £AHKE (f, 72, & (Gum), BREE
W, FE, E, M, B R EEREET 5,

BALR K

O F—H#_X—RASFEOHEHE

F— B X— A ZEEIX, DDL (Data Definition Language : 7 —# EFSZE) & DML (Data
Manipulation Language : 7 — X #ESHEE) 2 EllCKkBlEn b2 &, F/2, T HITIESAL
ZHM AT M S35 RS, o7 el I ASEmrOERATIESE AN H D 2
L ERBRT D,

FEEB] 2EEMSqL, HUALSQL, EVa—LEHE, avr RAR, 74—4, MAE (2
T~ )
Q@ F—F#~—2FiE (SQL)
(a) T — X ERKSE
AF¥—=, T—T/, Ea—, WHHERZEXERTDH SAL XE2HMET L5, £z, 7—
A2 FIEIR, REOERFE, Ca—0FH (FHRERE 2 — & BHARRER
E“:L\—‘) %@ﬁ@‘ﬁ_éo

EF, Ca—FK, STFH, KR, B, —EMERR, SRR, AL,
FENULL #iI#, 7 7 &= Z#E, CASCADE, TRIGGER

(b) 7 — & #AEZEE (SELECT 30)

PR ENDHT —F BRI 572912, SELECT I X AR D HiE, & isE L
TR EATOM DR, £ DRSS, BETWEEN <2 IN 72 K okiEfeE, £58%, /71—~
b, V4 Ry, WEZREZRS D,

ERRIM, SF — TR, M4, BIRAYE, MBERIRAE, v Ry

(c) ZDMDT — 2 BIEEFE
INSERT 3¢, UPDATE 3, DELETE 3C, GRANT 3C72 &0 SQL SC& BT 5,

(d) AR SQL

T— Y VAR, I — Y VEME, BISEEL Ok Y, HIAR SQL I X DT —F R
VEOHEFA A, R, FIREEZERT S, £72, =Y VERIECBNT, I—YILDE
=, BMEOBLG, KT, 3OAAREITO 708D SQL LA BFET 5,

FREEHl H—

kS a0l

(B4F]
> T RN—AORBFEITHIE (P, EEREDOS XS, Az EnL, IS
¥ 2%,

> FIrY T a B, TR ARE LOTLOOEZR G EERL, AT,
> THAIKT LT 7 e AHEOLENE, RRORT 7w AERZERL, ISHT
50

(1) FEFRTHE (BHhHE)
TS OREMZROTOIL, HHONT P v a URRARCT =S N ADT =S &
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B2 2 DRI BRI SIS 2 FRFFEATHIE (PrhHE) OB 2Ry 5, £/,
ny 2 G5A, BT x A, Iy bA Y M, ZRIEIRZETHE MWVCC) OffilAz B
ﬁg‘a—éo

RE6| SHoor, 0y, ny sk, 2 inyFr T bal, Py Roy
27, Wait-Die 5, Wound-Wait 5=, 2MHzaI vy bA UK, £—FT 4 U—FK, /
VI BE—=ZT N =R, 77y AU — K, [REEKYE, WE NIV a s,
TCC /X% —/, Saga /X¥—, AF¥ 2— (skew)

(2) BEEREE

PEEIf AT Ny 7T TN, WREHOE 2 T7, REEREERMOKIEE TRIE X
LU ANV DAEA A, T — 2 X—=ZADORHBREE O W, 7 7 & ZZhROMm EOIZD O
ke & D& 2 T7, MM 2B 5,

BB T v T T, ERNIT T, WA I T T, BT T AN, Y
ARNT, T=ET4LI R ), V¥y—FVT77A (T T7AN), F=v7
KAV R, 740 —=RUDRY (8= T7x5xT—FR), X"y T—KUJHhNY
(B—=b Xy 7)), ¥ RUN=VE, Uxr—LAZ—]F, a—/)LRZXAZ—F|

Q) FSUTHLIaUER
F e B R— 2 TEBORAERREFCT 7 AT 50T, TP r g UAAEIZIE ACID
Btk 65 b 2 8, WoDRHEDE k245,

(4) T—RR—XDREMR £
F e B R ZA~DT 7Y AN EDOT=DIT, AT v 7 AEHMNIERTAE2 %28
ﬁ’l‘%jﬂéo

BB 2Ty 2K, A, 2=V AT IR, VTR VT v I A, B-
tree f T VI A, B T AT IR, NyafrT I A, N
VIAT IR, BREA T v T A

(5) F—E2ADT7 Y XH#H

MAHEZ LI, 72957 7 v AHHEZT O WEERN DL L, 77 B AMERE L
TIET = N— AT DR, 77— 2RI DR, 7 — 2 28T DR, 7
— AT OMERR ENRSH DT L, SALIC K DMHRDER EEE DT ELZHRT 5,

BB SRR, AMERR, HIRRHERR

5. T—AR—-RiEH

(B4F]

> TAN—ZAOIGHNE, ISHTEEERL, AT 5,

> ST —FX—ZXOFHH, HRELZERL, ISHT 5,

> THEFEEHOMMAL LT, VRN, 72747 aF ) xERL, &
MY %,

1) F—4R—2XDI:H
F—H T 2T NTA, F—H<—1], OLAP (Online Analytical Processing), T —& <A
=27, T=2EoN L TCANERT H2HEHIMOFHE, b OEMNBREESH AT A,
EEEBLL 2T L TN TWA Z &, ZOISHGIEEZHET 5,
OLTP (Online Transaction Processing), ETL (Extract/Transform/Load), ELT
(Extract/Load/Transform), S—&Z 7 L2 7, Vv sy —X&, EEHS
AT b, EESRT AT A
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(2) PET—E2R—R
BEOY A MIRE SN0 T —Z _X— 208, Fls, B> EcolEFHE,
A4 NETOT —Z RO A, BhET HHEE, £HT — X X—X L OFEWEIET D,

iﬁiﬁ/fi USIAT Y R r v va, a2y hAY R, 2 3y R AR,
Sy b= U R, RIREETHEIE, VY A — 3y, KESE, EESH,
Z’%@ THL OKYE, mE), SBEEE, EEE, sk o rvay, 27
Uy 7 1A, OSI-RDA (Open Systems Interconnection—Remote Database
Access : F‘aﬁﬁfﬁ*”/RTbFWEETﬁm WET —H_X—AT 7% R) Frhai,
Tyl Fe—IBITLT — X R—AEEN (arer AT T Y XA,
Tr7AT VT 11 375’) ST L — 2T —7 (Apache Hadoop, Apache Spark
1E7>), CAP SEHR, BASE Hpi:, #5HRI&SHM, vy —FT 47

(3) 7'" SERER
—Z DM, BWANE, NGk E, T2 E2ERTLODER (A4T—4) &
% ”’Eﬁth ZT47vaF )R, V7 MU= TR LIRTICRIT DRkA e —
THNZEBT 2 U RY U BRI 5,

m IRDS (Information Resource Dictionary System : fFHREIRFEFE T AT L), L
757 A )V A5 A (HDFS (Hadoop Distributed File System), Ceph, GlusterFS
E02), 777 hT—4N=Z, VI 7L AT —FRX=A, T —=H X=X H%—
VR, WiElT — %, PEE kT — %, EMELT—%, ANV —I T T—#,
F—=H LA, KRKT—%%y b/ =)= (Apache Hive, Presto |F
)
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X4 BAREH o812 DX TLEAREMN L~ 3)

1. YRATLEHEE VIV IT7EHTES
[B4Z)
> VATFARG/XIEY T MU= TEEEROE LS, FE, FE BWERHEHEE
BL, WHT 5,

(1) PRTLEHEEDZRY
VAT LEMELRTIE, YATLOEROERE, VAT LEOERE, VAT LEMFEOFF
fii, A7 LEMFEORFVE2—2Rd 5 & L2HET 5,

(2) SRATLOEROES

O VAT LOERDOEZRD BT
FIERRE ML L CEFR SN, AR L OSER > U A2 ISV CHEBER 72 B2
REERTHZ LT 5,

RG] FIHORSB, EHF YA, APL, GUL, A2 HT=—RAT 7 A/, F—ER

@ AT 2o BHE L et S
VAT MMED BEE, XREFH GHRER, MNRME) vE LD EEEET D,

Q) SRATLEHOES

O AT LOEEK OHES) D EF
VAT LOREEAN:, MRREAEE L LT LA T D,

G| o A7 LEREILRE, LARL RZ AL, ZL—TF v K

@ W - ML ORI RE OZE

FIHZE OEBRIFNE, ANHEIEREM, BIEEME AT 28 A=) DERR
E, XS, MR, RIHE O OESRFIEE VAT AR OIEB (xS E, HEICER
HT LRI S, Flz, BRMRT AT A0 BRI R AL EZRAE, o8 L CESZH
H L, 5W2H (Why, When, Where, Who, What, How, How much) O#l50>5 AMEIC SCE L4
HZ EEHRET D,

BB TEEEEE, F—x S— R, TR N, bR a2 T B, BATEM,
gipk, EAFIE, ERAME, RTEM, ARV, BEEMS, &E, 6 A,
REFOIRE, RSFOX A I, CRUD~ MU 7 A

@ ZofhoEMt

VAT MERREAE, BREE A ONEEOHKISAE, UX (User Experience) % B JE L7 EAf:
DIEFE, WHEMERREM BTV AT ARFIAARERWE TH D Z & 2 5 1Y)
DEF, BRBREOMF R EEITH 2 2T 5,

BB rTEmEEELE, BN S T e — AR, SRR, AR, JRREREEME, i
%4 % BATHES) - PERE « EARF O FEIC KT DB (%7 p—~ v R EE) | UX
TYA L, AF=T VT VAT A

4) PRTLEHOFHHERUSLE 21—

VAT LB ETHET DBRO R MR BIRS D, £iT, VAT LAEMFEREOMERE, VA
T LORAFE L OHGE PRI TL B2 —%21T9 2 L 28T 2,
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FREEG] M5 R OB ATREM (WHRO R L—F YT ¢), B, 7R AR, v
AT NREFOEBAREN, AR OMESTFOEBAREN, LEa—BNF, Lt
— KR, T aT T AT —A

®) VIFITT7EHEEBDRARY
V7 M2 THEMERETIE, Y7 MU 2TOEROEE, V7 b =T EEOTEE, VT
MO =2 T EEOFAN, V7 b2 TEEORFE LV —2FET A Z & AR S,

6) VILIz7DHERRUVEHDES

O V7 =T OERKOEHOERD B

V7 N =T BEEERTIE, EESET L, WMELT—XETNAEER LT, VAT LEHE
BT DY 7 N 2T OER, V7 MU =TICROONDLEEE, BEH, A EF T 2—ARE
EREL, Y7 MU= TEMEEEDDZEEERT S, £72, BHERDOTDDOEESHT
(Z1%, DFD, E-RIX, UML 72 & D4k, RELAELZEHT L Z L 28HET 5,

FEG| Tk (RN, BRIERL, Y7 b7 =T EHE - 7 A b — - EHRIEE A~
BEFATREME (FL—HYEY T 4), BAEFE), hL—YEUF o~ )7 A, X
THA 2, M (usability)

@ VT NI T OMEEHEEE F DA v Z T = — ZADHEEDRR
VT NI =T OBEREHAR L F DA v F T = — A RER AT D —#H OTEE) & B I
IR T B,

FEf| ~— A —A, 2—¥—2 +—VU—, > F U, DFD, E-R ¥, UML, iEH kR
IFE— R, BTV RTFANE, BT RT LSRR ER, YT VAT AL
BT 2 —AEFR, TTUAT AMEK, —ERADER, FEERIKISM, SOER
M, ToT

©® KBETNET—FTT VO
Wi T 0 oH T 2T AR D ERI b ST T LT H T AR S HOTE
B BEFHE, 74 TTNVOME L E % DR ME BT 5,

R BT T v, MEET L, EBET Y 7, Tol, Bimmaxst, WRERG, (mZEK
i, THETV Y, VAT LAEE T —, T—HER, THAEE T—X
B, 7 —F_X—2AIT —ZHEFFOE, 2—Y—( v F T =—X, FIHEH
SCGEHE, FIRFE OBE IR

@ X2V 7 1 ZEOmH]
EEDOHFREX 2V T 4RI —IZA L7z F = U T ¢ BEREICE T 2 8EHERI R Ok E
Rt 2088 E U CBENAN. 2 2 2158 & R HZ BRI 2,

FEG] @tV T be B VT B, X o) T EBHR, 2AMERIE,
(SR, REHER (B/NBEOER, ZEH#H, v AF AP —EA~DT /&
ZHIR, + AT A~DOHEEICS S S5 EERE O/ MEK OB, 3%
(TRAFEYT 4, BEFEME (FiErk), #5eE (resilience))

® RSFHEDEE
1 FHBRAAGTR O FTHERE DB M OBEFERE D I LB/ TR R I A2, BEEME 2 81545
728 DFXGET L ORLE O VB 2 BET 5,

BRI o ENE, B CEREE, M, RN, BEIEME, B
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(N V7 b 7EROEBEVULE 21—
WELEY 7 MU =7 BN AT AEFIZAEE L TWDHh, EBAgENRE, Y7 Y
= 7B AT DO EYE, VT by = TEEEREOERE, AT AOTEHE KO
BENERTLE 2— %479 2 &L 2B 5,
REEB] W7 moEE TR RO M L— YT ), A, N,
FANAREME, V7 b Y =T VAT AOEBARENE, FL—HEUTF v RS
A, EAKRORSFOEBAGEME, LE2—3NE, Lea—FX, 7vaT7 7
AT — A

(8) EBELSHOPRUERICAVLILFE

ORI/
V7 R 2 TN ERS A TWDE N EA LML, BT 5720120, FAENLD
TV TRENTHDH &, e T VT EROTFIE, B2 EHEMRT S,

P AP -

@ a—2khr—=
=R =R, —OOHEEERT DHTOOFNHEFEELE AT LORLYVRY Z2EXRT D
T2OICHWD Z &, ZORH%, B, 22— A7 —RA &R k2 iFET 5,

BEs| 7o r—, EE, -2 —2[

@ T I T v T ROETa hEAT

V7 Ny = T ERGHTICEWNT, SN A I, RO, EBATREMEZe & DOFE
iZATV, FRY ZSTEDICEY I T v IO T e N2 A TEERT D2 ENHDHZ &,
Ev I T T ROTa AT OREEBEET S,

FEH] v N2 THEHE, \BER T b2 A7, KR e N2 AT

@ DFD
(BT AET X OWMIUCER L TCRIATHHAI, DFD 2 HT 5 2 & #Hfifd
50

@B 72 L7, FosTa—, Tubx, BRERIL, SMREE TR
FAT VT h, I=Ay s, BEERREME, MRS L, 72T 4 eT 4

® ER

EHBTHOBEMEIRIL L, BER (2T 47 4) LEEBOBE (VJL—Yvariy
7)) HRBTIHGEIC, EFREMEZMHEHTS 2 L 2HET 5,

B =k, BlE, T2 P
® UML

ATVl MEREGEOBREENINT-RKTLEE LT WML D2 &, ML THW DK
OFEHE, S, UL 2 HWT Y 2T ADOHH A FRET 5 HiE4 BT 5,

REH] 7 2m, B B o—A%, SoF—YR, TITAET A, =R
— AKX, AT— 2N, V—H A, ala=Hr—a XK, A X7
a—58r, Ny 7 hF vy, arviha—LTa—, Sl EREOEESHE, ©—
T MNEW, BTN, TL—LT—7

@ 2—HF—2 b=V —
VT b= T B AT B L LCa— =X h— ) —Ab 5 = & RERT 5,
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2.

Ty, a—F—RAh—=U—, ZAb=V—HFAf L, FrEI Nyl

® oo FiE
F O, EBESHTRPELERICHN SN D FIELHFT 5,

WER (FuvarT—T0), Sysil, KEEBR, REERE

2

(B4#F]
> VAT LR/ XITY T by =T REOEZT, FIE, Fik, BEFHZERS
L, @HT %,

(1) SRATLEREDERY

VAT ARGEHTIE, VAT LikEE, FIUREMSCEE (EER) OFERR, AT ARGEHOFF

fli, vAFLBEHOKFLE2a—5ElETH LA2IET S,

(@) YRT LA

O AT LEFOEM

VAT LFEEITCIE, VAT AEMEAN—~Ry T, V7 huT, FEEED ST,
FNOEEBRTHEDICHERVAT AOBRGMEZRETH &, VAT AERAAEN
FHHTEXDL), VAT REERER UBIRORRIITEED, R 2E M OYRSTFN T
XD E, VAT AEFRGTHBRCEE T REAEHRET D,

BER| ~— Fy =TS, Y7 Py = TR E, B R, FEE, BT,
IR T

@ N—Fy=x=T « V7 b7 « B—ER -« FEEDHERESE
N—=RD =T, V7 =T, Y—ER, FEEOHKEENEILZ, XX, 1EEEAN,
EEa X N EFOBAOORETL, RET DI L xBHT 5,

AV E-R (B S e

@ N—FT = THERORE
FHEMECHEREEA I HESNT, TR 7+ —/L b b LT > FEkEF, Y — 3 OREERE 7,
BRI EEREIL, N— R THREZRET S Z L 2HET 5,

T—X%7 7 Fx, "N— R =T HEHE, laaS, PaaS, SaaS
@ Y7 MU= THERDOUE
VAT LAOMWGE DB TETHRRE T O, YT N =T Ry =T ERRAT 50

mEDTE, AT LI MV =T OBRREZHRFIL, Y7 U= THEREZIRET D Z
& EERET D,

T—X%T I Fx, VI RNTTIATAESE, VT Ny T EE
® VAT L2 OPRE

RIS U THETRE, B A ERIRT L8, Web AT A, 7534 T h—N
VAT LIRE, VAT LAOWBE T ERETL, IRETDH I EEREET D,

LI, DR, <A 7 0h—ERXT—FF I Fy, b—ERX Ay, ¥
—X%y N T —h—, =RV AT —F%FT7F %, Web VAT L, 7F7A4 T b
=N AT A, Tu hEAT, T—HET), Ela—FK, ER KX, =—RF7
— A, FAZEOHREI R ORHED~ Y v I A, X7 —AEE, —E ARG
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i, FIE

© F—=H =2 KOWE
VAT LATHEAT 5T =S N2 O, EEEEZEEL TOURILIELV T ) r—va
VIREERRRIL, WETHZ L EBMET D,

RDB (Relational Database : BT —Z~X—=2), NDB (Network Database : @
F—H~_—R), 00DB (Object Oriented Database : A7 ¥ =7 MMEAT — X X—
A)y XML T —F R—RA, AV RAFY T —HX—R, GET —HX—A, NoSQL T

(3) SRTLEHETR FDOEE

AT LEREHIHTL, /XTAﬁ T A MO#H, 7 A NEHE, 7 A MNFIER EOE &
Batl, AT ADPMEEZ 2T L TWAINE INEHERT L AT LMET A MigE
%%W#é:k%ﬁ%?éo

FER| 7 % EskEE

4) 72T IO F ¥ RUSATLERDEMERUVLE 12—

RELET —FXT 7 F v KONV AT LAERN VAT LAEMHIZEH LTV D), FEBARE
L, VAT LEFREFHNLT HEEOREEEER L, /XTAwﬁﬁ%&ULm%ﬂiﬂfv
Ea—%1T7H5 2L 2R 5,

[z W oBHATREE (WO L—H e Y T 1), WEHMEAER LD
WEME, V7 bU = 7T EEOFEBATRENE, ﬁ%&@%#@%ﬁT EpE L a2 —
s, Lea—hFX, 72V —07—F%F77F %

5) VIO T7HREHDERY
/7%7:7mﬁfi Y7 by =T MAERNSCGER (BEW) ofFk, Y7 Y
Iﬂu+@n‘|t'mﬁ 7 ]*'73:7|1Xu+®j:’5|—‘|[/t :L‘_‘%;%ﬁmjﬂé &%ﬁﬁ*ﬁ‘é

(6) V27 hoxT7eksEt
O V7 =T RE
V7 M= TRENTCIE, VT by =T ERERELZ KIS, BARBAORSEN G Y 7 Ry
TOREEE Y 7 N 2T ERORGEITOE, VI NV T EREY T N 2T =y
M (a7 Th) EFTHEIL, £V 7 =7 a=y FOWEE, Y7 MU x7 2=y MH
DOIFD FNECBERZ T D 2 L, V7 by = TG EER O, b FoREF
HABRT D,

FER| Mk, Y7 bU =T EE, Y7 =T asy b, YT hv=Tasy MyE,
V7 b7 =y MERRMIIERE, Y7 2T =y MNEA VX T =2 — A&
i, V7 MU= THRADREDOT A NEME, HAHRE, Wi, A ORREN, mE
’T &n}(ﬂ‘, nBuu'ﬂﬁ, ﬁ*”

@ A H7 = — ARG

4/571~Xp1n1‘fi /7]\‘7177%14: %%%ﬁ k.-, Eé'ﬁzl‘i F[j/ci }Fﬁmu
N=FT =7 ROV 7 by =7 OBRE, W TEEZEE LT, AHDEEZT LTE&@#&
b DT —ZICHET OWERRGET 21T O Z L 2 BET 5,

[FRZEBI AtDREMERREE, UL, MimAEN, MR, BEBEN LA T Mk A
&71~zmﬁﬁﬁ,&4\/7mﬁ,4/&71~2%#,V7F7:7n:
v MNA v EZ T 2—RA, A BT xz—RHEH, XTFTHFA L, a—HF—( L X T x
— A, HEtENK, T4 —bA ==L A, VUIv Ty, ToT
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@ V7 Ny=T 2=y bhOT A NDKE

V7 by =T 2=y MERBRMTEEE TR SNEZERH 22 THZ LTI E D R
T 572012, 7 A NO#H, 7 A Mt#E, 7A MFREERL, Y7 bhv=Ta2=v D
T A MERREZERRT 2 Z L 28T 5,

FEH| 72 LEl, Fxv s VRN, KUA PRy AF A b

@ Vv }“717‘@% T A RNDERE

VT MU 2 T ERAETIR RSN E L E 2T L TWANE I NEHERT D201
T A MO, 7AW, TANFREEREL, V7 MU= THRET A MEEEEZERK
5 L aHfiFET D,

FEH] V7 by =T HAET A MU, FAMEE, Fzo s URN, TTv IRy TR
F 2N

(N VIrIz7EROFERUFLE 21—

VI N2 TERNY T FU 2T HEEZAELTNWDZE, YT MY TEZERLY 7 B
VT a=y NEONH—EMNREDY 7 by = T EREFMET HBOEEEZBRET S, F
72, Y7 MU= TEHEICOWT, fERRICVE2—%1T9 2 L2 BT 5,

[REEB] W moEE AR RO FL—Y e T ), S, NS,
RE BRI OO, 7 A b OEBL e, A K OMRSE O E L ATREME,
LEa2—2#F, LEa—k5K

8 YI2bHvxz7RHE
JIS X 25010 THESNTWA VAT AKRNNY 7 v = 78O SV Rtk 2 B U, Bt
EFCHR OB E R 2 BB T 5 2 L 2P D,

JIS X 25010, ISO 9000
O FIHEEOWEET NV

VAT A EDORFEC L DMFICERT L HLo0RETH D, FIFAREO E T T L% PR
ERAR

FREEGI A, 2tk RN, U A EReEE, R R
@ #ILVEET L
/XTA&U/21/7F7I7@%@ WELRE (SR MR B T TR A A b 2

D ERER) 2N\ L/ EE T VAT 5, 70, BFREERE
ﬁ‘éaa FEDEA PO SN TND Z L 2T 2,

BRG] HspsdatE, MERERhRME, HMAVE, MERINE CEARME, ERBMENE, T Ev ey
F1F)Y), BN TRV, BEHEMIEDY), X UT o, RS A, 3%
BRPEIEDN), BRENE

(9) VI b+ T7REFE

@ 7 A EF"L‘IJXH
T ARLEETTHECLD VYT MU 2 TEGEIOE 2 L FIRE BT 5,

@ 7—% LRt
F— S PORFTFEC LD Y 7 N Y = TRIOE Ly & FIREEET 5.

DOA (Data Oriented Approach: F—&HLT Fu—F), E-R[X, Ffk, B,
ERUE, —SE—ET
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@ MG LGt

(a) FEREZTHI & HEIE(L

PEREE L G DO FIE (BREDVEW L, 7 —2 7 u— OBk, #RED 71—
T, FEE G L, Tr 7T LREREOIRE, BEREERROSCEAL), WS EBREHI LD
PRREDFIORMR, HEHFHZ MRS D,

PEE, BPEROREMME, ARG
(b) &L RT O Fik

HIEERGEF TRV b D FIEL LT, L, DFD, ik v — b, IREBERX
RENDHDLZ LT D,

JIEVR, 3R, #iK L, NS (Nassi-Shneiderman : v v oA #~<r) [,
HIPO (Hierarchy plus Input Process Output), 7 a2 v 7K, XT/LFv¥—Fh,
PBEREHER, A X N hL—RAK, V¥V UNE U—=xik

() Frr/T noOMELR
70 ST AOWEGREO A, EAMRE 2, FIEEIHT 5,
R GEEHE, BV 2 — L5
@ 47V xs MERRE
F7 Y=y MENREOE 2, FIE, FiEEEET 5,

RG] V7 b= TEEIHER (SOLID), 7T A, BRI TR, A—N—U TR, LA
ZUR, B, AV R, aTeME, BT TR, K (AU F R,
Wb, BRI, 77 AR, SR, Sy r—, B, JRAERE, JRERE,
avsvay, Pk, BHE, o, ER

® KA A ErENEREE (DDD)
R A A VERENGR G OE 2 )7, FNE, FEZBEMRT 5,
RAALY, FAALVETIL, RAAfvalyr, avsrdA sy S, 2 EXH
RS, T AT 4, ATV N, P—ER

(10) V7 bz 7ERDEKE

O V7 by TEHENEIDE 27

VT U 2 T ERESET ABROENEIT, WHEAY — T, LB A ST DED,
JLERZAHE OE N, [AIREE I ATREE IR, A JIZEEOR S ERH 5D 2 L 28T 5, Fiz,
T L ORI HRT 5,

R&EH| 77 L OFE, T ANDNE], L a— ROEE, QO E

@ Fu 7T nhyEIETE
7'a 7T Lo EIO S ME R RS 5,

REG| 00T s, et BIFOAEN, ERAME, ABEES, REFE, ERM
11) ELa1—ILDHE

© HEIFE
SEIFEITE, T2 OMNER LIEFEL T —2MEIER LEFERDH Y, L
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WEDOTZREIZIE U TEBEO SR FEZMAEDE 5 2 &, oRIFEOME, Rz B
50

FHEEHI STS (Source Transform Sink) 43%|, TR (Transaction: NTF ¥ 7 3r) 43
$IJ’ ><1H %1:7*% /\£I; IJHH}EHXF' ) A/ETJZHXE+, _‘j-j}l/%%:/, %:‘J'I_‘Elﬁ'7oIj 7‘\.'7“A

@ LY
TV 2 /LOMNIHEOFHEEHEL LT, TV 2 — L ORERME (RE), BEE, Zhb
EMSZPE L DFALR, BIEOFHEIENE, Ednk & RO 720 OFHEIEEZ BT 5,

TV 2 — VORI, TV a2 — L OREEE, SEE, TV a— L EHNE, it
JBE Y 2 —/b, HEREROREIRME, TEMARSNE, T2 S, RS

©® TY 2 —/HIERDERK
HEY 2= WHARRDIER D E 2 T57, FE, &2 — M HEROERICHW SN S FIEL P
4 %,

ALK, PSD (Program Structure Diagram), DSD (Design Structure Diagram),
SPD (Structured Programming Diagrams), HCP (Hierarchical and Compact
description) ¥+ — K, PAD (Problem Analysis Diagram), {REH (T a v
T=TN), U—=ziE Vs YU, NS B, REHER, Tnr T 3v T
— 7

(12) &L B/AA
Y7 by =T Ok & R OLEME, Fan O &R, MG OREFE, V7
N =T Ry = VORI MIEEZ BT 5,

BER| = Hm—% b7, RUA MRy IR, TS5 Ry s A, 15 A54
75, FHEAL L NRE— L H—F v, COTS (Commercial Off-The—
Shelf)

(13) 7—FTOF¥RE—>
T=XT 7 F xR —=FY T N TREEDNRE = ThDH L EORBEREE AT,
T=%T I F =R oM, BEFHEHET S,

MVC 5L

(14) FHAL 2R —>

THA L NRE = IR AT V=7 MERFRFHIAW S, ERICET 32—, fifiE
BT B /8% — 0, IEAEVNCET 82— 0 3 FRBEICHEEIND Z L7 E OB M AE B E
ZC, THA U RE =V ERRAT A, BEFHEEEET D,

Rk, G, PRV, GoF
(15) LEa—

D LEa—0H - FIE
TV ey MEBIORIC RN 2B EET 57200 L Ea—0 BIE RS 5, %
o, LEa—EXEOMR, LEa—0FE (LEa—FRORE, L Ea—0ifikl
DWE, LE=—BMBEORH), LEa—EROTH~ORIIELE L5 FIETTbh
BT L REET S,

@ LEa—OxtglfEE
LEo2—ODOXE, EsA 0, HEZFRTS,
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AEf] =—FLbta— FRAMBHELE2—, Il ~v=a7llta—, ET7LEa
—, THAL b Ea— ARV ay, BT L—HF—, XELFE Tr—
 ZN—, JEFLE 2—

@ ZUVEFHOHA
e :L‘—Tﬁﬁu 5% nq:ﬁﬁ@lﬁ H %f@ﬁ¢‘§‘é

PXRE, TERE, AR - e, BNk, BEVE, ENE, EHORLME, HAirviRE
T, H%ﬁ,%ﬁT B, BHFOGEME, &Rk, BEZR

@ Z OAth o> 224 M FEALG F 1k
HELRST A N7 a7 AORBIZL DT —2El, FIAEDOERSCBAADOINE: &,
S D VAN T n‘T‘ﬁﬁ@qufi‘Zﬁﬁ%‘g‘éo

BEs| c7 Vs, Tor—b, FzysURb
3. EE-HEE

(B4F]
> Y7 b U=THEOEZT, FIE, Fik BEFHZESL, WHT D,

(1) RE-BEODH2RY

EORMETE, Y7 2T 2=y FOERK, 7T A NFIEERT X T —Z OERKR, YV
7 hyxzT7a=y hOT A NOEN, FHAEHAXCEROES, V7 MU THET A NE
OFEH, V7 =T a— KEOT A MEROFEZ T 5 = & 2B 5,

BER| =—F 12/, TursILEE SurTadEk

(2) VIbkoz7az=y FOER
EDONTza—T 4 7IENE, Ta s T AFEOMERICEN, YT My =T =y MR
HEEEICESNTT v I I T %175 2 L2 BRT 5,

FBEB| v A My, HERSE, T2 AN, Ta s T ARE, TAITI RN, T
— X T—HR—R LRI AN, EE TSI, BV
aEl, BV a— R, BRI e T I, WA T e ST I, TR
Xy MR R TIS

) VI b9z 7a—FRUTR MEROFMESE
Y7 hy T a—RET A MERETHET DBROREZBIMR D, £, YT hv=T 2
=y FOERL, Y7 hU=Ta=y hOT A MNEfiR, LE2—Z217) 2 L EEMT D,
IBEFRTREME, SN —EME, WER—EME, T A MR, a—7 0 R OYE
EEREOwWEYINE, V7 b =2 THEKOT A hOFEFATRENE, B K OMRT O
B n]Retk

4) a—F 1 oTE#
a—F 0 U EEO B AT S, 72, a—F 4 U VEREIITEAICED L 9 N
REGODHH, a—F 4V TEHELSFLIRWEAICED L ) IRENL - 50 & 5,

BES| (T T—var, XA N, LA, BRILGS
(5) aA—F 4 VT XEBEFER
a—F 4 VK BETHEORSE, FIRT AN, BEFREEBERT 5,

FBEH| —=— N, A— AT b, A= FA—F X —, YU H I ANATA ],
TV —JRA vk
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(6) Aa—KFLEa—

O— RN bEa—0HB, HEEZHETS, £77, a—FT 4V TEREETFSTNDED, V7
7 = TR EF ZITIE SN TV B Dy, SRR N W) 0 e E A MR D T L A iR
T 5,

ANY 7AW, a—RA AT gy, ET7a—Rbbta—, Ur—7 AL
—, YA ra~T v 7 EME

(N TRwT
TRy DIk, BEFHE, LT ANy ZEERIZY 7 P27 28ESETITO TNy
7 DR, BHERREY —VERWTET Ny 7 EE T 5,

BB v VBB, WM, BT AN, TH—tar, FAYA, hL—i—,
AFyTFay b

8) YIZ2hY9T7aA=Zv rDFRHI

O FARNDOEW
V7 T =y hOTAML, Y7 MU TR TER LT A MEFRIZHE - TTT
VY, BERFHZWEZ L TWDANE O DL HERT 52 L 2R+ 5,

FEEMI R, KB, BEESH, HAME (usability)

@ T A MOFIE

TANDBW, FEt, A7V a—, K, EHTHTANY =R EERELTT A
FEFE AN TC, WRICT A RHEHE, T A MT =X OMERK, T A MEREOHAEREDOT A M
TV, TARNEFEmL, 7 A MERZIHMET 2 &) —EOFIEZHET 5,

FEG| 7 FHER, TR MG, 7R Nl (5 R MREE, TANTF—2RY), 7
A NFET I N, FANEWE, 2=y N TFA N, Fzvr— FOMERK, VI
L—H— FuhEAT

® T & FOFENE & FEAM
TANOHEM, EEik, BEFRE, TANCHEHIND T A MY — L O&E 2B
%o Flo, TAMOFATHRIZIE, T A MEROTLE, #RSH, TR 7T AOBESHR
TEEAITH = & R 5,
BEG| 7 H, RIAN, AET, FAMF—F =R L—F—, FA MR L ER
FiE (N, =7 —FE, NVERK), T MEEME, T A N OMREE,
T A NRE, RMEBE ONF7EE), ML—3v VU7 o8, V7 by =73
XIExY 7 by =T REHEO—EM, o=y FOEFRNO—EH
@ TAMOFE
FARNTHWONDE T T v IRy 7 Z1E, RUA MRy 7 RAEOT A N F—& OVERRTT
BEHERET 5,
ANY 7 AFH, TA R T— A, fnie, SRR, CHIESIHERE (decision
coverage), EESAEMEE (multiple condition coverage), RIS T HEHE,

MR, N v—v, [BAMESE, RESINE, BRRERERZ 7 71, =7 —HA
1, EBREEE, Ia—TFT—arT AN, FAALUHHT A
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4.

He - TA L

(B4F]
> VATLRO/XIZV T RUTRE VAT LROSXUTY T MY =T RREET
A+DEZT, FIE, Fik, BEFHZERL, SHT 5,

1) Y2,z T7HEDE2RY

V7 MU= THAETIE, Y7 MY THRAEFTEOERK, VT N TG, Y7 b7
a7 A Mo, FHEHCGEEOER, Y7 MU THREOFHE, Y7 MU= THAED
HFELVE2—, Y7 N THRGET A NOWEE Ei$ 25 2 & A BfET 5,

FEB] 7~ NEiE, 7 AR 7R RF—s

(2) YVI+LDOIT7RETADARY

V7 N =TREET A NTIE, Y7 MU= TRREET A SO EfE, FIHE A SCEEO EH
V7 MU =T RGEET A FOFH, V7 U = TRGET A FOHFE L E 2 —OFE N, DL
%, ANV 7 by =TRSO EET D2 & AT 5,

FEL R EANVEYS L =

3) VI THE
V7 MU =THETIE, AT OEFICESNTY 7 My =T HEFTHAZFER L, S
NEY T My =T 2fEd 52 & 2iFET 5,

FEG] oA HNAT, EHREEE ()

4) VIFI2z7HETA

Y7 MU =THETAMIY T U =TREFTER LT A MEKICHE > TITWY, YT |
V=T OEEEHR TS E, VT MU= THET A ORI, EiEFIE, Sl SETE
ZHMT 5,

FHEHI| - A NEHE, T A NEE (T A RNREE, TANT—XRY), V7 U=THE
TAMREE, My TETIUT AN, RMLAT v T T AN, RIANR, RET,
TA Ry R, 6T A MREE, 7 A MEROCE, CEHLYE

B) YVINITTF7REIETAR K
VIZ RN TRGEET A NIV 7 N =7 BHERTER LY 7 MU = 7T BRI > TT
W, Y7 MU TRELEEBYICEB SN TWANERGEET 5 2 & 2BfiET 5,

RS 72 O (RET A b, JEMEEEEMET 2 b, MRET A b, AT AN, EF
2T 4T AN, BURTAN (VZbyvarT AR E), 77200, J
7 MU= THRET A A

6) VI FIIT7HAERYY 7 bz 7REET X MEROFT

O T A FNEitkDOHX AT

T A NDOEMZITIL, T A MEROTEE:, RO EORHME, 7'v /7 ADBEIESH
BAYEEZITV, MEISNLTY 7 by = TikeHE, AAEACEE2EHT 5 2 & 28
T 5,

@ V7 bv =T HE O
Y7 b =T RE Rl D BRO REL BT D,

RG] MR OBEBATRENE (RO b L—3 U T 1), SN B, P,
F A NEFRME, T A MEWEROFIEOMEINE, V7 by = TRIET A R OFEH A
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REME, T K OMRST O SR BL AT RENE

@ Y7 by =T RGEET A kO
V7 MU =T RREET A N AT D B0 EUEA BE S 5,

FREEGI A LA RISk 2 A, ¥ AT DA R OT A b O FEB ATREN

(7)) SRATLEEDRRY

VAT LRETIE, VAT LAMEFTEIOER, VAT LA, VAT LARET A hOFE,
FIRFRSCEEOTH, AT AREOFE, A7 AEEOHF LV Ea—, A7 AMRGE
TANOWEEERT D Z L2 T D,

N— R =TS E, Y7 b= TR E, FEE

8) YRTFTLKRIETAFDARY

VAT MMREET A R TIE, VAT AWEET A FOEM, VAT LD, AT AREET
A2 NOKFEVE 2 —DFEN, FIHFHSCEROER, BEAEDOIE, MAWERS AT LADHE
fifi, EH R OMRSFICH &M T AT L OWEF 2 FEi+ 25 Z & ZPFET 5,

AT L

9) SRTLEHS
AT AESTIE, HETAMEFICEASN T AT AREEIHEZER L, BEIh- X
TLAEMRET D LB S,

R AT BT, A ()

(10) YRTFLHETR
VAT LA T A NIV AT LARFITER LT A MERRIZHE > TITWY, Y7 hU =71
Ao B, N R 2 TG E, FEEROMEIZIN C TENPD Y AT L 2 TG L2y
AT LPNEMEWIZ L CODNE I D EERBT 5 L, VAT ARG T A OEMKH, %
Wi FNE, R 0> FEE 2 FE S 5
T A NEHEL, T A NE (T A RNREL, TA T2 ), VAT ARAGT A
NREE, 7 A MRROGEE, SCERTE

(1) YRFLBIETR +
VAT LRRRET A MEV AT LBEMERTER LIV AT LB TITY, VAT A
MEMEL B ICERINTWENE I D ERRT D 2 & 2R 5,
[FREER] 7 A PO (BRET A b, JEHREEMET R b, MERET R b, AT A R, EF
2T 4T AN, BRTAN (VZbyiarT AR, BROTARRE), v
AT DREET A b

(12) PRATFLHERUV IR T LBRIET R MEROFEE
O TR MNERBOX AT
T A MDOFERZIZIE, T A MEROREE, MEROSITROFHE, AT LDOFa—=2
TEATY, BEIZLC CXEOREHZ2ITH) 2 & 2 HfET 5,
@ VAT LA OFHM
VAT LA TRl A RSO REEEZ BT 5,
FEEBI T A R, TR N HEROEREEO YN, B L RO A, v
AT ARRET A N OFEBIRIRENE, A L OMRSFOFEBLAIEEME, L E =2 —
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5.

@ VAT LAEEET A N ORI
VAT LRRET A N EFHIT A B O EUEE BRET 5,

FREEBI T % bR QRS O Y
BA - ZANZIE

(B4#F]

> VAT LAROSIEY T b =T OHEAROCRANKEDOE 2T, FIE, FiE
HBHEZEGL, ST 5,

> RUMHERET A L OEZT, FIE, Fik BEFEHZERL, IHT %,

(1) SYRATFLRUV/XUIVIFILTTDEADRERY
VATAROSXIEY T b 2T OEAN (A A =)L) TIE, YATLIKROY/ XLV T
ND =7 OEAGHEOMER, BAZETDH 2 & AT 5,

(2) SRATFLRUV/REVIFIITT7DRANZEDERY
VAT ARG XIFY T T 2T ORANKIETIE, REEORANL B2 =% AT
A O, N, BIFE~OBE RN O EEE T 5 2 & 2 HiFET 5,

R i

(3) RUMHERETALDERY
ZUVEMER T A R CIE, ZAMERERT A b OFEN, ZUMERZET A O ROEHRETT O
T L BT D,

4) |BA

D AT LR/ XY 7 b U =7 OBFAFHE OER

VAT LR SITY T b Y =T OB ST, FRE~OEARCHIEDO L AT
LR/ XINTY 7 b T =T OBITE EDO L IIZEMT D00, 7= REXLEG DR
I8 EOREHFRHIIM D, ATV a—/LREHIIEDO LI 507 &, BAGHE Z {ERK,
LEAET D Z L BB D,

REG] BAEE, BIEE (TR AROT—% OBIT, BIFRSFORMGELOR 7
Va L), EAREHEEYE, 2R b LRI O, BAEE, )T L—
2, WATRREIRG, EACE, —FBIT, BEBIT, BITY A —HL, BITL A
Th, BFVTIVIV—=R, TA—FJ—=2FTaAf AR

@ VATLKO/ XIEV T b =T OBADEN

VAT AR XEY T N =T OBAFHEICHES TEAZIT) 2 &, TOBOREESF
HEHEST D, £, VATLAEOR/ XY 7 b =T, T—HX—=R7p L2 THE
ST EBVIHIIHEZ: E 21TV, EITRELZ BT 5 2 &, EARFOEER R %2 CE
T5Z L xHET D,

FREEBI A FIE, EAH], FUHEM, o 27 @AM, EHY A b, R,
ERGE, Y7 by THEA
® FIfHE LR
SAF ARV EY T b = T OEATYS Y, FIRAE S KT A ER AR 5,

FREEGI A EIERE, #BEAN AT & (e-Learning, Web Based Training), m YA
TAIAZRAN Y T =

-36.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



(5) BANZR

O VAT LR/ IV 7 b= TOZ AN L E2—ET AR

VAT LR/ TV 7 by =T OfEE L, BISEICIIZANL 2 =T A M e
XETDHE, ANV E2—T A NOEW, EOLIIZEMTIONEEMHTDH, F
7o, BUSEE, e FEOZ AN EEZ T, AL Ea—, VAT AR/ EY 7 by
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W, fERESCE(LT S L AT S,

T ANFIE, SZANMERE, ZANT Z b, BRI, L
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VAT ALK XNEY 7 by =T ORI, BUSE TR LT, IR Ok RS 72 5#E
D= DB, ZEARMT 52 &, BUSFE I E O 25 0 TIRHI 0% 4iE, 2
BAlOGE, EExiTo 2 2B 5, iz, HEIWOBW, NE, Y, KH,
AEROFHN S LA BIRES 5,

HEAE I, BEINE O, BEFIMRSE], HE S RO L, BE
g4 A5 A (e-Learning, Web Based Training), H—727 %k VU v 7 OEERNE
D 4 BefEET IV

@ FIHEHAXEE FIHE~=27 V)

VAT AR NIV T U 2T OBRSEDOEY, ara—XEE VAT LAER
COFNEZFMAEACEE FIE~=aT)V) L LTXENT DL, FPE A CEE
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FEEFI EARE, FIREACEE (Do —F, 28E (Fa—h )TN, T4
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E, CEEOT A

(6) ZUMHRT R b
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BEE| ERET AL, V7 Ry =T ORITRIN (N—FF A L, ERRET A N, FIF
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> BEEOEZT, FlE, BEFHELZERL, WHT 5,

(1) RFDAERY

ST BHJR Y — B A LoUL 7 E OIRSTF A2 52T D0 FER, 15T &2 #1244 2 [0 ZHLES
EHAEF LT, RTFEEZRETH 22T 5, £, RFCIIREDORA, thiE,
BERENLIE TR 2p D% & LT, BEES AT AR/ TR Y 7 b = 7 DRtk 5
FFLODBIERLERZ1TH 2 L 2 BRI 5,

BB (RerFEE, fRAEORE, RITEOEBARES, BT AN, BRTAN (VL y
a VT AN, Ve 2207, YR—22 V=7V 7

(2) BEDARY

BEFECIE, EA KR OMRSFOMMIC L > CHEMHPOXEEK Z DD, T EBEZITDH VA
TAFELLITY 7 T =T 2 RAEOIREEICL, 2>, FBEELTCHERICKEO ARV IREBIZ L
T, BEREEICLED, IRLZY, BUBRWED 3252 L 28RS D,

REB] kIR O5HNE (integrity)
(3) BFDS A TRUBE

PREFEED XL DICEMT D0, RTFOX A T ROIEHE, FOBORBESFIHE, EMNE,
EOFE N E BT 5,

FEEMI (PR, RATEOER, ~N— FY = TR, BEAR, RERST, SBEST,
TRHIRSE, SRS, SERAVIRSE, A v WA MESF, EWRSE, T4 794 2L
DA

4) RFDOFIR

@© 577 1t A BAR O i

RSFEBBAE DI O DU 21T 5 T & 2 BfFT %,
PATE 7 1 & 2006 ORSFICKRE R IR OFIHEE, FHE R O FREDIERK, REE
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@ R L OME E D537
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EIER S NR £~ 7248, BIEA ST iR 2 B 5,

FEH] BEET 23 AT AR/ XULY 7 by = 7R SCEOWRE, B, Mk
B, MBEORIE

@ RST L E 2= RO/ Iz AN
BEISNIZVATARR/ XXV 7 NU =7 OBEMZRESCE T OERBEIT O 2 & % Mg
T 5,

BAER| BESNEIATARD/ XUEY 7 Y =T 058N (integrity)

® IS I O FE i

MO FFL LD T= 8, RG22 FEET 52 12X > T, WBARKOHH,
WP EROREDOFREEZBHL, YATLAKN/ LY 7 b7 2T ORER~Y =2 T L
R EDWETEATH Z L ZHT 5,

BB o 27 LMEEMEO T DOMHTEE (FTA, FMEA, STAMP/STPA IE743), R oiBHk
ATREME WO hL—H U T 1)

® BT
VAT LBITRO/ TV T N 2 TBAITOFNE, VAT LR XIEY T T =T D
FERVEDHERE, EH~DORER EBATOBROYEFHELBMHT 5,

BATRHE O SCEAL EREE, PAMRA R ~OBATRHME 22 £ O, HINREOWAT
& IRREEOIE L, BREEB~OBITO®A, BATHROWEE, BT,
IHEREEREE T — & OURFF & 2 MR

(5) BEXE
VAT LROSANEY T b T =T OBAREF R EIEN, REER STV AT AR
S LY T N = T OBEED FIEEEfRT D,
[REEH| FeitmoNr R, BEsitm/e L ORIHFE ~OmE, BHIHBREO W TER LRI
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K4 ARBEH PoE13: VI MO 7RBREEBREF RWFTLAILI)

1. BRIO0+X - F&%

[BE]

> VI7 My THBE e RCET I FEDE XS, FHREESEL, IHT 5,

> TUXANDOE, 7o ANYT7 MU TBRRFIEOEZT, FEEESL, Ik
A7 %,

(1) VI +oz7HEFE

O FANEND L =Y
V7 N7 = T RREONBRARLWE R EODICHWLNS Y T N = T B ETLDE
z )7, WEHAZHMEL, V7 N THEBETLVOESEEET S,

U —H—TF—)VET ), T NFAETETI, TV ¥ A, DevOps,
MLOps, Y7 bw =7 7uaXr7 h74 L, BEENET /L (Incremental Model),
HERHETT /L (Evolutionary Model)

@ 7TVx AN
U DEICHINC Y 7 U = TR ZAT O BERBBEFIETH LT Vv A NV ORHE A B
ﬁ;‘%j_éo

(a) 7% A NOWE
T ANOEL LT, 7% ANV 7 Ny = THREFIEOREER CE2HET A,

TOXANY T M= THRES, TO¥ANY 7 Fy =7 0120, XP (=
JANY =T rlZI00), AT h V=Y T N TH¥E, 2—HP—
PREEBKENBARE (FDD), 7 A NERENBHZE (TDD), ~v V), f &S v a T v,
DX b=V — INVEST, 5= I —, HA LRI A, Ny
Ao Fx—h, Xavrgq, 7707733007, VIyr2)T, 500
20 (L b RA~X7 5 7), KPT (Keep, Problem, Try), fkigifA 77 1L —
var (CD), Mkkery7 VU Y — (CD), =X —FF A4 X7 T v AL (SAFe,
LeSS (Large-Scale Scrum), Scrum of Scrums), DA (Disciplined Agile)

(b) XP (7 AR —ALT s T7I7) OFK
XP (27 ANV —AT7 0TI 0) ORFFEERRT S,

HOOfifE (23a=k—vay, YT, To—FRys, BR, NE),
EFEDOTZT 7T 4 A, BAROT T 7T 4 A (T A MEEKEIBA%E (TDD), X7 7 n s/
SIVY, Ve oYy, V—2a— ROLFEE, A o727 1—3
a2 (CI), YAGNI), BHED ST I/ T 4 A, BEDTFIFT 4 A, AT L—
IV

(c) AT T LDOEHH
AT T LAOFHS & RS 5,

FEH| 22 F72F—b (Fays hd—F—, BEE, A7 ThvRE—), ATV
b, AV NTFTFo=0T, TAV—AT T A ATV L bEa— AT
Y huAXRSY T 4T, TuX ) Ry rul, ATV MRy a4V
77U AN
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@ DevOps
BT — o LEH T — a3 U, B OFHRIC Y 7 U = TR 1T 9 DevOps DFF
(il A A

FEEHI CALMS 7L —2AU—72 (Culture (3Cfk), Automation (H®#K), Lean (U —1),
Measurement (JHI7E), Sharing (#£74)), SRE (Site Reliability Engineering :
YA Mt =TV ), A 77 L—ray (CD), #knT Y
AU — (CD), My 7 7 mA, 7 A MEREIBAFE (TDD), WA AT =TV
7', Four Keys (F7vA OHE, EHOY—RNZA L, EHEESER FHEHE
B (MTTR)), A7 — U7 ¢ (A[8LHIME), OpenTelemetry, DevSecOps

@ v—a— R/ —a— N%
B a—F ¢ T OMBORBRN R THL Y 7 b = T ORRENAREL b —o
— R/ —a— NERBORK, FlN, BEFHEZHEMEST D,

® Y7 My =7 B

V7 U =T ORREAEEMESCHE R LTI, FHaEoHERHALETH Y, Hih
bzt ZEC1E, HanlEEAA S D &) BRI - TRREHCIERIZ B A T L EE 23
bHHZ L, V72T RNy =V EENTLZLICE T, BARAENCHER B2 AT
REIC/2D 2 EaBf+ 5, £/, Y7 MU =T HEOMEE, R, EasEtoRA v
~ AP S,

(a) HB&H DT & R
Y7 b U =T e O & R E B D,

RIS S, AT V= Ml (FTATATTY), F—HEE, T ut AR,
WEEES AL & MOALER S, 7T v IRy 7 ZEREL, AT A R 7 AR, 3T R
Yy ZE, 2RI A N v L, 7R — X RV AT A, AT
AT IR

(b) WREhREFDAE
EROFMMAA RIS U, REHEED B, AAZHMHT 5,

BV 2 VDM, W RE~A KX, TAT TV, il

® V=R V=TV

BEAFD Y 7 b o = 7 T LT, HARMT e EoFRE2HL ) R—2m =7
Vo Wehnzl, V=R V=7 U o TOMBIZESNT, TD Y 7 v =7 O
FEOFHA 72 Y7 My =T 203, WReT 5L, TORE MY PEMEZIRE T 5 FlHE
MNHDHZ L, FIHZFEROICE>TE, VNR—R22 V=T ) &2 LTV HIEA
LD Ll L EBET D,

H#, a—nLr 57

D ~v~vvary”

v T v, EEORMITICE D APl EAEDEA I LT, HLWW—E 2%
WETHFIETHOAZ 2RI D, £, ~ v a7 v 7 OEZT, EpEME, SEIET
DR, WEFHEEZHEMT D,

RSl S T—varvviaTry S, FoHvviarv s, uVysvyia
T

® ENANT I r—a V7 N7 TR

ENANT TV — a7 Ny 2T HBEOFRIR, BEFHEEZEREST D,
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EANL A Web TF U r—2av YT hoxT, FAT 4T T TV r—vavy
T hoxT, "NATVy KTV = a7 =T, PWA (Progressive
Web Apps : 7l L w7277 7Y), User-Agent, 73— v g VER,
AR (T4 AT LA YA XNED) OEEE~OR S, 77V r— a7
N = TEHER OB - EEREOXS, TSV r—va YT Ny TR,
TV r—a Y7 Ny T AR

(2) H\iEEF&

KL 2 2T DROBMEIR BN ISR L bl e dn B 2 gk L, £/, 7077 A0k
SERGIZT D OICHELFENHVWON D Z L, HE(LFEDE T, ¥E, FIE, %)
R, HEFHZHMHET S,

FEHI| MEE L, BRERREML, MEEF v — b, REEBIK, HIPO (Hierarchy
plus Input Process Output), DFD, Y 7 b7 = 7HEE

3) BXFix

X FiE (Formal Method) 1%, FEAMAARGIRSIHEAMEA L Tl — L IH - TR ICFLR
L, Y7 NU=TDREEEODDLIZDOTIETHDH L, ETNVOREEZTRT 5 LICE
HMEBWTWALZ L, ZOMHIERBREFETH S VDM-SL (Vienna Development Method -
Specification Language), VDM++D# x 77, Sz FifE4 5,

EF A, VDMTools, 7 ZEE, SPIN
4) ATRER

O V7 =T IAT7HA VT rER
SLCP (Software Life Cycle Process : Y7 " o =7 IA4 7% A4 7 v7FakvR) O E
EXUN T il A

JIS X 0160, JIS X 0170, Frt X, T/F 4T 1, A7, &ETat X,
Mg 7m Y2 b A F—=T V7TV R, TI=ZHAIRIAL N TRE R,
T =ANTaEA, TukAEE (Tailoring), A, EEEA, SLCP-
JCF (b7 L—21)

©@ 7uvARRAE

B L RSFO T v A&, WETDHICYT--T, VAT AR/ V7 by TR
AT O MR DO 7 a v ARRBAE OKEEZ BT 21D DORAEET AN H DL, TrEA
DHRES % 6 B TETE L CHELDIER, &7k L2 RE K HESLHE(L L~V OINE, LV &EkRD
LUV GET D T2 DB 7 7R PR 5,

FEEBI JIS X 33001, JIS X 33020, MkOMEWETnv R, FutAY#E, REshs o
tR, EEShi7rtER, FHIShET LR, frshiz7etR, TRl
RER 7 X, HFLTVWDLTrER, M

2. FR9BAEEE R EE

[(E4]

> Y7 MU =T7HRBELETULELRDAMNMEEDCRS, EHOBN, B L 2ES
L, WHT %,

> Y7 hU=TRETRETREELCMNYEEDOREDT- OO FIHZERL, AT
60

(1) EFEEE
HHEST DY 7 b0 =7 OFEEORBOBZEZ T ZBML, 70T hafMET L5608
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BEREAERT S,
BB 70T A0EEE, WEEE
(2) HErgE®E
V7 by 7B TR TTHRA Lf:%éﬁﬂ%T%%%ff%f;&)mﬁ’:llﬁ%fiﬁ#?é V7 hy 7B
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FRERBI HraiE, WMIEMINE, W
}) St REE
V7 Ny =T RERHT, BN EZFA LRVY 7 by =T BRI LB E Ul

BEETA B REZTOLERHDZ L, EBELETA B RTOWTHEHEECHEH A
BRTA o A CTHEINTE-NEBEEZB2 WL )BT AVNERNDD Z L 2HET 5,

ALY —, FAREL—
(4) ZipIRE

YT Ry =TT Y EORMBIMIE 2 BANRIC RE T D FEORE, AR, BE
Ha BRI %,

FER| =v—H—F, DRI, 7275 1~<—3 3>, CPRM, AACS

FARREEE

(B4F]
> BIEREOHRR, BT, BEHNR, FEEEGL, WHT 5,

(1) BARRIEEE
RO DI21L, BRBRAN— R =T, Y7 =T, Xy hU—2, ¥ Ia2L
— X =7 ORI — VBB BRI A DY CHERT S Z L 2T D,

Wi, Y7 b =7 714 A, SCM (Source Code Management : Y — A =
— NEH), AT —V VT RE

(2) EEANR

C)%%ﬁﬁ%@ﬁﬁﬁﬁ
NRORBAEOT-OI21E, 2o a—X &, BIRIIE Y —/ 7 Vit 7B BREE O UE
ERNBETHDH &, itié/ﬂ?OD%@Jﬂtﬁfzﬁ@J TR, BRI L k%f%ﬂ“é

BEG| aEE, ERER

@ FEtT— 2B

RN DL T — 2 D= g VIER, TuY s NTOREEH, RAeBHEAL
E, WEH T2 2EET D LR D, £, BERBSEABRNSEENTNDET
— 2%, HENWOMOBRITHA LZ0ds, RNEdlefit Lo SRR 84 i E
’ﬁ’si_ﬁ'éﬁ“é BT 5,

FHRREE, 77 AMEERE, MR, VARV
® v— L EH
5D NDNBEBRICED DA, BRICHAT Y — o= g URRRDLZ LI L -
T VERR L=V 7 b =27 OHEBMEORIENE U DB FNUNH D Z & 2B 5, £,
Y — UK T ARt X 2 U T 4 R —LD3sER Y, Y — L OBIRIC L - TR XS
_43_

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



4.

DY T LT =T OEEEICEEL RIFTEIANHLDT, BHTIY—A0—T g
DRE—72 &Y —VEEET 5 2 L ZEFT 5,

KERRELH, N—T g V&R
@ *74’*1‘2/1#%@

T AU ALREIGER LIFIEARERAICS 720, RERFIGEETS & L TERL
”@ﬁ%kﬁé k%@%ﬁé 72, TARVAONEEIML, EHIHNCA > A b—

WEERATA B A EREHERT DY, BIEIHERAL TWAENE I EiERT 52
L ARBET D,

BER| rEav—, N—U g R,
HEER - FEEHE

(B4F]
> WEREHEEZFERORR, B27, FIEEZESEL, WHT 5,

(1) WREE

BERRER T, Y7 b =T 2N ED XS R B OMAE DY TR ST D
EWV ) RERGERBIIA R 2 S L, Z OREBGRANAROEBLO HiEZ W Hn Uiz ECEBAELT
HZ & EEET D,

REB| V7 b= THREE, V7 Ry = TR H, SLCP (Software Life Cycle
Process : Y 7 "= T I 7V A 7T aR), HEEHEZ®R, X—2F57 14,
SBOM (Software Bill of Materials)

(2) EEEH

O HERCRILOFEEE

2o TND Y7 b = TG BIZOWT, IRSCEREA2EH L CET D 2 L,
TaT el MBI AERER, BHON—Tay, BITIRR EOMSCGEICEERT S
WA & Bt 3 5,

@ Y7 b= TR B OSEEVERGE
Y7 bU = THER B OFERER 2R s et L MBI AR e M E A IRE, RAETH ZE THD
&, KOEOBLEME BT D,

FER| —E, et

@ U U —REH K O fef
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FREER ~—va S, RAEIRH
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TROAVIMR

KOEFEG: H—ERTRC AV E HPHFI5 . Y—ERIRTA M (HBTLARILI)

1. Y—ERIRDAVF

[BE]

> Y—bER=XTALNOEW, BExFHFEEEL, @HIT 5,

> V=V AR AL NV AT LD, Ehn, HERER ORISR ED S 2 5 2 ES
L, #WHT 2%,

(1) Y—ERIRDAVFOBENEERA

P—ERTRX VA M, EZRMET D20, - ROFENE, &EF, BT, 2t
M OYEED -0 O OTEE N OGR4, fFEL, Tl 5, EORNMTTr X TH
DT L BRI D,

REH| %, PoERarR—RU b, P ARE, PEAYEIAC L, B
—ERATA YA I NORME GHENZZE, BG&r, BT, ettt de6E)

(2) H—EBRIRC AV N ORTFLOWEIL, =i #EFERUBGEHHE
P—BE AT R AL N UAT LB L, Fha L, HEEFL, MR ET 5 720 O
WX T ABREFEIHEICOWT, JISTHELTWASZ & 2HET 5,

FER| V—tAYHTRAL N RAT LA, B ROERFIE, FE, — b ARME,
JIS Q 20000 OHIFEHEE (ISO/IEC 20000 2 U —X)

) ITIL

P —ERASTRXIAL NDOTL—LT—7 T, BUE, 77727 NAZ X —RELTHRT
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LT 5,

(4) SLA
P —E R L ~YLEEZE (SLA : Service Level Agreement) X, V—ERARKRNZEDOEEIN
TR T =~ AERE LT, S EEEEOMOAEXETHDL I L 2HMT 5, £,
RFEW R —E A VL~V HEEZ BT D,
FAEEMI SLA, SLO, SLI, Hr—v AnlMtk, (MM, W — B, JOERRH, +—Ee =2
FOY—E AR RIA L N AT LDIRNT p—~ A

2. Y—ERIRT AV PO RTLOEERUER

(B4F]
> YP—ERYRXVAL VAT AOFHE R OEHOZERFHEZERL, BHT D,

(1) Y—ERIR DAY PR TLOHEEXE
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FAZEMI PDCA, JIS Q 9001, v F¥ ALY hv AT A, &K, HE, Rk, 23a=r—v
3y, ELLEH, Ak
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(2) Y—ERDFE
Y —EADQERFHZIE L, MAARLERLZFZEL T, LHEILRLEUH Y —E AKX
[TV — B AL HEORROERMENATT 21T 5,

FEH] V— b AOEREE, BFER, V- AR— T+ VA, PR [ TT
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Q) Y—ERDA2OJEERE

BEICHRMET 20— ROV TOXEN L ERE LT, P—EROEX LR ER O
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PR S, £, HE, FHAEROCZOMOFERBEICH LT, P—E2A DX 07D
By~ 7 7 v A E T 5 Z L 2RSS,

FEs] v—eAxhras

4) EEERE
P—E R XA BV AT AOFBEICRBIT AERFHEN RS 2720, h—E 2R
BT DO SN TS EEAMRICERT 5 2 L 28T 5,
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=

(5) HBAER

MRl B 250, Rosk, W, BEFMOWGEL, —ERICEET HMEREEHT S
LTS, £z, EOLNIHET, MEEROEMRELRIET S 2L, HEIIST
T, HEE#REMOYy— AR A MEBCTHHAREE 5 2 & 2BfET 5,

FREEBI HEAkEE, MRS H (CD), HERUEH, SCEAL AU HERRE® (B S
—H#_X—2Z (CMDB)), Wit (\N—T a3 v), WA —ZT A, WA, HEAEE
#

(6) EXBFREE
R ER L, BEmETHER L, BEMXOCMMOFERRHE LOMOala=r—
a DO DOERD AL T HZ LB 5, £z, Y—ERAD/NNT —~< 2 ZHF KL
P—ERDOEEO L E2—21T, h—EREEEOHE, — BRI T 5 EHEFEOE %
1792 L 2Hfifd 5,
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(7) Y—ERULRILEHE
P—ERALVULEER, AF, iRk OEHRT L7012, R ERIET 2 —e X220
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IR G LIz 7 =~ U AR OFEEO M B b2 BER L, Lea—L, 5T 5,
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