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HTTP/1.1 200 OK

Date: Sun, ©1 Apr 2012 12:60:00 GMT

Set-Cookie: JSESSIONID=@C3FE1B62DSB5ASDESAQG6ESDSC23F6F9
(BUF, A1)
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GET /mypage/progA?PID=xx&QTY=yy"><script>alert("script")</script> HTTP/1.1
Host: www.a-sha.co.jp
Cookie: JSESSIONID=BC3FE1B62D5BSASDESA@GESDSC23F6F9
Referer: http://www.a-sha.co.jp/prog@
(LAF, HB8)

B2 $EMBIABERHLAELELCERSNAEHTIPUSIR b

HTTP/1.1 268 OK
(HBg)
<form name="form" method="post" action="/mypage/progB">
<table>
<tr>
<th>® & ID</th>
<td><input type="text" name="PID" value="xx" ></td>
<th>{@#</th>
<td>
<input type="text" name="QTY" value="yy"><script>alert("script")</script>">
</td>
</tr>
</table>
(ELF, HBg)

B3 E2OHTTPUS TR BMIHTSHTTP AR R

Y FE1E, #BRINEZK 1~3 OREFEFHMDIC, NROTOFT LD —A 01—
REREL, EHEEA CEBEEBARP YATAIIBNT, BHEEENEZEHOT

HBHTEEMHR LI,

(Megait DB o)

BWTY £, BEEOREICIODWTRN 2T/, £9, SHEOERFEEA &
EWEEIE B It LT, EOXIBEBENHVEDD, iz, TORREZTZES,
EDLIMHENTRINDINIIDNTHRIZ2ITo7-. BRITEROKRIE, £1 0k

BOTH S,



F1 FTHINBWEBELHE (RE)

R

#E FHINIHE FHINLEHE

A TwF—ltHEENStEya>r DB, #ESL|BEIALEyIa> D BEHREN, Byiar
BEEMRICEEIND. MELWENS,
HTTP UZ A MCHAZNEAZ VTN, 7 ey S5 . T

B |FUFETREENGILT, JyF—Roty|SGuo T E Y3 D HRASM, e
va > IDAGREND. ° :

50T, Y EERE, TNETICE 1 ORBRUEENERITEETWEINEINE,
O MNERHERT S ZEITL.

EHEH A TPHEINIBETHD, Evirar ID OEFEIIONWTIE, nihs
BHTAIEEIRETH D, REORELT, BEIN =ty a2 D BAEIER
TN EERETEEDIC, A—0ky a2 ID A, EEORETIP 7 RL AN
BREINTVDUIZIAreO/poiiisasl icliz. ZOHETIE, OEY
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@1: import java.io.*;

02: import java.util.*;

@3: import javax.servlet.*;

@4: import javax.servlet.http.*;

@e5:

@6: public class SearchWord extends HttpServlet {

a7: public void doGet(HttpServletRequest request, HttpServletResponse response)
e8: throws IOException, ServletException {

e9:

10: response.setContentType("text/html;charset=UTF-8");
11: PrintWriter out = response.getWriter();

12:

13: String word = request.getParameter("word");

14: String category = request.getParameter(“"category");
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15:
16:
17
18:
19:

20:
21:
22:
23:
24
253
26:
27
28:
29:
30:
31:
32:
33
34:
35:
36:
37:
38:
39:
49:
41:
42:
43:
44
45:
46:
47:
48:
49:
50:
51:
52:
o I
54;
551
56:
57:
58:
59:
60:
61:
62:
63:

out.println("<!DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML4.81 Transitional//EN\">");
out.println("<html>");
out.println("<head>");
out.println("<meta http-equiv=\"Content-Type\" content=\"text/html; charset= utf

"8\">“)j

out.println("<title>Search</title>");

out.println("</head>");

out.println("<body>");

out.printIn("<h3>Search</h3>");

out.println("<form action=\"searchWord\" method=\"GET\">");
out.println("word<br>");

out.println("<input type=\"text\" size=\"18\" name=\"word\">");
out.println("<br>");

out.println("category(option)<br>");

out.println("<input type=\"text\" size=\"10\" name=\"category\">");
out.println("<br>");

out.println("<input type=\"submit\">");

out.println("</form>");

out.println("<br>");
out.println("- - results - - category: " + escape(category) + "<br>");

out.println("<a name=\"#\" onclick= \"alert('" + escape(word) + "')\">");
out.println("Previous search word" );
out.println(“</a>");

if (word != null) {
searchResult(out, word, category);
}
out.println("</body>");
out.println("</html>");
}

public void doPost(HttpServletRequest request, HttpServletResponse response)
throws IOException, ServletException {
doGet(request, response);

}

private static String escape(String message) {
[/ ZDMEL, message CEENDINFERDELS CEBLE String BOXFF£1BT .,
// T&l — T&amp;l T<] — T&1t;] [>] — l&gt;1 "] — Tl&quot;]
(&R

}

private void searchResult(PrintWriter out, String word, String category) {
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1 |ipA |[GET |login.cgi cid=yamada&pw="fajsl334

2 |ipB |GET |login.cgi cid=cust51&pw=password

3 |ipC |GET [login.cgi cid=tanaka&pw=p7g3dfb0

4 |ipB |GET |login.cgi cid=cust51&pw=npass

5 |ipB |GET |login.cgi cid=cust51&pw=cust51

6 |ipB |GET |login.cgi cid=cust51&pw=

7 |ipC  |GET |search.cgi [|item=gf34'and select cust_id, pwd, null, null from m_user where '1' = '1&kind=09

8 |ipB |GET |[login.cgi cid=cust51&pw=15tsuc

9 |ipB |GET [login.cgi cid=custbl&pw=a

10 |ipB |GET |login.cgi cid=custs1&pw=b

11 |ipB |GET |login.cgi cid=cust51&pw=c

12 |ipD |GET |search.cgi |item=gf44' union select pwd, null, null, null from m_user where '1' = '1&kind=09

13 |ipB |GET [login.cgi cid=cust51&pw=d

14 |ipE |GET |login.cgi cid=cust01&pw=password

15 [ipG |[GET [confirm.cgi |cat=0217&iname=..1s |

16 [ipE |GET |login.cgi cid=cust12&pw=password

17 |ipF  |GET |search.cgi |item=gf36'union select cust_id, null, null, null from m_user where 'l' = 'L&kind=9

18 |ipC [GET |confirm.cgi |cat=1127&iname=tanaka> <script>alert("test"); </script>

19 |ipE |GET |login.cgi cid=cust33&pw=password

) ., |item=0b24';update m_contents set ban url = ban url "> <a href="http://www.evil.

20 |ip] |GET |search.cgi exampie.cowr.;a=4283_042897">§;‘§7‘;a‘-"3%[1 58 </a> | il

21 |ipH |GET |search.cgi |item=gf12' union select cust_id, pwd, null, null from m_user where '1' = '1&kind=09

" . |item=0h24';update m contents set ban url = ban_url "> <script type="text/javasc

22 |ipl  |GET SeafCh-Cg‘ ript" languagel_?:"javasgript">document.\;rite(“<html_> (%‘lﬁﬁ) </htr§l>t"b;?</301’i?§/i‘

E Y JTUNXFFNL, URLTI—BFETHS.




VEA
S

A AIEE, T, WE3IEODWVWTHHHAZBENWLET,
S 3 BAEULS T ART AL EDOTTA, WE2 0ELIESI LTS

SEIEEZIITHED, OB 1 LdEARSFEANTEE ID ENNAT—BORE
ARSI TWE LR,

BT SEIZV A, W3 OEANAZFOCKE 4 0O/ OFHITDNT b

L7,

USAT—

RN iR DR

S K& V Az, HTTP 77 A0 OREEENSHHALZALET 7 £AIZDN
THBHLEE, SQL A > ¥z 7 a VicBBRLTWE m_user T— 7NV ZEREL TR
ez Ez2ERLE, KL, TOEEDRFETHS.

SK

Vai

S

Vah
SE

VEh
SK

:m_user 77N ERTWTEMNWEOTTA, RAT—REESEINTH

ETEN, EOXIBHET VT XA THELELTLEOTTA,

CREETI D) ZLZEELELE. #ZIE, FTTOCFEFN password DHE,

9, [_d__|AET dowssap KE#L, Kiz, e |AmET

espxtthq IZE# LU £,

c ZOF NI ZLFEETRETY, CRYPTREC (BEESHMFME IOy

) BETRGHERES ) X MCABL TR T VT XA R,
BT VT XA, DN T AR R BB OB % 21 TUa7a
DTHRTEE A

I BIFE, FNTIE, BERZBRNLET.
CENNDS, REERMELLERGELE LT, HEEOEELE/NSAT—R

ERRICHT BB SWHT 5 BRI &> TRED/SAT
— REMBESNETHEENEVOT, F1 FOBMICERED/SRAT K
EUEEL, WL BRIO/NAT — RAOEEEREETRETT,

CRELELE, SBICIENSAT—RENRLELEZEEZBHLET.
CZFNFETTIRAEL, OUEMET BRI0/S AT — BAYEFR TN T WS JEEHED

BN ELBALTLIESN,




FOft, S KiZ V TAIR, RTASNET—FOBREAECHRIINTETIOS S
LOBIEFEREEFRBALZ,

O #id, S ROEMITH> T, HEORIWCHAEN LR EDOERZ BHEDO Web
A FNTRELE., TOH, TOF5MMEE, /NAT7— ROKMHEOKEREDE
EETEE, 2BONRAT—RFEUMELTSBICERK L LT, X U1 M EEH
=R cyt

BE1 BAERER) 20T, O~QIEAX.
W #xFo[ a2 |kAhBP T RLAE—DEAL
@ FXF0[ b |kANSD cgi TRV S LBE TREUNTER L.
@) R1IWKXREINTWSIP 7 RLA ipB Tk 2B, O/ 2HELLER,
HEFENEAEDT A OFRTEHBALZ. TORMITDONWT 35 FLIN TR
Rk, Fh, TOREDS 1 RAITHEZE 35 FLARN TR X,
w2 (XAT— REHEORE) I2D0WT, 1), @QREXK.
W Fxho| d |~| g |cAnz:ezehenmggrohn
LR, S TEAL

FRERE
7 DoS 1 Exploit el I B
F YA RFyrI A BE F HEE 7 BRI
7 #tEH O kil o aHE

@) AXFOTHR@IZDOWT, FHHET SO/ AT— RAOEEEEE T 5L,

iz, REIGEAY 2B, TOEEZE 50 FLUN TR,
B3 SQLA>Pxfiaiii&sTF—FRIAKRDNT, 1), @iIEiL.
1) AXHO T ANDTAE 10 FUNTE X L,
2B, KED PC @ 08 RT3 U FAREAOBKBIERINLTM > HOD

ET B,

@) FXHFOTHOIZDONWT, 2B ID RU/NAT— REFIRT 5HiE% 50 FLL
N TEARIZIRRE,



3

REFEE DR D72 D O TR T 2 RDOEBREFHAT, BA 1~4 ITF
A Lo

M #Hi3, TE¥(E% 900 LORBEHLTH D, M HHIIEERBEBEZETLRHET
ATFLEBEHEIE TN D, BRI ATLAOFAEIL, M HOREETHS. M i3,
R ATLOMFEERY 7 b o THESHO Z fHIZRFELTWS, Tk, REBRIA
FLEM #HOT )N —T2EET STy (LUF, DC &) ITREL,
FiZ M AER ERFETOTNSY, —HMORFEZIIDODWTIE ZHIZERFTELTY
5, BB AT LI, 20 BOY—)N BAF, REBEH—NEND) hEBRENTHEDY,
BB AFLOYT—ERX (BT, RBETH—EREND) 2RHT5200%KkLRV 7
R TBBEHL TS, RIRIATLOERZER 1ITRT.

Z #DETE - TWBETFEREL, BEEBNRETEIRBIATLOTOSZ
LAEDa—)VOEH, RESATLAIIEENEELZBCOREERE, £FATL
ANDRELEREOEENETH S, Z Hid M st SEEEKESEZITINS &, KB
VAT LEHEYTS 5 AORFF—LOFN L SUHIEEHLEE 1 LEY, FEEY
HRACIELEMMR E 20U 2 EESEEE M #HICRET 5. (EXFTENRRESN
BE, EETHATSRZDHIZ, 0S OFHE ID MERATRRRBICERMEEN, B
N5, BHE ID &13, 0S IKNT 52 TOIATFLEESELNEINIFIHE ID ©
ZETHD, EEELYFITEMEINLFHEI 2EN, Z 4 PC A6 REBET—NITUE
— b7 AT THEREERT 5. ZHNOMHLRBR S 2T ARSFH LAN, M #
LAN } 78X DC @ DCLAN 14 IPVPN TH#fHi ST 5.

728, DC WOEERYT =D —)Lh 6 OBRIECLEIRDOERIEL, M LA ERL
TWa, £, RET—NPxy M-I BBORKIRETEHHEL TWa,

Z#t MERRI AT AMESFFALAN| (Mt MELAN

kﬁfcfﬂz&Pd|FWl| FW2 | M# PQ- M# PC

< IP-VPN
ESLAN (e —n]-[gmy—n] [ Fws
- g = T T T .y
E1 REBRRATALADER




G SR DMRAT & /AT DIRE)

M tEDFZED C #THRMFA WEHEIEE . C HOESHEERFAEDOMEEDN,
RRINAE DT —F ZRECHFEH L TREERICRAL L ER/E 5Nz, BRI,
C #HEZTSICIBTERN > ZEE LORMICHT A E & bic, HARY
SNiz. M HOBRERTIL, C tLoFHfEE o0, BHOBBRIZAFAICBNT
OB DORENE E 2[RI VN ERICHET 2L, BRI AT LAREICHER
ZHLUEZ, AEOHERE, RBRVATFAIZDNTD, Z #ORSFELZICBWT, B
AEDBBRVFRESNIZT7 710 AT, BET71ILEND) 28, (EREESEICE
ELUEHEZBATY 7EASNBBENNEE ZENEHENE, 22T, B0
ATLERD L EER) —F &30, MRERFT R &R,

BETEBHBR LN, Z HORTFERCBONTERE Y 71O T 72 A%
EWT DR, M LRFEUEND, i D OBHEISERICRSE, (BFE
RIIIERENRDONZFEELH D, BEENLE T RNWE V- EBANH S =,
ZZT, QL EER Z HOIERENEDRTFIEROERTIEMEL, EENEEE
WREPRA R 7 7 1)V OBE (LUF, BB 7 7 A VREER WD) ZRAIT B4
BHEEA B NIRRT EL Tz, AUMFHEHIRERINITRE S N2B, M Hg
B TRASN .

L EER, Z AT 5EROBREDTEWMEL, BEQTNHS Z {oET 1)L
BEER O Z BEMRA T 5 RN L W EE AT, BEIBIC, EEEOKRE Ty
A WEHEERRIRO—EOBREZEBET 2 Z L2 ME LR TH 5,

G RER AT 7= B & B AR O
LEERETFTONEBIZRO=DDE &R LT, EHARORNEZERL,
B 1 REBY—NT Z thOEEBUEMTD 7 71 VREE, OV 5—NIZERT

EDHT &

BF 2: BEDT7 7 A NDT VEAR, BREOQTOLADES &1L E ORI —
NeHoNUHERTE, #EQY ETRIIN—IVIC—B L7 71 )LiRE
OJRADh- L&, BEEEFICEATERZ L

B 3 BEODJOREBERET L LT, REY—EXOWAKIZEERZER RN
&



N &I, BEQ7PRETERMFOF Tz 7OENZDOTNRY 7 b7 =7 /%
wir—8E PP1, PP2 M &L, shEehO\y r—P8IGEFIH U7z EiRER
HRE CATF, ThENEL £2L03) 281 OEBOVMDELHT, L FHEZ
W|EL.

(EFAREDOEN DT

L BB, K1, £2 NEERHELTOANE S hERRLEZ. LEER,
R 1 oFH—N\BFT L TWAEHES, RUMEEHAEMRBET—NDOXRY b
VU BREERERER L THREDVOEREZHE LEBEIIBNWT, Q0K E
LG BMERRTTDHE, TOMBOT 71 VEEICOWTER 1 RUEH
2 E N e B LEM L.

B 3 12DWTH, L EEE, HCE 1IOWT, BRy—/Wo[ a2 |e&
By 7 by oY EOMTHECERERRIESRVAR, THRTA FEEHT 55
BiH5EZ A,




& 1

F1RUE2DREAFRUE

1

E2

- PP1 287 5.
cHBECVERBTIEREBY NI
PPl 0T =Yz hEVa— V21
Ab=NT 5,
- O ¥ —N% DCLAN oL, PP1
DA ES 2= VEA A =T
5,
I HOBRFERCIBIBRUE-NT Y
EAFIRICEREIZ RN,
IV hEVa-NNRETAO
JIEB, FIAF ID, BE%E (Rpy—
NORERD) BRROWTNNTH S,
@ FFEhizav Rk
b BIEHHET 71 INEEEE (B
M, a¥—, E#H, HIk)

© FFVEyr—2arOoRBERT
(Z—Pz>bEZ2-VOEH
LEELEL)

PPl (A YEYa—-NEI—-Pz
FEDa—b) OEBEELEITE,

YA P=IERTWAY—NOE ID

MUBEBETHS.

O FH—)NEMEEET S,

BRIET T, Z HOEEBRYERNER

H—Nicp A L Thend 7ok

TAHETOR, BEFT 3.

«PP2 2T 3,
» DCLAN |ZHififsr—/ N&EaRiE L, RS —/\IZ PP2 %

TYAR=IT 3,

CBED GRS —NTRET 5,
« @49 —)\% DCLAN I @3 5.
cZ #HORTFF LI, BEYEIEITHES—NOF

MAEID 21457 5.

* 2 R DRTFHERICBIFDVE- T I EAFEE, U

E—hTFAY by TEREETOERET—NIc—BDO Y
A2LT, EBICVE—RTFIERAEZITY, &FEBEY
=Nl d 1 T EHLICEET S,

- WAETLOFEAR, REBET-NORBAE D, BH

(H#T—NOBEZD) RPROWTNNTH S,

@@ JREBET—NTHEFIREZaTIHE

O RBYT—NTOBRENSET 71 IVEEEE (B
MW, a¥—, F=H, HIE

© BBI—NTOF7FIr—a OREB&kT

(d) Z # PC IZERINAUVE—FTFRAY by Tk
(PRET—N) OV X ROBEBOAFT VT
= v ME®R

s B —NOFEE ID JEiT, BRY—NA0UE

—h7 AR LEFTOHENRTES,

- PP2 OB & A icid, FREY—NORKHE ID ANE

TH5.

s P —NEOO S —NE M #EAEET S,
CBREOSIE, Z HoERELENRR#EY—-N\ico 1

SLThend 7y T 5ETOM, BETS.

CEBEDSE, RBRY-NAIIFBT—-NTHBEL T/ —NEET 3, 2750, 520
BHTO/H—NIZBRETERVESE, BELELT, fBY—NXEFHT—Noo—HIL 5
A AT EEL, EHMNICOS—NAQEREE Y 51T 35,

*PPl, T—Y x> bEVa—)l, PP2 2FILEETHEE, HEBEORER FHa 7 —AciE
EINERICELEBMENETEND,

O Y—NEOBEO S BAETAEAE -7 THET 5,

O —NEGBEOZIZOWTIE, #% 7 71 VREEKOREHIEOZDIZ, @Ay E—3
F4vxArEEALE[ b |HEELD,
CRTEREERONONRY—VIIHEL, RV — T EICEENBCHRORSBE T 71 B
FEL, REN—IEEHRL THEL. 97T 5&, 7 it OERHEYUENEFEERICESEEKERC
BELFEEEZBATEE 7 71 VT /A LESES, o —NThREEINEREDSO
BHRABERE, oM UDEEEINEA-NT RLARTICEFA-NERET S,




(EADIS O k)

RiC, L BEREHRUADRTONTORHEZEDE, £ 1 RBACKIIAEEE
3R N EH A B,

—HTE 2 W, TR VEAINBIENS, 7 HOMELELEOEEFIED,
RES— N2 EOT VL AREERETRENS S, AL £ 2 2EETBI,
DERRI—NADT 7 ER3EETE, [ d | MAEPCHS
DF 7L AT BHEND B,

£z, £20HRE, FHI-NEFATEEOOMNHEE D OMEE, REEET
EDEFBT—/NOFHE ID DBAID 2 SROEHEEZERT 20END 5,

UL, LEER, £2 086, Ty —NORAZ D & Z HORSEF— L0HEY
BTERMERT 20T, REFEREERIIEE TR RS E LT IEET
BENS, EORERIMBNERTEBLEAL,

(R DFERE)

L E£EE, U EOHREEBRFORSR, Z fhOEEHLSEDOELEFIENED S M
BREDAHENHZ2HOD, BHEERTE ETE 2 OFPENTHS LYWL, &
2 ZERRTBILICLE, TOLET, RTFEEOEMHERETH2DDT AT LM
HZERDEED, BEBRTICHSEL, M fHRESETRBEZT =, T0O8, VA7
LMEEERTN, HWEEML =,



RE1T O -NEOREDTOREBMFEEITDONT, (1), @ITEXX.
W #1490 b |RANZEYRFAEEAL,
@ %1 FOFHOICDONT, RbENEEASNBTIVTUXAREND, #
EROTHSRY, BETEAL
R
7 AES -1 SHA-1 7 SHA-256 T Triple DES
w2 RIRUR2ORFEFAZOWT, (1), @IEAL,
W Fxho[ a2 |kANZEGRFAE, R1POREEANTEAL.

@ #xmo| c |, | 4 |eAhsz@massezs, thehE i
hXI3E 1 HOHBETEAL,

BE3 #EQZOotEFaUFoiio0T, O~BICEZ L,

(1) EXFOTHRODDDEMELIL, EDXIREMEN, 30 FLUATRRE,
2) B1IDOWT, EXFOTHROOL S e n /O ZiE L ETTS
FIRLSMZ, Z HOERBEYUEMEBRY—NT, E0LSRBREETIZ LR
&0 T, Bl OERZHETESD, 26 FLUNTRAEK,

(B) LEQ@D#EEZ M #AMRAT 200, £ 1 OEEZAVWCEIRTFEE
35 FLAN TR K,

B4 M#oEFaUT4IZD0T, 1), @QIEAL.
(1) FXFOTHODMKHEEERTHILICELT, Z HOFEEHEYEDH
BT 7 A INBEEBRERMNTAHILNTES, SHIEE T 71 VHIEEK 2
WL 5 Z E2BRETITIZOIZE, MM E2ERTRED, 40 FLUHNT
BRE,
(2) F21z2WT, FEFEFICELMEN/EERYEBELTIRE ID 2R HT
EBXDRCTHDIEEHE I LITHTET HHEZ, 60 FLURATENE.



B4 HHRtFa)To HFEOFRICETIROERZHZEAT, BE1~4I1CEL L,

K #hid, 7EREH 9,000 ZOEMEESHTHD, FLOM, £EICTHN 8 M,
BRI 10 e 5. H1IRTEBD, KH#ildat, THEROEEREESRLE
Ry P IBBEINTSY, £ TH—/\41200 5, PC 435,000 BEHEIN
T, Ry hU—2, =KW PC OERAEEIL, LU TARICE®KTS
BRI ATLMEPHE L TWEY, ELHBICHERI AT LMEEEREL T, Hith
TRIFNTIEBTERWEAEEZT>TWS,

KA
= NN
p— p— l TH1~8, ﬁ%ﬁh}p

[\

HEEA—I DNS 2547 BT AL

H—/\ H—N
HET—INET A

PIEE A — U A Jb AR 5| SR U 5ETS || | SRR

F= || N =N [T H—=n
PS4 T b
T AL
rc || PC FW: 72717 7x—)V
El IS BAE AL

H1 Kitry bU—o26#E5KE

ETO PC IZATAINARKY 7 FBNBAINTED, K1 FOUA IV AN REE
=N, TOVAINAKE Y 7 SOEBRETAIAEERT 71 IVOEEET> T
b, TAIWARKY 7 METAINAEBET 7 A WVICEDTENRY -2 wF k-
TUANAERHTAHDTHY, UAINAER 7 IIVBRETSH 1 BIZ 1 @EE
wEIhTna,

(K #DEHEF 2 1) 7 ¢ HROBIR)

K #TIHBEIZZ<OEREF VT4 T IBRELTEY, 20350
AEONIE K O/ IR T 5 EFROFMEHE > bD L#RETN TS, K £ T
WXZOFREEESAT, 2 Fil, BBHMAICKE 10 £0EHBRAVWHETF—A OITF,



PF—ALtWn)) =HBHEBMELUTHREL, X&B, OH, v hI—2hE £TO
FRETOFRBANOFHECERBEAVWREROBRENEZEBLTER, O P
F—Ahid, BONOIIZHNNTED, TOIEOHMNEOY —FNT FETH S,

(ERAVBL B DX IR DO ET)

T EEIF, K 2RO ESFEORRNS, BEHLTOTSLE2BT A=) (U
T, A=EWD) ORME 77 AIVELTEMFLUTLS 2BBIIFEMNNRETH B LE
ATWe, T, OQA—NERYA IV K #HICBEELZARNE TN EEE
IMBRENBEINTBD, hD, QHFLIUERENEERH LSOV SLERAE T 7
ANBRAENTNS, WHIPSEARIGIE A —)VIZH U TEMBRER>TED, £
DHFITDNTRETZIBD TNz,

BMAZEDEHT T £EE, EFaUT1aPIT 4 TSNS, ERRIEE
RHIET HEE 0D OEM —RNEAFTHIENTE . TOEMITIT, ERITE
MEIBORICERA SN A—IVERUEREA 7O 5 ARBIZ U, A—IVAESH R U
BBET 075 ATHDTOTTA S BEENTVE, M3, WYHESTRER
BESERINTHSE, TOBEENEELERREZZEE LD X TOES 2 S
ZLTWa, T EEWE, COBEMERALT P F— AN TENRIEIRIT IR 51
21TV, TOBRICEDWTA o F 2 b AEoSEEBET I &icLk,

CERYEIBCRIT AN T 2 I DY)

T ZRZEEORHEELT, P F—LHNT 1 EMIFES VT hibEESL
TWB UBEZRKLEZ. COEEICYEST, T HLEK 2 iTRTIRE AR 285
Lz,

B, IOEEFHRERMMOETORy hT—IMh6HDEEEN TNV S,

(=

Wg@gg«jﬁ:ﬁ ét:ik PC1 PC2 PC3

K2 RERIRRE




Fir, 12T MRICBWTHREIZRATHEENEVWEEAT, K 2 OREE
BENZS oy bRy T Fr HREEZ AR THEITHORMREZ®A T,

T T, BEEARERNO PC1 MENEIERICEBL 2Rl z2E57wiz, K3 i
RTEEET . BERERALZTOS 5L S O8ERIRK 4 ©O&EB0DTHo 7, =
ZL, B3 EVK4ONETUEIZIZMS BN T,

(1) EMOA—NEXFIESE, KECHEELEARESAAENBIZEA A -V EERLZ,

(2) BEMRERAHA-IVCE, 7O IASBRALE, 7055 LSRETERTHLN, ZEEOA—
W I N ETRXERK T 7 A NVOT A ARRREINELDIHBEL TS,

(3) EMRBORMA—IE, PC2 N5 A—LH—/NBET PC1 OFBEZEOA—NTF FL A TICEEL
2o BEILL > TIEHANOEETHA-—NT FLADEORETHIIIIHELE.
b, MOA=)LD 100 EEERFL, ROBBERA-IPHOA-VIZHNDX DT,

@ & PCIZRUANVARKY 7 MEHALRE, 2512, HETHAWLSUSNVAERT v VEERALEE
BTH, TRV ASHIANAELTHILEN W L EHEL T,

B FOTILSHEEMETIBROEED, PSIKL->TAERBEELTHRIENZ & 2MEAL L,

6) HYOBMBEAIC PClL KO/ 1 L TA—NEREL, A—NORMTIrA NV TH->TOTTNL S

ZETL%E.

3 HEOER

(1) ETT3&E, FIAFCERIMNEBEVNED I PCITERT 5.,

@ BEI/AYPRUVEBOECTAC MNEEREENEZIVEa—FIIT7 VA ERA32., €O, HF0
I Ea—40EFal)Fs RV EFHT 5.

B) QTT7I/EARBRILEST7rANORBERSLS. V71 VFRBTELES, TO7 71 I ERE
FEOA—NT RLARERET 3,

@ #oOa>Ca—FicEEZIE-LT, ¥HEIE3. 2FL, HERLOT, aE-T254%, #RK
ICEAHRZRITTWS, &, HESNAHN2EE5 02 EET 5.

BG) VA—NTINAF 4 THRERINEIEEZRALT, FEHFCEIMNAVEI MO Ea—y
ORBBAEM E L THET 3.

M4 FOLFSASOENE

CRAEL BRI IR T HIRE)
HUARREORKEERALE, T 2R U BITEEOMBEE T2 KiZ, TOR
DEFETH B

TFHEME : FNTREEEZMBLET. 0% IPS BNARERBEEEZRHTZOT, 0
BHEZESPITICA VT MR REITUTATLEZ N,
UZE :1dn, 2FBFEE-2TYP2THET,

ol



T F=fF .

R IPS TAEREGEIRIEEIN 2L D TT &,

MISZBALE UBK, £TIPS KLAARERBEEOREEREEREALEE, w1
IWARBEEY—/N, FW RWIPS @ O/ 4 2BtA L7z,

FW RO IPS @OV O#ERE, U i PCL b A— )t —NIZt L TRERT &
TAMTOHNTWB EBDNAO/2RRA Lk, Kid, FOMORETHS,

T EfF .

UE

T FEE

CCRTORET, RABBERANOEMITEEZ D E L,

PRV, TNV AELTRBHEEWATTR, 23745&, PCl ITEREM

HB5ERFHEBIZRDIADZ ENTERNDT, IPS TOBBRADPEETIP 7
RUVADIP A7 —7 4 7 OulgEE bW EWTER AR,
TITIR. 2/, PCl NERERT 7 EAMTONTWATEEMENH S &
B0 TERRT, PClL ZRDICYVBEL 2 ANE N0 TIRANTL LS
e

TO%, UBIIPCL ZEARENSYVMTIES &5/, WOEELE PCLIE,
AT DRSMERIE IR L, PCl OfF 2T o/, 2 BEIZELAELEZAT U E2%TF
EHED TVBDIIKMTWE T EFE, UBICHEZ#TE,

T EE
UE

T FIF :

U#E

T FEE

ESPoEBL TS XS TR,

TR ORBERETIT o v by 7Fry DRSS E, Nry hoi

B IP 7 RLAZRT, PCl MEARIER TCP BEMTHNTINS Z &3k
RTELZDTIA, PClL TEDLIREEDHZ OS5 ANENTNS A
A0 ERA, BEBTOEETOSILALO—EEZHERLZOTT, %
MPCEOERITHVEVATLR,

WERE7OV I AICHZMTZORVWWTINE, 705 A28 TI
TREEEAERAR. TOSSARSEVIIHBICBRETEETL,

PEIRATIN. Tid, BEHLTOSILERET I, M2ROICT

NI NDOTL X5,
NIy bF Y 7F v OfERZDNTIE, RELBEOEMBENLOMND £



U&E

T £ :

UE

T, TOBEROFICIE, HATCP vz FERIASENTHWET LR, £
NAROICe D ERAN,

L RBIEE, SORTREEH LTS LAERETDHEERV WD T

REHERICRDET.
EZAT, RBOA T2 FTEIEMRALZOLERH D ET, PCL 1JEE
RFEEMLTH VREDOMRERZDT, AR THNL PCL OEHEERL TH
WEITD ZEITADET, SEISEE RO THIMREOEBIIEBLELE
B, 4T bR BFIEEEAD ETHIMRRIINEREEEREZOTE
ATBWTLEE W,

W, ah0ELE

ZOHUERZ THOOHFEZMH->TEEHZ IO/ ILEKEL, S5IIPCLOD
FAZEDOA=)IT BL A TICEFLEA—IORNS RERBMN 7 714 IV ERE DT

HU7=,

FAENRCORN 7 7 ANEZEF LI LRI TEEHZ2TOT T LNE

BELTLEW, MO Ea—¥YOFRERBEEZfT>TWE I EERELDE.

(EE O#RIR D)

UE

T FE{E :

P S ENIA ENRBRBN T 7 AINVERDTZ I ENTEELER, A—)VE

IR BEE NS DHNEEEZE>TWE L, BETLTOA—INT FLVABEE
TEHHDOTHY, TmAT 74 INVDT A I ABELSNIARE R — RS-
DNEVATLE. EBORAZEELTHD &, ENRBET, FRANEHL
NWHDRATT .

EORATYT, ZORE MM TEERECEERLEFAZSEZILEZDDTY,
G, Ui IOREOREND B EBELRTNIXVWTERA. T0
SO BRI R X A HEERRICH 2DITIE, EWEEAOEFHEDH
BTITo TV BENHEDTT,

BEEO®%, U BEREENHNR Y FT7—27 0 PC THEO &S IRERTRIZEIE X
—NEZELTHRMATFIINEETLTLUESREE, E0XORBENRET S,
FOWHWEADOHIGZEEITRENERFTLT, 12T PRFIECE LD,



7z, 4T htibhdiz), PC & LAN S UI0REL THRITERZTT> TWA /I,
Z® PC OFIFAZFNSHBN— RT 4 ATADT 71 VIR L W EEHDNDTTREMEAN
BWEEA, TIT, MWRENTEERSEIZE>T PC ZHBL 2RI, OBEH%
L7z PC 57 7 A )VERDHTFIER T > 27 MdEFIEICRRLEZ. 51T,
A 23T 2 D ERRIZH <7D O RIBIRN R EIER L.

Z0%, T EEREA T 2 b FIRR RN BN R ZRKEL, P F—LR
DEXRF2 AL FEUTHET LU, BNHEBENRICETE, P F—LAR2RER
T U THRAY BRI RS 258 217 o7z, K T, ZORIBHROBRDHD,
ERRIERIC L S HEERRICB ST EITRIIL TV 5,

R MBENREXHFOTHROKV FHROO LI M ILET2HIZ, THOIKDWN
T 40 LA, FTHEOICDWT 30 FLRTHR~RE,

BE2 AXFOTHROOEERHZ IO I LERETIHELRMAN. TOHEE 50
FLIA TR X,

BHE3 AXFOTHDIZDONWT, UAMIABRREELDS I EDRWE DT, FIAZEN
WEETET )& PC HhoRDETICREDL S rFEE TR WD, &
D k% 50 FLANTEEMICIERE, 2L, MOHTRET 71 IWTTA1 IV A
WERELTWENnSDET B,

B4 AXFOTHRORVTROOEFHER - ENIKBEA )L Z2RELERED
WEEZERT H-0ITIE, HEEICEDOL S RIFEZTAEIVWD. BT 71
AT E A=V DOBRIEWIZ DWW THRETRERNEZ 40 FLAA TR XK,



6. BETHENMIIATTRETZHESICE, FR2RFCEBRICERL, SEHAEN
ERENTHSEFNMNIBEL TS EI N,
| B=ATHERSM | 13:10 ~ 13:50 |
7. BECHETIERICEEEATEE A, XEESVBRL TSKEE N,
8. MIEMTORHZER, BEEFAHLTHENVNEETA,
9. HMEBERETR, NLIBETS2HDORMEHATESHDR, ROBDIIRDXT,
B, 2ETORHLIE T TWERA.
SHRE BHERUNIY—F22) (B Xid HB), $hEHID, HL A, TH,
Wat (7 I — L ERETESAOBRRIZERTRRD, N2AF, Tovia, BHE
NG EICBTERA. ERBHTEEEA.
10. RBRETHE, ZOMEMRTFEIRER2ZENTEET,
11, ZBRAKE, WhRA2EETHRHELTIEI W, BEIFRICRELZWESRRR, #
RENEEA,
12. RBREMPIZ P LATERL 7D, KGNBI BV ULEBEIR, F2£
FTEBRIZARMLTLEI N,
13. FE I ORBBALAIE 14:30 TTDT, 1410 ETIKEREL TSI,

REEEICEHEN TS24 EHREAE, TN ThELOBEXIBRREETI,
2B, RBEETE, ™ kU ® ZHELTWERA.

©2012 MMITFTEUE A BRI E



