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ERHE
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HTTP L AR ANy & @ Content-Type 7 4 — )b FIZXFI— 1 (charset) EIEET 5.
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2 Web f@EREEHTICED TR L/ XSS D EEHE

| imy|  AnTBEELTS BBtk b &I T B 2
1 GET /S5 A% [ '>"s<hr> HTTP L AR ART 4 ICRENEFINT A r—
¥ | B UYPOST |'>"s<scriptralert( TIER EEFONTICHAINSES, Mig
s NS A% |document.cookie)</script> |& 0 E¥E
i URL A k. HA1E, URLAE “http:/www.aaaa.jp/bbbb
% —— B#ED <script>alert( findex.html” T, “index.htm!” OFHITHRELF
“/" 1ZHE< |document.cookie)</script> |FIZ IO — RBFICHALREE I A —F&
ST a2l helcinaha e, MsEts D &HE
T (mTﬁijijuwmtﬂwﬂ HTTP L AR ART 1 OFEED URLEMHE (sre,
4 E U POST AT Bl action, background, href, content) CHELEFIH
NFA% ’ HAaEhafe, WHiEtts D SHE

LIZE Y ATLD5b, BEMHEORIERERRTZ27/0/5L0THS. DE
NE 2 OUEEWIETNTHREELEEDS, RS- a2 |opsT
fesits D EHEshk, TORREMIN 1 0707550 b |FETS
ofe. B, MORBHESD D SHESNEbORBN ST,

(& 8&) (package, import EE/2 &)
1 public class SelectWin extends HttpServlet {
2 public void doGet(HttpServletRequest request, HttpServletResponse response)
3 throws IOException, ServletException
4
5 response.setContentType("text/html; charset=¥"UTF-8¥"");
6 request.setCharacterEncoding("UTF-8");
/¥ INT A name (BEEFR), loc GHEH) KEWurl (URL 1H3R) Z2EE */
7 String rgName = request.getParameter("name");
8 String rqloc = request.getParameter("loc");
(B8 (rgName, rqloc DXFLiT*EE)
9 String rqUrl = request.getParameter("url");
/* EE®OHTML ZHH %/
10 PrintWriter out = response.getWriter();
11 out.println("<html>");
12 out.println("<head>");
13 out.println("<title>SE B DRINER</title>");
14 out.println("</head>");
15 out.println("<body>");
16 out.println("<h3>FEMHETZEZHM<</h3>");
17 out.println("<p>");
[ BRENREAYEORMEE U 7 Z2ER ¥/
18 out.print ("<a href=¥"" + escapeHTML(rqurl) + "¥">");
19 out.print (" [" + escapeHTML(rqLoc) + "] ");
20 out.println(escapeHTML(rgName) + "</a>");
21 out.println("</body>");
22 out.println("</html>");
23}
(08 (ZOMDORBERLAY v Fiz &)

SERC  escapeHTML Id HTML OIHEXFE 5 XF (¢, >, & ", ") OZAF—FUBEZFTS AV BELTH

BEHEINTNWD,
1 EEYMGOBIRERERTTSIIOSSA
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KIREL T30 TD B Z ORBIERIETERNS 2,
BE : IRF—TABRLRETHD, EHINTHBAV YK S
FATNETH B,

(A4HE) (package, import EE7 &)
1 public class SelectKey extends HttpServlet {
2 public void doGet(HttpServletRequest request, HttpServletResponse response)
3 throws IOException, ServletException
4 o
5 String rsKey, rslLoc;
/* rsKey ICTF—FNR—RARBHFINLF T - FTREEENE—BZNHOERE
rsLoc IZF—F N—Z IC B RS MR FUBE R KL 250, BFURHHELOEIERENRE */

6 response.setContentType("text/html; charset=¥"UTF-8%¥"");
7 request.setCharacterEncoding("UTF-8");
/* EFE O HTML 2 {HH */

8 PrintWriter out = response.getWriter();

9 out.println("<html>");
10 out.println("<head>");
11 out.println("<title>\E R OMIE</titled");
12 out.println("</head>");
13 out.println("<body>");
14 out.println("<h3>H&F{/+—"7— FEDRRE</h3>");

(&H&) (F—FR—2icEGahicF—T7— R TREEEDS—FELVWH D% rskey & L THA)
15 out.println("<br>");
16 out.println("<form action=¥"SelectURL¥" method=¥"GET¥">");
17 out.println("X<AWSNSEF—T—F " + rsKey);
18 out.println(“<br>");
19 out.println("BRICAWVWEF—T—RZ2AHLTIFE N ");
20 out.println("<input type=¥"text¥" size=¥"20¥" name=¥"key¥">");
21 out.println("<br>");
22 out.println("#FOHELEBRIRLTIEE N 1 ");
23 out.println("<select name=¥"loc¥">");

(& RE) (F—F R—A0 5 RABEHMESL ERE
REERN SRR EMHMESZE rsLoc & UTHRIR LEIE)

24 out.println("<option value=¥"" + rsLoc + "¥">" + rsLoc + "</option>");
(€19 GEELIECZET)

25 out.println("</select>");

26 out.println("<br>");

27 out.println("<input type=¥"submit¥" value=¥"iRR¥">");

28 out.println("</form>");

29 out.println("</body>");

38 out.println("</html>");

31

}
() (EDOHBERAY v Kz &)
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mEEA [ n |fFETIR %1 OREEE ST BHEAR

+4aThHol,

BE ffE% EETRETH B,




(4 RE) (package, import EE/LE)

1

QU wN

7
8

public class SelectURL extends HttpServlet {
public void doGet(HttpServletRequest request, HttpServletResponse response)
throws IOException, ServletException
{

response.setContentType("text/html; charset=¥"UTF-8¥"");
request.setCharacterEncoding("UTF-8");
/¥ X5 AZ key (F—T7—F) & loc (HMEH) =BG */
String rgKey = request.getParameter("key");
string rqloc = request.getParameter("loc");

(RE) (rgKey, rqloc @3CF(LITHER)

9

/¥ FeH R— ZINEMEETFR (rsName), URL ¥R (rsUrl) FUSRRBH (rsText) ZHEWE
IS OEEAENERE */

String rsName, rsUrl, rsText;

(RE) (F—&~_—Z 5 rqloc & rqKey O % F W TE S # 2 BER)

10
11
12
13
14
15

16
17
18
19
20
21
22

23
24
25
26
27
28
29
3e
31
32
33
34
35

/% TEFE O HTML &7 */
PrintWriter out = response.getWriter();
out.println("<html>");
out.println("<head>");
out.println("<title>f 4 ORI R/ titlex");
out.println("<script type=¥"text/javascript¥">");
out.println("<!--");
/% BIRE S CHTIHIGRIIN T WS select 772 3 > OEEZEE url & name OEIZEEE */
out.println("function setValue() {");
out.println(" var index = document.forml.menul.selectedIndex;");

out.print (" document.forml.url.value = ");
out.println("document.forml.menul.options[index].value;");
out.print (" document.forml.name.value = ");

out.println("document.forml.menul.options[index].label;");
out.println("}");

J* FToa rOBRPEEXINIC nsgl ©FF A MERIC “[HEA] BT LU THERE </
out.println("function onSet() {");
out.println(" var index = document.forml.menul.selectedIndex;");
out.print (" document.forml.msgl.value = ¥" [¥" + ");
out.print ("¥"" + escapeHTML(rqLoc) + "¥"");
out.println(" + ¥"] ¥" + document.forml.menul.options[index].text;");
out.println("}");
out.println("// -->");
out.println("</script>");
out.println("</head>");
out.println("<body>");
out.println("<h3>FEHIERRT 2 DRER</h3>");
out.println("<br>");
out.println("F—7—K [" + escapeHTML(rgKey) + "] ");
out.println("<br>");
out.println("<form name=¥"forml¥" action=¥"SelectWin¥" method=¥"GET¥">");
out.println("<input type=¥"text¥" size=¥"5@¥" name=¥"msgl¥" readonly>");
out.println("<br>");
out.println("<select name=¥"menul¥" onChange=¥"onSet()¥">");

(&n%) (RSN S 4T (rsName), URL ff#R (rsUrl) BRUEEA (rsText) &HEE LR

out.print ("<option label=¥"" + escapeHTML(rsName) + "¥" value=¥"");
out.println(escapeHTML(rsUrl) + "¥">" 4+ escapeHTML(rsText) + "</option>");

(&HE) ELIE 2 ET)

out.println("</select>");

out.println("<br>");

out.println("<input type=¥"hidden¥" name=¥"url¥" value=¥"¥">");
out.println("<input type=¥"hidden¥" name=¥"name¥" value=¥"¥">");

out.print ("<input type=¥"hidden¥" name=¥"loc¥" value=¥"");
out.println(escapeHTML(rqloc) + "¥">");

out.println("<input type=¥"submit¥" value=¥"jER¥" onclick=¥"setValue()¥">");

4 BEYMHEORRERERTTSIOSSA
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out.println("</form>");
out.println("</body>");
out.println("</html>");

() (BRBIER L2F—"7— E rogkey D& 57— X — AITHEF)

53

}
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B XAl A RICEDE, (IRERE L. £, AFT 7Y OHBESCEEEZFIH
FEWCHMLTHEADLD, AKT 7 OEARKIIRRINSFABNC, —E
AW DWTHMICEER TSI &z Lz, B SARMEHEZEL THREEEICATYERY
7'V & WebAP DEREEKE L /.

(WebAP DEfE)

BAFHE, AXFT U E WebAP ICBEL TE=ZEFDOEF U T+ THMEZZIT D &8
WESINz, TITB AL, ZORHTERNDS S tEBRATEF 2 7+ i
EZITBHTEIRLE, S #ic&BEFa ) T4 BMOKRE, WebAP OFHHERY—E
ACRMADTFHFEREMBETETLED EWIMENH S EOEHREZTZ. TR
MR —EADU I TA MIEENZ/NT AT OMEL, WebAP OFHIRERT—EX
DOEEMEZK 3 IR

ORI, HHFIHE T, flAE V E0n3) 3, RENCHSBRLEZTFH
ROV 2T A FHICEENBNTAIDIBEDZDONT AT DERZEREL TEE
THZEILEST, HMOFIAE LT, FIHAE W E0WD) OFHEREREISI&
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DTHD, TFaUT4FHETIE, EHRILREEZSEIILT, 4 D) TA T
EZMA/z LT, WebAP IZEEL, TOREEMRAL L. FTHRERT—ERIIDNT
K4 DUZITAPMIMLUTITOEENS, KU 7 TA MR LT WebAP 05 2{E
LB zER2I1ITRT

»

2

THIERT—EADQUV I A MHD/INT AY OEE

- LANG : EEEEET 2 E

“ApplD : 7S — 3 4

 AuthKey : #lEIQ 7 1 CRFICRITENSF|HEFELEREDOF—

* YoyakuCode : £ A & FHBES THRINZTFHHEMI—R (FREBRAZCEKEFEEOTHE
000001 2 &5 JEFICH DIRS)

+ DateTime : A< — b~ 7% > OER B ROEZ

. WebAP OF#MER T —E X OB{EHE

() LANG OEMEHFICEENIXFEUAOHEEZIT7 TV r—2 32 5—%EL, ja OH&IZEFE,
en DFPSITEBTRY TR LT IVERT,

() ApplD DEMR URL i Eh T hE7 7 U yr—a>25—%K7T.

(c) AuthKey D7 WebAP IZRREE N TW AR AHFREAOEE—BLAAWESERELS—%2ET.

(@ YoyakuCode DEAS DB H—/NIZRFENTNAFHHAM O — RE—HLAEWEER T I y—2a >
Io—%iET,

(e) DateTime DEET—NROKELHEOTNAS LU EOBRGIET TV r—a > T 5— 2T,

O @~@OTZZ—zZEIRWREREUYOTIHREET,

B3 WebAP DFHMERY —ERD/INS AL LEHERIE

&2 UITAPICHUTIToABRENR, RUWebAP NERELALE (k)

D7 A MCH L TiT o 2 B ERA WebAP 72 5348 L /2 ib %
LANG /%5 A & Z (5 TFUr—arI5—
LANG /%5 A & OfE % Hlk FIUr—arrs—
LANG NT A ¥ D% 0 ICEE TV —2alLi—
AppID /X5 A & #Hlkk Ty~ grT5—
AppID NZAF DEZEFHRTFHT—EA (ShinkiYoyakw) | 77V or—a>ri—
TEE
AuthKey /8 Z A & ZHl b FEETF—
AuthKey /8 Z A & O % Hibx REELS—
AuthKey /87 A & O 2 BIFI i E DEICEE YoyakuCode 7 201310000034 OF #1480 =R
YoyakuCode /ST A % 2 HlFk FFVr—2a>T5—
YoyakuCode /S5 A & M{E % 201310000071 I2ZHE YoyakuCode 7% 201310000071 @ F#HHOER
DateTime /X5 A & &k FI)r—3rI5—

DateTime /X5 A & OEEREN S 4 FATORELICERE | YoyakuCode DIHIZHY T 2 FHEHOET

DateTime /N5 A& QEZERENS 5 DFRIORRICERE | 77U s5—2a 15—

ERE BETENSASUAOERIS TRV EEELDDLET S,



POST /coupon/YoyakuKakunin HTTP/1.8
Host: www.r-sha.jp

Content-Type: text/xml
Content-length: 254

<?xml version="1.8" encoding="utf-8"?>

<XML>
<LANG>ja</LANG>
<AppID>YoyakuKakunin</AppID>
<AuthKey>f3c7b48aac2dale596271a46@fb317ac</AuthKey>
<YoyakuCode>201310000034</YoyakuCode>
<DateTime>2013 10 16 18:08:18</DateTime>

</XML>

H4 FAEVSFHERERTLEBOUITIR B

POST /coupon/YoyakuKakunin HTTP/1.8@
Host: www.r-sha.jp

Content-Type: text/xml
Content-length: 254

<?xml version="1.0" encoding="utf-8"?>

<XML>
<LANG>ja</LANG>
<AppID>YoyakuKakunin</AppID>
<AuthKey>6h4Y4i098Uy3q2rfbghyy45ecRyH44po</AuthKey>
<YoyakuCode>201310000071</YoyakuCode>
<DateTime>2013 10 16 20:17:14</DateTime>

</XML>
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