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♁ⱨ♩►▼▪ ⌐⅔™≡⁸ ⅜ ⇔≡™⌂™ ─ ╩ ∆╢

─ ≈⌐₈ⱨ□☺fi◓₉⅜№╡╕∆⁹Microsoft ⌂≥ ⅜♁ⱨ♩►▼▪ ─ ꜝ

▬ⱨ◘▬◒ꜟ⌐ⱨ□☺fi◓╩ ⇔⁸ ─ ⌐ ⇔≡™╕∆⁹ 

│⁸∕─₈ⱨ□☺fi◓₉─ ⅛╠ ⁸⅔╟┘ ⌐⅔↑╢ⱨ□☺fi◓─

⌂≥╩╕≤╘√ ≢∆⁹IPA ⌐⅔↑╢₈ ─ ₉ 4 ╩ ─

⌐ ≠⅝⁸ⱨ□☺fi◓─ ⌂ ⅎ ╩ ≢⅝╢╟℮ ╩ ⇔≡™╕∆⁹♁ⱨ♩►▼

▪ ⌐⅔↑╢ⱨ□☺fi◓ ─ ≤⌂╣┌ ™≢∆⁹ 

ᾍ  

─ ⌐│⁸ ⌐ ╖ ╩ ╘≤⇔√♁ⱨ♩►▼▪ ─ ⌐⅔↑╢₈

₉⁸₈ Quality Assur ance :QA ₉─ ₁╩ ⇔≡™╕∆⁹ 

⌐╟∫≡₈ ₉─ ≠↑⅜ ⌂╢↓≤⅜№╡╕∆⅜⁸ ≢₈ ₉

≤™∫√ ⁸₈ ꜝ▬ⱨ◘▬◒ꜟ⌐⅔™≡ ⅜∫√ ─♥☻♩╩ ∆╢ ₉≤

≠↑╕∆⁹ 

 

│ 6≈─ ≤ 1≈─ ≢ ⇔≡™╕∆⁹ 

 ⅛╠ ⅛╢↓≤ 

1 ─ 3≈─ⱳ▬fi♩

ה ה  
 ̧ ⱨ□☺fi◓╩ ∆╢≤⁸≥╪⌂ ╩ ╠╣╢⅛⁹ 

2 ⱨ□☺fi◓≤│  ̧ ⱨ□☺fi◓≤│ ⅛⁹ 

3 ꜝ▬ⱨ◘▬◒ꜟ⌐⅔

↑╢ⱨ□☺fi◓─  

 ̧ ♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ⌐⅔™≡⁸≥─ ≢

ⱨ□☺fi◓╩ ≢⅝╢─⅛⁹ 

4 IPA ⌐⅔↑╢ⱨ□☺fi◓

 
 ̧ IPA ⅜ⱨ□☺fi◓╩ ⇔√ ⁸≥╪⌂ ⅜ ╠╣√⅛⁹ 

5 ⱨ□☺fi◓─  
 ̧ ⌐≥─╟℮⌐ⱨ□☺fi◓╩ ∆╢⅛⁹ 

 ̧ IPA │≥─╟℮⌐ⱨ□☺fi◓╩ ⇔√⅛⁹ 

6 ⱨ□☺fi◓ ⌐ ╦╢

 

 ̧ ≢│≥─╟℮⌐ⱨ□☺fi◓╩ ⇔≡™╢⅛⁹ 

 ̧ ⌐⅔™≡ⱨ□☺fi◓│≥℮ ↑╠╣≡™╢⅛⁹ 

A ⱨ□☺fi◓♠כꜟ

─  
 ̧ ≥─╟℮⌂ⱨ□☺fi◓♠⁹⅛─╢№⅜ꜟכ 
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╕√₈ⱨ□☺fi◓♠כꜟ─ ™ ₉╛₈ⱨ□☺fi◓ Ɽ◔♇♩◐ꜗⱪ♅ꜗⱨ□▬ꜟ ╩⁸ⱨ

□☺fi◓♠כꜟ╩ ╦∏⌐ ∆╢ ₉╩ ⇔√₈ⱨ□☺fi◓ ₉╩ ≤⇔≡

⇔≡™╕∆⁹ 

 

Ẽ ᴜ 

≢│⁸₈♁ⱨ♩►▼▪ ₉≤™∫√ ⁸Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ⌂≥─♁ⱨ♩►▼▪╩

⇔√ ╖ ╙ ╘╕∆⁹ 

Ẽ  

≢│⁸♁ⱨ♩►▼▪ ⅜ ╡⌐ ⇔⌂ↄ⌂╢ ─ ╩₈Ᵽ◓₉≤ ⇔╕∆⁹ 

Ẽ ▀ר 

≢│⁸♁ⱨ♩►▼▪ ╩ ⌐ ↕∑≡⇔╕℮ ─☿◐ꜙꜞ♥▫ ─ ╩₈

₉≤ ⇔╕∆⁹↓─ │⁸₈ ☿◐ꜙꜞ♥▫ Ɽכ♫♩כ◦♇ⱪ₉⌐⅔↑╢●▬

♪ꜝ▬fi1⌐ ∫≡™╕∆⁹ 

                                                   
1  IPA ₈ ☿◐ꜙꜞ♥▫ Ɽכ♫♩כ◦♇ⱪ●▬♪ꜝ▬fi₉ 

https://www.ipa.go.jp/security/ciadr/partnership_guide.html ₡2018 7 ₢ 
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1.  3 ҧ ὕ  

Ẽ ҧ 

₈ⱨ□☺fi◓₉│⁸ ╩ ∆╢ ─ ≈≢∆⁹◖fiⱧꜙכ♃ ─ ≤≤╙⌐⁸

─ ╩ ⇔ ╩ →╢╟℮⌐⌂∫≡⅝≡™╕∆⁹ 

♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ⌐ⱨ□☺fi◓╩ ∆╢≤⁸ ꜝ▬ⱨ◘▬◒ꜟ

⌐♥☻♩ ≢ ─ 2≈─ ⅜ ╠╣╕∆⁹ 

 ̧ Ᵽ◓╛ ─  

 ̧ ♥☻♩─ ה ⌐╟╢  

 

Ẽ ὕ 

IPA ⅜ 2011 8 ⅛╠ ⇔√₈ ─ ₉⌐⅔™≡⁸6 ─Ⱪ꜡כ♪Ᵽfi♪

ⱨ□☺fi◓⇔√≤↓╤⁸3⌐כ♃כꜟ ≢ 6 ─ 2╩ ⇔╕⇔√⁹ ⇔√╙──

⌐⁸▬fi♃כⱠ♇♩⅛╠ ≢⅝╢╙─│№╡╕∑╪≢⇔√⅜⁸∕─ ≢│ ─ ⅜

↕╣√ ╙№╡╕⇔√⁹ 

⌐≈™≡│₈4. IPA ⌐⅔↑╢ⱨ□☺fi◓ ₉╩ ⇔≡ↄ∞↕™  

 

 

 2.1- 1  

  

                                                   
2 ⇔√ ─ ⌐│Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ ≢ ╩♪כ◖─ ≢⅝╢╙─⅜ ∆╢ ⅜№╡

╕∆⅜⁸IPA ≢│ ⌐ ⇔≡™⌂™√╘⁸ ╩♪כ◖─ ≢⅝╢⅛ ⅛│ ⅛╡╕∑╪⁹ 

*1 *2

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 2 9

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 0 7

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 0 9

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 3 6

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 0 5

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 1 9

*1

*2

LAN WAN
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Ẽ  

ⱨ□☺fi◓─ ╛ ╩ ╠∏⌐⁸™⅝⌂╡♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ≢

ⱨ□☺fi◓╩ ∆╢↓≤│ ⇔™≢⇔╞℮⁹ ⅎ┌⁸ⱨ□☺fi◓⌐ ∆╢♁ⱨ♩►▼▪╙

≢⁸ ⱨ♩►▼▪3╙№╡╕∆⁹♁כꜞⱨ♩►▼▪╛ⱨ♁☻כ♁ⱪfiכ○┌╣№╙─╙─

IPA ╩▪▼►♩ⱨ♁כꜞⱨ♩►▼▪╛ⱨ♁☻כ♁ⱪfiכ○⅜ ™≡ ∫√ⱨ□☺fi◓≢╙⁸1

≢ ─ ╩ ∆╢↓≤⅜≢⅝╕⇔√ ⌐≈™≡│₈3.3 ─ⱳ▬fi♩₉╩

⇔≡ↄ∞↕™ ⁹ 

Microsoft ╛ ⌂≥─ ≢│⁸ ⌐♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ

◘▬◒ꜟ⌐ⱨ□☺fi◓╩ ⇔⁸ ─ ⌐ ╩№→≡™╕∆⁹ ⌐╙ ─

─ ≢ⱨ□☺fi◓╩ ⇔≡™╢ ⅜№╡╕∆⁹ⱨ□☺fi◓╩ ╦∏⌐ ╩ ∆

╢ ⁸ ⌂ ≤ ⅜ ⌐⌂╡╕∆⅜⁸ⱨ□☺fi◓│ ╙ ╙ ⅛∫√≤⇔≡╙

─ ╩ →╢↓≤⅜≢⅝╕∆⁹↕╠⌐⁸ ⅜ ⌐ ╦╢ ⅜♦Ᵽ♇◓╛♥☻♩⌐

═≡ ⅎ╠╣╢─≢⁸ ─ ⌐ ⅛╢ ╩ ≢⅝╢≢⇔╞℮⁹ 

⌐≈™≡│₈6.1 ⌐⅔↑╢ⱨ□☺fi◓─ ₉╩ ⇔≡ↄ∞↕™  

 

                                                   
3 ₈ A. ⱨ□☺fi◓♠כꜟ─ ₉≢ □ⱨ♩►▼▪─ⱨ♁כꜞⱨ♩►▼▪⁸ⱨ♁☻כ♁ⱪfiכ○⁸

☺fi◓♠כꜟ╩ ⇔≡™╕∆⁹ 
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2.   

≢│⁸ⱨ□☺fi◓─ ⌐≈™≡ ⇔╕∆⁹ 

2.1.   

₈ⱨ□☺fi◓₉≤│⁸ ─♁ⱨ♩►▼▪ ⌐₈ⱨ□☼ fuzz ₉≤ ┌╣╢

╩ ⅝ ╩♃כ♦⌂℮⧵⇔↓ ⌐ ╡ ╖⁸∕─ ╛ ╩ ∆╢↓≤≢ ╩ ∆

╢ ≢∆⁹ 

ⅎ┌⁸№╢♁ⱨ♩►▼▪ ⌐ ⌐ ™ ╛ ™⌂™╟℮⌂ ╩≤⌂♪כ◖

╡ ╖⁸ ╩ ⇔╕∆⁹∕─ ⁸ ∑⌠ ╛ ⁸ ⌂≥⅜ ⇔√

⁸↓─♁ⱨ♩►▼▪ ─ ⌐ ╠⅛─ ⅜№╢ ⅜ ™≤ ≢⅝╕∆⁹↓─╟℮

⌐⁸♁ⱨ♩►▼▪ ─ ⅜ ╩♃כ♦™⌂™≡⇔ ⇔⁸∕─ ⅛╠

╩ ≈↑ ∆ ╩₈ⱨ□☺fi◓₉≤ ™╕∆  2.1-1 ⁹ 

 

 2.1- 1  

 

2.2.   

2.2.1.   

ⱨ□☼≤│⁸♁ⱨ♩►▼▪ ⌐ ╡ ╗₈ ╩ ⅝ ♦─☼□⁹ⱨ∆≢₉♃כ♦⌂℮⧵⇔↓

♃כ │ⱨ□☺fi◓ ⌐╟∫≡ ₁⌂╙─⅜№╡╕∆⁹ ⅎ┌⁸ ♁ⱨ♩►▼▪ ⌂≥

╩ ≤⇔√ⱨ□☺fi◓⌐⅔™≡│ ⱨ□▬ꜟ ⱦ♇♩ⱴ♇ⱪ⁸JPEG ⱨ□▬ꜟ⌂≥ ⅜ⱨ□

☼≢№╡⁸►▼Ⱪ◘כⱣכ╩ ≤⇔√ ≢│⁸Ɽ◔♇♩ HTTP ꜞ◒◄☻♩⌂≥ ⅜ⱨ□☼

⌐⌂╡╕∆  2.2-1 ⁹ 
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 2.2- 1  

 

 

ⱨ□☼─Ɽ♃כfi╙ ₁≢∆⁹ ⅎ┌⁸►▼Ⱪ◘כⱣכ⌐ ⇔≡ⱨ□☺fi◓╩ ℮ⱨ□☺fi◓

ꜟכ♠ ⱨ□☺fi◓♠כꜟ⌐≈™≡│ 2.2.2 ≢ ⅜ ∆╢ⱨ□☼─Ɽ♃כfi⌐│⁸ ─╟

℮⌂╙─⅜№╡╕∆  2.2-2 ⁹ 

 2.2- 2  

 

 

2.2.2.   

ⱨ□☺fi◓╩ ∆╢√╘─ ⁸│⌐ꜟכ♠◓ⱨ□☺fi╢№≢ꜟכ♠ ⌐₈ⱨ□☼─ ה

₉⁸₈ⱨ□☼─ ה ₉⁸₈ⱨ□☺fi◓ ─ ה ₉─ 3 ≈─ ⅜№╡╕∆⁹ⱨ

□☺fi◓♠כꜟ│↓╣╠ ─ ☻כ◔♩☻♥ ╩ ≢ ╡ ⇔ ™╕∆⁹ⱨ□☺fi◓♠

כ◙□ⱨ│ꜟכ fuzzer ≤╙ ┌╣╕∆⁹ 

 

 

 2.2- 1  

 

ⱨ□☺fi◓♠כꜟ⌐│ ₁⌂╙─⅜№╡⁸₈ ה ₉↕╣╢ⱨ□☼─ ╛Ɽ♃כfi⁸₈ ה

₉ ⁸₈ ה ₉ ≡∫╟⌐ꜟכ♠│ ⌂╡╕∆  2.2-3 ⁹ 

  

HTTP

HTTP

IP TCP

CUI

GET / HTTP/1.0

ꜞ◒◄☻♩URI⌐ ⌐ ™
╩

GET AAAAAAAAAAAAAAAAAAAΝ

ꜞ◒◄☻♩URI⌐
╩

GET %s%s%s%sHTTP/1.0

HTTPⱣכ☺ꜛfi⌐ ─
╩ ⅎ╢ ╩

GET / HTTP/65537
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 2.2- 3  

 

 

╕√⁸ⱨ□☺fi◓♠כꜟ⌐│ ⁸ⱨꜞכ♁ⱨ♩►▼▪⁸○כⱪfi♁כ☻♁ⱨ♩►▼▪⅜№

╡╕∆⅜⁸ ⌐│♁ⱨ♩►▼▪∞↑≢⌂ↄ⁸ ⌐╟∫≡ ↕╣╢╙─╙ ⇔╕

∆  2.2-2 ⁹ 

 

 2.2- 2  

 

2.3.  ⱪ ҧ  

≢│ⱨ□☺fi◓♠כꜟ⌐╟╢ⱨ□☺fi◓─ ≤ ⁸ ⌐≈™≡ ⇔╕∆⁹

⁸ⱨ□☺fi◓≤ ∫√ ⁸ⱨ□☺fi◓♠כꜟ╩ ∆╢↓≤╩ ≤⇔≡™╕∆⁹ 

2.3.1.  ⱪ 

ⱨ□☺fi◓⌐│⁸ ─╟℮⌂ ⅜ →╠╣╕∆⁹ 

  

 ̧ ⱨ□☺fi◓│♁ⱨ♩►▼▪ ─ ╩ ─♃כ♦⁸∏∑ ⌐ ∆╢↓≤

≢ ⅛╠ ╩ ≈↑╢Ⱪꜝ♇◒Ⱳ♇◒☻ │♪כ◖☻כ♁⁹∆≢ ⌂ↄ⁸

∆╢♁ⱨ♩►▼▪ ⅜№╣┌ ≢⅝╕∆⁹ 

 

 

 2.3- 1  

Web HTTP HTTP

HTTP
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 ̧ ⱨ□☺fi◓│⁸ ⌐ⱨ□☼╩ ⇔ ♁ⱨ♩►▼▪ ⌐ ╡ ╗⁸Ⱪꜟכ♩ⱨ◊

≥☻כ ┌╣╢ √╡ ⌂ ≢∆⁹↓─√╘⁸ ≢ⱨ□☺fi◓╩ ∆╢↓

≤│╕╣≢⁸ⱨ□☺fi◓♠כꜟ⌐╟╡ ⇔≡ ℮─⅜ ≢∆⁹ 

 

 2.3- 2  

╕√⁸ⱨ□☺fi◓│◦fiⱪꜟ⌂ ╩ꜟכ♠─╖ ⇔≡ ∆╢─≢⁸ ⌂ ╩ ≤

⇔╕∑╪⁹∕─√╘⁸ ─♁ⱨ♩►▼▪ ─ ⅜ ⌂™ ≢╙ ⇔╛∆ↄ⁸

™ ╩ ⅎ╣┌ ≢╙ ≢⅝╢ ≢№╢≤ ⅎ╕∆⁹╕√⁸ ∂♥☻♩

╩ ⌐ ╙ ╡ ∆ ╖⌐⌂∫≡™╢√╘⁸ ─♁ⱨ♩►▼▪ ╛ⱨ□☺fi

│≡∫╟⌐ꜟכ♠◓ ─ ≤ ⇔≡ ∆╢↓≤╙ ≢∆⁹ 

⁸ⱨ□☺fi◓│ ⅛╠ ╩ ∆╢Ⱪꜝ♇◒Ⱳ♇◒☻ ≢№╢√╘⁸ ─ ╛

≤⌂∫≡™╢ ╩ ≢⅝╕∑╪⁹∕─√╘⁸ ╩ ∆╢⌐│⁸ ♪כ◖☻כ♁

⅛╠ ╩ ⇔ ∆ ⅜№╡╕∆⁹ 

2.3.2.  ҧ 

ⱨ□☺fi◓╩ ∆╢↓≤⌐╟╡⁸ ─╟℮⌂ ╩ ≢⅝╕∆⁹ 

ר▀  ̭  

ⱨ□☺fi◓│♠כꜟ╩ ™≡ ∆╢√╘⁸ ╙ ╡ ⇔ ∆╢↓≤⅜ ≢∆⁹

╡ ⇔ ⇔ ─ ╩ ╖ ⌡╢↓≤≢⁸Ᵽ◓╛ ─ ⅜ ≢⅝╕∆⁹╕√⁸

♁ⱨ♩►▼▪ ⌐ ╡ ╗ⱨ□☼│⁸ⱨ□☺fi◓♠כꜟ⌐╟∫≡ ⌐ ∆╢√╘⁸♁ⱨ

♩►▼▪ ─ ╛ ⅜ ⇔ⅎ⌂™╟℮⌂♦₈≡∫╟⌐♃כ ₉─ ╩

≢⅝╢ ⅜№╡╕∆⁹ ╛ ⁸∕⇔≡♥☻♩ ⅜ כ◔♩☻♥╢∆

☻│ ⌂╙─≢∆⅜⁸ ⅎ┌⁸ ─▪ꜟⱨ□ⱬ♇♩∞↑╩ ⇔≡™╢≤↓╤⌐⁸№╠╝

╢ ⅜♪כ◖ ╩♃כ♦√∫∂ ⌐ ∆╣┌⁸ ─▪ꜟⱨ□ⱬ♇♩≢│ ╩ ⇔

ⅎ⌂⅛∫√ ╩ ≢⅝╢ ⅜№╢─≢∆⁹ 

 Ҳӓ ҧ ӓ ҥҘѹ  

ↄ─ⱨ□☺fi◓♠כꜟ│ ─ ╩╒≤╪≥ ≤⇔⌂™√╘⁸ ⌂ ≢Ᵽ◓╛

╩ ≢⅝╢≤ ⅎ╕∆⁹╕√⁸ ∂╟℮⌂ ╩♃כ♦ ⇔√♁ⱨ♩►▼▪ ⌐⁸ⱨ

□☼╩ ⇔√╡⁸ ⇔√╡∆╢↓≤⅜ ⌂√╘⁸♥☻♩─ ╛ ─ ⌐╙≈⌂⅜

╡╕∆⁹ 
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2.3.3.   

ⱨ□☺fi◓⌐│⁸≥─╟℮⌂ⱨ□☼╩≥─ ╕≢ ∆╣┌ ⌐♥☻♩╩ ∫√≤ ⅎ╢

⅛ ⇔≠╠™≤™∫√ ⅜№╡╕∆⁹ 

√╡≢ ╖ ╦∑╩ ∆ⱨ□☺fi◓≢│⁸ ╖ ╦∑⌐ ╛♃כ♦╢™ ─ ╩ ╛

∆≤⁸♥☻♩─ ⅜ ⇔⁸ ⅜ ⌐ ↄ⌂∫≡⇔╕™╕∆⁹⇔√⅜∫≡⁸ ╖ ╦

∑ ♥☻♩─ ╩ ╠⇔≈≈⁸ ╠╣√ ≢ ⌐ ╩ ∆╢√╘─ ╡ ™

╩ ╢ ⅜№╢╦↑≢∆⅜⁸∕─ ╡ ™ ╩⌂⅛⌂⅛ ⇔≠╠™≤™℮─⅜ⱨ□☺fi◓

─ ∞≤ ⅎ╕∆⁹ 

 

 2.3- 3  

 

2012 9 ⁸↓╣╠─ ╩ ∆╢↓≤╩ ─ ≈≤⇔≡⁸IPA ─ ╩╕≤╘√

₈IPA ♥◒♬◌ꜟ►◊♇♅ ─ ╩ ∆╢ₐ☿◐ꜙꜞ♥▫♥☻♩ₑ⌐ ∆╢꜠ⱳ₉4♩כ

╩ ⇔╕⇔√⁹ⱨ□☺fi◓─ ╩ ∆╢℮ⅎ≢⁸↓─꜠ⱳכ♩╙↔ ↄ∞↕™⁹ 

                                                   
4 IPA ♥◒♬◌ꜟ►◊♇♅ ─ ╩ ∆╢₈☿◐ꜙꜞ♥▫♥☻♩₉⌐ ∆╢꜠ⱳכ♩ 

─ ⌐≈⌂⅜╢☿◐ꜙꜞ♥▫♥☻♩₈ⱨ□☺fi◓₉─ ≤♥☻♩ ⌐ ∆╢  

http s://www.ipa.go.jp/about/technicalwatch/20120920.html  ₡2018 7 ₢ 
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3.   

≢│⁸IPA ⅜ ⅎ╢₈♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ⌐⅔↑╢ⱨ□☺fi◓─ ₉

⌐≈™≡ ⇔╕∆⁹ 

3.1.   

IPA ≢│⁸♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ╩  3.1-1 ─╟℮⌐ ⅎ≡™╕∆⁹↓─

ꜝ▬ⱨ◘▬◒ꜟ─℮∟≥↓⅛ ≢☿◐ꜙꜞ♥▫ ╩ ∆╢─≢│⌂ↄ⁸ ⅛╠

⁸∕⇔≡ ☻ⱦכ◘ ⌐ ╢╕≢∆═≡─ ≢☿◐ꜙꜞ♥▫ ╩ ∆╢↓≤

⅜ ∞≤ ⅎ╕∆⁹ 

 

 3.1- 1  

ꜝ▬ⱨ◘▬◒ꜟ─ ≢ ∆═⅝☿◐ꜙꜞ♥▫ ╩ ⌐╕≤╘╕∆⁹ 

 ̏ὑ › 

◦☻♥ⱶ─ ╛ ╩ ⌐⇔⁸ ∆╢♁ⱨ♩►▼▪ ⌐⅔™≡ ↕╣╢ ╩

™ ⇔⁸∕╣∙╣─ ⌐ ⇔≡⁸ⱦ☺Ⱡ☻▬fiⱤ◒♩╛ ╩ ╕ⅎ√ ╛

╩ ⇔╕∆⁹ 

 › 

₈ ₉ ⌐⅔™≡ ⇔√ ⌐⇔√⅜™⁸ ∆═⅝ ╛ ♃כ♦℮ ⌂≥

╩ ⇔╕∆⁹ ⌐♁ⱨ♩►▼▪ ╩ ∆╢↓≤╩ ⅎ≡ ⅛≈ ≢ ⌂

╩∆╢↓≤⅜ ≢∆⁹ 

╕√⁸₈☿◐ꜙ▪ⱪ꜡◓ꜝⱵfi◓₉ ─ ⌂≥⁸ ╩ ╡↓╕⌂™ ╩ⱪ꜡◓ꜝⱶ

⌐ ⇔╕∆⁹ 

 ὕ › 

♁ⱨ♩►▼▪ ─≢ꜟⱬ꜠♪כ◖☻כ♁─ ╩ ™╕∆⁹ⱪ꜡◓ꜝⱵfi◓ ─ │╙∟

╤╪⁸♁ⱨ♩►▼▪ ─ ⅜ ⌐♪כ◖☻כ♁√∫ ∆╢♅▼♇◒╙ ≢∆⁹ 

1. ̏ὑ 2. 3. ὕ 4. 5. / ѫ 6. ∕

ᾍ

ᾍר▀

ר▀

̀

Ҳׄ
̱Ѱ ρ

ѝ ד

ᾍ

Ợר▀
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 › 

₈♥☻♩₉ ≢│ ─ⱪ꜡◓ꜝⱶ⌐ ⇔≡⁸ ╩ ⇔⌂⅜╠ ─ ╩ ™

╕∆⁹ ≢ ╡ →≡™╢₈ⱨ□☺fi◓₉╛ ⇔√♁ⱨ♩►▼▪ ∞↑≢│⌂ↄ OS ╛Ⱶ

♪ꜟ►▼▪ ─◦☻♥ⱶ ╩ ⌐ ╩ ℮₈ ₉⌂≥⅜№╡╕∆⁹ 

 ѫ › 

╩ ∆╢ ⅜ ⌐ ╦╣≡™╢↓≤⅛╠⁸ ⅛╠─ ─ ≤⇔≡ ╛

─ ⁸ ⌐ ⱪ꜡◓ꜝⱶ╩ ∆╢⌂≥─ ╩ ⇔╕∆⁹ 

 

↓─ ꜝ▬ⱨ◘▬◒ꜟ─ ─℮∟⁸ ⌐₈ ₉⁸₈♥☻♩₉─ 2 ≈─ ≢ⱨ□☺fi◓

╩ ≢⅝╢⁸≤ IPA │ ⅎ╕∆⁹ 

3.2.   

♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ⌐⅔™≡ⱨ□☺fi◓╩ ∆╢ ⁸₈ᵑ♁ⱨ♩►▼▪

♥☻♩₉⁸₈ᵒ ₉─ 2≈─ ⅜№╢⁸≤ IPA │ ⅎ╕∆  3.2-1 ⁹ 

 

 
 3.2- 1  

≢│№╡╕∑╪⅜⁸ ⌐│₈ ⅔╟┘ ─ ₉╛₈ ∕─╙─₉

╙ⱨ□☺fi◓╩ ⇔╕∆⁹ ⌐ ⅎ┌⁸ ╛♥☻♩ ⌐ⱨ□☺fi◓╩ ╦⌂™≤™℮↓≤

│⁸ ⌐ ⇔≡Ɫfi♦▫╩ ℮ ⅜№╢⁸≤™℮↓≤⌐⌂╡╕∆⁹ 

3.2.1.   

₈♁ⱨ♩►▼▪♥☻♩₉ ≢ ⅜ⱨ□☺fi◓╩ ∆╢ ⁸ ─ 2 ≈─ ⅜№╡

╕∆⁹ 

  

♁ⱨ♩►▼▪ ─ ꜝ▬ⱨ◘▬◒ꜟ⌐⅔↑╢♁ⱨ♩►▼▪♥☻♩ ♥☻♩⁸ ♥☻

♩⁸◦☻♥ⱶ♥☻♩⌂≥ ≢ ⌂≥⌐ⱨ□☺fi◓∆╢↓≤≢Ᵽ◓╛ ╩ ⇔╕∆⁹ 

1. ̏ὑ 2. 3. ὕ 4. 5. / ѫ 6. ∕

Ợר▀

̔ ʺ
ᴜ ͪ

̔ ʺ
ᴜ ͪ (QA )
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  ͔

♁ⱨ♩►▼▪ ⌐ ╖ ╗Ⱶ♪ꜟ►▼▪⌂≥─ ⌐⅔™≡⁸∕╣╠⌐ⱨ□☺fi◓∆╢↓≤

≢╟╡ ⅜ ⌂™Ⱶ♪ꜟ►▼▪╩ ⇔╕∆⁹ 

3.2.2.  ᴜ ͪ  

₈ ₉ ≢ ⅜ⱨ□☺fi◓╩ ∆╢ ⁸ ─ ⅜№╡╕∆⁹ 

 ˿ ᾚЊ 

♥☻♩ ⌐₈ⱨ□☺fi◓₉─ ╩ ╡ ╖⁸ ─ ≤⇔≡ⱨ□☺fi◓∆╢

↓≤≢⁸ ⌐♁ⱨ♩►▼▪ ─ ╩ ⇔╕∆⁹ 

3.2.3.  ̀  

Ẽ ▀ר  

↕╣≡™╢♁ⱨ♩►▼▪ ⌐ⱨ□☺fi◓∆╢↓≤≢⁸ ⌐ ↕╣╢ ⌐ ─

╩ ⇔⁸♁ⱨ♩►▼▪ ─ ⌐ ⇔╕∆⁹╕√⁸ √⌂ ╛ ╩

⇔⁸∕─ ╩ⱨ□☺fi◓♠כꜟ⌐ ↕∑╢↓≤≢ⱨ□☺fi◓⌐╟╢ ─ ╩

╘╕∆⁹ 

Ẽ  

↕╣≡™╢♁ⱨ♩►▼▪ ⌐ⱨ□☺fi◓∆╢↓≤≢⁸ ─ ╩ ⇔≡⁸∕╣╩

⌐ ⇔╕∆⁹ 

3.2.4.  ֺ  

ⱨ□☺fi◓♠כꜟ│ ╛◌Ᵽכ∆╢ ⅜≤⌂♪כ◖ ≡∫╟⌐ꜟכ♠⁸╘√╢⌂

⅜ ≡⅝╕∆⁹⇔√⅜∫≡⁸₈ᵑ♁ⱨ♩►▼▪♥☻♩₉⁸₈ᵒ ₉≥∟╠─ ≢╙⁸

₁⌂ⱨ□☺fi◓♠כꜟ╩∕╤ⅎ ╩ ↑≡ⱨ□☺fi◓∆╢↓≤⅜ ╙ ⅜ ╠╣╕∆⁹⇔

⅛⇔⁸ │∕╙∕╙ ⅜ ⌐⌂╡⅜∟≢∆⁹ ─ⱨ□☺fi◓♠כꜟ╩ ∆╢⌂

╠ ⌐ ↄⱨ□☺fi◓╩ ∆╢ ⅜№╡╕∆⇔⁸∕─√╘─ ╙ ⌐⌂∫≡⅝╕

∆⁹ 

IPA ⌐⅔↑╢₈ ─ ₉─ ⌐ ≠⅝⁸₈ᵑ♁ⱨ♩►▼▪♥☻♩₉⁸₈ᵒ

₉─ ↔≤⌐ ⌐ ≢⅝╢ⱨ□☺fi◓ ─ⱳ▬fi♩╩ 3.3 ≢ ╡ →╕∆⁹ 
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3.3.   

IPA ⌐⅔↑╢₈ ─ ₉─ ♁כꜞⱨ♩►▼▪╛ⱨ♁☻כ♁ⱪfiכ○⁸│≢

ⱨ♩►▼▪─ⱨ□☺fi◓♠כꜟ╩ ∫√ⱨ□☺fi◓│⁸1 ≢ ⇔≡™╕∆⁹

≢╕∞ⱨ□☺fi◓╩ ⇔≡™⌂™ ⁸ ⁸ ⌐⅔™≡⁸╕∏  3.3-1 ─

╟℮⌐ⱨ□☺fi◓╩ ∆╢─⅜╟™≤ IPA │ ⅎ╕∆⁹ 

 

 

 3.3- 1  

3.3.1.   

ꜝ▬ⱨ◘▬◒ꜟ─ ─ ⌐⌂╢⌐ ™⁸ ⇔√ ╩ ∆╢◖☻♩│ ⇔╕∆

 3.3-2 ⁹ ⌐⅔↑╢ ∞↑≢│⌂ↄ⁸ ≢╙ⱨ□☺fi◓╩ ∆╢

↓≤≢⁸ ⌐ ⅜ ↕╣╢ ╩ ↕∑╢↓≤⅜≢⅝╕∆⁹ ≢│⁸

⅜ꜟכ♠◓ⱨ♩►▼▪─ⱨ□☺fi♁כꜞⱨ♩►▼▪╛ⱨ♁☻כ♁ⱪfiכ○ ∆╢ⱨ□☼

│ 2.1 ╩ ╩ ♥☻♩╛ ♥☻♩⌂≥─ ≤⇔≡ ∆╢∞↑≢╙ ─

╩ ≢⅝╕∆⁹ 

─☼□ⱨ♩►▼▪─ⱨ♁☻כ♁ⱪfiכ○ ⌂ ≤⇔≡⁸ ₈ⱨ□☺fi◓ ₉

⌐ⱨ□☺fi◓♠₈ꜟכTaof₉≤₈Peach₉⅜ ∆╢ⱨ□☼╩ ⇔≡™╕∆⁹ ⌂ⱨ□☼╩

╡√™ ⁸ ₈ⱨ□☺fi◓ ₉╩↔ ↄ∞↕™⁹ 

Ӵ̱ ֻ ЊҘΙ

ᴜ ͪ

˿ қ
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 3.3- 2  

p.480 25- 3 SDLC  

3.3.2.  ᴜ ͪ  

IPA ⌐⅔↑╢₈ ─ ₉─ ⌐ ≠ↄ≤⁸ ─ⱨ□☺fi◓♠כꜟ╩

≢⅝╣┌ ꜝ▬ⱨ◘▬◒ꜟ⌐⅔↑╢₈♥☻♩₉ ≢╟╡ ↄ─ ╩ ≢⅝╢≤ ⅎ

╕∆⁹⇔⅛⇔⌂⅜╠⁸ ⌐ │ ≢∆⁹∕─√╘⁸ⱨ□☺fi◓─ ╙ ⅛╠∏

─ ⌐ ╖ ╢↓≤│ ⇔™≢⇔╞℮⁹ 

₈ ─ ☺□ⱨ♩►▼▪─ⱨ♁כꜞⱨ♩►▼▪╛ⱨ♁☻כ♁ⱪfiכ○⁸│≢₉

fi◓♠כꜟ╩ ℮≤⁸∆←⌐ ╩ ≢⅝≡⇔╕∫√ ⅜№╡╕⇔√⁹↓─↓≤⅛╠⁸∕

╣╠─ⱨ□☺fi◓♠כꜟ╩ ∆╢∞↑≢╙⁸ ⅜ ⌐ ≢⅝≡⇔╕℮ ╩₈♥☻

♩₉ ≢ ≢⅝╢↓≤⅜ ≢⅝╕∆⁹ 

 

₈5 ⱨ□☺fi◓─ ₉⌐≡⁸ⱨ□☺fi◓╩ ∆╢ ╣≤ IPA ⌐⅔↑╢₈ ─

₉─ⱨ□☺fi◓ ╩ ⇔≡™╕∆⁹ 

₈ ─ ₉⌐⅔™≡│⁸Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ⌐ ∆╢ⱨ□☺fi◓╩ ⇔

≡™╢√╘⁸ ╖ ╩ ⇔≡™╢ ─ ≢№╣┌⁸↓─ ╩∕─╕╕

≢⅝╢≤ ⅎ╕∆⁹╕√ ╖ ╩ ⇔≡™╢ ─ ≢⌂ↄ≤╙⁸ⱨ□☺

fi◓ ─ⱳ▬fi♩⅜ ≢⅝╢╟℮ ⇔≡™╕∆⁹ 
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4.  IPA ὕ 

IPA ≢│⁸2011 8 ⅛╠ⱨ□☺fi◓─ ─ ⅔╟┘ ─ ╩ ≤⇔√₈

─ ₉⌐ ╡ ╪≢™╕∆⁹↓─ ≢│⁸IPA ─ ⅜ ⌐ⱨ□☺fi◓╩

⇔⁸ ╛ ╩ ⇔≡™╕∆5⁹⌂⅔⁸IPA ≢ ⇔√ⱨ□☺fi◓─ ⌐≈™≡│⁸5.2

╩ ⇔≡ↄ∞↕™⁹ 

 

 3.3- 1  

 

₈ ─ ₉⌐⅔™≡ ↑Ⱡ♇♩꞉כ◒ ⌐ⱨ□☺fi◓╩ ∆╢⌐

№√╡⁸ ─℮∟ ↄ ⇔≡⅔╡⁸ ™╛∆™Ⱡ♇♩꞉כ◒ ≢№╢Ⱪ꜡כ♪Ᵽ

fi♪ꜟכ♃כ╩ ⇔╕⇔√⁹IPA ≢│ 2011 12 2012 2 ╕≢⁸Ⱪ꜡כ♪Ᵽfi♪ꜟכ

6כ♃ 6⌐ ⇔≡ⱨ□☺fi◓╩ ⇔╕⇔√⁹ 

1 №√╡─ │⁸ⱨ□☺fi◓⌐╟╢ ⅛╠ ─ ╕≢╩ ╘⁸ 2

╕≢╩ ⌐⇔≡™╕∆⁹╕√⁸ │ 1 ⌐≈⅝ 3 ╩ ⇔⁸3 ─ ⅜⁸

∕╣∙╣ ⌂╢ⱨ□☺fi◓♠כꜟ╛ ╩☻כ◔♩☻♥╢⌂ ↑ ∟⁸ ⌐≡ⱨ□☺fi◓╩

⇔╕⇔√⁹↓─ ⁸ⱨ□☺fi◓─ │↓─ ⌐ ⇔√╦↑≢⌂ↄ⁸ ─ ╩⇔⌂

⅜╠ⱨ□☺fi◓╩ ⇔≡™╕∆⁹ 

 

 3.3- 2  

                                                   
5 IPA ₈♁ⱨ♩►▼▪ ⌐⅔↑╢ ─ ╩ ∆₈ ─ ₉╩ ₉ 

http s://www.ipa.go.jp/about/press/20110728.html  ₡2018 7 ₢ 
6 2011 11 ≢ ↕╣≡™╢Ⱪ꜡כ♪Ᵽfi♪ꜟ⁸∟℮─כ♃כⱷכ◌כ↔≤⌐ 1 ∏≈ ⇔╕⇔

√⁹ 

з

и

й

1 2 3
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ⱨ□☺fi◓│Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ─ LAN ⁸WAN ─ ╩ ⌐ ⇔╕⇔√⅜⁸

─╟℮⌂ ⌐≈™≡│WAN ┼─ⱨ□☺fi◓╩ ⇔≡™╕∑╪⁹ 

 ̧ WAN ≢ Ping ┼─ ⌂≥⅜ ↄ⁸ ⅜ ⌂╙─ 

 ̧ WAN ⌐ⱨ□☺fi◓ ─╙™⌂⅜☻ⱦכ◘╢⌂≥ LAN ⌐№╢ HTTP ⌐╟╢

┼─ ≤⌂☻ⱦכ◘  

 

ⱨ□☺fi◓♠כꜟ│ 1 ᵑꜟכ♠ ☻כ♁ⱪfiכ○⁸ 2 ᵒ⁸ᵓꜟכ♠ ─

3 ╩ꜟכ♠ ⇔╕⇔√  3.3-3 │☻כ◔♩☻♥⁹ ⌐⅛⅛╦╠∏⁸ⱪ꜡♩◖ꜟ↔

≤⌐ ∂Ɽ♃כfi╩ ⇔╕⇔√⅜⁸ⱨ□☺fi◓⌐⅛⅛╢ ═ │⁸ ⌐╟╡

─ ⅝⅜№╡╕⇔√⁹↓╣│⁸ ⌐╟∫≡ ─ꜟ◖♩꜡ⱦ☻╛ⱪכ◘╢™≡⇔ ™

⅜№╡⁸ ☻כ◔♩☻♥╢∆ ⌐ ⅜ ⇔√√╘≤⁸ ─ ⌐ ™⅜№∫

√√╘≢∆⁹√∞⇔⁸IPA ≢ ⱨ╢╟⌐ꜟכ♠◓ⱨ♩►▼▪─ⱨ□☺fi♁☻כ♁ⱪfiכ○√⇔

□☺fi◓│⁸™∏╣─ ≢╙ 1 ≢ ∆╢↓≤⅜≢⅝╕⇔√⁹ 

 

 3.3- 3  2012 3  

 

↓─ ≢│↓╣╕≢⁸3 ─ ≢ 6 ─ ╩ ⇔≡™╕∆  3.3-4 ⁹↓╣╠─

─ ≢ꜟכ♠◓ⱨ□☺fi─☻כ♁ⱪfiכ○⁸│⌐ ⇔√╙─╛⁸₈ ⅜ ⌐ ⇔

≡⇔╕℮₉⁸₈ ⅜▬fi♃כⱠ♇♩⌐ ≢⅝⌂ↄ⌂╢₉⌂≥─ ⌐≈⌂⅜╢╙─╙№╡╕

⇔√⁹ 

 

 3.3- 4 2011 12 2012 2  

ꜟכ♠
♥☻♩

☻כ◔

ᵑꜟכ♠
116 2,000 81 00

ᵒꜟכ♠
☻כ♁ⱪfiכ○

13 9,000 5 15

ᵓꜟכ♠
☻כ♁ⱪfiכ○

1700 20

*1 *2

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 2 9

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 0 7

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 0 9

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 3 6

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 0 5

Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ 1 9

*1

*2

LAN WAN



 

18 

 

 

↓╣╠─ │Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ─ LAN ⌐ ∆╢ⱨ□☺fi◓≢─╖ ⇔≡⅔╡⁸

▬fi♃כⱠ♇♩⌐ ∆╢WAN 7≢│⁸↓╣╠─ ╩ ◓ⱨ□☺fi≢☻כ◔♩☻♥√⇔

⇔≡╙ ⅜ ⇔╕∑╪≢⇔√  3.3-5 ⁹╕√⁸↓╣╠ ⌐≈™≡│⁸ ≢ ─

╩♪כ◖╢№ ≢⅝╢╙─⅜ ∆╢ ─♪כ◖⁸⅜∆╕╡№⅜ ⅜ ╢⅛ ⅛⌐≈

™≡─ ⌂ │ IPA ≢│ ∫≡™╕∑╪⁹ 

 

 3.3- 5 IPA  

 

 

  

                                                   
7 IPA ⅜ⱨ□☺fi◓╩ ∆╢ ⁸Ⱪ꜡כ♪Ᵽfi♪ꜟכ♃כ─WAN ╩▬fi♃כⱠ♇♩⌐│ ∑∏⁸ ∂

√Ⱡ♇♩꞉כ◒≢ⱨ□☺fi◓╩ ⇔╕⇔√⁹ 

LANWAN

WAN
DHCP

LAN
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5.  ὕ 

≢│⁸ⱨ□☺fi◓⌐╟╢ ─ ╣≤⁸₈ ─ ₉≢ ⇔√ⱨ□☺

fi◓⌐≈™≡ ⇔╕∆⁹ 

5.1. ר▀  ї  

↓─ ≢│ⱨ□☺fi◓⌐╟╢ ─ ⌂ ╣╩ ⌐ ⇔╕∆⁹ⱨ□☺fi◓⌐╟

╢ │⁸ ⅝ↄ ↑≡₈ ₉⁸₈ ₉⁸₈ ₉─ 3 ≢⅔↓⌂™╕∆⁹ 

 

 

 5.1- 1   

 ὕ ρ 

₈ ₉≢│ ⌐⁸≥─╟℮⌂ⱨ□☺fi◓╩ ∆╢─⅛⁸≥─╟℮⌂ ╩ ⇔≡

╩ ∆╢⅛╩ ⇔⁸ ⌐ ∫√ⱨ□☺fi◓♠כꜟ╩ ⇔╕∆⁹ 

 

 ̧ ⱨ□☼≤ ─  

♁ⱨ♩►▼▪ ⌐ ⇔≡⁸≥╪⌂ⱨ□☼╩⁸≥─╟℮⌐ ∆╢⅛╩ ⇔╕∆⁹ 

 ̧ ─  

♁ⱨ♩►▼▪ ─≥℮™∫√ ╩ ⇔⁸≥℮⌂╣┌ ≤╖⌂∆⅛╩ ⇔╕

∆⁹ 

 

 5.1- 2   

 

♁ⱨ♩►▼▪ ⌐╟∫≡⁸ⱨ□☼─ ╛ │ ⌂╡╕∆⁹╕√⁸ⱨ□☺fi◓♠

⁸╙≡∫╟⌐ꜟכ ↕╣╢ⱨ□☼─Ɽ♃כfi╛ ⁸ │ ⌂╡╕∆⁹∕╣∙╣─

╩ ╕ⅎ₈≥↓╩ⱨ□☺fi◓∆╢⅛₉⁸₈≥─ⱨ□☺fi◓♠כꜟ╩ ℮⅛₉⁸₈≥─╟℮⌐

∆╢⅛₉╩ ⇔╕∆⁹ 

  
























































