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< >

H100% v

fEFTREFL LA — M2k, UTFToOEBENHISnET,

- ARG SR
T AT =2 ZGET ML), BT ARe, SEHTR SR 7 7 A v SRATHRAE BAS . AT
ZHM, BHEDRRSNET,

< B L7 AR O & xR
iLogScanner MR XI5 E L TV DI BEIZOWTORARER RSN ET,
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- fRMTRE SR = 7

WEOEW R LT-a 7 ONEEH I LET, ERe 77 74 voBERIT
LT EEY T,

I EEme ,
ALH StisE BImERO SRS

12879 FEOO YA KR - YYYY-MM-DD HH:MI: 55 XstlOOO0tuoui s
13038 FEDO A KR L YYYY-MM-DD HH:MI: 55 J0ai0uito00naaniuii:
14085 SR EPn LA - YYYY-MM-DD HH:MI: 55 J0ai0uito00naaniuii:

175 sl Il e - YYYY-MM-DD HH:MI: 55 J0ai0uito00naaniuii:
17983 ﬁﬂ——i77’J(%%f\dlzt§§77f7izil$§%ﬂ - YYYY-MM-D0 HH:M] =55 X0ttt O00naonanuiin:

YYYY-M-D0 HH: M S5 300a00uaaO00aaaoiid:

/

OIEEBRzRE L7 7 A VARHD S ET, QLT 78207
OATHEZNHE SN ET, @I L7 MesstEE B AN S ivE T, @OIF8E
SNIZHREMENE WS AT @) M shEd, @iRitishizTr7E82n 7
MHDSHET,

- 64 -



TEXT BT L =B & OB1% BT 1o LE T, ) Sh 65 F 1E HIML st &
T

Z7IL(E) ﬁiL) E’icL) FR(V) ~ILT(H)
iLozScanner SE5E0 FHERE - BAMERL T =

ﬂﬂﬁ%f%

WET AT —% A %ET
.ﬁﬁﬁﬁﬁ 2014/02/T3 09:52
TR 7 /UL/ svstest. loz
IﬁﬁJﬁEIEEHT
WS AT 2007/12/11 - 2007.12/M
WisEE : 5T 5 I

Fat Lo Webth 4 R ADIEEZ DI, =Y
FEHFE(32)  HWEN G oo & Bhn e
EOO S A LR 2 1 O =14 Attacker(l
HrEER el ¢ 200712711 12:00 - 13:00
T =9 0 schd(55H)
WERTIORE 5

—+'4Z + Attacker(?
I&zﬁﬂ#ﬁﬁm 200?/12m 21:00 - 22:00
| Tl = /ﬂ/% veftpd (FTF)
I&EEZI)JG}% s
EFfElOSESO F 1 2 - Iﬁzﬁﬁfﬁw 2007/12/11 17:00 - 18:00
T = e ¢ sshd(5SH)

TSRS 1 2007/12/11 17:00 - 18:00 B

XML JEAD L AR — MZOW T A SR L T 280,
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4. CUIhRD#EETE

47 74 VR iLogScanner (£, # A7 A7 Y a— % &M L2 ENR L BEISEITIC
KIST D720, a~v U RIAUNPLDFATHARELE RS> TWET, NI A—=F [TV —)L
EEIREOa~ L RIA UE8, BEO, RET 7 A M E>TRELET,

s T 7T LAOEEE— RICHD LT A=STGIBTHEELET,

VIR TF v OBEICED DN T A= ZITRET 7 A VTHRELET,

41. ETHE

awy R7u 7 N T4 7 T A Ui iLogScanner D[1_binlF 4 L7 SV ICBEIL., &
EHAZ U7 MR T A—H Z$EE L T iLogScanner #F{T L £,

¥java 2v L RIZRARE S TWDHZ &2 FANCHER L T EE0,

+ Windows D54

iLogScanner.bat [/X7 2 —% 1]=[ff 2] ['XF A —% 2]=[f& 2] -

« Linux OFE

iLogScanner.sh [/X7 2 —% 1]=[ff 2] ['XT 2 —% 2]=[fh 2] -

*Linux B2 ClX. iLogScanner.sh [ZF/THEBR 21 5 L T 72 & W

IRT R — R Tkt TR 77 v AN, WOkET v 7 MR EERBELET,
Windows 252 CIIS (W3CHER) wuZha~y KT A o TN A28 OE % UL FIR L
T, FBEFHRE/R/NNTG A—H2T 4.2 a~<2 RIA U THEMRER/TA—HX | 25K
TLIEEY,

iLogScanner.bat mode=cui logtype=iis_w3c accesslog=C:¥iLogScanner¥logs¥iis.log

outdir=C:¥iLogScanner¥report
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4.2.

AV K51 U THEARLT A~

A~ RIA UHIETIRIERERNT A—ZZLL T DY) T3, E#FD5% & LT,
(X7 A =2 Z]=E DA THRE L £,

R EHH

NTA—=H
e

R

FREH
(FHRUIRIRERF DT 7 41 ME)

s

HEE—

mode

GUIE— R, CULE—FDELDL
TRET 50 DRE,
UIFWEhnzofizfiEd 5,
gui / cul

gui CE#E) LS
A O FE I I
T 5

= 7 OFELE

logtype

AT % v 7 OFFHDORE,

LT Wz fiET 5,

apache / iis / iis_w3c / ssh / vsftpd
/ wu-ftpd

yNvaR=274
77 AL

accesslog

%1

AT 50 7 7 7 A IVDERIE,
TR ART T 7 A NG ETITRR
FEe T AN ERET D,

h o~ XYy cH
HHR & A RE 2

I —nuy
77 AN

errorlog

%1

fEtT 2T —m 77 7 A LDFR
o

ModSecurity =7 —w1 27 D7 7 A
N EFRTET D,

logtype=apache ®
e DHRER

=T —nus
B AT

errorlogtype

fENTS 2 =T — 1 Z TR DR GE,
T~ 7 —n J{EERFD Apache /~N—
VaERET D,

2.212.4

errorlog 5 & &
L3 EDIHARN

%7«
L7 M4

outdir

LAR— s O DR E,
VR— O AOET V7 R &
BET 5,

1

reporttype

LAR— F OB DR E,
FRWTNEIEE
html / text / xml / all

fRAT L~ L

level

FEHT L~V DR TE,
TRWITIhDERET 5,
standard / detail

logtype=apache /
iis / iis_ w3c DA

DIHE %N
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%1 logtype=apache DA 14, accesslog & 7213 errorlog DWW T I DIRENR LA T,
logtype=apache LISF DA accesslog DR EMIETY
[accesslog, errorlog DFEEIZ L 2 EMEDE M(logtype=apache DI5H)]
accesslog DAIRTE = 77 & A v JfEMr
errorlog DAFEE = ModSecurity 7 7 fi#HT(FEat& i L AR — ~ H )
W 77 & 6 E = ModSecurity 7 7 fif#r (FEATAE R L AR — b HIT))
%2 iis_w3c_l.log & iis_w3c_2.log Z T 25O Z R LET, T A NVHE T
~XEY THREL T EEWN
accesslog=iis_w3c_1.log,iis_w3c_2.log
errorlog Z57E L7855 1%, accesslog DT 7 A WAREITES L 720 £,
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43. BREIT7AITIEERRELG/INT A —4

wE 7 7 A NMITA T T A4 kR iLogScanner @ [1.binl 7 4 L 7 K VU
(2., "iLogScanner.conf’ & W\ ) AR CHUE SV TCWET, BRE Y 7 A LV THRERHE/R /YT
A—=HZIILIFD#EY T, B7varZiidx—4l=lElowTHEE LEd, ZREMEN

ZZHDOEE, EIEIF—ADPENGEE. TEROZKMEL LEEA,

No. | BZT a4 *—4 REEH 4 =0 | 7
[AccessLog] TrRART T — | TF | nl T p—<yhDOEX
1 AccessLogFormat L
~wh b | BFRE
FRAT R SR OB | | YYYYMMDD BT
2 ScanDateFrom 5 .
& H faiE
FRAT R SR DR | | YYYYMMDD BT
3 ScanDateTo B .
TH faiE
[ModSecurityLog] TovARS 74— | TF% | el 7 —~<vhDER
4 AccessLogFormat
~vh Ak ZIRE
177 —<yhOEX
TI7—as 74— | 7% | &=HRE
5 ErrorLogFormat
~vh AR (errorlogtype=2.4 ®
R )]
AT REFHOB | YYYYMMDD BT
6 ScanDateFrom 5 L
& H faiE
AT REFH O | YYYYMMDD T
7 ScanDateTo 5 L
TH fBE
[AuthLog] WRERS 74—~ | TF% | Bl T p—~vhOEL
8 AuthLogFormat
vk Ak ZIRE
fRAT e AP OBE | YYYYMMDD T
9 ScanDateFrom e L
& H faiE
FRAT R SR DR | | YYYYMMDD BT
10 ScanDateTo P .
TH faE
11 ManyLoginCount REn7ABE | B | 1~9999 THRE
. L 3 ”Min”\ "HOUI'"\
KERTAHNL | 7% .
12 ManyLoginUnit "Day" OV nafs
IRF#] AR .
rE
13 ConcentrateLoginCount | 207 A BfE | 5 | 1~9999 THE

- 69 -




) o B "Min"\ "HOUI'"\
Erha AU HAL | T .
14 ConcentrateLoginUnit "Day" DI ke
IRFfH] Ah
A
TIANKET I | %
15 ManyFileAccessCount e | 1~9999 THE
AR
"Min"\ "HOUI'"\
TrAVRKET 7R | TF .
16 ManyFileAccessUnit o "Day" DOV I
A R Ak .
A
_ ) ES LI I N L
17 LongTimeLoginCount " B | 1~9999 THE
1R
. N 3 "Min"\ "Hour"\
_ . RIFE0s A8 | 7% §
18 LongTimeLoginUnit . "Day" OV iz fa
VST AR B
&
BusinessHourFrom ) .. .. | HHmm THH7E (mm
19 ] FH5 IR From e e
1 135 0 AL CTHRE)
BusinessHourTo " .. | HHmm T#/E (mm
20 . SEHSIER] To By e
*1 135 0 AL CTHRE)
TIRAFFRIIP T | 7% | T/ RAZ#HA[T5 P
21 PermitIPAddress ‘ ) L
FL-2 Ab | TRV AR ZRE

%1 No.19. 20 @ BusinessHourFrom & BusinessHourTo O 512 R —EZ| Z+E L7-
B, &2 CORM %2 EERMIAE L TRELL £97,
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WIET 7 A NVOREN &L IR LET,

[AccessLogl

AccessLogFormat = LogFormat "%h %l %u %t "%r" %>s %b" common
ScanDateFrom = 20140101

ScanDateTo = 20140801

[ModSecurityLog]

AccessLogFormat = LogFormat "%h %l %u %t "%r" %>s %b" common
ErrorLogFormat = ErrorLogFormat "%{ujt %1 %P %T"
ScanDateFrom = 20140101

ScanDateTo = 20141231

[AuthLog]

AuthLogFormat =
ScanDateFrom =
ScanDateTo =
ManyLoginCount = 10
ManyLoginUnit = Min
ConcentrateLoginCount = 10
ConcentrateLoginUnit = Min
ManyFileAccessCount = 10
ManyFileAccessUnit = Min
LongTimeLoginCount = 3
LongTimeLoginUnit = Hour
BusinessHourFrom = 0900
BusinessHourTo = 1730
PermitIPAddress = 10.0.0.%,10.10.20.0/24

5. F3J)Ta—+

iLogScanner OEIEIZEIT 5 ABAIX, T2 URL @ FAQ 2 L T 72 &0y,

https://www.ipa.go.jp/security/vuln/ilogscanner/fag.html
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6.

T8 XMLBERXOBTHEELKR— I 711

iLogScanner S )T 5 LAR— N2 KERINO N Y T—& LT ANBDO T 1 7T LK
HEWMIZEUAT Z LA TEDL LD I XML BERIZ L o &2 AR —F LEd, —ixaic
XML &L, 7FAFTT 4 2R 2—TIZ X 2MBEICIT#E L Tz, FIEE
LN IEATRE R 2 iR T~ DT A 2 A U 7 &ivle HTML R TEXT T
MO EHESE L £,

6.1. XML RF*—TEEAHE

HTML %5 TEXT JE & DERITT +—~ v FOEWEZIT T, AT 2HWAEFRFRT
ELET,

LiN— NoOfEER] (7 72w ZfEHT, ModSecurity = Zfight, FRAEw Zf#HT) 12 A
F—~vxERET, LA—F2KE 1 OO XML AF—~vTERLET, HEENRLED LR
— MESNITHZ TH 2T FEERDOERIC TR L T,

6.2. XMLR¥X—TEH

XML E&
ESoV <?xml version="1.0" encoding="shift_jis"?>
Btk il e
' XML#AKT 57 07T A%, XML 1.1 556 OBRES LB L X
version | 1.0 AAOHD, XML 1.0 243 % B2 2L K
encoding | shift_jis

% http//www.w3.org/TR/xml11/4#proc-types
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6.3. XML XEHREDEHKE

ENTFE R L AR — b XML A F—~ 2K & HTML B L ofd %2 LI PR LET,

~ —t P
< XML =t > <HTML B>
AnalysisReport B
b Title < - RITERLICHS L &7 4 1 ]
| VA I T p/L
| Summary LR
| | Status - BT -BART
| F ProcessingDate - e
| | TargetFile bt
| | TargetErrorLogFile
|  F SpecifiedPeriod
| F TargetPeriod
|  F ErrorLogTargetPeriod prreran
|  F AnalysisIevel
| | AttackCountTotal /]
| L ModSecCouniTotal mens0zc
|
I Detail Rt R
| } AttackDetections
| | L AttackDetection (attribute - DetectionId) =
[ | Title
L L Su . zras w—
[ | ModSecCount
|l |- AttackDetection (attribute : DetectionId) w7
|1 | Note
| | _L Property_(attribute : Name, Value) _ _ _ _ _ _ _ _ _ s
[ 4 Sourcelog (attribute - Filename) \ ’
| | L Line (attribute : No, Success, ModSecBehavior, Same]PDuu.nl} / R
- e N cernnanTIe
| F Caution t
| | L Message !
[ I A
| L LoginDetections |
| L ILoginDetection (attribute : DetectionId) !
| L Title ,' T
| | AccessCount 1
| L Application (attribute  Name) 1 R
I P A oo [ prE——— == I
| |Soumelng (attribute - Filename) : P ———y
L Tine od=ecBel
I 1 1-_Line (areribute - No, Success, MogSec _"_‘“Z"I_’ ) it rrvEo s
L References /
1
L Reference (attribute - DetectionId) /l 1 - a
| Title _ 1
| Description 4 ! gy
L el 4 /
/ / DoS(Deniel of Service) AR
T 7
1 /
1 7
N 4
) 1 -7
| e mos ’
o,
— e g
| #RE47 W 1r7ur-s e mresiees L nheafet mmwr semom
l & L4
EEIM TRk ey | '
(e
055
|
|
|
|
|
I
|
|
I
L L
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6.4. REEXR

®© n— hEH
ModSec
Hy 2R 727%A | ModSec Era
CHE S BE-NE y w7 figh
(=145 Q7 RMT | a7 R =& A
(GG
AnalysisReport | fEHT#E R L AR —bO /L — 2R 1 O O O O
@ AnalysisReport [E DO E#
ModSec
HE 77&A | ModSec FARIE
CHE S BN . w7 ik
[a] 5% a7 fEHT | a s Ry =24 A
(FEFT)
Title fEATRE SR L AN —hDZ AL 1 O O O O
Summary AT RE R DI~V 1 @) O O O
Detail AT A& RO FER 1 O O O O
References BRHLUZNEOBA LR —& 1 O O O O

- 74 -




@ Summary H FOEFE

ModSec
HEL | 7272 | ModSec etk
=S ER A \ a2 b
EIR sl =2 T W= 0 fRHT
(FEEt)
Status T AT —HA 1 O O O O
ProcessingDate | fi#t4T H IF 1 O O O O
TargetFile FRAT RIS 7 7 A IV Oor1 O O O
TargetError B _ R
. AT R T —a 77 A Oor1 O O
LogFile
SpecifiedPeriod | fiEHTHEE A f+f 1 O O O O
TargetPeriod FRAT RIS B A Oor1 O O O
ErrorLogTarge _ . B
TT—a g DT RS A Oor 1 O O
tPeriod
AnalysisLevel | fi#frL~1 1 O O
AttackCountTo 5 .
KR HE O 1 O O O
tal
ModSecCountT | ModSecurity CHa H < HEHF L 7= ) o o
otal HoEFr
@ Detail 5 T DOEFH
ModSec
HER, 77&A | ModSec FAALL
L= HR A . Ve
[a] 25 o gt | e e o kT
(Ciein)
AttackDetections | & HIL7- % 58— 1 O O O O
Caution e Oor 1 O O
LoginDetections | L7/ 1 Rii—E Oor1l O
® AttackDetections [H [ D H &
ModSec
HER 77%A | ModSec ok
LS HR A . B b
[B1%% | no/ @ | e e = AT
(heat)
AttackDetection | ffH L 7= %5 1k O O O O
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® AttackDetection B3

- JE@ME
ModSec
HiE T77¥%A | ModSec Frox
B BR-AR \ w7 AT
EEq =24 T =T A v AT
(FeiEt)
DetectionId BHAROR G —R 1 O O O O
KB HENEOX L2 — RO—EIX 6.5 MHNEDORLa— K] 25K
- HNOER
ModSec
Hi 77%A | ModSec k.
BEES N \ B b
[ | wr @b | mo T o AT
(5eath)
BHNBEOZAN (T F2F D
Title 1 O O O O
)
AttackCount WENHoT- LB b D% Oorl O O O
ModSecurity THi H - HERTL 7=
ModSecCount . Oor1l O O O O
4K
WEEAS R L 7= T REMEDS v M-
SuccessfulCount | Oor1l O
b
R 0
Note R N2 R O
Pk
L= BB SN D NER
R, AT,
Bi].TWeb P — SO E A& A0
AttackDetection | >7- KB D ATHEM: | 0Ll E O O O
AttackDetection [ZPUT Vv
R R E i | AttackDetection
RO,
WEE LWL T-a s O—E (77 A
SourceLog 0LLk O O O O

NTRIT 1 B
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(DNote H FDOHEHE

ModSec
H B 7Z7%A | ModSec o
=3 A \ =27 fifh
I | s | ns R o b
(&)
Property FEAIE SO H 0Ll O
(®Property E# D &M
ModSec
HE 7/&A | ModSec FARIE
B A NA . \ \ a2 b ‘
Bl | s | e st a7 b
(#eah)
Name HE D& FR 1 O
Value A E OfE 1 O
@SourceLog E#H#
- B
ModSec
HE 7/&A | ModSec FARIE
B A . \ \ a2 b ‘
Bl | s | e st o b
(#eah)
FileName 077y A4 1 O O O O
- B FOER
ModSec
HER 77%&A | ModSec o
=S R NAE . B g
[\ | mrfEsr | a2 v AT
(Feah)
Line IE )=/ 100k O O O O
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(OLine EHHE D J& Mt

ModSec
Hi 3 7Z7%A | ModSec o
JE M Bk NE 5 i i R fiRht
[ %% a7 fRHT | = fEAT =24 A
(HERH)
No 1T%& 5 1 O O O O
TEEEDS N L T2 RTREME DS R
Success Oor1l O O O O
WA true
W\ %95 ModSecurity @
WD
ModSecBehavior | "denied" Oor1l - O - -
"captured"
"deficiency"
[[l—IP TRLANSOBEERHR
SamelPCount N Oor1l - O - -
%
SignatureCode | 7 %Fvya—K Oor1 O O - -
¥Line 7 ¥ A NERIZIXENS TS0 7D 1 La— ROT—ZRHITEND
@ Caution E FDOHEHE
ModSec
FE) 77 A | ModSec FRRIE
L= HR A . \ \ B2 fifh i
[m] 25 o gt | v AT o gt
(Ciein)
Message A E—Y 10U E O O - -
@LoginDetections [E. D%
ModSec
HER 77%A | ModSec o
TR R NAE . 7 g
B | w2 | a2 v AT
(Feah)
LoginDetection | fHiL7=u7 A KL 10k O
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@ LoginDetection 3%

- Bk
ModSec
HiE T77¥%A | ModSec Frox
J==1i R _ B2 R
EI% | sl | o i@ o b
(&)
DetectionId BHEANBEOR =2 —R 1 O
MRHANEOMIGa— RO—EIX 16.5 MHNEORE2— K| 258
- B FOER
ModSec
HIER 7/&A | ModSec FARIE
=5 DR P15 - i
[B1% | wo @t | as it =T4 2
(HEEh
BHENBEDOZAN (T 2T %
Title 1 O
DA FR)
AccessCount TR 1 O
Application ML= T 7 r—ar 1 O
@Application Z 3
- @M
ModSec
HER 77%&%A | ModSec o
M R NAE - = fhT
[\ | w2 | a2 =T
(keit)
Name TV —ar 1 O
[ERINQEF7
ModSec
H B T 7E7A | ModSec ol
LES E=U RIS - B fhT
EI%% | o | s o bt
(keit)
Note ¥ N A R 100k O
=R Nt NN Ny =274
SourceLog D—E 0Lk O
(T7ANT LI 1 BE)
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OReferences H. N DIFEE

ModSec
HiE T77¥%A | ModSec Frox
=3 A \ =27 i
EEq =24 T =T A v AT
)
Reference LU= NR O Exf ik 10 E O O O O
(®OReference Z &
- @
ModSec
HE 7/&A | ModSec FARIE
B A NA . \ \ a2 b ‘
[a] 55 aJfEer | el fEer PR =

. BHANBEOR G — R
Detectionld 5 1 O O o 0
BHH LG, B~ K

KMHNEDOXIS 2 — FO—EIL 16,5 MIEANEO ST — ] 258

RN ES

ModSec
HIER T/&A | ModSec FARIE
PR R NA \ \ ‘ a2 b ‘
[ | wr @t | wo R o fEHT
(e
RHWNEDZAN (TR T ¥
Title 1 O O O O
DA FR)
Description A S 1 O O O O
Url *F5R URL 0LLkE O O O O
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6.5. BRHERNBIOREI— K (Detectionld)

BHANBIZAARZEDOLEIZ > TWDD, 7a 77 ARHBILLTWE 5 B
R L—ED0a— K25 LEd, a—FKOo—EIXTFLO@EY TI,

Lin—ho %8 AR Si=[§ e
TS L — b SQL A2 s an WEB_ATK_SQL
(7 re AT 08 o~ RAL Twssay WEB_ATK_CMD
ke, FUL SRR WEB_ATK_DT
ModSecurity B7BHT |12y h2sy75 s WEB_ATK_XSS
FERE)
) 2D WEB_ATK _OTHER
WEB_ATK_DETAIL_ | [
[Fl— IP TR AMH OB E D n]fEME
IP D 2
T ARSI TS WEB_ATK_DETAIL_ | [2£41)
SQL AP x=rar DR e SQL IRE D 7.
Web #— OB ERMAIH-7-% | WEB_ATK_DETATL_ | [l
> AN SRV D7
) - WEB_ATK_DETAIL_ | [
PUT AV RO E A
SRV _PUT 1507

FrontPage Server Extensions ®#% | WEB_ATK _DETAIL_ | [FH#)

TE i SRV_FP KFD 7
. WEB_ATK _DETAIL_ | [3¥)
Tomcat D& E i
SRV_TOM RED
~ ModSec
LB 435 (ModSecurity) WEB_ATK_MDSC 2
D

A WL R — b | WEB_ATTACK/SQL_INJECTIO

) MDSC_ATK_SQL
(ModSecurity 27 f##T | N

FHE) WEB_ATTACK/COMMAND_INJ
MDSC_ATK_CMD
ECTION
WEB_ATTACK/FILE_INJECTIO
MDSC_ATK_DT
N
WEB_ATTACK/XSS MDSC_ATK_XSS
MDSC_ATK_UPDF_
WEB_ATTACK/UPDF_XSS <SS
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GyMTRE R b AN — MIEHT
(RRAED 7 fEp i aE

WD IR e DHERS

KEOOT ALK AUTH_ATK_LOGIN
B i AUTH_ATK_CONCE

EIFROEFas A

NT

[l —7 7 AN ~DKET /& AfH

AUTH_ATK_FILE

07 A ARILOMERS

FalERAA T B2

AUTH_STS_LOGIN

AUTH_STS _OFFWOR

BRI T 72 A <
JL—h 5k AUTH_STS SU
FBE IP A0b0T 74 AUTH_STS_EXIP
B MET I N COa s A AUTH_STS_ADMIN

) AUTH_STS LONGTI
ERffas A O

ME
) AUTH_STS ANONY

ELT 7N Cour A Wi

MOUS

FFARNT I N TORaT A K

AUTH_STS_GUEST
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