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12 TEEE Std 802.11-2012
http://standards.ieee.org/findstds/standard/802.11-2012.html
13 p.474 8.4.2.1 General, "IEEE Std 802.11-2012"
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@ RLERZ—EEHEYRT

COMIAETIE. THBEOHMITI Mo —EBMHKRYERY BYRTERET7OLTY—IL
[ZRTFS %o

BERMLGAA—DF DO HTTP YOTARDTF AN —42%HIRLES,

9 [X.HTTP UHOIRMDEZREZ—FERHRYRTHEFERLTNS, K 9 TIX HTTP YUI XD
MHost NYA DAYAEBELIMEIZMILTT RN T —4%E%, THost NYA DAVAZEIVEIZ 5 [
#2893 &, B Host Ny DN EMBHLEEICBENBELUVNT RN BT —4(215,

THoStANYA DAYH B ELUMEIZHT T 5, THostAYA DAYA &3 K UME 1 ZSEHRY RS,
/ — 4 —
GET /HTTP/1.1 GET /HTTP/1.1
Host: www.ipa.go.jp Host: www.ipa.go.jp
User-Agent: Mozilla/5.0 (Windows ... » Host: www.ipa.go.jp
Accept: text/html, ... Host: www.ipa.go.jp
Accept-Language: ja,en-us;q=0.7,en;q=0.3 Host: www.ipa.go.jp
Accept-Encoding: gzip, deflate Host: www.ipa.go.jp
DNT: 1 User-Agent: Mozilla/5.0 (Windows ...
Connection: keep-alive Accept: text/html, ...
Accept-Language: ja,en-us;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate
DNT: 1
Connection: keep-alive

X 9HTTP V 7 =X FOER % —ERIEM KTHHRT

F FRME—SEH]-4.4.2 G~
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@ TAREERBEDT—EDRSEFESE D,

COMIAETIE. TEBEICBETHT—IRIZ. KROT—HDRSEFETHETESHRA D,

T—REEDENMIUE TT=EDEAT | [T—E2R . ZLTTT—ADEID 3 DNDEXRTHERINDS
F—AEE (LI, TLV #BE') 1NH D, TLV BEIZBITAIT—42EI1E. —BHIZThD 3 DOERLEK
DEE. FEETT—AE2DEIORSEZRT, O TR I1ZZFNNTIRSIYIRELEO/NSALEIC

EEHALHILET.TLVREEICFEEELSETLED.

BARGAA—DERD-0OIZ, TCP Ny b DT RMT—2%HITRLES,

10 [&. TCP Options ~w4 TWindow Scale Option | T —42KZM I T 51 F%ERLTL S, Window
Scale Option] (& TLV #:i& THY . DT —4 K Length|I£ RFC1323°TI3JEEHESN TS (K 10 DFHF
BERS) , DT Length1ZT3 I LIS DIEIZF B &, TWindow Scale Option |ZFHERY &5 = (CRIEMEELLY
MNTARTBT—42E4HS (R 10 TlElLengthjZT01&LT)

0 1 2 3
01234567890123456789012345678901

B et S e e S e

| Source Port | Dest inat ion Port |

B T e T e et T e e e e

Ackniow|edzment Number |

ta | |UJAIP|R]S|F]
Offset| Reserved |RIC|S|S|Y|[I] Window
|

g

Checksun | Urgent Pointer |

Options Padding |

l RFC1323Tl&, Window Scale
Window Scale Option: | Option®F—5&I&I31,
fmmmmmm e ) ==

Kind=3 |Lengthe8 | shift.cnt

| |
o ——— R +

0 1 2 3
01234567890123456789012345678901

S P S WA S S RS Y TR SRR SRR
| Source Port | Destiration Port |

| Sequence Number |

B s o e T e et ot ot S EUES BE s B

| Acknow|edgment Number |

B T s et T e e e

| Data | |UIAIPIRISIF]

| |
| Offset| Reserved [RICISISIYIII Wirdow |
IGIKIHITININ] | | IGIKIHITININ| |

Checksum | Urgent Pointer |
e
I Padding |

Fododododobotod

data I

z
3

v T31kYKREME
31 &Y hENME

Figure 3, 3.1. Header Format, RFC793, http://tools.ietf.org/html/rfc793#section-3.1 LT
2.2 Window Scale Option, RFC1323, http://tools.ietf.org/html/rfc1323#section-2 M5 5| .

X| 10 TCP Options ~> # [Window Scale Option| DT —X £ &ML J D+

—

F TAMNT—A2ZE:46 G~

14 Tag-Length-Value (TLV). %721% Type-Length-Value (TLV) #i& & MEIEND Z 2035 5,
15 2.2 Window Scale Option, “RFC 1323 - TCP Extensions for High Performance, “

http://tools.ietf.org/html/rfc1323#section-2




@ TABEEREMLHREELDSIIITHIT B,

COMIAETIE, THBELARELAREELGDIIIITHI T 5. HREELGDISITHIT I HAEIC
F T T—2BENERDIEFEERERLGDIIDICER S EICTEBFRTERINTVVENEREEM

THEIHELRHD,

BRGA A=V FEO =612, JPEG BB I7MIILDT AT —42%HlIRLES,

11 (X, Exif *Fe X D JPEG BRI 7ML EHARERLG D LSITHIT 3 545 FERLTLVD, Exif B D
T—ABE X TORIRFIVAASAHEBEBR I 7AILIT+— YRR Exif 2.3]7ENVSMBTROONTL

Do

Exif 720D JPEG E&I7AILIL. DT AR (SOl ©5 AU RS APP1 5 AV MEE) EMEIENS
BRTEREINS, Exf RRDBIBIZELDE. SOl BT AU RDEIZIF APP1 5 A MDEEKZ EIZH-TLY
Bo CD SOl BT AVMDRIZRDTE SOF BH AU NEBMTHE, BT AURDIEFH Exif X DK E

BTV S EEICHENREERVNT RN 5T —42E45,

) . PO Ao SOIY AU DEIZHR I ESOFES
E;';?ﬁfﬁ@fg SR AR IR AUNESBINT B (B D SOF 14
Phxe AVMIEDFEEET D) o]
SOl NN SOF
APP1 APP1
pQT DQT
DHT DHT
SOF - SOF
SOS SOS
EET—4 EfT—4
EOI EOI
p.142.5.4 IPEGEMT —FDEKRELE, “TOHINAF—IIVHASHEBR I7 4 )L TA— v MRIKEXIf 2.3, ”
p.68 2.7. AT BIPEGA—HET AU, “TL R AF—ILAASRER T 74 )L T+ — v MRKEXIf 2.3”
D EHREE(Z/ER. http://www.cipa.jp/hyoujunka/kikaku/pdf/DC-008-2010_J.pdf

X 11 Exif XD JPEG B8 7 7 A MIBIT BT R b T —F O

¥ TRAMT—AZEH]:452 i~

16 Exchangeable image file format for digital still cameras, JPEG [#]

T FOHNATF T AT Wi T 7 AT +—~ v M Exif 2.3

http://[www.cipa.jp/std/documents/j/DC-008-2012 J.pdf
17

BoOT—2ERKD—>TH D,



() [T—4RD2EMNY ] ZlITT S
7O TY—I DI AEIZIE EROT DT T—EMD OGN IZMIT T 5HENHH. B 12

. ZOMIHEDAA—CHTHS,

T—REEIZE-TIE. FNEFNDT—EDDENYZERT I2EERENH S, HIZ X, RybkD—o70Ok
3 JLTIP (Internet Protocol) ITHIIE IP A~y A [Fragment Offset]'®. TTCPITHMNIE TCP ~ANuH
['Sequence Number]""HZE(Fonbd, CNODBEREMITLHET, T—2RIODENYICHBEEFAELS
5%,

BRI A—DFED =612 IP AvS [Fragment Offset IZ I T T AEEDEZ S . TCP Ays
[Sequence Number IZ#I TS 5LENEZ HEHIRLES,

B T—3EDOLAYIZHT TS

TIPSy —

Y=L

FANT—%(3/n)

TAMT—43(1/n)
[ 4=k | 24—Lk2

l/:giw—)w‘gl 24—ILF4
-

r?_gFEﬁd)ot:l:b{[’)JE 7_-XI~7_'“—’51(2/n)
BERILHER(COET S4—ILF1 | J4—ILF2

[ZIo4—JLR3DIZFEBL Br—r3 | 7r—/Lka
T. T—2EDOD2HEMNY(Z —
RIENELDELSIZHT TART—4(3/n)

Té T4—ILR1 | 4—ILFR2
° (—JLR3| [ Z4—ILRa
L ) e 3

12 [F—=ZBD272530 ] ZMIT5 (A —VK)

18 Fragment Offset, 3.1. Internet Header Format, RFC791,
http://tools.ietf.org/html/rfc791#section-3.1

19 3.3. Sequence Numbers, RFC793,
http://tools.ietf.org/html/rfc793#section-3.3
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B IP ~Ny%Fragment Offset |Z#I T3 AE=DEZA

lFragment Offset](X, D IP N\ YT —2EREILI=EEIC. TNEFNAD IP NIRRT —E2D
EDERZEZEL>TNAINERIIETHS,

FYRI =Y DI KIEE B (MTU:Maximum Transmission Unit) 8% 5T —4% IP /Ny TEET S
EEEBD P N YNMIT—3%EREILTiED, CDEE. ZNTAD IP /X7y DI Fragment Offset](Z
ETZD IP N7 ybDT—EDRENTIRDEDBATHAINIEZRTENEEIND, T—2EREILS -
IP /Ny hEEEZ(TE -8 S &, [Fragment Offset |ZHEIZTED T —2EFAAILTH,

BARMLGHIEEZ THELS, B 13 (X, RREEBEALA 1500 /A1 bDRYRT—2IZF VT, 3680 / A+
DT—H3% 3 DD P /1 yMMIREIL TEDRFERLTLND, 3680 /N bDT—42(E, 1480 /S +DT—
AEED IP 17 yb@. @. %D 720 NAbDT—3%ED IP 1\ 9RQIZHBIL TEIESN D, CDEE,
IP /345 9bk@D., @. @D Fragment Offset](ZZFNF 401, 114801, [29601¢7%:5,

13 @D IP N7 yhZHE TS Fragment Offset 1Z LT HEZIZIE. RDKSLTMIAENH S, EF
(2. BZEIZIP ANyH [Fragment Offset | [CERLI-HESE AR RSN TEIESNTIVSY,

@D Fragment Offset 1201 LIS DEET B,

@M Fragment Offset 1% 14801 LASrDIE (M1480 1KY KELME, /NELME) T 5,
@D Fragment Offset 129601 A5+ D{E (12960 &Y KELME, /NELME) ET B,
Bl 3 DDMIAEEMAEHLESD

W 3680/ N\ D T—R%IP/NTYLTEDIZE

1480731 + 2960/N1k  3680/\Ak
1 (DFragment
Offset=0
@Fragment
Offset = 1480
Offset = 2960

BJ 133680 /NA b DT —F% 30D IP > MIHREIL TEL%RT

—

¥ TRAMTF—2ZEH]:41 i

20 TPA : [TCPAP IZ4% A BEF O MasstE 2 B3 2 A5 & e 5 5 kil
pp.166-17122). 7 Z 7 A2 b3y N OFREEIFICU AT AN 7 T v v 2§ 5 BE(Teardrop Attack)
http://lwww.ipa.go.jp/files/000024459.pdf
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B TCP ~ANvy4ATSequence Number |ZHI T 5EENEZA

['Sequence Number]ld. TCP /N YrHRTF—2DEDE D EE>TLNINERTETH S, TCP TlX. =
MDISequence Number|&, T—A2%Z(TIABEINT—2DEDE R ETZ(TE>T=h%RT [Acknowledge
Number |Z A B HE T IEERBICBLWTT—2DEXEHCEBEOHIEEFZERT S,

BEARMGEHEEZEZTHED B 14 (. RKIGEEHERA 1500 /A +DRYRT—IIZHLVT, 3680 /31~
DT—B% 3 DD TCP /Y TIEEIZE A FERLTLNS, 3680 /N D T—4(E, 1460 /S +DT—

2D, . %S 760 N +DT—EQIH T TIBEETIZEDN S,

FFDDT—4H% TCP /Ny TESEEIZIL. ISequence Number IZl11ZRET S, T5E. DDT
—AEZRITRS-ARE BN D RICEAFTHT—FDALEN1461 1% Acknowledge Number ] IZEEE LT
TCP 1\ yb MR EEIND, HiKQDT—2TIL. [Sequence Number|IZ[1461 1% 5% E LTz TCP /Xy
%Y. TAcknowledge Number|IZ[2921 1MNERESNT= TCP Ry YNNG EEIND, BENDRDT—ETIE

[Sequence Number1/h312921 1, [ Acknowledge Number1H336811&7%:5,

14 @ TCP /N7y Z# 1T 5 Sequence Number IZHIT 9 5EZFZIE. RO KSLGHMIAELH D,

D%E%ES TCP /39D T Sequence Numberl1Zl1 1L DIEET B,

@%1%E% TCP /34y Ml Sequence Number & 1461 1LV DIEET S,
Q@%1%ES TCP /34y MISequence Number & 2921 1LV DIEET S,
Al 3 DDMIAEEHAEDLE S,

M 3680/ N\ FDT—REZTCP/\ Y TIEEIZEDBE

)

)

1460731 +

2oy
Y—IJL

d

©)

2920/5(k~  3680/\Ak

TCP SYN+ACK

A Y
‘I TCP SYN
1

4=~

T TCP ACK
U

\-

SeaCtLl71 D#EFEBTCP

€
Ack(*2)=1461

- %iu [=]
Seq=1461 . ih'l- e
Q%%BTCP

Ack=2921

Seq=2921
Q@FE#EDTCP *

Ack=3681

(*1):Sequence Number (I —4 > &S ) | (*2): Acknowledge Number (FERIG B HE =)

B 14 3680 N1 FDF—F % 32D TCP /37 v I TIAFITE ST

§ FRANT—A2ZEH:42 G~
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33. TRAFT—E2DFELD

AETIH. TR —RIIETEEBAATT—EOIEDRBRIZIEDESICIMI T IETEDERS 1&
TEDEIITNUD T THRALTE 2, T7OUTIIB T ATAMNT —8%2EZ 5 LTI RD 2 mEBNGEL
TIELLY,

® JFUUITR.T-2NBEICEIZINTOHMAZHINORRELTEZ S, LLRERMI M
MFTELDTHNIE, —HIPEHIOMEALHT,

o JFUUITR.T2BELRSLEDELLEICREENARENDIIIICT —HEHMIT 5.

4. TRAST—2DREH

AETIE, PA DTHBHRHOBERED TSN T, RBICHBUERELE 8 BEOTRNF—5%
BT %,

3 ETIRTAMT —EDEZAITHRIEL TS8O BEARNLGTANT =34 A—2LI60VABLSD
Lof=1255, ZCT.AETIE 3 EOEZXAICEILIE-TANT —4ZRY LTS, 3 EOABEZIEICH
ELRALFRATIELLY,

BE.AKEEFEDDHIAT, AV 3—FYMTRRESN TV SIEBEEFERO P NI ZDHEEEMEERE T
ELTANT AN NBLDIEREL-. TANT —2DRFIZ LY E<HYWAIZESTSEIZLDE
FA. T OMSBIEIFREMERICBEL .
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41. PNy FDTRAMT—4

COETIE.IP ANyHS TFragment Offset |ICAFEDEEIZELRDENZESNT- IP NI rERBNT 5,
R 411 COTAM —2OMIEREMI A EZEFRLTINS,

K A1IPRT Yy FOTANT—#
T—ADIEDES ] IP ~v% TFragment Offset ]

FTEDQXSIIMILI=Ah  TT—2BOD2EAYIZHILT-,
BEE: 3.2.2(c)

CDTAMT—ARIE.IP PRL X 192.168.11.20 A5 192.168.11.1 ITEE SN IP N vbTHD, E 15
. ZDTANT—E2D—E%E /Ty MEHTY— )L Wireshark |? TRRLI-HFERL TS,

15 DFBEPITFBLTIELLY, COFBES L. 2 DED IP /37 9RDIFragment Offset]1ZRL
TW3,1 DE®D IP N5 yrDT—42IE 8 INA+THB=6H(E 15 FBES) . FEERSD DI Fragment
Offset]l&. IELLIE81&E% D, LA L. EREIZIET161&H-TULNS,

Shark 1.10.0 (SVN Rev 49790 from /trunk-1.10)] — [E=ESE ™)
iew Go Capture Analyze Statistics Telephony Took Intemak Help
coumd BBEXR A¢*9TF2 EF Al FDB % B g p :
Filter: E]Expresslon,.. Clear Apply Save JiET_§§|EtS/\'fl‘
Time Source Destination pcotocol | ength Iofo "
2 0.001537 192.168.11.20 102.168.11.1 TPvA G0 Fragmented IP protocol (proto-ICMP 1, ofT=16, 1D-0004)

7 Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# Ethernet II, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: 11:11:11:11:11:11 (11:11:11:11:11:11)
-] Internet Protocol version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1 (192.168.11.1)
version: 4
Header length: 20 bytes
# Differentiated Services Field: 0x00 (DSCP Ox00: pefault; ECN: Ox00: Not-ECT (NoT ECN-Capable Transport))
Total Length: 28
Identification: 0x0004 (4)

Fragment offset: 16
e R e i

protocol: IcMP (1)
# Header checksum: 0xc375 [correc

Source: 192.168.11.20 (192.168.11.20
pestination: 192.168.11.1 (192.168.11.1)
[Source GeoIP: unknown]
[pestination GeoIP: unknown]

- pata (8 bytes)
pata: 0800f7ff00000000
Text: \b
[Length: 8]

Fragment offset=8&%15 &
CAhICN16 %R E

() ®7| Fragment offset (13 bits) (ip.frag_offset),... | Packets: 909 - Displ... | Profie: Default

15 [Fragment Offset] ZH L L7 IP X7 v b

21 https!//www.wireshark.org/
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SHIT. ZDTAMT—REFH LA THEI B 16 [EE 15 D/ yhERERIITHEARI=H#F2ERLT
W5, & 16 M[Comment]F[ZRREN TSI off | BB 53 A3 Fragment offset][ZEZH T 5 (X 16 D FREEH

2o

IP /345y kDTFragment offset][Zl&. —DBID IP Ny TCEELET—4DT—42EZMELEHL
BESND, COTAMT—EADBE . BEIPNNTIYCDT—EMNTRT8/\A+ThHH1=8. [Fragment offset |
H0,8, 16, &8 FT DMEINDIET THD (K 16 FHED) . LHL. ERIZIX. 0, 16, 32, --- &—DFT

DINTYNTEELET—ZEELT 16 T 2MESh TV,

-~

f M testdata_8_ipfrag.pcap - Graph Analysis o |8
Time 192.168.11.20 ‘
192.168.11.1 Comment
0.000000 1Pv4: Fragmented IP protocol (proto=ICMP
0.001537 1Pv4: Fragmented IP protocol (proto=ICMP EETHN IiFl‘anglel'lt Offset
0.004516 IPv4: Fragmented IP protocol (proto=ICMP [: Ig: . _—_')'Hila), {}7.9 [..*Eﬁ
0.005920 IPv4: Fragmented IF protocol (proto=ICMP - =
i 0.007306 IPv4: Fragmented IF protocol (protosICMP {! Lf_T gﬁﬁ{mﬁéhé °
0.008495 IPv4: Fragmented IF protocol (protosICMP
| 0.009543 IPv4: Fragmented IF protocol (protosICMP
0.010489 IFv4: Fragmented IF protocol (protosICMP
0.011520 IFv4: Fragmented IF protocol (protosICMP
0.012463 IFv4: Fragmented IF protocol (protosICMP
0.019503 1Pv4: Fragmented IF protocol (protomICMP
| 0.020904 1Pv4: Fragmented IP protocol (protosICMP
0.021863 IPv4: Fragmented IP protocol (proto=ICMP
0.022801 1Pv4: Fragmented IP protocol (proto=ICMP
0.023738 IPv4: Fragmented IP protocol (proto=ICHP
0.024662 IPva: Fragmented IF protocol (proto=TCMP
0.025713 1Pv4: Fragmented IF protocol (proto=1CHP =]
Fragment offsetl30, 16, 32, ...
E—DRID/ Sy TRIEL
=T RER|BLT, 164°

mExh TV,

® 16 IP X7y hDTF A b F— & BRI LA~ T

BEFETIZ. ZOTAMT—EORYD 3 20 IP 7y ETXAMEKTBE T 5. 4. LROEE
[ZDRADBNABHEHH. IP /7 yMIEFENDEIESK MAC TRLREEIET MAC TRLRZEZNE N
M1 1011011 ), T22:22:22:22:22:22  ISEHL TOB T EITSERLTULM12E LY,

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet 11, Src: 22:22:22:22:22:22 (22:22:22:22:22:22),

A1:11:11:11:11:11)

Dst: T1:11:11:11:11:11

Internet Protocol Version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1

(192.168.11. 1)
Version: 4

Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))

2 FANT =X B LTy by 7 F ¥ 7 7 A /L% [Wireshark] TBi&. [Statistics] # == —
®D[Flow Graph... % EIT LR TH D, ZOREDOAZ YV —r gy FEREL T, ZHUCEENTE
FOMELL,
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0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable
Transport) (0x00)
Total Length: 28
Identification: 0x0004 (4)
Flags: 0x01 (More Fragments)
....... Reserved bit: Not set
Don’t fragment: Not set
: . More fragments: Set
Fragment offset: 0
Time to live: 64
Protocol: ICMP (1)
Header checksum: 0xc377 [correct]
Source: 192.168.11.20 (192.168.11.20)
Destination: 192.168.11.1 (192.168.11.1)
Data (8 bytes)

: o
. (=]
-
1 1 1

0000 08 00 f7 ff 00 00 00 00
Data: 0800f7ff00000000
[Length: 8]

Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet 11, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: 11:11:11:11:11:11
Ar-1ra11a11:11:11)
Internet Protocol Version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1
(192.168.11. 1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
... ..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable
Transport) (0x00)
Total Length: 28
Identification: 0x0004 (4)
Flags: 0x01 (More Fragments)
....... Reserved bit: Not set
Don’t fragment: Not set

: (=]
. (=]
-
1 1 1

: . More fragments: Set
Fragment offset: 16
Time to live: 64
Protocol: ICMP (1)

Header checksum: 0xc375 [correct]
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Source: 192.168.11.20 (192.168.11. 20)
Destination: 192.168.11.1 (192.168.11.1)
Data (8 bytes)

0000 08 00 f7 ff 00 00 00 00
Data: 0800f7ff00000000
[Length: 8]

Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet 11, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: 11:11:11:11:11:11
A1:11:11:11:110171)
Internet Protocol Version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1
(192.168.11.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
... ..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable
Transport) (0x00)
Total Length: 28
Identification: 0x0004 (4)
Flags: 0x01 (More Fragments)
0... .... = Reserved bit: Not set
.0.. .... =Don't fragment: Not set
..1. .... = More fragments: Set
Fragment offset: 32
Time to live: 64
Protocol: ICMP (1)
Header checksum: 0xc373 [correct]
Source: 192.168.11.20 (192.168.11. 20)
Destination: 192.168.11.1 (192.168.11.1)
Data (8 bytes)

0000 08 00 f7 ff 00 00 00 00
Data: 0800f7ff00000000
[Length: 8]
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42. TCPIXTry FDTFRTF—4

CDETIL, TCP ANyA DI Sequence Number][CAFEDEELELBEMNHRTESNT- TCP /N4y hEHBH
T5H.Fk 4-21E. COTRANT =DM ITEFREMITAEERLTLNS,

K 42TCP Ty FDT AT —H
T—ADIEDES ] TCP A4 TSequence Number ]

FTEDQXSITIMILI=A TT—2RODHENY IZFHI L=,
BEE: 3.2.2(c)

CHDTAMT—ARIE . IP PRL R 192.168.11.20 & 192.168.11.1 DI TEZ{E SN TCP N\ yrTH B,
17 1. SOT AT —R2D—E% [Wireshark | TRRLI=#FERL TS,

B 17 OFEEHTSEBLTIELL, COFREES L. TCP BIELHEILLI-HE (B 17 OFRED) D
T=HD TCP /Xy kMDISequence NumberlZRLTLYD, —DREID TCP /34 vhkid. [Sequence Number]
IZTIABEEIN. 0 NI, DT—2%ED TCP N yhTH B, CDT= . F-¥E9 DI Sequence Number]
[E. ELLIEM1EHS, LHL, TAMT—2 DI Sequence Number | 1319445 | £%>TULVS,

M testczta_7_tep_seqmofied.peap [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)] [E=SIE=)
Fle Edt View Go Capture Analyze Statistics Telephony Took Jntemals Help

coamy BBXR A¢s20T L2 ([@E QAaaD aDB% B

Filter: [ expression... Clesr spply save TCP@)3-way handshake
No. Time Source Destination Protocol Length Info v d
5000000 5 ST To0. 1.1 TCr B0 33320 > B0 [SYN] Seq=0 win=0 Len=0 L

2 0.000731 192 168 11 1 192 168.11.20 TCP 60 80 > 33329 [SYN, ACK] Seq=0 Ack=1 win=16384 Len=0 M55=1460
0.036379 g 08101 e W? —
4 0.040428 192 168 11 20 192 168.11.1 TCP 62 [TCP Previous segment not captured [TcP segment of a reassemb‘led PDU]

6 0.042681 192 ].ES 11 1 192.168.11, 20 60 [TcP window update] 80 > 33329 [ACK] Seq=1 Acks=1 n"|r1-1.r520 Len=0

i Frame 4: 62 bytes on wirg i ~ )
# Ethernet II, Src: 22:22:3 Sequence number'ltfd'é :11:11:312:11:11 (11:11:11:11:11:11)
7 Internet Protocol Versior - - = Dst: 192.168.11.1 (192.168.11.1)
Transmission Control Prot &haihrgus EEEE : 80 (80), seq: 9445, Ack: 1, Len: 8
source port: 33329 (333
Destination porl: 80 (80)
sequence rluuber 9445 (re'latwe sequence number)
gauence number: 94 gguence pumber)]
Ac <now |edgment number: 1
Header length: 20 bytes
¥ Flags: Ox018 (PSH, ACK)
window size value: 65535
[calculated window size: 65535]
[window size scaling factor: -2 (no window scaling used)]
# Checksum: 0xf7f4 [validation disabled]
- [SEQ/ACK analysis]
= [Tcp analysis Flags]
# [A segment before this frame wasn't captured]
TCP segment data (8 bytes)

relative ack number

@ 7| Sequence number (tcp.seq), 4 bytes Packets: 1751 - Displayed: 1751 (100.0%) - Load time: ... | Profie: Default

17 [Sequence Number| Z#iT. L7 TCP %7 v b
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EHICCDTAMT —3FFH AHATHEI K 18 1. & 17 D/ yhEBERI|ITHARHF2FRLT
W5, & 18 D [Comment]FZFRREIN TSI SeqlEB5 A3 Sequence Number 25229 5 (R 18 D IR
BB o

TCP /X4y Ml Sequence Number](ZIE, —DHID TCP /A Y TEIELET—2DT—42REMEL
ENEREEIND, COTANT—EADIFE. & TCP NTYLDT—EMNTRT 8 N(+THB=8.
Sequence Number|#¥ 1, 9, 17, 25, & 8 FDOMEINAET THSH(H 18 FHERS) . LML, ERRIC
(. 9445, 12209, 1693, -+ &—DRID/ N\ YbTEELET 2D T—2REZE AL TV,

M testdata_7_tcp_segmofied.pcap - Graph Analysis j - - C=nrey
Time 192.168.11.20 Comment &'
192.168.11.1
0.000000 seq=0
0.000731 Seq=0Ack= 1
0.036379
0.040428 PSH, ACK - Len:, 8 Seq = 9445 Ack = 1 Seq=1 $§E'@51’Llf$equence
0.042001 - Seq = 12209 Ack =1 Seq=9
0.042681 seq=1Ack=1 Numberfl'_li, _Dﬁﬂ.a), {&“j
poszsez o oo N hCEELET—S2RAAME
. =1 =1 eq =
0.043913 Seq=1Ack=1 \ 311‘60
0.045023 Seq = 1553 Ack = 1 Seq =25
| 0.045344 Seq=1Ack=1
0.046444 Seq = 14027 Ack =1 Seq =33
| 0.046753 Seg=1Ack=1
| 0.048172 = iz Seq= 5533 Ack =1 Seq =41
| 0.048609 Seq=1Ack=1
| 0.045441 = = Seq=437Ack=1 Seq=49
|0.049798 seq=1ack=1
| 0.050655 flee AR, Seq= 8535 Ack =1 Seq=57
| 0.050971 SeqmiAck=l
10.051828 - L8 Seq = SE83 Ack = 1 Seq =65
0.052214 AL Seg=1Ack=1
| 0.053074 SH, en:,§ Seq=15813Ack =1 5eq =73
10.054326 SeqmlAck=1l
10.055325 2 B SLER Seq = 5680 Ack =1 Seqg =81
|| |10.055753 Seq=1Ack=1
| 0.056548 = SeqmaT03Ackm 1 Seq =89
| 0.056915 Seq=1Ack=1
| 0.057703 - L Seq = 16223 Ack m 1 Seq =97
| | 0.058051 seq=1Ack=1
| 0.058838 Seq=393Ack=1 5eq = 105
!l || 0.059207 ; seq=1Ack=1
| 0.059997 = . EXL: Seq =93 Ack =1 Seq =113 0
| N S— . —_—
N - ™" sequence Numberl39445,
Save s 12209, 1693, ... E—DRID/
SR TINCEELIT—SREE

BAL-EEE->TND,

18 TCP /Xy bDT A b —H BRFRINC =K

28 FANT =X B LTy by 7 F ¥ 7 7 A /L% [Wireshark] TBi&. [Statistics] # == —
DO [Flow Graph...]# F/T LR TH D, ZOBEORAIZ V—r v ay FERGLT, EERFFTTM
HELT-,
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SEETIZ. ZOTAMT—EM55, TCP BIEEMEILLIzHEIZ 192.168.11.20 A5 192.168.11.1 [T3E(E
L7=3 2D TCP /Ny ybZaTXRAMEKTIRET 5. BH. RRBDFEIIDLENEBNLHA=H . IP /T
YRIZCEENDZEIEL MAC FRLREZEIET MAC FRLREZZENZFNT11AT1111:11:11
[22:22:22:22:22:22 |IZTE#L TS EITEREL TULM=ZE LY,

Frame 4: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet 11, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: 11:11:11:11:11:11
A1:11:11:1111011)
Internet Protocol Version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1
(192.168.11. 1)
Transmission Control Protocol, Src Port: 33329 (33329), Dst Port: 80 (80), Seq: 9445,
Ack: 1, Len: 8
Source port: 33329 (33329)
Destination port: 80 (80)
[Stream index: 0]
Sequence number: 9445 (relative sequence number)
[Next sequence number: 9453 (relative sequence number) ]
Acknowledgment number: 1 (relative ack number)
Header length: 20 bytes
Flags: 0x018 (PSH, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
....... Congestion Window Reduced (CWR) : Not set
ECN-Echo: Not set
e e Urgent: Not set
....... 1 .... = Acknowledgment: Set
........ 1... = Push: Set
.0.. = Reset: Not set
vevv vo.o. ..0. = Syn: Not set
........... 0 = Fin: Not set
Window size value: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: Oxf7f4 [validation disabled]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[A segment before this frame wasn' t captured]

o
e & -
S :
S :
T T TR

[Expert Info (Warn/Sequence): Previous segment not captured (common
at capture start)]
[Message: Previous segment not captured (common at capture
start) ]
[Severity level: Warn]
[Group: Sequence]

28



TCP segment data (8 bytes)

Frame 5: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet 11, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: 11:11:11:11:11:11
A1:11:11:1111011)
Internet Protocol Version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1
(192.168.11. 1)
Transmission Control Protocol, Src Port: 33329 (33329), Dst Port: 80 (80), Seq:
12209, Ack: 1, Len: 8

Source port: 33329 (33329)

Destination port: 80 (80)

[Stream index: 0]

Sequence number: 12209 (relative sequence number)
[Next sequence number: 12217 (relative sequence number) ]
Acknowledgment number: 1 (relative ack number)

Header length: 20 bytes
Flags: 0x018 (PSH, ACK)
000. .... .... Reserved: Not set
........ Nonce: Not set
Congestion Window Reduced (CWR) : Not set
ECN-Echo: Not set
Urgent: Not set
. Acknowledgment: Set
........ 1... = Push: Set
.0.. = Reset: Not set
veev vovo. ..0. = Syn: Not set
........... 0 = Fin: Not set
Window size value: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (no window scaling used) ]
Checksum: Oxed28 [validation disabled]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[A segment before this frame wasn't captured]
[Expert Info (Warn/Sequence): Previous segment not captured (common
at capture start)]

. : o
{1 1 1 | A B ||

[Message: Previous segment not captured (common at capture
start) ]
[Severity level: Warn]
[Group: Sequence]
TCP segment data (8 bytes)

Frame 8: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

29




Ethernet 11, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: 11:11:11:11:11:11
Ar-1ra11a11:11:11)
Internet Protocol Version 4, Src: 192.168.11.20 (192.168.11.20), Dst: 192.168.11.1
(192.168.11. 1)
Transmission Control Protocol, Src Port: 33329 (33329), Dst Port: 80 (80), Seq: 1693,
Ack: 1, Len: 8
Source port: 33329 (33329)
Destination port: 80 (80)
[Stream index: 0]
Sequence number: 1693 (relative sequence number)
[Next sequence number: 1701 (relative sequence number) ]
Acknowledgment number: 1 (relative ack number)
Header length: 20 bytes
Flags: 0x018 (PSH, ACK)
000. .... .... Reserved: Not set
........ Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set

: : o
{1 I 1 1 | R B |

Acknowledgment: Set
Push: Set
Reset: Not set
P Syn: Not set
........... 0 = Fin: Not set
Window size value: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: 0x163d [validation disabled]
[SEQ/ACK analysis]
[Bytes in flight: 10524]
[TCP Analysis Flags]
[This frame is a (suspected) out—of-order segment]
[Expert Info (Warn/Sequence): Out-0f-Order segment]
[Message: Out-0f-Order segment]
[Severity level: Warn]

.o
s T
= 5 o
mnounon

[Group: Sequence]
TCP segment data (8 bytes)
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43. HTTP YOI R FDTR T—4

ZDEITIL. Host AYAETEDETEEMZ - HTTP YOI RN TS,k 4-3 [F. COTFRMTF
— DI EFREM I AiEERLTLNS,

% 4-3HTTP V7 = A FDF R FF—&
T—EDTEDES ] HTTP I281+ A Host A4 | DIE

FTEDESITIMILI-D  THEDEIGFEDMBEREIHEL=E) ICHTL=,
BEE: 3.2.2(a)

COTAMT—AIF, Dz TH—/V192168.11.1 [T L TEESN-HTTP YIIT A TH D, cDTAMT
—BNDHELESF- HTTP YOI AR TIE, Host Ay DFEIZ 192.168.11.1 AAEEFEIN TULVI=, 20 Host A
A DEZEM1024 BDOTAL (FFED) ICEEHRZ =,

GET / HTTP/1.1

Host: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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44. UPNPYY IR MDTRTF—4

COETIL. TBody JEBRZHILT= UPnP YOI A1), (2)ZHBNT 5. K 44 [TTAT—2(1)D
MIBEMEMIAE. R 45 (FTRMT—2Q)DMIEMREMITAZERLTNS, HEE. UPnP YT
AN T7O U EEHLE- R G E R ETEDIBRNDH D=5, UPnP YOI AEERLI-5Z TIBHE L=,

# 44UPnP V7R DT A bF—% (1)
T—ADTEDERS | UPnP YO TRMZ#I+%Body | &5
TEDISITIHTILI=A MEFEDEIGFEDMEIE R ITHELT-{E) (T L=,
B9iE: 3.2.2(a)

# 45UPnP V7= A DT A ITF—% (2)
T—EDIEDERS ) UPnP JO T RKNZ$IT5Body | E3 5
TEQESITIMILIzA  [T—2EEIZOLOEMILT,
BE&E: 3.220b) @

441. UPNP YO TR FDTAT—% (1)

CDTAMTF—AIL. UPnP [ZHELT-8 5 192.168.11.1 IZX L TEESNT- UPnP YHTRFTH B, =
DTAMT—EDEHEELEST= UpnP YO T XRTIE. TBody |89 D XML EZHEIElement2 |DfEIZXFlalhY
BRESNTULV=, ZDlalZ3XF5IT00 00 00 001 (FEES) ICEEHZ 1=,

ZT00 00 00 001ASXFE, 10 EDEIE., F1=IX 16 EHOBEDO KX TRIRSN S0 (XHEZELT
WA, DadEd . £ED UpnP YT T RAMI LR TT =2 A AN KEIEH>TWVSIET THD, 12H5.
DTANT—3%E21=0700 0 Y—ILIE., TBody 18853 D T—RHY A X%RY Content-Length NySF D
{EEEELTULNEGD o= (FRFEED) . TD1=H. Content-Length Ny F DIEZEIRT SHBIE THRBENEL
=AIREE L H B (RRICIE DALY,

POST /UPnPControl HTTP/1.1

SOAPACTION: “urn:schemas:service:X_UPnPControl : 1#X_UPnPControlAction”
CONTENT-TYPE: text/xml ; charset="utf-8"

HOST: 192.168.11.1:12345

Content-Length: 383

<?xml version="1.0" encoding="utf-8"7>
<{s:Envelope s:encodingStyle="http://schemas. xmlsoap. org/soap/encoding/” xmlns:s="h
ttp://schemas. xmlsoap. org/soap/envelope/”>
<s:Body>
<u:X_UPnPControlAction xmlns:u="urn:schemas:service:X_UPnPControl:1">
<Element1>a</Element1>
<Element2> </Element2>
</u:X_UPnPControlAction>
</s:Body>
<{/s:Envelope>

00 00 00 00
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442. UPNP )Y TR FDTAT—% (2)

FRAMTF—R2(1) ERMEIC. COTART—44 UPnP (23t i L1=8L & 192.168.11.1 [Z32{E& = UPnP 1)
HDIANTHD, COTAMT—EDIGE  BEDEIZESZ AN TIXEL, [Body |1E 5 (FREFEERSD)F 15
E#EYIRLT=,

POST /UPnPControl HTTP/1.1

SOAPACTION: “urn:schemas:service:X_UPnPControl : 1#X_UPnPControlAction”
CONTENT-TYPE: text/xml ; charset="utf-8"

HOST: 192.168.11.1:12345

Content-Length: 4935

<?xml version="1.0" ?><s:Envelope s:encodingStyle="http://schemas. xmlsoap. org/soap
/encoding/” xmlns:s="http://schemas. xmlsoap. org/soap/envelope/”>

<s:Body>

<u:X_UPnPControlAction xmlns:u="urn:schemas:service:X_UPnPControl:1”>
<Element1>a</Element1>

<Element2>a</Element2>

</u:X_UPnPControlAction>

</s:Body>

</s:Envelope>

<?xml| version="1.0" ?><s:Envelope s:encodingStyle="http://schemas. xmlsoap. org/soap
/encoding/” xmlns:s="http://schemas. xmlsoap. org/soap/envelope/”>

<s:Body>

<u:X_UPnPControlAction xmlIns:u="urn:schemas:service:X_UPnPControl:1">
<Element1>a</Element1>

<Element2>a</Element2>

</u:X_UPnPControlAction>

</s:Body>

<{/s:Envelope>

(FRFEBHZ 12EHKEYERL)

<?xml version="1.0" ?><s:Envelope s:encodingStyle="http://schemas. xmlsoap. org/soap
/encoding/” xmlns:s="http://schemas. xmlsoap. org/soap/envelope/”>

<{s:Body>

<u:X_UPnPControlAction xmlns:u="urn:schemas:service:X_UPnPControl:1">
<Element1>a</Element1>

<Element2>a</Element2>

</u:X_UPnPControlAction>

<{/s:Body>

<{/s:Envelope>
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4.5. JPEG BEED TR bT—4

COETIE, Exif BKXDERZMILI- JPEG B (1), (2)EBNT S, XK 4-6 (ETAT—2(1)D
MIEFEHIAE. X 47T IXTRAM—2QQ)OMIEFREHMIAEEFRLTLNS,

# 4-6 JPEG E# (Exif X)) OF X +F—# (1)
T—ADTEDERS | [SOF | & AU PDIEESA
TEDXSITIHTILI=A MEFEDEIGFEDMEIE MR ITHEL =B (T L=,

B9iE: 3.2.2(a)

# 4-7JPEG Eftg (Exif B) OT R 7 —4% (2)
T—EDIEDERS ) Exif D5 A MEE
TEDESICIMTILIE=D  TT7—4EE170EDEMILT,

REE: 3.220b) @

4.5.1. JPEG EIfg (Exif i) OTRX FT—42 (1)
CDTAMT =L, [SOFOI LT AV D EESA$HZEMILT- JPEG B THS.

19 [S.ZOTAMT—2(1) DM ITEFREM T A ZERRLIz, Exif BRI, B T—2IZET5
15%R (B DIEPE 1 E) #5088 T D Start of Frame (SOF) 45 AU REWS$BEINH D, ZL T, 2D SOF
T AT, ERDEEEEKRT A EESIVBINEEN TS, TD JPEG EROEEZ/UHIL
480 (B4 : pixel) TH=AN(E 19 DFERES) . ChET0ICESHZ-(K 19 DFEED) .

20 [&. JPEG E{&fEHTY—IL Jpeg Analyzer plus I* TCZDT AT —2%ERRLI=HFERLTINS,
20 DFRBEITEB LTIELLY, T640[0] x 0[0] pixel .. | EWLVD X FHEFERTES, ZDI0[0] pixel JH
EgOEESAHETRLTLNS,

24 U H AERO Exif (R EZFEMICE TR T DR 7 7 A ViEHT Y 7 | JpegAnalyzer Plus
http://homepage3.nifty.com/kamisaka/dpegAnalyzer/
vy 1 — K URL
http!//www.vector.co.jp/soft/dl/win95/art/se257653.html
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(Hex) (Hex)

S01 ERT =2 AZ— b 00 FF Marker Prefix
FAYlr—lrmg i 00 o S0F
APPI B LAY b wz[ o0 7 4—n FORS
(Exif FHmInERA) 1 2414242414293 = 1T (Byte)
el - Fre ey 480 (10 M) 0(10MHRIE)
(APP2) v—hES A +03 [ Wil 7 1 2 00
(Flushpix {7 - Wﬂ] i XAFY (Hex) Lines L.
TV ir—irgir. 0] L1 LR 2
w—HA A 27 re R ITPTE L a0
(APPx) W s r;‘ _ > ot e el
(Exif CERRZHh TIRVT— 09 03 “af! 640 (10 FE ) 640 (10 HF% )
)] wal o
THVr—var- +0B | 21or22
: v—HES Ay we| oo
WPPY) | (exir TR SR T RLT— ool o -
=7 ‘q 2}‘ - +0E 11 i R
7 g L e pres ol B LT — AT
y b F A b 5 - R AT R
(APPz) (Exif TEBEATRNF— 10 03 1338 ."?, 3 ,- 3:Cr
& 3) 11 11 |l._ l V2 J -
ar RFE7F—7n H2 0z e T — 7 i
DHT e ?/7—7»
[T T -
ElT—5
EOL ERT—#8T

p.20 E8, http://www.cipa. ig)fh){ou;unkaihkakufgdf{DE -008-2010_J.pdf,
p.86 E27, http: cipa.| df/DC-008-2010_J.pdf OABRER =16 AL,

S7AIE) n VD BEQ 27930 ANFH

T e EPED e I e S

Analyze Start. = testdata .Jpg
File Size 30, 424 bytes / Address (FUDDDDUU -000076D7)
File Path D: ¥

Address Length Message

00000000 ##k SOI  :Start Of Image Sk

00000002 [2835] APPI :Exchanzeable image file format (Exif)
00000014-0000008D 0th IFD Tag
000000F2-00000253 Exif IFD Tag
000002E2-00000377 GPS IFD Tag
000002C4-000002E1 Interoperability IFD Tag
000003C8-00000421 1st IFD Tag
00000432-00002838 Thumbnai |

00002839 [0084) DQT :Def ine Quantization Table [1JG EH89]

00002830 E!TEI-SbN. IJ 3 .--Jq_.

aoonao

000028BF [0011 Sﬂ-’B 'Stari 0f Frame 1] = Basellne DCT
1 0 |_|]|:|.l- T TYLhl

BonpmenlID-M Cb 1x1
onpone: llD—US Cr Ix1

30002303 HTO- ac
000028F3 HT0-AC
IlliBD?SAB HT1-DC
000029C3 HTI-AC
00002476 [000C] SOS :Start Of Scan 00]
Selector [DC/AC] ‘I’[Ilfll] col1/11 crl1/1]
00002484 stk Inue Data dekkikk
Data Size 19,538 bytes
00007806 ##sdk EOl  :End Of Image  eikbork

Analyze End.

X 20 [JpegAnalyzer Plus] T7 A T —% (1) Z2FRLIEF
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45.2. JPEG H{& (Exif #®) OTRXFT—4 (2)
CODTAMT—A2IF Exif BERDIRIEPERLDZEIIET AU MEEZHILT- JPEG BB THS,

2. TRANT—22)DETAVMMEEZRLTWNS, COETAVMEEZE Exf RRXDREEBSL
BhHhETHBE. ROENDLHS,

® [E{EMN%KIEETT Start of Image(SONTH AU RDRIZ, SOF0 5 AU NNEHET B,
Exif S DIMIGIZLDEL SOl BT AUPDEIZ APPT 5 AU RDRS, LAL, COTFAMT—4T
(% SOl 4 AU RM I SOF0 4 AU RHMHRLITLNVA,
® Application Segment 1(APP1)t%4 A M =1FHTId %L, Application Segment 0(APPO)MTETET S,
Exif R DIMIETIE. APP1 25 AVRIE RLTULSHY, APPO 5 AR ZIEE BRLTULVALY,

22 1%, NJpeg Analyzer plus ITCDTAMT—2ERRLIBRFERLTLNS, B 22 DFBEDIT5E
BLTIELLY, [SOFOIETAPPOIELVS X FIINHER TEDEDD, T K 22 DFREBHDREIDE
HTW=FKE, SO TEISOFOIEVDIXFINEHRTED, CDTAMT—AIZIE, SOF0 5 A kA
2 DFEFEL TS, F1=. [Jpeg Analyzer plus JHZEEAvE—CFH AL TULNDESIZ, SOl T AV D EIZ
#E< SOF0 U AV MW EELEL A>TV =,

BRI, COTAMT —2DEDBETHEENELCTH, EERICIF DM DR,

SOl SOl AU D EIZSOF0E S Ak
MBS .,
SOF =

APPO ‘,/_. APPLEY AU REIFTIEAL . APPO
T AN EET B,

APP1

COM
DQT

SOFO
DHT
SOS

E#ET—%

EOI

21 FRAITF—& (2) OBISA MEE

2 FOHINVAFIIHATH BT AT +—~ > M Exif 2.3
http://lwww.cipa.jp/std/documents/j/DC-008-2012 J.pdf
26 SOF &7 A MZiZ, BT — % OFF 5t i X7e EOEWNZ K > TEEOREERH 5, SOF0 &7
AUNMIEDIHLDO—D2TH D,
271 JPEG BB OT — 4K D—>ThHD [JFIF X BNEXLTWHEIT AL FNTHD,
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: pe
ZrAME REE U-LD BEE 79300 ANIH

KT Iz ERET S

art.
File Slze 48,

ile ne-e = testdata
785 bytes / Address (ﬁ'uaouuna -0000BSCO )

File Path D:¥

= 0f F .
Dlm-WMwlarlxmt ko |I

00001844 [0017]
00001863 [0043] DOT
00001848 [0043] DOT :De

IJEI{IIB

0001964

Analyze End.

S 300: :;
. A selfg[frergwm(mntzbyu r~

00001380 [000C] 308 Start 0[ Scen

S tormt Ver T T T

t (Exi

f
Tag = 14

operabi| ity IFD

ne Ouant izat jon

l]l]EIiIIﬂS? Eil'l] Sblt IJW! WG(LEAD!I]IJ)
ﬁ

Component
00001900 [0018] DHT :Def ine Huffman Table
0001904 HTO- DG
00001914 [0024] DHT :Def ine Huff
00001STE HTO-AC
00001346 [0018] DHT :Define Huf
0001344 HTI-tI
00001360 [001E] I]'IT Def

00
arlwacl v[ofa{] ce[1/1] crl1/1]

0000196E ks Im Dat
Data Size 40 241 bytes
0000BSEF ##t EOL :End Of Image webrs

& SOFESAD MCAMEESSTIRUET &

X 22 [JpegAnalyzer Plus] T7 R b7 —4# (2) 2FE RTS8

28 A MINEEND COM 7 AL NOEIZIE, 77 Vv 7Y — )V EmRd CFHIN

W, IRFEE EFE TV,
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. EBRBIANIL—LDODTRMNT—4

ZDEITIZL. MNnformation Element ] (LAf%. NE]) 525 LIZHI T L-84E LAN JL—LERBNT 5. X
4-8 [, COTARMT—ADMITEREMI AiZERLTINS,

# 48 BHLAN 7L —LADF X b F—4
T—EDTEDHES IR LAN JL— LDl Information Element]

FEQESITIMILIzD [T EIZTDEDOFMILT-,
BEE: 3.220b) D.Q

CDTAMT—AIE. MAC 7RL R AR [TEESN-BIR LAN IL—LTHD. B 23 [&. ZDT
AT =D — &% Wireshark ITRRLIz#HRFERLTND, COTRMT—RIZIE, TR LAN DR
lEEE Std 802.11 |®* THRYIKZWLASBAREIRESTULVEWWIE IS, REDT—2EFETHT—EARMNHRES
NENEINEBEEN TV,

HETRYRWLABEEICRE>TOEWIE], EBOT—2EFBETHT—IRARESNINEIZE
NFN Tag Number[129 1 DTIE] (B 23 F#ERS) . Tag Numberl 15D Schedule element] (B 23 7R

B5) THITRL KD,
Ele Edt View Go Capture Analyze Statistics Telephony Toolks [Intemak Help
coAamg EEX@ AT EE QD @F0B %8
Filter: ElExpmsslon Clear Apply Save
No. Source Destination Protocol Length Info
1 c4:68:0a:e4:b6:76 fr:ff:ff:ff:ffF:ff 802.11 1514 Beacon frame, SN=2928, FN=0, Flags=........, BI=100, S5ID=CwB65SAXPORQySTKQ5Q

@ Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
@ Radiotap Header v0, Length 14
@ IEEE 802.11 Beacon frame, Flags: ........

® Fixed parameters (12 bytes)

= _
# Tag: SSID parameter set: CwBESAXPORqQySTKQsq

Tag supported aates 1(8) 2(8) s S(B) 11(8) 6, 12, 24, 36, [Mbit/sec]

Tag aeserved (129): undecoded
= Tag Number: unknown (129)
® [Expert Info (Note/undecoded): Dissector for 802.11 IE Tag ((129)) code not implemented, Contact wireshark developers if you want tf
Tag length: 200

Tag Data: 46be234d9c6adIbflbd27el66a8a39976b391e2e830683e4. .. |
: Collocated erterence Report: Undecoded e

Tag Number: Schedule (15)
R e
xpe qto or/Malformed): Tag Leng 98 wrong, M he = 14

@ Tag: Reserved (198): undecoded

.,—

¥ : reserved (185): undecoded

i : MIC (Message Integrity Code): undecoded

] Tag: reserved (217): undecoded

# Tag: MCCAOP Advertissement overviw: undecoded

% Tag: Reserved (151): undecoded

# Tag: Reserved (190): undecoded

“ Tan: Reserved (235): lindecnded - 22
fit +

@ 7| IEEE 802.11 wrelass LAN management fr... | Packets: 1 - Displayed: 1 (100.0%) * Load time: 0:00.000 Profile: Defauk

23 7 U H AICHI L L7-## LAN 7 L—.A

29 TEEE Std 802.11-2012
http://standards.ieee.org/findstds/standard/802.11-2012.html
38




F9°. Tag Number[ 129 |DTIE1ZAH TH LS, B 24 & ® 23 D Tag Numberl 1291 DTIE 1 ZHE KL T=#%
FERLTWS, B 24 5, ZOTEJDT—F2EAH 200 T, B 46be2-- - THAHEEHHINS,

s LAN DIRARTIEEE Std 802.111Tl&. ZOTIEJETReserved] (F#) EFFELTULVAY, LE=AH5 T,
Tag Numberl 129 |DTIE 1M ERY $RULNAVIRIE THAREIZIRE > TULVELV =8 BERIZEH>TIXZDIIEIZFER
T HESICRIENEEZS RSN H S,

= Tag ‘Reserved (129) Uﬂdecoded ...........................................
£ Tag Number: unknown (129) . . . . .
# [Expert Info (Note/undecoded): D1ssector for 802. 11 IE Tag ((129)) code not 1mp1
Tag length: 200
Tac_; pata: 46be234d9c6ad9bf1bd27e166a8a39976b391e2e830683e4

24 Tag Number [129] ® [IE] T —ZFE L{AE

#ELVT, Tag Numberl 151D I Schedule element |Z##& TH &I, X 25 (&, B 23 M Tag Numberl 151D
[Schedule element &2 KL=k FZRLTLVS, B 25 M5, [Tag Length 198 wrong, must be = 141&1LY
SXFHEFTAIND,

42 LAN DRI TIEEE Std 802.111Tl&. ZMTSchedule elementIDT—4 K% 14 /N ERELTLY
52, LML, COTRMT—RIZIET—2ERIZ 14 INALEYEREL 198 NAEMRESNTUNVD, LT=Hto
T.TAFTF—AMDISchedule element][ZIZEEDT—2DRIEERLELZT—AEARNEBEIN TS
HRBICEOTIIINEZRIRT SLEICRBEIEEHAREELH S,

Tag Number: Schedule (15) -

25 T[Schedule element] ®F—% & L {E

30 p.474 8.4.2.1 General, "IEEE Std 802.11-2012"
31 [TEEE Std 802.11-2012] TiX. EHEIZIE Length & LT [Tag Number] ® 131 k., Length ®
134 DR 231 REERWE T12) A FEERL TN D,
32 p.579 8.4.2.36 Schedule element, "IEEE Std 802.11-2012"
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5. TAMT—RIZET5HBOERA

3EARTIFOUVIDTANT —BIZEITBEZ A BLUTAMT —ADERFIEBNLTE =, Chic
FOT. T7OUTY—IANED LSBT AT —EZELD M, BV FEIH-EES,

T7oTY—ILIE REEENRITIMET — 2R RGEHETCHILTCT AN —42%E5. LML, H
SPETANT =3 TIFOVTEERT HEWKRGFFEANMN>TLED, TS T HRRLGEZATITOV
TY—ILHBRREINATNSS, flZ £, TEMAEM-ELTH, ATRELRRYZLDTAMNT —2TI7OY
JEERTDHIV—IHEHNE. BHEEREESELT. T ED—HBLOAMILIZTANT —4T
IO EERTHIV—ILEH D,

7OV TY—IDTANT —SZIEET HE. TANT —2OMBRESO T IRHGIT7OUITEE
BTED, EOIT, AETREALEMBEI7O U7 Y—ILOMBERFEICRIITHIELTES,

5.1. —SEALHNBOFR: 27200 Y—ILOMBERAR

BEDENNIE BRFOI7OUTY—ILTEDRBICEDEETAN —4ZENT 2 BIFEOY—
WTIFOUTERBTELGVIDAH D, COLIBHGITHLTI7OUIEEET 5156 . BHAmFED
¥R LUMRENHRICEDLERTI7OUITY—IVERBICRAE T SHENH D,

CNETIR, I7OUTICE B TR =2 EERRMITTEH TV S ER I VLM o= ®ERI
BOEETANT 2R T HENHLAOEEZ S RRIC. 770V T ZRELTOW SRR EEN
5. BRERMATOI7ZOUTY—IVERFELEVOD BHORMETEIZ7OUTY—ILOBRENEHL
L EWSREE R T2,

ZITC. ARETHRNLETARMT —ADEZA A (T EDEDTF R 1ZTEDLSIZIMITEHM) %,
HRCEDOEEITAN —2IORFISERAWEZT51255, IPA THEEBTHE>I-TAMN —20HE
ZSFEAT.JIPEG TAMKIRY—ILIFuzzMaker |ZFFELIz. KENT7OU T Y—IIL DI BERFED—B)
L1E BT EE LTS,

33 pHELS TFFR Raven] . [Codenomicon Defensics] . A—7" Y —AY 7 by =7 ® [Taof] @
3ODT 7 VU T VORI ELLTOLAR— M TELZLTND,
IPA : TRLE O WE ZMERT D X2V T 47 A M] 12T 5 LK — K]
4.5 [2nd 27 v FIPFHBMEIER LIc 7 7o v 7
https!//lwww.ipa.go.jp/about/technicalwatch/20120920.html
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5.1.1. ;EFAZEH : JPEG T X FXiBW—)L TiFuzzMaker]

lFuzzMaker | &I&, TUPEG BE{&ZHAAOHEE 1 ZF DB QI T E2I700 0% XETHY—ILTH
%, ZMDliFuzzMaker | TlX. FNOHDRRIH T B I7O0 T THEITAMNT —2ZEZENTES, X 26
[Z. TiFuzzMaker | CE o = TR T —R3%&FE 01z T77 00T DA A—DFRTR LT,

TEA<E QR EISFRAINDLS . IPA TIXRAT=AT7ILEESLIZTiIFuzzMaker JEA —TY—RY D
rroz7ELTARLTLS,

(JPEGIE )

(*):DIPEGT7A N ETA AT HAEI1ZFOR M

X 26 [iFuzzMaker]| TYE-7=T A NT—F &7 707 (4 A—VK)

B [iFuzzMaker ] D=

https://www.ipa.go jp/security/vuln/iFuzzMaker/index.html

X RFRAE JPEG B2 Z RS EHRRECV IV 7THEDREFRE
(ARBCRERIELELGLEZETE)
EEIRIR 0S : Windows 7 SP1
Windows 8.1
Windows 10
L5 0S (&, 32bit fiR& 64bit i TENMEHERREFH
CPU :1GHz L ED x86 Efc Ot w4
AEY 1BLULEDEEZEAE
HDD : 1GB LI EDZE &= fEiE
Hae ® JUPEG EfRZEHAALHEEIIRNTEI700 T THES. TR JPEG EfR
S s
® FIRAEMIEELT: Exif 5D JPEG BIEEESHL

41



6. &bHYI
2011 £ 8 AMBI7OU I BEDRBERERTOEREELZBMEL-TEBERHEOERESZ
IPA DMEHTHD., 2 FLUEARBLI EFBLBHNIYLIT7OU T 1ZH>TVSEMMIELSZ. DLTD
BATLHGEAKIIT7OUTDBALZRATIEENHTE . LOL. AETRY LIF-T7700 51
BIETANT—SOEMBLHE  CENMRGRARDOBRIGETIFOUITEERTHEEZOREIELLKDELH S,
$#%EIPA TIXI7OUT DFANLEN -0 D FBEHHEL TLVETLY,
AEN BREARICHEFZI77OU07OFER. VWTIFERBARICHE THHEEMHERO—BELGNIE
FETHD,
7. AEICEEY SR
ftHsa Higd URL
Exif TOBWARFIVAASRERI7AINTA—VMRIE Exif 2.3:
(Exchangeable image file format) http://www.cipajp/std/documents/j/DC—-008-2012 J.pdf (2016 4 2 H &R
HTTP RFC2616:
(Hypertext Transfer Protocol) http://tools.ietf.org/html/rfc2616 (2016 £ 2 HER)
IEEE802.11-2012:
IEEE802.11 http://standards.ieee.org/findstds/standard/802.11-2012.html
(2016 4 2 A #ER
IP RFC791:
(Internet Protocol) http://tools.ietf.org/html/rfc791 (2016 4 2 A &R
TCP RFC793:
(Transmission Control Protocol) http://tools.ietf.org/html/rfc793 (2016 £ 2 H#E:R
UPnP Device Architecture 1.1:
UPnP

http://upnp.org/specs/arch/UPnP-arch—DeviceArchitecture-v1.1.pdf
(2016 £ 2 AREEE

(Universal Plug and Play)
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1% . RHTED TR FT—EA MDD SHEHBIEER

IPA Tl&. US-CERT*& Exploit Database®™® 2 DM TH A rZHlM, 2011 &£ 1 AHD 2013 4 6 ADEARIC ARSI -MEHEIERO DA, S, MMt
DHRAOEMI—R OO T DB ELTRETELTANT — AN NEELDEREL -, TRIIZTOREHERERLTLVD,

AFFEZETFERAVEEGEE . THRELEBRBICARSNERBERFRRET N THELLZD T TRABNILITERELTOEZEL,

No |HEZ WETERI [fES R = 57 AFT— 5 (URLOEHE S EI={E ) URL ESa e A\ 7E LT-HehE R PEA FAE LT D
WL2600CAM L \ =
! |PoE2600HD7E PHAS asa- -+ (3000{Ha) Ihtto://www exploit-db.com/exploits/26174/ xTY—E R HTTPU S TARS 4> BUR
2 AR =S HEE
airCamit)—X IPHAS rtsp://PFRL Z>/AAA- - - (271{EIDA) 0x78 0x56 0x34 0x12/live/ch00 0 |nttp://www.coresecurity.com/advisories/buffer—overflow-ubiquiti-aircam-rtsp-service (RTSP#4E) DESCRIBEY 2 T RHZ#51FHURI
3 BEY—EX T—ALE
Xpient POS system POSYRT Ly 11 http://www.coresecurity.com/advisories/xpient-cash-drawer—operation-vulnerabilit: (7510/tcp) (F—2%Z T FHEEFBELLENESTHD)
. ’ " SNMPv3 USM®D
— F5IT r p//blog. . ple-| — —on-| 1
4 [AR1220 =4 XFFIT4096/EDTALL http://blog.emaze.net/2013/05/multiple-buffer-overflows-on-huaweihtml SNMPH#EE AuthoritativeEnginelD 45 % UserName
5 |MayGion IP cameras PHAS /AAA- - -(3000{BIA) html Ihttp://www.coresecurity.com/advisories/maygion-ip-cameras-multiple-vulnerabilities T —E RkE HTTPYZ I RS54V DURI
= X5 10008 D Ma] ) . ‘ o I o AR =S HEE DESCRIBE')ZTRMZ$11%
6 |PT7135 IPHAS 51T 10000{E D a1 Ihttp://www.coresecurity.com/advisories/vivotek-ip-cameras-multiple-vulnerabilities (RTSPHSEE) Acthorization~s &
— - ¥t¥t¥tHACKED! ] . RAITATTIEDESEREE EETSHDTOMLICEITE
— b exploit=db. ol N 5
7 |Dp6000 ZY—hFLE X5 1040 D a ) ) Ihttp://www.exploit-db.com/exploits/18751/ (55000/t0n) namellids £ UMAGT FL A fE
5 EABT—ATHEDL . DHCPH —/ \#AE F—akk
- — ¥ KD x
8 |MegaDome AV1355DN IPHAS (Nrmop foNessus T R F—FTHOK) Ihtto://www.kb.cert.org/vuls/id/375180 (69/udp) e B 1 B LA R LA E5THE)
9 |TL-WR740N L—4 /. J(RyR %D ELI=HD) Ihttp://www.zeroscience.mk/en/vulnerabilities/ZSL~2013-5135.php 74— RHEE HTTP Y9 TRFS A DURI
10 [Broadcom UPnP Stack UPnPSAJ51) EEwe2] Ihttp://www.defensecode.com/public/DefenseCode Broadcom Security Advisory.pdf UPnPi8E UPnP Contrall=51F &1 SetConnectionType )
T %33> MNewConnectionType BF
" . N, uuid:schemas device:AAA...AAAanything . | ” " SSDPIZ#(+HM-SEARCH! Z TRMZ
Intel/Portable SDK for UPnP DevicdUPnP5 4751 (ED—8 5 B - E T THIE R D) https://community.rapid7.com/docs/DOC-2150 UPnP#4E 5H3 STAYE
e e _ " SSDPIZ#(+%M-SEARCHY Z TRNZ
12 RATA—F (CRLF) Z RS L1-fE UPnP##E B2 STAvS
MiniUPnP UPnPS 4TS5 BEICENIA—RER AV https://community.rapid7.com/docs/DOC-2150
13 “# (v —F5EH) £RL\Fz SOAPAction Av4 UPnPH#EE UPnP ControllZ#%SOAPAction N5
" (ZEBIFF) £RL =z SOAPAction A4
14 |EHOTIVE POV PCLTIE SN TLELXF (FlIXXF4E) https://viaforensics.com/security/exploiting-printers-via=jetdirect-vulns.html JetDirect #HE PCL (Printer Gontrol Language) CEAILI=T—4
15 _|E585u-82 ENANIL—E I Authorization: Basic¥r¥n¥r¥n | http://\ kb.cert.org/vuls/id/871148 1Y —E HEE HTTP Authorization Ay 4"
BCM4325 . . wrlr i . o - . IEEE802.11(MBeaconIL—LIZHE T2
16 [5omas29 SEARLANTF v T 12y | 165535 ) (OxFf Oxff) Ihttp://www.coresecurity.com/content/broadcom-input-validation-BCM4325-BCM4329 SEARLANMBE RSN Information Element(IE) ®Authentication suites count
17 |KDL-32CX525 AZ—hTLE —EHDTCP-SYNEF Ak http://www.exploit-db.com/exploits/ 18705/ TCP/IPALIEHEAE TCPtS Avk
18 |Cisco TelePresence Series ETAREIRTL [4x8a”s http://www.exploit-db.com/exploits/17871/ SIPALIRHEEE SIP INVITE') V7 ZRFDMACTFL R
19 |SoundPoint IP 335 IPEEE I Authorization: Basic¥r¥n¥r¥n | http://www.exploit-db.com/exploits/16068/ 79— RHhE HTTP Authorization N4’
20 [CMNG-200 Full HD PHAS XFFIT512[ DAL https://www.trustwave com/spiderlabs/advisories/TWSL2010-006.txt 7Y —E R#EE HTTP CookieNy4
Pk
34
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