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Secure by Design Alerts
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Secure by Design Alert: Eliminating
OS Command Injection
Vulnerabilities

Publish Date
July 10, 2024

RELATED TOPICS: CYBERSECURITY BEST PRACTICES

Malicious Actors Use OS Command Injection
Vulnerabilities to Compromise Systems

Operating system (05) command injection vulnerabilities are a preventable class of vulnerability in software
products. Software manufacturers can eliminate them at the source by taking a secure by design approach. Despite
this fact, 05 command injection vulnerabilities continue to surface, allowing adversaries to

harm. CISA and FBI are releasing this Secure by Design Alert in response
campaigns that exploited OS command injection defect:

exploit them to cause
ecent well-publicized threat actor

VE-2024-20399 , CVE-2024-3400

+, CVE-2024-21887= ) to target and compromise users. These vulnerabilities allowed unau
actors to remotely execute code on ne

thenticated malicious

twork edge devices

Cisco NX-0OS. Paloalto PAN-
OS. Ivanti ®IOSOV U R14I T
2937 k5EEEI>MNMTELT,
EDEODBERZININ T+
7\ - THAURBEESRERULT
L\%b\’é%ﬂ%‘ib’(h\%o
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1800-44)7O0V VDB ERR! I )—2X

https://www.nist.gov/news-events/news/2025/07/nist-consortium-
and-draft-guidelines-aim-improve-security-software
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Common Vulnerabilities and Exposures
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CVEZRIZES DB 2014F18~
\ EETLE
CVE-2014-1000 LR

,\ ote packet Denial of Service against Authoritative and Re

CV E 2 O ’I 4 ‘I O O O Fecially constru ctfpw i I SO TETea T ™™, affecting DNS service.
- - o o ).CVE-2012-3413 |
CVE-2014-100000 T
Program Imp cted: BIND
Yersions affected: 9.6.3, 9.6-ESV-R4, 9.6-ESV-R4-P1, 9.6-ESV-R5b1 9.7.0, 9.7.0-P1, 9.7.0-P2
CV E - 2 O 1 4 - 1 O O O O O O 9.7.2-P2, 9.7.2-P3, 9.7.3, 9.7.3-P1, 9.7.3-P2, 9.7.4b1 9.8.0, 9.8.0-P1, 9.8.0

Severity: High

SOLUTIONS SUPPORT COMMUNITY STORE ABO|

Exploitable: Remotely

RNEREINTVSIEFFECENY HTONZHA
BHSC. Bt —RICRET D& &rE
&8

[HEe]  HLERESsM R FCVERER
https://www.ipa.go.jp/security/vuln/CVE.html
CVE - Common Vulnerabilities and Exposures(CVE)
https://www.cve.org/
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Common Vulnerabilities and Exposures
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MITRE
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= 1
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Apple Inc. Inscés;}[oec::]aste Google Inc. Oracle P JPCERT/CC :
CVE CVE CVE CVE : CVE I
N BS &S &S 1 ES8 ’l )
~
VORI PR OE=EFFAEKE CNA

[H#]  Submit a CVE Request
https://cveform.mitre.org/
CVE Numbering Authorities (CNAs)

https://www.cve.org/ProgramOrganization/CNAs
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Common Vulnerability Scoring System
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https://www.ipa.go.jp/security/vuln/CVSS.html
Common Vulnerability Scoring System SIG
https://www.first.org/cvss/
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Common Vulnerability Scoring System
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Common Vulnerability Scoring System
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Common Vulnerability Scoring System
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Common Vulnerability Scoring System
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BB Y DRICHBERIADEHS

N
B

ECHOKERRETHDH
WEITXS (AV: Attack Vector)

WEY IFRCLBRRADEMS

;ig WERADEHS (AC: Attack Complexity) g T WEEEDEES (AC: Attack Complexity)

D D | HEIIECHERFHIRFEDEE

< # | RIEMREDRIRSM (AT: Attack Requirements)

2 | wgamismanmL A 2 TSI NE L AL

= | WELREEL NIV (PR: Privileges Required) = 1 BELEELAI (PR: Privileges Required)
wETIBoNERI—FEsLAL | | | BB BBINBRI—FRISLAI
J1—HE5L ARV (UI: User Interaction) I1—5EEE5L ARV (UL User Interaction)
WE|L LD ENEBESH AESSAR I IR—R M DEE

w | REOEEHHHA (S: Scope) y | /DI VR—RIEADHE

R il AR I 2 =2 HEISIRYR R\ T BTN

5: HZEADEE (C: Confidentiality Impact) IJ: HEBZEADRE (C: Confidentiality Impact)

z | BB ASNDAEEEN Z HERHNWS AN D ATRENE

=, | BEEADFE (I: Integrity Impact) =2 TEMEADFE (I: Integrity Impact)

CIRE 57 e e e £ SIS HNEIE - (E1 T DA
ATAMADRZ (A: Availability Impact) AITAMEADRZE (A: Availability Impact)
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CVSS (FLimlpssitaTfi=/ 2 7 L) v4.0 1PA

BEANTIEE  MeF9EIC KD RNSRER M DERECHE

® [ESeE(IC KD RNRRERMDERECAE (V3)
o X1—7
o [essfEE&E (Vulnerable Component) : IXE&EMNY T 7D
eSS ZERAU CEB I DNR(AVR—R M) &H
o EMTEHFE(Impacted Component):fesaltEZ=ERAINIZIEE
| RN & ]

AI—TZEELRL(S:U) AI—TZE&EHY(S:C)
ﬂfiﬁﬁ,e?ﬁ"e Y

.—HA-A-
=, 2 FEH

2026. Information-technology Promotion Agency, Japan

61



CVSS (Fh@HessEHim = 2 7 L) v4.0 1PA
EARTHIERE ESSMEIC L D TRMRER R DIREC A

® [E59E(IC KD RNRERMDERECAE (V4)
® [RIRIVRTLANDEE MDIRT LNDZE
® MEFHRIVRTLEWNREUV REZCIATERE
® IRV RTLICEETBIMDIRTLNDREZCIATERET

feS8’a Y AT LICEET HMDIRT L =
23—FEEAL(S:U) 20—TESHY(S:C)

fe3978 X7 L
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CVSS (@SS EEHIE 2T L) v4.0 1PA

AA7DEEAE VANDEES

@ CVSSvlI~v3.1: 518 Hh5EH
® CVSS VA 2T70DRAI7XnICiRYDIT72%&. BERELU CE L
o CVSSIRIEE(CVSS-BTE : &AM + Z & + FRIESTM) DEEE.
1500 AZTTIC270ED R I 7 XD Z{ERK
o /\SAVEDHEEDEENS. 27O1IEIGDZjﬁE§J\0)L\©“1’L73\IJJE63\lT
¢ XIA7RABICTHEEINTWLWBCVSSRIZEIZNULT. CVSSROA7X%
BEERXOPENMESBDIEEHENDEETTIC. BEAEE U CEHT

BMacroVectors (270 equivalence sets)

o 035 A 1 2 25 3 35 4 45 5 55 6 65 7 75 86 B85 © 9353 10

2026. Information-technology Promotion Agency, Japan 63



CVSS (@SS EEHIE 2T L) v4.0 1PA

AAT7DEEFE VANDEER

o ENHMEDLLE (BH1224FIC L DELER)

40 o v3.1 15
30
10
20
0 — — 0 | "‘ 1m |I Il m |I ‘Ill ||I m I|I||
40 e v4.0 15
3
0 10
20
. II I 5 “\H
N | | | {1INF BN 1F
0O 1 2 3 4 5 6 7 8 9 10 O —INNMINT NIV NOIONO

O — & M & O OV X 0 o
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CWE (Hiliesstts1 7 —%) 1PA

Common Weakness Enumeration

15515 W3

® [E5E
° 2024 CWE I\u? 25
e X177 NVDCKEMTEMEWNHRKT —IR—X) TORIREE E
CVSS(ILEETEHE X T L) DFEAUENSEHE
o IBHEI: KEV(EHINIEMNOMGEEE—E) COLHIRE

# | CWE BFp 27 | 1BEEK
1| CWE-79 JORFASROVTT4200 56.92 3
2 | CWE-787 |fEEEAXEIANDEZTHU 45.20 18
3 | CWE-89 SQLAoxz o3y 35.88 4
4 | CWE-352 | 20X ANIJOIRANIA—TT!) 19.57 0
5| CWE-22 T4 L OIS IN—=F)b 12.74 4

[Hg] @MY 1 T—ECWERER
https://www.ipa.go.jp/security/vuln/CWE.html
CWE - Common Weakness Enumeration
https://cwe.mitre.org/
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https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/22.html

CWE (Hiliesstts1 7 —%) 1PA

Common Weakness Enumeration

15515 W3

® [E5E
° 2025 CWE I\uj 25
e X177 NVDCKEMTEMEWNHRKT —IR—X) TORIREE E
CVSS(ILEETEHE X T L) DFEAUENSEHE
o IBHEI: KEV(EHINIEMNOMGEEE—E) COLHIRE

# | CWE BFp 27 | 1BEEK
1| CWE-79 JORFASROVTT4200 60.38 7
2 | CWE-89 SQLA>oxz o3y 28.72 4
3| CWE-352 |270RYANIJOIRNTDA—T 1) 13.64 0
4 | CWE-862 | ERAIDKR%E 13.28 0
5| CWE-787 | EIBEHAATIADEETHL 12.68 12

[Hg] @MY 1 T—ECWERER
https://www.ipa.go.jp/security/vuln/CWE.html
CWE - Common Weakness Enumeration
https://cwe.mitre.org/
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https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/787.html

CWE(

G
"N

fEsgiEvy1 o —5&)

Common Weakness Enumeration

o BHLEMRBIN a3
° 2025 CWE I\u? 25
#t | CWE BFR 237 | 1BEEK
6 | CWE-22 T LIRSS IN—TF)b 8.99 10
7| CWE-416 | XEDRERILER 8.47 14
8 | CWE-125 | FEIdHNDAXEISHE 7.88 3
o | CWE-78 OSONRAITOYaY 7.85 20
10 |CWE-94 |Jd—RA4Ixov3avy 7.57 7
11 |CWE-120 | /\wI7A—/I\—2J0O— 6.96 0
12 | CWE-434 | &Y TRWZYyTO—RFRJ71IUHIR 6.8 4
13 | CWE-476 | NULL R1%858 6.4 0
14 | CWE-121 | R&voA—/\—2J0— 5.75 4
15 | CWE-502 | BB TERV\T—YDu )7 It 5.23 11
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https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/434.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/502.html

CWE (8

Common Weakness Enumeration

® fESE
° 2025 CWE I\uj 25

fEsgiEvy1 o —5&)

|15 (04

CuE

IPA

# |CWE BFR 237 | 1BEEK
16 | CWE-122 |e—T#—N1\—2J0O— 5.21 6
17 | CWE-863 | EYITHRU\EER 4.14 4
18 | CWE-20 B TRV ASIRESR 4.09 2
19 | CWE-284 | @Y TR\ It A1 4.0 1
20 | CWE-200 | #ERDBV\I—HFADERIFHRDIFR 4.07 1
21| CWE-306 | EELGHEREICX T DEREED RN 3.47 11
22 | CWE-918 | Y—/\UAMRUODIA+TA—T 1) 3.36 0
23 | CWE-77 aANRAI T o3 3.15 2
24 | CWE-639 | I—5H[EHF—(CKDERRIDTE] 2.62 0
25 | CWE-770 |#IR®ROVEITRLDN)Y) —XEY 2.54 0
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https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/306.html
https://cwe.mitre.org/data/definitions/918.html
https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/639.html
https://cwe.mitre.org/data/definitions/770.html

CPE(F@TSY N I3 —L—E) IPA

Common Platform Enumeration

o IBBURTLERRTB\—RYTT. «S L.
VIO I DEFVE, JOJSLT

(B) LB L9 WWEIN CELih 9 D72 sh Dtk = B omashll F

\
CPE v2.2
IPANMRIT BYA-ITA- T IR > coe:/azipa:myjvn
RER LB 44 /A .
f/%fﬂ%gfgﬁi%’fﬁb\ cpe:/{f&Rpl} AR {®GE}:{/IN\—T 3}
~ISMyy V {PYTF—R{TIF 13V} (=5}
%)%@i\@“ zMyJVN #R):h=/\—RDI7, 0=0S.a=7FJr—v3y
IR ALIBHEEMAE N
RtITEIVT-ITA-TA-IX

_/
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CPE(F@TSY N I3 —L—E) IPA

Common Platform Enumeration

® TOMDEGHRIT
e CPEvV2.3
cpe:2.3:{f@p} ARVS Y {RBAN—Ua {7y IT—RATTF1oaViA{E
z&}: {sw edition}:{target sw}:{target hw}:{Z D}
cpe:2.3:a:company a:application:1.7kxkkkokx

® purl(package URL)
okg: {517} /{&Zai1zE/}/{INvTr—I&r@{IN\—I 3 ? {1 #{/VX}
pkg:maven/org.company b/browser@2.1

e SWID(VIhroI7#AIF. Software identification tag)

ISO19770-2TIRE(LI NIV TR T T 7RIS T DiLEk
J0—/\V3R1=—2IDT16/A1bDUUID or ¥ EREICL > TEEINIAE

® TEI(Transparency Exchange Identifier)

OWASPHIRE T 2EHNOR EHINFEHEE T DLk
urn:tei:{TEI type}:{DNS domain}: {ﬁ%n%n&EU¥}
urn:tei:uuid:products.example.com:d4d9f54a-abcf-11ee----
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MESSME (VLo <EFW) DR |pA

® JJT+42X20O—+(Full Disclosure)(1993%F)
TFIVTAICEATRIO0EDDEZATHY., TEICEFIAT7PRIATLA
X TORIIVY—RDA—RREIRTOHERTA—T L EI—IC
MA D& ITHETEHICEET DFMIFIHRIFINTOI—HFHATE
HCE1ELTLS,

o [EggERE~R!)—(Vulnerability Disclosure Policy)
o fEFEMEIBEHmROERVIKWVICETSEZA R
o HHEZE AEHKEE. RNEFERARIVIREN. BEDIIG TOEZAZITED
EDTHY ., 2REUVTOESHENENTLBIDIFTIERL,

2026. Information-technology Promotion Agency, Japan

71



RESETE (LU <EL) DFR |pA
fEsatE/\ R T EF

o HA/\—KNEICLDIWMEREZTIHITDHIC. BERENHEET DREEE
HERDE )R B EE
o [ESHHDFEE. EH. XK. AF(ARH) . BRAEXTO—EDTOLEX

] sRemRs | wEwE | asmns RIS

IF
| OmSEOBES/RR o NEWBISETIISLEE)
§ O 551D

O e 551 DXt ER

55/ \'k % /,\
....... © BEEERESEOLERUSHE OIEBIENRQEMNE) o)

— T l%
| | e ESIEATEEY BT LERIET B e s
’i\‘ o EHHEBMTSZ IO SA. KA @ SR DER
n F—IRUZNSOERSE ‘
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st (EL\ U <BW\) DR
AR ORI 4 I pA

® FEEMDXTRERA DD BEDRVWNRRIRZRILTDIEAS

J1—X EI/N — RN
NRHIC AN3E
FIRF AR FHRE H’?ggé%i’% RE3 > eI >
SRR HARS . JUNIZEL B
(IPA. JPCERT/CCY 2P /] & >: 'f%$ﬁ’&|aaﬁ>
BRBIFEA Iﬂﬁ/ﬂ% RE Ii AR >
| Ld .
e ot o xiEE
HSRIRER ‘l' PR d e >
[
VAT LEATIRE . d >
: d s
LS BSRIREAEFIAL T 21— f S >
BEROVAR o ]
LTLESE, | memssEseimLcnsl—y %& SREN DR
U TEING,
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MesaE (EL\Ue <L) DRR
EEE#ISO/IEC i I pA

® ISO/IEC 29147.30111 (20085 ~2014EIH [ THIIRISHE

1)
29147 S5 RS
T R OSE
30111: —— RRE
HE 554 I TFIE

- MeSslEIREHmRDRAZ

ESHEORR 3 US| 20147: fESstHERELT

BEEORE V| - w0k

bR > FB&

\ J
Y

R EEREZDETEERETNAY) Y —(Vulnerability Disclosure Policy)
=ResgE BRI, MEIEIERISFIENDEZ AZ=REHZED
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MESSME (VLo <EFW) DR |pA

BEREF 1) T BERER/NN— =2y T

® VINIJIFPEFEDHEBOIT TP I T—U3VICERDOM oI
I3 EHmEXITMNIT. BmAREICEBEZIRIT IL—LT—D

e 2004=F7H8HmITOMISEREIFGEROEIRLY T T 7EH/MES
RS E SRR ELE | ICEDODSERATNTLS,

@ U RS T PEDSR %Hlﬁ?‘ﬁj'i’f—iﬂv S
O

| RS

LN Y, 93 Q
mesrtanEEREs || WSS PSSR R
IPA St DR GRESNIBESEIEESBIERONSHE - 1&5T)

peaarppmmpam | | 2TZEMR  SDAIST Jﬁfﬁ%ﬁ’l‘i&ﬁi@l‘%ﬁi@%ﬂ

LEHED -
j[l/B:JZ}I;%_ JPCERTIH®® FAEHBI(AFREDRE.
H BN DFEREI & DEHERE N IHA B E
N = » EIE\ N
S R0Er. VAEOOBELRE A, SRR
Fﬂ%%%@&‘ v IV Japan Vinerabily Notes . .
S EIN SRR DEH). (EPN R i e
et || axRoBERE EEEREAR
NS

Qe Oex O ax
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AT

AeSsERhEIRERDUNS
Bt LT 0D (I3RS + H188)

IPA

o fEIFIENRDFIIERE DB HZEL. BREBDRRICIRIIT D,

EsgscDB —a1—XY1hk FERBRETA~ XU Tqa/ERARUS

AT LEEE
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FIEER DAL LB IR

I\

AN V4

78T —9~XR—X, National Vulnerability
Database)|IC&EFRINTL\S480E7?

He ﬁﬁ'l‘leaaﬁ SIRFRDINEE | pA

o [t EnBRNL TEET Sl (Me3eltE kil DN KB

LCTUL\S,
CVEZEk{F%1 CNAB#BZL
60,000 = CVEZ X438 600
50,000 =8=-CNA(CVEHR#EMEI. CVE Numbering Authority) #E###5 500
2005%F
40,000 fEsgiEdse T —9 ~R—2 NVDRIA 400
30,000 199090% 300
AEIeME SR T —Y R —X NVDREUESE
20,000 v 200
10,000 <MeHEMtEREmET LM~ I 100
JE=FIFEEEICK)ERINT L,

0 I < - - | i 0
VOO~ ANMNMITOON0ONO— AN UOONNONOO—ANMSITUOON0OT—ANMS OO
VOO0 O0OO0OO0OO0OO0O0O0O0 T ———— ANNNANNN N
o Yo Xo Xe )Xo We We e o W Wo No N loNe e Fofo o Yo Re Rl ioielo oo lolo o foNo o Ro Yo Yo X o o)
——_r— NN NN N NN NN AN AN AN AN NN NN NN NN
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feS5ERE/FRDUNSE 1PA
[ 38 ] (V2R —)VRRENRSSE & DR AT TN

o BEQUTFIUTABBMNEEINDSLUIC, FHERTITEE—&ExRE
BRFRVTC BB DREZL CVLEEAN?
o ZIDHE.AYAN—IVINREMEIEMHEE DT Z AFTEREL TS
(BEEBECRBUENEENBETITVSDI TR,

Egﬁt:\:l )T 1 1BER
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IS5 BLE IR IPA

[ R&E ] hRYLT7TERITE m& L

SERTFIUTABERIREINIZESIC. WRYLT7 ) (SITHF
Lie7JUT—23 0 E)DE/EsBZHEL TWLWRITH?

0 EZL<DBE.ARILTP I I(SITHREU T TV T—23 i) d, BiEE
EEOEHEEEOWNRICESEN T,

BEGtF 1T 155k

ZEBRE
EETHM % a = 7 G
7.
20070112
ECEN S o R T MIT 2 BRE
FaU7 1T B EmE
N E R
20070111
Aot Reater BT st @ B3I (APSEIT-01) 12 MT BT RBE
ez
5k Oliers VieglD RISTE (0VE=201 5-7838) 1M B X BBE
L RAEHEAE OV

AREY LT TV
Ex. EEEE7T1)

2 7

80
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feS5ERE /IR DUNSE 1PA
ISR IFED I —F ~ T— oL (IVE 1—FILE)

[ 3R7E ]

o [fEFEIFERDHEITIEINER

® 1AM JVINREMTEMEE DT FHIEAFTER
o HRYLT7T)EBIIEmRL

L1 T4 ICAT R FEEFEETITRD E REIRAVREEDEF 1T
RDIEEHMOEBREICLV X1 )T EHEEIBR DS AEEE K

® nlFDiLE kL
o JOJSLDMHEZ—RIZHKRT D,
! ] ® [BERIRATLEEBHRITD/I\—RITIP . VINIIT7REDEGEEZ—ZIZHNT D,

e IEBIHOERIEHIIT S,
o HMitERDILA1L
o BHHDORAEETES 2.

[ fRRK ]

o I—FUJ—7{t(QAE1—5NIE)IC KDL

[V—F 20—t 1DER I — kB[ CMachine Readable&EEHONT
L5, BERI & mrlEt ChadM, FlIBELTIVE1—FICABTES
_EExEREKT D,
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AT

eSS EREE B ERDUNS
PSSR T — 9 R —RICHS

revace IPA

® [ESEMNTRT —IN—RICEHINTLNDRZElE. ..
T

BEEZTDIRT

=2 R

HMEINDIHE

Xt ERAE

RS NEHR

SEFHR

il-glé

o ME. SFHIEHR. ?EEL*R%E‘%ICEEE‘Z‘J*L% REE.
X1V T EFAENZ<. ABZIBET S &,
&b\ab\ﬁbwkﬂlgﬁﬁo

@ I5|CIBHRVATLEITTIIRL, [EEES. flER
DATLIRENRDENLNYDDHD_EEHY, &J
FEOEMBZECIEZ RO TV D,
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MeSSIEXRT —FRK—2R
HRIF DB

o [EIgENTRIEZEDIL—F 2 J—01b (#mAt/FIE1t)
o HFIFDILEI
e TJOJZLDMHEMEZE—EICHHT D,
e CVE(FL:@MeIs!4an+F)
[Fe=] CVE-TBE-EEH

IPA

[#1] CVE-2017-0145 (WannaCry(2017F)HERALT

es3!%)

® [FHRIVRTLZEEHID/N\—FII7 VINIIT7PHREDHmE—=

[Z585RT S,
e CPEXETSYRIA—L—E)
] cpe:/{IE@R} AR Z{RMA}
‘e [51] cpe:/o:microsoft:windows 7
- wn IAOOYV T D4 VRIRX TEEDTEREAEIFKRA
Microsoft Windows 7.~¥120%Y 7k Windows 7
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MESBIE R T — I R — 2 IPA

sHETERD (L

® RS RIEEDIL—FJ—01t (#mt/FIE L)
o HAlFNDiLEIL
o [RIIMHDIERZEHANT B,
e CWE(FLEMEHEEY1T—8)

] CWE-%2
CVVE B CWE-78 (OSTR YRV T553)

o HitERDILAIL
o [eRHMtDFRIEZHIT D,
o CVSS(H@MesgltaHi/ X7 L)

MesgIE DRLIE 2R 9 1l
S =TAITHVR T * BRIOKES *x [FHREEDME

e 5% ’ -y @ o

=)
AN EZTDIOHN? BREICINEZEBIIRELTLVWD? IXATLDEEEIL?
YWERIEHTWAD?
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JVNHESZIEXT SR AULE

JVN

fas
nn

bk
HXa

e JVN [Z. “Japan Vulnerability Notes” DB

IPA

® HATHERAINTWDYIbDIVREDNREEREEFRE TOXIRIE
HeRHU. BREF1)T1x
SRIGERT b

Japan Vulnerability Notes - Microsoft Edge

puter Emergency Response Team Coordination Center [JP] httpsy/jvnjp/

MEUA -

JTVNVU#03236010:

TVIN#60497148:

TVIN#(6327839:

JVNVU#08344681:
JTVN#11622218:

TVIN#T9343573:

B Apple ERCE T ERBECHTEF v TF
15:45]

108 77U Tan] [EBFBT L2 BU RSIHI—HhL
[2019/03/19 12:00]

BECMSERICEIEHD IO FRAIUTF
[2019/03/15 12:00]

Intel ERCEHOETE  [2019/03/14 11:30]

08 77U TiChainfRBE DA Low b IEHTET o L
MEESRIE  [2019/03/12 12:00]

Microsoft Teams M- =22, —Z RT3 DLL EHA.

[(H#]  JVN
https://jivn.jp/
JVN iPedia

https://jvndb.jvn.ip/

iHTE @ 2010/03/26

JUN iPedia - BEFHEI 15375~ - Microsoft Edge

L WRss | 55—+ W)

EREFB
2015/03/26 New

2019/03/26 New

2015/03/26 New

2015/03/26 New

2015/03/26 New

2019/03/26 New

F—ER-AERES
JVNDB-2015-001779

JVNDB-2013-001777

JWVNDB-2015-001776

JVNDB-2013-001775

1 [JP] hitpsy//jwndbjvn.jp

a4 kL
CmsEasy [CEITSI02 Y FZOUTFF 124
MEEERE

SolarWinds Orion NPM c8lr a5 -k - 7 (IS

FEAHEICET SRR

Linux Kerne [CEF38#MEH AT OERICE
TERHH

WTCMS ([CEIFB202 41 R22UTF+ 240
it

WTCMS [CEF300Z81 RIS T4 —
T UDRSEE

idreamsoft iCMS (LTS Y0287 HUST R

RICET D EZHNET DfeTFIEXT

CV5E5v3

6.1 (&S

7.8 (BEE)

6.1 (&L

8.8 (EX)

5.7 (5
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bk
HXa

JVNHeI5 T Xt SR AL IE
JVNIFE2DDDBHSERIN TS I pA

® ffEss
Bz Y1 L—ICAFH) & g RigHkRT —9RX—XJVN
iPedia(ERTHRIBIN TV RBmZENRICUIZETIEMESRIEHRZ A

TRIEHwRN—Y IV NIVN(RmRAFRE SRR UTZeIFIEX R

\v

e = = ~
<EBB)H oK
( JVN(VN#12345678) Y (( JUN iPedia(JVNDB-yyyy-0123456) )
Vulnerability Handling Coordination Vulnerability Archiving Database
BAEY -~ Database  gzaeqp BAES A~ EE A
https://jvn.jp/ https://jvn.jp/en/ | https://jvndb.jvn.jp/ https://ijvndb.jvn.jp/en
EREF1T1 > Oy .. >
ez = ==
P diaii BREF1UT | P | EReE1UT e
i ERHREER ERHAEER, JVNZHE
\—hF—v TG \—hF—Iy TEf JVNZ=H
v N d
BHCSIRTZ BHCSIRTZ | = ;
=4
\ —— —— JPCERTME®° : | | —
BAREPR g BAER
i%n;ﬁj??% mHARERY
v
@( ..... .
NVD (35
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m W o

VNﬂfL 95| X SR L I

\

KRR —ERICRITSZ &)mﬁ%ﬂf I pA

o IEMGMFEENREBFEIC&DTETEDIO—/VVGFERERE
= (BEFRME:JVN +3igiE:JVN iPedia) X #EFAEE (MyJVN)
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N MyJVN
M=JLIn U5y ERiTAEE  BSIIR || JVNEJVN iPedialc B
[ e Sy ! TL—C LY 5 Hﬁggll‘iﬁﬁqﬁﬂg % i‘{l-
| HBEMICEBLEY—E XIS
BIF2HEAERMETS
/( N A A N ' | JVYN iPedia
) VN iPedia | || BN THIASNTL\ SR M
v ’ ’ JUN sapan vatmeravty Nor e ' RIS U RRSSIERIFHRZ
Eﬁ&tﬂmlﬁ@ﬂﬂﬁw Wﬁgﬁfgﬁg | [G<ERID
/\—FT:J/?L%E lm%u%ﬁ;ﬁ_%%w |
Jesstsinie | Twemen) )| JUN
7~ e391%3 \ . | _ :
(fisencuskssinmg ) S CRECTE ﬂ; i E A
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MyJVN API
http://jvndb.jvn.jp/apis/ IpA

® JVN iPediaZdAU. Fiic@—EXZ#E @ CTIRIRERRT Do

N iPedi g
HTML JVN iPedia (E4ER)

JVN iPediadi&#R% HTML <] PO JVN
WebZ:@U THIHET 726D DB
IR TPA IS T T —2 JVNRSS/VULDEF
=>I1—RICOY—IVHEFEESREE vy
(7TTTTTTTITTIIIITossssssnoossssonoosoooonoooooooooo \ = | MyJVN verl
DL R rss <o muvwarr [ ' cpE
- = MyJVNEEFMETR i . e DB

IEERINE Y — b 0

7»r)l/9'{Dﬁ‘ﬂﬂ%‘{—)b‘\(mj‘che_ck4) :
RET— it ovaL a |VIVN verz
= MyJVNN\—I3 2 F 17 g - < =
: N—=U32F1v2 (NET Frameworkh) L XML ﬂ = M_iz/é!gN_"}ff <1— OVAL
__________________________________________________ - DB

MyJVN API
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AL el ge 7GR B D E (R
EFUVBBICATT

IPA

o HmVOHRILF7T)(SITHAEUZEH 7T T—35e) AN

59 BHREEICKY ABNTEUVRSTERVESHEMEX
EOHEFEDHERE)NERTE D,

RIRIR (AR5

TAE—B%

ERAETLL T 1 (TEEEEY— )
__(MyJVN)_ —
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T

b

LR al BRI (R E R

B BEICHEITT

ZEDE A | pA

o JO—-/NIRHEREEEBICHIZOTIINVDEDEEZZERE

SEoH FEREARERI

0\ 20195~
\ TR MyJVNEESSE & A SIBESA DS
018% \ S BOM Sjg"lc\vl:/]alré ”Efﬁ'?;f%f Materials RBERARER (RS HEEEER)
‘ S e EAHR FERARMSER |
N SWID BEEHECRIFMENROMS ?013£|5~2018$
015 E \ Software Identification ;ﬁfg}%:é';%mﬁgﬁj((%mﬁ)% (72%1 6; ( )
s A - VIR TPHAI(SWID) 5 75ERE (2013
CDM ERHVREZ T E BRIDIER] L RISt e AR E TR R EIRIA(2013)
0] 3$ \ Continuous Diagnostics & Mitigation R ———
\ FOf 7 o
S~ STIX BEREECVITUNEE) _ 2008F~2012%
Structured Threat Information eXpression MyJVNEH#(2008)
010 2 B CPEEA(2008)
CM Continuous Monitoring ;ﬁgg@gﬁfg@z‘gi
FDCC EFEFLRT RO TEE _ CVE. CVSS. CWE#EA(2007~2008)
Federal Desktop Core Configuration ————
F1H I BT
SCAP t¥ 1T REELFIBE 2002%~2007%
0055 Security Content Automation Protocol jxmgg@gﬁﬁgmow
FAO
S (CRAT B3 FT VIR AT REER(2002)
OOOE NCP National Checklist Program
NVD MESStEXIsRT —IR—R
999$ National Vulnerability Database
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T

b
HXa
S
i

M ALIE O] BE T B ERE FE
JVNHRETE TR ALIEE S verd

® JVN iPediaZz/dAHURIRIE

& IPA

JVN iPedia (&456)

HTML
JUN iPediadfEthz HTML <] 2] JVN
WebZ:BU THIFAT 726D DB
YIRS T AP TT—2 JVNRSS/VULDEF
=>I1—RICOY—IVHEFEESREE vy <« —
o7 . = | MyJVN verT
DL R Rss <" muvwarr [l cpE
. = MyJVNAESEHEX SR i = T2l DB
IEERIREY — U sson < -
Lﬁb&g&%ﬂ%v—w (mjcheck5) :*/50/\/ MyJVN ver4
,  CSAF/STIX
RET— R ovaL & |V vers
> MyJUNA—I3VFIvA | s T | =
. N=U32F1v2 (NET Frameworkhi) L XML (—ﬂ : %/9'_7—/& < OVAL
__________________________________________________ . DB
MyJVN API
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T

| #)

HmALIE el BE TR R A B D E R

RARD MyJVN REST APIDIEE

® JSONFHXMDMyYJVN REST APID=H
o FAHEBSLSUICERESHIVNEERL. BRISRERSILIEREEREEEY

HBETDRENTETZEEMETIL—LT—IDEEICDRIT D=6, JVNIC
NTUVBHEIENRIERZFERT D72 DWeb—E XAPIERE

o UUTXNURLDEARTSHK

IPA

(=X > 00

® https://jvndb.jvn.ip/myjvn?method=X"/vR&/\S X%
API £ XVwWRE BWE Ver3.2 Ver4.0
HND OKA
ERERFR—BDINS getAlertList ERERBR—EBZEULETD, XML JSON
JSON
R —EDESF getVendorList TAIVI) I TREICHTIIEDIR IS G XML JSON
(B EBERE)URNERELET,
A—EDEE getProductList TAIVI) D TREICHTITEDRRBIR | XML JSON
bEEUSLET,
EsEE R EER—ED | getVulnOverviewlist | T4 TFEICHTIEE DRI | XML JSON
iy DEEIFR) A NEREBLET, (JVNRSS)
eSSt SREFMIBERDENE | getVulnDetaillnfo TAIVP) DT REFICHTITIEBREFERSE | XML JSON
DFMBREEEUET, (VULDEF) (CSAF/STIX)
MESsMERTSRIEmRGETT—% | getStatistics FEsstE xR E . SR FLE. BT | XML JSON

DEE

BRI TR LT — Y EBRBLET,
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T

bk
HXa

LI T e s FERE D E R
RA D JVNEGRTITF OB A b IPA

® JVN%I%D%%U%
o MyJVNHmMIFETHFERT SEIERR maAnIT
o CPECOOHR#FEZZERULEN
o FTErUT{RVIL{EMIZHEATI_ETREEDPNZLFS
o N—JIVEHEEEREDEMAIET S, B EHEA
o iEsi(purl, CPE)
o JEEERI(/\'wa, UUID)

[fz=\]
jvnpid:1.0:{RA {RE}:{/I\—=U3}
cpe:2.3:A{F1 TRV YRR AN=I 337y TFTF—r {71230} :{E5E}): {sw edition}:{target sw}:{target hw}:{ZNDfth}

(5]
jvnpid:1.0::sysbom.sample.jp:bomgen:0.46.3
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T

b

HERALIE T RE BRI E AE B OEIR 1PA
MA@ JVNZmEEIFDEA

o JVNEHmakhlF
o JVNEmEMIFZRA\ o SRR M2 BEhE T 572 DR mEF
SDERZEBEL T, 7 0—/VUVRESEZERREE LD D, Hmahl F 05
SNTVWRWER)RAEISGHENFEMSU. TORmMERFZRETED

_ETEEKIRT D,
S | JVNE @R F
R & (EAEI %S { )
products”: [

e CPE {
e SWID "product id”: "jvnpid:1.0::ipa.go.jp:myjvn api’,
e UUID "pid”: 999999\9999\1001,
o RUSEENDID "pname”: "NA1I 1 TAIX APT",

~ = "pname_i18n”: { "ja”: "N1ITATAIX API”, "en”: "MyJVN API” },
® SPDXEH5!ITF "product ids”: [
® purl {
o /\wilE "cpe”: "cpe:2.3:a:ipa.go.jp:myjvn_apiskskskskkkkx”,

"id refs”: [

{ "nameType”: "purl’,
"value”: "pkg:rom/ipa.go.jp/myjvn api” },

{ "nameType”: "swid”,

"value”: "swid:ipa.go.jp+myjvn api” }
1311}
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T

ML AT A RS TR DB IPA

1R MEHEDT &)@JSON}P/W@%K

o EE/MIEIER/MOBSEEDZHDISONFR
o ERIEREMBILIBHROEM AL UTCSAF, STIXERA

o syt tREFMIBEHRENG (getVulnDetaillnfo)lbEF 74— vk
® C(CSAF 2.12XR—X

e STIXTIX.CSAFZARZ

CSAF(fEStm®at) | STIX(BRIBHREDE)
® document BRI F T
e product tree > NS B STIX JVN{LiRERES
e vulnerabilities X CHIER
Py STIX JVNLARES R

VNI (AT et A Vo
e CPE Applicability Joiis sy i

e CSAF(H]EE%’FE'%%E%_E@)

JVNHLARER (B Al Stacot)

CSAF(Common Security Advisory Framework)
STIX(Structured Threat Information eXpression)
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T

ML AT A RS TR DB IPA

1R MEHEDT &)@JSON}P/WUD%K

o EE/MIEMHIFEHROMSEEDIZHDISONAZ
o EBEBEIFIREMTEMEIFHRDEDFINE U TCSAF, STIXZH#HA
o syt tREFMIBEHRENG (getVulnDetaillnfo)lbEF 74— vk
® C(CSAF 2.12XR—X
® STIXTIX.CSAFZARE

_ BESRITTRUY . BB E R

CSAF (35t sRaDD) {
® document "product”: {
® product tree "product id”: "jvnpid:1.0::ipa.go.jp:myjvn_api’,
R "name”: "N1I 1A TM1IX APT”,
® vulnerabilities < "product identification helper”: {
"cpe”: "cpe:2.3:a:ipa.g0.jp:myjvn apikikkkikokokk”
"id refs”: [
A =t=—7 3 {
JVNILARER (48, rT Z55acah ) "nameType”: "swid”,
® CPE Applicability }”value”: "swid:ipa.go.jp+myivn_api”
]
}
1,

"category”: "product nhame”,
"name”: "N1I A1 TM4IX API”
}
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T

ML AT A RS TR DB IPA

1R MEHEDT &)@JSON}P/WUD%K

o EER/MIETEHROFESOEDIZHDISONFE
o ZERIFHREMIMEBIRDECIMAZINE U TCSAF, STIXZHA

o [ NEREEMIEHRENE (getVulnDetaillnfo) & 74— vk
® CSAF 2.1%=KR—X
® STIXTIlE.CSAFZRE

~  BEERFTN—I3VFTHIER

CSAF (351 4Rat) {

® document "cpeApplicability”: [

® product tree {, des™ I

® vulnerabilities noees
"operator”: "OR?,
"negate”: rfalsfe,

NN "cpeMatch”:
JVNILERER (Het rl 5cach) {
Py i ili "vulnerable”: true,
CPE Applicability < }”criteria”: "jvnpid:1.0::ipa.go.jp:myjvn api:8.1.2"

{,

"vulnerable”: true,

"criteria”: "cpe:2.3:a:ipa.go.jp:myjvn apizkskokskokokokik”
"versionStartIncluding”: 70.0.07,
"versionEndExcluding”: 71.0.6”

}
13131}
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| #)

T

HEARALIE RT R RS R AR DB IPA

SNBSS FE BT B0 .«

o HETFHIMHEXNROMEDEOMNT
o HmiAlF(CPE)ASMI5%IL. ESsENFERINTH S, (|
= UI7L D RA(EmEFE) ICERINSDIE EHENRRINTH S, |

CPE Myth: CPEs are produced by software

suppliers

e ~5% of CPE Names are provided by « SecDevOps: Dependencies are managed
softwa re prOVider{Sl arou nd”the Develop °*Vulnerabilities in dependencies need to be known
pOInt of software “release % * Software artifacts are compiled

° ~95% of CPE Names are Created b e Distribution packages are created
NVD analysts during the “manage”

¢ Software is installed on endpoints along with J
* Software is identified after a known dependencies
vulnerability is found

phase « Software packages are published
* Produced during the vulnerability
analysis process N

¢ Vulnerabilities are identified

. . . W i u 1] § 2
* Identifying software after a software s patched and upgraded TR B =EP I [ - ()

¥gén|g;2l?illty is discovered is way w e ﬁ’:}@’fE )7

[482]  SCAPv2 April Developer Days Face to Face
https://csrc.nist.gov/Projects/security-content-automation-protocol-v2/Material-Archives
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T

HEARALIE R BE /R B RS FR B AR D E A 1PA

SNBSS FE BT B0 .«

o [ EHARY] iRl LV O FE IR
o JIJPLIUR(BWEHE)CEHFINTVBRY IRIT7RIL. MBSEHNEHRES
INERZDOHDY TR T PR SIEBR

ks ITEE—E%

BEREFXI1UT 1R — (ITEEEEY—I) . s
N SEATRELTVS
_ (MyJVN) (— N’ = P 1 voryrroRRO—E

BRTHEREIDIL . WRLFaU7 (L ORES SRS BLAEBLTL
£l

— 4

EHRINTVRNES ¢

A~
=(IZA—Il —
B ——— TNTn3
e e S BB
. =fessMEN RS
= INEERDH
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T

HEARALIE R BE /R B RS FR B AR D E A 1PA

SNBSS FE BT B0 .«

o [FEHAR] MRl WO FE ERENEFATNIZERLLE
o UIJ7PLIUR(EBEE)IIEHFRINTLBRYIMNITIT7EIE. BRTIREL
TWBDHEEDY IR ITT7EHSER

ks ITEE—E%

BERtF 1T H5ER ~___ (ITEEEEY—I) . -
— =ERTHIELTLS
_(MyJVN) ) — S = VINIITYHEO—E

BRTHEREIDIL . WRLFaU7 (L ORES SRS BLAEBLTL
£l

/\ L
N~ A
Rmbfs BRI
- — =AY =1JA=IV —
S S — TNTLB TNTL3
e s B T
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CVSS (FLBpssMaTifi 2 7 L) IPA

Common Vulnerability Scoring System

o IWEINTINYIURTLDEEEZ KU CTHEIED

/7I</<|JrEF 7&13,%3_

_ : [ &R EE )
[?E%E§f% BRI B
HEEXITDIE _ BEBHDIAT
TJZTXA@W@R BRI PEERO! z‘

SHEMADEA

; el [EASEERE)
S 27 N Ered AR : e 24Tk ESSMEFDEDD
IATHY R
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CVSS(%

S Sy

AT L)

Common Vulnerability Scoring System

o HIARZMMI S/zHDIFRI—HE(L?

IPA

BE BRI
BAMEEE | BHLTOLO0 5
N
: : BmN\HY
{f\,lvy'j%/ N IIHeelE j [t#zurwx‘y@“ J

BT BRI IR LT BIE

SEBORR
BIEHEEE | HECSIIER

225 LORR

.
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CVSS ($L@Es5 I 2 T L) IPA

Common Vulnerability Scoring System

o HIARZMMI S/zHDIFRI—HE(L?

BE BRI
SERERE | BEHZ0L00 B
i N
JVN/UVN iPedia || 22872
MyJVN LT
22 S ST AL RFEE HICE LT DIMEE ||
AR | BRCCRETIRE | L e
KEV(EBAIN EPSS (Re55t =
BRI DHESS AT RIEHER S R
E—%) TL) SSVCU&EC R
bi&%ﬁﬁ'ﬁﬂm
BETERE | PEESUOER )

IRT LD
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KEV.EPSS.SSVC&IL

IPA

® [EFHENREZIEZETDLHDBTHRRSUVICTE
58 BhE
KEV KETAN—EFIVT1-10T5

Known Exploited Vulnerabilities catalog

BAINIZBNOREE—E

tF1UT A (CISA) M AKULT
WSEBANEASNIZEIN DS
END—8

EPSS

Exploit Prediction Scoring System

e B FREHME A7 A

fESe MR EIEHR MRS EA DR
MHCEET DT —IZERUT.
FEETV. FOEENSS5E30
BHEICH T DERAARESEZ T

SSVC
Stakeholder-Specific Vulnerability Categorization

KBNS U T2 XTI im0 48

HIRr Dl RDVERE S NTSREARZ
WD ET BRENERETFERTILD
BEEEiRr
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KEV (BRI NZBEHDIESSE—T) IPA

Known Exploited Vulnerabilities catalog

CISACKEMN—tFaUT1 1072 Fa)T74F)M,. 20215F11
A3ENSARLTVSBRN BT NEBEMORSEED—E

o M
o EFTINTCLWSEIRIDMGEISEICXTANT B,

o KEVHEHDFH
o CVE(HEMIeEaEnlF)MEVHE TSN TLD,
o IBEEUNBRINT\BE NS EHE TS BIHING S,
o [HE*EICXUNTDHENDD,

(8] Known Exploited Vulnerabilities Catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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KEV (BRI NZBEHDIESSE—T) IPA

Known Exploited Vulnerabilities catalog

=5

CVE&E= (cvelD)

REF—/7OYU U84 (vendorProject)

Bt (product)

fieggt% (vulnerabilityName)

JEINH (dateAdded)

= (shortDescription)

ERBENE72232 (requiredAction)

XfinEAH (dueDate)

BRDS o LAREZETCOER (knownRansomwareCampaignUse)

°
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KEV (&,

I S N7ZBEAI DRSS

t—8)

Known Exploited Vulnerabilities catalog

CISCO | ADAPTIVE SECURITY APPLIANCE (ASA) AND FIREFPOWER THREAT DEFENSE (FTD)

#¥ CVE-2020-3259

Cisco ASA and FTD Information Disclosure Vulnerability

Cisco Adaptive Security Appliance (ASA) and Firepower Threat Defense (FTD) contain an information disclosure vulnerability. An
attacker could retrieve memory contents on an affected device, which could lead to the disclosure of confidential information due
to a buffer tracking issue when the software parses invalid URLs that are requested from the web services interface. This
vulnerability affects only specific AnyConnect and WebVPN configurations.

B Action: Apply mitigations per vendor instructions or discontinue use of the

product if mitigations are unavailable.
E Known To Be Used in Ransomware Campaigns?: Known
E Date Added: 2024-02-15

® Due Date: 2024-03-07

Resources and Motes +

JVNDB-2020-005198
CVE-2020-3259

Cisco Adaptive Security Appliance
H XU Cisco Firepower Threat
Defense VNI I 7ICHITDHESENE
2020F06H09H

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-info-disclose-9elJtycMB
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KEV (BRSO —E) |PA
Known Exploited Vulnherabilities catalog

000 555 20215 ~2026 FENKEVIESHE (/)
500
400
311
300 245
500 187 186
B
. L
2021 2022 2023 2024 2025 2026
350

300 2021F~2026FDKEVESAZE(/R)

250
200
150
100

5

2111 22/2 22/5 22/8 22/11 23/2 23/5 23/8 23/11 24/2 24/5 24/8 24/11 25/2 25/5 25/8 25/11 26/2

o O
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EPSS (M58 T AR 2 7 L) IPA

Exploit Prediction Scoring System

RS A EE R R BRADRAMEET 27— 9 &R T, M s
E17V) ZORBEN5S5%30B/ICHIT 2 ERTLEMZ T

o HiE
o S BHMOMESEUNERINDEREMEREZ THILT 3,

e ZEMATIEEM
e EPSSZI7
o S%30BMICERINIEX
o 0~100% DFER TR

® EPSS/\—z%51)L
o FEARAINSOEEMZHENTHIICEKIE
® EPSSRO7ZINTVETIHARZES, HBIRXAT7HT—IDINELN
AN RTH%DAEICHDNEERT

[H#] EPSS Data and Statistics
https://www.first.org/epss/data_stats
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EPSS (M58 T AR 2 7 L) IPA

Exploit Prediction Scoring System

o (tHAH

o [EISEREFHR
N5 EHR. CVEHRFHINTHSOBEE. MESEEDERBB CER I TLY
DFEE. MRSt DFERI. CVSSR 7. I|FEINTLWBCVEIEHR. WEI—
NOYN: A

o [esstEADHAICEET ST —%
F—=FIN—F—HSIMEEINB/\Z—HR vk IDS/IPStEH—RED
T —3 T ERICHEIFEERANE A SN TZEEH

BET2 B OBRBESSIEDREERR. HRA D>

%g,%%“‘ﬁﬁfﬁ%’%ﬁgﬁ —ﬂ EPSSTHEFIL H EPSSZI7
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B>>i‘t:¢h

RATRAEHME X T L)

Exploit Prediction Scoring System

IPA

et

o ZEMTH
® EPSSRO7(S5#E30HMBEICERAINSERZ0~100%T3R:E)
® EPSS/IN\—t %91 JV(EPSSROA7ZEZINSVETIHAR/zEE HDAIT

NT =5 DINEWANS RTHY%BDAEICH DN ERT)

EPSSX7

We selected the 48 highest rated CVEs published in the last 30 days. They are shown here with the CVE and EPSS score.

CVE-2024-27198
97.2%
CVE-2024-1709
93.5%

CVE-2024-27199
0.9%

CVE-2024-23225
0.1%
CVE-2024-26000
0.1%

CVE-2024-23296
0.1%

CVE-2024-21795
0.1%
CVE-2024-21812
0.1%

CVE-2024-22097
0.1%

CVE-2024.24794 CVE-2023.43552

CVE-2023-47534

JVNDB-2024-002919
CVE-2024-277198

JetBrains ® TeamCity BT BRE5EMHE

CVE-2024-1212 CVE-2024-27743 CVE-2024-23305 2024F03H07H
CVE-2024-26492 CVE-2024-27744 CVE-2024-23310 CVE-2024-23605 CVE-2024-25995 CVE-2024-21400
01% 01% 01% 01% 01% 01%

IN—TE 251V

0% 10%

20%

30%

40%

CVE-2024-27198

50% 60% 70%
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SHERATRIEHES 27 L) IPA

Exploit Prediction Scoring System

o [FEHRFEEDIAL
® EPSSZO7%.CSVPJSON(APIRH) L E TR

® {3l httos://epss.cyentia.com/epss scores-current.csv.az (B#i7—%)

https://epss.cyentia.com/epss scores-2024-11-30.csv.gz

o EMAgEM
® EPSSXRO7(S#E30HEICERATNSHERZ0~100%C%:EC)
® EPSSIN—T%A1JV(EPSSROA7ZINEVBETHNRzES. HDRAF
MNTF—FDINSWADNS B TRI%DALEICH DN EFKRT)

EPSSXI7 VIN—t251)b

#model_version:v2 score_date:2024-11-30T00:00:00+0000
cve epss percentile

PEEEEN CVE-2024-27193 0.00043 0.10425
SN CVE-2024-27194 0.00043 0.10425
CVE-2024-27195 0.00043 0.10425
PEEEEEN CVE-2024-27196 0.00043 0.10425

Lyl CVE-2024-27197 0.00043 0.10425
PREEEN CVE-2024-27198 0.97238 0.9988

I CVE-2024-27199 0.0099 0.84158
PR CVE-2024-27200 0.00043 0.10425

ZEEN CVE-2024-27201 0.00045 0.15556
EREial CVE-2024-27202 0.00043 0.10425
PREEERS CVE-2024-27204 0.00043 0.10425
il CVE-2024-27205 0.00043 0.10425

epss_scores-2024-11-30
Tb PHEE T R

R + 100%
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https://epss.cyentia.com/epss_scores-current.csv.gz
https://epss.cyentia.com/epss_scores-2024-11-30.csv.gz

EPSS (M58 T AR 2 7 L) IPA

Exploit Prediction Scoring System

o [FEHRFEEDHRE
® FEPSSXO7%.CSV¥JSON(APIfRH) % E Tigfit

® | https://api.first.ora/data/vl/epss?cve=CVE-2024-27198 (B#Hi7—%
https://api.first.org/data/v1/epss?cve=CVE-2024-27198&date=2024-03-19

e ZEMATIEEM
e EPSSZI7(5#%30BMICERAINZHERE0~100% TRL)
® EPSS/IN—t94JL(EPSSRAOA7EINTVETUEARZES, HBXT7
NF—IDINEWVADS R TRA%DAIEICH DN ERT)

——

“status™: TOKT,
“status-code™: 200,
"wersion™: “1.07,
“access™: “public”,
“tatal T o1,
“affeet™: 0,
“limitT:o100,
"data”: [

i
“owe”r TOVE-2024-2714987,
“epss”: ~0.8720800007, < EPSSXO7
“percentile”: "0.9981100007, e/\"_tyg,r)b

} “date”: T2024-03-187

DO pm DO D — D00 00— LT e 0 —

—_—— — — — — —

]
}
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https://api.first.org/data/v1/epss?cve=CVE-2024-27198
https://api.first.org/data/v1/epss?cve=CVE-2024-27198&date=2024-03-19

SSVC(1&&IZfH U 7= AESS it 4R) IPA

Stakeholder-Specific Vulnerability Categorization

I SRR S N R EAE LD Z & T B NS SR S OB
EEiRT

o HiE
o RE(=x2EF)ICIHU T, iEEdicDEBTEEEZ DT D,

® 50‘9.2%( %)

T O/ —({BIETOY S LKA

YISV —(BETOT S LR

O—7 12— —(fEggiE/\> R DT EEE%) (S IEER ]
o I—FAR—I—(BHMENVRITHEER) (BB 7—]

[H#]  SSVC
https://certcc.github.io/SSVC/
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SSVC(1&&IIC B U2 BESE I 48) IPA

Stakeholder-Specific Vulnerability Categorization

o T JOAV—(EET7O7SLFIAEM)
Deplyer Patch Application Priority

® #Ultﬁﬁj\ll&'i'"
FESsEDERIRT (Exploitation) : kR . E5FrTAE. IEERTAE

o IXRTLDBELINT(System Exposure): EAigiHY. BE/IEEI"J\ZI'—7°J
o KEMOHEIMLAEEME(Automatable): B, HY
o FHEMAEZTT(Human Impact): {&. . &.BHTE

o [EIEMEIILDETE

Immediate: LRGN

Out-of-cycle: EHIX VT AL DR VEFHI TOXTNIL
Scheduled: BEAXTF 2 ABF TS

°
°
°
o Defer: BRRCIEXNRAE
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SSVCRBICIHULBSENEAR  |PA

Stakeholder-Specific Vulnerability Categorization

o T JOAV—(EET7O7SLFIAEM)
Deplyer Patch Application Priority

o iR
o [RFIENERINI(Exploitation): KR¥kE. KAEFTAE, WEEATAE

o IATLDELINR(Exposure): BRI, REH. 7—T
o KEMHEMLAREE(Automatable): L. &YW
o HEMDMAITT(Human Impact): &, . 5. BHTH
e i Human Impact \‘m 5 ~
Human Impact =
N Automatable
mHuman Impact
s g\ RSBSOS
Automatable YETyhigh 3 §+721¢®%?RH§Z
“Human Impact v s
¥U|*ﬁ'§3\m§,'f—1_'\ Human Impact low _ 3
Exploitatioy Exposure Automatable ,",“{;,‘m
V\ — Human Impact
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SSVC(HRECIHUT=Meaa st i n4E)

Stakeholder-Specific Vulnerability Categorization

o TUOAV—(BETOIZLFIAR)

(5 % Calculator - SSVC: Stakeholder- X+

« 2> C O 8 &° certccgithubiio

SSVC: Stakeholder-Specific Vulnerability Categorization

Dryad SSVC Calculator

Sample Decision Models:[ Deployer Patch Application Priority (1.0.0) v

| Multiple CVEs |
CVE/Identifier @D Use public CVE API data e e @\

Exploitation | System Exposure | Automatable| Human Impact| Defer, Scheduled, Out-of-Cycle, Inmediate
| E@None ‘ ‘ ESmall | | No| | Hlow |
| E@Public PaC | ‘ EControlled ‘ | Eves | | EMedium | [ Scheduled
[@actve| | Bopen) [ mrigh
[ @very High

@  hiceheptex

Automatable

Human Impact w Defer
Automatable ‘\‘/—.—4" 9 = o 4
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SSVCRBICIHULBSENEAR  |PA

Stakeholder-Specific Vulnerability Categorization

o UISAV—(BIETOT S LIREA)
Supplier Patch Development Priority

o Fltfnim=

o MEFEHOERIKN(Exploitation): kR, EiFlaE. WEAAE
WEOEMME(Utility) : . ThEREY, iR TIHERE
FEMaesE(Technical Impact) : 398, £2EB
ZEEEBADEE(Public-Safety Impact): &/\ EX

o eSS DEBITE
® Immediate: FLELNS
® OQut-of-cycle: BHAXVTF U RAUNDEVEFEE TOXT G
® Scheduled: BEAX T3 RABFHIX IS
e Defer: WA CIEINEIAE
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SSVC BN UTzhess X i3 %8)

Stakeholder-Specific Vulnerability Categorlzation

o UISAV—(BIETOT S LIREA)
Supplier Patch Development Priority

® +Ultﬁéa\u&,m

FESsEDERIRT (Exploitation) : kR . E5FrTAE. IEERTAE

IPA

o IWEMRINME(Utility): . ThZRM, WM"CWJ@EI'J
o FiiMARZ(Technical Impact): BRI, £MERY
o LTEMEBRADEE(Public- Safety Im pact) 1S UNNI=ZD/N

o eff.aemTeChmcal s ) Pubhc Safety Impact i \

Zfr,]ffechnical Impact et
| \ o\ msemsomseE
Technical Impact  garti2! S n-|-3 61’_":0)%]:}?33'2
¥U&ﬁﬁlﬂ%ﬁatio Utility Technical Impact  garti2! Tmme Ta e
|mmediate/
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SSVC(1&&IIC B U2 BESE I 48) IPA

Stakeholder-Specific Vulnerability Categorization

o 1—TF1/x—4~—(fesg!E/\> R THREIR) st iBEHk ]
Coordinator Publish Decision Table

o il
o IS/ —mMEEE(Supplier involvement): MiE. EEED, [RERUL
o MESHNERIKT(Exploitation): KIRE. EIFrIAE. WEERTRE
o (FHROMESIF(Value added): #IhR. SXETHR. {18k

® [RIFIEXICDEBITE

® publish: F
® don ‘t publish: LA
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SSVC(1&&IIC B U2 BESE I 48) IPA

Stakeholder-Specific Vulnerability Categorization

@ 1—FTA(4F%—
Coordinator Publish Decision Table

6391/ \ R D T HEEIR) (et iR ]

o HfolR=
e TS At—MES5(Supplier involvement): ﬂﬂ?\/ﬁ\nﬂ*ﬁﬂlﬂ &L
o MESHNERIKT(Exploitation): KIRE. EIFrIAE. WEERTRE
o [BHROMIESIF(Value added): #Ikk. E&ETH&\ T8 )

’cg/;_’
” Value added

_ BESBIESOEEE
B2 THDBIRE

Value added

FlIfr oy 2

Supplier inyolvement Exploitation Value added

cooperative poc

Aent e
pectt
ampliative PR PR A T
— o Le L PUDNST
Miteg
aon't publish
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SSVC(REICISURBSIENSSE  |PA

Stakeholder-Specific Vulnerability Categorization

o 1—T4x—49—(fE5EH/\R IR (RN ) 77— ]
Coordinator Triage

o il

o [FHROAK(Report Public): SNTL\S, INTLVEL)
HEFHDIRESFAE(Supplier Contacted): BL), EL)
HREDEFEM (Report Credibility): &Y. 22U
YHnEHREDE (Supplier Cardinality): 27, ILF
WnEHREDRES (Supplier Engagement) : &iBMH. SR L
WEDOERNE(Utility) : SR, $IERAY. #RsD TR
HEZENDFRE(Public Safety Impact): &/ EE

o fessExtsDEBITTE
® decline: WintEd
® track: #%FR
® coordinate: x93
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SSVC(1&&IIC B U2 BESE I 48) IPA

Stakeholder-Specific Vulnerability Categorization

>"$|\U7_:J“]

VR TERER) (HeE

® 1—F1%—
Coordinator Triage

o Fltfnim=
o [HHRDAE(Report Public): SNTL\S, TNTLVELY

o WREFBODIREFAEEE(Supplier Contacted): BL) FEL)

o IRENDEEM (Report Credibility): &Y. UL

o NILEMREDE (Supplier Cardinality): 7L, ¥ILF

o XILREEREDRS (Supplier Engagement) : kY, L& L

o WEMERMMME(Utility): . $hERB. #hsH TIHERH

° ffi%ﬁé/\ﬂ)%ﬁ%@ubllc Safety Impact) :a—lJ\ EE
N
RN | BSEOEE

\\\\\\\\ Bl e BT8AFFDZIRIX
" I O0—"  Engagement = ..if’f“. Impact 0 _
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IPA

FESstE SR D EIR &
SIERHVRUNERICEIF T

JRITITBUEN BERMIEHEEE (IPA)
a4t 55—
2026F03H26H
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