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Analysis of Cybersecurity Risk for
Factory Systems
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ABSTRACT oTEF1 U+ iR
As the digitization of factory systems progresses and the number of digital connec-
tions between factories increases, cybersecurity risks throughout the supply chain A9—b

also increase. In fact, there have been many cases where factories have stopped due
to damage from ransomware. For large enterprises, it is possible to secure the bud-
get and personnel for cybersecurity, including outsourcing. However, almost all small
and mediums enterprises (SMEs) are facing with the difficulties to secure them. In this
paper, we used a web diagnostic tool for simple risk assessment of factory systems
using the checklist for understanding the rough risk posture in the appendix of “The
Cyber/Physical Security Framework for Factory Systems” formulated by the Ministry
of Economy, Trade and Industry in November 2022. After analysing the survey results
from 225 factory sites and interviews from some respondents, we elicited the common
challenges for promoting security measures for the factory systems. o J a p a n ese

Keywords: Operational technology (OT) security, Risk analysis of cybersecurity for factory
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