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M3AAWG (2020/2 in San Francisco)

M3

MESSAGING MALWARE MOBILE
ANTI-ABUSE WORKING GROUP

Japan Specific Email Conditions

Yoshitaka Hirano
Feb. 19, 2020

San Francisco, CA

I~/

Send P assword protected file
Send P assword

A ngouka (Encrypt with password)

P rotocol

A method to send password by email,
after sending the encrypted attachment by email

M3AAWG 48th General Meeting | San Francisco, CA | February 2020

What is PPAP Nessacin Mavware Moot
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ToC

« Why the PPAP is used

« Why the PPAP should not be used
* So, what can we do?

« How is it outside of Japan?

 What is POST PPAP?
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Purpose to use PPAP

Why did you decide to use encrypted zip file transmission? (Multiple Answers)

To prevent miss-sending

To prevent eavesdropping on the communication path
For end-to-end encryption

Because it was necessary to obtain a P-mark

Because people around me are doing it somehow
Because it was necessary to obtain ISMS

Because it looks cool

Other
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0 50 100 150 200 250 300 350 400 450

From JPAAWG Survey (Feb.2021) N=633
https://www.jpaawg.org/docs/event/202 | ppap/ppap_report 20210225 v|.0.pdf
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Purpose to use PPAP

Why did you decide to use encrypted zip file transmission? (Only one answer)

To prevent miss-sending

To prevent eavesdropping on the communication path
For end-to-end encryption

Because it was necessary to obtain a P-mark

Because people around me are doing it somehow
Because it was necessary to obtain ISMS

Because it looks cool

Other
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In summary

- They want to prevent miss-sending
- They want to send attached files encrypted

« Because rules..
« Clients
P mark, ISMS
- Policies in the company
« Business manners

« Everybody is doing it
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The reason PPAP is bad

Miss-sending Prevention

- If you send the password automatically, it won't
prevent it.

Encryption

- If the email is tapped, the passwords can be
tapped as well.

Pseudo
Security

- Encrypted zip files are easy to decrypt

Side Effect
« Bothering

« Cannot check viruses at GW

= Indistinguishable from virus
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Future Actions (at Feb. 2021)
Web download or cloud storage H

Sending passwords by means other than email I
Attach without encryption N
Use of chat tools, etc. [l

End-to-end encryption with S/MIME, PGP, etc. #l§
START TLS, MTA-STS, DANE, etc. 1
Use AES zip |

Others H
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From JPAAWG Survey (Feb.2021) N=576
https://www.jpaawg.org/docs/event/202 | ppap/ppap_report 20210225 v|.0.pdf
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Does this prevent miss-sending?

Web download or cloud storage|

Sending passwords by means other than email| s

X Attach without encryption N

Use of chat tools, etc.|

X End-to-end encryption with S'MIME, PGP, etc. g
Y START TLS, MTA-STS, DANE, etc. g

Use AES zip|

Others | —
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From JPAAWG Survey (Feb.2021) N=576
https://www.jpaawg.org/docs/event/202 | ppap/ppap_report 20210225 v|.0.pdf
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Problem of “not being able to check for viruses in GW"
will be solved?

A Web download or cloud storage

X Sending passwords by means other than email

Attach without encryption

A Use of chat tools, etc.
X End-to-end encryption with S'MIME, PGP, etc.

START TLS, MTA-STS, DANE, etc.

I Use AES zip

Others

)
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From JPAAWG Survey (Feb.2021) N=576
https://www.jpaawg.org/docs/event/202 | ppap/ppap_report 20210225 v|.0.pdf
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M3

MESSAGING MALWARE MOBILE
ANTI-ABUSE WORKING GROUP

Yoshitaka Hirano
Feb. 19, 2020

San Francisco, CA

Japan Specific Email Conditions

What is PPAP

Send P assword protected file

Send P assword

P rotocol

A method to send password by email,

A ngouka (Encrypt with password)

after sending the encrypted attachment by email

M3AAWG 48th General Meeting | San Francisco, CA | February 2020
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How is it outside of Japan?

« Hirano: [ This is what PPAP is all about...]
« Foreigner: I Why bother with encryption? Just use TLS or MTA-STS. |

« Hirano: I How do you prevent miss-sending? ]

« Foreigner: I Why didn't you just say, "Sorry, delete it"? |
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What will be POST PPAP?

Sender
« Use Web Download, File-sharing Service, Chat
« Do nothing. Let START TLS on SMTP or MTA-STS encrypt transactions

Receiver

+ Reject to receive zip with password

https://github.com/hirachan/no-ppap-milter
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Is START TLS able to be POST PPAP?

« START TLS penetration during outgoing transactions
.+ 69.6% (2021/2 by I1J)
.+ 90.2% (2022/5 by QUALITIA)

« The difference is
- Including a lot of B2C and C2C emails (IlJ)
- Mostly B2B emails (QUALITIA)

« As areplacement for PPAP, which is only used for B2B,
we can say that START TLS covers 90% of the needs.
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About the remaining 10%

Can MTA-STS be used?

MTA-STS is a mechanism for the receivers
to enforce TLS

Not quite the same as needs,
as it cannot be enforced from the sender side.

Mechanism for not delivering to receivers that
=>Require TLS : RFC8689

/ MTA-STS
ZEAIA, EEY—N—IIHLT

« STARTTLSZ WA T {F S
e TLS12UL EZ WS (ES
EBAENEMTHITNILEE L ALY

E2IZLTHB I E7%,
Q@ﬁu?éﬁﬁ&

~

/

do not support START TLS

= QUALITIA implemented something similar on its own :

TLS confirmation feature
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Conclusion

POST PPAP is?

Sender

« Use Web Download, File-sharing Service, Chat

+ Do nothing. Let START TLS on SMTP encrypt transactions (90% coverage)

(Galapagos implementation is also useful
if you want to handle the remaining 10% automatically)

Receiver
+ Reject to receive zip with password
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