|PA =i kit
ICCK
JIRYHYTT7ED
MEss B ERERICEE T 4
&tk

[2025 455 4 ¥HE (10 A~12 A) ]

VI bz 7EOMSEEEERRICEAT SEHRRIZONT

BARIZHEITZ M HRBEREFROBIEFETHS IMEHREF1) T BYPE
B/IN— b F—2y T (LU TRFIED ] (&, BEEEELEDOETR P ITEDE,
2004 £ 7 R&KYEBERAINTULET ., RHEIEICE T, MILTEBUEANEHROIRHEE
Mg (L% TIPAL) &—fB#tEEAN JPCERT a—T 4 2r—2a vt 44— (LI
[JPCERT/CC)) (&, HESEMHEDEFRODEL D2 O RIFRDOLARICFH T
ARG EDEBEERLTULET,

AFEETIL, 202510 1 BHA S 2025 4E 12 A 31 BHETOH. MFHHEEEE

WMICETAEEKRIZOVTEHLTULET,

MMIITBUENBIRALIBHERE X1 T 22—
— it FiZ A JPCERT O—T 4 ®—>avt 48—
2026 £1 A 22 H

O EREFX ) T BHERA— =2y THARTA Y
https://www.ipa.go.jp/security/guide/vuln/partnership_guide.html

https://www.jpcert.or.jp/vh/index.html
‘2 HIERERE TV 7 )T T7ERBEREFRIREE (2004 FEFEEFEERE 235 5WH. 2014 F

BEEELETEI10B) | OEFRICEIVTLWELED, BERATIEROERIZEDIVLTNETD,
- Y YT 7HREOMBHEREEFRICEAT 2IMKRTE] (F 20 ERFEXELEETE 195, &K

WERH 6 ERFEREERE 93 5)
- TZRAHERVABRKEZEZEDSET] (FHI FRFEREETE195)



BR

1. YVIrOz7EORBEICETHMBRR BEE) ... 1
1-1. BT B E IR D R HIIRIT oot sa e n e 1
(IR T o T 2
1-3. AR EETEHE D EUIRAIRIT c.cvvevcrerreeeecesseees s sesssssssses s sssssssssssss s sssssassssssasssssssasasssssasasseen 3

2. VIrOz7EOMBEICETHIIBEE G .. ... 4
21, VIR T FERDBETIME ..ot as s s s e e s anannes 4

p T TR 1K kRO 4
212 VIR 7 H R DTEE B IEE ... sn s e s 5
2-1-3. FEBHEDRE - BB IR ... s s en e nees 6
p 2 B AV RT3 )y - TR 7
R R L - R XA 0 Ll X O 8
2-1-6. BERIEHRIBBED IR ..ottt nn s 15
2-1-7. SERRTBERBED ILIRIRT .....coeeeeeerereeeesecreeeeeesess e e e sesssssss s sessssesssssssssssensnssnssanes 16
22, T THA FDBETBME ..ot se s e se s s s e nnanans 17
p 2 1% 7 g 17
2-2-2. BEIEDOEERTBHBE ..ot a s s s naes 18
2-2-3. HEBEDTEE - BB HEEE ..o e 19
2-2-4, FEIETE TR ceeeeeeeereeeree e erese s s e ea s s s e se e e s s e e e e e e s anae e e e s nnnananns 20
2-2-5, REEL TS EHOEERIBBEEL.......cc e eees s e s sasasanes 22

S BB REBA D E . 23
BT B0 2 23
KT M I i k- G 11 LU 23
33, — DA U B Y R e e nan 24
K <] T 24

&1, VI Mz 7R ROEBEORESE ... .. 25

&2 Dz dHA FOM B D . .. 26

TR1. MEREF21Y T« RHABER/ A A—bF—2 v 7] (RBEEERROIESHE) ... .. 27



1. V7 bz 7F0MEHEICET 2IMFKRRE (BE)

1-1. HE S5 RS ER RO B KR

~ IESHEORHEHOREE 19,859 # ~
F1-1 [EAFIEIZB T 5K EHOHEFEMER

EEROBEER. BLURELZMAEE (2004

£7A8H) hoAMFHRETORIEZRL

TWET, AEFEHOY 7 by 7EGIZET

LZEHGIE 1624, Dz IT7TUr—3
(LB Tz TH4 k1) ICET 5EHI& 88

x11. BEHHH
oy | AmEges| Rt
VIR TEEG 162 #4| 6,392 #
DT IYA b 88 #£| 13,467 #
Bt 250 #£| 19,859 f+

. BFF250 T L=, BHRMARMMN O DREEL 19,859 T, NIRRTV T b2z 7HMAIZEH
T5LM6,392%, Y THA MIETELD 13467 HTOz THY A BT HEELN2AED

W7TEZHEHTVEY,

1-1 [ 3BE 3 EROBELHGHBOEF AT LDHEBERLIZLDTY, AEFHF, Yz TH
A bEYBYT IOz T7HRBICEALTELDEENHY E Lz, R1-2(3BE3FEMOTFET
EDBEHORMAE LV 1 MEBHYDEHERDHEBR TS, ARFHREITO 1 REXBAHY

DEEEHIL3.80H ™ TLT=.

(e L G v Ik 7EE —/ "717'&’”‘
s00tt —o—YIr T 7R (RE) Y7 H A (REH)
7008 |12 585 12,666 12,767 12,987 13,11113,142 13,183 13,289 13,307 13,344 13,379 13,467,
6004 |
5004
40044
5,664 5,747 5,828 5903 5,
soop |5441 5,525 5579 > -
2004 |+ ]
1004 57 l
o 193]90][84]1 O 3 2 TN e E i o T g P E X EE 5

1Q 2Q 3Q 4Q 1Q 2Q
2023 2024

3Q

4Q 1Q

2025
E1-1. BESHEDOEHEROESEHT LDH#RS

F1-2. EHESH GBE 3 FH)

2Q 3Q 4Q

REH

16,0004
14,0004

1 12,0004
4 10,0004

960 6,041 6,104 6,230 6,392
—— —‘_—.———. i

8,00014
6,000
4,000
2,0004%
o

2023 2024 2025
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
RETEH AR ] 18,026 (18,191(18,346|18,651(18,858| 18,970 |19,086|19,249|19,348|19,448|19,609|19,859
17i%BH=Y[#4/8] | 3.95 | 394 | 392 | 393 | 393 | 3.90 | 3.88 | 3.86 | 3.84 | 3.81 | 3.79 | 3.80

O A HERSHYDOBEHERE., TRFBEHER / TREZAFRE,NOMEBR ITTHE,

1




Ffz. B1-2 1%, BHZAEENS 2025 F 12 ARFTORBHEGEROES LB TT, BE. &
BENZEMNoFEIE., [VARYA - RV YTF429] & IDNSIEBROFERE] ITBALTEZL
DEENLEENT- 2008 F (2,622 #) TLT =, 2025 FEV T bz 7EGEMN 432 #, 9T THA +
M178 HEDEET 610 T Lz, VI rDx7HEEN I TH A FOBEEGEHEZLEY 2D 71%% 4
HTWET, FEMHELLERT,. Dz THA FORBHEEALL. VI bz 7EEORBEIEEMLEL
1=,

1 \ ) s £
8 EmVIrIITREE C3avzdY¥Ak Rt 10 859 B 3
3,000 17 13028651 o 20,000&
’ 18,000
2,5004F 13,526 15'22175 Soq 17843 19,249 16, ooo}i
11,507 ) 14,000
2,000 10,652 14,090 12,0004

1,500% 8,170 12 922 10,000{4

+ Goo 4827 314 8,000
118247 6,00044
e FeEie® PR
ot 8 o7 B Ta5 271 209l 4421947 #62| [326| [733 24| ;307 [344) B16| [296 (432
i S

U1

3
g ") o P S
NN S HF P

S %
'»'»'19'9'9'9'\9'9
2

'»Q'»

1-2. [ESSE DS IESE T KR
~ VI FIx7REEEIVI THA FOBEHRITRE 12,007 # ~
R 1-3 FAMEH, BFUBHZMARENS

1-3. 5T JVN &
AOEHERETOY I bz 7RFEITY = BEET (JUNBR)

4 FOBERTHEHERLTWEST, VI +Y b/ ] AN HA 2 REt

TTHEOEE. BEARTTSE (ERAE |7 H7TTRE 83#| 31164
DEEOHTIASTS LEEELENESES | ZZ2Y 1 26 4| 8,891
). MBUERONEAELEE JUN AR Gl 109 # | 12,007 44

LTWET,

AL INARLEY I bz 7RAOHERKIT 834 Y (REH3,1164) TL=., TD
526, 6 HIFHMFAREICLSEHEMDRBEDELETLZ, GH. BHZZEL T, JUN
NREFTOBYN 45 BURADILDE 84 (10%) TL=. Ff=. IUNARKHICEESVTTF
FEEAMBEMKEREBERBLI-DIL. 644 (RE87#) TLE @,

BESET L=z 794 FOHHIL 26 4 (R5188914) TL. BIEE5ET L1-26 #D
36, DxTT7TVr—avEBELELDE 234 (88%). B_RR—DFHIBRLI-ELDIE 3
# (12%) T, EATHEHELE-LDIEO0H (0%) TL . 4. BEZETLE-2640D55,
VT THA MEEEAMHMREEFEREZEML TN S 90 B O LINITEBENTET LIt DI(E 23
% (88%) TLT,

Fr=, B1-3(F, BHEBEND 2025 F 12 ARFTOBERTTHHOEC DB ERLT
WET, BE. BEZZT LI-HEIRELEH o =F(F 2009 F£0D 1,401 #T L=, 2025 F
. VIrDz7RHEN204 8. Dz THA A B HDER 30244 T LT,

9 p.g2-1-5 B8
9 P.152-1-6 B
O WUDERE. VI THA FEEENRBUEOCEMERTTAL. 3¥AURNELTVET,

2



ERIEIE X - RETETHE

=7 EmVIrIT7EE vz YAb RE
1,400 12,007 14,0004
1,200 9760 10,554 11:3°2 12,0004+
' ’ 11,705
80014 7 75 2 2 8,00044
6004 ﬂ ’—f 261 6,000
4004 78 335527 ° 2 4,000
2001 - ﬁ 3 iEgj 13 B9 9 53 2 = d b HH % 2,00044
o sslhoa 7! o 14 11 88 P35 B22 P32 [og] 1133 185 [136 RO3 o
0“‘00o0“’0"’@00@&@@0\3’\,'19'»“"»""\?"»“"@
AT AT AT AR AR AR AR AR AR AR AT AR AR ART AR AR AR AR AR DT AD
H1-3. fBEDEBETTHROEZLDHRS

1-3. BT RERH ORI

AHETIE, ABEHENSERAMN G VHAFAREE ERTRFARE] V. EBDLR

O%%50. YBARMAAELFZLRLTERRBEZROTVHEYT 7, AGRARERELR
®.37ARBLTHHERFARENOKELNFONLGVGEL, HAHER HREMODEFNLTS
MEFUN—T3Y) ZARLET. TNTEDELATONLGWVGSE, FHRIRHOER 2B
LETFRIREOHRETICHAAREEN DICEN LB MERIL, HEXMBIEIFHROLRICE T,
MBSt U T+ BHAZBRN— b F—2 v THA FSA V] ICEOONFEHEFH LTS
NEARHEEZRES O THELET. TOHEZREFZ. IPANRRT B & HIE LB HEFER
[T JUN [ZBARSNFT,

AOFHE, ERTRERAEEE L THEICHGRARERZARLELOEHYFEATL.
AOFEARFF RO EBTEEMREEDRFAORGHIL 261 HIZHYFET,

O ERATEEBISE —E : https://jvn.jp/reply/index.html

8 ERIEEHOHBEBRELART INENZHET H-HICIPALVBBLET, EE. Y1/ —EFa2
DTFq. HFZRVI LTRSS FOEMAMNGAECREZETI2EMR. Ho. LRELHLANEBROL
WETHEREIATVEY,

3



2 V7 bz 7HEOHRBEICEAT IR ()
21. V7 bz 7EBOMEBME
2-1-1. JREELR R

B2-1 Y7 b 7RBEOMBERHEOMERRICONT, MEHMTLOUBERLTULE
T, AEEHREADRBLE ORI 6,392 T, AEEHICHBUEEERE JINAKRLELOD
(4834 (53,116 4) TLtz. ZD 55, JUN ARHICEES L IS BEEE~HBIERERE
MEBRBEL-DOE6 4 (REH87H#) TLI=, HEHEEN JVN ARETHT ARG
L=t D130 # (Rt 40 #4) . BEBEREN THRBUETIEAL] LHELE-HDE 34 (RE 150
#) TLI. &= TRZHE] L L3024 # 9 (REF6214). TEIRLE] (X2465H8TL
Tzo 2,465 D S5, ERTFEERREE (10 —BE~FRITARLELDEHYERATLZ, &AM
FHRE AT 198 # 1Y ZERTREMARE—BE~LRLTLET,

3,669 |
4%
A% WA ol 75 | CaEmaEien | Ao
3,715 |
54% '
AE eErg e 0 | emmemasion | SMeous
3,756 !
I
2025 2,984 [54% -
AR e Vi Y | caexigiesmes | e
3,817 \
3,033 [54% 2,41 .
Ax e I R
ERIRLME T 3,927(110)
20254 AFFH 3,116(83) [54%] T ER#RL R 2,465 s
12A% (BEFMES0 6104 | FRTREEE 1500 S
. . | 8BS 40(0) | MESSTETIEZEL 150(3)| . . .
0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500 5,000 5,500 6,000 6,500
O ADHMEIESEGLE I IIEEFE TE L IL BT BEFFRE Lo /=145
LIADHEFZFELEBHDS5 1 FL-EE
(1] axEas L JUN THRBHADHERREXRLI2HD
BELD  ARHEEBRICEBHELT, JUN TRART B EAEL EHEE
EURLMET < n=t 0
BRI L JUN AEZETHT. BRHKENEINHGE L0
HBSSHE TR0  WRBREICKYRBYETRAV AT IR L0
ke  ERTEHSBHOMRICHL LEVED
Bk L ep : IPA, JPCERT/CC h"NAEMERD. HRRXENRE. AEFDOLD
| ERTERRE BRLPO55. ERTEMZE-BISTARPOLO

K21 VIrOz7HRRBEOBHNERR (M & DHR)

O NIREEAEFEADEHICEDEHDA 6 . FIEFELETORBHICE 5T DA 18 #,

G0 BRIEMARE—E~NDARELU—EL S DHIBRNERETOA - RRRAZEEOAREBHIE. TORMZE
FELTLETY,

O SERTRERRE —BEICARPOHHT. B 2-1 OIRBEREIRVERTERREEINAFHTT,

4



BHBABAAN S AEEHRE TICREDOH 1Y T b TREOHHE 6392 #0355,
FEEERUAHIE 5771 T LI, LB, FREERUVBHISOVNTEM L-HREREH
LFET.

21-2. V7 bz 7EROEEREHER
2-2, 2-3(F, BHSNEBEEORMEFNOARTY, H2-2 FIHREFNFEZ. K 2-
BICITBE 2 FRIOMFH T L DHMABEANBEHHBDOHBERL TLET,
AOFHORBEERICENT (Y IT7TVr—2a vV Tk BG4 1 A&RBEL, RWT
TSRATLEEYI M (12#) 1 £EGE->TULET,

BT, THzIT77)5—2a3 YTk BB EL< 40%EHEHTVET,
VI 7 HE OB SEER OEHRR T
QoI 7 ) r—Aa ok ]
L1404

.)l/_/}-' o 40%
0 AR—NTAAEITT T 0 23% (41%) m—
Oy II—T9x7 H | 1008
O 7 )r— A B = TRE — — H | sofk

B 2% I
O ERRE B 2o 12 601
O AT LE I~ O 3% = L i a0k

e s o ]
BIII57 O 4% H3a 201
B J7(ILEE I O 5% _— =l . h |
020t D(g%/f; (9%) 1Q 2a 3Q 4Q 1Q 2Q 3Q 4Q
. 2024 2025

x <I& T— \— ~ 2'.':1# FEDHL o =
HKEDMIZIE, T—IR—X EFHBLENHYET (BE2ERI DR H AR

GITEORR. T S5T7DOFEMAILRTEEEETOHF)
H2-2. BHRHOHREENHE 2-3. MEH LD RIEEIE B 43
X 2-4, 2-5(F, BHEINEERESAEVRAOBEIZKY F—ToY—XYT Y7
(0SS) & TZEnLS) THELTVET, 24 FBHRMHOSEEEE. K2-5(2IXBE2
FHEOMNFH S LN FEAIBEHERDEREZRLTVET,
AOEHIZEWNT A—ToV—RY T b9z 7) ORBEBF17HEHY. B TIE3I8%ELHD
TWET,

F—=FV—=RIIL 7 DRiEHEEDE KR

15_6 16014
gEnst
— - 1208
181 L L 100t
— H - sof
38% 28 —H - 6ot
(39%) ] L o
H L 20
48| |33| [95| 139 #
T T T T T T T 1 0{¢
1Q 2Q 3Q 4Q 1Q 20 3Q 4Q
2024 2025
(5,771D AR, FS7DFEMAILRHTE L ETOHKE) (BE2EHEDEH R

H2-4. BHRHOA—TVY—RYI+IzT7EIE

B2-5. MEHHTEDA—TY—RYT+IZT

& -3



2-1-3. B ORRA - HEMNEH S

®2-6. 27 [, BHINEHEBHOERANONRTY . H 2-6 FEHBHOBRBIEOREREIE
&%, @27 1285 2 FMOLEH C L ORRNIBHERORBERLTLNET (12,

AIEH G TZOBEEEOFE (1154) | AREE . RVT YT ITFTUS—2 300
BB 24) | LHES>TUET, BHTE. [P I7TUr—a L OmRHEE A 52%% S
HTUVET,

VIR 7 HEORTHEORERORE HRR

BoII7 I A DRRIE 156 160t
BI7AINDINRE . REDF VI DTG 14014
Q7oL REEORE
ONYI7FDF VI DR 12044
WEIAEDRILIZET 5 R
Bt T U1% @ 52% 100t
BEZOMELEOTHE () (53%) 80t
020y TICEET 2R
6014
NEZDMELE FOFHIZF, p—
O—RALSrHLa R W 31% 4otk
RELBENBYET | Jokt
H 1% 32
2 - 2234 20 3Q 4Q 23;15 20 30 4Q
(4%) . (51%)
GITEORR, ¥ 570EMAITHTEEHETOHF) GBR2EROEHANR)
E2-6. BHRHOKRFEOREFNB S E2-7. MEH LD T D RE R E S 45

X 2-8. 291, BHINMEHEEN Lo THZEHNDARTY ., K2-8 [FEHEFFDZEH

BExE. M29ICFBE2EROMEFHH T LOEEANBHEBOEREZRLTLET,
AEEHE, MEEOI—FDEIT (60#H) | AZRBEL. RWT MEEDIAT Y FOEFT
(23 #) 1 TLT=. RETE MEEDRT Y TFOETI H&EIEL, 2% EEHEDTUVET,
VI 7REDOHEEEAL-0TRERNDE KR

156 160t
L+ 140
DEEDRY)TFDOET O 12% 0 32% 120t
B EEDIVUROET - lo0fF
miEHRO R - 801
OEEOI—FOET
oRYFEL oot
87 SR IROEE 4o
OHY—E AT EE 204
BEEDIFAINADTIER
OF—AR—RADFERE e 4 10 o an e O
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
OF0ih .(1111°/°/§ (12%) 2024 2025
(] s =
GINEORR, FS7DFBIMAITFIRFEHETOEHT) RN (]@HEFQO)E:& WE,R)
Ho-b. BHRHORBEACLSTRANNE  E20 BEACLONRENLLD T RS

M2 ZNZThDOIETEEDOE L VSRBICOVTIEFR 1 28RBL TS,
6



2-1-4. JVN 2R iR Bl -3

2-10 [F, EHZMAEEN S RAEFERE TISHKIFHRE JUN AR L-IRFEME (3,116 #4) 12
DT, ZELTHADL IUINARTDETICELEZARZRLI-HDTY . 45 BLAIX 28%, 45
BZEE LML 72%T L=, &2-1(38X 3 FMIZHET 45 BLAIZ JUN AR L=HHOD
FEHBEZEFHATLICRLELOTY . AAREEIRBUNBRSNGEOREZEHL.

HEGHKREHZLCIDELAHYES,

28% 45HLIRD A F)

21K

(3.116#) 18214 23944 | 25244 67214 47444 27744 80844
0~ 11~ 21~ 31~458 46~100R 101~2008 201~ 3018~
|108 208 308 0B

T T T T T T T

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

E2-10. Vb oz 7HEOHRBELAT A

#£21. 45 HUAIZJIVN AR L-GHOBSHE (MFEHHTL)

2023 2024 2025
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q

29% | 29% 29% 29% 29% 29% 29% | 29% | 29% | 29% | 29% | 28%

1

100%



215 ABB L UVARLKR— MK

JPCERT/CC (&, AFIEIZ/ETH 5N -MEFIEFERD (EH. BHORGEFFEELS CSIRT L &M
5LHBRFRORBZZITT. BN OBERE LRBEMNREFROLAKRICAIT-HAEEZT-T
WET P, ThoDEFHEMEIIxT 2 HMAREOIIRIKRE. IPA & JPCERT/CC AH{RLEE
L TWLWB 5 RIERA—2 LY 4 k JVN (Japan Vulnerability Notes) (URL : https://jvn.jp/ )
[TARLTUVET, & 2-2, 211 [T, AREBEFERIBETANCES L. AOFHOLAREH.
BEIEFSOEFHEDAREY Y OHBREFELRLEZBLDOTY,

& 2-2. iisEEDRETA MESEENR L R— XK

MRt *;ff" R
ERAOERED >R, URMEES > BHUBOREERT WNTA oo oo

#FzLI-HE5EE LAR—

B9 CSIRT EN L MBHEROIRMEZT JUN TORLIMEHHELAR—F | 103 4(3,707 #

&5t 142 416,139
:hgmq-_ﬁ:”ilm%o)%%%ﬁ‘%o)@ﬂj B9 DCSIRTHA D D EHE BEHER
ERNOERENCDREE(RE) —o=ESDOCSIRTHEDER (FRED)

2401 - 3,707 4,000
3,500 3,604 > ,

3067 3,155 3,226 3,311 3,398 - 3,500

2000 1 2 2,804 2899 2,984 307 3,0004
1 76 2,432

1604 2,086 2,125 2,152 2,180 2,221 2,254 2,294 2,315 2,337 2,360 2,393 - 2,5004

12014 - - 2,000

o - 11,5004

o - 1,000

o |221%6| 39173 [27]95) [28[8s] 41[83] [33[88} [40[71] o785 (77187 [731°7 [33[1°9 3919 (5)?4?1£IE
1Q 2Q 3Q 1a 2a 3Q

4Q 4Q lQ 20 3 4Q
2023 2024
E2-11. v7h¢17§znn®ﬂfﬁ§§ﬁﬁ%1‘*ﬁ®'\§#ﬁ

*13) JPCERT/CC HUHALAR— b+ [2025F 10 A1 H~2025F 12 A 31 B] £ 4= [ HEEEROFAE L
HRBEESET S (https://www jpcert.or.jp/ar/)

G215 FARLIELR— OB EL EICHHZFLLTVET, EHOBHICOVLWTEELED 1 HDOLKR—
FPERKRTIEENHDE. BHDO IUN AREHE IUN ARLR— MUIRLGLIHRHEGY FET,

8



(1) BERSOERELISOEH. HERARELISBHRRKOBEHZEZ(T JVN TAR LS

ELR—F

R2IFENDERES S VHBARENORFFBEHIZOVNT, REFHITIVN AR LT
RBEERZIEDOLANLFNRLTWES, =T VY—RY T bz 7ICET HHE5EMEN 5
# (R2-30#1) . ARFAREEENCEITON-BHERDREIEMEDN 6 # (X 2-3 O#2) |
HARAAY T bz 7HADRBEN 9B (R2-3 D#H3) HYFLT,

% 2-3. 2025 &5 4 EHAIZ JUN TARLERB™EARLE—F

RE MR ES el VN CVSs
AkB | EXE
1 JVN#86318557 | TLANSCOPE TV KR4 >V kI Fx—P¥— F2TFL (2025 F 10| 9.8
(#2) SRR BT BBEF v RILDZETRIEFHOMS | B 20 B
%
2 JVN#59387134 | TCLUSTERPRO X & U TEXPRESSCLUSTER 2025 F 11| 9.8
(#2) X1 I28F508av R -4z Havnfifesstt |B78
3 JVN#76298784 | MaLion] MDifFkKI— x> b (Windows) (28145 |2025F 11| 9.8
BH OIS A25H
MEss M DIRLNE=FEE. CVSS EXK{E=7.0~8.9
4 JVN#95806263 (B#DToV—TUEKRKSATLa—4FEa—TDA > |2025F 10| 7.8
A F—=FI2EITBEED DLL FHAH DM AG6H
5 JVN#22713803 |#E%10) RSUPPORT & RZIZH(+5LE TR DLL A (2025 F£ 10| 7.8
AHDHESEE A 15H
6 JVN#42282226 |Phoenix Contact [CHARX SEC-3xxx] 1Z§1+5a—  |2025 4 10| 8.8
(#3) K429 a s A 15H
7 JVN#72648885 |Ruijie Networks 8 TRG-EST300] [Z#1+% SSH #AE |2025 4 10| 7.2
(#3) NEMIZHE-> T DRE A16 8
8 JVN#61182380 | T'AutoDownloader] M4 » X k—S (28115 DLL 3= |2025 4 10| 7.8
AAIZET BHEEE A17 8
9 JVN#44266462 | TETERNUS SF] & RIZHITEFEDN LTI 7A4ILTH (2025 4F 10| 8.8
(#2) T RERTEDHETFE A20H
10 JVN#00021602 |75y 4 X8 TMZK-DP30ON| [Z#1+%/\— Ka— |2025 4 10| 8.8
(#3) F S - RERROFEADMEE M A28 H
11 JVN#23394606 | T'WTW EAGLE (Windows k)1 D4 >R k—5—IZF |2025 F 10| 7.8
(+% DLL 4 A& (B89 B 551 A29H
12 |JVN#11276793 | TProgress Flowmon| 2+ 25REF#%IZETSN 5 0S|2025F 11| 7.2
= iV NN D X BB k5 h B4H
13 JVN#76719218 | TGNU Libmicrohttpd] 2# 1T 5 EH DM 2025 % 11| 7.5
(#1) A 10H
14 JVN#49899607 | TNCP-HG100] 12175 0Sav v KAz h S [2025F 11| 7.2
(#3) ERO) EEL A14 8
15 JVUN#50288352 | 5 < 5 K EEERX P — k EX for Windows] DA X b |2025%F 11| 7.8
—ZI12H17% DLL A+ AAIZBE 3 B HETEMHE A19H




BE | BHEHENES a3 YN CVSS
i : A%E | EAE
16 |JVN#77560819 | lLogStare Collector] 128+ 2EHDIET 4 2025 11| 7.8
A21H
17 |JVN#67185535 |SwitchBot&! IR<¥—+rFLE R7/HR ) ICRIERTRER (20254 11| 8.0
(#3) TNy THEENTEE L TLBHESE M A26H
18 |JVN#28247549 | TINZONE Hub] DA YA F—S5I1281+5 DLL 55A9A  [20254F 11| 7.8
HIZBET BHETE M A28H
19 JVN#40102375 | TQNDJ (25T 5HERFIE DT 2025 F 12| 7.8
A1A
20  |JUN#51846148 #E#OEA3—T T & T2 —0D TWeb Con- 2025 F 12| 7.2
(#3) figl IZBFEIREYHIR—ZADNY T 7+ —/"\—70—|H 16 H
DHEEEH
MEEs D EZNE=2%, CVSS & XK{E=4.0~6.9
21 JVN#69099112 |/\vw 77 O—&! INAS Navigator2| 128+ 55IHMT [2025 4 10| 6.7
EENTWEWT 74 L/ R DN A108
22 JVN#90757550 | Tdesknet's NEOJ [ZHIT5EHDHETSE 2025 4 10| 6.1
A16 A8
23 |JVN#13030751 | lChatLuck] IZH& I+ 5EH D4 2025 £ 10| 6.1
A16 A8
24 |JVN#24333679 | TMovable Typel I1ZH T2 EHDEME Y OB A 2025 £ 10| 4.8
(#2) b RO TT4 205N A22H
25  |JUN#03295012 |(#EHOTA A —- - T—2ENASEET7 S —2 3 (20254 10| 6.7
VISEFAEIATTEHFENATVGEWI 7ML/ DHEF | A 22 B
3
26 |JUN#46526244 | TGROWI] 2H1F520RYA k- R9 Y TF 424 |20254 10| 6.1
(#1)(#2) DHEEE M A22H
27 |JUN#20611740 | TT)HF 22— IZBT2EHDOHEME I OXSA - |202545 10| 6.1
(#1) RY ) TT 4 T DB A 248
28  |JVN#81917433 | TOptical Disc Archive Software (Windows i)l 231+ [2025F 11| 6.7
S5 AR THENTULAEAWT 74 LA DEHE M A4H
29 JVN#92563420 |##1®M Roboticsware EZIZH (T B3I AFTEHENTLY (2025 F 11| 6.7
HWIT 7L ILISADMETEMHE A4H
30  |JVN#95942191 | TGROWI] IZHT2EME I ORY A b - X9 ) TF |2025F 11| 54
(#1) 1 VT D5 A6H
31 JVN#13754005 |/\v 77 O—&! Wi-Fi )L—4% — TWSR-1800AX4 2 1) — [2025 F 11| 4.3
(#3) R 2B BBEAF+SENRRAT—RKNAyS1OFER|B7H
DHEEEE
32 |JVN#54005037 |iOST7 T TFL57 T I2H1+2H—/\GIBAEZEDHK |2025F 11| 4.8
SEEDRESS A178
33 |JVN#63368617 |R<¥— k74 >7 7)) [FODJ I2H1FH/N\—Fa—FK |20254 11| 4.0
SNT-REESRERADHEMN A25H
34 JVN#75140384 | TSNC-CX600W] |21+ 2EDHETEH 2025 4% 11| 5.2
(#3) A25H
35  |JVN#84024274 |ABB %! Terra AC wallbox] 28+ 2 H DM M4 2025 &£ 12| 6.1
(#3) A5H

10




) JVN CVSS
HE ISt A ES Gl
2AFA | EXE
36 JVN#59242986 |G S 7% TFULLBACK Manager ProJ 281155 |2025 4 12| 6.7
BETEHENATOEW T 74 LN XDHETE S A8H
37 JVN#19940619 | I'GroupSession] [Z& 1T 5EHDHETE T 2025 &£ 12| 6.1
A8H
38 JVN#33172708 |T L a L& Y 0O—> for Windows] 28I+ 58|H& T (2025 % 12| 6.7
BENTWEWT 74 ILSRADMESEMHE H9H
39 JVN#55745775 | TGROWI] [2B+HH28RHYAL - JH IR k- T+ (20255 12| 4.3
(#1)(#2) —O ) DIEFEH A178

11




(2)

#5 CSIRT & S i BUEFRORHKERZ (T JUN TRARLEHEBELR—F

& 2-4 £, AWFEHC JPCERT/CC A4 CSIRT H&EE L TIMY k- -EBHEO AR
WLREDKRZRLTEY . AOFHFT 10352/ RLELT

Android BER 4> 0SS ZHARAA-H RO HICET SAEFH TIE. BRAREHLFR
T 57 CT7EOFAEME., 258 E00 KrCERT/CC ¥t EM CNCERT/CC, &ZD
TWNCERT & DBEMNAEEZ TLVET, ShoDEHRIL. JPCERT/CC #ABEARE) X b
G CEBIN-ETRARE~ABEMLIEZSX. JUNICBHELTLET,

Fiz. XEELRLREEELELXTO CISAICS NABT 5 ICSA (FlHRERICET HEHMEE
) BXU ICSMA (EEREFICHAT HMHBMEER)  JUN ITEVTIEMRE LTEHELT
WET,

K 2-4. @5 CSIRT F &EHE L -e Bt & & T BEMEHRIC T SR

HE Hass pairty el

1 |#88D LG Innotek By FT—H WA SITHEITERENRRFLIERE [ FEBRIE L L TES
FrorI)LEERL-RARE#OMREHE

2 |National Instruments ! Circuit Design Suite [Z# [T 2 EH D351 AR L L TIBE

3 |OpenPLC_V3 [ZHBITHRER. KRIBTE. FLIEIEETEZOHEADK | FEMBEL L TEE
FOMEMH

4 |1EH 0 Festo MRIZH T HEBHDHET FEME L L TEE

5 |Megasys Enterprises & Telenium Online Web Application 2§51+ % OS |;FEME & L TiBEL
ATy R4 arnfEEHE

6 |OpenSSL IZHIT5EHDHESEME (OpenSSL Security Advisory [30th | 8 ZBAFE ~BAN - FAR
September 2025])

7 [ ERHOX—TURBRITEITHERDMREENE K ABAFEA~EH - FAE

8 |Hitachi Energy & MSM Product 2§ [+ 58Dz 1% FEMGE L L TIBE

9 |Raise3D & Pro2 Series [CHITHRB/NNRFLIIRBF r RIILEFERAL SFEBREL L TEE
T=FRREEI B D HETH

10 | FLY R4 0894 ILRINZRA— for Mac 28T 24 ESHROM | & ABFEE~BLH - AR
EELGS

11 |Delta Electronics & DIAScreen [ZH [T HEHDIEARNEZTIAADIEEE | FEHMEE & L TIEE
1

12 | ST EME V-SFT IZE T 5EHDMHEM K ABAFEA~EH - FAE

13 | # 3D Rockwell Automation BLRIZH T B R B v HR—ID/\y T 74 |FTEMIEL & L TEE
—N—70—0NiE5EHE

14 | Hitachi Energy & Asset Suite [IZ$115 A HARNBOREU LEEL JEERE L L TIEHE
DHEFEMHE

15 |Draytek & Vigor L—2 —[ZHE T HFMEIL SN TG YV —RFEHD |[FEME & L TEE
HEsEtE

16 /Ny 77 0O—% Wi-Fi JL—4 —WXR9300BEGP ') —XIZHTH/ R | W AERFREE~NEH - HE
kS A—HILDIETEHE

17 |Rockwell Automation & 1715 EtherNet/IP Comms Module [Z& 1T 548 [;TEMIE L L TIBE
BOMEEMH

18 |Siemens ERICxtd 57 v TT— b+ (2025 F 10 A) B RFERE~EM - AR

19 |Hitachi Energy % MACH GWS IZE T 5 EH D554 AEMGE S L TIBE

20 |#8%1? Rockwell Automation & (2 (T 5 EH DI FEMGE S L TEE

1% JPCERT/CC & MBAAFE ) X |+ : https://jvn.jp/nav/index.html

12




BE inGEL 3 w5

21 | Oxford Nanopore Technologies 2 MinKNOW [ZF 1T 5 EH DM |JFEBREE L TEE

22 |Raisecom # RAX701-GC Series IZH T 5RB/NRXFIEREF v = |FEBGE L L TIEE
IVEERA L= RE DR T

23 |CloudEdge &! CloudEdge App [ZHEIT5T AL Fh— FOREYLES | FTEMEE L TEHE
EDHETS M

24 |#E# D Rockwell Automation B IZE (+ 5 EH DM FEMGE L L TIEE

25 [ISCBIND [Z& (T 5EH DM (2025 4 10 A) HRFRE~EN - AR

26 |Delta Electronics & ASDA-Soft [CHITHR A Y I R—RD/\y T 774 |FEMRE L L TEE
—N\—27O0—0DEFHH

27 |Veeder-Root &! TLS4B Automatic Tank Gauge System [ZE [+ D EH®D |;TEMBIL & L TEE
HES5 1%

28 |E#D ASKI Energy B GRIZH T HEELGHEEICX I HRAEDRINDME | TEMIE L L THE
EERGS

29 | AutomationDirect & Productivity Suite 12§ 1T 285D I35 14 B & L TIBE

30 |TP-Link & Omada 7 — bV A [ZHITHEHD 0S a7 v A Uz | BRFARE~EN - AR
9L a3 niEEHE

31 |Vertikal Systems & Hospital Manager Backend Services 12§+ 5 |;TEMiE & L THHE
D5

32 |#E# D Schneider Electric #RIZH T AFIRETHAELGZ LD V—R FEEBHE L L TIEHE
DEIY HTOHETE M

33 |Apache Tomcat [ZH T 2EHDMEFFE (CVE-2025-55752, CVE-2025- | & FEAFRE~EL - AR
55754, CVE-2025-61795)

34 |Hitachi Energy & TropOS 4th Gen [Z & T 2B D551+ FEMGE L L TIRE

35 |[trFal)— - VRATLXE FutureNet MA XU IP-K 2 ) —XIH | WEBARE~ER - AR
(T 5B DHETE M

36 |IDIS & ICM Viewer IZE1T55184 20> 3 VD5 HE AEMLE S L TEE

37 |Delta Electronics # CNCSoft-G2 IZH [T H5EHDRAZ v ) R—ZAD/\|FEMGE E L THHE
v 77 A —NR—70—D/EFE %

38 |ELEME V-SFT-6 I2H T 2B KD FEMEL LT

39 | ==EHA MELSECIQ-FCPU =y FD TCP EEIZHITHY—ER | ABAKE~NEM - AE
EAE (DoS) DM

40 |#E#H D ABB & RIZH T HEHDIETE M FEMEL LTEE

41 |Ubia & Ubox IZ& 1T B REERD T+ G IREDMTEE FEMEL LT

42 |Advantech 8 DeviceOn/iEdge 1281+ B EHDHETE FEMGE L L TIEE

43 |Siemens R It BT v TT— bk (2025 % 11 A) HmFARE~BR - FHE

44 |Intel ERICHEBOMEZFME (2025 F 11 A) HRFERE~EN - AR

45 |JavaScript 54 735 1) expr-eval £ XU expr-eval-fork [CIEED— K |FEMEE & L TEBEL
EITICOHEMN D5

46 |#EH D Rockwell Automation B & (25 1T 2 EHDHETHEHE FEMELE LTERE

47 | Brightpick & Mission Control # & U Internal Logic Control IZE 1548 |iTEME & L THBE
HOMTEHE

48 |EHD AVEVA BRIZHE T 5EH DS FEMEL LTEBE

49 | ZZETHUBBABBAN X TLMILCOS FBRE - BET7TTUr—2 3 | HGHARE~NBH - A
DNIZBEITZ T 74 IVBRRNRDFHIEFEDHET

50 |Wolfram Cloud IZ—B7T 4 LY b DBEKREBICERT 2HERFHRIC|EEREL L TEHE
DN DHETEHE

51 |[METZ CONNECT & EWIO2 L 1) —XIZE T B EH DI TEMGE & L TIRE

13




HE it E] 3 w5

52 |#EH® Shelly B RIZH T HEHDIETEHE FEME L LTBE

53 |#3® Schneider Electric G (ZH 1T 5 EHDIEHEME FEMFEE L L TIEBE

54 |4 a—xFY & TFOP 54 —0DEPSON WebConfig/ Epson Web | 8! REAFE~EL - AR
Control IZH 1T 5BE G ERIRTEHIR T H#aED R 4N

55 |Emerson % Appleton UPSMON-PRO [2HTHRAZ v I R—2D/\y |[FEME E L TEH
T77A—nN—270—0DMHEMH

56 |83 D Festo B GRITHITHEHDIRTEHE FEME L L TEE

57 |83 Opto 22 WRIZH T HEHDHETE M FEME L L TEE

58 |iCam365 & CCTV A A J(ZHITHEHDIMETEE AEMGEE L TEHE

59 |#E# M Automated Logic B @IZH 1T 5 EH DI EEME S L TBE

60 |Fluent Bit [T 2B DAEE M FEMEL L TEE

61 |SiRcom & SMART Alert (SiISA)ICH T2 EELGHEEICR T HRMOR [FTEMUE L L TIHE
MOKETS M

62 |83 D Festo HFRITH T HEHDIETEHE FEME L L TEE

63 |Opto 22 & groov View [ZHEITH A T—R X 2HMEFERDRTA L S EEBUE & L TEE
DHETE M

64 |Zenitel 81 TCIV-3+I2H 1+ B EH DKM FEMEE L L TEE

65 |Rockwell Automation #! Arena Simulation [CEITARAZ v O R—ZD/\|XTEMIL L L TIEE
W I 7 A —nN—70—D/EFEH

66 |#EE D Ashlar-Vellum B RIZH 1+ HEHDHETE M FEME L L TEE

67 |JavaScript 54 75 1) [Forgel I2H1T5ELR BRI HDHETEHE HmFARE~NEBR - FE

68 |=ZZEHE GX Works 2 1251757029 b7 74 ILRED-OHD | B REARE~EH - AR
RIEMAEXTREFESNDMEHHE

69 |nopCommerce [Z+ v < 3 > Cookie HERNE it LVESS AEME & LTS

70 |Mirion Medical & EC2 Software NMIS BioDose |2+ 2 EHDHEM [TEMIEE L THH

71 |Industrial Video & Control # Longwatch [CEIT5a— KA ooz o Y |FEMEE L THEH
ERAO) e

72 |Advantech # iView [ZHT5SQLA Y L a v DHfEFHEME TEMGE & L TRE

73 |SolisCloud & Monitoring Platform 28+ 4 21— YR AIEIRIREICEL 5 (EEMUE & L TIEE
¥ERF v EEOMETEM

74 |#E¥®D Sunbird MEIZH T HEHRDOHETEME FEMEE L L TBE

75 |#8%®M Johnson Controls 8@ IZ& [+ 2 EHDHET 1 AEMEE L L TIBE

76 |MAXHUB # Pivot IZE T B M54/ N\ X T— K1) /3 OIS TEMGE & L TIRE

77 |Apache HTTP Server 2.4 [ZE (T3 EHOMBEICHTI7y T7— | B RARE~EMN - HE

(2025 % 12 A)

78 |Android 7 ') [Brother iPrint&Scan) IZHT58EF ¥ v a T4 L | BERAKEE~NEM - HE
9 b OREY)ER

79 |React Server Components [ZHITHEBETEREVWT—2ADTIUT S | BEELLE L THEH
1 E€—- a3 nifHEH FEME L L TEE

80 |Apache Struts 2 [CH 1T 5H—E RERE (DoS) DifE3EM (S2-068) | H MBAFKE ~EAN - FHE

81 |Festo & LX Appliance IZH T2 BRAYA CRY ) TT4 T DT | FEREL L THBH
%

82 |Universal Boot Loader (U-Boot) IZH T2 T—hra—FAaE—3h3 | FEME L L THE
EBRMEAT)ICHT Z7 0 € AFEATEDZMETEE

83 |Siemens #MRAIZKT BTy TT— b+ (2025 F 12 A) HmFARE~EBR - AR

84 | IS H—& iPrint&Scan [2/\2 FILENTULVA.NET 8.0 ICEHDIESS | B ABEAHRE~NEH - FAE

%

14




HE it E] 3 AR R

85 |[#B#( M Grassroots I H T HERNEEZAH DM FEME S L TEE

86 [OpenPLC V3 IZHITHIVRARYA FIIV IR T7+—2 ) DIfEFEMHE FEMBIEE L THE

87 |AzeoTech & DAQFactory 128 1T 5 DI FEMFEE L L TIBE

88 |#E%1? Johnson Controls &G H T B ER DM FEME L L TEE

89 |F3afEv+vyFy—mini [ZHITHEHDMET M B RBAREANEN - A

90 |=Z=EHE GT Designer3 [2HF51—H—RADT=H DRILFRNF | B RARKE~EN - HE
X CHREISNATLSHIESEMN

91 |#B#® Hitachi Energy HRICHEITHABEF Y RILTEZET I A v [FEMIEL L THH
—JICR T L DRI HEDHETE S

92 (#E#1? Johnson Controls &G H T B ER DM FEME L L TEE

93 |## D Guralp Systems HFZIZH T RHBRFELIFHABL LD V—RD | FEMEL L L THE
YL TOMESEMN

94 |Ruijie Networks 81 AP180 1) —XIZH1T5 0S8 aAX Y KA ooz v ¥ | RARE~EL - AR
3 D5

95 |GENESIS64. ICONICS Suite. MobileHMI & & U MC Works64 @Y/ 7 | S BBAFE ~EH -
POz 7XF—HR—F#EEICHITSH OS av Y K402z avdifs
EEL

96 |Central Dogma IZ&(F5A4A—F ) Z4 LY FDIfa5EH R mBERE~EH - AR

97 |#%®M Rockwell Automation 8 &I & 1+ 5 EH D5 FEME L L TEE

98 |Advantech % WebAccess/SCADA IZ§ |+ B DETE FEMIEE L L TERE

99 |National Instruments & LabVIEW (25 1T 5 E D554 FEMGE & L TEE

100 |Schneider Electric &! EcoStruxure Foxboro DCS Advisor IZ§ 1T 2548 | ;B ML & L TBE
TERENWT—ADTIITS5/4E—2 3 DifEHE %

101 | Inductive Automation & Ignition 25 1+ 2 A ELZHER TOETOESE M |FEBE L L TEE

102 |UEFI 27 —Lz7#BEL-—8OIHF—HR—FIZHEITSH IOMMU [(EEHGE & L TEE
VBB EDIET T

103 | AT 47— MP-01 [CEITDEELHBEEICHT IRMORIUND | W RRAREEFE~E - FE

fe5s 14

2-1-6. BERHIRtORIEK R

2018 & 4 A, MEBMHICLIEROBELEFICHERAREY—EXNDHELERT S
OIC, ChoDY—EXRZRBIIEBEA D ISFEEF 9 (I L THRBERRERZ
JUN ARFNEBEMICRBLTOET, KUFHICELFERIZE LI OE. EHDE 3 4.
B 3T, RETIE87TH (ENHEH 494, BAF#HE38H) TLT=,

9 JEY A /N—tFa T2 — (NISC)

(B : BRY A N\—HEE (NCO) ) ORFO EEAVTS

DA N—EF21 ) TAIZRDITHHE] TEDIEBEANVISEREFELELET,

15




2-1-7. ERTRERH O LK R

2-12 (X, 2011 £ 9 ARMN OARMERFETIC NERTRERMAFZE] LHEDHTTHMYK-1-
251 OB RDHERERLIZEDTT,

THGRARERALR (D)), BLIUVHGRARELEZLARLTHLHGBAREN LDLENG
OEMERE L TAKRT S MERBEZAEK (D)) I220WT, KEEHICH T E2FLEARIIHY F
HATL R, . EREARELABNBRALEZIO (ARG (Q))) BLUAMEHD MFHR
T (@) I2oLWTIEFEENHY FEHATLT

COFER. AUFEKREF R TERTRERY (D+Q) (X 160 4 (RIEUFE] 160 #). %ﬂﬁﬁﬁﬁ
LI=E#H (@+@) X 53 ## (FIE3H 53 #). ARHETZESDHFEICT JUN AFRHE
HHEHESN JUN ARIZES-FEH (®) (X 38 L&Y FELT,
BHE.ARHEZEROHEIZT JUN ARVBEETHDI LHESIN JUN ARICES-EH (B)
[ZDWWT., REFHIZAKLE-EHEHYFLFATL

EIRABE (MRERELERALNENY T FY I TEIORBEEEL)

ERTREMARE—&

i@ﬂ:ﬁ:ﬁﬁﬁ%ﬁ’Aﬁ(ﬁ%ﬁl’aﬁ%%b\boﬁ%ﬁéﬁ&)ét&)) :

=~ | O

B

ﬂ*
&
il
s
An
: Wb

-—

(%nnﬁﬁ%%?ﬁ\bé%ﬁ?ﬁ\&'ﬂ) Hﬁ%ﬁ'ri*‘ll"l RLOPBEBFHALEES)

20254 16044 53 a5t
30 1A (D1 @159 ) (3204 @334%) 25144
202545 1604k 5314 a5t
FE4m (D1 @159 ) (3204 @334%) 25144

E2-12. BT EERE O MEKR

16



2-2. 9794 FOIEHEHE

2-2-1. LI R

2131, Yz IH4 FOMBEEBHEOMBKRICONT, XY LDHEBERLELOT
T, APUEHREADBHO R E 13,467 T, AELHAHICEIRNERT L= DI 36 4 (B
5t 11,385#4) TLf=, CDSB MBERTI L=t DIZ26# (RE8,8914#) . [EEMiE]
[k YRBERY OO0 7 (X0#H (REH1,130 ) . IPAB LU T IS MEEEMN T
BT CHBFLEEDE oM (REH830#) TLIz, DT IHA MEEE~ADERFH
MRV E TEIRREE] SHBLE=H DX 0# (B5H238#) TL. BH. YT TH4( MEE
EADQBERITEE A — LT, ERHSBRNL MBS ICEEOBETOELLIT>TVET, &
f= TRSE] ELHDIF1# 9 (BEH296 #) TL=. BIRLVERT LI-85 11,385 0
56 MEERTI THBHETEEL] OB 9,721 HE2 T, 9 IHA MBEEL S DIRE.
HLCIEIPA QHIBFICEY . B LESAABESATVS Z EAERENELDTY, 48 &
ERTI D56, Y4 MEEENYBR—CHHBRLELOF 34 (R5H1,1934) .
T YA FEEENERICKYBREEMMELE-LDITOH (R5H384#) TLT=,

11,244
r 4 1
2024 236 _
B Hi 8,793 [67%] 1,130 o3 2<Lz 2,045 &5 13,2891
11,277 n
2025 238 i
3 ﬁ;f 8,813 [68%] 1,130 s02 | |2sa 2,030 &5t 13,307
11,306
2025 238 )
6 ﬁ: 8,834  [68%] 1130 2!4 2,038 A5t 13,3041
s 11,349 ‘\
2025 238 i
oF :f 8,865 [68%] 1,130 61 ZLS 2,030 A5t 13,3798
& T8 B ST
i T HEEE SIETELY [
2025% | {EIESET 8,891(26) @ LBA—THIR ERTEE TEEBE g 2,082 | &5t 13467k
1A% (68%)] 11933)  380) | 1,130 (0) (9) RN | AR
\ ER R A 238(0) | 75238 296(1)

0o 1, 000 2, 000 3, 000 4, 000 5, 000 6, 000 7, 000 8, 000 9,000 10, 000 11, 000 12,000 13,000 14,000

) ADHME (LS PG FLH I CIEEZ R T L 7= 14
(1 ADEHEIL REL /= EH DIBIEIEST TLAEIE

([ ] BEXT . IV A MEEEICLYBBHENBESNELD
______ LER—HEIR L BERTOS5b, S4R—SFEIKRLEZLO
SEMA T EE L BERTOSL, BRICLYREZERLTLEELD

[ [ Emmie C IPA ISk BEBMETEC HEEMER Lk, MEERYOH-H0
mwuﬁ7<___%%ﬁﬁﬁﬁu L IPABEUD T T4 MEREELNBBEREVEHERLEED

| miETEe L I JY A MEEENLOEEAE L, RIRLATERNLD

Y TYA MEEENRE LAV LH0

- DI A FEEEAOERFRATNEHFLIZLO

\[ | *== ;nfrmméﬁmmﬁ%uzéunua@

| mamL IPA RRERERSR, Y1 IYA MEEEARE. HHPOLD

= 2-13. leﬂ4F%ﬁﬁ®E&Mﬂﬁ&®I#%ﬂﬁﬁ

D TEHMDY T THA FMZBLWTRHASATWSY 7 r9z7RRITBETOTSLANERAINA TV &
Wot-EHEAH 56, MEMNICANBET 516 NEFEBRE] 2/0KRTIIEHIHYET, T5L=5
&, MFEBRE] 23 >-THEREOLEBZIMY POHFET,

18 RERIEAEEHADBHIZEZED 1 8., BIEEELIBIZL 531000 #,

17



fEHZMAREN S ARMFHARETICEEOH >V = TH A FOMEFEHE 13467 D55 FF
BERWV=HRIT 13171 HT L, YR, FREZRVEEHISOVWTRA LIBREZREHLF
ERS

2-2-2. EETHROEEREHER

2-14 (3, BHEINBHEEDOY = T4/ MEETRDOEREICONT, BE 2 FRIOEHHE
HOEBZEFHLITRLTVEY, AEFHEEEN 87 H#HY . £D 55K 3EEREAL
HEOTVET,

O 200
oOfEA

m BT AR
B E - 2ATHEES 15044
o K

w35 2 E R

O®E(Z0fh) 10044 D f—
O (kR -3E L)

BRE @K L35

501 H

of%
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
2024 2025

B2-14. WEHAT L OEE T ADTEF S H 4

18



2-2-3. Bt DTESE - TEEHAERK

2-15, 2-16 [, BHIW=HBHEOEENOANRTT, K 2-15 (FBHOEHEANENE %.
2-16 [CIEiBE 2 FRIOMEFH C L OEFENBHGHOHBL L RLTULET (19,

AMEHE TT7MILDBR-=08 B6#) | MZxIBEL, RWT YARYAS +-RH )T
Ta2T B8#H) | LBE>TVWET, RETIE. VBRYA RV YTF4251 213 T57%
EEHTHEY. RWvT TsQLA o2z v 3>] B 11%. [DNS EROFRERHE A 10% L%
S2TWET, [DNSEHROFRERMI (L. 2008 £/ 5 2009 £z ITTE L BHEENEELDHAR
MEINTWET, 5. COMHEDFIAIZH=>TIE. AHEICETI2EHOERTHSZ &
[ICTBECIEEL,

YA DIEFEHEDTEERI D E HRK R

B HORFAN RO T4 200
ESQL o ay

O DNSTE3RD 3B 7 A {8

BU7AILDE-=AE 150#F

OF4LIRY) -5 —H)L
OHTTPSD A E YA F| A
OZnith

10014

.

87
0 10% ESO{¢
QE Ol

1Q 2Q 3Q 4Q 1Q 2 3Q 4Q

(11%) 2024 2025
WBITHDORR, 757D FEMATFE L HAETOHRF) (BE2EMOREEHMNER)
B2-15. @ REtOMEBEOERINEE B2-16. MY HZ LD REFFEDIEIARIEH 48

B 2-17, 2-18 [&. B SN-MEHEEA L5 T HERDARTT, E2-17 [FEEDOFERIE
5%, D218 I2IXBE 2 EROEUEH L DZEFBHAERDEBRZTLTLETS,

AOFHE TH—NHAIT7MILDFTE B5#) 1| AmRHEEL. RVT TRXYY A FE~ADB
FWMORT BH) | -2 TVWET, BHTIK., TAYYA FEADBEROERT] . [T—
ANREA, BEI . TEA VEROEA] ALEDOH8ENELHOTLET, Chibld, HESS
HDRENEETEMEZEOHE TVORYA b RO YTF4051 TSQLA P o T3
>~1 TDNS BHROFBERF] HEICKVERETHILDTT,

7Y A OIEBENRL-5TRE R OE KRR

200

BAMY AL E~DBEROE R
B F—ADUEA. BE
DRASABERDEA 10
OY—/\RI7AILDiFE .oz%D 8% M@ 55%
mEAERORR b (55%)
mgYTEL B 4% E 4 100
kK L
A B O 6%
OZ Dk >0
55
o 11% 8
(11%) = 0
B 11% 1QI2QI3QI4QI1QI2QI3QI4QI
(11%) 2024 2025
131 THEDRIR, 557 OEIAEAIEERETOUP) G 2R 00 Hh PR
E2-17. BHRHOBEBEAL-OTZER S R2-18. MAHTEDMmBIUEA B0 REA

[ -3

M9 ZNZTHDIEFHEDE L VSRBEICOVTIEFR2ZSRBL TS,
19



2-2-4. BESE TR

2-19 (¥, BE3IFEMOIz TH A FORBEDBERTHHEEFHATLITRLTVET,
AOFHIEEZRT L-EH 26 B0 55 23 # (88%) X, 7z TH A MNEEE~RBHHEE
FHREBMLTH S 90 BURIZBENET LEL, R2-5(F, BEAET LE-2EHDS 5,
V7Y MEEZITEHMLTNG, 90 BURITEBENET LERBEDORHELIUVZTDEIESE
BE 3 FRICEVTEFATLISRLELDTY, AEFHRERICETSH 90 BURIZEEMN
SET LEMESMEDREFDENISE 70%T L=,

M EAER C—0-90B LA C—91-300B LA  E=—=301HLL SET SR ETHHR REHEH

7 8,865 8,891
a0 8483 8548 8607 8661 8695 8739 8,774 8,793 8,813 8,834 ~ 9,000
1204 - 8,000
Lok - 7,0004
- 6,0001F
80t | 64 65 s - 5,000
6014 | 54 a4 - 4,000
204 38 35 31 - 3,000
|_L 19 20 21 26 | 20004
O s
- 1,0004%
ot , , , , , , [ I_I—_ ¥ ,|;|i° ok
1Q 20 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
2023 2024 2025

R2-19. 7z 7S A FDOMEBHEDBES T S

£ 2-5. 90 HUAITBERET LERHELUZNEED#HR

2023 2024 2025
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q

BIESE T HH 8,483 | 8,548 | 8,607 | 8,661 | 8,695 | 8,739 | 8,774 | 8,793 | 8,813 | 8,834 | 8,865 | 8,891

90 HULN D% | 5,864 | 5,926 | 5,980 | 6,026 | 6,051 | 6,093 | 6,118 | 6,134 | 6,150 | 6,167 | 6,192 | 6,215

90 HLLNMEIE | 69% | 69% | 69% | 70% | 70% | 70% | 70% | 70% | 70% | 70% | 70% | 70%

20



[ 2-20, 2-211F, Dz 794 MEEBICHRBUBERRZBML THSBESNSETIZE
L-BHZHMBEDOEFENHEL. TOEMZEZRLTVET 20, 240D 52%NDEHA 30 A
L. 240 70%DEHA 90 BLAIZEBEISNTLETS,

70%(90H AR DIEIE)
52%(30H LIRDIEIE) —_

——————

1,400 O Dt (53014)

’ OOSaAYURA2 2T a0 (871)
QU AL YO EYZEH F(1014)
OHTTPL AR X5 El(10445) 1,206
1,2004% Oyl arEEOFE(1134)

O REECRET B (1564)
OFALIR) ;S8 —H5 )L (2174)
10004 BI74 L Dir>1= AR (3104)

’ O DNSTE$RD &% E i (55244)

BSQLA 2o az(1,0404)
OYARY ARV TT425(5,6814)

80014

577
60014 550 546 01

40014

272 46

200

ot r r r r r r r r r r r r )
ol 18 2H 3B 48 68 118 218 318H 51H 91H 2018 301H~
~5H ~108 ~208B ~30H ~50H ~90H ~200H ~300H

K2-20. VxS (DB EICELI-B#

HARY AR RO TT 45 (5,6814)

sQLf 2 x93 (1,0401)
DNSTEERD 5% E T % (55214)

T7AIL DR B(3104)
FTALIRY bS8 —4 )L (2174)
FREEICE Y B (1564)

Tyl a s EBOFE(11314)
HTTPL R R 53 &l (10444)

VE AL DTEL R (1014)
0SaARURA DT a (87H)
ZD1h(5304)

0% 20% 40% 60% 80% 100%
m0~10H @11H~20H 0O21H~30H O31H~508H O51H~90H O91H~200H m201H ~300H I301E|~|

B2-21. DT VA OBEICELE-IBEEENOBROER

(20 BEEMNSBERZTORENH 21D, LU, BBEEMEEShI-L IPATHE L3 OLEHTE
LTWEY, &, 0 BIXMESEMHEEFERZEML-LEBICBESAZID. FLIXEEELHEEER
HREBHNT DHNEBESN=2DTY,

21



2-2-5. R L TLWABRHOMBZBAHK

D JHA MEEENLHRBUEZEBELIZEDHRENGTIMEGE. IPAIE1~2 s AEIZA—LP
BiE. BELEDFERTYI IV A MEEFITRYRLUERERHA. BBENRKOEREFEL T
WET,

X 2-22 &, D794 FORBEHEDS B, BIFELWVHREELTWLWSED IPANGLD T THA
MEEEAEEMEEEERZBHLTH DS, 90 BUEEE LE-EDHMENEL) 12DV T, F@
B#AOUEHZERLE-EDTT ., CAODAEHE 1,050 4 (ATIUEEE 1,045 #4) &75 Y ATEEE
HMEUEMLTWET, T35, SQALA VYo 2av VNS RIEDEVTBHOESE
F2AEDH 16%ZEEHOHTVET, CORBIEE. VTS FOBRIBMEINTLEIRED
ERENENLDTT,

800 (REME &F1,0504) L
7199
70044 OZ 0t B
60044 msQL >y ay 195 |
5004 OYARY A ROYT T4 m_
40014 —
30014 -
20044 413 |-
1008 |10 32 41 16 16 27 36 49 50 B
8 == -1 5 8 5 3 8 11
014-' r4 T T W‘Zl 7 2| J ql '_z-d'-_| 1| =31 2| @7| ﬁ 2|

90~ 200~ 300~ 400~ 500~ 600~ 700~ 800~ 900~ 1000H
199H 299H 399H 499H 599H 699H 799H 899H 999H HE

B2-22. BR{RULASRIIIE(90E UL ERZB)L T S @ HH D Enik#Eid A B DiEE

& 2-6 [, BE 2 FRIOEFHPRFER TRFEVPOELE L, RIELDARBELTHSREHOH
. BLUZDEIEERTLTVEY,

F2-6. RFVWARMELTLWAEHERSLIUVEIEOIEHT L DEB

2024 2025
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
BB D5 1,998 1,976 1,962 2,045 2,030 2,038 2,030 2,082
REAEL TV SHK 888 921 931 950 967 1,007 1,045 1,050
RALLTWLSEIE 44% 47% 47% 46% 48% 49% 51% 50%

22



. RE~ADEE
MHRHEDBERED-HD., ZREFRE~DELRIROEBYTY,

3-1. HEBARE
JPCERT/CC [&. V7 bz 7HADMEMHEERHRE. (RAMAREEVR M ZEDE, —H
ARBADABFZTVET, ARGTABRVEDOND LS TRHGRAREEV X b CERLTE
& LY (URL : https://www.jpcert.or.jp/vhiregist.html) . F71=. B RHAFEEB SN BHE A DM HEEE
BFHZRREL-GEL. ARFREFNABABMT 5702 JUN ZFRTHENTEFT,
JPCERT/CC & L X IPA NEFR L TLEELY,
BE. HAFRARICHEH>TE. ROAVTVIYDNFATETY,
= MNoTBKICHITAdEF ) T4 EFTDF5IE 1 : https://www.ipa.go.jp/security/iot/iotguide.html
= loT W& - Y—EXMEFHERIEH A K1 :
https://www.ipa.go.jp/security/todokede/vuln/ug65p90000019gda-att/000065095.pdf
> 27207 SRHERICKRNOBESEEEH DTS5
https://www.ipa.go.jp/security/vuln/fuzzing/contents.html

= MEHESRIZEA T -ERRARERITH A K1 : https://www.ipa.go.jp/security/guide/vuln/forvendor.html

3-2. vz DY A MEESE
ZLDVTTHA FTHRALTWAY I Yz 7EHBICHBHEARRESATOHES, BEDY

TTHA FTEDESIBY I LIz 7HREZFALTOAIMEIEL., RBUEAIKREREST SN

WETY, BBEHEOERE - WERICHI->TIE, RO IPANRET 53T UIYNFATEET,

= [R&EI T TH4A FOEY AL : hitps:/iwww.ipa.go.jp/security/vuln/websecurity/about.html

= [&£7% SQL OMEUH LA : https://www.ipa.go.jp/security/vuln/websecurity/about.html

= [Web Application Firewall 4] : https://www.ipa.go.jp/archive/security/vuln/waf.html

= REGITTHA FOERBEIZAITTD20 vE ~EX 12U TAR/EDFzvIRA U b~

https://www.ipa.go.jp/security/vuln/websecurity/sitecheck.html

NPAMESMXEI VTV Y I 7 LUR]:

https://www.ipa.go.jp/security/guide/ssf7 ph000000fjhe-att/000051352.pdf

= Y—RAF—ToV—RYI b7z 7ICHATIHERERELTEF2 ) 71 1FH -
https://www.ipa.go.jp/security/vuln/oss/sw_security _info.html

= REQIzTHA MBEIZLHTT ~ REIVITYA FOEOORBHEREHTA K ~1:
https://www.ipa.go.jp/archive/files/000089537 .pdf

= Iz J4A FEEZERITEX 1) T BVEHOEEROREDOFSIZ]:
https://www.ipa.go.jp/security/todokede/vuln/ug65p90000019gda-att/000096758.pdf

U

Fz. VT A FOMEBUZHERICH->TIE. ROAVTFUIYNFIATEET,

= Iy JREZEEH] - https://www.ipa.go.jp/security/vuln/websecurity/about.html

= BETHAS ' VARYA k- RV ) TT4 I OHE ' ) (BREF1 ) T ¢ BRATARRIRE-AETE XK
D JYA FOEE - BIF) : https://www.ipa.go.jp/security/videos/list.html

23



3-3. — DA U EF—3y baA—H—

JVN %> IPA, JPCERT/CC 7z £ iS5 EHROMRIFHMELARL TSV TH A FESHEL,
Ny FOERGE, BEMNLG X1 TARHRKEBI Ao LNITEIBENHYET ., VI
IT7EFRATAEAIE. RBHERIREEBL THALFALTILEEL,

BE. —BRA2A—Fy bA—HP—RAIITIZIE, ROYV—ILFRELTLET,
= MyJUN /N—2 3 > F v H for NET] : https://jvndb.jvn.jp/apis/myjvn/vccheckdotnet.html

FIREDPC. H—NEITA VR —LENEY I I TRHEDN—C I3 VERBITTF T v I T HFOHEE.

Flrze AV —Fy bA—F—AFIZROAVT Y ERRALTVET,
= [ty MERBEROREWETE - FIAHA F -FEE-1

https://www.ipa.go.jp/security/guide/vuln/forconsumer.html

3-4. %RE
MeSs R E RO BEY B D =6, B LI-MEHEMEEERRICOVTIE, RBEMUISMBESL
HETIX, BZBITEAGWE S, BYICEELTLESL,
BHE. ZRRERATFICUTOaIDTUOYEMRLTLET,
= THEMUEERFRE L TMYRAGWNEEDEZ S DREDR
https://www.ipa.go.jp/security/todokede/vuln/handling_notaccept.html
= MEHUERR - REDAL LEIRN~FEREBICH>TEVTHRLW &~ (BEREF ) T 1 HAiTARRRE-
MESS MRS - BESSMERR - #R4) : https://www.ipa.go.jp/security/videos/list.html

24



%1 VI b0 7REOHRBEDRESE

- BHIZHWT
Al -1
HREORE o BESNI R
REFRORA
79tzﬂmmw=79txﬂméﬁ5&%@mcaurjvEﬁ?$f¢%

i

I RFEHARIML TS,

EEDRY Y T FOELT
RELFERORR

Sz IJF7 ) —
L arDiEEHE

Yz 7Y=L ANSHh
- HEROABDEIROBELFEROEIR L,
HABOWEICRELAH S, VY ORYA
ROV TTF4 071 /RENTSQL A >
DIy avIREREIZFIASATLE
jo

7 9 1 X IR 0 [E] 5
MEEDH A
H—EXFEe
BEROE
EZFRHROFRE
1EHRDiFH
tyar N Truy
BIEDAIE
mYIEL
REENDaITY FOET
FEDORY ) T rOEST

EEDI7AINANDT IR
DEERORE R
RFC 20 /ARl = 1= C ML T, % |¥—E 2 Rae
LR BB LUAER. MESAELSL0. | EEOHS
L TTSHFOA— LI SA T Y
SREORIEICE |7 N CEREERIT 5 MEAEES b | THEOERTEE
+ 370 T, E1ld. BIEAE L Abhd | BYTEL

2. ROFEAZEZRFLVRTLES,

tXal)TaY
TEFXALOBER®D
&

AEBLWHROHOIEF2 TV
THFRA LTRSS ANENEZ FEOFIRO
tFa)TaVTFAITRELTL
F3,

FTIIVr—2a nEE
IEERDFH
FEDa—KFOET
FEEDODRY ) T LDOET

®’T

NYITF7FDF vy
9 DA

BFENDRSODAANTOAGEIZ. R
SEFIvIEIT NV ITFIZCAALTL
5, Ny I7A—nN—270—] HE(C
FAIhTLES,

—ERFRE
i3 WERHS ey
EENIT Y KOEIT

T7AILDINREA.
RNEDFTVvID
"N

WMEBOEDINTA—FELTHEESAT
WBTALY R)BT7ANE. 774
IWOABREF v I LTV EEDT
ALY RMIDIT7AILERBETCETCLE
W TFaLo b - bSNN—H)L)] HE
[CFAEShTLES, = . HEBqL=-77
AIPREICESBAONE-T7/4IL%
MIBLI-BRICFESENEL S,

FTII)Vr—2a DEERT
H—EXTEE

BROMHE
FEOI7ANLANDTIER
FRELRERDIRIE

25




7% 2. 2z TH94 FOEBEDHE

HMESBEDES

R E

B2l

BHIZENT
BEIIh-BE

TJ74ILDE =4
B

it

MShTHY. BACHETE HRES
HoTW53,

BEAEHRDRSE
H—IRIT 7M1 ILDRR
T—ADRIA., HEE
BmYTEL

INZAZINS A—HRD
RKFTYY

i}

A—YNLDANERET HED/S
A—BELTHEESNATWES I 7ML
B%&. A—YHAEEL, vz TH—NL
DEEDTALI F)DT 74 IL%EE
ETETLES,

H—NAT 7L ILDRFE

TA4LYRY-FS
IN—H)L

it

D IY—NREDTALYFIDTY
TRAEZBEAT, KRHFRASNTNSE
BENDT 4L FIICTIOERTES,

B ANERDRR
H—INAT 7L ILDRE

vy avEEDOR
%

it

ty o a vEEIC, #HARRTEREE
ALTWA=6, tho1—HFDEERMLE
SIHERTE, o1 —HFITRYTEL
T, Y—ERZFRAISHENTES,

Cookie [FH D FH
BEANIERDRR
BYTEL

SQL1 vy T3
N

i}

ANTAH—LITEA~SQL ATV K (F
—BAR—Z~ADTHE) EAAL. T—4
R—ANDOEROBE. FH. Higa L
MTED,

BEAEHRDRHR
H—NAIT 7L ILDRFHE
T—RDHREA. BE

DNS 1B DX E T i

i}

DNS H—NICHBYLREHRAZHE SN
TWBT=, BE=ZBENED AL ED
BHLEETHIDIDEIITSADFEATL
FIo

R A A VIFHROEA

A—To7ox

NEBDE=FICX Y. DY —N\~DT
DEREHh@yHY—NELTHAS
N RAET7 IV RRBEDRIZT VAT
ZRI-ODEHBICSNTLES,

HBHE

JBRYA -
ROV TF49

21— ® Cookie FHRZEFR S LNS BIC
MESIERY., BOBERERRIERY
TEH5LES5BEDY VO HE21—HIZH
vy sE, BAFEREZEOILNTE
éo

Cookie & D7 H
Y—RAT 714 ILDRE
BEAFEHRORER
T—ADHRSA. HBE
BmYFEL

A4 F EADBIER
DR

PJABRXYA -9
IRk TH—vx
1)

A—HEZEDR—DICFEESTH LT,
ZDA—YREREADY A FIZVE
MIT7 O ERSE, BRFEBROEECH
MDBAZEEDHENATED,

T—RDREA. HE

10

HTTP LXK X%

&l

KEENI—HYIIHL., BEEDOHDHEK
EUITH—NITEETHESICHRA
F52&ET. Dz THY—1n\DOLDEEE
DESETRENRETYERX, 21—
[T L TROR—VERTIEDH &
NTED,

PRI E R MR 1)
TYEBZ

11

X2 TAHED
FEIGEE

A—HZxl, YVIrHDTT7EA VR
—)LEtERY, TS5O¥0Exal)Tq
LRIVETIFRH&KI3BRTSHIETY
SATURPCOEXIYTAREZIER
TEE5,

FMRAZEOEXFUTaL
NILDET

12

DEA LY 2 DTRE
Y77 A

DY —NIZRELEYFALIAE
NEEHD) VI~NDEHEBIZENT
Y. ZD0zTHA4 FETRHDOHA +E
DR—UERREELNTLED,

BHa
YWY A FE~DOBER
DR

26




. . - BHIZEWNT
) pE ] X
HaSBtEDESE 3] 4 2iEA 185 X - B
DITHA FPOY—EXDLTSIHD
. A ML LTRESA TS 7402 [FRIAEOEFXF2UTAL
13 55@7;;“1/9U ¥ 708 B VTBENEEINLIEE, ChICK | RILOET
Y, XEFREINBDEFTOV L IR=D | HYFTHEL
ZEELTLED,
REENDTIT7 TV r—avER
0S DT B U LTH T FH—1D0S ATy REET
14125030 B TETCLEWN Y—1\AT 7S IILORE [EFEDIT Y FOET
CORTLEBE RELTAT S LDOE
TREEFTHNTLE S,
FAENPANLIE-NBZEEENETE
LI=A—ILT7 FLRITEET HHEET. | ,_ s+ o = -
15| A—LOBSESH | E | NBOMAEANREA—LT FLRE G~ VI ATHOTEN
BHICIEETETLEL, RXA—)LE
EOBHEBICERINS,
HTTPS l:%: HEEEIEE LTLSA., BF
N, SOBROREN+RTHM 1Y, Y
16 [HEFS PTEIL] g 1594 L co1-F~OBRME BYTEL
WAHS. FflF. VT THA FOHRE
£, A—YHSERAENERTEAEL,
avEYTHYA MIBWLT, @EHRIER
: ENFRERTESTHMAOND, M | .
17 |ERSORZA B zicspumis. vz ovq ricmE |7 0 OREA
b,
- API : Application Program Interface - RFC : Request For Comments
- CGl : Common Gateway Interface - SQL : Structured Query Language
- DNS : Domain Name System - SSI : Server Side Include
- HTTP : Hypertext Transfer Protocol - SSL : Secure Socket Layer
- HTTPS : Hypertext Transfer Protocol Security - TCP : Transmission Control Protocol
- ISAKMP : Internet Security Association - URI : Uniform Resource Identifier
Key Management Protocol - URL : Uniform Resource Locator
- MIME : Multipurpose Internet Mail Extension

TR1. MEREFa )T+ BHAEHR/NA—FF—2 v ) (HEHMEREEHRO IR HIEE)

BREF LT RHER NS — v

JVN sspan unera

BAXZEE

[~y
H
H

i

A

%t
il
il
i
Eay
Hp
4
e g
h

h

h

]

:I

!

]

]
]
. JPCERT[®®" ) ... .. A
yIkYz7 | AREDRE.
Uz omHE | Y Fessnt il T
1 ) HBEEIEHO T
H = NEFER - 4R5E ﬁﬁ,ﬁﬁ%%—
] £ 3
: HREE. HEENE
R 7 ) G
25 1 TEHRE S 5514 Pl 1 e &
iE55 1% : RALE, XREE
\_ e ———
ORGRARBRERVUV T IV A MEEFICK DREBIERKERLE
(AanR] | OFT A AR EFRD AR EDKE ZHIF]
CEANEREEEFRORECEELRTLOELEF

BABFROFAVEIBERERELR

iz

-

XIPA IR ATBUE N IERALIBHEHERSHE . JPCERT/CC: —AR4EFIEA JPCERT o —F 1 R—a vt o2 —, ERH : EXHRMAREAERRMREHREAR

27




	1. ソフトウェア等の脆弱性に関する取扱状況（概要）
	1-1. 脆弱性関連情報の届出状況
	1-2. 脆弱性の修正完了状況
	1-3. 連絡不能案件の取扱状況

	2. ソフトウェア等の脆弱性に関する取扱状況（詳細）
	2-1. ソフトウェア製品の脆弱性
	2-1-1. 処理状況
	2-1-2. ソフトウェア製品の種類別届出件数
	2-1-3. 脆弱性の原因・影響別届出件数
	2-1-4. JVN公表状況別件数
	2-1-5. 調整および公表レポート数
	（1） 国内外の発見者からの届出、製品開発者から自社製品の届出を受けJVNで公表した脆弱性レポート
	（2） 海外CSIRT等から脆弱性情報の提供を受けJVNで公表した脆弱性レポート
	2-1-6. 優先情報提供の実施状況
	2-1-7. 連絡不能案件の処理状況

	2-2. ウェブサイトの脆弱性
	2-2-1. 処理状況
	2-2-2. 運営主体の種類別届出件数
	2-2-3. 脆弱性の種類・影響別届出件数
	2-2-4. 修正完了状況
	2-2-5. 長期化している届出の取扱経過日数


	3. 関係者への要望
	3-1. 製品開発者
	3-2. ウェブサイト運営者
	3-3. 一般のインターネットユーザー
	3-4. 発見者

	付表1. ソフトウェア製品の脆弱性の原因分類
	付表2. ウェブサイトの脆弱性の分類
	付図1．「情報セキュリティ早期警戒パートナーシップ」（脆弱性関連情報の取扱制度）

