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CYMOVEit Transfer Critical Vulnerability (May 2023) (CVE-2023-34362)
https://community.progress.com/s/article/ MOVEit-Transfer-Critical-Vulnerability-31May2023
(9CVE-2023-34362
https://nvd.nist.gov/vuln/detail/CVE-2023-34362
(8 TMOVEit Transfer] ICEOT 1 fE5MHE - BERREERE
https://www.security-next.com/146673
(PUS energy department, other agencies hit in global hacking spree
https://www.reuters.com/world/us/us-government-agencies-hit-global-cyber-attack-cnn-2023-06-15/7_gl=1
(®Sony confirms data breach impacting thousands in the U.S.
https://www.bleepingcomputer.com/news/security/sony-confirms-data-breach-impacting-thousands-in-the-us/
(9Unpacking the MOVEit Breach: Statistics and Analysis
https://www.emsisoft.com/en/blog/44123/unpacking-the-moveit-breach-statistics-and-analysis/
(1OCVE-2023-35036
https://nvd.nist.gov/vuln/detail/ CVE-2023-35036
("CVE-2023-35708
https://nvd.nist.gov/vuln/detail/ CVE-2023-35708
(120 TMOVEit Transfer] (C# 57758t - 5 AR, 3EBOEH
https://www.security-next.com/147099
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(13CVE-2023-4966
https://nvd.nist.gov/vuln/detail/CVE-2023-4966

(19 TCitrix Bleed] I 9 2EEM - ZERZVHLTIL—TEHLEHR
https://www.security-next.com/151349
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€19 |PA : TEESSMESHALIC A - B RBERER T A1 K]
https://www.ipa.go.jp/security/guide/vuln/forvendor.html

GO PA: TR T THA hDEY A
https://www.ipa.go.jp/security/vuln/websecurity/about.html

O 1PA ;. THESSIMERERSE Y —IL AppGoat
https://www.ipa.go.jp/security/vuln/appgoat/index.html
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NE AL A73Y BHEmE (Rv5R) BEHE
1 J7—ALTxTV Qualcomm component (7 7))L L) 4,965
2 oS Android (Google) 1,406
3 (ON) Fedora (Fedora Project) 524
4 (0N Debian GNU/Linux (Debian) 476
5 (0N macOS (7 v 7)L) 406
6 (ON) Linux Kernel (Linux) 335
7 (0N i0OS (7 v 7I) 311
8 (ON] iPadOS (7 v 7)) 285
9 T Google Chrome (Google) 269
10 (O EMUI (Huawei) 206
11 (0N watchOS (7 v 7Jb) 180
11 (ON) HarmonyOS (Huawei) 180
13 (0N tvOS (7 v 7I) 164
14 F DAt GitLab (GitLab.org) 144
15 oS Red Hat Enterprise Linux (L v K/yvy ) 138
16 oS Microsoft Windows Server 2022 (¥4 270V 7 ~) |134
17 oS Microsoft Windows Server 2019 (¥4 28V 7 k) |129
18 oS Microsoft Windows 11 (¥4 20V 7 N) 128
19 0S Microsoft Windows 10 (¥4 20V 7 b) 122
20 oS Microsoft Windows Server 2016 (¥4 20V 7 k) [116

C19 1PA ¢ THESBMSTEROIIRN DS (RER) |
https://www.ipa.go.jp/security/reports/technicalwatch/20150331.html
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