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Publication 800-37 Td 3.

BYGEXa) T4

(adequate security)

[OMB A-130]

BUAFHEBE (agency)
[OMB A-130]

Z|Y#RY (allocation)

TIr—ay
(application)

THrAAVR
(assessment)

TERAAVNETE
(assessment plan)

7ty —(assessor)

J/ERAT—FAUE

(assignment statement)

TEZ 8

BHOFET VX FEFARAL. IR, HEAHEHN
DELBHVRVICREST=tFa)T4{RE. ChIZ(F. BUFH#ES
[CRDH>TERASNAHER. BAHENERT SIEHR AT L
RUO7TVr—avh BRARDROEN =X T(EE
REBRAY HIEICEL T RMICHREL . BYIGHEE. 5T
2. RUTTRAEOREZIRUITILERAETHIENEF
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BYEAN RILEBBFOTHHEEADZDMDTER. X
(T3R I LT3R HI4ER

HHBATER AT LRIEZOERAREIZEX AU TAEHR T
SAN—BEHEEN L TEY., X )T4RIETSA1\—4
ANRETAERBETHIILIZERZEE OHREDVATLER
(=3, =\ JE—heoHEE) ICEBREZIVLTYT
A=OIFEHTE TR,

B AT LICBEVWTERSNSY I 70T 5 4,

EHZF 714 X X2, (control assessment) X [F1 RO F XXk
(risk assessment )& SR8 ,

BEERTERAAVCDBW ., RUZDEIOIBTERAAVFDER
FEICEAT 2O —R<yT,

THA)TARIETFAN—DT ERAVCDERICEEEH
DEAN. T IL—T XILHEH

s, EERNIILEREERICHL TEBNEO S HED
EEEETETDLIITHIEERNIA—FBIAIL, BHEZ
(TERAHEZEIDYRANOTAMEEDEZRET H51D),

A E O D EEHE /T A—4 (organization-defined control
parameters) R U E IR AT —k A2 b (selection statement) &5
mE.
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TaT7I30R [EX2)T4RIETIA41\—IZBET 3] TRMNERINT=. X
(assurance) IS EERINDITHAIEWSIELLIERDIERL,
[ISO 15026, Adapted]

Z1BE.ToATIVAR—EOREDERICEELTELOND, TDES
BERDEEARVEREIHATHY BRI £F2UT(IBHTEHER. K
2ICBTHER) . ChoDEREFEASHEICEELTVSIEEHHS.

Z2:7aT5URIE, EEEEMTE-ODEETEIMNEESETH
HRUAEIZE>TEOAD,
EEZE 04 (audit log) BEOHBICETSNEVRATLATI9EARVEEDRLZEE
[CNSSI 4009] 0. VAT LEREDORRI DI iR,

BEEH (audittrail) 32U T(EEORSUFILaVIH TR E DR, FIE.
XIFBRICEEST S, RITENLICEDETO—EDFH%.
BAtA A DI R E CEERL CRAE T 2R IR,

FZ8E (authentication) ~ 1—4, JO+R XIET/NAZAD ID DIFFE, Z<LDHE. VR
[FIPS 200] TLAD))—AANDT I EREHAT5-0ODHHREH LR
b,

E IF t4 (authenticity) AKYTHY ., RIAERWMEETESLHMN., miE. Avt—2 XL
Ayt—UREFEOZLUEIIHTHIER,
SZEF (authentication )58,

FAT[IE R (authorization FRRIMERDHAHIBUEFIZEI->TGERFEAISND., BRIV AT

boundary) LDITARTOIAVKR—RUr, THIZE, FBFHRO AT LD EGS
[OMB A-130] NTWS, BRIZERBAI SNV AT LIXEENLLY,

Bal/\wir— BRI ATLOEAXIIIEESN -—EDHBEFERDIEM
(authorization package) ZERAITEMEIMNFRET HI=HIZ. RuHERDHHIELHHE
[OMB A-130] MNERTZDBERARGIER, B/ Sy —TIClk, Diake

3. IV EIT4THR) ORTF LX) TA5HE., TS5A4/\>
—EE. EXaUTABEETEAAVN, TSAN—BEBET
TRAAUR FTHHERVIAILAN—NEEND,

E AR (authorization BESNE—EDEX1)TARUTSAN—EBEDEN

to operate) [CEDE BHROATLOERZRAL., BAFHEDES (I
[OMB A-130] av e /A=Y RIFFFHZEED) . BUFHEOEE. @&

A bR, RUERICHT BVRIERRMICZET 51
&)LCE?KE&F’@FEI J:o'C'F'é#’L%"“"IEJ:O)IE‘ﬁ&H&EO
A, BT DB R AT LIZE>THARIN S HEE

%I HLERAINS,

TEEB 91



NIST SP 800-37, REVISION 2 B AT LARVHEBDOODIRIR A AN IL—LT—H
EFATFARVTSANY—DE=ODYRFLSATH LI LT TO—F

fEREER A DI I > TERSIN=BEFDORA /T —C NDER

(authorizationtouse)  [ZEDNWTHEHRIVRATL,. U—ER, XIET7TIr—avnfE
A#EZEAL. VATL Y—ER  XRE7T)Vr—av~né
BIh-—ENEBEEDEAIZE DOV THIFHBEDEE (SY
Iy BEE. A= RIFFFHZEED) . BUFHEOEE. @&
AR, RUERICXH TSI RIEZHTNICZET S
HIZ. BAERDHIIELEICL->TITONIEELDOER
TRIRTE
AR BE. VFVFRUEFDIVRT L. Y—ER, 7TUr—>
avITERASN., HEHHMH (FEEEBETES) AR OB (TO/ (4 LT

SN EoTERMEN-BRFEDORA/ NNV T —CHADERERZ T ANSEEE
RUESEBICEASN S,

BOEROHIIELYE BUTFHEAOER(Syiar i, /1 A—D XIIFHES

(authorizing official) ). FHEDEE. BA. thofEf. RUERIZNTHZ

[OMB A-130] BARERRILANL T BHROATLDER. XIFEESH
EF—EQOXBEBROERERATTS(Thhb. EEEES)
HERZETS. ERBFOEE XILHE,

BUEROHHIELE BEATO0CXICEETIVELFEFOERERTFHAEIZENT,
[C&BIEEREA RAERDHLIIBLEEDRKIEBELTITEIT SHEBODIELE (R
(authorizing official EOEFBAREE)

designated

representative)

A] A% (availability) AL L) —TEEEDEL. FERADT VAR VIEROFERA
[44 USC 3552] *HERTHE,

R—RFA/Y (baseline) EHEZFN—I 1> (control baseline) %518,

R—RFAHER DATLRIFVATLHNDOERTATLIZETSEHEOXE
(baseline configuration) {tEnf=tyb, FEDHRTERICLEA—RUEESINTE
[SP800-128, Adapted] DT, EEEEFIBICS>TOHEETES,

T4INE)T 41 (REH) B F B MEBMFER. RUFHELOFERICI>TERES

(capability) N5, HEICHBLAESEERDEAEHLE . COKLSLERE

KRIFZ.BE.EBOBEREX LV TARIEITSAN\—DBWZE
ERTAH=HITRIRSNS,

TANE)T1EH MBI AT LNRT—=IHRILE —D=—XEiE=9 =6
(capability requirement) 1BHELG TN IETLESLEWTA/REY T4 (BEN) ZRBTHEH
n—i&,

ZREREXLITARUVTSAN—ICEHET 7 AREYTAEHRIE R T
— RN E—DRE-—XEZTNITHET 2 XU TABHRVT S\

—EHALBEEHIND,
{EREDE HEELRBEEOBERICHLIZESMEN. ZTOIVR—RH
(chain of trust) MR VAT L RUY—ERZ B REFIRET HL5%.
(HFTS54Fz—>) Y ISAFI—DHEEERIZEIT5—ELARNILDIESE,

(supply chain)
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REEHREMESE (chief BFHEBEOHEBMBEZERVER)V—RAEEEEZEEZERTD

information officer) KO HET, BAFHED-01Z 1T AEREGFSh, FR)YV—X

[OMB A-130] NEEINDEEHRICT IO, BFEEORERUZ
DD LREEBEICBIECZTOMDOTIEFIRETIBAFS
B, —MRMREOERIREDAIEFFEF T LI LS. BFFH
BECKBIEHRAR—EERVYV—ADEBEEFDIEST, Hik-
MEN-NRNGEEETERTLIEEEZED,

BEBRtXI)TAE HAHEDIEE zF21!)71EFZ (Senior Agency Information
{£3& (chief information  Security Officer /%588,
security officer)

ERBFNER (classified FXHEZZ £ RIEIFER (classified national security information)
information) =S,

ERBELSREER KHHES (£.0.)13526 RITFNICEITTIHFIKLT. KA
(classified national WHhHRETIVENHLIEHIFTSN-EHR, XERAXDEE
security information) [CIEBEZFIRNTH D EETTI—IHFIVTLNVS,

[CNSSI 4009]

AETAT14H—ER BRAY—ERTONAEN, KIRBEMNOSHAAEEEEHIC

(commodity service) BHMIEIVRTFLY—ER, AETAT14H—ERZTRETSEX
(X258, TANAFDEBEELERIZDOVVTODRIHR
HEMNEOLN TSz, ZOLILMARIL. Y—ERLR)LE
HERBTEEEENHIN. BE. BENDEEROEEEZT
ANAFIZERTBHIEFTELLY,

HEEEE BHOBHRVRATLRIEITOTSLIZK>THARSNS X2
(common control) T4 BBEXIETIM/1\—EHEE,

[OMB A-130]

HEEHERORMH S HEEER(THLL B AT LAICK > THARINSEE
(common control R)DEHFE. RE. 7TERAVM, RUEROERZESHEBO
provider) HHE,

JAEIFATIT HERVIRATLDEX L TAHRERVT a7 IV R ERE
(common criteria) HETH-HDBIEMNDBEBELAEIFZIRETIEEXE,
[CNSSI 4009]

REBEHEE NIST Special Publication 800-53 [ZEEE SN TLNBR—XZ/ D

(compensating controls) BEEFEDRHLYIZEEINIZ X1V TAEEBERUVTSAN
U—EEERT, VATLAXIFHABICH L TRFEXIERHEDF

RIS,
aAVR—RUb SR TLIAR—F R (system component ) &SR,

(component)

HEZE (confidentiality) BEADTIA/N\—RUBBRRERESTI-ODFRESE

[44 USC 3552] . BFEBRADT IV ERARUVBRICEAT AR SN - HIEEH
T5HIE,

BRZEEER DATLDEEH]. EER RUREZOFBEULEENDS

(configuration control) BRI AT LEZRET H=HIZ. N—FIxT7 . 77—LIT7,

[CNSSI 4009] YILIIT RUNXEADEHEEFEETHTO0ER,
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EFATFARVTSANY—DE=ODYRFLSATH LI LT TO—F

BR7ATL BREERICEESN. BREEIOERICEVWTE—DIY
(configuration item) TAT1ELTIHRODN SV AT LAVR—R U LDE SR,
[SP 800-128]

HEREE SRATLBESATVAULEFREBELT, BHREMEZRYT
(configuration DATLOEREMHE. EE. RUERTLITO0REEE
management) FTHZEIZE ST EHRBEMNERR UV AT LDTEE M E/EL
[SP 800-128] LMF I ALICEREZLTHEBDEFY,

BRERE DATLDEF 1) TAREBRV/ RIIHREICEEEZRITT.

(configuration settings) /\—Fx7 VIO 7 RIET7—LIJT7 TERTESH/N
[SP 800-128] FA=ED Y,

HBLHIES AR (continuous  HABED VR VREEIIET D=0, MGMTERBEHIFT D

monitoring) —&o

HMEMEERTNTSL HESIh-tX)T,EBERZELTESICAFTESIEHRE
(continuous monitoring  F|FAL T, FHNIRESNIERITH > THERTINET 5=
program) [CHEISNhF-TOT 54,

A TSAN—RVEF 1T ORBHUEROBB RS TOTS ALK R
Cm. XIZRLGDIHERUTATSLICTHIELTED,

E I (control) tFa2 )T EFEE (security control) RUN TS A/ —EHEE
(privacy control) #5818,

EEHERTEAAVL BEEREMNELLEEShTOSD, ERIL-BYISERINTLY

(control assessment) B0 B AT LR ITHEBEOEX ) TAEHRRETTSA4/3>
—EHEETCEICBEALTHF SN AR RZEDREER/LN
TWAENZEHIET 50D, TR ATLXITHEBOEER
DT AL 5,

EBERT7yY— EERTEAAVCDEREIZEFEZH>DBEAN. FIIL—T, XE
(control assessor) i, 7ty —(assessor) =S,

EHER—RS51Y EERE RIERY—DOERFEEZ BT EEEIT.URY
(control baseline) EEFEMELI-RE_—XITRULTBH-HIZ, HFHRIILIER
DATLIERINSG—EDEEK,

EHEREOIEE EERFIBEOEER(XETEEK. NMJUYFEEEK. X

(control designation) FLRATLEEBEER) OLWINIZEYHTETOER,

BEEEDEME (control HFHEDEEENEREF ) TARIEITSAN—YRIDIE

effectiveness) BICEMLTWAHIEINERTRE,
IR EEER EEFRITEMOBEET SHEEMEHEAAD-O . EEBKRDME

(control enhancement) EZEHD=H. RIFEBEADT 2TV ADBMEITH
ST D ERKRDILER,

EBEEOREK SRATLRIET IV =23 TNEDVRTLARIET T

(control inheritance) = avIlEREEIIUTATAUND IO T4T4 (U RT
LRIETTVr—arhBEBSINTWSHEBO RN IL5 5
DIVTATOITE>THFE, RE. T ERAAUM BA[ RUE
BREINIHIEER(RIFIEERO—HH) DRELXZZ(TTLSIK
R B EHEE (common control &SR,
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FEE/NTA—42 FE# 5V E b B EHEF s VS X— X (organization-defined control
(control parameter) parameter)& S,

FENZIFRFTER BAIMEEAXIEIRETHER. RIEHEIToTATAHEAFD
(controlled unclassified 7=8I(Z. HAWIEBFDORKDHDYIZERRXITIRETHEHRDS

information) B, EE R XEBFEEOR)S—I12&Y, BAFH#EAL
(32 CFR 2002.4] REEERXIEMEERZEALTRYKSIEEZERXIZE

EralLTULVAIESR, ==L cul [ZIX. ITEAF LN DD T
TATADNBEEDVATLATHRERVEELTVWSERKE
HEHRPFHRDS>E. TRAFOKEXITZORETEHTLHT
OTATADB/EOTIELELVER. RIZIEZENLD=HIZE
BRXIFREAESNTOELDTREWLVMERITETLAEL,

14K (countermeasures) AT LDEFHHEEERTE5-HDEFE. T/A/ X, FIE., £
[FIPS 200] T, RIFZFDMDORER, #F2 71 E#FE (security control) &
U # B F E(safeguard) &R,

YA\ —XaT+ AvEa—8 EFBEVATL.EFREV—EX, BRAE

(cybersecurity) . RUBFBE(CNLICEENSIERESD) DA, 5
[OMB A-130] 2 B #BEERUVERBLEEZERTA5-0O12. Chbod

BEVLL. R3E. RUEIRETICL,
YANR—EF2TAIL FAN—EF 2 TAIRIEERBT BEODYRIR—RDT

—LI—Y Ja—FTHY. IL—LT—9a7 . IL—LT—9TAT7A
(cybersecurity W BRUOITL—LT—9A0T)AT—30T4T7D 3DDER
framework) N THERINDS,

[NIST CSF]

Y AI\—Fa)T(IL #EEE 7055 LED=—ARUEEDFHEZEICHUD
—LD—9DHhTIY) Wz A N—tFX TR IWL—T Il EL=E D,

(cybersecurity

framework category)

[NIST CSF]

HA13\—tFX21)T4IL EEAVISHHICHBL.BETOREEZRDICHERSNT-.
—LJ—93a7 —BDPYAN—tX2 )T EHRVSEEN, IL—LT—
(cybersecurity Ha7IE, #EE. ATV, THTIU, RUSEEHENS 4
framework core) FEEODERTHERINS,

[NIST CSF]

YALI\—Xa2 T4V TJL—LT—UDEEIR—RIED 1D, BEREIL. ERNE
— L7 —REE Y AN—tF 1) TA4FHEHTIIVRVY ITHTI) (CRIEY
(cybersecurity BI=HDEmELNILDIEEERIET S, [ 7 (Identify) 1. [Fh
framework function) {0 (Protect) . M#%%0 (Detect) 1. %t (Respond) 1. RUTEIR
[NIST CSF] (Recover) 1D 5D DHEREM H B,

HBAN\N—FXa) T4V BEDVATLXIIHEBIN IOL—LT—ODHTIIVRUVYT
—LD—=oFO0774)0 HTTIUHILRIRLE-EREDKRIE,

(cybersecurity

framework profile)

[NIST CSF]
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YANR—tXa T4 H73V% iRV RIIEELDEHOREDHERIC
—LI—9DYTHhTI HWHELI=LD,

1) (cybersecurity

framework subcategory)

[NIST CSF]

IRE EH (derived ERLRNILODEHEISE RSN, RITEBRSIN-EH,

requirements) A 1IBRENE-EHIF EQOERR—RAFIVITZEFENTIVENV-HT &

[SP 800-160 v1] AAVRTERN TVOZT VT TAL AL REBL TERENRT DL

- T B RSNEZEHNRATRMICES, CNICKY. ZNEOEHEBE T LER—
ASAVIZEBRUVRYADZEIIZEY, BT ETERAREFTTIRT
T SoliatAv
F2REEHRE, DEED 1D LU AL OERICESETNIEE S
LY,

450 (CSF #8rE) YAN—tF2)TABROFKELHANT H5-HDOBEULEE

(detect (CSF function)) ZHRERUVRETEHIL,

[NIST CSF]

BAF & (developer) DRATFL VAT LAVR—R UM, RIEV AT LY —E ZDFH
HEXIWEE  DRATLAOTIL—E RO RUEZD
BREBZEO—MAZE. VATL AVR—FRU, XY —
EXDBRFEE. BEBASMT, RIINBIT4T4ENLTITH
NDATREMELH D,

B E 4k (enterprise) ERINIVLaV  BERVUERINZEREEL, T03

[CNSSI 4009] v AVEFRTTBEOHICVRATLEZFRAL. B5DVRIRY

INTA—IVREEEBITHEREHOEB., BEAKIT, BB,
TOTSLIRTAUN, AB.UBEEER, X2 T4 VAT
L EREUVSYIIVDEBENSESRADEIENDT R T
XIE—ETEREINDIGENH D, ###(organization) S8,

IVA—TS5AX7—F% HBERANEFEREEEBETHY. Iviar, IviavETICRER

TF (enterprise 1B, SV aVERTITREGEM . RUELRTHIyar=—

architecture) RIZHELE-FB M REDRITIOEREHRELEZID, A —

[44 USC 3601] RIAVT—XTI9F¥ 3= INT—FTI0F % RUS—45>
RAISUEED,

BRI (environment  [FHRATLMNMERZNIE, REF. RMnE T 2MENIRIEE,

of operation)

[OMB A-130]
B (event) FYRT—ORIFIER R T LIZBITHEERAEELHOD B H
[SP 800-61, Adapted] sEE,
TE KRS EREEHE S HHE 101 (5 US.C. Sec. 101) THRESN
(executive agency) F=ATEERPY . EREEHEE 5 #RE 102 5 (5 US.C. Sec.
[OMB A-130] 102) CHRESINT-EEIM. SREEHE 5 P 104 &
1 I8 (5 U.S.C. Sec. 04 (1)) THREIN =M. SRE
SEBLEE 31 #F % 91 = (31 U.S.C. Chapter 91) DIRED R
THAIBFSEMEAEAN,
NEBORATL(XIZaY HBNRELERABERONICHIRATLRIIES AT LA
R—RR) BEETHY. BE . HBIIINODVATLARITIVATLESR
(external system IIRLC. HELGEBEROERCEERODAIMEDT R AV
(or component)) FEEEHIETEGL,
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NBORATLY—ER S ATLORARERDHMITERSNEGS AT LY —ER

(external system (ThHE, B ATLICE>THEASNEN, ZOVRT LA
service) D—WTEFENWF—EXR)THY .. BE. LI hony—E

AITHLT RBGEEROBERACERROFANEDT £RAA
VHEEERIETEE.

NBORTLY—ERT HRRGHEELREZEDEREEC T, BTN RT LY

O/ 45 —I:“Z’&?E‘l#&?’éjﬂli"f@o NIZIK. EFEE. ETHIRE.

(external system service S EZRFEHTE (Thhb. 2K, ETHEBE. EXMELGE(C

provider) £BEM) . AV REZH . RV RIEYTSAF—2 DK
WMiZEMNEENEZIMN. ChLIZRESNALY,

NEBRYET—H UEETHIABIL>TEEINTLEWLNRYNT—S,

(external network)

FEFR BT RS 7T B #%/B5 (executive agency) ZS R,

(federal agency)
EPBFI A—T54 XETHREET ES (Office of Management and Budget) [IZ&k>

X7—XTOFx TERESN-. BFERERETIODEDRAR—ZADT
(federal enterprise L—LT—Y, ERBFETRID. RRER. RUTIHR—
architecture) RIZE T - DBV AZ(RET HEEBRIEL TS,
[OMB FEA]

HEHBAAERROATL  (TEHE. TEBMBEDEAXE . RITTBEHEDRKHY LA
(federal information St DB K> THEAXILERINSIFHRS AT L

system)

[40 USC 11331]

J7—LJxT N—FOx7ICRBEIN-OVE1—42TA9S LR UT—4,

(firmware) BE. GAHADMYBERAEY (ROM) X(FTOY S LR REA S5t A4 B

[CNSSI 4009] YE AT (PROM) IZRFSN., TOY S LDETHIZTAY
SLRUT—RFEICESIAARYERL-YTHIENTE
W, V=K~ Z(hardware) R U Y7+, Dz 7 (software) &5
g,

IN—F9x7 (hardware) S RATLDERLGYMIEBIKR—FRb, YI+,01 7 (software)

[CNSSI 4009] R T7—A D7 (firmware) 58,

BAVINIIN AT PiglEd 12D EF 1) T HH (THbhbE #BEE. T2,
(high-impact system) XIFETAM) (2% LT FIPS Publication 199 MEFERIA >/ T+

[FIPS 200] EIEINEESINTLSELRT L,

NTYYFEBE —HEHEBEERELT. FE—HERATLEEEEREL

(hybrid control) TEBRVATLDEOIZCEEINS LX) TEEBEXIET

[OMB A-130] TAN—EBR, #8 EHZ (common control) RUY AT Ls
BB E#E% (system-specific control) S8,

7l (CSF #8EE) (identify YA /N\—tEX1UTABRODREFHANTH=-HDELN/LEE
(CSF function) ) [NIST FRERUERET LI,
CSF]
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A2 7139k (impact) X a)TAIZEALTIE. BRIV AT LOMEEZ M., STEH.
RIZATAEDREA, ABOER. HBOEE. BA. thd

. MIER(KENDERZEFRELDOMELXZED) ICRIX

FE, TSAN—IZELTIE, BHR AT LLNEANER

(PN ZNEST IHEICHARDEADRERT HEEEDHIEE

EZ,
A IR L (impact 727 YO ~E(impact value) 2588,
level)
A2 7% M (impact FMOEZ M, T2, RIZFATRAEOBRENISELSATEEHE
value) BHB.TEAAVINIEEREDT—ADEBEWA NI+ %
[FIPS 199] MEL. T, ITHIDETRLIZLD,
A2 Tk incident)  GERIMERRZZLIC, BHRIXIIER AT LOEZ R, 2. X
[44 USC 3552] TR A ZERICEKRICEIOT RIESITELRBIRICISZE5ET

HHFEE.  HBHWNE EZE. . EX2)TA4 RO —, X2 To
FlE, RIFHFBRINBF AR —DERXITERDELES
EBZERTHHEKSE,

MITHBYICRHREE(E EHAELCERSIN TS EEZHR (TEHBIRA L, VR
LUHRRLRUMNER) TLANERSNIBEES LX) T ERZELCREELT

(independent WA LEHR (TR E MR 5012, BREMGE
verification and ZHBICEOTEBEIND (VILIIT RV RIEN—FHxT
validation) D) GEMHELE 2—. 9. RUT Ak,

[CNSSI 4009]

EERAHNESRT L LRI R VT —A2E1S (SCADA) VAT L, D EUHITHS AT Ls
(industrial control (DCS) . RUEENHOLEEA/LISIZHEHRETSIOISTIIL
system) AYyoarba—5 (PLO)EE DD FNEIS R T LERGE ., LY
[SP 800-82] ONDEEDOHHRTLEAET 5 HRAE, & X R

DRATLIF. EELOBM(EE. MEXIETIRIILF—OHE
BE)EERTHEOIZ—HICERTI(ER. . BE. &
K[ELED) FlEHAR—R U rDEAEDHE THERSNS,

1&%$R (information) TEXAMBUE. 57000, K, fk, EF. RIFBRFHEER
[OMB A-130] REED . HOWAEARRITBETHD. BE,. T2 . BERGE

DHFDIEEX TR,

(it ke e &) | BHRNBBT OEEME BF . R ITIRNE. WE, B, 7

(information lifecycle) F.REF. RUERELLTHEF IO, BERVEIBREEE
[OMB A-130] nd,

1EERATEE (information 1 EDIERICH T HEMXITER LDIEREZFES. TDER

owner) DERINE. NI BEARUVREICEHILIEEREHEILTD
EXEEITHHE,

1B V—R ABE.EE. BE€. BHREGEEDFERRVBEE)YV—X,

(information resources)

[44 USC 3502]

EREX) T4 BEE. T2, RUTARZRET-OIC. BHREUVIR

(information security) T LAZRETFIVEA.FEFA.FAL., BIE. XA BEH
[44 USC 3552] HIRETHIE,
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EREX1)T47—F FBEADOEF1I)T4TOER XU TAVATL BERY

T9F (information HBOYTa=—vhDEELEEZREBL. BEADIVI Y

security architecture) CEBRMEEEDEEMETRT . IVA—TS5AXT7—XTIUF

[OMB A-130] YICHAAEN=RARGE D EFX2UTAT7—FTIF v
(security architecture) 588,

HREX L )F4F055 HELSAERDEREX1)TT0IS LD X1 )T EHDH
L5118 (information EFREL. TN DEHZmE-ITOIZEARITEFTEINT
security programplan) WATOJSLRRUAVMEEERVEEEEEIZDLNTER
[OMB A-130] B9 HIEXGXE

BHREX)T1URY '|'%$I§&U/X(i’/XF‘A/\O)Z‘IETﬁ‘lZXs FTEFA.RA
(information security L\ IR, S A . IBEDOAREEICK>THIzoSN 5, D

risk) EH(Sviay HEE M A—D RIFFTHZEED) B0 E

[SP 800-30] E. BA. 0. ROVERIZHTBIRY,

1R EEE (information 1FEDREIMICH T HEMNRITER LDEREZEFL. TDIHER

steward) DER.INE. VB A RVEEICEILIEHEREREILTD
BEEZAIHBUTHREDRE,

1EHR AT L BHROUNE., N HF. EH. XA, BH. IETEEDH

(information system) [ZHB SN -ERN OFER)V—RADE VR,

[44 USC 3502]

B AT LDER EZa] 1548 (authorization boundary) 588,

(information system

boundary)

EHR AT LEX2)T | HORATLRIETATSLICET 5 ERA LO@ET XY
4 &£ (information TAREBEFHMFTOIILICEEZEFE OEA,

system security officer)

[CNSSI 4009]

B ATLEX2LT BRORATLOEXLITAEHOBMEERL. ChEDEHRE
4 EHE (information =g =OICBRIZERIN TS, XIFEFFTEEIN TS X2
system security plan) T4 BEBREBRITHEXLGXE

[OMB A-130]

1R (information  BUFFHEIICL ST —2RILBEMRD BHMG. REF. 247, &F
technology) i, #4F. EE. BH. flE]l. R UVEBEZ. K. EE. X
[OMB A-130] FRIETEASINS., HOWEHY—ER, #H. RITHEEELR

SNV AT LRIFYTVRT L, KERIZEWT, £D K574
H—EARIIHRIT. BAHEAEEERT 5. T £D
SR —ERAXIHBE (FIZIE, Y —ERRTOHARKE
[CEVWT—EEE)ERAYILENHLEE. BFHEDFEER
FENZHICEDVWTERT %,

FRRZM (L, AV E21—4, (FEHESR (EF ) T1LERIC Z\
BEQEGLNERDEE. ANEE. HARKE. RURERE
ZEL) . AVE1—FDHh RLELE (CPU)IZ J:o'Cfﬁlhﬁﬂéer
BESIHRESN-FBHER. VIbII T  I7—LVIT RV
FLOFIE. Y—ERX (BB O —EXDIITHA/IILDE
BORREYR—ITE959FAVEL—TAV T RUAILT
TROY—ER REZDMDOEMY—ERZEL) . KU
E)Y—ANEEND, IFHREMICE, EOEAZBHELLEL
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ZHIHAPBEL T, BREFRELMBLEERIIEENLL,

IR TS SR T LI AR —F 2 F(system component) SR,

(information technology

product)

&R DFEL (information FABIZEH>T. RIFBEICE > TIIHFEDEE. K#KES. I8

type) R —, RITRFCE > TEBESN-BFED S FEDIER

[FIPS 199] (TIAN— EER.BE MF. AE.FEEERET. 52
T4 EBGE),

A23I7x—X (interface) HEERANKEETHIMIALIEV AT LARIETED2—/LEDH
[CNSSI 4009] BIER

SE2 1 (integrity) HEAPHENOERERET S L FROBEMHILERVE
[44 USC 3552] EHEDOEREET,
FERRA R ERDHLHELENERE ST HA,

(joint authorization)

BAUINIOP AT L 3DDEFX)TABM (T LEhE, #E M. T2, RUATA
(low-impact system) %) 9 RTIZX LT FIPS Publication 199 DB TERIA /I ME

[FIPS 200] MEIDERESN TS RT L,

14K (media) AT LRTIERIEHR. RE. RIFMRISNIERT—7.

[FIPS 200] HTARD R TARY . KIEBERBERAT)FVT . RUH
R (=120, TARTUAEIRIERO ZEOWBT /NA AR
ETAAME,

AN AT L PIEEL 12D EF )T B (FThabhb., BENE. T2,

(moderate-impact (AT FAT) 2% LT FIPS Publication 199 MEBTERIA /T

system) EMh NERESN, EDEXTTABMIZEHBEMA /T

[FIPS 200] EIEIDNREINTOVEN AT L,

ERXRTERERATL  BUTHE. RIXBFHEDFEEEE . RIXBAF#EICHKH-

(national security THOBBNMFERXXITERTHHoPEIVATL(ERBIEY

system) ATLEED) T— (DVRTLDWEE, ER. XIIEAM. &

[44 USC 3552] HEEEZES. ER XL REICEHETIRESFTHEES. EK

DIBEFHZEHES. ERXIIERVATLORAREGEE ST
HHMBEHES. NI, EEXXBHI VI AV DEENLRBIT
[CRRIRTHIVATLBIRIL, BEEE., B K. ROV
ANBEE7)r—avihEQOBENLBEEBRVERTTY
T—=2aVITERASN SV AT LERLS) . X, (i) B X (T4
RBERLDFBEDF-DITHEZ RN ESNEITDKLIIT, K#ftE
BRIFBEHIEEICE > THEILIIN-EED T CHIEIZEER
SNTWSBERDF-HICHEILIN-FIEICI>TERREIN
TWASY AT LA,

RYEI—2 (network) HEEHiSN-AVKR—RUMDEESTEREINVRTL,C
DESHEAVR—RUMIE =2, NT =D)L @IEFIE
TE. BEAEI—. RUEMHIEZEENEEND,

RINID—OT7 1R FYRT—(B—AILIYTRINT =D, DARITYTRIED
(network access) —J . RUAA—2 I E)ENLTRET 51— (R
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—HOREBELTEETEZTALR)IZCKBVATLADTHE
XO

il - 3E BT WIBIRBEAHEBEERT A (RIYBRBEHEEERTET/M(

(operational technology) RZEHE T 2) TAYSLARELR VAT LRXIET/INA R, b
DIVRATL/TINARIE, TINAR, TOER, BROEREY
/ RIEHIEZEELC T, BENGEEEFRIMLIZYSIEEILEZY
TH.HlELTIE, EERHECRTLA ELNEEBORTLAL
NORT L, RUHEBHT7 7€ AEHADZ X LI H 5,

w4 - 8 BT #70- {EFF % i (operational technology) Z 5 B8,

(operations technology)

#B#3 (organization) FRRAEE BB HEEE . RS, FHTHEES . MNELRTF, #h5
[FIPS 200, Adapted] Biafk. MEBAF. RITBEIZISLT. ENoDERERK
E)NDEEDHRER, S RIZMEMTOIUTAT4,

BBOICT—3)0T8 A—N—LARV/ XFVRTLEREODEEEREDT—3)0T
N-BEBER—RFMY ZHEALT. ERSINEBENE (ZITD)ERATLIZE

(organizationally- HETHRBIN-EERR—XI/0THY. 1 DL LD
tailored control baseline) RNDEHD L AT LIZHTLHEBRREERTHEIZFERTS
LT EELTLNS,

HEHAEHHIEEE/N HRNTEDHIELXE)LTHH. EEBEEXIILEEERD—
J*—4 (organization- EREL TIRESNABRITHRESNIZVRAMGEZEIRT S
defined control ElzkY . 7—3) 5 70X RIS &> TERKIETHIE
parameter) MNTELERRXIINLREEERDAERS

A—ii—L A (overlay) tFxa)TARETIAN—BEER IREER. BREA(F

[OMB A-130] VA RUT—FY T TORARICHEASNSGZOMDER
FEROLERT, tF 1) TAEBRA—RFMVEHT (RV. &
BICHR)THELEBAMET D A —/N\—LMEHKRIE. TDE
FTAEBREAN—RFIDERIYBELTEELLIETE
K BHDOBER AT LIZERATHIENTED,

B A 1E#R (personally HRT, XIIBFEDEANIZ)IENTWNS, XIE) Y AIEEL
identifiable information) MhDIFHREMMAEHINZEFIZ, BAD G TEH A X ILE B
[OMB A-130] T H=OHIZFERATESER,

EHHBERUVIANILAL ERTIDENHIIRVEHANTIXE, STEOEREERK
—Y (plan of actionand T AT=OIZHER)Y—R  FRIEERT H=HODTRTHY

milestones) ANA—2  RUFDIAINA—2DRT FEBDHFHE
RLTLS,

BRIk Mz, e, RIFATRAMOELIT. AB0%7%. EE0

(potential impact) BE. XIFEANLT, RERZESZE (FIPS Publication 199

[FIPS 199] ME L . E % E 222 (FIPS Publication 199 TH ) . H AU\, &
R IR E 2 (FIPS Publication 199 & 1) & &IXT &
FrEIND,
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TSAN—TF—XTH) BADTSAN—%RETILOHITDERIRTLTSAN

I (privacy architect) O—BYUMN YIFLURETIL, BT AR —FTOFFHYV
[ZV)a1—23 7 —FTIFv. RUMEANEBEREZLET H1ER
DATLEELIVA—TSARXT—XTIFvDHLDSEIE
[ZEWTHEYICHDLESN TSI LERIETHIEFEETHE
AT I—T RITHEH

TSAN—TF—XTH BERODTISAN—RETOLR, BEHHUFE. ABRUME

F(privacy architecture) DY T 1= DEELENFETEBRL. FEARDIVIaLE
HEMAEEDEEMHETRT . IVA—TSAXT7—FTIFv
[ZHARAENF-TR A RGER S

TN —EBE BRASNDGTFAN—BH~DEWEHERL, T35/ —1)

(privacy control) AVZEEBTH-OICHF#EANTERASNSITER L., &
[OMB A-130] B, RO FEFFEL,

I EERIE.EROENEERTH=HITHERTHIENT
2D, EXAUTARUVTSAN—OEADBHIZERT 1=
HIERESNE-BEER T ABOBEREX2)T4T0T5
LBEUVTSAN—TATSLEDET, HHEEDEEL D
HE(|ZHB,

TSAN—EBET7E EEBENEL(RESIN, ERILI-ESYICEMEL, BRSNS

ARAUb (privacy control TS5 /N —EHICHERICENL, TSAN\—URIEEET

assessment) [OMB A-130] ADIZ+ oM ESHEHITE-0D . T4\ —EBED
TEAAU, TSAN—EBRTERAAVMNE, TERAVRT
HHERBEIC. TERAAVNDTOCARUBEZFRLIZER
BXETEH5,

TSAN—EBER— BADTSAN—RE=_—X(IZHULTB=HIC. ELDOHD
A4 (privacy control ¥ )L—7  #if#. RS2 =FsICk>THAIICEDHLNT=.
baseline) XIFFEEHDONI-EEBRDES.,

TIAN—HET7ER FERHS. UTOEHNDOEOHIZEDLSICRYEHADHIZDL
*>/k (privacy impact TR TIAN—IZBELTERINDEM., FBHl. RUKR
assessment) JO—DBEHIZEIL TSI LEHEIZT S, EFIFERVRAT
[OMB A-130] LIZBWT, #Al TG R X TRIMEIER. IRE. E/H. L
B OARE S . EN.FATR. RUBETLIZEDIRIRUE
EBEHTFTD, AEWVIZ, TIAN—IIRTEHBEMNGES
BT A0, FEHROBMYIFWNICH T HRERVREITOL
AERAERVITMET D, TIAN—FHETEAAUME, 2
THAHERBEIZ. PO TOLREFREEFFRLEERXGXE

T1Hb,
TS5 —EHE BRAINDTSAN—BEH#EHIL. TSAN—)RIEE
(privacy plan) BY3-OICEEXFFHBEINTOSER AT LXITER
[OMB A-130] BEIHLGRIRENETSAN\—BEEBEEZHRL. ZOE

BRMEDISIZERESNAGEEHERL. TOEEEDT
TRAAVMNERT A ERBE VB EEEEZRBR T HIEXLTX

=
TSN —RES TIAND—BBLE BFRT2T7IVRII—R(ANE. /N\—
(privacy posture) Roz7. . Voboz7 . R)>—  FIERE) . RUEHRASNST

TAND—BHITERL, TI3ANO—)RIZEEL. KRD
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FALIZX T B=DTA/INEYTAIZEDNT, #HBRDIE
WORATLRERVER)YV—R(NE.HB. EL. FHREME
E)YDKRERTID,

TSA1R—T0G5L  TSAN—TATSLDEE, TSAN—TOaTSLERD
& (privacy program )Y —X BFHEEDTSA N\ —REZEFTERUVZOMMDT
plan) FANS—BRBFERZYTORE. TIAN—TATSLD
[OMB A-130] HBERMBEZEEN. RUBERSNDTSANY—EHEiHET-
L. FTSA4N\—)RHIZEET B=HICEHBXRTETE SN TLY
57O SLRADAVNEBERVABEEREEZST . BUF
HWEDTSAN\Y—TO05SLDBEETH L-ERLEXE,

TSN —EH TS3AN—IZBELCGERSNSEE., K#ES. BS.RUS
(privacy requirement) — . 1Z# _ HHl. FIE. RUP/ XIEZIviar /EDRRD=—
AMDIRELE BEROATLAXITHEBICERINZEH,

L TSAN—E H (privacy requirement ) EWVSAEE(E. NALARILDEE
EEAD, VAT LRBARERVIVO =7 T HHICHEITHO—LAILORE
BEBFET. BRALGXARTHEATES,

TS5 —1EHR EHR AT LRIFHBDO TSN\ —REBEEFTTRT H1ER,

(privacy information)

G (CSF #EE) (protect EEAUIS5H—EREZHRICIRET S0 DB L FHFE
(CSF function) ) [NIST FRERUERET LI,
CSF]

3B (provenance) VATALRIEV AT LAVKR—R UM RUEET—2DEER.
%, FFE#E. BT. RUEBDER, T, VAT L, aVR
—32Ub RIZEET—2EPVEY TR RIEFNOEEET
5=OITFERAINIBERVTOCRELEEETNDIBENH S,

BEZRH (reciprocity) TATLNVY—REBIATHE=HIZELDEF2)T4T7ER
AVREZITANGZE, RV RIFERERXEFTH-OIZEHL
DT ERA L EN =X ) TAEBEZITANSZEIZDONT
DSEEEOEER,

SC8% (records) KEBRFOMESE. ee, RO — RE. FIE. EA. XITZFD
[44 USC 3301] MOFEEDIERMEL T, RIFENLIZEENST—2DFHRM

EZXEHRELT, ERERICEIVT, RITLAHBEDORSIICH
ELTERBUAFHBEICR > THERRIEZESN . TOBFFHE
RIEEDEENGRBEBICESOTRESND. RIZRETLHD
[ZAEhHLL, BARITEFEZBAHGENT N TOREIFER.

518 (CSF #8BE) (recover LYIVAD=HDETEZ#EFEL, YA/N\N—tEFXF1UT(ER

(CSF function)) [2&oTiELEDONI=TA/EY T4 RITH—ERZERIET S8

[NIST CSF] DBV EHNETRERVEETHL,

LU X (resilience) ZEETHIKRICHZ . BIGL. JEELICT A TREICEE T S8E

[CNSSI 4009] N LDUIDRIZE,. ERMLGHRE,. T, XITEARRED
BHPAVVTUMIMA, EhohoBETIENNEEN
60

*15 (CSF #4RE) (respond BENIESN =Y A /N—tEF 1) TFABRIZHUNT H-H DB

(CSF function)) BEERERVERT S,

[NIST CSF]
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1) 2% (risk) BEMGIRERXIIERIZE O TIVTATANENINDES
[OMB A-130] WDIEETHY. BE. LUTIZIHLTELT S, (VIKREXIEE

EORELIGEICELDZETEHAVN\IEIIBEOKRES,
RUGi) BEDRTREM,

YROTHEAA M (risk  VATLOERIZEKVELS . HHBOEE(Sv 3y HEe. 4
assessment) A= FHHIESD)  MBOEE. BAA. oM. RUER
[SP 800-30] ADYRYEHANTHTOER,

DRYEERE (HHE) (risk VRIIADAVMELUEREELNTETHMBROBEARTS

executive (function) ) W=D T BALIOIATLIZHTEEX)T(IRIDEES

[SP 800-39] H(ENODVATLIZCEATHEMHIMEZSE) . DY
DAVRUVEDRRIF7ZIL3VEETTHLTOMBO 2K
MR BEEZEERVENICELSLTHEBESAROEANISIRR
LNBEIFZIELIY, BLDUATLOLD)RYDEBRNE
erwIchfz>T—EL. BOURIHFREEZ ML, SV
AV EDRRDBYIZFEE RIZTTHHOMRBA) X o EH(C
EZEEINDSLOXELIZYT S,

JRIIRD AR BFHEDERE (Syiay HEE. M A—D FFHZED) . K
(risk management) FIHEDEE. BA. ZDMMOEE. RUERIZHTEHIRY
[OMB A-130] *EEITA-HOTATSLRVYR—rTOER, JRIEE

FEHOIVTXRACDWEIL. YRIDTERAV HIESN T
RI~NDHRIE RBJRIDEHERNEEN D,

JRAOER YROIRZ DAV T AR MO HREIN B ORI RVERE
(risk mitigation) R R OEBLIBRLT T, 5, RUEE,

[CNSSI 4009]

)29 %t BT DX, BUFHEDEE. BA. TR, X
(risk response) ERIZHTHIIVRIDZE. Bl BiEl. £H. RIEHEE,
[OMB A-130]

H =34 X (sanitization) FAIEDNZEALANILTIIEER EDOHET—EA~NDTHIEREER
[SP 800-88] AARTEEICT 2T0ER EE. BRE. RUBIRIE., EAEH

ZRAXS B-HITKITTEDIHETH D,

ROA—EVIDEEFEE EBEN—RSAUIZETHEBEDOERA T EEEICE

(scoping considerations) ¥ 5EAMGEESEEMERICIRBEITEIT )T H15Y
AD—E, EEBHEICIE, RUD— 3. &, B
S VRTLEZRDEVIRY., ER A RE. I\ TVvIT IR,
RERtE . B EEER. RUEX1UTBMAEENS,

tH¥al)T4(security) P RATLOFERIZHTHIERMICE->THOSNB)RIIZHH

[CNSSI 4009] MHod | BENEDIV AV RIFEELGHEZERITTEDE
ST HREAREHILRVHERFT DL TELDRE,
REEXT K (S, HILE ., B8, BFLE, 50, EIH. RMEEDHEHA
BHEEECIENTE H/BOIVRIIRDAVNTTO—F
D—EBZEMRT D EMNEELLY,

X )T4T7—FTIF HBODEZWLEIVI AV RUVEDRRATAOCREZRET 58
(security architect) [CHELREREF2ITAEED . UITFLURETIL, BT AV
b7 —FTOF Y RUV)2—2a30T7—FToFviiICENDS
DIV avRUVESRRTOEREYR—FT BEHR AT L
FEOQIVA—TSARXT7—XTIOFvDHLIAIEICEL
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T, BYISH NSNS EICERFERITAEAN. JTIL—T T
R,

X1 TUT—FTO0F FEAROELX 2 T47O0ER BEHREFLVTAIRTLAE

¥ (security architecture) RUHBOYIT1=vbDEELHEZSERL. FEAEDIVY

[SP 800-39] AV EHBRNETBEEDEEEETRT . I3 —TSAXT7—FT
DFYIHARAENT-RAARGE D (FFRF2 77 7—FT
2 F+(information security architecture) S8,

[SP 800-160 v1] T—ARVIERELEDFSITRELLZTNIEGSLELMNENSER
BIZEDWT. VRTLDEXF L) TARAVEEDESIZHE
TEH. RUEFA)TFARA VAR VX TARAUET
EDQESZEF2) T4 R —EFERTHMNIIDOVTDERE
BAD.VATLT7—FTI9FvD—EDYIEN RV HEML
X)) TBEERR(THEHLE. Ea—),

FAFATFAT—FTIF vl XU TARA Y £FUTFARASVR
DEF 1T HEBERORE, X1 T(HEERMOREEGELISEE
B RUEF 1T/ HEERMOBELAEERERBRLEZLOTHS,
FAYFAT—FTFoFvlE. VRFLT—FToOF v LRI, R HRRIE
LALRUHAHBETREINGI LA DD,

X2 T1575EIE BRI ATLDEF LT EERETSHTOER, £+

(security categorization) 1) TR EEIEDFZEIE. BERLERED AT LIZDOWLTIE
CNSSI 5 1253 B2, BR R EHRED R T LLSHI DL TIELFIPS
Publication 199 [CEE& SN TL A,

+F+ 21715 45 (security category) ZS 88,
t¥a)T1548 HFHRXIEFERATLOEZ . T2, RITATAEOEL
(security category) MPEFHBEDET. AHKEDEE. BA. TOMOMEH. &
[OMB A-130] VERIZRIEFTBEMAVINNILDTERAAUMZIE DL, 1EH
RIFIERS AT LD,
X2 T EEE BRI RATLRUVZDEHROEE M. T2H. RURTANZE
(security control) RETH-OIZ FHRVRATLXITHEBI AL THRESN=F
[OMB A-130] EIZBAESTE
X)) TAEBETE BHRORATLIIIHEBO X1 TEHEmzTECEL
AAVE T.EEENEL(EEINWTWAREE,. ERLE-EYISERS
(security control NTLLREE. RUHFINOIRREEAHLTNSIEEZH
assessment) W50, EX )T+ EBRDOTAMXIFEET,

[OMB A-130]

EXAVTAEEBERN— AVNOHTEL T RIETEIDEHRS AT LICHL TR
A4 (security control Eant-—EDREERD X1 T+ BEHEEK, EHEEN—IS

baseline) > (control baseline) £ S8,

[OMB A-130]

tXa)T,BHK BN, T2, ISR,

(security objective)

[FIPS 199]

X TEE 1§88 > X 7.4+ 2! 715 B (information system security
(security plan) plan) &5,
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X)) TS
(security posture)
[CNSSI 4009]

X UT1EH

(security requirement)
[FIPS 200, Adapted]

X2 o188

(security information)

BRAT—AVK

(selection statement)

B DEHR ¥+
T1E{EH (senior
agency information
security officer)

[44 USC 3544]

BN TS51/3—
REEE LA (senior
agency official for
privacy)

[OMB A-130]

JROIFRDAVNMALE
{£3& (senior accountable
official for risk
management)

[OMB M-17-25]

Ik 7 (software)
[CNSSI 4009]

452 (specification)
[IEEE 610.12]

TEZ 8

BHRT7L2TIVR)Y—R(NE.N—FDTF VI IZ7.

R)O—13E) . RUBERDHHZEELZYKRDEIC
RELIZYUT B1=0D7 A /E)T4IZH DL BEARD YLD
—J B/ RO RATLOEX2)T1RKR F2UT7rK8HK
(security status) &EEl .,

W, REF. RIFEESNLHFEROHE L. T2t RUEHA
MEERT SO BRASNDERE. KES. BR. KUY
— BE R R FIR. RV REFIvav EDORR
D=Z—XMoIRELT-, BRIV AT LXTHEBICFEEONLGE
o

ZAFAITARER NLALOBEEHNS, VAT LRV
—FILTRBISBEFEO—LALOREFHET, ALK CTHATE
%,

SRATLDEFAVTAR)—DBERICKELEY ., 3—F R
UT—3DHBOMFFICKBLIZYT 5E3G8HET. £Fal
TARBEOBER T EF1 )T+ —EADRBICHEEERIF
FRIBEEDH DSV AT LADER.

BEEEREXIIMEREERD—HELTIRBESNDIBFITIRES
N=EOVRH G, HBNMEZBIRTELHLIICTHLEERN
AR (BIZIL, FEZHIRT 520, BlETHhONnThmz
EiRT D),

RERT—F X assignment statement) R U 0 E B E
HE sV 5 X— A (organization-defined control parameter) %
M.

FISMA D T CTEREEREFEDEFTEZEXITL. BUFHEDER
AHERDHHIELE . FHROATLFAESE . RUEH AT L
X a)TAEEEBICRTIRERBREREDE-5EREL
LTO&KEZR-ITHE,

TSAN—REDER., TS5/ —IZEAT5:E %, HEI.
BEURYS—DIEST . BIFEEIZE F2TS4/30—RID
B kEBA RUZOMOBEIZETIIRENDEE LT
MIZHITEIBERREICHITH2HLMEEZEST . BFH#HES
KODTSAN—BEFZFES. FHABBEORIZK>THEAS
NE-BFASE.

BRAREORNMELTIBFEE. MO T TofMEEIC
WMIBEDIVERL, BREF LV TAIRTANTOERE
HRIJOLX, ERJOEX, RUFEHBEITOCREDEE
ICEEEHD,

RTPICHMICEEAENYEESN YT HAIEIEDH D
aAVEA—8T7 0 S LRVEET 4,

VRATLRIFAVR—R U DEH, FRET B RIZZDMD
FEZTE., B, D OREE (XL M) AL A ETRE
LI=XETHY. Z<DIHE. ChoDREMNBE SN TLSH
EIDNEHIMTA-HDFIELREINT WS, £LFEEH
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(specification requirement) S &,

AR EH (specification BIEFEDEIHXII—HEREL, TEAAV SN ETREED

requirement) H5(THhb, R, ZYMHER. TAMN RUE MO IO+
AD—BELO)BEDTANE) T DEHEIRETE. Bt
n—i&,

EXAT—IFANEHE EREXECATLRERIZETINAVLEZRIEHD—
(statement of work &,
requirement)

YISO RT L BERATLDEEBLETRRARXIFERTHY. 1FHR. HFHREK
(subsystem) fiT. RUABTHERBIN., 1 DU LD EDHEEZR-T,

Y ITSAFT—> (supply WERVHY—ERDRAENISIEFY . ML RV —ERDEE
chain) FH.RF.®E. NI, B, RURBENDEIEICEDET.,
[OMB A-130] BHOBROREER CEAEM ITON-—ED)Y—ARD

JO+tX,

BIS5L4Fz—2)RY  ERRIILERATLOEER M &ttt RIZATAKOEL
(supply chain risk) MOEL., DX (Syiar, #EE. 1 A—D XILFTH %
[OMB A-130] B0 EBOEE. A, hoMEE. RUERIZHRT SEHE

MREBLEERRYT DR,

YISMFI—VDIRY BREBERFTHBR VY —EXDHTIAFI—VIZEITS,

IROAVE =N DN BEOMEICREETHIRIEHIN. TER
(supply chain risk AV RUBETHTOER,

management)

[OMB A-130]

AT L (system) —EDHTEDHEEEZERTS5-0IC. BEEFRAXIEIHEKRRTF
[CNSSI 4009] [CEH>THERUVABIN:UY—XARUFIEOHBBILSN T

&5, 15# > X 74 (information system) S8,

VAT LIZIK, EER /- TRERFHC AT L, BEXBEUVEBRARE
He(PBX) U RT L, BIEHIHY AT LIREDEKEV AT LEEEND,

[1SO 15288] 1 DU EDBRARENF-BHZEERT H-OIZRBESNT-. HE
ERTH5ERDHEAEDHE,
1 VRATLIZIZZLOEEN DS, HIZ X AARVEHRRARDOERI X
FL ES-FIH-BEVATLEEESa—)L, DRWEEE (CPU) BTV
57499 RT0wy S R—K, EER 7O HEH AT L, RITHIES
RATL,RB EW, RUFEEEHIORTL, EEEERTAEVATLA. 2
A RIT EREEIVATL. =¥V NI —F VT O RTLBEND
%)o

Z2.VATLDERICBITAMEERERICE. N—FY 7. VI
T.T—% AR 7O EHR MR RUBARREOYENIOTAT(
NEFEND,

A3 VATLDERICE. VAT L AT RATLIDNEEND,

DRATLER @ a] 15 & (authorization boundary) 2588,
(system boundary)
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SRATFLAVIR—RUE
(system component)
[SP 800-128]

DRATLEFR (system
element)
[1ISO 15288]

DRATLRFESATYVA
)L (system
development life cycle)
SRTLISAN—FK
4£3& (system privacy
officer)

DRTLTSA1—T
DU ZF (systems
privacy engineer)
DRTLTSA1—T
DO ZFV2Y (systems
privacy engineering)
AT LX) T4IY
<=7 (systems security
engineer)

AT LX) T4IY
S=F71)2% (systems
security engineering)

TEZ 8

VATLDERERZRTENOBR CIREL BRI MEE,
N—FIxT7 VILIIT7 RUIT7—LDITHEELTELH
60

VAT LERRT A EDERD A /N—,

A 1VATLAEREGYBDIDIZE, AR OIAVKR—RUk, 85, —F
A MITVRTL VAT L AVIS, RITEBEELH S,

Z2VATLDEERIF BESN-ERZH-T LIITRESNSD,

Z3:CORBEOBRIGHEICEY. AT L (system) LV REE(L. &3
DAVKR—RUMEETIHAICH, KREN DBRM THIBMICHBILIZVRT
LA TP RTLRERTHEEICHL. AFRISERTES,

F4VRTLERIE. T2/ BREBEET EN—FIT7 . VI IT . D
7—Loz7 ERREAOYE#EE. TNAMRARUPIVKR—RUM RUY
AT LEBRFRE #F. Y R—rF2LODOA. TR, RUFIEIZKS
TEEshb,

2 5: 9 RAT LE FE (System elements) B U 1F$R 1) Y — X (information
resources ) (44 U.S.C. Sec. 3502 RUARHIRMTER) [£. AHE R THEAS
NTLWARYICEWTRBRATRELAETH S,

DARTLICEET HIEEDEH, AT LORE. BFERUE
7. ZE. EARUVRT. REMIZHOS AT LORRESIE
BBCTVRATLDEREENEEND,

VRATLRIETATSLOBENGTERLEDT AN\ —EEE
I HIEEZIYI ToNEA,

DRTLTZANS—TIVDZT ) FBEERT 2EEEE
YHTon=EA,

TIAN—BHERELTHEL, BHOHET 1/ \0—F]
ARFEHREZBRLTENLDEHEZFEHRERMA R—R MR
AR MIEHRS AT AICHERICHETHTOER,
VRATLEFATAIUDZTI T EBEERT HEEEE
YHTon=EA,

XL TAEHZRELTHEL. BHOHS X1 TR
HRFEHREZRLTENLDEHEZFEHRERMA R—R MR
AR MEHRS AT LICHERICHETHTOER,
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DRT LX) T4E
£ (system security
officer)

YRT LbFa TR

i#] (system security plan)
SRTLEEDTS5M4/\

—1) R (system-
related privacy risk)
[OMB A-130]

VATLEEDEFY
T4 R (system-
related security risk)

[SP 800-30]

VATLEREER

(system-specific control)

[OMB A-130]

T3 TEN-EE
HFEAR—XF4 > (tailored
control baseline)
T—3')2% (tailoring)
[OMB A-130]

E Rl (threat)
[SP 800-30]

E BUTR (threat source)
[FIPS 200]

HERNERES
(trustworthiness)
[CNSSI 4009]

HERNERES
(trustworthiness)
(ORT L)

EBFTESEBATL

(trustworthy information

system)
[OMB A-130]

TEZ 8

EHR AT LRIFTOTSLICET HERE CTOENGtEFa
VT4 BB =T HIEEEIY LS TONEA,

168 > X 7.4 F 2 )75 E (information system security
plan) =58,

BB R DB NIFHRDIER. IR, FIA., NIE, RTF. #
Fr B, o RURZEICEET S, BAISHT IR
A (risk) &5,

HEMXITRTLOBEN, T2, RIETHAEOEXICKY
HLBVRYUT MBI (BE. Sy ay #EE. 1A= XILETE
HEED)BA OB, RUBERICRIZTAU/N\ILESE
BLEED, R (risk) &5 8,

DATLURNITEREESINW, thDFR AT LICHASINL
W IBERVATLDEX L) TABEBRERETS4N\—EE
®o

BEER—RSAUIIT SV T HAT U REBRALI-ERE
LA—ENEEE, 7—>//>J(tailoring) #5 1R,

HBEEROHANRVEE. RA—EVTOEREFEDE
A.RBEEEXROER. HEBIAEDS LX) T(EERNS
A—BADEFEDEDHE . EMD X1 T4 EERILHE
REERICKIRN—ASIVDFHE. RUEEREED=HD
EMOLEERFERORME, ICE > TEXFLTAEEBEREA—RIA(
UHEBEENSTOER, T3V TOEREBETSA1N\—
EERICLERATES,

BFROFET IR, BIE. TAL. XA RV /XY —
ERMBEICE>T. PATLEZELTHBOER. B EE.
BA. thD#EHE. RIFERICEEGAV /I EL 5T ATRE
HEDHHIRRXIEIER,

MM EERMNICERTIZEEEMELEERRUAZ. X
FEEMICHESBEEL-O0THERELNHIKRRARVAE, &
BT —="1 A (threat agent) S8,

BEDFIRIERTL, AU ToN-BREZRETHIC. &
FZIVTATADER. 7A/1RE) T4, REHEMRZMAEIZE
ASEHARIEEARDEL.

ER AT L (VAT LOBEICFERASNAFEREM IR —
IrUREEL)A. HoWEIBELBEADT S/ —(ZxL
T.ORATLTRE, fF ., XFEESNDHBEHROEELE. 5
2. RUOATAMEHFTHCENHIFTEDESL,

BRARBICEVWTRENFEINIRERIE. EAa—< IS
— BEMNEEES, RUERMEREIZLMDDOLT BES
NV RILR I DEFHRNTERTESEZEALONSEFEHRI R
T L,
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SRATLA—Y DRTLANDT O REEASNT - BA. RIFBEADREEL

(system user) TEMET D RATL)TOER,

Iz 8 4% (vulnerability) ERHRICE O TERAINDAIXIEL-0ZNSAREMELHS. 1F

[CNSSI 4009] |MORT L, VAT LX) T4FIE. AEEERER. XITEE
I2H+55EH,

255 5 (weakness) ELNS FEE &, RFfE (deficiency) ERIZTH D, BRIE. &
Fa)TARV S RIETSAN—) AV DENBAEEEL H D,

HeSstE7 XAV K TXL)TARARDOZLYMEZHIEL, EX2 )T DRMEZEHA
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