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SP 800-68 IT Microsoft Windows
XP
Version Draft Update R1.0.2 R1.0.2
Status Candidate Final Candidate
Archived Under
Review
Creation Date NIST 2004-07-17
CCYY-MM-DD
Revision Date 2004-08-24
CCYY-MM-DD
Product Category IT Operating System
IDS
Web
Vendor IT Microsoft Corporation
Product IT Windows XP Professional
Product Version IT Microsoft Windows XP 5.1.2600 Service Pack 1
Build 2600
Product Role IT Client desktop and mobile host
Web
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Checklist Summary

NIST Special Publication 800-68 has been created
to assist IT professionals, in particular Windows XP
system administrators and information security
personnel, in effectively securing Windows XP
systems. It discusses Windows XP and various
application security settings in technical detail. The
guide provides insight into the threats and security
controls that are relevant for various operational
environments, such as for a large enterprise or a
home office. It describes the need to document,
implement, and test security controls, as well as to
monitor and maintain systems on an ongoing basis.
It presents an overview of the security components
offered by Windows XP and provides guidance on
installing, backing up, and patching Windows XP
systems. It discusses security policy configuration,
provides an overview of the settings in the
accompanying NIST security templates, and
discusses how to apply additional security settings
that are not included in the NIST security templates.
It demonstrates securing popular office productivity
applications, Web browsers, e-mail clients, personal
firewalls, antivirus software, and spyware detection
and removal utilities on Windows XP systems to
provide protection against viruses, worms, Trojan
horses, and other types of malicious code. This list is
not intended to be a complete list of applications to
install on Windows XP system, nor does it imply
NIST's endorsement of particular commercial
off-the-shelf (COTS) products.

NIST Special Publication 800-68 IT
Windows XP

Windows XP
Windows XP
Windows XP
Windows XP
NIST
NIST
Windows XP
Web
Windows
XP
NIST
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Known Issues

Do not attempt to implement any of the settings in
this guide without first testing them in a
non-operational environment. These
recommendations should be applied only to the
Windows XP Systems and will not work on Windows
9X ME, Windows NT, Windows 2000 or Windows
Server 2003. The security templates have been
tested on WinXP Professional systems and will not
work on Windows 9X ME, Windows NT, Windows
2000 or Windows Server 2003. The Specialized
Security-Limited Functionality template should not
be used by home users and should be used with
caution since it will restrict the functionality and
reduce the usability of the system.

Windows XP
Windows 9X ME Windows NT Windows
2000 Windows Server 2003
Windows XP Professional
Windows 9X ME
Windows NT Windows 2000 Windows Server
2003

Target Audience

This checklist has been created for IT professionals,
particularly Windows XP system administrators and
information security personnel. The document
assumes that the reader has experience installing
and administering Windows-based systems in
domain or standalone configurations.

IT Windows XP

Windows

Target Operational
Environment

SOHO

SOHO, Enterprise, Custom (e.g., Specialized
Security-Limited Functionality, Legacy).

SOHO

Checklist Installation
Tools

The Microsoft Windows tools (e.g., Security
Templates MMC snap-in, Security Configuration
Analysis MMC snap-in, Group Policy MMC snap-in,
Group Policy Management Console MMC snap-in)
can be used to customize and apply the NIST
security templates to Windows XP systems.
NIST Windows XP
Microsoft Windows
MMC
MMC
MMC
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Rollback Capability

There is no automated way of rolling back the
settings unless a full system backup was performed
before a security template was applied to the
system.

Testing Information

The security templates have been tested on
Windows XP Professional systems and will not work
on Windows 9X ME, Windows NT, Windows 2000
or Windows Server 2003. The recommended
settings have been tested the suite of applications
described in section 8 of NIST SP 800-68.
Windows XP

Professional
Windows 9X ME Windows NT Windows 2000
Windows Server 2003

NIST SP 800-68 8

NIAP/CMVP Status

Microsoft Windows XP Professional can be

NIAP CMVP NIAP CMVP configured to operate in the FIPS validated mode.
The product has not been evaluated with a
NIAP-approved Common Criteria Testing
Laboratory.
Microsoft Windows XP Professional FIPS
NIAP
Regulatory HIPAA The recommendations are consistent with the
Compliance GLBA FISMA 1SO17799 security control baselines advocated in SP 800-53
DoD 8500 draft (NIST FISMA implementation project
publication).
SP 800-53 NIST FISMA
Comments, Refer to Known Issues.
Warnings, Known Issues
Disclaimer,

Miscellaneous

Disclaimer

Do not attempt to implement any of the settings in
this guide without first testing them in a
non-operational environment. NIST assumes no
responsibility whatsoever for its use by other parties,
and makes no guarantees, expressed or implied,
about its quality, reliability, or any other
characteristic. NIST would appreciate
acknowledgement if the document and template are
used.

NIST
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Product Support

Microsoft will provide best efforts support, in line with
the customer’s support contract, to assist in
removing the worst results of such file and registry
permissions, but Microsoft can only guarantee
returning to the recommended out-of-the-box
settings by reformatting and reinstalling the
operating system.

Microsoft

Microsoft

Submitting
Organization/Authors

NIST, Computer Security Division
NIST

Point of Contact

itsec@nist.gov

Sponsor

Chase Carpenter and Kurt Dillard, Microsoft
Corporation

Licensing

GPL

This document was developed at the National
Institute of Standards and Technology, which
collaborated with NSA, DISA, CIS, and Microsoft to
produce the Windows XP security templates.
Pursuant to title 17 Section 105 of the United States
Code this document and template are not subject to
copyright protection and are in the public domain.

Windows
XP NSA
DISA CIS Microsoft

17 105

Checklist Homepage

URL

http://csrc.nist.gov/itsec/guidance_WinXP.html

Download Package

URL

http://csrc.nist.gov/itsec/guidance_WinXP.html

Integrity

SHA-256

SHA-1

SHAL1 Digest
(NIST_WinXP_draft_R1.0.2_08242004.zip) =
9a8f2e8fc7c18e56c9646336c343d1917a2fb02f
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Change History

Security Templates (.inf files)
.inf

2004-08-24 - Draft Update R1.0.2

2004 8 24 - R1.0.2
2004-07-04 - Draft Update R1.0.1

2004 7 4 - R1.0.1
2004-06-24 - Draft Release R1.0

2004 6 24 - R1.0

Draft Guidance for Securing Microsoft Windows XP
Systems for IT Professionals document
IT Microsoft Windows XP

2004-08-24 - Draft Update
2004 8 24 -

2004-07-04 - Draft Update
2004 7 4 -

2004-06-24 - Draft Release
2004 6 24 -

Dependency/Require
ment

Microsoft Threats and Countermeasures Guide
Microsoft

References

DISA, NSA, CIS, Microsoft and other security
guides.

DISA NSA CIS Microsoft

NIST Identifier
NIST

NIST

1001

Copyright © 2007

NRI




SP 800-70 IT
NH Security Cnnfiguration.

Mational Institute of CHECKLISTS

Standards and Technology ‘\@T bh“"""'gi“'g“”

IT
NIST
1.0
IT NIST
" 1-NIST
] 2 -
n 3-
] 4 -
n 5-
] 0 -
. Candidate NIST
= FCL NIST
. Final NIST
. Checklist
" Checklist Developer Developer
NIST
Copyright © 2007 NRI

C-1



SP 800-70 IT

Independent Qualified Reviewers NIST

NIST
Logo NIST
NIST NIST Checklist Program Program IT
NIST
NIST NIST Checklist Repository Repository
NIST
Web
Public Reviewer NIST

Operational Environments

Advanced Technology Program Proposal Preparation Kit Appendix B
http://www.atp.nist.gov/atp/kit-04/append-b.htm

Common Criteria for Information Technology Security Evaluation (CC), Version 2.1, August
1999, http://csrc.nist.gov/cc/CC-v2.1.html

Information Assurance Technical Framework (IATF), Release 3.0, October 2000,
http://www.iatf.net/, https://www.iatf.net/register/

FIPS PUB 199 Standards for Security Categorization of Federal Information and Information
Systems
http://csrc.nist.gov/publications/fips/index.html

NIST Handbook 150, Procedures and General Requirements for the National Voluntary
Laboratory Accreditation Program,
http://ts.nist.gov/ts/htdocs/210/214/docs/final-hb150-2001. pdf

NIST SP 800-14 Generally Accepted Principles and Practices for Securing Information
Technology Systems  http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf

NIST SP 800-27 Engineering Principles for Information Technology Security (A Baseline for
Achieving Security) http://csrc.nist.gov/publications/nistpubs/800-27A/SP800-27-RevA.pdf

NIST SP 800-53 Recommended Security Controls for Federal Information Systems

http://csrc.nist.gov/publications/nistpubs/800-58/SP800-58-final.pdf

NIST SP 800-70 Security Configuration Checklists Program for IT Products IT
http://csrc.nist.gov/publications/nistpubs/
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TM: a Registered Mark of NIST,
which does not imply product endorsement by NIST or the U.S. Government TM NIST
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ATP

Availability

Candidate Checklist

CERT®/CC

CIS

CMVP

Confidentiality

Consortia
Consumer
Custom

DHCP

DHS

DISA

DNS

FCL

Final Checklist

FIPS

FISMA

Copyright © 2007

SP 800-70 IT

Advanced technology program
http://www.atp.nist.gov/

NIST

Computer Emergency Response Team/Coordination Center
http://www.cert.org/

Center for Internet Security
http://cisecurity.org/

Cryptographic Module Validation Program
http://csrc.nist.gov/cryptval/

IETF

Dynamic Host Configuration Protocol

Department of Homeland Security
http://www.dhs.gov/dhspublic/

Defense Information Systems Agency
http://www.disa.mil/

Domain Name System
Final Checklist List

NIST

Federal Information Processing Standards
http://csrc.nist.gov/publications/fips/

Federal Information Security Management Act
http://csrc.nist.gov/sec-cert/
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FTP
IDS
IETF
Independent
Quialified Reviewer

Integrity

Inward-Facing
LAN
Legacy
Logo
Managed

NIAP

NIST

NSA

NVLAP

OMB

Operational
Environment

Outward-Facing

File Transfer Protocol
Intrusion Detection System
Internet Engineering Task Force http://www.ietf.org/

NIST

Local Area Network

NIST

National Information Assurance Partnership
http://niap.nist.gov

National Institute of Standards and Technology
http://www.nist.gov/

National Security Agency
http://www.nsa.gov/snac/

National Voluntary Laboratory Accreditation Program
http://ts.nist.gov/ts/htdocs/210/214/214.htm

Office of Management and Budget
http://www.whitehouse.gov/omb/

PDA Personal Digital Assistant
PKI Public Key Infrastructure
Producer
Repository NIST http://checklists.nist.gov/
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NIST

Public Reviewer
SMTP Simple Mail Transfer Protocol

Specialized Security

Limited Functionality

SOHO

Standalone

STIG Security Technical Implementation Guides
http://iase.disa.mil/stigs/index.html
TCP/IP Transmission Control Protocol/Internet Protocol
XML

Template
US-CERT DHS CERT http://www.us-cert.gov/
VOIP \oice over IP
VPN Virtual Private Network
WAN Wide Area Network
WAP Wireless Access Point
WEP Wired Equivalent Privacy
WPA Wi-Fi Protected Access
XML Extended Markup Language
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