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IPSec(Internet Protocol Security) 00 O 0IPSec0 000000000000 OO0O
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O000000000IPSecOOOOOO0O00O0ODOOOOOODOODOOOOOODOOOO
0000000 20000000000000000000000000 VPN(Virtual
Private Network) DO 000000000

OO0 TCP/IPOODDOO0O0OOWtp0 00000000000 ODODOOOODODOOO
0000000 SSL(Secure Sockets Layer)[1-15] 0 0 O OSSL O Netscape 0O 00O
OO00000000OD00ODDO NetscapeNavigator[d Internet Explorer 0 0 0 0 0 WWW [
oooooooooooooooooooboOobObO0ooooooooooobooObObboboOon
O000000000000019990 IETFOODOOSSLOOOOO0OO TLS(Transport
Layer Security) Ver.1.00 RFCOOOODOOOOODO [1-14]0

00000000000 000ooooo0o000ooooooooooD (0 1.H)oo
goobobbobobbtbotbdodoooooubobbobbbooooooon
goobbobobbbodooooouobboboboodoooobobobbobbbouoog
Oooooooooooboooooooooooboooooboooooobooooboooo
64,1280 0000000000000 512,1024,204800000000000000O0ODO

U lil:0boggooboboogbooobod

00000 |ooo 00 == 0o0ooo0oQg
IPSec — - DES SHA1 MD5
SSL v3.0 RSA DH | RSA DSS | RC4 RC2 SHA1 MD5
Fortezza DES/3DES
TLS v1.0 RSA DH | RSA DSS | RC4 RC2 IDEA | SHA1 MD5
DES/3DES SHA1 MD5
Kerberos vb || — - DES MD4 MD5

O0o0oodooobobobobooboooobobobooboooooooboobooo
OO00000booooooobooooobooooooooooooooooooog
OO000o0bO0b00ooobooooooooboboboooooooooooobooo
0000000000000 00O0o0D0ooDo0oooO0b0obO0ooDobOOobOoDbOOobOooo
O00000000000000000000000 (CA: Certification Authority)d O O
ooboobboboboobooooboboboobooobooobobobobooDobo
O000odo0obuoooobooobuooooboooboooboboooboOooooo
O00000000000000000000000000000000 PKI(Public Key
Infrastructure) 00 0000000000 OOOOO

O00000000000000D0O0DO0DO0DbOO0OD0oDOOoOOoDoOOooOOooOoooo
oo0obodo0obuooooboobbooobboobobboooboboobobbobobo
O0000000000000D0D00000 VeriSignDEntrust0 0O O0DO0OOODODOODO
NECOOODOODOOODOOODOOoOOoODDOoOODO (Jesni-i8loooooooooooooon
O BALTIMOREO Netscapell MicrosoftU D OO D 0000000 OOOOOOOODOO
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gbouodgboboodbogbbooboobboooboobbobuooobooboon
godboboboooboobbbobobbbobbooouuoboduooooooooooonoo
ood

O000000000000000000000000 (KDS:Key Distribution Center)
000000000000 0000000 Kerberos[1-16)|0 000000000000
Kerberos 0 MITOOODOOODOOODOODOOODOOOOODOOODOODOOOODOOO
OOo0oooobOobobooKDbSOOoOoboooooooooooobooooogoo
godgbobodgboboobuodgbogbbuoobbobboobooobooboaon
O0000Windows20000 DD ODODOOOOOOKerberosOOODOOOOOOODOOO
oboob 110000

1.2 0000000000

goboboodob@moooobobbooooboboooobboooobbboo
O0000dboooooooboboboobooobuoboo bESO 19700 bOooO
000000000000 000001999 000 RSA Data Security 0 00 O web OO
000000000000 (DES Challenge III[1-8])00DES 0000 22000000
000000000000 DO000000000D00O0O000D0O00D DESOOOO DES
00000064 0000000/6400000(DESOOOOSO000)0000D00OO
gooobboobboobooobooboobbboobbgro1oogboonooon
(NIST)O DESOO0O0O00O0O0O0O0OOODO AES(Advanced Encryption Standard)[1-19]
gobbogobboodbooobboouob bbb oo buoobbUuo
O0D000000000D020000 100 RijndaelDOOOOODODOOOOOODOOO
O0000000000ISO/IECOOO0O0OOoOoOoOoOoOoOoooooooooooooo
0000000000000 000000 NESSIE[1-20000000000000000
0000 (IPA)DO0D00O0OD0O0O0ODOOOOOODOODODOOOOOOOODOOODOOOO
CRYPTREC[1-:21] 00 0000000000000 0OO0OOOOOOOOOOOOOO
goobbobobbobuoduoooouobboobobuodoooobobbobbououoa
goodoooooon

goboooboooboogooobbooboboooguboboobbobbdooooon
googoogboooooboobobooboboobobooboboobobooobd
1980000000 RSADDOO920000000 ElGamelJOODOO 19850000
O0000000D0 ElGamal D000 D0O0000D0DOODODO0OO00ODODOO0ODODOORSA
OO0000OEIGamel 00019910 NISTOOOODOODODOODODOOOODODOODO DSAOO
(FIPS186 0 0 DSSOOOO0ODDO)0 0000000000 OOoOoOONTTOOOOODoOO
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OO00oO0OooDESIGNOODOOOOOO0OEPOCOODOOOOOODOOODODOOOO
00000000000 (00000000 0)0DooooDOoUoooooOOoooooooO
oot bbDbO
gbobboobuooobogbuooobuogbbboobboobooobooboan
gboodgboboooobogbuoooobbobboobbooboooboobogon
gouodgbboodbodgbobuogobuoobooogbboobuooobooboon
O0000000000000000000000000000 Bellare,Rogaway[1-1] O O
OO00000OAEPOOOOODOOOOODOOOOODODODOOOOODODODODDOO
000000000000 O000O000000oo0o0ooooooooooooo)oo
gbouodgboobbogboboobboobuobooboboobobobobooboon
0000000000000 00000000000000000 Cramer,Shoup(1-2] O
gboddbodgdgbouogbboobogbbobobobobboobuooobooboon
OO0000ooooboobooboooooooobooooooooooboOoOg ISsO, NESSIE
O CRYPTRECODODOODODOOODOOODO

1.3 000o0oooooood

gooooooooooboboooooooooooooooooobobobob
gbogbogbbogbbuoobbuobbubuogobuoooobbboobobbod
gboboboogobbbooooobo

OO0O000O0O0DESOO0O0O0ODO0ObDOOO0DOo0obDoobouooDoOgsenO
OO000D000D001990 RSAODODODOODODODODO WebODOOOOO DESODO
000000 (DES Challenge III[1-8)) 00000000 2200 150000000000
oboobobooboobooboobioboboobbobobobooboobo
gbudgbobuodgobogbuooobuodgboogbuoboogbooobboobn
Dboooe400b00b00bOo0bOo0oboobuoobobbooD 1280000000
OO0D00000Db0000D00o0ooDooobOooboOg AESOD 128,196, 2560000
goboboodgobobougoi12sboooogoboobuooooon

Oo0O00DOoOobOOo0o0oooO0ooboOooobooooOoooboboOoRSAOOODOOOO
O000 RSA DataSecurity DO 0000000000 OODOODOOO19990 200 140
0 (RSA140[1-9) 0000000019990 800 1550 (5120 0 OO RSA155[1-10)) OO
gbooggbuogoboooogo22200buogodbboobbooboobad
OO09000ooboooOos200b000000b00b0ObUOboORSAOODO 680 00O
gooboogoobooggd

goooobboboooooboboboboboooobobobobobobg
gooooooboboboboobobobbobooboooobobobobobo
gbuodgbboodbodgbobobboobboboboobboobuobooboobodon
god
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goooooodbobobobobooooooooooboboboobooon
ooooobobdbdobobobobbboboboboboboboobbbobobd
guodooodbooobbbtbodddodddooooooooooobooonbo
0000000000000 00000ooooo0o0o0oooo0ooon [1-8JORSADO
000 (140000000000 15 00000000000000000ooooo
000000000 Lenstra,Verheul[1-6] 0 PKC20000 0000000000000 0OO
O0O00bOOo00boOoo0oooboOooooRrRSADOOOOOOOOOODOOODDbOOO
ooboobooooobbobobobooobbobobobboooboobood
0000000000000000000000O00000 (0 1.2~1.4)0

gobob202000000000000000b0b0bobbo0uooobobobooboaod
12020200 000000019820 0000 DESOOO0OO00ODOOOOODOOODOODOO
0000000000 29%104Mips Years 0O OO OOOOOODOOOO0OOO0OOOOO
oboboobobooooboooobooobb1200b000b00b000b00nLO
obooboboobogn

e JU0U0O0O0O0O0OUOOUUDD S6UULDLDOULOUOLOOOOOUOUO 1720000
gog

e RSAUDD (nODDODOD)DOODODOD 1KIODOOOOODO

e J000DO0ODODIOOODODODODO (SDL: Subgroup Discrete Logarithm) 0 0 O O
000 188100000000000000000 15100000000000A0

e J00UIUDDOD (EC)DOODDOODUDODDODOUODDDOOUODDOUDOI6IO0O
gbobouoooobboboogbbissboboooon

U0 Lenstral 000 120 00000000000000000000O0O00DOO0O

1.DSSO00160000000000000 512~1024000000 160000000
000000000000000000000000000000020020000
00000000000000000000201300000000000 202600
ooooo

2. RSA0 2040000000000000000001024000030000000
00000000000000000000000000000900000000
0000027000000000000000EIGamel 000000000000
00000000000 2700DSS000000000000000000000
110000000000000000000000000004000000000
0oo

3.5120000 RSAODDOOOOSSLOOOOODOO000000000000 198600
000000000000000000780000RSADODO0O0O00000000

410240000 RSAD 1600 0000000000000000000000000
000000000 (13750000 RSAO 1600 000000000000000
oooo)
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gbboobogbboobboobuobouobbodgbboouobboobobod
gubogoboobogbboobboboobbooboobboobboooobod
gbobbogudgboogbooobuoobobboobbooboobobuoobobad
gboboboogoboboogood

00019940 Shor[1-7)|0 000000000000 OOOOOOOOOOOOOOO
gboogbbuodgbooobogobuoobbobobuboobooobboobobod
O0OLenstra 0000000000000 DOODOO0O0OOODODOOODOODOODO
gobobboogobobuoggobbooooobobooobobouooooboon

1.4 0O00O0O0O0O0O0O

googbbodbobboobbogbbooobuoooboonobuoobboood
O0000000ISO/IECOO0000000OO0O0OONESSIEDOOOOOOOODoO
O0O0000000bOo0bO0oO0obOO CRYPTRECODOOODOOODOODOODDOO
00 PKIDODODODODODODODODODODODODODO0DO0DO0DO0DO0D0D0D000000000 [1-11j00
goo

godgboobobobobbobobbbbbobbbobbbbuoboobooouuooouogg
gbouogbbudgbodogbogoouobobuoooobboobooobboooobad
0000 120000 1020 [1-12)0 20000 500000002001040 100000
ooobboobobooobboboboboboooboobooobobobobooood
gbuodggbuodgbbdudbooudgbboobuobbobboobuooboboobbod
gbobbogbboobbobogbuooobuooobuoobbodgboogoobod
obooboodgbooobobone4dbdboobuobooboobuooboobboobg
O00000000000000000000 (O 1.5[1-13)0

O0O00000 Lenstral 00O O0OO0O0ODO1024000000000010240000
goooooooooobobobobobobobobobobobobbobobo
gbuodgbbuodbuogoooboobbugoboooboobobooobooboon
gboogbbouodgbooobooobuobobuoboobbooboooboboobobad
gbouodgbbodbobobugobodgbuooobogbobooboobooboaon
goboboooggoobood

1.5 00000000

gbouogobuogooobuoogoogbboobooboobbuogbbogobad
OO0 PKIDOOODOOOOOODOOODOOOODOOOOOoOobOoOobooboboobooog
gooooooboboboobobobobobobobooboooboobobo
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012:000000000000000000 ([1-6],Tablel)

Sym- Classical | SDL [ Elliptic | Elliptic Infeasible | Lower bound [ Corresponding

metric Asym- | Key Curve Curve number of | for hardware number of

Key metric Size Key Key Mips-Years cost in US$ years on

Size Key Size Size Size for a 1 day a 450MHz

and SDL c=0 c=18 attack Pentium II

Year Field Size PC
1982 56 417 | 102 105 85 || 5.00 % 10° 3.98 % 107 1.11 % 103
1984 58 463 | 105 108 89 || 1.45%10° | 4.57%107 3.22 % 103
1986 60 513 | 107 111 96 || 4.19 %106 5.25 % 107 9.31 %103
1988 61 566 | 109 114 101 1.21 % 107 6.04 % 107 2.69 x 10%
1990 63 622 | 112 117 106 || 3.51%107 | 6.93 %107 7.80 % 104
1991 63 652 | 113 119 109 || 5.97%107 | 7.43 %107 1.33 % 10°
1992 64 682 | 114 120 112 || 1.02 %108 7.96 % 107 2.26 % 10°
1993 65 713 | 116 121 114 || 1.73 %108 8.54 % 107 3.84 % 105
1994 66 744 | 117 123 117 || 2.94%10% | 9.15 %107 6.53 % 10°
1995 66 777 | 118 124 121 || 5.00%10% | 9.81%107 1.11 % 108
1996 67 810 | 120 126 122 || 8.51 %108 1.05 % 108 1.89 % 106
1997 68 844 | 121 127 125 1.45 % 10° 1.13 % 108 3.22 % 10°
1998 69 879 | 122 129 129 || 2.46 % 10° 1.21 % 108 5.48 % 108
1999 70 915 | 123 130 130 || 4.19%10° 1.29 % 108 9.31 % 106
2000 70 952 | 125 132 132 || 7.13%10° 1.39 % 108 1.58 % 107
2001 71 990 | 126 133 135 || 1.21 % 1010 1.49 % 108 2.70 % 107
2002 72 1028 | 127 135 139 || 2.06 % 1010 1.59 % 108 4.59 % 107
2003 73 1068 | 129 136 140 || 3.51 %1010 1.71 % 108 7.80 % 107
2004 73 1108 | 130 138 143 || 5.98 % 100 1.83 % 108 1.33 % 108
2005 74 1149 | 131 139 147 || 1.02 % 101! 1.96 * 108 2.26 % 108
2006 75 1191 | 133 141 148 || 1.73 % 1011 2.10 % 108 3.84 %108
2007 76 1235 | 134 142 152 || 2.94 % 1011 2.25 % 108 6.54 % 108
2008 76 1279 | 135 144 155 || 5.01 % 1011 2.41 % 108 1.11 % 109
2009 7 1323 | 137 145 157 || 8.52 % 1011 2.59 % 108 1.89 % 109
2010 78 1369 | 138 146 160 || 1.45 % 1012 2.77 % 108 3.22 % 109
2011 79 1416 | 139 148 163 || 2.47 % 102 2.97 % 108 5.48 x 109
2012 80 1464 | 141 149 165 || 4.19 % 1012 3.19 % 108 9.32 % 10°
2013 80 1513 | 142 151 168 || 7.14 1012 3.41 %108 1.59 % 1010
2014 81 1562 | 143 152 172 || 1.21 %10 | 3.66 % 108 2.70 % 1010
2015 82 1613 | 145 154 173 || 2.07% 10 | 3.92x108 4.59 % 1010
2016 83 1664 | 146 155 177 || 3.51 %10 | 4.20% 108 7.81 % 1010
2017 83 1717 | 147 157 180 || 5.98 %103 | 4.51 %108 1.33 % 10!
2018 84 1771 | 149 158 181 || 1.02% 10 | 4.83 %108 2.26 x 1011
2019 85 1825 | 150 160 185 || 1.73 % 104 5.18 x 108 3.85 % 1011
2020 86 1881 | 151 161 188 || 2.94 % 104 5.55 % 108 6.54 % 1011
2021 86 1937 | 153 163 190 || 5.01 % 1014 5.94 % 108 1.11 % 1012
2022 87 1995 | 154 164 193 || 8.52% 10 | 6.37%108 1.89 % 102
2023 88 2054 | 156 166 197 || 1.45 % 10° 6.83 % 108 3.22 % 1012
2024 89 2113 | 157 167 198 || 2.47 % 10° 7.32 % 108 5.48 % 1012
2025 89 2174 | 158 169 202 || 4.20 % 1015 7.84 % 108 9.33 % 1012
2026 90 2236 | 160 170 205 || 7.14 % 1015 8.41 % 108 1.59 % 1013
2027 91 2299 | 161 172 207 || 1.21%10'6 | 9.01 %108 2.70 x 1013
2028 92 2362 | 162 173 210 || 2.07%10%6 | 9.66 % 10® 4.59 % 1013
2029 93 2427 | 164 175 213 || 3.52 %1016 1.04 % 10° 7.81 % 1013
2030 93 2493 | 165 176 215 || 5.98 % 1016 1.11 % 109 1.33 % 10
2032 95 2629 | 168 179 222 || 1.73 % 1017 1.27 % 109 3.85 % 1014
2034 96 2768 | 171 182 227 || 5.01 % 107 1.46 % 10° 1.11 % 10'°
2036 98 2012 | 173 185 232 || 1.45 %1018 1.68 % 10° 3.22 % 101
2038 99 3061 | 176 188 239 || 4.20 % 108 1.93 % 109 9.33 % 1015
2040 101 3214 | 179 191 244 || 1.22 %10 2.22 % 10 2.70 % 1016
2042 103 3371 | 182 194 248 || 3.52 % 109 2.55 % 10 7.82 % 1016
2044 104 3533 | 185 197 255 || 1.02 % 1020 2.93 % 10° 2.26 % 1017
2046 106 3700 | 187 200 260 || 2.95%10%0 | 3.36 % 10° 6.55 x 1017
2048 107 3871 | 190 203 265 || 8.53%10%0 | 3.86 % 10° 1.90 % 1018
2050 109 4047 | 193 206 272 || 2.47 % 1021 4.44 % 10° 5.49 % 1018
2050 109 4047 | 193 206 272 || 2.47 % 1021 4.44 % 109 5.49 % 1018
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U 1301200000

Symmetric Key Size :
O00000000000DO00@MOo:coon)

Asymmetric Key Size (and SDL Field Size) :
RSAOOOOOOO0 F, 0000 gO0000000O0O0OC0COOOOOOOOO
(TDL: Traditional Discrete Logarithm) 00000000 O0:000)
000000 F,000000000000000000O00C00O00000 (SDL)
0000000000 @MOoooon)

Subgroup Discrete Logarithm Key Size :
SbLOOO0oooo{@o:0oo0n)

Elliptic Curve Key Size :
0000 (EC)D00Doooo@o:000)
(c=0,c=18000014000)0

Infeasible number of Mips Years :
O00000000000000000 (00 :Mips Years)O

Lower bound for Hardware cost in US$ for a 1 day attak :
10000000000000000000(@MOOooon)

Corresponding number of years on 450MHz PentiumlII PC :
450MHz PentiumlI 00000000 PCOOOOOOOOODOOO(MOOOO)



16 U1l1d Oobhooodgobooodgbbo

0140120000000

O120000000000000DO0O00O0O0ODORSADTDLOSDLOECOODOODO
gbooboboobooboobooboobuoobuooboboob.

()O0000ooooOooOOooOooOoOooooooo

(2) RSAOOO0 TDLOOOOODOODOODOOOOOOO

(3)SDLOECOOOO00OODO p-0D000ODO

(4)0000000000000000000000000WOOOOODOOO0OoOO

00000000000 22000000000000000000000000O

0oo.

(5)19820 0000 DESO000O0OO0O0OOOOOODESOOOOOODOODOOOODO
00 5.0 % 10°Mips Years 00 00O

()00 0000000000000 000O0OD 10D 20000 ((OODDOOO)O

(7)100000000O0O0O0O0000oooD 180gg 200000

(8)1000000D00O0O 200000

(9)0O0O0O0DOooOOoU00Do000ooDooU00ooDooO0oooooOOo 18000 1/20
HNERERE

(10)0000000000000000000000000000000000 (ec=0)O
000 18000 1/20000 (c=18)0

(11) 450MHz PentiumlII 64Mbyte RAM 00 0O PCO OO 0O O 450Mips Years 00000
giotoooogon

(12) 000000 100000000000 100000



1.5, 0O0d0doboobd 17

0 15 000000000000000000000000000000000000
00 00 10(00 120 11020000)[1-13)0000

000000000000 (00 200300000000)

(1)DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
godooogopooogobooguooooooo
Ododoodooo2000o0ooo 0200 oooooooon
Oddoloodotooboooobooouooonoooboooo
U ogoooogooogoo oo ogoooguoon
O 0odoooogoooooobooooooogooooooooouogg

gooooogooogo
@o)

(3) 0000000000000 ()ODODoOoOoOoOoOoooDooooooo

0O RSAOD (D0ODODOODOOOODDODODO 128401135491 1500000
ggg 1,()24DDDDDDDDD(DDDDDDDDDDDDDDDDDD
12840 1135491140 RSADDDDDDDDDDDD)

0O ESIGN OO (DDDDDDDDD 14888—3)DDDDDDDD 1,024 00
Jdo0ooododggoooooogoooosuuuoooooooogogogg
SHA1OOOOOO((@QOoOooOoMDSOOODOODOODODOODODODOOO
DDDDDDDDDD)

0 ECDSAOO (DDDDDDDD (ANSI)XQ.GQ)DDDDDDDD 1600 O
goooogo

O DSADD(DDDDDDDDDDDDD 128401004043)DDDDDD
0010240000000






19

HRERERE

[1-1] M. Bellare and P. Rogaway, “Optimal asymmetric encryption.” In Proc. of Euro-
crypt’94, LNCS 950, pp.92-111, Springer-Verlag, 1994.

[1-2] R. Cramer and V. Shoup, “A practical public key cryptosystem provably secure
against adaptive chosen ciphertext attack.” In Proc. of Crypto’98, LNCS 1462,
pp.13-25, Springer-Verlag, 1998.

[1-3] J.R.T.Brazier, “Possible NSA decryption capabilities.” http://jya.com/nsa-
study.htm.

[1-4] A.M.Odlyzko,  “The future of integer factorization.”, = RSA  Labo-
ratories’ Cryptobytes,  Vol.1, No.2, pp.5-12, 1995,  available from
http://www.rsa.com/rsalabs/cryptobytes/.

[1-5] D.B.Johnson, “ECC, Future resiliency and high security systems”, March 30, 1999,
available from http://www.certicom.com/research.html.

[1-6] A.K.Lenstra and E.R.Verheul, “Selecting cryptographic key sizes.” In Proc. of
PKC’2000, LNCS |, pp. , Springer-Verlag, 2000.

[1-7] P.W.Shor, “Polynomial-time algorithms for prime factorization and discrete log-
arithms on a quantum computer.” SIAM Journal of Computing, Vol.26, No.5,
pp.1484-1509, 1997.

[1-8] RSA Laboratories, DES Challenge III, http://www.rsasecurity.com/rsalabs/des3/.

[1-9] RSA Laboratories, RSA Factoring Challenge, RSA-140,
http://www.rsasecurity.com/rsalabs/challenges/factoring /rsal40.html.

[1-10] RSA Laboratories, RSA Factoring Challenge, RSA-155,
http:/ /www.rsasecurity.com/rsalabs/challenges/factoring /rsal55.html.

1-11)0o0o00ooo0ooooo (IPA) D OOODOOOOOO, ‘00000
Oooooo 2000 007, Rev.1.1, 20010 O 2 O, available  from

http://www.ipa.go.jp/security /fy12/sec2000/.



20 U1l1d Oobhooodgobooodgbbo

[1-12] 0000000000000 00D0 (OO0 120 50 10000 1020), available
from http://www.mpt.go.jp/top/ninshou-law /law-index.html.

[1-13) OO0 00000000000 0oo0ooooooooooo,0o 120110 200,
available from http://www.mpt.go.jp/top/ninshou-law/pub.html.

[1-14] T.Dierks and C.Allen, “The TLS Protocol Version 1.0,” RFC2246, Jan. 1999.

[1-15] A.Frier, P.Karlton and P.Kocher, “The SSL 3.0 Protocol,” Netscape Communica-
tions Corp., Nov 18, 1996.

[1-16] J.Kohl and C.Neuman, “The Kerberos Network Authentication Service (V5),”
RFC1510, Sep. 1993.

[1-17] NIST FIPS PUB 186, “Digital Signature Standard,” National Institute of Stan-
dards and Technology, U.S. Department of Commerce, May 18, 1994.

[1-18) DO0O0O0D0000O0000 (JCSI), http://www.jesinc.co.jp/.

[1-19] National Institute of Standards and Technology (NIST), Advanced Encryption
Standard (AES), http://csrc.nist.gov/encryption/aes/ .

[1-20] Computer Security and Industrial Cryptography (COSIC), New Eu-
ropean  Schemes for Signatures, Integrity, —and Encryption(NESSIE),
https://www.cosic.esat.kuleuven.ac.be /nessie/.

[1-21] 0000000000 (IPA), CRYPTREC,
http://www.ipa.go.jp/security /enc/ CRYPTREC/.

[1-22] Microsoft Corp., Windows2000 Kerberos Authentication, July 9, 1999,
http:/ /www.microsoft.com/windows2000/.



21

20 Uootdbbobototdbobotdd
oo

goooooooooboboboboboboooobooobobobobbobo
ooboboboboboobbobobobobooobobobobobooboobd
gbuogbooboboubbooboobbuoobbuooobuooobboobobobbod
O00000000000000ooooooooooooo 27, 400000000000
gboodgbbodbogobuobogbbuogboooboobbuogboooboon
gouoggobbobobboobboobboboboobboobboobooobad
oboboobbooobooobbooobooobooobbooobobooboo
gooodgbobobobobobooobobobooboboboooboobobd
gbodbogougbbougboodgbbobboobboobbooobboobbod
goo
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AESOOO0O0OCOO0O0O0O0OO00OOO00OOO00O00ODUO0ODDOOOOObOOODOOO
goudgbogbbogbooboboobuogbobodboobooobooboon
goboboogobbbogodboboooooobobooobbobogd
goooooooooodboboobobobobobobobooboobooboon
gbudbooudgbooboboboboobuoooboobooboobobooboon
gbobooogbobooobobboooobbbuooobbooooobooobbboo
gboodgbboodbogbgbuooobuoobooobouooboogoooboobogon
goboboogbbobbouooobboogobobuooooon

2.1.1.2 JO0O0ooOoooooboboodgn

gouogboooboobboobuoobuodboobboobooboboobog
gboogbbobgboobboobbuooobuooobuoobooboboobbobod
gouodgbogbboobbooboboobuogboobboobbooboooboon
gooodboboboboobooboooboboboboboobooboobobood
obooboboobooboobon

000000000000000OBlom2-4 000 MDSOOOOOODOODOOOOO
O0000000000,00 23000000000000000000O0O0O0O0O, 00
gbouodgboodbogbbuoobobuogboogbouooboogbooooooboon
O (KPS: Key Predistribution Systems) 0000000

KpSOOOOoOoooo-oooooooooooooooooobooooooooooon
(TA)DODOOODO f(z,y)0000000000000000000 si(z) == f(z,i) 00O
00000000000 ,;00000k;0k;=s(;)00000000000 KPSO
000000000 [230)000000000000000000O0 KpSOOOOODOO
000000 [2300000000000000000000000TAD (w+1) x (w+1)



21, ODbhoooobobooooobobbood 23

0000 A000000O0O0;000000000000
si::ViA

000000D0000wD00000000000000v;0:00000000 w+1
00000000000000v;00:0000000000000000+40000
00000 k; O

kij:Si'th
000000000 ooooooooooooooKPSOO0o0ood
DDDDDDDDDDDDDDDDDDDDDDDDD[2—5,14,10]D
0000000000 oo0ooo00o KpSOO00OoOoOoooOoooooooooo
0000000000000 o00oooooOo KPSOoooooooooooooo
DDDDDDDDDDDDDD[2—5,28,6,29]DDDDDDDDDDDDDDDDDDD
0000000 d wDhDbDOooOto00gggoooooooooooogg KpSOo O
o000 oobobuoboooog
t—1
H(Si)2<w+ )H(K)

t—1

000000000000 2-5|00000H(S)000000000000000O0O0O0
0000000000 HK)OODODOOOOOO00O0OooooooooooonO Blom
000000000000 00000000000 (w+H)H(K)OOOOt=20000O
oboobooboobooobooboobobobooboub Blomdoog t=2
O0O00D0O0oO00oDOOKPSOOOOODOOODOOODODODOOOtOOOODOO KPS
000000 BlundoO [2-5| 0000000000000 00OOOOODODOOOOODOO
000000+¢t0000000000000000 KPSOOOOOO Fiat, Naor[2-14] O
OOoooboooobTADOOOODODOODODODOOOODOOOODOOOOD
0 [2-28, 4400000000000 0000O0TAODDOODOODOOOODOODOODOO
Oooooooboood, BlomOdOO4Od, BlundoOD OO OOOODOOOOoooooooOO
Oo0ooOo0bOOo0o0obOOo0ooO0oobOoooboOobObooooOooboOoooOoOoDDoD KPS
goooobogobobobobouobboboobobobobooobbobobd
OOo0ooboooobooooboboo KpSOOoOooooooobobooboooogo
O00000000000000000,00, Zheng, 00O [2-18, 200000000000
godbobobooobobbbobbbbobutboboguuoguuooooooooooono
goooog

KpSOOOOOOTADOOODOOOOOOOODOOODOTADODOOODOOOO
00 [2-30, 28] 0000000 0OO0O0O

2.1.1.3 000000

KpSOOODOOOOooOOoobDOoooobooooobooobooobooooooooooooo
gbuodgboboodgbodgbobuogbuoodoboboobboobuoobobooboon



24 g20 Ooogobobbbdooobbbooodn

0000000000000 2-400000000000000OOO000D0OooOoOOO
000000000000 00OD [244,290000000000 TAODDODDOODOOOO
OKpPSOOODOOODOODOOOOOODODODODOOOOOOODOODbObOobOOOoDOD
gboogbbuodgboogboogbuooobuooobooboboooboobobod
o000 KpSOOOOOOODOODOODOOOOODOODODODOoDOobDOOoOOooDoOogo
goudgboboobbogboobboobuogbobodboobooobooboon
OooobOoOoooOoOooo0oooo0ooboOooboboOoo KpSOoooooooooo
gooooooboboboboboboooooooobooboobobobobo
gbobuodgboudboobbobbogbuoooboobooboobobooboon
gboogboodgbogbbobuooobuogboooouooboogooboobogon
000000000 [244,25|00000000000000000O0O0O000OOOOOO
goboboogobbbuooogbboogg

2.1.14 0OO0OO0OOO

OOoOooboboooooboobo KpSOOODOoOOobOoboOooooboobooboboooboog
goobo-gobbobuogoobboboooooobbbooooboobooooon
00000000 Bennet, Brassard[2-3] 0 D 0000000000 O OBennet, Brassard O
gobooboboooobo-obobbobobobodboboobooboooooooooo
gbuoggbuodgobdaboobobboobobboobboobboobbbobod
0000000 (»000)000000 40000000 (O000)0000000
O0e00000O00O000OD0ODOOOO0O0OODOOOOO0OODODOO (DODODO)OOO
000000000 (0000)b2000000000000000O0O000OODOOO
O000000000000000 40000000 (45000)0 1350000000
(13000)0002000000000000000000000000DOO0OOOO
godgoobbobbbbbbbbobutbotbdguuoguuooooooooooono
gbudgbboobodgbobogbuooobuodoboogbuobobagonoboobogan
gboboboooobobbboouooogboboboooooboboboboooooobooboa-od
godgoobbobbobbbbbbbuotboodduoguudouoooooooono
gbobobooooobbbooogggoobboogoobobobooooooobo-on
goboobdobdbobobdoboboooooooooboobobooboobobona-
oboobooobooboobboobz2Nyooboobooobo-bobobod
0000 NOODODOOOOOODODOO0000000000000000 230000
O00D00O00O Bennet, Brassard OO O OO0 ODO0OO0OOO0O0OO0O0OOOO0OOODOOO
goudgboodbogbbouogboobbuoguoouooobuogobooboon
[2-1)]0 EPROODOOOO0O0O0O0OOO0OOOO0O0O0O0O0000 2-1300000oo0o0
0000000000000 00O0O0000O00 22000000



21, ODbhoooobobooooobobbood 25

2115 00OO0OO0OOO0OOOO0OOOODOOO0

gouoogbbogobodboogbuogboobboobogbooobuoonoog
000000 [2-33,34|000000000000000000000O0O00OOODOOOO
gooooboboboboboboooobbbobobobobobobobobd
gbobobobooooobbbbuoooobobbbuooobboooob-0boooobon
O000000000000000000 [231]000000000000000O00O0O0
gbobboobooobogbuooobuogbooobuooboogoobooboon
gboboboogboobboogoobobuoogobobbuooobbuoogoboon

2.1.2 0000

gbuodgbbuodbogdgbuogobuboobbobbboobobboobobbod
gbobboogdbbbooobobbuoooobbbuooooob

KpSOOOOOOoOOoooooooooooobobobobooooooooooo
gouodgboobbogboobboobuogboobbooboooboobouonon
O0000000000000000000000000 KpSOOOOO 21990000
oboooogo

gboudgobuodgbobogugbobbobboobboobbuoooboobbod
gbudgboboobbodobobobboobuoboobboobbobboobuoobn
gbobogboodgboobboboboobuooobogbooboboobooboon
gooboggon

gougboboobogoboobuoobuoguouoobboobooobogbog
O0000000000000000 2240000000000 0000000OOOOO
gboobooobood

gbuodgbobodbogbboobbboobbobboboboboobobodgbod
gbobobooogobboooood

2.1.3 000000

oooodbobobobooobobobobooobobboboboboobobg
goooooobobbobobobbobobobooboooobobobobobo
gbuoggbuogobobobooobbuoobbuodgbobboobbuooougoobod
gboodgbbuodboubobuobobogbuoooboobobooboobobobogon
goudgbbudoobogbuooobuooboogoooboougobooboon
gboboboogbobobbugoobbouoogobbobooooobobon



26 g20 Ooogobobbbdooobbbooodn

22 OJ0O00O0O0OO0OOOO0OOOOOOO

0000000000000 [2-15|0000000000000DOO000O00OODOO
gbogboogboobbobuogboboobobooobubbobuoobuobbobooo

2,21 0OO0O0OOO
2.2.1.1 0000

0000000000000000-00000000000000000000 [2-
15,4100 00000000000000000000000000000000000
m 0000000000000 k0000 mOOO0OO0O000 00000000000
0000000000 ¢04000000000000000000000 k00000
000000000000000000000000000 (impersonation) 0 0000
00 (substitution) 000 0000000000000 000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
00000000000000000000000000000 P, PsO000K,M,CO
0000 km,c00000000000000000000000000000000
00 [2-32)0

P, 2—I(C;K)’

Pg
max (P, Ps)

AVARAYS

2—]—1([(‘0)7

o~ H(K)/2

v

guobbgoobbuoguobbooobuoobobbooobobbooobooa
O0meGF(q)0000k={a,b},a,beGF(q)0O000O0OO0OO

c=am-+Db

O00O00{m,c}000000000000000c=am+b000000000000
O00000000P =1/q, Ps=1/q0 000000000

2.2.1.2 0J0O0O0O0OOO

000000000000 000-00000000000000000000000
000000000000 000000000000000-000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000 000000000000000000000000000
00 0A%code [2-42, 43, 26, 27, 35], A3-code [2-8, 11, 16, 45,17, 47| 000000 00-0



22, ODDOOoOoOoOobboooooobon 27

00000000000000000000000000000000A2code, A%-code
gbobbogbuooobogbuogobuogboogouoobobuogobooboaon
OO00000b00b0oooboobob0ob0oooooobobDonDg arbiter DO OO
00000000000000000000A?%*coded00000 arbiter 0000000
00000000000000000000A3code00000000O00DOOODOOO
O00000000A%code, A>code 0000000000000 0OOOOODOOOOO
goudgbboobbogbbooboobuogbuooobodboobooobooboon
goboboodgobbbugoobbuoogobobogo

2213 000ODOOOOOOODOO

gogobbbobtbduooobooooonbbboouooooobbobbouoooa
oot oobobooboboboobbbbbbobuooon
gooboobboooobbobobbbodobbobobodoooouboooooon
000000 (MRA: Multireceiver authentication code)[2-12, 36, 17, 37, 38) D 00 0O
OO00000OMRADODOODOOODOODODOODOODOODOOODOODOOODOODOOD
ggodotuouooobbbbooooooooouoboboooooon

MRAOOODODOODOOODODOODODOODODOOODODOODODOOODOOOODOOOOO
goobobobobbobddodoooubbobboobbtodddooooooobuou g
000000 MRAOOODODODODODOODOOODOODODOOODOODOODOOO
gogbobobooobooboooboobboobooobooboooboon
guobbgoobboooobobbooobbooobbooobbooobouao
gudoddoooooooobbobbbbbboboooooooooououobo
goobbooobobbobbdoooobobobbobbdoooooobbobbobouououa
goobobobobobobooubbbbtobbdoooooub bbb obboooon
goooboodbogbbooboobbooooboobobooobooboon
000000000000 O0OMRAODOODODODODODODOODOODOODOODOODO
guooooooon

2214 000ODOOOOOODDOOODOD

00000000000000000A%code, A3>coded MRAOOODOOOOOODO
goooooobobbobobobobobooooboooboboobobobo
0000000000000 00OChaum, Roijakkers [2-9]0 0000000000000
OOoOwitdoboooboooooooooooboooooooooooooooooo
000000000000000000000000000ChaumO 0000 A3-code
0000000000 2-170000000000oo0oo0oooooooooooo
OO0000O0o00oob0oboooooobon,0n,Zheng, 0O0OD0OOO0OO0OODOODO
goooooooooobobobooooboobobobobobobobobobo
000000000 [2-21,23]00000000000000000000O00O00O00O00O0O



28 g20 Ooogobobbbdooobbbooodn

dooobobooooooodooooooooboooooooooooooooon
dooooooooooooooboogooobobooobooooooooooooon
oo ouoouoooooooooouoonoo
0000000000000 DO000ooDoo0oooooOo,ono,Zheng, 0000000
gooooooood

gdoddodooooodooooooouoooooooooooooooon
0000 nwy0O0O000000000D0ODO (TA)DDOOOO OO GF(g*0O0O
0 v1,v9,...,0,0000 Uy, Us,....U,0000000000000000000000
F(z,n,...,y.,2) 000000

n-1 w ¥

n-1 %
F@, Yo 2) = D03 a2 + 3.3 aypaty;2*

i=0 k=0 i=0 j=1 k=0
0000000 ;40 F,00000000000000000. 000U;,m e GF(q)
(U 0000000, 00000)0000000000O000O00O00O0U,(1<1<n)0
O000TAOOOO s :=FU,yi,---,Y,2) 0000000 v := (v14,-.-,001) € GF(q)*
000 g :=F(x,u,z) 00000000000000O0O0O ODODOO TADODODOOO
gdooooboooobooon

me F, 00000 ;000

Sigi,m = F(Ui7y1> s 7ywaz)|z:m = F(Uivyb s >yw7m)

Os;, 000000000
mUO0O00OmmUO00O0 ;000 sig;mDDDDD U;0v;00; 00000000000
Oou; 000000 kijm,kgijDDDDDDDDDDDDDDD
kijm = F(x7vjaz)|$:Ui,z:mu

k! =

.y
ijm Szgi,m|(y1 ~~~~~ Y )=(V1,5,,V0,5)

kijm = K, 00000 U, 0 sigi,, 000000
0000000000000000000000000000000 2/q—1/¢200
00000000000000000000000000000000000 (221100

obooog

222 0OJO0O0OO

000000000000000000000000000000000000000
000000000000000000000A2code, A3 coded MRAODOOOOOO
0000000000000000000000000000000000000000
000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000 [2-220



22, ODDOOoOoOoOobboooooobon 29

223 000000

goooooooooooooooobobbooooooboooobooboobobon
gbuoggbuogoboboboobboobbooboobboobboobobbod
gbouodgbogbbogboboobboobugboobboooboobobooboon
gbouoggobbogobbubooguoobboobooouobooobbooboood
gouoggbouogobboboboodoboobboobboobbuooobuooooba
oboobooboobod






31

HRERERE

[2-1] C.H. Bennet, “Quantum cryptography using any two nonorthogonal states,” Phys-
ical Review Letters, vol.68, no. 21, pp.3121-3124, 1992.

[2-2] C.H. Bennet, F. Bessette, G. Brassard, L. Salvail and J. Smolin, “Experimental
quantum cryptography,” Journal of Cryptology, vol. 5, no. 1, pp.3-28, Springer-
Verlag, 1992.

[2-3] C.H. Bennet and G. Brassard, “Quantum cryptography: public key distribution and
coin tossing,” Proc. of IEEE Int. Conf. on Comp. Sys. and Signal Proc., pp.175-179,
1984.

[2-4] R. Blom, “Non-public Key Distribution,” Proc. of CRYPTO’82, Plenum Press,
pp-231-236, 1983.

[2-5] C. Blundo, A. De Santis, A. Herzberg, S. Kutten, U. Vaccaro and M. Yung, “Per-
fectly Secure Key Distribution for Dynamic Conferences,” Proc. of CRYPTO’92,
LNCS 740, Springer-Verlag, pp.471-486, 1993.

[2-6] C. Blundo, L.A. Frota Mattos and D.R. Stinson, “Trade-offs between Communica-
tion and Strage in Unconditionally Secure Schemes for Broadcast Encryption and
Interactive Key Distribution,” Proc. of CRYPTO’96, LNCS 1109, Springer-Verlag,
pp.387-400, 1996.

[2-7] D. Boneh and R. J. Lipton, “Quantum cryptanalysis of hidden linear functions,”
Proc. of CRYPTO’95, LNCS 963, Springer-Verlag, pp.424-437, 1995.

[2-8] E. F. Brickell and D. R. Stinson, “Authentication codes with multiple arbiters,”
Proc. of Eurocrypt’88, LNCS 330, Springer-Verlag, pp.51-55, 1988.

[2-9] D. Chaum and S. Roijakkers, “Unconditionally secure digital signatures,” Proc. of
CRYPTO’90, LNCS 537, Springer-Verlag, pp.206-215, 1990.

[2-10] Y. Desmedt and V. Viswanathan, “Unconditionally Secure Dynamic Conference
Key Distribution,” Proc. of IEEE, ISIT 98, 1998.



32 g20 Ooogobobbbdooobbbooodn

[2-11] Y. Desmedt and M. Yung, “Arbitrated unconditionally secure authentication can
be unconditionally protected against arbiter’s attack,” Proc. of CRYPTO’90, LNCS
537, Springer-Verlag, pp.177-188, 1990.

[2-12] Y. Desmedt, Y. Frankel and M. Yung, “Multi-receiver /Multi-sender network secu-
rity: efficient authenticated multicast/feedback,” Proc. of IEEE Infocom’92, pp.2045-
2054, 1992.

[2-13] A.K. Ekert, “Quantum cryptography based on Bell’s theorem,” Physical Review
Letters, vol.67 pp.661-663, 1991.

[2-14] A. Fiat and M. Naor, “Broadcast Encryption,” Proc. of CRYPTO’93, LNCS 773,
Springer-Verlag, pp.480-491, 1994.

[2-15] E. N. Gilbert, F. J. MacWilliams and N. J. A. Sloane, “Codes which detect decep-
tion,” Bell System Technical Journal, 53, pp.405-425, 1974.

[2-16] T. Johansson, “Lower bounds on the probability of deception in authentication
with arbitration”, IEEE Trans. Inform. Theory, I'T-40, 5, pp.1573-1585, 1994.

[2-17] T. Johansson, “Further results on asymmetric authentication schemes,” Informa-
tion and Computation, 151, pp.100-133, 1999.

[2-18] G. Hanaoka, T. Nishioka, Y. Zheng and H. Imai, “An Efficient Hierarchical
Identity-based Key-Sharing Method Resistant against Collusion-Attacks,” Proc. of
Asiacrypt’99, LNCS 1716, Springer-Verlag, pp.348-362, 1999.

[2-19] G. Hanaoka, T. Nishioka, Y. Zheng and H. Imai, “An Optimization of Credit-
Based Payment for Electronic Toll Collection Systems,” IEICE Trans., vol. E&3-A,
no.8, pp.1681-1690, 2000.

[2-20] G. Hanaoka, T. Nishioka, Y. Zheng and H. Imai, “Optimal Unconditionally Se-
cure ID-Based Key Distribution Scheme for Large-Scaled Networks,” IEICE Trans.,
vol.LE84-A| no.1, pp.222-230, 2001.

[2-21] G. Hanaoka, J. Shikata, Y. Zheng and H. Imai, “Unconditionally secure digital
signature schemes admitting transferability,” Proc. of Asiacrypt2000, LNCS 1976,
Springer-Verlag, pp.130-142, 2000.

[2-22] 000000 ZhengD OO, “0000000000000000 One-TimeD OO
072001000000000000000000000, 2B-3, pp.43-48, 2001.

[2-23] G. Hanaoka, Y. Zheng and H. Imai, “Unconditionally secure ID-based digital sig-
nature scheme,” Proc. of the 22nd Symposium on Information Theory and Its Ap-
plications (SITA’99), pp.283-286, 1999.



22, ODDOOoOoOoOobboooooobon 33

224 000,00,00,00,00,00,00,0000000000,72001000
000000000000000000, 2C-2, pp.67-72, 2001.

[2-25] S. Ravi Kumar, Sridhar Rajagopalan, Amit Sahai, “Coding Constructions for
Blacklisting Problems without Computational Assumptions,” Proc. of CRYPT(O’99,
LNCS 1666, Springer-Verlag, pp.609-623, 1999.

[2-26] K. Kurosawa, “New bound on authentication code with arbitration,” Proc. of
CRYPTO’94, LNCS 839, Springer-Verlag, pp.140-149, 1994.

[2-27] K. Kurosawa and S. Obana, “Combinatorial bounds for authentication codes with
arbitration,” Proc. of Eurocrypt’95, LNCS 921, Springer-Verlag, pp.289-300, 1995.

[2-28] K. Kurosawa, K. Okada and K. Sakano, “Security of the center in key distribution
schemes,” Proc. of Asiacrypt’94, LNCS 917, Springer-Verlag, pp.333-341, 1995.

[2-29] K. Kurosawa, T. Yoshida, Y. Desmedt and M. Burmester, “Some Bounds and a
Construction for Secure Broadcast Encryption,” Proc. of Asiacrypt’98, LNCS 1514,
Springer-Verlag, pp.420-433, 1998.

[2-30] T. Matsumoto and H. Imai, “On the KEY PREDISTRIBUTION SYSTEM: A
Practical Solution to the Key Distribution Problem,” Proc. of CRYPTO’87, LNCS
293, Springer-Verlag, pp.185-193, 1987.

[2-31] U.M. Maurer, “Secret key agreement by public discussion from common informa-
tion,” IEEE Trans. on Information Theory, vol. 39, no. 3, pp.733-742, 1993.

[2-32] U.M. Maurer, “A unified and generalized treatment of authentication theory,” Proc.
of 13rd Symp. on Theoretical Aspects of Computer Science - STACS’96, LNCS 1046,
Springer-Verlag, pp.387-398, 1996.

[2-33] U.M. Maurer, “Information-theoretically secure secret-key agreement by NOT au-
thenticated public discussion,” Proc. of Eurocrypt’97, LNCS 1233, Springer-Verlag,
pp-209-225, 1997.

[2-34] U.M. Maurer and S. Wolf, “Unconditionally secure key agreement and the intrinsic
conditional information,” IEEE Trans. on Information Theory, vol. 45, no. 2, pp.499-
514, 1999.

[2-35] S. Obana and K. Kurosawa, “A%-code = affine resolvable + BIBD,” Proc. of
ICICS’97, LNCS 1334, Springer-Verlag, pp.118-129, 1997.

[2-36] R. Safavi-Naini and H. Wang, “New results on multi-receiver authentication codes,”
Proc. of Eurocrypt’98, LNCS1403, pp.527-541, 1998.



34 g20 Ooogobobbbdooobbbooodn

[2-37] R. Safavi-Naini and H. Wang, “Broadcast authentication in group communication,”
Proc. of Asiacrypt’99, LNCS1716, Springer-Verlag, pp.399-411, 1999.

[2-38] R. Safavi-Naini and H. Wang, “Multireceiver authentication codes: models,
bounds, constructions and extensions,” Information and Computation, 151, pp.148-
172, 1999.

[2-39] C.E. Shannon, “Communication theory of secrecy systems,” Bell System Technical
Journal, vol. 28, pp.656-715, 1949.

[2-40] P. W. Shor, “Polynomial-time algorithms for prime factorization and discrete log-
arithms on a quantum computer,” SIAM J. Comp., 26, no.5, pp.1484-1509, 1997.

[2-41] G. J. Simmons, “Authentication theory/coding theory,” Proc. of CRYPTO’84,
LNCS 196, Springer-Verlag, pp.411-431, 1984.

[2-42] G. J. Simmons, “Message authentication with arbitration of transmitter/ receiver
disputes,” Proc. of Eurocyrpt’87, Springer-Verlag, pp.151-165, 1987.

[2-43] G. J. Simmons, “A Cartesian construction for unconditionally secure authentication
codes that permit arbitration,” Journal of Cryptology, 2, pp.77-104, 1990.

[2-44] D.R. Stinson, “On some methods for unconditionally secure key distribution and
broadcast encryption,” Designs, Codes and Cryptography, vol. 12, pp.215-243, 1997.

[2-45] R. Taylor, “Near optimal unconditionally secure authentication,” Proc. of Euro-
cyrpt’94, LNCS 950, Springer-Verlag, pp.244-253, 1994.

[2-46] G.S. Vernam, “Cipher printing telegraph systems for secret wire and radio tele-
graphic communications,” Journal of the American Institute for Electrical Engineers,
vol. 55, pp. 109-115, 1926.

2-47] Y. Wang and R. Safavi-Naini, “A3-codes under collusion attacks,” Proc. of Asi-
acrypt’99, LNCS 1716, Springer-Verlag, pp.390-398, 1999.



35

30 tUbootdbbbototdbubotdd
oo

3.1 000000 (Knapsacks) 0OOOO0O0O0O

3.1.1 0OO0OO0O0O0

000000000 Merkle-Hellman OO [3-17 0000000000 OCOOOO0OO
00O Merkle-Hellman O 0 O “iterated” Merkle-Hellman 0000 [3-17/0000000
goboooogd

000 by, by, ..., b, 0

j—1
by~ 2" b; > b, (2<j<n), b, ~2°" (3.1)

i=1

0000000000000000 M,W0O
GCD(M,W)=1, M>3b,
j=1

ogoooooboooo
a;:bjmodM, O<a;<M, (1<j<n)
DDDDDDDDDDDD{1,2,...,n}DDDDDD O0O0O0O0O

ooooo
000000000 {by,bs,...,b,}, M, W, 700000000 {a1,as,...,a,} 0000

e 100D U0 z=(21,29,...,2,) 00000

n
c=) zja
=1

gboooodgg



36 030 0O00000000O00O00O00000000
e J00OOO0OO cODODOODODOOO
SICW_lmOdM, 0<s<M

gododdoodooooo
s:ijbw(j) mod M
j=1
O000M>3",b;,0<s<MO0O0

5= ibx(j)
j=1

0000000000000 (3.1)0Do000oooU0ooooooooooooO
00 x=(xy,...,2,) 00000000000

3.1.2 0OO0O0OO0

00000 NPOOOO (NP-hard problem)J0 000 NPO OO O (NP-complete prob-
lemO00000000O0DOO0O0ODOOOOOOOOOOOOOOO0OOOOOOOOO
ooooooooo0oooooboooooooooNPODOOOODOOOOOOOOOO
00000000000 (Knapsacks) 00 000000000000 O0OOOOOO

1978 0 O Merkle, Hellman [3-17/0 0000000000000 0OO0OOOOOOO
Ooo0ooooooO0ooOooOooo0oooooo NPOOODODOOODOOODODOO
O000000000000198200Shamir [3-22) 000000000 Merkle-Hellman
O00000oODO0o00obDoObO0o0b000Shamir00000000O0DO Lenstra OO
3-14]00000000000000000000000000OAdleman [3-1)0 LLL O
000000000000 000000000D000O00Brickell [3-4](3-5/ 000000
0000000000004 Merkle-Hellman O O O “iterated” Merkle-Hellman O O 0O O
O0O000O0O00DO000o00o0o0obO0o0obD0OO00DO Merkle-HellmanOOOOOO
oooooOooooooo

00000 (density) 0000000000000 0O0OSubsetSum 00000000
000 SVP(shortest vector problem) D 0000000000000 0O0OO0OO OOOO
O (Low-Density Attack) 0000000000000 00O0O0O d0 d<0.6463---0
000000 Lagaris, Odlyzko [3-16)| 00 0000000000000 O0COOO0O Coster
0 3-6)|0000d<09408---00 D0O0O0OOO0OOOOOOOOOOOOOOOOOO
O0o00oobooooooooobD sveOOoOoOoOODOOODOoOOOODOOO Sve
OoOoooobooobooNPODOODOO SVPOOOOODODODOODOODOO
0000000000000 0O00000o0O0ooO0ooO(oooooo0ooOon
O0D0)SvPOOOOODOOOOODOOOO (lattice reduction) 00000000 O0O0O
Ooo0ooooooooooboobo0oooobObOooboooono1o~2000000000



3.2. 0000 (Lattice) D0 OO OOOO 37

gooooobooboobobobobooooooooboooobobobobobo
00 [3-16] [3-25] 3-26)0 000 0000000000000 O0OO0OOOOOOOO0OO
gbudgboboodgbogbbuooboobbuoboobuoobobuooobooboon
gbbogudnbbObOooobbuooobbooobbobooobbooobbboo
gboboboogbobobbuooobbuoooobobogn

O00o0oboboooobobobooobobOl Merkle-Hellman DO OO0 OO0
obbooobooobboobooobooobbooobboobbobooobobo
obboooboooobooobooboobbbooobobobooobbooobobo
gbogbbooobuodgbbobodboboobobbuoobbuooboboobobod
O0Chor-Rivest 0000 [3-700000000199700 Vaudenay [3-27/0 00000
gooo

3.1.3 0O0Ooogn

gbbuogogbbuooobbuooobbuoooobboooobbooobbboo
Merkle-Hellman OO0 0000000000000 0O0O0OOOOOOO0OO0OOOO0OO
gbobooogbobboogbobbbooobbbooobbooobobooobbboo
godoogbooobbobbbbobobbobbboobbobobooouooon
gogdbodgbboooboogbobooboboobbbobobboobuooobooboon
Dboboboboobooboobuobobobobobn

3.2 0000 (Lattice)D0OO0O0O0O

3.2.1 0O0OOOO
3.2.1.1 Ajtai-Dwork O O

gbobobbbouooobbbn0000n

1

m=n’, rs = —3,

n
0000000B,SO00000 RO000000 re,r;0 0000000

DO0O0OR'0000»,00000000«00000000000000 {z€ B {z,u)}

0000000 a1,4as,...,4,00000008000000046;,; (1<i<m, 1<j<n)

gooo

rg = 20(n log n)

gboogbobog



38 g3 bOuooobobbbuooobbbooodon

DDDDDDDDDUZ_H,’UH_Q,,’UH_nDDDDDDDDDDDD A(Ui+lavi+27-~-7vi+n> O
goo

B

det A(Ui+1, ce 7Ui+n) 2 ﬁ

0oooooooo-dquiidobooon
wj =vig+; (1<) <n)

O000A=A(w,...,w,) 0000
0000 « 00000000 vy,...,0, 00 dp€{l,...,m}0000

e DOODOAjtai-Dwork 0000 O00OO00DOOOOOODODOOOOCOO YODO0OOO
gobooooogooo

‘0000000000000 by,by,....by (b;e{0,11) 000000000

c= Zbiv,- mod A

i=1
gbobooodgobbbegoonbbogg
ooooooobdboA0ObO0O0OO0UODUOD cODbOoObOObDOoDODODO

e JJ0UUD cODODOT={(,u)00000000000O0O0-000000O0O
1/n00000000O00000000D0ODODOO ‘I'000000

3.2.1.2 Goldreich-Goldwasser-Halevi 00 O

obodbudbnxnUOUO0D00 ROODDOODDOOROODODOOODODOODOO
obooobodbooooboobooobobooobboboo™@bobLD RODO
ooooobobobo zroboobooboooboooobobBpd ROODDO LODOO
ooooooboobobooobob0 ROUDODODOODOObDODDODODOODO O
ObO0cOO0OD0OOO0DOODOOODOODOOO

E={e=(er,e9,...,en) €Z" |e;=F0 (1 <i<n)}
gooooo
M={m=(my,ma,...,m,) €Z" | —n<m;<n(1<i<n)}

gooo
Obo0 RrROOODOOOOO BOOOO

e JOODOOOMeMOOOOOOODOOOO
c=mB+e

O000000bb00eceé0bbO0OOOoOoooOO



3.2. 0000 (Lattice) D0 OO OOOO 39

e 100 UUO cOO0OOOBabaill Round-off 000000 (33000000
m = {CR%} RB7!

gooboodd

3.2.1.3 NTRU OO

pq(p<q) 0GCD(p,q)=10000000000R=2Z[X]/(X¥-1)000000
O00OROOOD+«000000000000

Lo={meR|mOO00O —%(p—l)DD%(p—l)DD}
ood
L(dyd)) ={FeR|FODOOODODO 00 1,00 —1,00000 0}
gooooooooooo df,dg,dDDDDD
Ly = Ly dy 1), Ly = L(dydy), Lo = L(dy,dy)

o000
0000 fef;00ge£,0000000 fmodpO0 fmodgOO0O0O0O0O0ODO
000000000000000000h=g/fmodg0000O

e 00O OOme £,000000000D000O
e =pYxh+mmod g
oboboooooooboye, 00000000000

e 000 OO0 e000O00a=fxemodq0 000000000 e«O0O0OO 20
040000000000000000DO0e/fmedp000000000000OO
-t00t0000000000bO0000000O0O000mOO000000

3.2.2 00O0OO

1997 0 0 Ajtai-Dwork 00 [3-2) 000000000000 u-SVP (unique shortest
vector problem) 000000 0O0OAjtai-Dwork 0000 0’0 00000000 00000
O0o00o0o0ooroo0oooo0of y/nO00000000000OOOoDoDroDO
0000000000000 1000000000000 Goldreich,Goldwasser,Halevi[3-
oooo0ooooooo

Ajtai-Dwork OO0 000000000000 ODOOOOOOOOO w-SVPODOOODO
O (worst-case) 000 0000000000000 O00O000O000OOOOOOOOO



40 g3 bOuooobobbbuooobbbooodon

oooooobooooboobobo oo roooobobooboobooooboooboobooobooo
0000000000 wSVPOOOODOOODODDOO [3-2200000000000n%
O00SvPOOOODOODOOODOOOD X000 CVPOOOOODODODOOODODODOO
Ajtai-Dwork 0000 000000000000 OOOOO Nguyen, Stern [3-20) 000
O0O000000ooB-2000000000000000000000O0O00OOO0OO
ODooo0obbo0O-=3200000000000000000000000DODOOO

19970000000 Goldreich-Goldwasser-Halevi O 0O O McElice DOO0ODOOOOO
0000000000000 0000000D0OO0OCVPO closest vector problemd ; SBP
(smallest basis problem) 00 0000000000000 OOOODODOO Micciancio [3-
Boooooooooooooooo0oooooooooooooooOooooo
0000 Goldreich-Goldwasser-Halevi 0 0 0000000000 0OOOO Nguyen [3-19)
O0000D00000000DOOD Goldreich-Goldwasser-Halevi D 000000 OO
00 O(n*logn) 000000 n = 200,250,300,350,4000 00000000 Goldreich,
Goldwasser, Halevi 00000000000 [3-19/000n=4000000000000
ooo

NTRU O O O, Hoffstein, Pipher, Silverman [3-12) DO0O000000000O0000O00O
OO0O0O00O000 Sve,CvP ODOOOOODOODODOONTRUDDOODODOOO
OooobooooobooobbooobobooooboobooooboooobboooobobooooboobOoo
Coppersmith, Shamir 3-8 D00 0000000000O(3-120000 NOOOOOOO
O00oo00o0obO0oobo0obooobo0oob0oob0o0ob0oooOo0ooOoo0ONTRUDO
000000000 O(Nlgg)DOUDOOOODDOODOOODOODOODODOOOODOODOODO
Ooobooooboooobooboboooooooon

O00000000003-12/0000000000 NTRUODODOOOOOODOOOOO
00000000000000000semantic securityll) 0 0 O (non-malleability)d O O
0000000000000 00 3-1Bj0ooo0E-1joo0oNTRUDOOOCOOOO
000000 (padding) 0O O0OOODOOOOOOOOODOOODOOODOODOOOOOO
Oooooond

3.23 000000

Ajtai-Dwork OO O OD0O0O0OO0OOO0O0wSVPOODOODOODOODOODOODOODOODO
gooodbobobooboooobooobobobobobobobooboood
gooooooooobobobbobobobobooboooobobobobobo
godgobbbbbbbbbbbbbbbdooduuoooooooooooooobo
00000000000 000o00oo00o0d »n=32000000 [3-200000000
gbobobbuogbobbogbbooobuobobooobboobboooboon
gbouoggbubogboogobbooobboboboobbooboobooobad
oboooboobon

0000000000000 000O0O0000oO@B-19o0o00oo0oOoO0O0D0o0oooO



3.2. 0000 (Lattice) D0 OO OOOO 41

0 Goldreich-Goldwasser-Halevi D 0 0D 0000000000000
NTRUOOOODOOOODOODODDO O(Nleggq)DOODDDDOODODODOODODODODODOOOO
oo oooodoooodoooooodooooooogodn
O000000o000o0ooooNOOOOOOoOoOOooOoooooooooo (3-810
ODodoodoooodoogoooouooooooooooooooooooooo
O00oo00ooooooooooooooooooooooomuoooooooooo
0000000000 NDOOOODOONTRUODOOOODDODOOOODDODOOOO
O00000000D000D000000000DD0O0o0ooO0n



42

g3 bOuooobobbbuooobbbooodon

3.3 Uouoogoboooooon

OO0000oDoOOo00oooooobooOoooDo coOobDDobO0yO0O0y=c®e

guddddoododoooodguebbbbbbb chbbbOODDLDODODODLDDOOO
OOocOobooboobboobobbobbebobboboboobooboOobbOOobOOobDbOOD
goo

O0000b000obo0ooobioOo0obOOO McEliece DO OODO Niederreiter [

goudgbboodboobogbuogobuooboogoooboogooobbooon
gooodobdoboboboboobooobobbobobobooooboobood
gbobbobouodgobbbuoooobbbouooobbobooon

O000 McElieece DODOOOOONO Niederreiter DO ODODOOD0ODOODOODOOOO

goobogoogon

3.3.1 0O0OOon

3.3.1.1 McElieceOOOO0O

OO00: 00000000 GOSopPOOOOOO

G: 20 (n,k) 00000 kxnO0000
S: kx kO0OOOOOOOOO
P:nxn0000000000

GUSOPOOOOOOD G'OOOOO
G' = SGP (3.2)

0000GOD00000000000000 dy, 000 [4e=]0000000 ¢
0000

0oo: (S,G,P)
0o0: (Gt

OOob0:00m0O20 k0000000000000 cOOOODOOOODODOO

c=mG @z (3.3)

gbbb000b0¢tggbbl1o¢«bbbu20 n000000000O0O

O0: 00 mO000000000O000O0POOOO P'O00OOOOOOO

cP™!' = (mS)G + 2P~ (3.4)



3.3.

ggobboboogboboood 43

000 CpP'O0GOOOO0OOOOODOt00O0O0O0OO0OOOOOOOOOOOO
000GUOO00000000000000 ECO cP'O00000000 mSOO
gogn

mS = EC(cP™) (3.5)
O0mSOOO0SO000 ST'000000000mOOoooo

m = (mS)S~! (3.6)

3.3.1.2 Niederreiter 1 OO0 00O

OO00: 000000b0 HOSopPOOOODOO

H: 20 (n,k)00000nx(n—k) 00000000
S: (n—k)x(n—k)0000000000
P:nxn0000000000

HOSOPOOOOOOO H/0000O
H =PHS (3.7)
O000HOO0OO0O0O0000000000¢0000

0oO0: (S, H,P)
0o00: (H,t)

gbob:00mubdd¢tnb00ooobbbooodl ebbOO0O0O00bDbObOOO0

c=mH' (3.8)

O0: 00 mO0000000000000SOO0O00 S~ ‘000000000

St =(mP)H (3.9)

O00cS™'0 HOODODODOOOOODOODO0OO0O0O000000FOOOO0OOO0OO0
00000000 ECOcS™'00000000mPOOOOOO

mP = EC(cS™) (3.10)
OD0mPO0ODOD POODD P'OD0DDOO0OOOmOODDOO

m = (mP)P™! (3.11)



44 g3 bOuooobobbbuooobbbooodon

3.3.1.21 00¢000000000000000 McEleee 0000000000 ¢
000000000000000000Niederreiter 100000000000 ¢t000
000000000000000000000000000000000000000
ConvDOO0O0O0OOOOOOOOO

00000t020,00000000:0000N=C(r,t)0000000000
00000100000000C(h-1,+—1)0000000000000000000
Cin—1,)00000000

Cn,t)=C(n—1,t—1)+C(n—1,t) (3.12)

0000000000000 NODDOODOD z00000z2<C(n—1,)000000 20
O0000ooooooooooz>C(n—1,t)00000010000000O0O0ODO10O
0000000 z:=z-C(n—1,¢t)00000000000000O00O00OOOOOOOO
0000000000 -000000000000Conw0000 Conv'O0000OO
goboooogooboboobod

3.3.2 0000
3.3.2.1 0U00O0O0OOO0ODOOODOOO0ODOOO0

3.3.2.1.1 McEliece O Niederreiter 10000000000 OOOOOO0O0O
O00000000 McEliece OO Niederreiter 1 000000000 DO0O0O0DDOO
00000 (3390 0000000000000McEllece00000000O0O0ODODO0O
0000 G'Dey 000NIederreiter D0 D0 00000 OOO0O0OOOOO0O H'OceyO
0000000 G000 /00000 0000000000000 0oDooooon
H'OG"OO00O0OMcElieceDOO0O0O0O0 ¢py 0 ey = epyH” 000 Niederreiter 0 0 0O O
O0 H'O0D00O0D0D00 ey O00O0O0O0ONiederreiter 0000000000000
O00000000D0 0000000000000 z2zé¢,,000 McElieceDOODOO
Oey0oooooooooodooobooooooooonooogoodooonoo
0000000000 000000000 McElieeceOOOOOOOOOOOODOOOO

000 Niederreiter 0 00000 ey O eyG”" = ey 0000 ¢, 00000000
McEliece OO ODDODO G'OO0O000000 ¢, DO0DODOOOOMcEllece0O00O0O0DODOO
Oo00o0ooboooobouoooobooobobooooboooobobo0oobobonbdnd Nieder-
reiter 00000 ey 0D0O0D00O0DO0DOOO0DOOO

0000 McElieee OOOO0O0O0OO0OOOOOOOOOOOOOOOOOOOOOO
McEliece OO00OO0O0O0O0O0OO0O0O0O0OOOOO0O0O Niederreiter OO0O0OO0O0O0OO0O0O
ooooo

3.3.2.1.2 00O0O0OO0OO0OO0OOOO0OOO0OO00 OOOUOOOGLOOOOOOOOObDOO
obboobbooobooobboobobooobooobbuooobbooobobo

lkxnO0OGODOODO0O H'OOG'xH'=0000nx(n—-k) 000000000




3.3. Dbhuoooobbooodgobn 45

0000000000000000000000O0000 [340|00000000000O
0000000000000 G"D00000G"O000 ¢"000000 SSA(Support
Splitting Algorithm)([3-46| 0 00 0 0000000000000 O0O00O0O0OOOO0O0OO
g oooobboboobboboo
gbbooogbobooobboooobbbooobbooooobooobobboo
goboboogobbobooooobbuogogoooo

3.3.2.1.3 000O0O0OOOOODOOOODO DOOOOOOODOODOGOOOODOO
(S,G,P) 0000000000000 000O0O0O0O00O0O00O00 3420000000
gooooooooobobobobobobooooboooobobobobobo
gbbuogodbbuooodgbbuoodbbboodmooobbuoooobboon
goobooggboboogd

gboboboodgobo

0000000000 0O0DOO0DOOoOoOoOoDoODOODOODODOOCOOOODOGO
000000000000 000000000 k000000000000 GO0
zUO0OO0O0OO00D0OO

cx = mGY, @ zy (3.13)
O0000000000G, 0000000000 »=00000000
m = Gy (3.14)

000000000 3-28]0z2, =0000 A00000000000000R,000 kO
000000000000 Cn, k0000

C(n—t,k)
S RS 3.15
C(n, k) (8.15)
goodgood
=000000000000000000O0O0O0000DLDDODO
Evaly(ck, G},) = .Gy G @ ¢ (3.16)

Evaly OODO0O¢:t0DO0OO00OOO cnglﬂDDDDDDDD cOOn0oOooOg
McEliece OO ODOODOOOOO0O0OO0OO n=10240¢t =500k >5240 k=524000
(3.15) 00000000000 2730000000001 000000000000
00000000 n=10240000n=10240¢t =380k > 644000 [3-45]0 k = 524
000000027 0000nr=20480000t=690k=128900000000 271047
0000n=409600 ¢t=1280k=25600000000 27810000
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OO0000000n000000 »i00000000FO0000000O000OO00ODOO
ObOoobOo0boobbobbodl 000 4. 00v000,0000000000
DooDo0o0o00o0oo yr, Ck,t)0000 500000000 00000000
000 (33800 0000000000000 oooooooooooo

bbb xbb000ooogbobbbbbboboguoooooonbobsbboogd
gooboodgooood

Evaly (2, cx, GY) = (e @ )G 'G' @ ¢ (3.17)
4000000000000 mOOOOO0OooOoooo
m = (c®z)G ! (3.18)

00000 %000 400000 00 0000000000 Pr(s < & < v)
0
U2 C(?’L — t, k — tk)C(t, tk)
Pr(v, <t <uy) =

s hsn)= 2 T

tp=v1

(3.19)

0000000000000 1/Pr(n <t,<w) 0000 k000000002000
#0vu00»w0000000000000000000 5000000 %2, Ck,t)
00000000 1/Pr(n <t <w)Xe, Clt) 0 (317 00000000000
000000000000000000 (3.18)0000000000000 mO000O
t/n0000000000000000000000000000000000000
00000000000000000000000000000000000OOOO0
000000000000000000000000000 X, C(kt)000000

E=0V1
O00oo0oooooooooooo

gouodgboobbd obbobobodobuoobbobboobouoboobobon
0000000000000 00000000000000000000 [348,31)00
00 (k+1)xn00000000000000O0O0OODOOOOOOOOOOODOODOO
obooboobooboobod

G/

] a0

C

000000 c=m@G®>00000000000000000

000000000000000000000000000000000000000
00000000000000 C(n,k+1)/Cn—t,k+1)0000000000000
0000000000000000000000000000000000000000
00000000 [3-31]000000000McEliece000 [3-41]0000000000
000000000000 (n,k¢) = (1024,524,50) 0 2620 000000000000
000000000000000000R.,>204800000000000000000
000000000000000
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oboooboobod

obbooobo obooobbooobobooobooobboobboboooboog
OoooboooobooooombOOoO0 EOOO00O0mO0mO000 cOOODOODO
oooooddodOmOOD KODODDODODmOOOODODOOOOOOOOOOO0 GO
10000 qO0OD0O0 kxn0O0O0 GOO0O00O0kK. xnO0OO0G.0000000
gbooboogooboogd

c = mGemG. &z (3.21)

GOGO0CO000Z000000000 KLOD0OO00O00000000 G},0G.,,0
o,02,000000000

e, = Gy, @meGly @ 2, (3.22)
DDDDDDDDDDDGEJQDDDDDDDDDD 2, =00000000
my = (g, ® My Gy, )Gl (3.23)
O000mO0000%,=0000000000000000 OO0
(my|lm,) & G & c (3.24)

D000000000000000000000¢t00000000000000000
000000

000000+00000000000000000000000000000000
00mO000m0000000000000000000000000¢000000
D00 +0000000000000000000000000000000 2000
00000000000000000¢0000¢= [%=!l000000000000
dpnin 0 2t+{10r 2} 00000 t0000000000000(324)0000¢000 m]
00000000000000000¢000m 000000000 ¢00000 mjO
000000000

D00m0000000000000 Eva, 00000000000 k000000
D00000000000000Ewl,0000¢t00000000 (3.23)000 my 0O
0000

Evaly(cy,, G;ykl, G;’kl)
= (e, ®m, Gy )G Gram, Gl @ c (3.25)

Oo000m,G.,ec0000000000O00O0m,. /T’le m,G. 00 k00000000
goobogd

000000 Euel,00000000%, 000000000000mO0000000
0000000 Pr(Suce|Tryal =1)0000 Pr(Succ|Tryal =1) = C(n—t, k) /C(n, ki)
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/IF|I\ O - -
B - 25 [ - - - .- - -
>\ // /'/

O - [ - -

= 50 e /,/'/

S -75 - e
O 4 e

ns- 100/ -

o3 -

OE— 125 e

S -150 pa

N 7
>-175 7

0 500 1000 1500 2000 2500
Number of known
bits kr (bits)

(a) (n,k,t) = (1024, 644, 38)
(b) (n, k,t) = (2048,1289, 69)
(¢) (n, k,t) = (4096,2560, 128)

g 31:.0000ad

o

000 Pr(Suce|Tryal =1) 000

00000 310 Pr(Succe|Tryal =1)00000000000000000 k0000
OO0000D0bob0ob0bob0b0b0ob0bD0ObOnD n=2048, k=1289 OO
O McEliece UODOODOOODOODOOODO kK =78900000000000O00O00O0ODO
k—k =500000002°000000 G'0000000000 cO00000000O0
00000000000000000000002°000 (3.250000000000
Ok—Fk =50000000000000310000000000000000O00OO
OO0000000000000000Db000D00OMcElleceODOOO0OOOOO
gboboboodgobbobooood

gbbob boooobbbbbddmuoodbbbbboooobbbboooon
bbb nOO0ODOOOO0O000OOODOO000obbbuoooogboboooonn
alUelznUx00000000000000000000000

cc = mG @z (3.26)
2 = mG @z (3.27)
aadec = 21D 2 (3.28)

D000 ecbib00dobdbobobobooobobobobobooobobn
Oo0oo0doooooooo ¢gooooooD cO0O0OO0OO0 kOO00ODODOODOOOO
0000000000000 000 [3-3010
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oooood ooooooooooooobooboooooooobobobobobg
obooboboobooboobooboobuoboob D00 meUDOO0O0OO0
OooooooobodomObOOOoOoOOoOoOO

Im = my & my (3.29)

21@x0000000000000000

T = mlG' D z1 (330)
Co = mQG' D 29 (331)
C1 D Cy = 5mG’ D 1 D Z9 (332)

0000000000000 0000oooooooooooooooo [3-30/0

00000 0000000000000 mO0000000 ¢= gMeBlice(y 2)000
D00000mO00000000m =m@émO000000 ¢ =&MeBlicce(py 2)0]
000émO000000D00000000000O00 [3-35, 49]0
D0000000000000000000006m0 GF(2)00 400000000
DO0CGF(2)00 kxnO00G'O0i00000000GHEO00O0MMOO0O0O00 1000
0000:i0000 {i,is,---}00000c=mG ®:0000 m =meémO000
000¢0000000000

d = coGu]®G i) @ -
(m & om)G @ 2
= m'G' @z (3.33)

OO00O0OMcEleceDODODOODODOODODODODOD cOOODOODODODODO
O000000000000000000000000000 (non-malleability)[3-32] O O
O0000mO0000000 ¢c=&Em)0000O0OOOO0mMO0OO0ODOOOODODODODOO
00 FOOOOOm =Fm)OODOO0DOO0O=Em) 0000000000000
OO00000D000000noobDoDOoD McElieee UDODOOOOOOOOODOODO
gbooggobuodgobdcbbougbuoggbuooobuooobuoonoboonobad
gbooggbuogogboogobooogbbuoobouobobooobuoooobad
0000000 c0000D0D0D0O00000DO A0DDO0O00O0ODOOOO0ODODO 00
ooocoxO0O0OC00O0000c000m=meomO0000CO00O00O00OO

obobodobg boobomobooooboobobobooboobuoboboobo
goooobbdboboboboboouoboobobobobooobbobobd
000000000000000000000 cO00000D00*W0O00000000

0000000000000 DO0D000000 [3490000000000000000000000
ubooobOoboobooboooooon
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mO0O00000000: cO00000000:
r = Rand zoy = DMeElece(Mrsh,(c))
m Prep(m) z = Conv '(2)
z Hash,(r||m) (r|lm) = Gen(2) ® (v1l|y2)
(nllys) = Gen(z) @ (r||im) If z=Hash,(r||im)
z Conv(Zz) return Prep (i)
c = EMeBliece )|y, Otherwise reject ¢
return c

U320000000 o

0000000000000000000000000000000000000000
00000000 [3-34]0
000000000000000000000000000000000000000
000000000000000000000000000000000

gbobbobuotbguooooobbbbououoooooobbobobooooon
gbobouoogoon

goboboogooooobbobbbobibodooooooboobobobbbuoooog
gbobooggobobuogobo

gboubogbugbobuboogboobobuoobbuoobbuooboboobobod
gbuggbudgobuoobobbodbuoobbuoooobbobuooboboobbod
goboooogd

googbboodgbogoboogbbouobbuoooobboobbooooboog
goudgbobobboooboobobuogbuooobodboobooobooboon
obooboobod

3.3.2.2 0J00OOO0OOOODOOOODOODO

O000000000OMcElieceOUOOO Niederreiter U DO D ODOOOOOOONO
gouoggbodbboogbobogbbuogboooboobbuooooboboonobo
obboobbooobooobbooobooobooobbooobboooboo
gbooobog

goboboogbbboooobbogo

e OO DDODODODOUUUUULOLOLUUODLDLDbDDLObOOLDLDOLDDLDDOOODOOOUY
gboboboooobboboogobobbooooobbooooobooon
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mO0O00000000: cO00000000:
r = Rand Ys = Msbren(c)-n(C)
m = Prep(m) z,ys = DMEEe(Lsh (c))
y1 = Gen(r)®m (wellyr) = (yallys)
Yo = 1@ Hash(y) r = yo@® Hash(y)
(Wallys) == (v2llvn) m = Gen(r) ®y
z = Conv(Hash,(r)) If Conv™'(2)=Hash,(r)
c = yyl|EMeEeee (Y, 2) return Prep™*(m)
return c Otherwise reject ¢

033000000000

e JOUOODLDLDOUOODLDOOUOUOLDDLOLDOOODDLOOUOODLDOUOODLDOO
gbbouoooobbbuooobbboooon

00000000000000000000%000000000000000000
0000‘000000000000 [3-37]0

3-371/00000000000000032~3400000000000000000
00000000000 3.200000 Len(y;) = k0000 Len(ys) = Len(r||im) — kO
000y 0 Len(r|) = k000000000000000 3300000 Len(ys) = &
0000 Len(ys) = Len(r|jm) —kO0O000ys O Len(r|im) = k000000000
0000003400000 Len(y;) = k0000 Len(ys) = [logy, C(n,t)|0 Len(ys) =
Len(m)+Len(Const)+Len(r)—Len(ys)—k 0 0 0 Oys O Len(m)+Len(Const)+Len(r) =
Len(yy) + k00000000000 0OOO

‘0000000000000000000000D000000000000000O00D0000000
ooo

00000000000 2000000000000000000000000000000000O0
gbooobooooooooboooooobooobobobobobobobobobooobobooboooboo
uboooboboobooboooobobooong
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mO000000000: c00000000:
r := Rand Ys = Msbren(e)-n(C)
m := Prep(m) zys = DM (Lsby(c))
y1 = Gen(r)® (m||Const) z = Conv '(2)
y2 = 1@ Hash(y) Ys = Lsbjiog, c(np)|(Z)
(Wsllyallys) = (vallv1) (2llyr) = (ysllyallys)
z = Conv(ys) r o=y ® Hash(y,)
c = ys||EMeElece (yy 2) (m||Const’" ) := y; & Gen(r)
return c If Const'=Const
return Prep™* (m)
Otherwise reject ¢
0340000000 v
RN
C(n,t) n000000¢t00o0oooooooon
Prep(m) 00 mnUO000o0oo0ooooooooo
dooooooooooooooooooa
Prep~ ()00 D00
Hash(r) goooooono 00000000
godooooooooooooogaan
N=Cnt)000000 Zy00O0O0O0O
Hash.(zr)000000
Conv(z) 00 zezZyOOOOOOO zOOOOO0O
000000 Conv'()0 D00
Gen(x) o0 z0000000000000000
godopbobboooooobboooo
ogogoo
Len(x) 00000000
Msb,, (25) : 00 2,00 2, 0000
Lsby, (12) 00 2,00 ;0000
Const gododooooooooooood
Rand goboboooooooooooobboo

ggoboobooodgg
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mUO00000000:

r,r =

m =
z =
vy =
Y2 =

c =

return

Rand

Prep(m)
Conv(Hash,(ml|r))
gMcElz’ece(r/’ Z)
Gen(r') & (m]|r)
Y12

c

O 3.5: Pointcheval OO OOOOOO
000 4+ McElieceO O

93

mUO000000000:

return

= Rand

Prep(m)
Conv(Hash,(m||r))
gMcEliece (n Z)

Gen(r) & m

= ylHQQ

C

0 36:00-000000000000
O + McEliece O O

mUO00000000:

Tz =
m =
z =

c1 =

return

Cy =
C3 =

c =

Rand
Prep(m)
Conv(2)
gMeBliece . )
Gen(r) ®m
Hash(r,cy,m, cy)
(c1,¢9,¢3)

C

mO0O00000000:

S

n
Y2

z

c

return

Rand

Prep(m)

(m||Const) & Gen(r)
r @® Hash(y)

Conv(ys||y:)
((:Niederreiter (2)

C

O 3.7: REACT + McEliece O O

gMcElz'ece (.’L’ Z)
)

DMcEliece (I)

gNiederreiter (I)
DN’iederreiter (CL’)

O000000 z0O0O McEliece DO DO

gdz00000

O 3.8: OAEPOOOOOOO + Niederre-

iter 0 O

McEliece OO OO0 20000
Niederreiter OO0 OO 200000
Niederreiter OO0 OO 20000

O0OOMcEllece OO DOODO0ODODO0OOODOOODOOOODODOODOO 3.5~ 380
O0O000ob0o0obO0o0 3100000 bbo00bb0o0b McElieeeDDOOOOO
O000000000000000000 337000000000 ooooooooon
OO0000o0D0ooboob0b0b0b0bobO0obObOl Pointcheval OO OO
00000000000 00000000000McEleced 000000000000

‘00000000 20y000v=f(z,y) 000 000000000000v00 2000 y000
gooO0Oo0O0O0O0O0OO0O0OD0OOO0O00000 000000000000 000EIGamal00000O0O00
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O 3.1: McEliece U0 OO0 O0OO0DO0ODOOOOOOOOODOOO

Complexity> | >203 | > 2019 > 1862
Data Redundancy*! = Ciphertext Size - Plaintext Size

Conversion Conversion (n, k) (1024, 644) | (2048,1289) | (4096, 2560)

Scheme Type t 38 69 128

Pointcheval’s Generic n + Len(r) 1184 2208 4256

[3-44] to PTOWF

Fujisaki Generic n 1024 2048 4096

-Okamoto’s [3-33] to OWE

REACT Generic n+ Len(Hash()) 1184 2208 4256

[3-43] to OWE*3

Kobara-Imai’s Specific n —k + Len(r) 540 919 1696

a [3-37]

Kobara-Imai’s Generic n—k+ Len(r) 540 919 1696

B [3-37] to PTOWF

Kobara-Imai’s Specific n—k+ Len(r) 470 648 1040

v [3-37] +Len(Const)

—llogy C(n,t)]

Original None n-k 380 759 1536

McEliece
*1: 0000000000000 0D0DOOO00000O0O Len(r) = 1600 Len(Const) = 1600
Len(Hash()) = 1600
*2. 0000000000000 00UOO0O0O0UO0OO0OUDOO0O0OUOOOOOUOOOOO
00000000000O0O0O000 3-31j000oooooooood
*3: 00 0000000000000 0000000000000000ooooooooo
ooobooobooooOooboooooooooooOoOoboOoooDoOoDoOobooDbOooDooo
ooooooo

0000000000000 O0Crypto’ 90 000000000-0000000O00O0O0
000000000000 0000000000DO00000000OMcEliecedODO0O0O
OO00000000000000O00000000000REACTODOOODOODOOOO
O000000O0000000ooDO00o0DOo0ooDooooobOooooooooog
0000000000000 0O00DO00DO00O00DO0bO00bOO0bOO0DOOobOOoDoDOoDoOooDg
O0000D000OMcElleceDO0ODODODODODODOOOOOODODODOODOOOOOOO
0000000000000 DO0DO0DOO0bOO0DO0DbOO0ODODOODbOO0ODbOOoObOobDOobOoDO
OO0O00000O0o0ooooooooooboooDo

O0O0ONiederreiter D 0000000000000 O0OO0OO0OOO0O 3.200000AEP
OOOCAEPODODOOOODOOOODODOOOODO 38000 wwoOooooooooooo
O00000000doDoo0odooDodoooodoooooooOooooooooog
0000000000000 CPOWTP(Critical Part One-Way Trapdoor Permutation)
O000000000Niederreiter 1000 3800000000000y, 000000
O0000000O0O0OAEPO Niederreiter 00O O0O00O00DO0OOOOOAEP+OO0O
OAEP++000000000O00D00O0O0O00OODOONiederreiter 0000000000

ooo



3.3. uoooboobobbogodoad 95
0 3.2: Niederreiter UO OO OO O0O0O0OOO0OOOOOOOOOOOO
Complexity*2 S 563 > 1010 > 1862
Data Redundancy*! = Ciphertext Size - Plaintext Size
Conversion Conversion (n, k) (1024, 644) | (2048,1289) | (4096, 2560)
Scheme Type t 38 69 128
Fujisaki Generic n —k + Len(Hash()) 540 919 1696
-Okamoto’s [3-33] to OWE
REACT Generic n —k + Len(Hash()) 540 919 1696
[3-43] to OWE*?
OAEP [3-29] Generic n—k — |logy, C(n,t)] - 648 1040
to CPOWTP | +Len(r)+ Len(Const) (0)*4 (111)*4 (496)*4
OAEP+ [3-47] Generic n—k — [logy, C(n,t)] - 648 1040
to OWTP +Len(r) + Len(Const) (0)*4 (111)*4 (496)*4
OAEP++ [3-36] Generic n—k — |logy, C(n,t)] 470 648 1040
to OWTP +Len(r) + Len(Const)
Original None n—k 150 328 720
Niederreiter —|logy C(n,t)]

*1: 0000000000000 0D0ODOOO0O00000on Len(r) = 1600 Len(Const) = 1600
Len(Hash()) = 1600

*2: 000 000000000000000000000000000000000OOoDOOoOOO
00000000000O0O0O000 3-31j000oooooooood

*3:. 000 0000000000000 0000000000000000ooooooogd
goboobooobbooobobooob bbb oooboboon
ogoooooo

*4. 000000000000000000000000000O0O00OO0O0

O00000000OAEP+000O OAEP++0 Niederreiter 000 O0O0O0O0O0OOO

OO0OOAEP+00 380 y; = (m||[Const) & Gen(r) DO0O0O0O0 y; = (Mm@
Gen(r))||Hash(m|lr) 000000000 OAEP++00 380000 Len(y;) = kO
Len(Gen(r)) > k000000 (wllys) :== (wellpn) DOOO0O00z := Conv(ya||yr) O
0000 z:=Conu(y;) DOODODOOOOO

3.3.3 UO0Oooon

OO00D00000000D00O00b00O00 McEliece O DO OO Niederreiter 0 00O O
godboogodgbgugogoboogogoougooounooooooboooon
gobgbdgbuobuobuogooboobobobunooooobobobobobobn
oobooobogbooboobooboobbooboobooboobbooubog
gbogbboogodbguoogbobioooodbooooogoboooogobobon
00000000000000000000000000000(n, k,t) = (2048,1289,69)
O00O0ONiederriter 0000000 O0O0D0 122KBO0O0OO0OO136000 RSAODOO
goeobbogbboobuodbbbououogobooooobboboooobooad
oboobobooboobuoobgbbobbobbooboobooboobon
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goooooooooooooooooooooooooooooboobobobob
oooooooooooooooooooooobobobobobobobobobog
oooogo
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