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Abstract: In this report, we report the survey regarding block-cipher modes
of operation usable for confidentiality, message authenticity, and authenticated en-
cryption.

Making this time of survey, we substantially concern security, efficiency, and other
characteristics with respect to industry and cryptography.
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1 U&HIC

7ay s EENARICERTEE, #ESTIA—VELCHEREY
Oy 707 —FZufiliHE L L THIET 252N 7Y S 74 7Th
5, WELELT, #ICBHT 2EHZR 7 WEFIIH R ED» 6 AT
BROERPE SN o7, AT oREREHEET L2 L
DL Wik E DG SRS 2 R0,

7Ty 7ESOHE—FNLIE, Z20LkH T ny JIEFOHWGT%
EHRTL2HDOTHY, ERT IHAEE LT, MESRX vy v —YEE A v
=PRI OEFE R ENINETTH SN TS,

KFgEcld, ZnFTHISNSAME— FICBT 2 EMiERD 9 i
FEICBT 28T — FicowToEMHEoME 2 177% 9. Sho#EE
DEMWIZ, ZNFEFTHONBHAHE—FIZOVWTTH> T, 2D,
PREER, Z O TR, BE5FNEEICE TS, HI)FHE—
Fid, SHEELEER AN R ETAI N b D2 .

SROFHEDORER, WO FHE— NI, WEHTHw3 7ay 75 %
RS DIF7 {, CRYPTREC[WWW2, WWW3] TiEEI N7 64 £y
F7ay ZiEE, 128y b7 Ry 2RO L SIChEER FEAT 5
EDTE, FIHE—F RIGER S N2 HHOL2MILERKTE T3
EHZEZIHND,

1.1 HAEOEELERAE

7ay VWS EER, n €y FOTXEEGT S, <D 7ay 7
5 Tldn =64, n=128 TH 2. 7uvy7lE5d, 7wy 7S HH
E-—FDO7V 747 LTHwONS, 7ry ZEESHAE— FOTxk
FEREIZ A v £ — 2 DWEE (privacy) & FBEE (authenticity) TH 5. A
HTIE, MEOZOD 70y Z7IESHE— FZBES{EAT (encryption
scheme), RALD7=HD 70y ZIEGHHE— F2 X vE—IFAI—F
(message authentication code) 29, £7z, 06 DOEREZME L D7
0y 7ESHHE—F2 Xy E—IRADEWS{EA N (authenticated

encryption scheme) &9,

Az 7 ay ZES 20T, n Ey FEDELAyL—
ZIEHLT 5. REH EREEVWERE K G L B D, %G
HRIGHLT A TY X0 £ ZOT, FX M LB K b 5HEX
C=E(M) zitHL, C 2Z5&ICES. M ORI n EY b

ot



IDHELSTEw, ZEZFRESTLVIY XL D ZHCT, S
X C Lt K 256X M=Dg(C) ZitH T 5.

ffl& LC, ECB, CBC, OFB, CFB, CTR % E23% %, Fig. 1 .

K

M —~ EEH ZAEHE = M

C — Ex(M) M — Dg(C)

X 1: K=k oe 7

o Ak —YFila—FiR7uy 7ES52HWT, Xvie— 0,
WIAINDZLZECHEMTH L, KEH EZEEVWEHE K
ZHELTED, EEHZYTER T VIV XL G ZHWT, F
XMEHKDPOYTT=G(M) Z5dEHL, Xvk—2, 7
DT (M, T) 2Rf5HITESE, M ORI, nEy XD HRS
T, TIRETEETHD, 32,64,96, 128 By FREOR X 23—
RIGTH 2. (M, T) 22> ZEFIHER7 LT XLV %
HoT, ZHES, b LARKIABRBES2HIT5. VI, %
o7z Xy 2 —=PIZR L, T =Gx(M) ZitHL, T=T* %5
ZHES5%E, 29 ThRIINERSABMES 2T 3,

il L LT, CBC MAC, EMAC, OMAC, PMAC % £23% %, Fig. 2
ZI,

= (M., T) t SIS
M — KEH 254 —>{ WX A E

T — G (M) T* — Gy (M)

TLT
2 Ayb—UHIa— FDEFIL




o Xyt —YIOEREELTAZ, BB E Ay —FE o —
FoMEzZ e b, REFLZEEIWER K 2 G TED,
EEZ IS LTV AN £ ZHCT, FX M LH K 25
B C =E(M) ZFMEL, C #ZEH (S, ZEHRIEST
NTY XL D ZHGT, 53X C L8t K 226X M = Dg(C)
Z, bLARKIAMHUESZHENT 2.

il LT, CCM, IAPM, OCB % &E03H %, 7z, RO
HKERXy e —ViEa— F2HlAGDTX v 2 —YEED EEF1L
TRERERT 2 EBAIS N T\W»3, Fig. 3 2,

K
Kl H ¢ A
R T W ABEE
C «— Ex(M) M or LS ARG S — Dk (C)

3 Avrk—vFito b0

70V BESFHAETE—RDREME Bellare, Kilian, Rogaway 12X ), CBC
MAC DRI AR I Nz [BKRO0|, 7w v 7 W5 034 i
17 v & NiEi ¢ h i, CBC MAC (ZE AR DO ER o R ET
HhHrZlrRLTVS, D o 7uy 75T — FoRetk
ik, COMOIEHMREL 22 BILIC L T3, DU, Bsbn, xv
L —YRAEa—F, Xve—YRito EESLAN, 2hFniconT,
LEWOERLZYHT 2.

o ALK L TlE, W { DD DLEMERDFIET 5 [BDIRIT]
D, U LE Y ML S O@AMAREN (indistinguishability from
random strings) 23— TH 5. BE5X C %, bLLIZC EFAT
R0y M RBEGZoN, HEERMERTID 2O%
Rz enTtEnnt &, B3 LeTtshs, v,

o Xy —YEEa— FIZR LTI, B&frlaglt (unforgeability)
B—ICH B, (B K 2ASTIC) T = G (M) 5% (M,T) %
HATcEnwe s, Ayve—Yflila—FRLETHS, L),



o Xy —YEED EMGFLTIE, W T ROLRMERE X v
=Yk — FOLEEERDOW T 25X 5.

— a5 Cd, bLIWEC ERLEED 7 VFLEY RS
Bzon, HELEERTID 2O RFITA I ENTE R0,

— (K 2AST) ASABIMES # DECK(C) L5 C %
HITE LW,

FREZODIRD DL E, Xy e — YRR EGEL LT
bHbH, LWV,

7Oy I7BSHHEE—ROME KREGEIZ, ZettzERICE LTV
28, BRI OWTHHBRNE, B TD/RIZOWTIHR S,

o R MR EDLL VLD THIUL, FIEHI DLW,

o 7Ty JIEEHA Y 2= v TOMENH L% : iz 7 ey
IWEFHER Y 2 —) ¥ FIXETEREEID 0 0, Bt b S 7
WDTHIUE, PwiZHInLwv,

e Xk —Y MIZNTEY 7% EWTH2DIIhrE 70y 75D
ROV LAt EVEDE DL & 2 D THIUE, D)L wv,

o HiMGIE T AXRE7uy JEG5DMNOH LN : 2nslx, Xve—
P MIZLSTERITTE S, e EbosvoThiug, Y
WIZ ) 3k,

o WiHNWIRYE - Ty S OWHUE S THIUE, N—F 7=
7 FoEIicEETE S,

2 REVRABEOHELRER

ABECHARMERCRIAELZ LD L L bIC, TRy 7S, B
FUZofHE—FO—RNGERE, ZREDERZIBXRS,

WL O OEE R LT, FEEOFIHE—FE264E Y b7 ay ZI
FADWADARIHRE L Glfin 2 LT3 5a1H 5. Lirl, A
T I AT — FERTi, WHEMRICRLL ZAfl€—FTh 2
ZLi3kwv, koT, ZOWSHENEREZE R TSI L2ZHNE LT,



NN 70y 750 d 28— F e L CHEmzitEd 5. BARRICIE,
W THWws 7uy 750 7uay 7EZnEy F T 5,

AtTlE, PHRERBATEE 2 2 H T 2, A TIEZ D3 4 13 R
OGS TH D HIZ “@” TIRT.

H BT AT LD 6 HERXFIN 2 BRINAERT 55E5I12D20T, 2D
LFHVERR S AT b (£7210%, BT 5 3XC590) ofE & LT “nonce” (T
VA, EEE) ZBHT S, Uk, AR L DB SN L
Dk ) izt hT25DTHE, Z20HlE LTAHY v & PRZITER
BREDDHDLD, TNHIFERIZZOMEEZLOLDTIER Y, Z2H0VIHIE
HCIEELER AR R B HERNTIE D 5208, % DEHRITE VT, “nonce”
DWEZFi>Twb EWnwz 5,

FicLkeEoEm TSR I N2 B HEEIC, 7 v 7 L%, #LlF v
LB, KROBHE T v ¥ L ER»H 5. 2 DIEMER ERITEME,
FKOEfiamsCIci#Es & L2 2 Tikfific z iz 3 3,

FZV LB, BATAIIN L TCZOHIIBRESNDE DD,
ZOHMX, EALRER»SOHMTER VLTI VY LRETH S LI %
BBDOETVTH S, 2D &) BEBIIHEITHFELET 5089 »EANIC
LT, ZD LX) BEOIREWEZ 70y 75 oW E I/ TT, FIF
E—FOREWLHERT S DD 5.

Lo, 72V ABBE AT T 2NN ED X 9 RGik%EWT
SHEMTE 22\, L WIHWEIZ, BEDO 7wy Vi 5icznzkd 5D
MBS H 5, Ty JEEFITIZEANIDRSH D ZOHEIKE->TL X
i, EOANBEOH R TR TLE)., 22T, HEHED
Rifd], SR EZ> U7 BTN b L) R o v ¥ 28 DE
TNEEL T v LT T IV E WS, INZitALR & Tl Ea, 8
FA=FNDL,

72, 7uy 7SI AN, BOOBICHEE EWIWERH 2, Ih
HEd 7 v LB R WK BIEE TH 2 DT, EEDO 71 v 71
F1F, W8T v AR TIE R, T SICTVHEML T v Y A Bl
EVIH)ETILVETELTEZLZENS W, 22 TR ETLZHEMS
VI LB E NS,

T4 A7 %7 ZE SOOI £C, universal hash((H Ny > 2) &
BN EEZLZEBH L. 2L, HEEOEKTHH-T, oK
DFHAT 2 EEBEREDANENRNTI A=Y oETEEOH %2 B TRI%T
HoTC, ERICHEHEL DD ANPERET ZHE L) DY, /8T X —
FITRTDILIT bITLTHBEIED, EDXIL AT Ay =
IKDOWTHFEADL LI RBEBTH S, 721, NFIA=FZH>TWn3
WEED LI Lo, HRE2ESZZEEFBHTLLEL R,



ZOMDRHEE, LI OWTIEULTDO EBDICERHKT S

p 7 v LBEE TV

T L7 » & LB
a<<k LVPA¥fHaZFEIZKEY F¥7 bTBER
msby(a) VI AYHaD LAk Ey bDA
Encg() 2370y 7057V 374 7O LA (3 K)
Deck(r) Hpr7uavy 757V 74 70E 5L (3 K)

2.1 ECiE

ADELTHLEE, aL AR ADDS a % BTV T ITERT &
ZHoDT. ABTNIT)ALTHIYH, a— Ald A DETHRZ o
LT3, LI IEEHLDT. ADMERNTLTY AT, o & A
ERFT D, B LICHL, {01} FTRTD I Ey MIoEAEDH S
b, F, {0,135, L EY FUTDOTXRTOE Y MIOEAZDH S
bT., BEX 0oty Ml bZhicgw s, Rk, {0,1}H)1 &, £
IV DELBZDOTRTOE Y Mo 2862H06bT. T4bb,
MlDEaEET, Thabb, (0,1} = Uy, {01} TH2. a kb
DHECRIOEY MITHNL, adblZZNoDE Y T & QYR
HiizdbobT. aDPEY FMIDLEE, |af T aDEY FRZHLDT.

22 7AvIES

78y 7lg5 (block cipher) E £1X, F:Kgx Mg — Mg 7% 585
Thb. Kpld, BEMLE XN, Kp={0,1}) DL EZE, kFZHEL VI,
Mg, Xvye—U220], &L I e Xidh, Me={0,1}" D
EE, nE7uy I REEV), LEL, TRTD K € Kg WL, B(K,-)
¥ Mp EOEETHL Tidh bR\, EB(K,) & Mg EoOEZDT,
ZOWEE EY(K,) DEET S, TXRTOH K € Kp L TXRTDOFKL
XeMplzfl, ETYK;E(K,X))=X Thh, TXRTCOH# K € Kg
ETRTOMETXY e Mg KL, BE(K;EY(K,Y) =Y Tb2%. H
B OBE(K;) ZRE50E%, BI% E-Y(K;.) 285 L v, 2hzh
Ex(-), EZ'(:) E£FLT 5.
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2.3 MESItAR

51t /720 (encryption scheme) (& X v 2 —CWED DD 70 v 7
FHHE—FTH 3. WE{LHX ENCIX, Z2oDT7 Va3 XL ENC =
(ENC-K, ENC-E, ENC-D) 2*5J%%. ENC-K Z#4:k 7N 3 X4, ENC-E
Ziga b7 VY XL, ENC-D #8857 NVT ) AL wd, £, Ay
=Y Mpne 2 B,

2T, AERT VI XL ENC-K IZHERN 7L ITY ALTHY, A
HiE#nl, v yaht K #0hv3, K& ENCK £ T 5. Ige
fk7vay X ENC-E 1%, R, REM, REZ D, L <1 nonce
ZHATE27LVaAY)ZALTHE, K EAvL— M e Mpye AN
YL, B 2T 3. ¢ & ENCE(K; M) % C — ENC-E(K; M)
ERFET S, 7, SECRELZHRIWICANIIRTIELH S,

L7 L) R LDHER 7 LT XA TH D5, A (K, M) B
HZ o3 -NCEEZEY, 2nzHeTEES X 0 Z25MHT%, 7
Y ZLPENHIN S - NCEEZE O RET, WCANT2 E7 L
Y ZALZENHLZEL TS, MUHIIZRS EIFRS 2w,

BT ) ZALDNREZ HOT N ITY AL THI5E, 75
T &N B> TREZFINULT 2. AT (K, M) 05256013
&, (K, M) LBHEDRBIOIGT THES XX C ZEHRE L, IREEZEHL, B
LWRREEZ AR T 2. 2 o%h, REBEHL D75 TH 5.

L7 L) X L0 nonce ZHVE 7N ALTHH55, AV
b= T EICEB L AHTH D nonce 2D, Xyt =Y BEZDHHY
VEIE, Avke—Y T EICEBLAETHSLDT, nonce £ LTHWBZ &
WTES, 727201, nonce 3AT VI DX IMEDIEZ S (H D\ IS )
BT, HICELZ 2 Xy =2 ITR LT, B AETHIUL X\,

#5713V X ENC-D &, ENTILI)ZALTHY, # K I
BXCHRANEL, Ave—Y M 21T %. M« ENC-D(K;C) &
LT 5.

LTOR K EL2TORAy 2 — M ITHL,

ENC-D(K; ENC-D(K; M))) = M

TR 5 %30,

ENC-E(K;-) & ENC-D(K;-) %, ENC-Ek(-) ¥ ENC-Dk(-) & &z
15,

#ilE LT, —ii7% ECB, CBC, OFB, CFB, CTR [SP800-38A], 7 1 A
7 5LH @ NR [NR99], CMC [HRO3b], 3GPP @ f8 [3GPPa, 3GPPb]
REVD B,
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2.4 Xvyt—YREI—NKR

Ay —YFEET — F (Message Authentication Code, MAC) MAC I3,
Ay =Vt 7ay JIESHAHE—FTH L. Xve—TE
2—F MACE, Z2D7 L3R5 MAC = (MAC-K, MAC-G, MAC-V)
DR S, MAC-K Z8ER7 VT XL, MAC-G %% 7HRTILIY
AL, MAC-Y ZHERT NI XL LW, Fi2, Xy — %M Myac
é:yyﬂhFEﬁ TMAO%%)I)

BTNV TY XL MACIC FHERI 7 LT AL THY, A%
, K #Hh¥s. K& MACK L£E@T 2.

& TR TN TY XL MAC-G 1%, WERM, RER, b L IRREZD
DT NIYRALTHS, K EXve—Y M e MupyucZATTEL, ¥
7T € Tyac 2INT 5. T & MACG(K; M) T — MAC-G(K; M)
ERFLT S, F, BLECIREZHRINCATICORTIE D 5.

MAC—Q DIERINT LTV ALTH 2856, AN (K,M) 852515

O &g U\ ZN2MTE I T ZitB T 5, 7TV RLDM
U&én%% ICHELBZEDREBT, AUANT2E? LI X L2
CHLZEL TS, RUHIITARS LIRS 2w,

MAC-G DMREZDHOTNITY AL THI5E, $THLIEDN)
%u%ofﬁ ERWILT 2. AM (K, M) 852602, (K,M) &
BEDWREBIIIGU T 7 T 25HE L, REZHEFL, # L WIREZ O
T%., 2 O, IREIEZHZL D75 TH S,

BTN TY AL MAC-Y 1%, IRENT NI ALTHY, K, Ay
t— M € Muyac, 77 T € Tyac Z AT E L, accept or reject % H
N3 5. MACV(K; M;T) = accept %, MAC-V(K; M;T) = reject &3
ALY 5.

ETOH K EL2TDAYyE2—Y M ITHL,

MAC-V(K; M; MAC-G(K; M))) = accept

TRHRITIUE R S %\,

MAC-G(K;-) ¥ MACV(K; ") %, MAC-Gk(-) ® MAC-Vi(-,-) &%
FVERRN

# & LC, CBC MAC [BKRO00], EMAC [BB+95, PR00], RMAC [JJ+02a,
JJ402b, JJ+02c], XCBC [BR00], TMAC [KI03], OMAC [IK03a], XOR
MAC [BGR95], XECB MAC [GDO01a], PMAC [BR02], f9 [3GPPa, 3GPPb]
REVRDH S,

12



2.5 XAvE—IRIAOEFESILAR

A vt — Y iREED G S50 (authenticated encryption scheme) (%
Ay =V E Xy —Y L0 RO 7 a vy 2SI € —
FThsb, Ave—UiiE>EW5 AR X, =207 V3 XL
AE = (AE-K,AE-E,AE-D) 258 %. AB-K Z#ER7 LTV X A,
AE-€ W57V Y XL, AED #f57 V3V AL VS, ik,
Ay —T %M Map b,

22T, AERT LT XL AEK ZHERIT LI XLTHD, A
IE%L, IV akE K 21T 5, K& ABK L £#T 2, Y
fE7naY XL AE-E 1%, RN, JER, REZ DD, b L < IE nonce
ZAHTE27VIVRALTHSL, K EXAvEe—Y M e My AT
YL, BEXC 2T S, C L ABE(K: M) R C — ABE(K: M) &
T T 5. Fi, GLBCREZHRNICATICRT I LD H S,

BET7NLVITY XL AE-D 1, WERNTILIY ZLTHD, # K LI
BXCEZANEL, Avke—Y M, b LLRBRUIABBESZHENT 3.
M — AE-D(K;C) ®, WS AMES — AE-D(K;C) £l 5.

LTOREK ELTDORAYyE— M ITHL,

AE-D(K; AE-D(K; M))) = M

ThHRITIUE R S %0,
AB-E(K;-) & ABD(K; ") %, AB-Ex() ® AE-Dx() L %£RT 3.
L LT, TACBC, IAPM [J01], OCB [RBBKO1la], XCBC [GDO01a],
CCM [WHF02, J02], CWC [KVWO03], EAX [BRWO03] 7% £ 3% 3

3 BRODIBAE—FZERIIXE

FIHE — FIZFHEEELS, EMHICB L TERSI NS 2 L5 0,
Z2TiE, MHE—-F2ZELRT Z2LFHITOVTOMNZIT).

3.1 EEAERBERLERE (FIPS), %X E (SP)

KEITIRBUR & & TV 2 58D /7% FIPS(Federal Information
Processing Standard, FiZ5E MR IERLELRIE) TED T 5 [WWW4),
FIPS (£ NIST (National Institute of Standards and Technology, Fi5%&
Bt (WWW5] CHREMT A bh, BHINTWw 5,

13



3.1.1 7AvIBsS7IZIT«a7

AHED TEANREM IZ 7oy 7S FHE—-—FTH 3. LrL7
vy ZWE5 7Y 74 T T AEED ERICAEE W) DI TR, K
BEIRDOER DB =012, I 2 TIEFIPS Cal#o 7ay 7509 5
DES, AESIZ2WT, fEAROMEZIENT 5.

Data Encryption Standard (DES) 7w v 755129 % NIST ®
FE#E & LTI, DES(Data Encryption Standard, 7 — % W5 {LEitg) 23
FIPS46(1977 41 H 15 H) TEZRINTE Y, BEZOLGET R EIC LD
FIPS46-3 (2003 4£ 11 AR 2326 41T\ % [FIPS46-3]. FIPS46-3 T
X, DESO7uy 7G5 & L ToOIEE%Z S % HIY T TDEA (Triple Data
Encryptio Algorithm, =# DES) 2SE&RKINTE D, =28 (K, Ks, K3)
DEFE S LT, WA 7> av & LT R (K, = K3) $ DES 2
VRF TR (K = Ky = K3) DVERINT 5, TRHSEREY 700
DES(T-DES, 3DES) T& %.

DESIZ#E 64 EY b TH B2, ZDHIBLNNYFT4EY FSE Y MK
FENEEICE G L v, FE6EY FThE, 7Tuy 7Y A X
64y FTH2D, TDEA X7 vy 794 X3Eb ST, FEH#HED, =
ORI 168 E Y b, Ok 112E Y FTH B,

Advanced Encryption Standard (AES) DES % TDEA OZ4ME~
DK% Z\TT, NIST %1997 2> 6 OEEHEIREIOAE R L L ¢, 2001
411 H 26 H, AES(Advanced Encryption Standard, X HACHE 5 15HE) %
FIPS197 & L TE# L 7 [FIPS197).

AESIZ7my 7K 128E Y bC, #RIZ128EY I, 192 v F, 256
'y FD=DDHE DU (AES-128, AES-192, AES-256) 2SE&R I 11T
W5,

3.1.2 7AvIBESTEAT—K

FESRNICEREZ A3 % &, NIST & DES % FIPS g8 L T2 5[ D
72, DES OHH %% D 5 DES #IHE—K % FIPS81 TE#EL 7=
(1980 /12 H 2 H) [FIPS81]. F7z, fLAREHDOFREDOZT & L T 1891 &
11 H 20 H!Z Change Notice 23%{T & 17z, FIPS81 T, ECB, CBC,
k-CFB, k-OFB D 4 DD — FBREHREIN TS, KL, ORI
Xf9°% Change Notice 2(1996 £ 5 H 31 H) IC& T, k-OFBICBL Tl
k<64 TR EIRETHS INZUBEY A —F Ll EH I 7,

14



Change Notice 3 I 64-bit OFB D7 A b X7 P )LD AFH I LT 5,
[HffIC FIPS113 TlE, DES Z2ffio 7 X v £ — P3R5 D ERFE L L
T OBC-MAC ZE# L T\ 3 [FIPS113).

NIST IZRIZ AES D7 O DHHE— FZEHKET 555, T 2T FIPS
T3 7% < Special Publication & L TOFITHHEf S 11T 5 [WWWG,
2003 11 AR T, 5 2 DMEICES$ 2 FIIH € — F23SP800-38A (2001
E12 HIR) & LTEFEZ LT % (2001 4F 12 HAR)[SPS00-38A].  Z#LIC
I%, FIPS81 TEFE L7 42DE—FIMAT, CTRE—FBHAIN
TWw3, £720FBE— FIREWEDOBEIL ORI A=F EiZ7ay 74
A ADHEL, KB OE#REZMNTMATWS, Zhs %, FIPS
BEDTEED7uy JES 71 3) AAHATE 2 LRI NTW»5,

Fro7uy 7T 6 Xy — VRIS 2R T 57D DE— I
D\ TCIE, 2003 4E 11 HIRE T SP800-38B & L T NIST 23 #EfihTH b,
K27 FTlE, RMAC ZE#&L T\ 5 [SP800-38B]. 2L T, 90O
Lo, BT (Thbb, #EElk, B oRE2 M TE 250
B OFEHEZ SP800-38C & L CHEfiirhTH D, F7 7 MkTIZCCM Z27&
# L T\ % [SP800-38C]. SP800-38B &, SP800-38C 13 K7 7 MikTdH
D, SHROBEMZFHT 2083 5.

SP800-38A  I5{t /7= (ECB, CBC, CFB, OFB, CTR)
SP800-38B  * v & — @fika—F (RMAC, F77 FTH %)
SP800-38C  * v & — Y@L D W5 L5l (CCM, F7 7 MTH %)

¥ 72, DES ZE#T % FIPS46-3 T3 ANSI X9.52 TEZEI 115 7O DA
HE—FOHHZEDTHS, 72EE, TRTTDEAHTH>TL42IF
ECB, CBC, CFB, OFBT&% 1, b i ANSI X9.52 )t CBC, CFB, OFB
E—FTH2 (INBRBAVI—V—EV, Thbb 4774 VUK
RICHBENTE 2 &) RALRREHES R I N TV 3),

3.2 ISO/IEC

ISO(International Organization for Standardization, | PR A e KT%%%),
SN TEC (International Electrotechnical Commission, [EFEHE SR HESE)
13— D EERE 2 LA TRE L T 5, RIS EMICBE S 5558
1%, ISO/IEC JTC 1/SC27 7% & THEHELED G, WSO RE ¥ 2
V7 4 1ZBT % ISO/IEC FHEXHE MR I LT 5,

P E— FIcBd 2 EHECEE LTiE, IS8372(64 E Y F7ry 7
IS FIHE — F)[IS08372], 1SO 10116[ISO10116] (n E v F 71 v ZIE5s
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FHE—F,20024F 6 H 26 H) 23% 4. 1S 8372 Ditidi%, ISO 10116 (<
MEINDE I EDS, IBWRERISEEING Z itk b, B CEH+
IZ1%, ECB, CBC, CFB, OFB D4 DD E— FEZRI N T 503, KD
WETEE T CTR & — FasH 7= 1chnd 2 S CadmnsEA T v 5,

% 7z, ISO DG 1ZBH§ % BEHE(L TC68 T, 8731-1 TCBC-MAC
ZEFELTVDS,

ISO 8372 64ty F7uy 7W5FAIHE—FTH 2. 4 DDlE5{L
ECB, CBC, CFB, OFB #%E®T\»%, DES IZB§ % FIPS 81 & ANSI
X3.106 Z—#ftLL, {EED 64 Ev 7y 726K E LbDIC
oTWn5,

ISO 9797 XA vtk —Viita—FThH%, CBC MAC ZEDH T35, [
RROEERE L L C, ISO 8731-1, ISO 9807, ANSI X9.9, ANSI X9.19 3% %,

ISO 10116 1SO 8372 Z n Ev F 70y ZIFFIZDOVTED DD T
b5,

ISO 8631-1 ISO @ TC68 TlI&ERIY —E2AD7-dDEF 2 7 4 1%
WEREDTVWS, UTOBEMEZED TS,

ISO 8731-1 X v t—YiEa—F, CBC MAC
ISO 10126 X v & — 551k

3.3 JIS

JIS(HARTZERI) (£, JISC(Japanese Industrial Standard Committee,
HARTREEHEAS) 23E - SUEZ21T7% ) HARD TIEEHE & 70 2 [ESHL
‘Th s, BFNITZ, JISCTOHRHKDH &, FHRREIC K il S,
JSA(Japanese Standards Association, HABUE R 2Y) 2> 57731 5.

JIS TORAIE— FIZBIT 8% & LT, JIS X 5052, JIS X 5003%3% 5.
Hii#5 13 ISO 8372 7% & TN ANSI X3.106 (American National Standard for
Information Systems — Data Encryption Algorithm — Modes of Operation)
EH—TH Y, JIS X 5053 (& ISO/IEC 10116 L [F]—Tdh 5.
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E 1L MECLOOFHE—F &
Hig-5 EAi] HAGE
2DEM | 2D-Encryption Mode T RIS
ABC | Accumulated Block Chaining S2f&7 1 v 7 #ifH
CTR | Counter Mode Encryption VR4
IGE | Infinite Garble Extention IERR B IR TR

3.4 ERICEIZIEFXa1VUTrIE%

ANSI X3 ANSI (American National Standards Institute) Tli%, AR
D 2 DDERHEZED TS,

ANSI X3.92 FIPS 46 TE®H 5L T\ 3% DES
ANSI X3.106 FIPS 81 TE®H 6T\ 3% DES Of|JHE—F

ANSI X9 ANSI X9 >V —XTl, UINOEHEZED TS,

ANSI X9.9 X vt —YiEa—F, CBC MAC
ANSI X9.19 X v +t—Y@iEa— F, CBC MAC
ANSI X9.23 X v t—C 510

ANSI X9.52 Triple DES & fIfi€—F

3.5 ANSI

ANSI(American National Standards Institute, 7 X V) A B2 [WWW7]
Tl%, FIT ANSI X3.106, X3.92 CTHI@EHEE 55 2 BHEL L T3, B
RIZiZ, ANSI X3.92 1Z DES #%EF+ L, X3.106 TZOF|HE—F%2%E
#7535,

3.6 AESHIHE—KNZREAR

NIST %3 AES DA€ — FZ2RE T 2i5FHTH, W 20DfH€—
R XNz, 20034F 11 HEF R TORBZI N T A IRENHE— FiX
#1,2,3,40L8D,
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# 2. AES IR I N7 MACKEK D 7= DFHE—F

857 e} HAGE
OMAC | OMAC: One-Key CBC —flé#& CBC
PMAC | Parallelizable M-.A-.Code W41 MAC
RMAC | Randomized MAC AR MAC
TMAC | Two-Key CBC-MAC “fEHE CBC-MAC
XCOBC | Extended Cipher Block Chaining MAC  #A5E CBC-MAC
XECB | eXtended Electronic Code Book MAC  #A5k ECB-MAC

# 3. AES ICfREIN-FilkE 50700 HE—F

5253 F4 i

CCM | Counter with CBC-MAC
CWC | Carter Wegman with Counter
EAX | A Conventional Authenticated-Encryption Mode
[ACBC | Integrith Aware Cipher Block Chaining
IAPM | Integrith Aware Parallelizable Mode
OCB | Offset Codebook
PCFB | Propagating Cipher Feedback
XCBC | eXtended Cipher Block Chaining Encryption

£ 4. AES TR I N 2 0o FHE— F

-5 £ il HAGE
KFB Key Feedback Mode ##7 4 — K Xv 7
AES-hash | AES-hash AES/Ny > a

18



3.7 IEEET41 RVt V59—MEB5

IEEE(the Institute of Electrical and Electronics Engineers, Inc., Bt
BT 42) @ Security in Storage WG[WWW1] Tl&, £7 % —L )LD
ALREEEICE T 2 MEERE T oMEHZEEREL, B 713 XL0H
HE—FZEXRL TS, 2003411 HE T, 5RIDOEA (200246 H
20 H New York/ 2002 % 10 H 10 H Ontario, Canada/ 2002 4 12 H 10
H Maryland/ 2003 4+ 4 H 10 H San Diego, CA/ 2003 4 8 H 21~22 H
Goleta, CA) £ 7 —72 > avy 7°(SISW2003, 2003 4F 10 H 31 H Washington
D.C.) 235if# S e,

2003 4F 11 HRERi CEBELmE 2 EfTHh T H 5.

3.8 NESSIE

NESSIE (New European Schemes for Signatures, Integrity, and Ecn-
ryption) [WWWS] (&3 —1 v 3T 2000 4 1 HICHK I N7z 3 4EH D 7
uYxy T, Tuy s, Ave—VFita—F, SRS, Ny
YA o iEE 7Y ST 4 TOFHII 2T 2 ERHINE L TW 3,
2003 4F 2 H ORMBEFVAHI N, X v —Y ka2 — FTid EMAC
23 portfolio IZ& F 7z,

3.9 ZOMIRERMPERFFRELSETIRASIWIBD

3GPP(3rd Generation Partnership Project) Tl%, 70 v 7 g5 KASUMI[3GPPD]
L Z DHHE — F [3GPPa] BMER I LT %, B5fbale LT f8 743,
Ave—YFEEa—FELT fODBREINT VS, ZRZIUEKR K CHI
SNAHE-F LR EDZH TS,

RFC2040 Tl 7w v 75 RC5(TM) OF[H ik E LT, CBC%Z~X—
AT L7 Al E> Z CBCE— FasEi#li S T %, Z4Ud CTS (Cipher
Text Stealing, W55 X&) LIFIXN TV % [RFC2040).

¥ 7z, Kerberos Version 4 Tl¥, #iklE5 D HKTPCBC BHWw S
TWiedy, ZeMOBSTRIED DD > 7728, Version 5 TlEflibH i
otk
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3.10 ZDMEMBBREICERRINEHD

FIHERTHY 7y ZESORHICOWTIEERINTWS, T
1%, BCFEIXAEE— F&R (M1, JR99, AGPS02] , iaPCBC[GD99),
NCBC, RPC % E03%H 5.

i, 7uy 7ESOMMATE, LI BED»S LB O DRED
b, 7avy e RS AN ATy & BB ST 2 R e — F
[BRS02, PGV94]| %>, 70 v ZlEZ05, AONT(All-or-Nothing-Transform,
sEaEH L) OFEL2 L5 2 28 M€—F [RI7], S5ICiE, METX
WEBHDR S o770y S 2HEOE 70y VIS IS 5 Fik
[EMO7] (& 51 23§ 2 Zetokst [Do3), #Eo 7y 7
55 D EBIRB~DIEALTTTE [KR6] (& & 2 1UCBIT 2 T [M02]) 7%
ENDH 5,

4 BEHDER

FIHE— FOLEEOHEHIZ 1990 FEFRr 6 L CiEmI N s L) Ik-
72, ZORERGHGEDO E D0, FFHAREL BT 23w Cch 5. 2
ik, WETHW2 7 ay 255250817 ~ 4 LR (PRP) £ LTET
WL L 36, FIHE— R REM 9 2888 2 22 NICREH T 2 b D TH
5. ZONME—FIZBIT 3IEHARBEEMEICOWT L DEIHANT 2.

4.1 7AvI/Es0ReHE

70y 7G5 OREN R LEEDERE LT, KT v 5 LEH (pseu-
dorandom permutation) & L TOZLAME L @EEIT & L EHR (super-
pseudorandom permutation, & % >l strong-pseudorandom permuta-

tion) & L COLEMNDH 5.

4.1.1 BUZ 5 LEKE

Jay 7Es E Kg X Mg — Mg %, Mg Lo E G {EK() €
Perm(Mpg) | K € Kg} #2252 E3TE S, 22T, Perm(Mp) IX
Mg EOTRTOEMROEATH 5,

KIS, T 2 70y 7G50 7 v & LEHEGTh 51 L1, TEICH
EPOP 217 )RR DS, B {Ex () € Perm(Mg) | K € Kg}
EMp EOTXTOEIDES Perm(Mp) ZIXATE LW L2V,
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K DBEICE, A LELT, A77NMCT7RATELTILITY XL
2EZD, MEPOEMDE, AZ1Ey b2EAT2, Tuy 2iES
E:Kgx Mp— Mg D, B AT, BT v LE#aL LTO%R
S, 7T RNV T =Y AdVRP(A) ICk o CiHiign s, 22T,

AdvEP(A) [P & Kp - APKO = 1) — Pr(P & Perm(Mp) : AP0 = 1)

LERI N, APO XHEM X ATHL, YV = Eg(X) 2IBTA 7 7V Eg()
BRI A RFRL, APO BT X XL, Y = P(X) BT A I 20
P() ZFOM A 2 RT. BT D 230U, ERIZESICTY. §
bbb, HEMIONT 282 %8, KOMEME.

Perm(Mp) 705—HE5 ¥ ¥ JGRIENT P 2 Mg LD 5 v 5 AiE#,
HHWITHIZ, SUFLERRE WS,

FIEEEGNREE EloE#IIH 2 -DOBICHT 2iHich 5. —
B, BWSHIHTE 2\ A ST A—=FIZL, 2D X =% %FH
TETXRCDOMDIRRDT? ENNY T =V %2FE2 5, 70y 75 oHEp
7 v NEBRE L TORENEEE Z 5561 ) HRIZ, FEATIRH ¢
EF T INANDERMEE ¢ TH B, 22T, FTEEICBALTIE, 3
AROETADEEINTVE LTS, ZOHAMKHICL>T, 7%
LT K ZiESRRHRP, Ex(X) DFIRIC»»IEHBHSbEZHD L
T3, 7, FETERRH 12, AOUBRICHET RS (A 2ididd 27
077 LDEI) BEENTVELDEL, £/, A DEFTIETST
NCORHEPEEN S, ZHUF 7 v LI K ZESKHL, (X772
W ED) ATNCD D 2, FdEFEN5, DD §T R TOEITHRHA ¢
IFFEfRICER I NS,

_Advg%uq)ﬁfmfx{Advgp@n}

EEEIND, 2L, mARMEIFETRHE ¢, 47 7 V~OEMEE ¢ D
TRTOMLAIZDOWTE 3,

COERICB VT, IEMEICIE TRERERIT v & L@, L w )
RIFFELRV, ITXTO7ay 7S E i, H2RKEID AdvLP(t,q)
ZOLOBEWETH 5. "E DR 7 v ¥ LERETH S, 2, TE W
BELZ v ¥ LEBRETH 51 &) RIPRE R, TEMSICKRE 0t L g
IZRL, AdVvRP(t q) 3P/ S v Evw) TEZBRILTw5, BEL
BEMEOTEBZE )BT IS ORI LR,
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4.1.2 @ T v Y LiEaik

CH %7y 7KFDREL T » & MEMEIETH 5 ) 13, BEIGHHER
S R 24T IR DOWDS, BHEE {Ex () € Perm(Mpg) | K € Kg}
EMp EOTRTCOBEBDOES Perm(Mp) ZXHITERNI EE2 WV,

IOREEICIX, WA ELT, 2200477 NVIZT7RATESLTILD
VAL %REZEZD, N> OBEMOK, A1y b 2INT2, 7ay
IS E:Kpx Mg — Mg O, B AIZHT %, 5REHNL T v & LR
ELTCORENE, 7 RNV T—2 AdvEP(A) ICk->TiHliEh 3, C
T,

AdvPP(A) Y Pr(K & KCp o APKOPCO = 1) — Pr(P & Perm(Mp) : APOFTH0 = 1)

LEFRI N, APOLSO ZEM X 1L, YV = Bx(X) 2B TR
AT 7N Bie() b, HIY 1ML, X = B (V) ZETESAT 70
E]_(l() ZREOML A ZFERL, APOPT() B X IcRtL, vV = P(X) %
i’ijﬂﬁ%ﬂﬁj—?7ﬂ/ P() L, ’féfﬁﬂ Y 0:§(j‘t, X = P—l(y) %i}ij—@%
50 PT) RFOMA RET. FICHD D% T UL, B E
ICAT). $7%bb, HIEMICNT 2% 21578, ROEMZIT.

HEEEBNRTSE 7oy 7R SomEHY 7 v ¥ AERR E L TOE
ME%2E 2 2560200 BIE, FEZTRM ¢, et 2 7 v~ ERH]
g, A5 72V ~DEMEE ¢, TH 3.

AdvE™(t, ge, qa) def max {AdVvYP(A)}

LEREND, KEL, BAMHEIZEGEE ¢ LA 5 2 LA BRI
B g, A7 7 NVA~DHEMBIEE g DT RTOE A ITONTE B,
R, TE DRAREEMN S v & MBI CH 2, TE HRE
IV LEWETH B L) FEIL, TEYSICKE W ¢, g, gq IRL,
AdVPP(t, o, qg) DSHDDE V) ) T EERERIL TV,

4.1.3 EREMAOTOVI/ESOR2M

RS S 7 a y J GG OREMERDIIG S DODFET 5. HEEH
WHEZZWE L 12 ZeEER BKO3] 2 EDZUCEHEN 5,

7, B 7 1y 7ig5%E 7L (ideal-block cipher model) &9 7
2y 75D ET MDD B, Ny v aBlBO T VT LF T 7 TG
T2HDTHD, RMAC [JJ+02a, JJ+02b] DEZEVEMEHTIZH W & 7,
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4.2 MWEOZRZME

EEPICB 2RI T — FICBT 2% &1, BUE L 28R IR
TEANZRALDWEZEMT 5., £oT, KEZZEZLALERETS
HENH 5,

ITEZDEHEBEZIRBONIBENZ LD TH-T, HEIN
Z EUNDEMESR, FED S5 6 N5 UNDIEROERITE Z ST Ww»
T, pFRE LT, RAXRLSHEIGEY, TbLEINEL, IFEX
FRENE O ORBEEZWE T 24 H 525, TETIER O,

CITEZLHEZRZ, FITRIEREMNAZI7VED —L% 1721
179, ¥, WEEORBHELTZN LM EIERA T 7L
DMELRETH 5,

% DETNT, WEEBESLA 7 7 NVIINT 27 7 2% LT
W5, ZIUIREED, TED (bLdLWHD X)) EXE2EKT S L
ZRUCRT IS X ZHZTHL5Z25bDTHS, IhzxighiRTI L
ISk O REEDHGREZHER T2 2 L35,

72, WL OIS A X — LT B AEHATRE L Tl E Sk A
7 7V (Wb E MR, SIS SR LT (DETHIUSKERF
ZL, b LIEZ TN FXEREAZ TSN D) Z2EZ 550
b5,

L, WEHEORNIE LT, #ERVEMEELEZ 220618, Z20%E
Mo clx, WBEDOKZLA I I7VDT 7 e A2 Bat T 5, £7-, %
G5BTl S, BRSO DRR I 2 GATREREEZLH L
D%\ DT BEFLA 7 7 VA<, 8Bkt 7 7 vE & I % 1T
%9,

D EOKBEEDRNZREL 7 LT, AF—LIZO0TOEEW%K
95, L, WE, EEFCoT T, RIS, o E,
ARk DT DL %2 L L TWw» 5,

9, MELSIILOS, ZOFWICEIT 3, MEOERIZEEICIZ
BEEET S, LoLl, ZOZLSEEENICEMTH 2 2 L6 N
T3 7, FENZIZOEDOREEZELTIUE IS VWb 51
FEDMSFIZH 2 RERAETE 5.

Real-or-Random (BES3C-ELHBULIESCER) Z DR ICEY§ 2 L4tk
Z RHEHUCPEfR T 270 6, WBFOHBEIIRD DD 5 X2 /i3T5
ZEThD, (1) BEHALDERL 7 FUSNIRT 51553, (2) 2D
X EFRUES 2T TEABRORWELEZE S L 2b o, EXC
X, 77 NHMTR) 2D —LTEZDL, AT/ NVIEENETND
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Encryption
Oracle

Question
Adversary — Oracle
protocol

Decryption
Oracle

4: IR RE L AR IS B 1 2 BCEEH D] ((EIRIG 5 30K E)

R-R question
Adversary oracle

a <= Key space
oin b={1,2}

5: Real-or-Random notion Z2E&T 27 —LD 70 b a)l

F—LBBRICIEHEEZRET S, Z LT, HEE» O Ay -V E%
o, F—L 1T, XAve—Y2RELLS, ISIFEWEL HTH
FL, ZOMEZEETE. 7—L027TE, Ave—Y2ZELTH,
HIcZNEFACREIDEEZHEL, ZDESUFRZIXET 5.

H HIEFAUA X —LD3(H B0 T, Pl ZIEEPT LB EE 7 £T) Real-
or-Random THEETH 5% LI, (ZFOFMHEMFFEINS) £ED K ) mHERN
BWEHEL, T—L1E7 =022 ARBMERTXE T2 2 EDHEL W»
RV,

E#E 4.1 (Real-or-Random). 5L A ¥ — A 11 = (€, D, K) 43 Real-or-
Random DEMRT (t,q, p;€)-ZRTH 5 L X, RTHEINLTEEOKE
FZORE Adv IZDOWTIRDIRD IO ETH D, WEHKIL, mAlt
[t OEIEL, mAKqRloA 7 7)VERM (T2 2 TRES{EE 7 7 1~D
HBi) 217700, INGOHMORIVBRRApEY FTH 2 X9 B EE
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L-R question
Adversary oracle

a <= Key space
oin b={1,2}

6: Left-or-Random notion Z €& 3 57 —2LD 712 F a)L

TH 3,

AdV} = Prla — K : A0 = 1] = Prla — K : A% = 1] <.

Left-or-Right (EAFXESXHE) ZomEICET 2Lttty
DD —L%BEZL, BNA T I NNODKEEDS DAL, EIDET
BPXDRTTHD (CNEDXTHPEL S EDPFEICIFEHHRI T
72053, AU THIUTBEREIAR Y A2 5 2 WREME D H 5 DTN
WKIWEERZZ2DDREEZD). A7 70%, 77— LBBERICIIHEZ E
5., Z2LTC, WBEDPS DOFLRIDXy =27 (M, My) D
ZEEFEO, Xvb—VERELLS, Y—A1TEM%Z, ¥—2027T
X My, Z 2z, Bl EERR LT SEL, ZOMREZERET 5.

H HIEFAMAF —L23 (H BT T, Bl ZIDEIOP S EE % £T) Left-
or-Right THRTH % L 1%, (ZDFEMEHIND) LD LK) LBIFENE
WEBES, T7—L1E7 =022 HBRMERTXIT 2 EH LW C
AT

E&E 4.2 (Left-or-Right). 5t X ¥ — AL 11 = (£,D,K) 2% Left-or-
Right DFEET (t,q, p; €)-ZETH % L1k, RTHEINZTEOKES
DIFFIZOWBTTIEDRD LD Z £ TH D, BIEH L, ORI ¢ DRE)
fEL, mKqlDA 7 7 )VEM (2 2 TRES{LA 7 7 VADER) %17
Ko, CTNOOEMOEIBEALEY FTh3 LI BREETH S (1
2L, BREAIZINVANDRXy 2= R7, (M, M) ZFEICEZ LT 5).

Adv = Pria « KC: A8(RCD) — 1] — Prlg « K0 ASUieMtt) — 1] < ¢,
Find-then-Guess (FR-#ERERI) Find-then-Guess I3 [GM84, MRS8S]
TH > T 2 L HAG R BN 2 (Polynomial security) D5 Wik 2 T
Hb, TITREBEIODAT—V%EZS, FH—Dfind AT—
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F-G question
Adversary oracle

a <= Key space
oin b={1,2}

7: Find-then-Guess notion Z €#& 3 57—, D71 Fa)L

T, WEZIRENCALEIDX vy =Y R7 (M, My) ZEHKT %
2%, ZOHMIERDAT =Y TINHDEFXEXTLIELTHS,. %
7z, TOMICHBEZEIZAREEZD I EBTE, REMICH & T H A
Hs2ERLTCIDAT V2K TT 5,

H IV EDD guess AT —TTlE, BWA 7 7 V65X C 2323
T2, ClRIFIFED (M, M) ELSPDEFEXTH D, WEFIZAGR
sZH->TWSE, 2T, ZOWBESXCONBELSLDFEXDLDTH %D
FRD L ENTENL, TRHEFOBL ) LT 5.

b HMEFUA X — 1203 (b 2500 N, Hl ZARDHBRFCKEE 7 £C) Find-
then-Guess THETH 5 L iE, (ZDFEMEDVHFIND) ED K9 HHIFEN
BRWBEL, ZNOEERLERTENTEZEBEHL LI 20,

E# 4.3 (Find-then-Guess). i5{LA ¥ — 4 11 = (£,D,K) 2* Find-
then-Guess DEMRT (t,q, p; €)-ZRETH 5 L1F, RTHEINAEREDK
BEOHFICOWVTIEMRD LD ETH 5, WEE L, wARKHE LD
MEEL, RKqmlDA 7 7IVER (2 2 TRES{LA 7 7 V~DE) %
v, TNODHMORIVERNUEY FTHL L) BKEHETH S,

Adv® = 2.Prfa — K : (M, My, s) — A%O(find); b — {1,2};C — E,(M) :
A%0)(guess, O, s) =b] — 1 < e.

Semantic (BRRIIE) Goldwasser & Micali|GM84] Tl%, semantic se-
curity Z "BEF5X35- 2 6T 6 U L Th» A FHRE V) DI,
X L2 bDREITE) EFHHLTWws, 2 2T semantic
X AFASERE 5 12 B 1 % semantic security Z Z DX FWIGT 5. f 2 X
ZHIBICE S T ETE LR E 5. CORRIE, WEEZD (53X
YIS ) EL TV BIHROEEZRL TWVWELEHEZLILENTES, P
XEMIHERN 02N e b D E LTEZS., EEOEEm LT,
DPESCZERIC BT 2 mafay &k, mEy P NTOXFITRESINS
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Semantic
Adversary question oracle
select

predict

Eno aw | i (V)

j?=F(M
Success/ Je=F)
fail

8: Semantic-security notion ZE#&T 57 —2 D71 | a)L

V2 L OERGAN, DEAM = {M,}cponen L, TRXTDOM,
DAF) (valid) £ 5%, 22T, ARIEETXNTOMERDAHE M, 1220,
R0 DXLFINITRTCHELESITH D, ZORIWEFEFRARKTm TH
5, LWH) I LEEKRT S, Pim, = maxe{M — M, : f(M) =C"]} &
ERT 5, ZHUPEXDHERDMTHLoLdHNH 2% f(HETH 5.

BEFIZODAT—V%EZZ S5, F—Dselect AT — T, WEH
ZEE DR M, 2 BT 5, ) D EDD predict 27— T
1%, BRA 7 700, f{E I NI > TR A v 2 —
MZERL, B5XC2XEETS. WEHFIINZREL, f(M)Ez
THLEY LT 5.

HHMGFEA X =203 (B D5MT T, Hl 2TV LB EE 7 &T) Se-
mantic TEAETH % &1L, (ZDFEMEDFFINS) BIEL f &0 MK
LT, ED&) mBIRNEKEES, pjy,, 2B SHERT f(M) 2 TH
THIEWTER, L2009,

R (D F D) NPIET S THEAIN TV EZA) DERTIE, DK
TEIZ T RTOBEE fIZOWTH D EOREDH - 72, BRI B W
TUE, B f EHERDAT M DI TRA—=F LT 5, ZDZ LT, H5Ek
X DMWED, HAEMNAESHEICENT, boA L HRBBELHLTY
B0 EHRTE D,

EE 4.4 (Semantic). BIgL f &, FXEMZ AL LTRIZHLLSDA
AF VTN T 2B E T 5. M= {M,} ez 2 LRI
Bosmiofmed s,

EF b A X — L1 = (£,D,K) 2% Semantic DIEWRT f & MITX LT
(t,q, p;€)-ZRTH S LI, RTHESNSLREOLEZDOHFIZOWLT
TR D D Z L Th D, WERER, RARM OMEIEL, &K gl
DA 7 VER] (2 2 TlRIEEA 7 7 V~DEM) 21Tk, ThoD
HHEOREIPRAuEY bTHD X RKBEETHS.

AV (f, M) = Ela — K : (7, 5) « A% (select) : afa, 7, s)] < e.
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2T
a(a,v,s) = Pr[M «— M.; C « E,(M) : A%O(predict, C,s) = f(M) J=Pi -

Ciphertext-Random (REE3-ELE) THEDORRGERZ & &8 L WA
T— FDORZETIX, Real-or-Random & 1357 %, W5 SC-ELEAS AR P
THWEDZ 2% AHT 2 FH€— F23% %. Real-or-Random 12 FELL
% 7= OFEMIZ BT 5.

Real-or-Random Tl¥, Game 2128 WT, ELEDEE S X 2KEL T»
7. ZOEHETE, BBZDOLDERETLZ 7 atalrTtr—a%2725,

4.3 WEROWEEZRDER

FEE, MEOERD ) LET4DDERICOWTIE, [BDIRIT] THEM I
FoTEH, FALHTINSG 4 ODEZRM ORI S Iz EINT
W3,

4ADODEFRTHRME IND D DX, Left-or-Right & Real-or-Random T
Hb, INLIEFEEENT A=Y LD VEHEHAEITOER I N T
BD, D 20DERANLENIEILTE S, I hbbMEDERLE
L CIERBDERETH 5.

Z 52K L C Find-then-Guess & Semantic IZ DWW T, &4t 87
A= DLBPRET 20D, T35 20U Lid 2 TR
RIET 2 Z ENTE S,

DLRizk D, ERd42DEED END 2R L TV iud s = c
BUAWEIZ T2 L RUBERTETCNS ES A5,

4.4 XvE—YRIEA—RDEZEMH

Ay —YHta—F MAC = (MAC-K, MAC-G, MAC-V) D%4k
12, 59 FJEEME (weak unforgeability) & A& AlAEME (strong
unforgeability) 3% 5.

ELLDEGL, WA LELT, FTHRRE T I NVEMRE F7 I NMIT D
VATELTNTY AL EEZ D, AMACOOMACV() 1 Xy —2 M
WXL, 7T =MACGx(M) ZiRT Y 7HRA 7 7V MAC-Gk () &,
Ay =2, FTDR7 (M, T)IZX L, accept or reject = MAC-Vg (M, T)
ZIRTHERA 7 70V MACVk(-,-) Z Oz H 6 b, EEITBEIGHIC
9. bbb, H2EMICNT 2EZ2RHE, ROEMZT).
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4.4.1 FHEERTTREN

SIS TTREME DR T X v —YREa — F MAC = (MAC-K, MAC-G, MAC-V)
ZWAH I ETDBHLADS, ¥ THERA T 7 M glD A v X — VAA”WMQ
ZEML, Z20EA T,.... T, 28t $5, £, WHEEAL7 71
flD Xy =2, 707 (M],T)),...,(M,,T,) fﬁb%&ﬁ%.

b5 i ITRNL, MAC-Vk(M],T]) = accept TH Y, M/ & {M, ..., M;}
ThiuF, A FFHEEATREOREKRCHRIEICHKII L7, vy,
T, {My,...,M;} &, (M, T)) %HERA 7 7 VBT 2 DAz, 27
KA T I NCESTEMTH S,

FEEIZIE, RAZZEDRW Ry —JIiT 38 7 2HTERS
I, BB L Ll B,

Ay —=Y8Ea—F MAC = (MAC-K, MAC-G, MAC-V) @, # A IZ
95, FEEATREOBK TORENE, 7 Ay 7= Advy(A)

WL - CiHiigns, 22T,

Advi(A) Y Pr(K & MACHKC : AMAC-Gk()MACVic(-) 3
55 A& A ATRE I D B T R 12 i 2h)

LERIND,

SIESEANESE AvEk—YEEa—F MAC= MMCKAMCQMAGW
D, FHRHEAATREIED R TOR R ZE 2 Z 8500 ) HIRIE, HEAT

Wil ¢, % 7 EA 7 7 VA~DEREE ¢, 215 W@Eéa(t/hﬁ

fr, dLIF7ay 7HhAL, HEEL 7 7 V~OE MBI ¢, 206 EM
DEZ o (B MHfz, LG ay ZHAL) TH s, FETHR ¢t 137

oy Zie L ARICEREI NS,

AVt g, 0., 0') < max {Advizic(A)}
EREFIND, 2L, BKMEIZESTRE ¢, ¥ THERA 7 7 V~DERM

M3 ¢, 2N HWOR S o, #EEA 7 7 VADEMIIEK ¢, 205 HH
DREE o DFXNTOM AILONTLES,

4.4.2 EEERATREN

M E R TREED R T A v 2 —YEEa — F MAC = (MAC-K, MAC-G, MAC-V)
ZWAHD ETDHHAD, FTHREA 7 7 M qlDA Yy —2 My, ..., M,
ZEML, 20 T,...,. T, 287325, £, WAL 77NV g
DXy 2=, §7DX7 (M],T}),...,(M,,T,) ZEH L7 5.
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B2 i L, MAC-Vi(M!,T!) = accept TH Y, (M, T)) & {(My,T1),...,(M;, T;)}
THIUZ, A IREERTREOBR TG R L7, &I, {(M,T)), ..., (M;, T))}
X, (M}, T)) #HERA 7 7 VICERT 3 DTS, & Z4EA 7 7 vicik-

BN EZDEZTH D,

EREWNICIE, Rl tohnwryvr—2, ¥ 7072 TERLS

B, PEICEIIL I EIck b, ZTBRESTHIURE, Ave—Y

HIRIZ R EDH->TH L,

Ay —YFBFEa— F MAC = (MAC-K, MAC-G, MAC-V) D, it AlZ
92, MEERTREEOER TORENER, 7 FAY T =2 Advi(A)

ko iz s, 22T,
L pr(K & MACK : AMACGK()MACV () P
SRS A ATREE O TR TG I )

Adviic(4)

LIEEIND,

SEEERNRSE vtk —YREa—F MAC = (MAC-K, MAC-G, MAC-V)
D, TEEEAREOER TCORREEE 2 2561k ) B, 559%
EAHREOY G EFARTH 5.,

s-u def s-u
AdeiC(tﬂ q,0, q,7 0/) - mjx {Adef{C’(A)}

EEFIND, 2L, RAEIZIATRE ¢, ¥ THERA T 7V A~DERM
% g, ZNSBEMDEX o, WEEA 7 7 V~DOEMFE ¢, Z 168
DEZ ¢ DTXRTOH AIZOWVWTE 3,

4.4.3 MAC-G BRENZILIVXLTHZBEEDOEREH

MAC-G DRIEN T N TY) AL DYy, 559G AN ATREME D R T D% 4
TE LB IEA P TRIED B COL I~ DERE LD, £/, TOD
Bt, YTHEBA 7 7VBHERA 7 VDb DIZk DS, Thbb,
& TR F 7S M, ZEML, T, 2 7%% 5, M@RA 7 7V IGEM
(M;, T;) ITHR LT3 accpet ZiR L, B (M;,T)) (7720 T] #T;) ITHf
L Tl reject ZIBT, L7732 T, ¢ & o DRI A=FZH 7T,
q Lo llINZEBOLONMNTH S, MAC-G DSIREV T ILTY
R LDy, 5t et &oamfsid A rTaetE & 2 XA, i fd
AHIEEYE (unforgeability) & V9.

MAELT, ZTHEBRATZINICT I RATELT VNI AL%EZ
B, AMACGKO 3, Xy k— MIATKL, ¥7 T = MACGx(M) %
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T THERA T 7V MAC-Gk(-) b Oz dH 6 b7, BRIEIGIIZT
). Thbb, HIHEMICNT2EZ2GH, XOEMZITI.

PEAATREEDEIR T X v — Y3k a— F MAC = (MAC-K, MAC-G, MAC-V)
ZWAH) ET DM ALY THRIRA T I NVICA Yy 2= My,...,M; 28
ML, 202 T,....T; 283735, ¥ 7HEA T 7 V~DEMD
R, A IRIES (M0, Ty 2075,

MAC-Vy(Mji1,Tj1) = accept TH Y, M & {My,,...,M;} THL
1, A BBERTREORERCHRIEICRYIL, Lwvw). {M,..., M}
W&, (Mjy, Tjy) 2T D000, & JERA 7 7 MISES T BRITH
5. HHEED reject SNTHGHTD, AIXI oIy THEERA T 7L
WE T, o afmEX AL TR, EL, (M, Tinm) &
& TR 7 7NN T 2 EME L THZ 5.

EREIZIX, R tohurye—icnd 28 7 %2HNTELDS
2E, BEIRI L2 etk B,

Ay —YAEa—F MAC = (MAC-K, MAC-G, MAC-V) @, it A IT
WY B, WEATRMEORERTOREML, 7 RNV T— Adviis(A)
WKLo CRHiig s, 22T,

AdviE (A) Y Pr(K & MACK : AMAC9K0) 3sys R TR E o FE0k CRE IR B)

LERIND.

SEEERNRSY A vk —YEEa— F MAC = (MAC-K, MAC-G, MAC-V)
D, FEATREOER TCOL 2N A2 2 2561080 HRIE, FETIE

Wl t, ¥ 7HA 7 7 V~DGREE g (M 28T, ZNOEMDOES o

(Ew FHfz, L7y 78, M ORIBET) TH D, Efrh
Mt ixg7ay s L RRICERI NS,

Adviic(t, g, 0) < max {AdviEC(A))
LERIND, LU, RAKEIZIATRN ¢, ¥ 7HERA 7 7V ~DENH
A% g, ZNOEMORS 0 DT RTDIL A IZOWTL 3,

4.4.4 LTEMANDZZEM

FEPUAZH K O DR ERBPFET 5. 20610 TIE, #
DO EHAZ TS,

31



4.5 KEEDEEN

GEVEDIIHEZZ 2 5 L CWEFE DR % IEHEICIRD 2 050385 5, 2
oW TE, 5t BEOFIHE—F, %5 KRS OFIH € —
F) & 3BHE (MAC LD E—F) THIZICHEZ 3,

B8 2EEHT R L 2Tk, WEEDRB I E LT

A BEEAYTHA R CEAFUCN LT, ZHUTHIRT 2155 X%
MBI ENTE D,

B KCEFHLY THAR CGREAZK SN LT, 20USHIGT 29X %
HBZENTES,

D_ODWN%EHEZ S, Z L TEEIMbN 2 HEMAP, ko
RINTELAAE—FOWHEDL S, IR (B) ORI IND &9 K
BHIIEZ R, £oT, W5 OLEDITE L 7 2 WEEH OREMHIE (A)
DAHZERNRE LT (BIOPF ) 2>, b L <1 (A)(B) M7 A3ARE 7
WEF 2 NRE LIt (BRGSO D57 LB ELoTH %,

4.6 FIFATTREREEDIRTE

AEHATRE L e L ETORSAHICII R E R EZNH 5, ZDEICH
TAHMERERD L ODHSNTETRIED, ZUNBTRTTIE AR,

9, WIHIEICBE T 25&am0sd 5. 2o TR COIEHNAEZ &M
BT, wEZIEL CERT20808H 5, LrL, ZRUCHEE X
NLEBERCEEE (D7 v DV 2y FZ2BHIET 2 A DAL E) %
REMICE SIS T 2 DI3% L DEAREETSH 3,

RICKEHZDOHIITH 5. % OWEICEIT 2iEHTREZ 2, H
DTHEBRL SIS T 2 EXDEREZ D T ERTER NI LI
oTw5, Lal, BEXOWE, H50ILHEE 1 X03H5 L9 %
WEBORSUITIE, KEHICOL R LESEZE LTI RS %
W, Bz, 5 %F 2y 7L HELTL £ 06, Fxv
7Y LDEREHOCTEL %ZGMA L DETENERINFH 1D 5
[V02]. Z4UTDWTIEdH & TS,

RBIC, WEEORS X EZIETE 38, X v —YBEAICRE
INTVE, LWIHIKTHS. HAEICE-oTIE, Avk—Y LWw)Hif
Db XM WHEA (FlZ X7 ey 7 §ihik E) THEBEMALTIK
WENFEET B0 Litky, £, Z0XH7%R, WEIAETH B
2, REHATTRETE © 7o ZREDS N B HI23F1 6 11T 5 [IMV02].
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4.7 FRAEET—RICHT ZHE

T2 FCifiam L 72 X9 AiEBH A BE L e 1, BFEMAENTERICE TV
bz B ICH CGAEICR o THEMNIEFTE S, LrLAS,
FEERICIEZ ) TROWEEDD 5. ZEMICBT 2EmonkIc,
TICAIS N T XEBEDFLE %\ { DN T 5,

[V02] Tli&, CBCE— FICNT2HEZ/RL T35, N5 L
LT, EBRAMZHNE LN T 4 V7 & ZNUT L B3WERMDL LD
POFHELCHEI N, COWERAEREZFIHT 2 2 & T, AKMH
BEIN2IETOEREHAELIENTES, CBCE— FIZWEICOHA
ffbnsaXzThbh, FTHEIK, FHE—FOHPMHND I L2iTk) L,
H D EDLEEMED BN S RN LGTH B,

[JMV02] Tl¥, CBC, IACBC, (2 L ToBH#LEDNA 7Y v Pl
GEM) IZR g 2 ICBE§ 2 B AR 2 /Rn L T 5, T 2 TIEBISHE
NTIEE Z I WIFEBRNBREZ 2 -ET 208, WRIIKETH S, fE
KM L, WBEDHEL WAy = E Ay —P A R Y —
Lz ETHLL 72 LTS SCORMID 7 vy 7 BVERINTwi, &
AWM, v VRV EE R, »RoT LSS
DI=DHIT, Ave—VrZERTZ2EFLTICHITLIIEIEE L, 20D
&I BBEZEDLE, BEX TR HO X B Ay —U X% 4R
THIENTES, LWLWIHIRETH 3,

72 DES IZR 3 2 B EE, 720 6 NICHE 0 2BERE I T % 55 1
LEZHEMWE L7, DES O =FHHE— FIcx$ 257535 5. Biham (X
[B96] T, £ DL HEMNME— FER LMK E > T nw I & 2R
LTw3, Zodb, Wagner 13X S ICHEOHIHZHE S Z Lick D,
Biham DYZL2TH A E L0 L ODDE— FIZ2O0TH DB E0H
% Lz iah L7 [Wos).

5 MWEKEISIHAE—F

COETIE, INEFTHSNTWLAIWEICETAHHE—FDY 5, £
WTENICHWSN TV D, itk &ECTHEHT 20E DD S
b D% P 3T 5.
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M1 M2 M3 M4 M5 Mé

S S S S

[Enc]| [Enc| [Enc|] [Enc| [Enc| | Enc]
c1 c2 c3 c4 cs ce
ci c2 c3 c4 cs ce
S S D

[Dec| [Dec| |[Dec| [Dec| |[Dec| | Dec]|
M1 M2 M3 M4 M5 M6

Xl 9: ECB €— Folgs{k L E5ko7ay 7K

5.1 ECB

TR DWE ECB(Electronic CodeBook, T 1#&) €— Fi&, V(R
30 DIERTH % &) 2o LT3z 725 fMHE—FTh %
[FIPS81]. FiklL, Xz nEy MEDO7my 7I273HL (2hZFhz M,
£93%), ZNEFMZIC 70y 7G5O SLEBOATIET 5, 20
Rz 6N ADBESX7ay 7 (C) L0, B3 zins 28
L7cbDTH 5,

C; = Encg(M;).

Z DR E — FICRAIHHED 2>, P EHDAD S REG LR S 1
%, EZ oMK TH 3.

Mi = DGCK(Ci).

ZeM ECBE—FIRIEUTNTD LI BREBH D70, % ORELSHE
THRVIRDFHTRETIE R, BAEWICE, PXBt—Lvuikl, o
XTI EREDIBTOORMET S L, BEXLH DB 3Y —v 2R
TS, —MEL T, MU0y =V IZFECEE 08—k
LCTHEENS LD, 552D LX) LIERSERT 3.

CORFZMIINEE LTI, X7y 73R L 25\ (A UAHIC 7%
S5V kY ICHEMzZ#ET D, PXEL Ty e EDERVT—F 2 H]
WRIEREREITONS, LELEDES, THNHDRES TaTIE R
Wied, TEHRVMBOFE—FZHIRETH 3.

WME FEUEtxnEy MIRLT, 7y 2is%2 tRECHETOAT
HO, WBHEHEIZ L,
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M1 M2 M3 M4 M5 Mé
|v—>$
|Enc| |Enc| |Enc| |Enc| |Enc| |Enc|
C1 c2 C3 C4 C5 C6
C1 c2 C3 C4 C5 Cé
| Decl | Decl |Dec| | Decl |Dec| | Decl
|v—>$
M1 M2 M3 M4 M5 Mé

Xl 10: CBC £— Folg=b 5o 7a v 7 X

IZ5—GE WEXE2EETIRELLEEICHELLIEY b T —
FEM 70y 7 nEy MOEERZRIZTRELD 5.

s> (R TN sIER 71 v 7 BALTH 2 Rk a6
ZERn0), HERFO X A = X LB ETH 5.

WHMBHRE S Esb e I L, B 2o s E
AR (Out-of-order) 3D 5. Thbb, 70y 7HAATT—FBAN
Bbofct LTh, 2O Az 5 Lk, &L LIFIC
EFUBICET I ENTE S, bE LA, HFARIE, FIEHPICR
U TR Z IFIE LW PSSR S 720,

Bt HSLiFIcy, s fLUE & AR ISIEITLIRME S O-0-0 DK
b5, HEARIZIE, Tay Z7iEs oS BIEE L .

5.2 CBC

TRDWE CBC(Cipher Block Chaining, 55X 71 v 7 #§) €— F
1%, PRI n DIEETH 5 & ) 23U LTz 177 ) FIHE—
FTh % [FIPS81]. Fiklk, FXEnbEy MEO7vy ZIZ3HEL (21
Fhe M; £3%), TREH, = M;aC;,Co =1V ZERLT=HE, Z
Nz 78ay J7iE5OESLBEBDO AT ET 5, ZDRZ SNt
FEX7ay 7 (C) Lk, B XEZno 2zl 725D TH 5.

qu = E?’LCK(AL- D Oi—l)-
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HEIEZ DWRIHTH 2.
Mi = D60K<CZ) S5 Ci—l'
ReM OBCE— FOZLLMWIE [BDJRIT] TiimI LT\ 5%, Z 2T,

PUR DD N T 72 S LA A2 W T O EIR TREF] Al RE % 2
HTdH s,

L. BWEH LEICHNERT IR EDOATH 5.
2. PR TN ICIRESI N D TH 5.

(a) BCEEFDIFHH S Z LDITE L WELEL
(b) fE4T & % nonce Z—E 70 v 75 (BIFHS{LET L V)

THELZLD
3. NETH 2 7ay 75505, HH 7 v ¥ LiEHE TV ED% 4
Wz Ho,

4. WEZ DB T D5 X OMERE, A v —YHITH 2.

£ 0, BEARMIZIL, Left-or-Right A AERAE (BBREICBIT 22RO O &
D) DBIRD 5\ DD DLEMED [BDJRIT] TRINTED:

1. Wi 7 ay Z7iE5% 5 v 4 LABEE FVICE XA 72880, CBC
E— FOEEWIEZ 6T\ 5, Left-or-Right 1281 2 HBDOE
FIISZE 2 ZHTEL L LT, 2oL ToATHZ SN,

AdVpo_, < (12/n? — p/n) - 27"

22T, WEBHEDOEN E L TRA ¢ RIOBEJCFCEM 217720\, 2
DPXRD G pE Yy P ET 5,

2. WD 7ay 752505 v 4 LABEE TV ICE X2 5460,
CBC &— FOZEWENL 2 o nTwa, BRI, #S v4
LEEBDNR G A= % (', ¢;) LT L, fEFREDqIIXNLT, ITh
Zffio>7: CBCE— FICOWTOLEND (t,q, 1;¢)-ERTHH I L
ZWITODER c BFET S, 22T

(t,py€) = (' = cp, g'n, 26 + (4 /n® — p/n) -277).
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WME EXEtxnEY MIIRNLT, 7ay 252 tRECHTOAT
b, WHEFHEIZ X,

I5—GIE W Xz2ERTasRl Lt ELZ1IEYy DT —
ZM 7Oy 7 n ¥y MCEEEZMETHEERH Y, XOo7ay 70
M1 €y P OHERICKIET 5,

HHIT NI oW TiE, ECB LMK, FELGAEZIRCTZNHE T
BLZwizd, WEEHAMO-ODA D= X LBHETH 5,

WHAMIBEER E B ki, o7 OWFIEH: D v, —TF, 8
FLTIE, 7uy 7S AEICEE T 2 IR TH B, Lol
B, EXTF—YEELT AN 7ey 7OBS X7 ay 7a
METHL I ERFERL 2T RS 7w,

7, ECBE—FIZE/NI LB TIEEHTER\WY, HIHETay
7 D3% & £ (Out-of-order) W B 5 UL D WRE 5 B703H 5. $ab
L, t 70y VRN TT =B ANEDL-7-E LT, ZDHF VX
252K, FELAETICESOMICET I ENTE, ZO5A,
BYIOTay 2Bkt —1 70y ZIZIEFRICESLETH 5.

772 L, PSSR DS AT RE 72 b & 4. ANSI X3.106 %° ISO
10116 TlX, CBCE—FZA v ¥ =) —=7FT252 L&D, HHEED
WHNEEZFf7cE 5 2 T EBMESTAZRR L TWwa, BAERRIE, it
V7% CBCE— FZ2WHERIZ IR 2B Ay —C A Y — A%
M2ttt Th s, ZOHE, FIHMES WA THES IR ST,
ZFNFYISIDD T v 5 LIGERT 2 0803 H 5

#@5 EoukpcB S 2Rl B g T v, B bBicix, 7
v 7 DSBS

CTS CTS(CipherText Stealing, 5 X Eits) € — Fid, RFC2040[RFC2040]
TREI N, CBCE— Flal) OmfAEl€— FThH 5. RFC TIENA

N AL DSRBULIE D ADSER I N T 528, Hiffiic—tTz 2 &Tn
Ey FUEDEEDOE Y PO A vy 2=k L CUBEAIRE L 2 5,
ZDE—FRIFLEAEDNENCBCE—FTHLDT, ZRWEIND
T RH#IE CBC £ — FICHEL 3%,

VT DO TR 3 S U G RS 72 5 %20 hs, KD
LI EZD L THEICHTA2ZEMIIRFRTETCVLE EEZ 5.
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M5 M6

Xl 11: CTS €— Folga{k L E 5tk 7u vy 7K

CBCtEWIHFILWHHE—FZ2E 2 5. kD CBC £— F2IEE1L
THHEIL, nEY FDONT 4 v I %2iTH>THh 6 CBCE— F 20
9%, CBCH LRI ZETHLEEZOND,

ZZTmxntEy FMREDCBCTE— FTORSERE (m—1) xn+
t(1<t<n)Evy FEDCTS E— FCOBSLOMEER, %BE, Tixb
5L CTSDIEH) DRI TH 5. =¥ 51E, CTS ICB T H{LHOKEED
REROIE, TRTHFFICNT 28EE L L THETES2»5THS. Lo
TCTSIZCBC LAREICHRITHE EEZ NS,

5.3 k-CFB

THRDBEE CFB(Cipher FeedBack, 55X 7 4 — F Ny 7)) £— N3,
NIAX=F kzfio7my 7ESHHE—FToH % [FIPSS1]. P XRD k
DIEBTH 5 &9 P LTS bzt ) fIHlE—FCThHh s 2 &
P, N FVRNOT =8 E, T—YHMNER TRy JREOEH TR
W) BREAIHes T, EEINIZHELV Y AY RE2HEZI D5
IR % FiHT 5,

EEY FOGEEDOA Y=Y M I, kEY MMEO 70y 71250EH L
T3 (ZENEFn%E M; £55). WIEIVIZ R OWIIRE Ry TH 5. &7
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M1 M2 M3 M4 M5 Mé
v
v
|Enc| |Enc| |Enc| |Enc| |Enc| |Enc|
C1 c2 C3 C4 C5 (015}
C1 c2 C3 C4 C5 C6
v | | | | |
v v v ¥ ¥ v
|Enc| |Enc| |Enc| |Enc| |Enc| |Enc|
M1 M2 M3 M4 M5 Mé

X 12: n-CFB ®— FolgE{k L E5ko 70y 7K

Oy 7 co7nay 70, F9HREE H, = Encg(R) 24K T 5 2 &
DOIRED, ZOHL ik Ey FOfl H, 72, X7y 2 M, Lk
WBAIT 2 2 ECEE X T Uy 2 O, =M, @ H, #1535, BHBICR%ZHE
T3, ReLfinkEy b7 L, 7 bOEE, 003 5Ty
EEy MZC ZMbiAte, XoT, k=nDEHIE, R =0, %%,

Ci = Mi@mek(ENCK(RZ‘_l))7
R, = ((RZ_1)<<]€)EDC¢

HEizZz D% TH 3.

Mi = GL‘EBmek(EnCK(Ri—l))v
R, = ((R171)<<k?)@01

Z2M CFBE— FoLeMico>nTiE [AGPSO2]’C§JFﬁJﬁLﬂ) z
bfuv/x&mwﬁﬁ%f%§& m&mﬂgm T%KE%®N
B ERZRDTVS, k< ndDEAICIE, B22REOHNETLY A
&@f‘ﬁﬂi#ﬁi@&w. INHLHEEL 72 ETOFITH 5.
7 v LB M- 755113, WEFONRI

€Crn- o <dqlg—1)2" o

L5, 22Tt RBEEEOFRRR], ¢ 38EE OH MR,
FABEBDOANE, Lo v AEBORNIETH 3.

512, BT v ¥ LB E M 5 72 k-CFB € — FIZOW T %D
PR SIS0 TE D, €y PAST-LEY MHHD (¢, ¢ €)- %4
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Bl v & LB 2 o ey, CFBE—F3 (t,q, pu6)-ZETH 5.
2T

(ta q, L, 6) = (t, —qX tCFB - tconstv q,7 q,La 26/ + Q<q - 1)2_1_17

THY, tepp 1F7 VT LEBOTEN L ZR\WAICCFBE—F1 70y
7 MR AL 7 LB T b B

727U, RS kAN ZWGEICE, OIEICHEET 2 08NS 5. H
ZAE, 00 (B LR 1IE D) 2HHME IV =0
IV =1"D1—-CFBTISLL =854, FREoo#Ic L TIidNEL
PAIDEFHBE T B hbith i oRZeEICHENEL 52 &
&7 % [W02b].

B CFBE—FIZ, 39 A —F DMEIIG U TUBSENZNL, HBE
EoTiE, fhoE—F XD MumICIERIRN E 42 5,

HARMWIZIE mkEY PDORX vy 2=V 25{LT 5701 mElO 7y
IS OMNE L 20EET S, E=nDE4, ECB% CBC &[HU R
DEFRETH 505, ZNDNDHE, FIn/kEONHERE %S,

IS—EIE 1Y FOBESXIcBIIA2ZS—I1ckD, FTEYDEL
Yy FORIEPEI S, I6ICHYI T —DPLYAZIZELIRD, FL
FIEBTERODT, ZORIZE T =28 EHT 2 MRESH 2. 21
FE, [n/k) 70y 74y, L7 =052 3R H %,

WHNIBMEGRE CBCE— N EFER, BESLIIEGTITABESED 7, 8
FETIE, M7y 707wy JESABEESRIERO 7 e v 7S
PICEEREL v, Ko TR B3OS, 794 = v 7' EXFI e :
3H3, LarL, M7y 72 0UBT5-0120%, 470y 7 DU
DOEEFX 7y VBB THL2DT, {FL2D7ay IiFLyY T2
NEZNY 77V T TERNZRALDBRETHE, N6y 771
EAIZTNTWAEITTHLDT, (WHEIGL RW) Ny 7 723k
T2 L THHHNETH .

¥ 7 CBC €— F &Kk, BRI IFTBEDS AT Rg 22 & & 5 .
ANSI X3.106 % ISO 10116 Ti¥, CFBZA4 v ¥ =) —79 3 Z LIl k
D, HAIHEOWHNELZFLE 2 LR TE LIRS A2 TWw3,
BARMIZIZ, 377 CFB €— F2WHIERLZRIIL 2o X v —
ANV —LBNHT 2EETH B, DG, DIHIES WIS T A
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M1 M2 M3 M4 M5 Mé
v
|Enc| ’l_Er:cl ’l_Er:cl ’l_E:wl ’l_Ezcl ’l_E:lcl
v v v v v
C1 c2 C3 C4 C5 C6
C1 c2 C3 C4 C5 C6
v
|Enc| ’l_Er:cl ’l_Er:cl ’l_E;cl ’l_Ezcl ’l_Er:cl
v v v v v
M1 M2 M3 M4 M5 Mé

Xl 13: OFB ®— FOlgELEEFko 7a v 7 X

BEE¥RIERST, ZNEFNDBEETHE7-0I121F, 7V LhrdH b0
WEHITEIRINZ W E D % nonce ITT 208 03H 5 |

B2t CFBE—FTW, 7Tuv 2SS bBEzfHL v, Lo
T, CFBIE1L, CFB#ESILOM T DORER 2T 256121, ZD3HE
#Eaz2 M, CBC®ECBICHIEEL T Z EBHHfFTE 3,

BCREEAYE CFBoOAEZRME LT, HEAEME RS2, chii7ay
WAL TOTF — Y DRERFEAICOVTIE, HEAMREOLST—Tay 7y
ZOETORPSY, ZOKICIE, ESUHENEETLIHDOTH S,

ZOBEREIX CBCIZH —IBH TIED B Z EIZTE S (2 LAWY 7 v
FOBERBTay VSO T ay 7)) D, HIERWKE W o Z oD
BEMIHERTHE I EZHEH R\,

CFBO&%e, 7uy 7 RZERICRET A I LNTEL D, HlZIF
NA MR, WG Rf TR E Yy MO RIS T — 7 R A L
EICHRET AN H L. L, BET LI, By FHEMPNA
FH R EE T =R TOACEME T UET 212, 20
BAMPRKEL 25,

INERIL7=DH, OCFBE—FTH3. #fllZ OCFB €— F&IH,

54 OFB

THRDOBE OFB(Output FeedBack, i1 7 4 —FXv 7)) €= FiZ, ¥
WIE D AUARAT LB RN HFAELE 2 AR L 72 08 6 W 5L 2 1770 ) Jiik
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Thh, EEOE Y FEDOVEXENMTE 2 [FIPSS1]. 73, FX%n
Ey Mgo7ay 78l (Z2nZFnz M, E55) L ?%@mﬁ@%“
I 7 ey 7 & LT, @%@Jwﬁﬁ%v/z&wwﬁmﬂbbi
5. H #7uay 75 AL, B WUBORRE%E H, £ 32 (T4
HDERD 70y 7DNEL T AZDIEICH %% %), THX YIS 7 1y
7 Ci=M;® H; RT3,

Hi = EnCK(Hﬁ',l),

Z DR T — FITIRAED 2, P EHED AD 6 BT CHER S 1
5. T2 DB TH 5.

Hi = EncK(Hi_l),

T2 OFBE—FICBHT 2 EbA L LAIFHMREL SIS T v
v, LaL, 7uy 2iEshihekzzo s ASNIRT 2 &L THER
D7y 7WESPHENTH 28546, Rtk 2 EPAIs N
Tw3, ZORHOPTIZELEEOFEGHA ) —L L L CHHTE 3
720, FMWEEEPHFTE .

EFE OFB 2 ECB % CBC & [FZE o shXcliE =1, Ha{L 217
KA EMTES,

IS—EE K5 XcB8I21EEy o7 =13, METEFEXEY b
DIxHrZf 9. Lo L, 2O 7 —(5f7% OB IX v,

7272 L, FFUc oW T (ECB L HEk, 78y 7 KA OFBIT
TR D) MEDZ <, FFN»K I 2 & 9 25E1iE, MEHERE
DX A ZZALBLETH B,

WFNIBEGRE  KiEk, AL E b, WX E -7 2w

LL, 47 ==X 2B HE 70 38 FH 51D &
41, ANSI X3.106 ° ISO 10116 7 & Tt I 41T\ %, BRIz, h
3772 OFB £ — F2WAERZ TR L 25 XA v — 2 b Y — L& 4L
H3233b0Th3, :@@n,@%@%Iﬂﬁﬁ%Hm%ﬁmuﬁeﬁ
ZFNFNDBEETHHT-DITIX, TV LnHH0ITHELSIGERIN
72\ X 9 % nonce | ‘?‘%M\E?ﬁ b5,
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M1 M2 M3 M4 M5 Mé
v 1 L1 L1 L1 L1
AR I T A T B T B S
|Enc| |Enc| |Enc| |Enc| |Enc| |Enc|
C1 c2 C3 C4 C5 C6
C1 c2 C3 C4 C5 C6
V 1 —+1 —+1 —+1 —+1
F AN R N R N N NN B NN
|Enc| |Enc| |Enc| |Enc| |Enc| |Enc|
M1 M2 M3 M4 M5 Mé

Xl 14: CTR &— Folgsib tE5{bo 7nm v 71X

51t OFBE®—FTI&, 7uvyZiEsoEa{bBsEHHL v, ko
T, OFBIg=1t, OFBE LD /j OEERE % 92T 254021, Z DK
Hax bk, CBC® ECBICHEL TEEWI L 2fFT& %,

k-OFB FIPS-81 7z & € — FoiZi#e(clx, OFBE—F%2 k7
0y ZHATIT ) 2 EbEMEINTwiz, Zhud, k-CFB LFHER, n
Ey RN THRWT =9 2RI GHENDHEHZEZEZ LD THo7%, L
L, k<not, ZEEOBED»ORELMEND S Z L2,
OFBldk=nt L THVERE Lok, koTIodwiLikizS®iM
DNBHERXRETR\D,
REMEOBRSITIETEYH S, HF—I121E, Lo GEiETH 5,
FIHHEIC n EY FD 0 %252 T1-OFB 2% 77 3 EFEBO#ICE T
01X2 D f5e < SRV S, PHfEIcn €y ME1 %252 T1-OFB %
FAT9 5 ERPEROHICE T 1IEH D < RV 1 Z 45 [W02b).
o, BORENEDBRKELT, k<nDBHAITIE, WHLPAYDH
BB 2 REEcE R 2D, BB TR OS2/ 7
Oy JREL R EBEITFOND,

5.5 CTR

TROBE CTR(A 7 v %) T— FiX, FHIED AIHE LBR NI 5
DEBZ B L S5 L2759 HETH Y, FEOE Y FRDOY
XZ2HPTE % [DHT9, LRW00]. %7, FX2ZnEy MEO7T Y 7IC
gl (ZnZEng M; £92%) L, REOREDET M7y 7L L
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TS, BBE SV ENIL P AYORIIE R, £ %, R, Z 70y 7iE
FATEL, B LU OMEAY H 3%, Xk hEsX7Tay
Ci=MaH ZERTE. Xo7ay 7TlE, WEBL T AT RZ#BEH
YU ELTIEADHIT S,

OZ' = Ml@EncK(Rl),
Riyv = R+ 1

Hefbiz Zz oWii%ch 3.

]\4@ == CZ D ETLCK(RZ‘),
Ri+1 == Rz + 1

Z ZCBHIAME &1, FPRZER SRR IETH 5. CTR VL2 %
WHRE—FTH 570, H—DEHPHAWSN TV AHITEICR RS T
Oy VS AN S5 25068035 5,

CTR E&— FTlx, WNIIREEDOEHB AT v ¥ TH D780, AT LHE
W e, Aoy OEFHPBDBEREZAS I ENTE2580H 5,
ZDkI)REREMH oS, I EFLHREEZERLT, (AHL#EDD
&) BBDWV L Rl a b Tt&E5 L9127 5,

BRI, 0EDDA vy =Y R332 70y 7K TERI NGV
AT ALTIE, FMEY F2A7YEIERTEL TV —7LTEE,
O Fhin -5y b2 Xve— 1D E L CHEEREFEZEHOAL, &
ITHIEILKD, RR2PEHDR v =P LRI TE B!,

ZeM CTR ®— FOZEMIC 2w T [BDIJRIT] TilmE T3
i%@iﬁf@(%—F@%%ﬁCTth<XORT%ébLI%%m#
ABOLE L, Ay yDLGE LD “HEIZOWTHE LT3,

Wi, PREDSELE DS G, 7 v 5 AR o 72 2 ¥ — L o4k
IZDOWT, WEEDOHEIZ

Advy; < (g —1)/(L -2,

Eb., ZITHIRKREBHEDOFIEKINE, ¢ 1 ZBEZOEMEE, 1137~
FLAEBDOANE, L35 v LEBOBNIETH 3.

X5, Bl v ¥ LS RS 72, BIREDNELE O CTR € — Fig»o
WCOEEEDOFEEREbFARSNTED, [EY PAS-LEY D

gz 2n SIS L T L 9 &, HOBERNSIFRT 27-0ZeLidvik
v,
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(', ¢ )- BRI HFL T v & LB Z - 7254, SLBGAHMMED CTR € —
Fid(t,q ue)-%Z2ThHsb, ZIT

(b€ = (' = - B+ L), d'L.2¢ + nlg = /(L -2),

Th 5.

¥, WY EYHEICLZCTRE—FZ2 7 vy aBEE T L E
Vo L XITHWREA, Advg=08%%, CITHREEDRIXA—FL
LT, ARERRESRA L, ERRESRKA g, BRESRA 1 < L2 D8
BEEZLD,

ZLTC, By vy RS 72, BRENSE AT 7D CTR E—F
IOWTIE, [EY PAJ-LEY VD (¢, ;)L EPT7 v 5 L
BBz i 7250, (tque)-ZRThHsb, 2T

(@Mm):(ﬂ_c.%a+4»Jmm¢Lmegax
Th 5.

#E CTR X ECB* CBC € — F L IZIFFAREICIRN TS 2.

IZ—ElE W5 XcE8I21EYy Fox 7=k, WET2FXLEY b
DIMERZR T, L L, ZNMEDO LT — {5/ EOFEIX L\,

7272 L, FFcoOw T (ECB L HEk, 70y 7 BHAOFYIT
NTHVIRD) MEL % <, FTN T % X 9 2EAI1E, &N
DA D =X LDPBETH 3.

WHNEBE G E WS ES s I TP EDYEBIRETH 5. L
L, ZORDHITE, WL TWwE 7ay 7223 (b LIS X) @
fil7 vy 7HTH 20 L I [EHREWILRDIH > T L 0503H 5. fE-
T, AT IRV T BREDEIBAAZALT, Ave— (LI
550 2RI 70y 79 S MBI IERE & X% S e,
Ftgic, 72y 7HOT =% Th 20 briud, WHRIETA R
(Out-of-order) EH R TE 5., Thbb, 7ay 7RI TTF—F AN
Bbolt LY, 2O Z 2T 562 L, FHELLETIC
HSWNIIET Z LTE S, bbAA, HSHEE, FEET L
U TR Z T IE L WIFESUTIFR S 7200,

8 CTRE—FTIX, 7nv7iEsoESLEEEFHL 2w, ko
T, CTRIE S, CTRESILDOM T ORHE % ST 254121, 2D
Hazx M, CBC® ECBIZHEL T EBMHEFTE 5,
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Enc Enc Enc Enc
\ \ \ ) 4
Q1 Q2 Q3 Q4
R1 R2 R3 R4
) 4 4 \ \
Enc Enc Enc Enc
\ \ \ \
Q1 Q2 Q3 Q4
C1 c2 C3 C4

X 15: 2DEM € — Folsz{t ko 7ma v 7K

5.6 2DEM

EHROBME - D 2DEM(2D Encryption Mode, —~XJCK5€—F) O H
X, ECB OZ£MoiE&, CBC OB DKRI 2 wiRT 5 2 & %
HIVIZ, FINA b7 =8 % Ry TR L, W5 bl %1179
ZEERFB LB DTH S [BAOL.

BARRICIZ, Xve—C%2FFTECBTUBIL -6 D%, N4 AT
Ay —=)=7F% Z5LTCCTERL70y 7H%HEECB TR,
ZOMREHELA V=) =7 L THEEX 70y 25ET2HDTH 5.

5.7 ABC

TERDWE ABC(Accumulated Block Chaining, 55 7 2 v 7 #i#H) 14,
L7 — oDt T < &) B SHHE—F & L TAESHHE—F
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C1 Cc2 C3 Cc4 C5 Cé
V2
Dec | Dec | Dec | Dec | Dec | Dec |
V1 Dad Dad Dpd D P N . NN
A A y A y A
M1 M2 M3 M4 M5 Mé

Xl 16: ABC €— FolaibtE5bo 7n v 7K

ICREZI N [KO0). L2 L, REFWBEOHWOATH Y, LilMHEH
S N R R D & B LI IZEHCBIE L Twivn, B ofinz X
16 1278 L TH < 255 2 BiH I3 BI85 5,

5.8 IGE

IGE(Infinite Garble Extension, fEFREILR) 1%, &b & CBC LH
LAl QIR SInzMHE—FTh 5 [CT8]. AES OFIHE—F
T, ZOE—FICNT MBI RINR v 2 — P FRRICA L TL
ATHGI EDRIN TS [GDOO).

el L HBLDOWUE 7 0 —FE L TH 2 (D F VWA ZzNZEN LT
RFR) TH B DIE, BALPDFEEDHERDH 500H Ltz whs,
Rz, BT T vy 7B OESBEESIBELE LD, 29 TR
CFB, OFB, CTR 7% EW3 & D ARINTH 2 nJREEDSE -, 2Tl
AU EE RRAY ST/

5.9 BCRERFMAT—R

CFB € — FIZ FIPSS1 IZ#B#E I 11, RL#Ebgiir &7z, L,
CFB ®— F2RHi & T 2 HO IR ICIE 2 DBadid o7, B
N BT —=FHAL, FIZIE1EY bR 1A MR EToOHARBZ
179 72 0I121%, 2N T OUBAR O K ZIE) 2L TH 5, PIZIE,
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M1 M2 M3 M4 M5 Mé

Note: Enc’ (Dec’) are the respective block-cipher function keyed by
another key, K'.

Xl 17: IGE €— FolE5{b L E S b 7a vy 7 X

AESTI-CFB%Z3FEITLTL £ 9 &, CBCE—FD 128 5 DB
ks, LrLEYy MO HCHHDSRE 2 — O BERIHE— F
ThoT.

L2 L, o RWHCHICEE T 2 —#HoMsSe iR d b, EHEL
SNBICES>TVRREVHLDOD, HMNICEELDLDTHSDTI ZITHH
DR

Maurer X HEIICEIT 28 L w7 7a—F £ L TZoikat ik L fig
Wik Z2FHL L 72 [MO1]. 2 DFED 6N T, Jung, Ruland /& [JRI9)
WCTHMDOFEZREL T3, X512, Alkassar, Geraldy, Pfitzmann,
Sadeghi b [Alfk7aFiEEREL T2 [AGPS02]. REFEOFICHET
280 Clk, HINE L TEEOACHIAEEEZ B L 22036 3 Z D LH
W, BEEICIZ 70y G OO LRI 72 5 X ECBIZER T %
LDTH 5,

BARINZIE, k-CFBZBRET 2 HATHET 2 Lo DRT v, 7ay
IR CNETET TV R EZAZNYy 77 LTEILES T L
X DRI ZIT R oTWD, Ny 7 7 BRICRIUIEE 7 v 7k
UBRZ2 AT 75 0 L WELES %2 RIE T 5

SHIFAARED 72D 7 A T 7 L LT, B30y —v2EHL, FF
EDNRY =B BLLI-E 2 AT, eiboNy 7 70EEEZLEL T, 7
0y 7S 2N, Ny 772779275,

IS HDOTPAF 7RG Z LIk D, FPREES XY — v T
b 7-OHCEMBEETE, 2D, ¥ —r¥ A4 X2 WYNHESR
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Specified nonce

Enc

0—P 1 —>4

»
AN

A\

2—P 3—0 4—>4

»l
3

5—

»D
A7

L
Fany
Vai
W

D »L
P

A%

|Enc| |Enc| |Enc| |Enc| |Enc| |Enc|

M1 —>D M2 — M3 —D M4 —>D M5 —>D Mé

C1 Cc2 C3 C4 C5 Cé

X 18: F8 & — F O ={LALELD 7 1 v 7 X

CETRNY 770 TCHEBEZHS T LENTE S,

LARVEICBET 25403 MI1] THiThbITW» 528, BiffEmI s
AEH A RE R M E DB 5 1%, [AGPS02] ICFEHE S 11T 2 2 DEH
MWSEI 5, HEMWIBET A RMIZSDEZARDP > TR,

Fr, WHEBOBE» S DMITIZII FIE LML THINTED
[HOla, HO1b, HO3a, JKRWO1, AGPS02], #ffH& LT, HHick D CFB
EDHOU &) ICHBENLUHE 2> TW0 3,

5.10 F8@ 3GPP

3GPP T, 7uav 7G5 KASUMI OFHE—F & LT 2DHH
E—FF8LFIZEXKL T3 [3GPPal. ZNZFN, MWHE, Xvie—Y
HERCBET 2 HHE— FTH 5. KASUMI Di%ald &, I DiEEE{lg,
3GPP TOMMAZHME L TED, EAL MIRKDER X B D51k
L Tw3, fit->7T, IWHHEHNICIZH 2RXSWEE L ERFEH I N, &
FRHMIREL 2N Cch 3 2 L2 FRL TEL.

F8 (3 (fERRTREFE S 17z) “nonce” AN EHDPSHR T Y — L ZLHT
2HETHD. BELIZZOBA Y =406 R MY — LS R
I, WAV =204, BT FE—FIZCBCE— RZHlAaALYE
72EHRbDThH S, BARWIZK, AN =L T7ay 7 2ERT D7
DITIX, 7 vy 75 A “nonce” i, A7 ¥l ZLCHi7ay 27
DA B — 2EEE 2 PHU G L 72 b D Th 5.

CHZOWTRLZEMDORMER IZRVEIICRA S, £, WBER
b ECBRETH D, 151013 CFB 74 &£ & [HIER, KASUMI DlEE{LES
B2V CUMMBHRETH B, 7L, WMHIERERES 2 ik & 7o T
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CBC-MAC

| c |

X 19: CCM &— FolisktE5to7nm v 7K

W5 (D, THEFMERWIEEZITTHW S S &) Bl CREICIE &
57\0),

6 RLRESICEYSFIAE—F

CDETIE, INFTRESINTELZINE S ICEI2fHE—FD
)L, BEHEIGEIR A A TRE) 2 U CEHMliE M B ) b, RRICK
2D RIFED R OD > TR VLD DIZDOWTREBEICHENT 5.

22T, TREIC T b - IR S DRI € — Pk 5 _XTLattt
R H %) E VI ERTIE R W EITHERET 3.

6.1 CCM

EERDBIE  CCM(Counter with CBC-MAC, A7 >~ % & CBC-MAC)[WHF02]
Ay t—2, ROFIFET—2 I LT, CBC-MAC IZX % MAC %4
BL, MACULBCHERI N T Xy =%, CTR €— F TS
5%, REWREHBITIEX, CTR & CBC-MAC DflAGbE 2R L7
bDTH 5. CTR, CBC-MAC OMifFIZH UME#E%Z AT\ 5 O THE
Dy b7y 7 1HTH B,

E A MAC A2 1E, W DDl R ST 4 v 7 )ik I 1T
B, Z2O0—HIcEIHERPEGEENS.
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T2 CTR ZHEOBIN D & ZeMFEH I NI\ 508, KEED
BE123, CTR CHES L L TS N aig5 b4 7 7 v & DfFICREI N T
WA ZENEETH S, CCM TliE, FUKFESLA F 70T b S e
DEL D70, WEZFIRONLIERBEL L. X>THERD CTR £ —
F DL IZ CCM DM L IZBIRAR VW EEZEZ BZRETH B,

CCM 2D W T DZEMEFHT IE Jonsson 12 & D [J02] THA LTV 3,
2T, Ave—IEE, MED DIl o wTORSEDERISG A
LNTW 5,

Ay — YRGBT 2 2R T, RN EREDOEEE
HOTED, ARIEBEEOLERIMRLE LTws, WEEDORIIE L
T, 1L.B5tA 7 7 v ~Digs bk (HENE LR ug), 2. &EGYT (8
A T 7 NABET LR IS, Z O SSCOIAN IR OHIE, HE
FBR g, BRI EBR gp) O O 0FFR[ ST 5,

Tay o 7Tuy vEEn, YI7ERtETRE, Tuy IS E
FERLT v & LB CE S Z 1 G5O REHZ DS IE

AdvERY =€ 4+ qp - 27 + (up + pp)* - 27771,

Y B, TIT, F, LT v ABIBUCBI T 2 LD T X —F T
H5, HMEEEEEDZDMD AT A= EOHBEBLOINTES
T, PEeiitidth 5.

F 7z, MEICBI L TEloERZ HW w5, ZDOEFIE Real-or-Random
ICHERLT 228, BB S, TIEEL, BEZ0b0EA T 7 IVIFK
BEHIGRT, L, FEOERELELEDT, Real-or-Random & [A U
TH2, WEHIESA 7 7 VOBRBHAHTEETHD, I OBAEHL
7 v LR Mo e A X — MK G ORI

Advg(IJM =+ (ug)?-27"7,
Eh 5,

% CCMIZECB® CBCE—FO D70y ZEESHENE L 2177%
)70, WHED ECB O Z1UlbR TR 265 TH 5.

7277 L, FHMWIZCTR £—F & CBC-MAC ofla¥Thh, 7—%
YA XS QIR A D A 'Y YA RIH L T) KEOLEAITIEERD
METHL, HZIE, AN =SV TF—=FLhE~DMIzIX, CCM &
LT, WETHEOH 3 CTR OALFE L CBC-MAC OB, [l /5% 55 H.IC
9 k) hRBEE2fTnbrwve, WHEEANREE LS, 054, h
W7 — % DR DD 5EDPDREL P A Y A4 ZDOBINNE Z &
ns.



Z DM DRR E SN ZFHEDPEAMCEH & L TAINTW 5, ROK
am D2 ZIHE 720,

WFNBERE 3, CCMAEF O CTRAE E, CBC-MAC L IX
WHTLBESTIRECH 5. HE-> CTEY) 298I X D 2 W £ Tl fiHiic
ERTZ5%, LaL, CBC-MAC IZIZWFIEEERED e\ 728, Z DL
EoWFHNIEIZ CTR OAICTHEBARE L 72 5.,
ZIUFEALAIRIZOWT ORI Z EANWZ B,

B85t CCME—FTIZ, 7uay2iE50ESVEEZFIHL 2w, ko
T, CCM 551k, CCM = b 5 DkeE % F23E 3 2 854510218, 2D
Fa 2 M, CBCRECBICHEIL TRWZ L 3lifETE 5.,

B CCMIZIEEE 802.11 OEHER 77 b L, W ({ DD FERENME S
N& LTHAIN TV 2% D D 5 [WHR02] ZDE— FORMAICEIT %
R %20 L 72 3FE D Rogaway, Wagner 512 & D A S 11T % [RWO03].
FICHRICBET 2 ax P ELRMEICBET 2 a X FTh B0, Latk
12 L5E[J02] DFERZEBET 2 HDTIE% L, CCM D NIST NDHREX
FH [WHF02] I2 81} 2 L2t FRICEML %, o) ERbnsE
B O0H 5, L) FHEICHESTY S, BlK (2003 4F 11 HBIfE),
CCM TR L T2 BT 2B E 5 213 FE > T,

[RWO03] CHEf 3 2 20RICBI ¥ 2 ERIERD 3 FHTH %,

1. Ay 94y 7NTY XA TRD,
2. 7— FEARBTNLHMERD 3.
3. [E~y FIERICH L COHRMEHERATE 20,

ZDfth, (LERBEMETH S 2 L, ¥ 7R (WERAICET 2%l
V) DFTMRMED 6 Z ) B EEENDBE B EPTRIN TS,

NS ZIER L 72 [RW03] TiX, CCM OfREL LT, EAX DFH % i
ZLTWw3,

6.2 CWC

TERDWIE CWC(Carter Wegman with Counter) € — FiZ, CTR €—
F o=t &, Universal hash (NN v & 2) 12 k5 MAC Ak & 2 F
L 723Gk 5 /7T dh 5 [KVWO3).
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BAKIIZIX, A v =212/ L TCTR €— FCT—ERE X2 EmRL,
Z DEFE 30T LT (b v w7 — % D AH1 %2 L T)MAC %
DNFBENIHIBDTH B,

MAC 4% (%, Universal hash & W) WE%Z b ORkAZ 8T A=%D
ED) Ny v a R Mo TS XD Ny v 2 ix EK L, I6iIcink
T2 (7272 L, HOEBTIE%R {, R TER I NG5S
ETRD SN B, WEFITIIFIFE TE R \WE) T A7 LTS SR
TH5HDTH 5.

AL NIST DFE L T % AES fJHE— FNREI N FIHE—
FTdh 2 [KVWO03).

ZEeM REOETIE, 1288y b 70y 75 ICIRE U 7243
2i7hoT\w3,

Ay —=URICOWTIE, NETHWS 7ay 752 E7 %
LBIBICE S 7 (2SN T A EZEOG2 € LEEL IR,
MAC iz HIV & L 2 BEBEFE ORI T L 9 12k 5,

Advgive < €+ (par + pa) /2" + 27120 4 27,

22T, par, pa BENFN, Ave—2, IEROESD ERTH Y,
t1ZY TRICHYT 37 LY RLDERMEDIT A= D—DThH 3,

7, WETHVw2 7uy JIESZ2HEM7 v ¥ AE L L 85120,
BHRBEP K q—1, 77 V~OEHME R THH L E, HEE
T ) WBEDOHFIILLTD X HIC% 3,

Adviih, < € + (/128 4+ 3¢ + 1)2/2'%° 4 (s + pa) /2138 +271% 4 27¢,
MEICOWTE, BB E DB TE S /TERVE VI EET
sk LTV %, BEYRAYREHT T, WERTHV 2 71y 752 HHE 5 v
S ABIBICE ZHAZ 7 (Z U T 2 B FHORRZ ¢ LER L IR,
i S LA E DO 2 BEEORAGFIRA T £ 912k 5,
Advinh, < ¢

Fi, WESTHWV2 70y 7G5 25T v ¥ AiEHRE L2581, B
MRS KR -1, 77 V~DERIEBERR ) Th s L E, WEZET
%)W EEDHREIAN T DX )% D,

Advinet, < € 4 (u/128 + 3¢ + 1)2 /2%



ME  ZoHNAE— FIZFPROHIESPPHEETH 25, WEE CTR €—
F DI L Universal hash DFHE.OM T BIKHTH 528, BEFENB 70 v
JIEFIZ X TR WD DD Z MDA L 22 2720, WS %7
7 v k74— LI 2 E RS 12 X D universal hash DFHE
DIRPREL LT HEEZ NS,

Yz Eb INFTCORAE— FIZIFE L (EBRICKFEL 7)) 5H
MREHE D 5 720, FEIIIERPDELLAENH 5.

WHMIBHEE & Universal hash DI CTR € — FOfEFRZ2 W 5 72
&, WEIZFIELTLE I & INs DWHIEEL 0 & 9 758 E1Cm 5
WD H B, Lo Lh3s, CTR E— FOUBDRED 7 — & 23 MAC
DERYIDOMEIZ T 515 DTk VLoT, (LEkED S Bz 1+t
A LU, CTR & universal hash & O DU Z L HAIZEET 2 X 9
R FEEDARETH B

CTR HE I XWFILBETEETdH %7, universal hash OMFFILLERIZ 1,
BT Z WA TR ) DD LRBPNETH 5, ZD7-d DI
LTHBD, MOy 7BINs DX SMFINI%Z KB T %
WX D BTG CE DN ETH 5.

B8t CCME—FTIE, 70y 7BE50E MBI ERHL v, ko
T, CCMIigEMl, CCME LD DIREZ HET 25561213 (bE A
Ay BT D 2 X P PP ICHEZDY), CBC S ECB IR L Tl
Z LR TE .

6.3 EAX

TERDEE EAX(A Conventional Authenticated-Encryption Mode) (%,
CTR €— I &£ OMAC[IK03a] Z#l &G b1 72 fIH€— FTdb %5 [BRWO3].
BéE & LT, AJNELTA Yy —, nonce, ~v ¥ TEHRPH D, W5
b33 Lickh, Ave—CoHRPREINS Z LRI N,
DAy =t~y FIERORIEME AR TR bi 5,

BARRZRQBLE LT, DITO L) 2B E 5, X v+ —1F, nonce
226 BRI N7 nonce N ZFfHE & LT CTR € — FiZ X D ig51k
T5, ZOMREBITLET S, ZLTN, BTXDMAC, ~v FE#H
D MAC ZHHbim B L, ZOfRZ Y 7ETHHDTH 5.,



A,
-
g\ﬂ— CTRy OMAC

.
S kX

X 20: EAX €— FOS LU Z/RT 7 r vy 7K

R AL TH B L INTVED, ZOIHIc >V TIEE
LRI TRy, SEWFERAINSG PETH 5.

E PRI Ny YO L BET 3 X v — g O
COEIVEL L, WETEAYE—E5Ic0 LTl ECB O - fz a8
THHD, ~yFIZOWTIZECB & [ASEDOUMHHEETH 5,

WHINEBHERE b MAC R E, WHOKRE L 22 255033
B2, WHBTES /TERVEW ) EBRHTRIAPXETIEH VW E
WIZR S, TIZREBEMLNSIHAT S,

Ny FER OB A & (XIFIFHSLTH D, T 2 IFUI D EfEL TR
FEICBA B LW TE S,

Ay —=IZO0nTiE, CTR & OMAC 2SESNCHiA TV S 7280, %
NESGTRIEFAHIIZTELR VLI ICRZ S, LaLE2S, CTR AL
L2651 THh D5 SRR S iU OMAC AR IZFAMRTE 5D T%
YoENE D o TIRFILETEETH 5.

7, XAvk—=—YEIRVLEAICIE, CTR & OMAC % FEERHCEH T
WERH DO, ZDODFERITITTELE LRPBETH 5.



R+1 R+2 R+3

K0| Enc |K0| Enc |K0| Encl

Wi1 W2 W3
all possible xor-combinations of {W1, W2, W3}.

and generate(S0, S1, S2, S3, ... S5)

R M1 M2 M3 M4 M5 M

K1| Enc | 1| Enc | 1| Enc | Ll Enc | #1| Enc | Ll Enc | 1| Enc |
st so—+d s3+d si—+d S5 SO
Co C1 Cc2 Cé C4 Cé Cé

X 21: IACBC € — FOES{LOUEZRT 70y 7 X

R R M1 M2 M3 M4 M5 LM+ 20

b
K0| EIclml Encl 0|Enc| Ol Encl 0|Enc| 0| Encl 0|Enc| 0|Enc|

™
[N

Z0
1R—B 2R—E 3R—>E 4R—>Ed S5R—>f G6R—>EH

' \ \ ' \
Cco Ci c2 C C4 C5 Cé

W

X 22: XCBC €— FOW5{bo#H 2 "d 7m v 71X

B35t EAXE—FTIZ, 7uv2E5oEa B2 HMHAL 2w, ko
T, EAX 51, EAXE SO 5 OREZ F2E 3 2 551012018, ZDH
Hax bk, CBC® ECBICHEL TEEWI LM TE %,

6.4 IACBC/XCBC

HROBE  [ACBC[J01, J00], XCBC[GDO01a, GD01b] & %12 CBC € —
FlicBwT7 vy 75 H %2~ A7 T3 2 ETRENZA Yy 2=V
Ao EEnE G2 HHE—RTH 3,

IACBCIZDOWTHNHT 2, MMIT 2 XAy e—YEZm7uy 27 Eed
5L, B0 wIHE (FLE) 225, [logym]| 70y 7D~ A7 DFEW,
ZHERT S, ZOW, 68 m 78y 757D pairwise independent (X7
HALTIFN) e 7 ay 751 S; 2T % (log, m HOEFE 2 ELEAD
5, WMEZEZEDHAGDOEOHIZ A" =m tED),
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IS W, 5N S 13 Ay 2= FF L FRFICHE A & ZRRNIC
ERBEETH D70, TN DUNHIZA Y FA4 VFEEZRT I &1
2\,

s Sl znEnTay JEFHNICe A7 LB 6B 0T
CBCE—FD L) h7uy 7HEEEZIPOEN OS2 T 5 2 L,
AX—LDFEHEFTER D, REDTOY 7IEAve—YDF v 73 L
L Z DB EALD 72 8 DO RIRIEED B 5

—7F, XCBC %, WIHETH 2WELB R & >D#N» 6 Cy,Z, 2 &
3%, 2L TCTIACBCE—FTWH EZAHD S 5%, BEFBEDOR LR
D, 70y 7BICEEREE (825 1288y M) 21774 9. EEXD
Az, B L S FE DEMTMEDFERTH 3.,

LD ERZ HE I T &, XCBC RSz 29bnThHh,
EDOAZHREET S, ZOE—F2ioT, YRR E ST 4 v 7
ZREL 72 b0 ((HERETIE, 2DV 2% XCBC-XOR EWFATWS) A3
RREE T OFSREZ R T L L TE 3,

B2 TACBC, XCBC & b iT, TFEOMEHENT T DI 254
W E A KD E R L T0 5,
XCBC/XCBC-XORZDWT b & X v & — PGl 77 OBl &
DREZEDFGD ER%E 5.2 Twa, XCBCA (¢, t;¢)- BBl 7 v
T LB TWw2 &9 5 L, WIEIEETSH 5 XOBC i3 Left-or-
Right (BT 2 RE DR T (¢, t, u, o)-KETH B, 7L

<t7 s 6) = (tl —Cl, g M, 2¢ + (M2/n2 - H/”)2_n)

XCBC-XOR XX 4 5 A v — BRI T 244 L L THEFE DK
BRIERD LIRZ 52 Tw3, (¢, ¢) Z2HMEDSADERERL &
LT,

fo(fy =) Ge(qe — 1) 4 (qe + 1)1t
n22n+1 2n+1 nan
/"L’U (1 /’L’U

ot 1082 +3)+

Advith, < e+

Qulhe
n2n

(log, He + 3).
n

E GRS DA ¥ — A TIEFERNZm S TH 5. IACBC X, A v
=2 D70y 7BmIZH L Tm+logm BED 70y SO L
A CHHMER IR 2 AR & L 2 AliEENE EF NS, XA v —YEN
REL(RLLE, CBCRECB IZXT 2 AMABIZEIGE LTIIFERE
{3,



R+1 R+2 R+3

K0| Enc |K0| Enc |K0| Encl

Wi1 W2 W3
all possible xor-combinations of {W1, W2, W3}.

and generate(S0, S1, S2, S3, ... S5)

R M1 M2 M3 M4 M5 M
s1—>$ sz—»@ ss—»@ S4 S5 S6

K1| Enc | K1| Enc | K1| Enc | K1| Enc | K1| Enc | K1| Enc | K1| Enc |

y Y
S1 So—d S3—>P S4—»P S5—»P So—>P
A A
Co ci c2 C3 C4 C5 Cé

Xl 23: IAPM €— FOBES{LONEZ2RT 70 v 7K

XCBC-XOR Tz 7' v v 75007 LI#i: ECB, CBC & 1ZIX[H
CTHDm+3RBEEDUIMEZITR I D, AT DER, %6NIIeA
I RBLD T 012, FARINE (F 7 FEHIT X > TIFMRER) ONBE £
N3, INHF128EY FOL P AY TUHINZHEETH 5.

WHNIBHELRE  WIIEHEICO>WTIEI CBC E—F EFRTH 5. B
FICEB W T, FELEET D OM/NABMEILERL TE R, 2L,
XCBC Tl&, CBCTHEM SN L) ITA I —U =77 3 FENHLS
nTw3,

B85t HEEkTIlx, 7ay 257 254 7o EE, E5{kiE
E G2 FIHT 2 720, EEBC IR % MRS T 2 03035 3.

6.5 IAPM/OCB

EHROBE 1APM[J00, JO1], OCB[RBBKOla, RBBKO1b] & b 271y
7D I WIE S TH 5. FEAHETS I, ECBE—FIZEWT,
7uy 7SO AT, Tuy ZMEISC WE S AT BT 9
ZLThH3,

IAPM TlZ, NS~ A7 Z logm 70y 7D W, 50 (L) fLEL
Ty 76 m 7y 7O pairwise independent 7 H v 7 Z AR L T
%. —7H, OCB Tl&, MZHEHEE nonce 2> 54T % (HH) il 2 7a v
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| Enc ||[ Enc
L
R

Si=v L @R
M1 M2 M3 M4
s1—>¢ sz—»@ 53—>$ S4—>¢

|Enc| |Enc| |Enc| |Enc|

s1 s2—>d S S
C1 Cé C3 C‘4

X 24: OCB € — FOEF{ Lo ZRT 7a vy 7K

7, LRSS, 2R L T3, BRI, 7ay 76l &FEICE
wL@OR ZHRT D L9 7%, SERIcks 70y 7IOEKTH S,

OCB TlX, oM DAERDIBED 71 v 7 12%t U CHEthryimELAl
Z—E T ) 2217 T X v X 91T glay code (AR DR Z TH-T, %
DEIEEEI LDONAFYRBUC L 23 v VBRI 1 TH B X
9 I MEA) DA 2 > THEKL T 5,

IAPM IZHERTOCB &, B TREI NI b H DIRL BN 5%
BEWRZ ENTE LRI DOLH S, OCB TIMEHZ 1A H
% (IAPM (% 2 ). OCB T3 & L T nonce THHUX K\ (IAPM
IZELEK). OCB TlE, 7u vy ZE5 O Lidm BIRETH 5 (IAPM
138 m +logm [A]). OCB TIIIHEIEDERDSH D, T4 v T OBARE
HEER & 72 2 5 X oM R/RICH Z s v Cn 5,

w22t UV LABEBENETHWS OCBD, Xvre—YEFcBd 3
FIBIZUTOXIITRENT WS,

AdvaEy < 1.5(pue 4 3q + 5, 4+ 11)%/2" 4277,

2T, pe FKEFHD ¢MOKEEA 7 7 VA~ADEMTRET 2 7 a vy
78,y IEBEANDORITOR, 11X TETH .

—77, MEICBIT 2Lt LT, B SRR X % 1)
BEOERICEDFEMZTR>TED, ZOEEENTA—Y, BEIIAY
L —VREEEFRIL L LT, 77 ABE%E 7 OCB DEIZE§ % K
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BEOAIRIIDL T LI ITE S,

Adv3ep < 1.5(pe + 2g + 3)% /2"

A 5l TR A & :ﬂ%@ﬂﬁ%—F@XV%—V%ﬁﬁﬁtﬁ%ﬁﬁ
TH->Thro, Wk, HIhE b j]ﬁﬂﬁ@f%’l‘iiﬁf)% ZEDRELR
HThH 5. t%tiﬂk@%ﬁ&? HMT Z T a7 ay
JhEIR 7 ey M- TEL M\%bﬁ) 3.

B8t HELOHEICBE\WTYH, 7 uy 75O S {LBEBESNETH
DT, HEHLT A ZICIZW 52T 2 0TERH 5,

6.6 k-PCFB

TEROBEE L-CFBICEEZMAMHE— FTH S [HOlc]. KD k-
CFBE—Fldk<ndDt E, WHLYAYOHEFICHIOBERONILL &
2 EERMF o> TV, ZOE—FTIX, 7av 750D EHDO—E
5 XL > THEL P A Y 2 THHiT 5.
ZORMHE—FE LT, Rk P (RIS SR N T4 v 73z
D)) TEICED Ay =YL ERTE S LREINTVS

REeM MEICBIL TX CFB OINED—HThH D @R VW EFHE R 5.

Ay — YRS WTIERFICZ MBI T 2 BRI S5l # X 41
Ty, 7, REHEASGOFHb I TR wiY, HF i
REDODHKZED T — FTh\,

FERIZ, AF—LANOKEVHETH S 2 L IFEHISRT I LN TE
5. k=nDEEIZCFB LEMiTHZ7-0, 7uy 7HfOT—%/KIE
IZEh A REDENZEI) DO CICHEIRIET 52, Xy k-
RS E L Chid & sy % ZfPr, (2 OETHREIN5) #y)
ZIBCTHALTE TR, T— 2 RKERICH ZOKEBREBTE R\,
REL TR T2 & ZBEDPEA- OIS X D AEETH 5.

7 TA4RV7EVIATESFIETE—R

IEEE @ Security in Strage Working Group Tl¥, "N—FT 4 A7 7% &
X7y —HA ST % 2 ErEBENRICHGE LT, FIE—F
& Z DM OBR D S BAiE, HEL2iT4h->Tw 3 [WWWIL,
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M1 M2

M3 M4 M5
9/% Enc / Enc / Enc
[/ [/

Ly e

m
S |

el

TBLBT%

=
D=

Enc Enc Enc Enc Ea

C5 C4 C3 Cc2 C1

X 25: EMD & — FOESLONE 2R 7a vy 77X

Z OREEHELIZ BT B MBI, PXE S XOEI» 2T S Z
EWROIEFETH ST, DO F TN T 20k WEICE>TH
BRI N TV A E 2T A2HDTH 5.,

B LR ETRThH D, REINLAHE— N7 21HHRIz%
v, AREETIE, REHAZ2 ST 2,

7.1 EMD

EMD (& Tweak AJJ (ffilif7% AJ1TdH > THEFRTIZ R w70y 7
RIS T BT A= DEIBbD) R ED DS 2 NAHIC L DK
Sy 7 2HRT M€ —FTHh 5 [RO2D).
ZOMME—FIL, FEIC S ADH D, ORI PRP 22 5 HIE W]
BB TH D T LDV I Tz [JO3].

7.2 EME

EME i&, EMD D F{LAIAEZ A ¥ — L ICBE L 72 DTH % [R0O2b,

HRO3al.
ZORMHE—FIZ2WTH, Tweak 23BEFIC X D HlfHITE 2541
RIS PRP 22 S HERBETH 2 &2V S 17 [J03).
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26: EME &— FOE S LU Z KT 7ay 7 X

7.3 CMC

CMC ¥, EMD,EME %€ — F [R02b, HR03a] {2 %f L TZLAMED @ R H
SYRLEMPE—FTH 2.

7.4 NR

NRZ7 8 vy 7550 ECB € — FICUB 21 2 -5 0B 5 cHh 3
[NRO3]. ASTHIATIC Z 112 1UHREE Feistel f81E THL S 1 2 fRIB A% 5
AT 5, A, WO HMEOMIEE 2 EERT 5D, K4 DEHL
DWNEETIX, 3 DD universal hash Z W T 3%,

8 ®RREICBIT BFIAE—K

ARETIE, RALCET 2FHE— FIiIzow T3, EMAC, RMAC,
XCBC, TMAC, OMAC ¥ CBC MAC O£ TH hH, XOR MAC, XECB
MAC, PMAC (3 5GHEARE 2 7 A CTH 5. £7, f9 X 3GPP [3GPPa,
3GPPO] IC X DL IN T B TATH 5.
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M5

il

2
w%é (SN &3
y 4
Enc Enc Enc
C5 C4 C3

X 27: CMC €— FOBE 5ol %2R~ 7uy 7K

8.1 CBC MAC

CBC MAC 121, T4 v 7 OlHER, mi&7ay 70U L, »
OBDIRED D B, RISERDIHEZ, RDEMLLDTH 5.

A CBC MAC 37wy /rWe B Y7k 7, ( Rye—YRZ2HE

5) BB m Z2NNF7A=F LTS, Tuy sk nD7uy Iigs E
Ke x {0,1}" — {0,1}" ZHWw7HailE, 7 < n TR TEARS R
v, IN5DRT XA =7 E W CBC MAC % CBCIE,7,m] &%
T %. CBC[E,7,m] = (CBC-K,CBC-G,CBC-V) OFAER 7L T Y R L
CBC-K, # 747 V3TV XL CBC-G, MER TN TV XL CBC-V 3%
NZNLLTD L) ICEHET 5.

o BMER T LY XL CBC-K FHERNT LAY ZLTHY, K & Ky
295,

o ¥ THERTNTY XL CBC-G : Kp x {0,1}™ — {0,1}" IFIE
W7NLTYXLTHY, $ZEMIE K, A v e—Y 220 {0,117,
& 72X {0,1} ThHb. T4hbt, # KeKp L XvEe—Y
M e {0,1}™ # AJ1& L, #7 T = CBC-Gx(M) € {0,1}" % H!
135, K29, K30 I12H2 L) ICEET 2. K30 1I2BWT, trunc
FnEY FOATDISG, FErEy FEBNT 5,

o MERT N TY XL CBC-V : Kpx{0,1}™x{0,1}" — accept or reject
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h2 !
C1 C2 C3 Ca C5
I 12 13 14 15
<\
| D
Z4
Z3 Y
z2 \ L4 b G
z1 D ul
Y D ¥
D, N 5
> v
b
Y 4 y
o1 02 03 04 05

[ 28: NR € — F DG5OI (|) & NEBD universal hash DREL (T)
2Ry 7y 714

EHEINT L TY ZLTHY, K € Kp, AvE—3 M e {0,1)™,
57 T e{0,1} ZAJIE L, accept or reject = CBC-Vg (M, T) %
925, K3112dHs L) ICEET 3.

LM Bellare, Kilian, Rogaway (2 & 0, Z2ME0MENT S 41T % [BKRO0).
7ay 7ga F ﬁ’ﬁ%iﬂ%ﬁ“? v LiEBRETHIUL, CBOE,7,m| =
(Kcse, Gepe, Vepe) 1, FiEARBEMED EIR T 2% MAC ’C%Z) &
DRINTWS, (F7EBRTNVTY ZALEREN DT, ZO%E, ¥
PR AN FTENE & iR AN TR X A — DE&RIC R 5. )HT@%@Z‘PF@
nTws

EHE 8.1. nm > 1 ZHEE, t,g % gn <20tV 28K T2, F .
Kex{0,1}" = {0,1}" 27 uvy 7iE5Lds, DL E,

2¢*m? 1
ST
Thsb. 1KLL, ¢ =mq, ' =t+0(nmq) THH, HHOEIIZ7ay
JRNLTH B,

AdVERG g -t @, mq) < AdVEP(H,¢') +
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Algorithm CBC-Gx (M)
Y[0] — o
Partition M into M|[1]--- M[m)]
for i < 1 to m do
X[i] — Ml ®Y[i —1]
Y[ — (X[
T « the left most 7 bits of Y'[m)]
return 7'

29: CBC MAC % 47NV 3 XL CBC-Gk ().

| My | [ M) | [ M)
D D
K—~E K—~E K~ E

30: M = M[1JM[2]M[3] ¥t D CBC-Gi (M) DEE,

Algorithm CBC-Vg (M, T)
T" — CBC-Gg (M)
if T =T’ then return accept

else return reject

31: CBC MAC DB 71 3 X5 CBC-Vk (-, ).
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EIEIC, TE 81X, UTOZ E2RL T2 @ ETHHE ¢, |4 ¢
MDD,
AdVEEQp rm)(A) = €
TRIEIIRIT 2B ERET 5 EIRET S, ZDLE, RBiTHH ¢ =
t+ O(nmq), &% ¢ =mq MIDOERI D,
2¢*m? 1

2n 27

Advy?(B) > e—

%5 B DIFAET 3.

UL, FEOEHIIX v 2— %D, H5ER m IR, {0,1}™
EoTuRITER SR, 29 ThVES, FICHEED A v 2 —
PR (72 & Z01E ({0,1})F) IR L TiE, CBC MAC 13%4 % MAC T
375, E2IE, K32 DBt A, Xvre—T2%[%z ({0,1})7T
¢ L7 CBC MAC Z#HEANBIEOBEKR T SMTH 5. £z, ZDH
hiEFIZ 1 TH 5.

Algorithm ACBC-9x()
M — 0"

T «— CBC-Gg (M)

M — (M,T)

return (M',T)

32: ACBCOx(),

BE CBC MAC o%h%IZ, LUTFok)icEtdons,
o I : Juy VI FOH K e Ky —2DATH 5,
70y VSR 2 —) VOO LR 1 [FTH B,

e Xy —Y MIZNTEY 7% EMTH2DIIh% 70y 75D
WEOVH LIEg s (| M| /n) BIOMEOH L TH 5.

FHGEIR T 2XE 70y ZH 5 OO LR B2,
AEAVALERYE « AEFIAERIZ T & 2,
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ZRELIRR  AHBIC O o TEEE(L X LT\ %, FIPS 113, ISO 9797,
ISO 8731-1, ISO 9807, ANSI X9.9, ANSI X9.19 & EN T3,
%8, Ave—YEONMEZMRRT -0, T4 v 7, mi&Ho
CEB LR T 2 E, W O2DEENDH 5. IEMERIERRIZOWLTIL,
HEHED LHE SRS N0,

8.2 EMAC

AX EMACWR7uy /W5 E LY TRET 273 AXA—=49LT5, 7uy
sEno7ay s B Kpx{0,1}" — {0,1}" ZHOEEIE, 7<n
TRATRRS R, INsD37 X —FZ iz EMAC Z EMACIE, 7]
L&l ¥ %, EMACIE, 7] = (EMAC-K, EMAC-G, EMAC-V) O#A4RL 7
LY XL EMAC-KC, # 747 v 3 X EMAC-G, fggd7 a9 X
L EMAC-V 3 ZNZ N D X ) ICEIET 5.

o BAERT LY XL EMAC-K EHERIT LT ZLATHY, K, &
Kp &t K, & Kp 27 3.

o ¥ LTIV XL EMACG : (Kg)? x ({0,1})F — {0,1}7
FREN TN Y ALTH Y, HEMIZ (Kp)?, X v t—T%HIZ
({0,1}M)7*, ¥ 722 {0,1} TH 5. Tibb, # K, K, e Kp &
Aye—Y Me ({0,1}")F ZANEL, 7T =EMAC-Gk, k,(M) €
0,13y #1345, X33, K34 12H 5 X9 ICHEIET 3.

o fER 7L TY XL EMAC-V : (Kg)?x({0,1}")Tx{0,1}™ — accept or reject
BIREN TNV T ZALTHD, # K|, Ky € Kg, Avt—Y M c
({0,1})*", 7T € {0,1}" ZAJ1E L, accept or reject = EMAC-Vi, 1, (M, T)
2%, W35 I2H B &) ICEET 5.

REM  Petrank, Rackoff 12X 0, ZRMLBEHINTw25 [PRO0). 7
0y 7E55 B P EEREN T v ¥ AERETh UL, EMAC[E, 7] I3,
PREARTRE OB TL e MAC TH L I LRI NT0S, MTo
EMIRINT VS

EIE 8.2. n,7>1 ZHH, t,qo>1% o2 <2002 22288 L 2,
E:Kpx{0,1}" - {0,1}" 27uy 75t d5 ZDLE,
302 1

Adviyiace A (t ¢, 0) < 2AdvEP(t, ¢) + o + =
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Algorithm EMAC-Gk, r,(M)
Y[0] « 0"
Partition M into M|[1]--- M[m]
for + <— 1 to m do
X[i] — M[i]®Y]i — 1]
Vil — Ex, (X[i])
T « the left most 7 bits of Fr, (Y [m])
return 7'

33: EMAC ® % 7L 3V X5 EMAC-Gr, x,(+).

[ v | [ M2 | [ M) |
D D
Ki—+~ FE Ki+FE Ki—~FE
K5

r ~{irue]
T

34: M = M[1]M[2]M[3] D¥ED EMAC-G, x,(M) DEHE,

Algorithm EMAC-V, g, (M, T)
T — EMAC-Gx, x, (M)
if T'="7T" then return accept

else return reject

35: EMAC OfER 7L T XA EMAC-Vi, i, (-, ).
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Thab. 721ZL, ¢ =0, =t+0(no) THH, HElOEIEZ 7w v
HfiTdh 5.

EPL 821, BITFTDZ EZRL T3 1 EITHH ¢, #i4 ¢ RIOERM %
L, 205 DEMBEGEHTEA o 7Ry 7 THD,

AdVgﬁfAC[E,T] (A) =e
BRBM A DEET B LGRS, DL E, FFHEE ¢ = ¢+ O(no),
& ¢ =o FOEMDORE,
AdviP(B) > = — — — —

% BH B DMFAET B,

WME EMAC O, DUTokiicEzidons,
o E: Tuy /S OH K\, K, € K DZDTH 5.
o 7y IIGEEHWAY Y a— VY Y TOMOH LI : 2 RITH 5.
o XAvk—Y MIZNT 28 T2ERT2DI0h5 70y 7G50
WOV LA (|M/n) + 1 BIOONHLTH 3.
o FHIGIHTZ2RE 70y ZJIFSOMOH LR : BFZ 0,
o N FNALERY: @ SEFIALBRIE T E 7\,

ERLIRR  ISO/IEC 9797-1 K& F T\ [ISOIECITIT-1). F 7z,
NESSIE @ portfolio \Zb & FN TS [WWWS], HENWKGTHS
L, GEHATREL R TH L T L, WIREFRA T 2 — ) v IR YETH S
LB EBEFNTOL S [WWWS].

8.3 RMAC

RMAC 213V DD —2 3 Y OMFEET 5. Jaulmes, Joux, Vallete
I X o TREI N A Y P F LD RMAC [JJ+02a, JJ+02b] & NIST 2%
SP800-38B D F 7 7 Mk [SP800-38B] THEZE L 72 RMAC Th 5. Z#
Z1 RMAC-JJV & RMAC-NIST £ F&Kild5 2 LT 5,

Jaulmes, Joux, Vallete IZ & > T NIST IZ#2% S 1173 [JJ402¢] 1
132 DHAPREINT D, Xy =Y DRT 1 VT OISTHED,
ZNnZFNn, RMAC-JJV1, RMAC-JJV2 & &£ild 3.
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X (RMAC-JIV1) U &IZ, RMAC-JJVL IZDW TR 3,
RMAC-JJV1 = (RMAC-JJV1-K, RMAC-JJV1-G, RMAC-JJV1-V)

DL TV T Y AL RMAC-JIVI-K, ¥ 74K 7 )L 3 Y XA RMAC-JJV1-G,

R TN Y XL RMAC-JIVL-Y @ ZNZFNLLTD X 5 ICEfET 3.
Perm(n) Z n Ev F LOTXRTCOBEDOELGLE L, r 2B LT 5.

7V LNEE f; LiX, Perm(n) 25687 VY LITEAR f| TH 5.

fi E Perm(n) & &Kild 5, EBHE B, 2T LX) ICEET S,

Fy = { B Re{0,1}, ;7 e Perm(n)}

Thbt, & Re {01} KL, A vFv AR 2R-oBE#HR 1P c
Perm(n) 225 % 55 TH 5.

o HERT N TY XL RMAC-JJVI-K ZHERII 7L TV ALTHD,
e Perm(n) &, & R e {0,1}" XL, folR) il Perm(n) %
35,

Fhbb, BEEIE Perm(n) x F, ThH b, #Z,

L2 5,

o ¥ 7AW T NIV XL RMAC-JIVI-G : (Perm(n) x Fy) x {0,1}* —
({0, 1} x {0, 1}") I3HERT 7L TV XL TH D, FEAMIE Perm(n) x
Fy, Xy —U %80 {0,1}, & 724 1F {0,1}" x {0,1}" TH 5.
g f, € Perm(n), £\ (R € {0,1}) X vt —Y M € {0,1}* & A
&L, 7T = RMAC-JIVI-G, (M) € {0,1}" x {0,1}" %
HH3%, K36, K37 12H2 XI5 ICEET S,

¥7, 2fTHTr EY FOEB R ZERL, COREZAVT Y
zicy o (P 2R&T Oy 7 OIS LOBIC 5. 3 fTHTH,
MIZ1ZEEL TS, @B n By bR 2 X9H 0 2l
s, Ibb,

M — M||1||0n—1—|M| mod n

ET B, M DBTTIT n DEERETH 2561, 100! 2HEiET 5,
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Algorithm RMAC—JJVI—Qﬁ,féR) (M)
RE {01}
Pad M
Y[0] — 0"
Partition M into M[1]--- M|m]
for i — 1 to m do
X[i] —« Mi]®Y]i — 1]
Y[i) — fi(X[1)
T — £ (Y[m])
T — (T'",R)
return T’

36: RMAC-JIV1 @8 77 L ) A 5 RMAC-JIVI-G, ().
J2

|oMmp) || M2 | | M[B |
D D
1 1 J1
v
R~
I
T/
37: M = M{A]M[2]M[3] DBED RMAC-JIVI-G, (M) DB,
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o MER 7N T Y XL RMAC-JIVI-Y : (Perm(n) x Fy) x {0,1}* x
({0,1}" x {0,1}") — accept or reject IFREW TN TY XL TH
D, # f, € Perm(n), f{) € Fy, Ave—Y M e{0,1}*, ¥ 7 Te€
({0,1}"x{0,1}") ZAJ1& L, accept or reject = RMAC-JJV1-V

fl’f2(R> (M’ T)
ZHNT A, K38 I12H B L) ICEIET 5.

Algorithm RMAC—JJVl—th 2(R)(]\4, (T",R))
Pad M
Y [0] < 0™
Partition M into M[1]--- M[m]
for i +— 1 to m do
X[i] — M[i]®Y[i —1]
Vi — f1(XT[i])
T — (Y [m))
if 7" =T" then return accept

else return reject

38: RMAC-JJV1 OfEag 7 )b ) AL RMAC-JIVL-Y, o (-0).

A (RMAC-JJV2) RMAC-JIV2 &, /85 ¢ v 7 DAl RMAC-JIV1
EIFRL L, Xy =Y R n DEBOYAIZ, 107! 2k 5 008
e, 7ay 75O Lz 1 BEKTE 5.

Xy —VEDn OfFRTH BN, A7 2, 25 THRUEBAE,
znriding 0 22,

AES ZAWEAR (RMAC-JJV1) 7uvy2iEEE LT AES ZHw
72560 RMAC-JIV1 OFEEFEPREINTVS, FT, r=128 &
LT, 128y MELEL R 24T 5., K, % 128 Ev M, K, & 128
Ewv b, L2556 By MEEET S, £ LT, AESk, %2, P &L
<, AESKZ@R (KQ 23128 E v | O)%/ﬁl\), b LI AESK2@(R||0128) (K2
23256 B FOEA) T35,

AES ZRAWAR (RMAC-JIV2) 7uvy 7S L LT AES ZHw

725460 RMAC-JIV2 OFEBEFEBREINTS, 7, K, & 128
Ey M Ky 2 192w R, HLKI1X256 Ey FgtE T3, RMAC-JIV?2
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TIE K ORIV RORI LD ORA LI TE LS RWVLDT, 128 Ey
FD Ky, ZBHWE ZEIFTER O,

r=128 £ LT, 128 Ev MELEL R 24K T 5. fi £ LT, AESk, %
LB, Ave—UENn OfEoe, 7 L LT, AESker R =
(R'||1]]0%3) (K3 %3192 ' FDEA) L K 1Z AESk,or, R = (R'||1]|0'%7)
(Ky 23256 v FOBE) L9 5,

Ry —YED n ORI ACEE, P L LT, AESken R =
(R'|0]|0%%) (Ko %3192 € b D) & L {1k AESk,er, R = (R']0]]0'7)
(Ko 73256 Ev FDYfy) £ 5.,

A (RMAC-NIST) NIST & SP800-38B ® K7 7 Ml RMAC %
REL, ROWOBT VP FILE IR AR 2, F YL FILTIE, R DHEL
BTHolDIiZ L, NIST DIRETIEA D v ZICkhb I EBTFINTo»
7o. 72, RMAC-JJV1 IZHIGT 21EZDATH D, RMAC-JIV2 ITX}
IS BREIT o T,

RMAC-NIST 1389 X =% L LT, 7av 75 E: {0,1}¢x{0,1}n —
0,13, ¥ 7R 1, ROEI r 2L %, TNHDNRT A=Y 2HOIGA,
RMAC-NIST[E, 7,7] €Kil T 5.

RMAC-NIST[E, 7,7r] = (RMAC-NIST-X, RMAC-NIST-G, RMAC-NIST-V)
DFVER 7 VT Y X2 RMAC-NIST-KC, ¥ 7R 7L 3 A2 RMAC-NIST-G,
fEZ 7 L 2 X RMAC-NIST-V 3 ZNZFNLL T D X 5 ICEET 3.

o B 7L T XL RMAC-NIST-K IZHEXR 7L TY AL THD,
Ky, K & {0, 1 21115 2.

o ¥ 7AKTNTY AL RMAC-NIST-G : ({0,1}*)2x{0,1}"x{0,1}* —
{0,137 x {0, 1}7) EPEM TN TV X LTH D, S22 ({0,1}F)2,
Ay e—U% 0L {01}, ¥ 72E2RIE {0,1}" x {0,1}" TH B, &
512 NIST DERETIE R IZF 7HER T VT RLNDAIE LT
Fbns, Thbb, # K,K,€{0,1}*, Re {0,1}", Xy t—¥
M e {0,1}* ZAJIE L, %2 T = RMAC-NIST-G, x,(R, M) €
{0,1}" x {0,1}" Z2Hi1§ 5. K39, K40 12dH 5 Kk ) ICEIET 5.
SATHTIE, M 21 2@ L Tro, &ffkdin By ORI
559 0z2HEMT 5. T4abb,

M — M”lHonflf|M| mod n

ET 5. M DT TIC n DEEGETH 2561, 10! Z2HiEd 5,
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Algorithm RMAC-NIST-Gx, k, (R, M)
Pad M
Y[0] — 0"
Partition M into M[1]--- M[m)]
for + — 1 to m do

X[i]| — Mi]® Y][i — 1]

Y[i] — Ex, (X[i)
if r=0 then K3 — K,

else K3 «— K, ® (R||0*")

T" — the left most 7 bits of E,(Y[m])
T — (R,T)
return 7'

39: RMAC-NIST @ % 74 7V 3 X & RMAC-NIST-Gg, x, (-, ).

L mpp || M) | [ MB

D D

K~ FE Ki i~ F Kq —~

E
1
E

(RI0*T) & Ky

Y
T’ (the left most 7 bits)

40: M = M[1]M[2]M[3] DD RMAC-NIST-G, x, (R, M) DEE.
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o MERRT N IY AL RMAC-NIST-V : ({0, 1}%)2 x {0,1}* x ({0, 1}" x
{0,1}7) — accept or reject (FREN TNV ITY ZLTHY, # K1, K, €
{0, 1}F, Xvt— M e{0,1}*, 27 T e ({0,1}" x {0,1}7) Z A
hEL,

accept or reject = RMAC-NIST-Vy, ,(M,T)
ZHIT S, K41 I2H D &) ITEET 5.

Algorithm RMAC-NIST-Vy, k,(M, (R,T"))
Pad M
Y[0] — 0"
Partition M into M[1]--- M|m]
for i — 1 to m do

X[i] — M[i|®Y[i — 1]

V[i] o B, (Xi])
if r =0 then K3 «— K,

else K3 «— Ko @ (R||0*™)

T" « the left most 7 bits of Ex,(Y[m])
if 7" =T" then return accept

else return reject

41: RMAC-NIST D87 )L 3 R 2 RMAC-NIST-Vy, £, (-, -).

INFGA=FICDWT RMAC-NIST I X =% L LT, 7uv 7kEs
E:{0,1}*x {0,1}n - {0,1}", ¥ 7R 1, ROKEI r2tsd. E LLT
1%, AES-128, AES-192, AES-256, Triple DES-112, Triple DES-168 D>
TNz, 7L riownTIE, M42 ZIRELTW3,

Parameter Set II ~ V 13— EHICEL TWw5b, X501 T
W5,

R SV yLER LT vy A 7 (R e {0,1}F) vk
RMAC-JJV1 & RMAC-JJV2 IZ DWW TLEEDEHT S T 3 [JJ402a,
JJ+02b]. ZRMOERIE, —MBRNZmEGERREEIE WD, ¥ 7R ig->
TR RS ik 5,

WUk, ¥ 7HRA T 7N EMERA T IV E LD, Y THERA T 7T ¢
DAy X— My,...,M, 2EWL, ZOEKEZXT,...,T, 2475,
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Parameter || n =128 | n =64
Set r n r | n
I 0 32 | 0 |32
I1 0 64 | 64 | 64
I11 16 | 80 n/a
1AY 64 | 96 n/a
\Y 128 | 128 n/a

42: RMAC-NIST D/3 7 X —7%,

e, WERA 7 7 M ¢ DX v =2, ¥ 7DXT (M, T)),...,(M,,T,)
ZHEML7ET 5,

b5 i ITHL, MAC-Vk(M!,T!) = accept TH Y, T! & {T1,...,T;}
ThHhiUL, A BREICEAI L, ), {Ty,... T} &, (M, T)) 2
A 7 7IVICERMT LN, § THERA T IV 6R-> TEREZAT
b5,

ERIICIE, A2 =PRI EDRDH-oTH XD, 73R
EDHH>TE SR, 7L, §T7EREAT 7T My 238D, T,
2R ET D, RIS, FTEBA T IV M, BIRD, Ty, 21872273,
PG NREEDEETIE (M, Ty) ZREXE LCFFTDS, L etto
EFTIE, ZHUIBESCTIE R,

22T, TEAYTF=Y Adv™(A) ZLLF D X ) ICEHRT 3.

Advmae(4) o Pr(fi £ Perm(n), fQ(R) LR

RMAC-JIV-G () (-),RMAC-JIV-V
15

2 ) 8 o vk 1 )
DUF OEHAVR ST % [JJ+02a, JJ+02b],

EHE 83. n>2%FM, r=n T2 A%ZHEX o 70y 7OHNE
ToETH. ZDLE,
Advrmac—uf(A) S W

TH 2.

FERDOLZEMED RN v FIFIEIC R, JEFIC/NI W Ex3bhr b,
o~ 2?2 L5 L, XCBC® OMAC O v Rl 1 ##Z25DITx L,
EFEDO7 FEN T —PI3NEWEDOEETH 5.
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7270, EROEHIIFEZTRL LR, 7YY AEBP T V& L
EfE A E LR DX, FEHFENTH S,

AES %2 7298810 U T H LT3 ST 5 [JJ+02a, JJ+02b)
D3, BRME T I ISR O ME DR S 41T 5 [R02a]. XCBC > OMAC
DEHIZ, Tuy VSO T v & IR e R RS SRR
HMSHTWwew, [RO2b] TlRET 52 LIFAARETH 5, Lo
TWw3,

¥ 7z, NESSIE THEEIN7205, mA&iIZIE portfolio 11X & 7z
o7 WWWS.

ME RMAC O&FKIZ, YUMo XkHicEFLdons,
o B Tuvy /IEEOM K| Ky Kgp D_DOThH 5.

o 7Ty VIEFHRT Y a—) v OO LIS : R 7L
A LFATRHIC 1 RBETH D, IS FTHERLT LI XL, L
CIERT7 N ) AL 2T LIS 1 HETH 5.

e Ak =Y MIZWT 28 T HERTZ2DI002% 70y 750D
WEON LRI : ([M|/n) + 1 BIONUYHLTH 5.

o HUIFIETZRE 7 uy 75O U RIEL - 237,
o MEFIALERYE © MEFIALERIZ T E 7o\,

ER(LIRR  NIST ITIRE SN, 2002 4 10 A, SP800-38B DKo 7
fiX [SP800-38B] 23R4 S 417z,

ZHIIRL, W22pDaXy FPEHEFYE 67, Knudsen (%, Triple
DES Z M\ & S 0ReMEDME N 2 56 L 72 [K02]. Rogaway [R02b],
Wagner [W02a], Black [B02] (X, W3¥'itd, 7uv 7507 v 45
LI RMAC OZ2EBmETE R wREEM L. 72, 22
birthday bound % Z 2 2 Z2E~DEEM S LI 172, MAC 3% O
&, el LardbeTlilHINS., L DEEEA, L2
I3 CTR *° CBC X birthday bound % Z 2 3Z4E%2 G L Tk, 2
S DAL birthday bound ICEET % &, ESCUBHT 215H %
WMT 2, cnooaxy riudnd, RMAC DPRER HETRE S
ETRL TS,

NIST & 2003 4 6 H, RMAC DREZHEL, OMAC Z$#ET 5 L
FEL 72 WWW9).
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8.4 XCBC

AR XCBCZ7uv /Il s E LY TRT 27 X—%¢ET5. 7ay
sEno7ay 7S E:Kpx{0,1}" — {0,1}" ZHO541%, 7<n
THLTRAS BV, Zh5D89 X—% 2wz XCBC %2 XCBC[E, 7]
LKLY 5. XCBC[E, 7] = (XCBC-K, XCBC-G,XCBC-V) D#EAHK 7
LY XL XCBC-K, & 74703 Y XL XCBC-G, MR 7 LTY R
L XCBC-YV 32N ZFNLAT D & 9 ICEIfFT 5.

o BHAKT LY XA XCBC-K BHERIN 7 LI RATH Y, K, &
Kp, K, & {0, 13, K3 &£ {0, 13" 2113 3.

o ¥ VAT N ITY XL XCBC-G : (Kp x ({0,1})?) x {0,1}* —
{0, 1} EREN7NVTY XLTH Y, #ERIE Kp x ({0,1}7)2,
X y—%ME {01}, ¥ 7%E0IE {0,1} TH D, Thbs, #
K, €Kg, Ko, K3€{0,1}" EXvt—Y M€ {0,1}* AL L,
8 7 T = XCBC-Gr, 165,50, (M) € {0,1} 252, M43, K44
ICH D EIICEIET S, XCBC & M OEID n OFETHRLT
b, M43 0 31THIZEBWT,

M = M[1]M[2] - M[m — 1]M[m]

&, M) = IM[2]] = --- = [M[m —1]| »2 1 < |[M[m]| < n
ERBEHICTEIENSE, M=c DL EIIHNTH B, ZOEA,
|IM[m]| =0 &7 5%,

£7:, K43 O 7 THDOB pad,, : {0,1}5" — {0,1}" IZDAT D Xk
IICHEREND, a ZRIVELZ nEY FOEY ML 2 (a=¢
Thdw), JEDE,

al0™ =1 if |a| < n,
a if |a| = n.

o HERT LAY XL XCBC-V : (K x ({0,1})2) x {0,1}* x {0,1}" —
accept or reject [ZHEM 7L TV AL THY, ## K, € Kg, Ky, K3 €
{0,1}", Xvt—Y M € {0,1}*, 7 T € {0,1}" ZAhE L,
accept or reject = XCBC-Vy, x, x,(M,T) 21155, K45 12dH
% &) ICEET %,
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Algorithm XCBC-Gg, g, k., (M)
Y[0] « 0"
Partition M into M[1]--- M[m)]
for i —1tom—1do
X[i] « Mli]®Y[i — 1]
Y[i] — Exy (X[i)
X[m] — pad, (M[m]) & Y[m — 1
if [M[m]| =n then X[m] — X[m] ® K,
else X|m| — X[m] @ K3
T « the left most 7 bits of Eg, (Y [m])
return 7'

43: XCBC D% ZHIRT L3 X 5 XCBC-Gr, xy.xcs (+).

Cww ) (e ] [ ] [ [ ] [
N ——
D D+ Ko D D K3

K~ FE K~ FE Ki—+F Ki+~ FE Ki—+ FE K~ FE

" ~{inue] " ~{inue]
T

T
44: M = M[1M[2]M[3] DD XCBC-Gr, ky.10, (M) DEIE,

Algorithm XCBC-Vk, k, xy (M, T)
T/ — XCBC—QKl,KZ,KS (Af)
if T'=T' then return accept

else return reject

45: XCBC D7V 3 Y 25 XCBC-Vi, 1610 (-1 )-
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Z&M Black, Rogaway 12X D, Z2E1EHIT SN T»2% [BRO0. 7
0y 7IGE E DR EL T v & AEIRTH UL, XCBCIE, 7] &, #
EATMREOEIRTL LR MAC THD Z LRI NTW5S, DUFOE
BRI NTW0 3 [IKO3D.

EIE 84. n,7>1 2B, t,qo>1% 02 <2002 2288 L T 3,
E:Kgx{0,1}" = {0,1}" 27avy /st d5, TDLE,

30? 1
Advyepep . (tg,0) < AdvRP (', ¢") + 2% + >

Thsb., 721ZL, ¢ =0,!=1+0(no) THH, HHlOEIEZ7Ta v 7
HfrTh 5.

EM 841, UTDOZ EZRLTWS @ EITHE ¢, #4 g RO %
L, 2o DBEMIEGTREAY o 70y 7 THD,

Adv?é%C[E,T] (A) =€

BB A BT 3 L EET 5, S0 L E, FAE ¢ = t 4 O(no).
=2 ¢ =oc BOHEMZL,

%5 B DFET 5.

WME XCBC oKX, UMTokiiczEtovoins,

o HE:7uy /B OM K, c K £ n Ey FO# Ky Kz € {0,1}"
Dt 3 OV TH B,

o 7TUvy VA 2 — ) Yy VONORHI LA : 1 F<TH 5.

o Ayt —Y MIINT 28 T2ERT2DI00570y ZIFTD
WEONHE L BIZK : max{1, [|M]/n]} BIOMIHLTH 5.

o FHIGIHRE T Z2RE 70y ZH5 OO L% %72,
o MEHIALHEYE @ MHIALEIZ T & 2\,

EE(LIRR  NIST ICHRE SN T3 [WWW9]. 7, [FH03] % [HO3b]
Tigkam S NTW1 5,

30



8.5 TMAC

AR TMAC Z7uv/Ba E LY TR T #279XA—=% L35, Juay
JEnDO7uy IS E:Kpx{0,1}" — {0,1}" ZHVEEE, 7<n
ThRTIRAES KRG, TRHD8F X —F 27z TMAC 2 TMAC[E, 7]
E#LT 5. TMAC[E, 7] = (TMAC-K, TMAC-G, TMAC-V) O#ER 7
NTY XL TMAC-K, # 7EK7 V3 Y X5 TMAC-G, fER 7 )L X
2L TMAC-V 2 ZNZNLAT D &L ) ICEIET 5.

o BAEIRT LT XL TMAC-K IZHERIT L TY RATH D, K, &
Kp & K, & {0, 1} 2 h¥ 2.

o ¥ UMK TN TY XL TMAC-G : (Kgx{0,1}")x{0,1}* — {0,1}"
FIREN TV TY) ALTHD, #EMIE Cp x {01}, Ave—Y
Z2fix {0, 1}, # 72 {0,1} TH L. ThbbL, # K € Kp,
Ky, € {0,1}" EXvEe—Y M € {0,1} ZAJJEL, 7 T =
TMAC-Gk, i, (M) € {0,1}7 23 2. M46, K47 ICH B K9
CEIET 2. X146, K47 I2BWT, Ky -uld, GF(2") LoREET
b5, —MRIZ a e {01} ITXFL,

a-u:{a<<1 ifmsb(o‘L)zo, 2)
(a < 1) ®Cst,, otherwise

E7%%, 22T, QBT ak1liFadkE1EY Y72
#Ll, a=a, 10,2 ---a1ap & a ZEY FERBHLGE, a<g 1=
Un_oln_3---a)0 &% %, Thbb, My MIR R, & ML
Ey M2 0BRSS, £72, msb(a) 1F a DIk EIEY F2FEL,
Cst, T n EY FOEETH S, 7-& ZIF, Cstizg = 012010000111
THDY, Cstgy = 0911011 TH 5. TMAC & XCBC E[HkE, M
DEZINn OFETHRITH X\, K46 @ 3ITHIZEWT,

M = M{1]M[2] - M[m — 1]M[m)]

&, (M| = M2)] = -+ = [M[m—1]| 222 1 < [M[m]| <n
ERBEHICpEINDG. M =< DL ERHNTH, ZoEHA,
|M[m]| =0 £7% 5.

F7, K46 © TTHDBK pad,, : {0,115 — {0, 1} X (1) D X
IICERI NG,
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Algorithm TMAC-Gx, k,(M)
Y[0] « 0™
Partition M into M[1]--- M[m]
for i —1tom—1do
X[i] «— Mli]®Yi — 1]

Y[i] « Ex, (X[d])
X[m] — pad,(M[m]) & Y{m — 1
if [M[m]| =n then X[m] +— X[m|® Ky -u

else X|m| — X[m] & K>

T « the left most 7 bits of Ek, (Y [m])
return 7'

46: TMAC D% 7R T L2 X 2 TMAC-Gk, 1, (+).

[ | [ mp | [ Mpl ] [ Ml ] [ ME ] (MBI
——
D D K> -u D D K>
Ki~F K\~ FE K\~ FE Ki~FE Ki~FE Ki~FE
" ~{inuc] " ~{irme]
T T

AT: M = M1M[2]M[3] DEED TMAC-Gk, k,(M) DEIE.
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o MER T NIV XL TMAC-V : (Kg x {0,1}") x {0,1}* x {0,1}" —
accept or reject IXIREMNTIL T ALTHD, ## K, € Kg, K, €
{0,1}", Xvt—Y M € {0,1}*, 7 T € {0,1}7 =z AJ1& L,
accept or reject = TMAC-Vy, 1, (M, T) 21195 %, M43 12H 5
L) ICEET %,

Algorithm TMAC-Vk, k,(M,T)
T" «— TMAC-Gg, K, (M)
if T =T’ then return accept

else return reject

48: TMAC DHEZR 7 L) X5 TMAC-Vi, 1, (-, ).

RBE2M Kurosawa, Iwata 12X D, ZREBHHTIN T 5 [KI03]. 7
0y 75 E B EEGER T v & LiER T H UL, TMACIE, 7] 13,
PG A B D R TL A MAC TH L I LDRINTwS, IO
EHOR T 5 [IK03b.

EIE 8.5. n,7>1 2, t,qo>1% o2 <2002 22 288 L 5 5,
E:Kpx{01}" = {0,1}" 70y /235, ok s,

302 +i
27L 27‘
ThHhsb, 1iZL, ¢ =0, =t+0(no) THH, HloEIEZ7ay s
HirTh B,

FEM 851, UTDZ EZRL T3 @ EIHH ¢, M4 g BIOEMN%
L, 206 DBEMBEFTTREAY 0 70y 7 THD,

Adviyiace(t g,0) < AdvpP(t, ¢) +

Adviyace(A) =€

RO ADFETEERET S, ZDLEE, FITHRHE ¢ =t + O(no),
=2 ¢ =0 BOERM%Z L,

% 5 B SHET 5.
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ME TMAC ORIFRIZ, DUTokHicEFtoons,

o R 7y /B EDOH K, e Ky EnEy FOB Ky € {0,1}" D
it 2 ODVMIETH B,

o 7TUy VIGEHA Y a—) VORI LK 1 MTH 3.

o Xk —Y M IINT YT 2HEMT2DIr0570y 75D
WEONHE U RIS @ max{1, [|M|/n]} BIOW-OHL TH 5.

o FHIFIEAT ARE 70y VWSO LM% AT,

o FFIALERE ¢ MFINIHIETE 2\,

R NIST ICfEINTw% [WWW9,

8.6 OMAC
OMAC X 2 2973 OMAC1 & OMAC2 DM TH 5.

AX (OMAC1) OMACL Z7wvy /W5 E Ly TRt 217 XA—%
%%, TuyrsEno7uy S E:Kpx{0,1}" — {0,1}* H
WZBEIE, 71<n THRATEZLGRYL, ZN6DNRT A=Y Z2H\
OMAC1 % OMACI1[E, 7] L &£ild 5.

OMACI[E, 7] = (OMACI-K, OMAC1-G, OMAC1-V)

DFERK 7V TV X OMACL-K, % 74K 713 X2 OMACI-G, fif
BTN TY XL OMACL-Y 3ZNZNLLTD &) ICEET 5,

o SR 7L T R4 OMACI-K ZHERI 7L Y ZaThHY, K &
Kg Z2HN17 5,

o ¥R T NTY AL OMACI-G : Kp x {0,1}* — {0,1}" &k
BTN T RLTHD, #ZEMIE Kp, X v 2= 220X {0,1)7,
& J22liE {0,1} Thb, Thbt, #KeKp L XvEe—
M e {01} A1 L, #7 T = OMACI-G(M) € {0,1}" %
M9 %, X49, K50 12dH 5 L9 ICEIET 2. K49, K50 I2EW»
T, L-uld (2 icko>Tf/on, L-w?id (L-u)-u & LT, (21
ko THoits, OMACL b XCBC, TMAC &FEE, M OEXM
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Algorithm OMACI1-G (M)
L — Ex(07)
Y[0] « O™
Partition M into M[1]--- M[m]
for 1 <—1tom—1do
X[i] « M[i]®Yi — 1]
Yl — (X[
X[m] «— pad,,(M[m]) @ Y[m — 1]
if |[M[m]| =n then X[m] — X[m]® L -u
else X[m] «— X[m]&® L -v?
T «+ the left most 7 bits of Ex(Y[m])
return 7'

49: OMACL % 77 L3 ) X2 OMACL-Gg(+).
Lo | MR || MB | [ MR | [ M| | (M3 10
—
5 D L-u D D~ L -u?
K—~FE K—~FE K—~ F K—~F K—~FE

50: M = M1]M[2]M[3] D355 D OMACIL-G (M) DEFE,



n DEFELTHRLTH XWv, K49 o 347HIZE VT,
M = M[1]M][2]--- M[m — 1]M[m)]

MY = [M2][ = - = [M[m = 1]| 222 1 < [M[m]| < n
atc%oto WZaEENG, M =< DLEEHIIITH, ZogHa,
IM[m]| =0 &% %.

F7z, K49 O 7iTHDB% pad,, - {0,1}5" — {0,1}" 1 (1) D &
IITERI NS,

o MERT N TV AL OMACI-V : Kgx{0,1}*x{0,1}" — accept or reject

FIRENT NV TY ALTHY, # K € Kp, A vt—Y M € {0,1}7,
&7 T e{0,1}7 ZAJIE L, accept or reject = OMAC1-Vi (M, T)
245, K51 12H 2 &) ICBIfET 5.,

Algorithm OMAC1-Vg (M, T)

T" — OMACI1-Gx (M)

if T =T" then return accept
else return reject

51: OMAC1 DER 7N TY 2L OMACI-Vi (-, -).

AR (OMAC2) OMAC2 i OMAC1 & IZIFFETH 5. OMACL H
DL-w% L-ut & L7ebDD OMAC2 THD. I ac {0,1}" I
xfL,

(3)

&E%%, 2T, L%ﬂ() IZBEWT, a>13aDfH1EY 7 b
ZRT. 0 = ap1ano---a1ap £ a ZEY FPRELZEZGES, o > 1 =
06y, 1Gp_o - - - Q301 ktﬁ%. Thbb, MIEy MIa kb, &bz
vy M2 0TI NS. £7, 1sbla) 1 a DIk MZEY F2EL, Cst/,
En By FOERTHS, 72 2L, Csthy = 101201000011 TH 5.

. a>1 if 1sb(a) =0,
a-u =
(a> 1)@ Cst!, otherwise.

B2  Twata, Kurosawa 12 & 0, ZRMEDBEHT ST 5 [IK03a]. 7
0y 7S E BNEERERS v & AEfETHUE, OMACIE, 7] &
OMAQC2[E, 7] 1%, P& ANAIREIEDEIRCL % MAC TH 5B Z EDVRS
T3, DLMNOEMHIVEI T % [IKO3b],
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EIR 8.6. n,7>1 %M, t,qo>1% 02 <2002 2288 L 5 3,
E:Kpx{0,1}" = {0,1}" 270y 7332, oL E,
Advoyiacis(t ¢, 0) < AAVEP(, ) + —— +

mac T 40'2 1
Adviiiacae(ta,0) < AdviP(t', ¢) + ot

Thsb. 1L, ¢ =0,!=1t+0(no) THH, HHEOEIEZ 7w v
HiTh 5.

EF 8.6 1%, UTDZ EZRL T3 1 EBITH ¢, B4 ¢ RIOERM %
L, 205 DEMBEEHTELXY o 70y 7 THD,

Advinacie (A) =e

RO ADPFETLERET S, ZDLEE, ETRME ¢ =t + O(no),
w4 ¢ =0 ROEMZ L,

| 102 1
Adv%%B)Ze——é%——g;

%AW B DBFIET A, OMAC2 IZOWTHFETH 5.

BE OMAC D&KL, DLTokHicEFEdoins,
o i JTuv /B OM K c Ky D—2DATH 5.
o T UG HRAT Y 2 =) VI OERH LEE : 1 [HTH 5.

o Xy =Y MITNT 28 TRELT DI 5 70y 7T
BEOVH LRI @ max{1, [|[M|/n]} BIOOIHLTH 3.

o HAGIHT LRI 70y V7SO LIS : L = Ex(0") Zatf
B 20101 BRLETH 2.

o MFFIALERYE  MEFINIEILTE 2\,
ERLIRR  NIST ICHRE SN T2 [WWW9], NIST (% 2003 4£ 6 H,

RMAC OMEZ HE L, OMAC 2247 % L FHEL 72 [WWW9]. 2003
fF 11 HBIE, OMACL1 ZIBETETH S, LLTw3,
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8.7 XOR MAC

2 ODHADMREINTEY, —23HLEZHw3 XMACR A=, b
I —=DF AT I EHVE XMACC HATH3, £ 6 bEARE F
{0,1}F x {0,1}* = {0, 1} ZH\w3, F &LlLT7my 7iE52H0Ty
Fwds, ANMEn EHAE n 138725 TH L, XMACR, XMACC &
HLE6H, NIA—=FLELTC, FEERbELESL, I27ZL, b<n—-1Tk
{TRBSR, Ay —=Y MIZ|M|<b-271ThHbh, BRI b D
BEREICR X027 v 73NTnwb L5, 823,

M« M||100~MI=1)med (4)

9%, B tag : {0,1}F x ({0,130 x {0,1}»' — {0,1}" DI D
EIICERT 5.

tag(K, M,r) € F(0llr)®Fx(L[(L)n_pr || M[1]) @ - - F (L[ (m) s | M [m])

72720, M =M[1]---M[m] 13374 v 73NT»C, & M[1],..., M[m]
EbhbEY N rid(n—1)Ey b, @)y 3EEIiD(n-b-1)Eyh
HHTH L. DUF, tag(K, M,r) % tag,(M,r) LE£iLT 5. X 52 &M,

n—1 n—>bb—1 b n—>b-—1 b n—5b—1 b

=~ =~ "~
ol r | [ s [ M| [U1@hnpal[MP2]] [1[(3)n b1 [ M3]]
NP NP
tag (M, r)

52: M = M[1]M[2]M[3] D¥FED tag, (M, r) DEE,

AR (XMACR) XMACR 3, B F ¢ 70y 7k n 289 X —
YT, BB F o {01} x {0,1}" — {01} ZHEAL,
b<n—1TkTIFEokh», IN6DNRIXA—F%2Hw XMACR %
XMACR[F,b] £ &G0 T 5. XMACRIF, b = (XMACR-K, XMACR-G, XMACR-V)
DFERL TN T X XMACR-K, & 747 V3 XL XMACR-G, i
A7) XL XMACR-V EZNFNLTD X 5 Ic@EfET 3,

o BHERTILTY X5 XMACR-K IZHERT7 LY ZLTH Y, K &
(0,1} 2T 3.
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o ¥ U T LY XL XMACR-G : {0,1}F x {0,1}* — ({0,1}" ! x
{0, 1}") \FHER 7 LT Y XL TH D, 2L {0,1}F, A v & —
PRI {0, 1}, ¥ 7ERIE (0,1} x {0,1}") TH B, Tiab
b, # K c{0,1}f EXve—Y Mc{0,1} ZAEL, 7
T = XMACR-Gx (M) € ({0,1}" ' x {0,1}") #1725, K53 I
HDEI)ICEET .

Algorithm XMACR-Gx (M)
Pad M

r & {0,137

T — tag,(M,r)

T — (r,T")

return T’

53: XMACR @ % ZHJR 7 VT Y X2 XMACR-Gr (+).

72720, 2 f7HIE M € {01} IR L AT v I E2fEL, M €
{0, 1}MT &% 2L912T5, EZIE, 4 DEHcT 5, 317H
Tldn—1EYy OB r 2S5,

o MERT NIV XL XMACR-V : {0,1}* x {0,1} x ({0,1}*! x
{0,1}") — accept or reject FREWT LTV AL THY, # K €
{0,1}F, v €= M €{0,1}*, ¥ 7' T € ({0,1}""' x {0,1}") %
AJ1E L, accept or reject = XMACR-Vi(M,T) 217 5.
54 12H % X ) ICEIET 5.

Algorithm XMACR-Vg (M, (r,T"))
Pad M

T" — tag, (M,r)

if 7" =T" then return accept

else return reject

54: XMACR DR T L3 X2 XMACR-Vk (-, -).

72720, 29THIE M e {01} I L, 4) D&IHicT 5,
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AR (XMACC) XMACC %, XMACR L [Akk, B F &7y
FBn%2 9 2x=%E3%, BEIE F:{0,1}* x {0,1}" — {0,1}" % H
WA, b<n—1THLSTERLRY, INHDF A=Y ZH»
72 XMACC % XMACCIF,b] £F£idd 5.

XMACCIF, b = (XMACC-K, XMACC-G, XMACC-V)

DR T L TY XL XMACC-K, ¥ 74K 7 L3 X5 XMACC-G, il
AT TY XL XMACC-Y ZZNFNLLFD X I ICEET 3,

o BB T LAY XA XMACC-K IR T LY ZATHY, K &
{0,1}F 2l h7 3,

o YUK TNTY XL XMACC-G : {0,1}F x {0,1}* x Count —
(Count x {0,1}") IZREM TN TV XL TH Y, HERIZ {01},
Ay =2 {0, 1}, ¥ 723 (Count x {0,1}") TH 3, X
LIZANTELT, A7v% C cCount Z& 5. Count lZAT V%
DZEMTH Y, Count={0,1,...,2" 1 —1} TH%. AV v ¥izk
BHEICIDREINTED, 0icwiitkah, ¥ 77 va Y X
LMo THEFHEING, ZEZFIINEZRIFELZY, Thbb, #
Ke{0,1}F, xvte— M e{0,1}, A7~ % C € Count Z AJJ
L, #7 T =XMACC-Gg(M) € (Count x {0,1}") 217 3.
X 55 12H % X HICHEIET 5.

Algorithm XMACC-Gg (M, C)
Pad M

C—C+1

T" — tagp (M, (C)n-1)

T — (C,T)

return T

55: XMACC O % Z7/ER 7 L3V AL XMACC-Gk(+).

2L, OV BAD Y CD (n—1) Ey FEETH Y, 247H
i M e {01} IR, 4) DXITLTHS, M= M[]- - Mm]
LY %,

o MEATILTY XL XMACC-V : {0, 1}Fx{0,1}*x (Countx {0, 1}") —
accept or reject IFIREW TNV TY ALTHD, # K € {0,1}F, X
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vye—Y M ¢ {0,1}, ¥ 27 T € (Count x {0,1}") ZASIEL,
accept or reject = XMACC-Vi (M, T) 2135, 56 I2dH 5 X
I ITEIES 5.

Algorithm XMACC-Vg (M, (C,T"))
T// — tagK(M7 C)
if 7" =T" then return accept

else return reject

56: XMACC DHERT LT Y R 2 XMACC-Vie(-, ).

REM  Bellare, Guérin, Rogaway (2 & D, ZaME0MET I T % [BGRIS).
BISR F 23R4T B 7 v & LRI T hiuE, XMACR[F, b & XMACC|F, b]
%, MPREATREEOER TL e MAC TH DI EWRINTV D,

BOZ VY LEEmE BEE0E F {01} x {0,1}" — {0,1}" <L, TF
DR T v LR TH B L IF, SRRSO 2 T ) LED
s, BEEL% { Fi(-) € Rand(n,n') | K € {0,1}F} & {0,1}* 25 {0,1}"
ANDTRTOEBDES Rand(n,n') ZRATE RV LE VY,
KOBEIE, A ELT, A7 7NVCT7RATESLTLITYR
L%EZ 5, M oEMo%k, Akl Yy b eBIT 5, BEUR F
{0,1}F x {0,1}" — {0,1}" @, # A C$ 2, L7 v ¥ LB E L
TOREWZ, 7 FNYF—2 AdvE(A) Ik > TRiign s, 22T,

Advi(A) = Pr(K = {0,1}F: AP0 = 1) — Pr(R il Rand(n,n’) : A0 =1)

EEFEIN, AFO FER X IZWL, V= Fe(X) Z2IBTA 7 7V Fy(-)
BROM A ZEL, ARO R X ISHL, Y =R(X) Z2BETA77)L
R(-) ZFOilt A &7,

SIEEERNETSYE BIRE F oftllS v ¥ LBIBIR L L ToRelt2
HZBHEIHk) BRI, FEORE ¢ &4 7 7 VADEMEE ¢ TH 5.

de

AdvP (¢, q) o max {Adv%rf(A)}

LERIND, L, mKMIZENNE ¢, 47 7 VAOH[HBE ¢ D
TRTOM AILDVTLE 3,
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XMACR GJEQ'IE Adv;ﬁACR[F@] (t7 QQu qv, m) 7%

s-u def S-u
AdVXI\ZACR[F,b}(ta Ags Qv M) = max {AdVXNiACR[F,b](A)}

EEFRT B, L, BRARMEIZIFATIRE ¢, & 7HA 7 7 VNE& g, T,
WERA 7 7 VN4 g, B, ZREFNDOEMOEIRHL m 72y 7T
HELTRTOELAIWZDODWVWTLE S,

XMACR 122V TlE, MNOEHEMAREIN T2 [BGRIS.

EE B8.7.nn>1 28 b2 b<n—1%2%H t,q,0,,m>1%
BHET S, F:{0,1}F x{0,1}" — {0,1}" 2P8E LT3, ZoL &,
2q | 2q;
n + on’
ThHs. L, ¢{=(+q) m+1),'=t+0((n+n)g) TH52.

T ST I3, T L 2R TS S ¢, & VA 7 7L
S g, 6, HERA S 2 M2 g, MOERE L, 2hEhoBR
Exm7av 7 (1 70y 2 by k) THY,

Advga\l/{ACR[F,b} (A) =€

RBEADEET 2 LET S, 2L E, FHRR ¢ = t+0((n+n)q),
X g = (q+q,) (m+1) BIOERZL,
2, 2,

2n 2n

s-u rf
AdVXI\/iACR[F,b} (t,qq, qu,m) < AdVE (', ¢") +

AdviP(B) > e —

%5 B DFET 5.

XMACC &£tk AdV;ﬁACC[F,b] (taqquinm) %

Adv;ﬁACC[F.b} (t, qg, 4, ™) = mgx {AdV?ﬁACC[F,b} (A)}
LEET D, WRAMED LD Iz, XMACR EFHERTH 5.
XMACC (22w TiE, BITOEMAIVRZI TV 5 [BGRI5.

EE 8.8. n,n'>1 2% b2 b<n—1%5%H t,q,00,m>1%
q < 2" BB ET S, F {01}k x {0,1}" — {0,1}" ZBEYE% &
T5, ZDLE,

2

, 2
S- rf dy
AdVXﬁACC[F,b] (ta dg, Qv m) < Adv}p7‘ (tlv q/> + on’

TH5. L, ¢=(+q) m+1),t'=t+0((n+n)g) TH53.
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EM 88 E, AT LZRLTwDS 0 TR ¢, ¥ THRA 7 7 v
IZmR g, M, WEERA 7 7 ViC|mAc g, BIOEMZ L, Z0ZNOEMD
HAZm7ay 7 (1 7ay7ikbEY ) THD,

Adv;ul\/EACC[F,b](A) =€
R ADHET 2 LARET 5. 2O EE, S ¢ = t+0((n+n')q),
B2 ¢ = (g +q) - (m+1) BIOEMZ L,
2q>

AdvEP(B) > ¢ -

% 5 B BAET 5.
XMACC %, REEVAY VI 2R LETER s 0w b D i,
LRVEDINT VRIS g I LB, LI HRZR>TW 3,

#E XMACR, XMACC %%, DITokiicEztdoins,

o R BIRIGE F (7 uy 7EE) Ot K € {0,1}F D—D2DATH 5.

o FOWAFrYa— v 7O LEE 1 HTH 3,

o XAyt —Y M IZWNT 28 T2 ERKTHDI0H5 F OFOHL
M T4 VT DERICE D R 223, (4) DX IHITLEGEE,
[(IM]+1)/b]+1 BHAETHZ, F LT, 7uy 7iEgzivi
%%, CBC MAC Tlx [M|/n DT, CBC MAC EHX, n/b fiF
BERETH S, 7LZ2E, b=n/2 L LGS, BXZ 250
OH LB B TH 5

o HEGIETZ2RE F OO LIEL : XMACC I8 2XE# 1%
Fr(0)|C) Z2EtHTZ %,

o MEFNALEEM: @ MEFNALBEAIRECTH %5, CBC MAC & ZDEIX, 7
a v 75 ONFIBEAST E 2\,

RECIANR PR Ls TR e,

8.8 XECB MAC

32D flE w5 XECBS-MAC 2, REEHIIREER W3
XECBC-MAC 53, REE EHALEZ w2 XECBS-MAC HRDMRRI 1L
TWw3,

EDNAb7uy 7S E:Kg x {0,1}" —{0,1}" ZH\w 35,
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A (XECB$-MAC) XECB$-MAC F#lE%H\ % 5 THh 5. XECBS-
MAC &, 7Ry 7l5 E 29 2—=%LF2% % XECB$-MAC
% XECB$-MAC[E] £ £l 7 5.

XECB$-MAC[E] = (XECB$-K, XECB$-G, XECB$-V)

DA 7N 3T ) XL XECBS-K, ¥ 74 73 XL XECBS-G, fif
BTN TY XL XECBS-V ZZ2NZFNLLTD LI IC@EHfET 5,

o HUEK T L T Y X4 XECBS-K IR 7L TY RAThY, K &
Kg #1735,

o ¥R TILTY XL XECBS-G : Kpx{0,1}* — ({0,1}*x{0,1}")
BHERW TNV TY AL THY, BERIE Kg, X ve—Y %M
{0,1}*, # 7Z4fix ({0,1}"x{0,1}") TH 5. Thbb, # K c Kg
EXvE—Y Me{0,1} #ANEL, 7 T =XECB$-Gx(M) €
({0, 1} x {0,1}") 2%, K57 I2HD L9 ICHET 5,

Algorithm XECB$-G (M)
ro & {0,1}"
Yo «— Ex(ro)
2o — Ex(ro+1)
Partition M into M[1]--- M|m)]
if |M[m]| =n then Z «— %
else Z « 2z,
Mm] < pad, (M[m])
Mim +1] « Z
for:—1tom+1 do
Xli] — M[i} i x yo
Yi] — Ex(X[i])
T"—Y[]@®--dY[m+1]
T «— (ro,T")
return 7'

57: XECB$-MAC D ¥ 7470 2 X XECBS$-Gi (-).

72770, + % x OHEIE mod 2" ETiTbNs, 21T7HD ry 12
nEY FOEETH S, 6THD Z 1F 20 DEY FTLEDNHIETH
5. 84THD pad, () 1 (1) TEEIN T35

94



o MERRT N TY XL XECBS-V : K x {0,1}* x ({0,1}" x {0,1}") —
accept or reject [FWEMN TNV TY ALTHD, # K € Kg, AV
t—Y M e {0,1}*, 7 T € ({0,1}" x {0,1}") ZA e L,
accept or reject = XECB$-Vi (M, T) 2145, K58 12H 5 &
IICEIET 5.

Algorithm XECBS-Vg (M, (19, T"))
Yo < Ex(ro)
29 — Er(ro+1)
Partition M into M[1]--- M|m]
if |M[m]| =n then Z «— %
else Z « z
M[m] « pad, (M[m])
Mim +1] « Z
for i <—1tom+1do
X[i] «— M[i] ®i x yo
Vi] — Ex(X[i])
T"— Y& & Y[m+1]
" — (ro,T")
if 7" =T" then return accept

else return reject

58: XECB$-MAC DR 7L Y XL XECBS$-Vi (-, ).

ro ZHWTE THRERZITV, B L Tt accpet ZiK T,

FX (XECBC-MAC) XECBC-MAC 1%, #{5&E20REZ V2 R
TH %, XECB$-MAC tFtk, 7uvy 75 E 273 X—=82¢t35, C
%, XECBC-MACIE] £ 5.

XECBC-MAC|E] = (XECBC-K, XECBC-G, XECBC-V)

DL 7 L 3 X XECBC-K, ¥ 74K 7L 3V X L XECBC-G, fif
BTN Y XL XECBC-V IZZNFNLT DX 5 ICEET 5.

o HER 7L T Y R4 XECBC-K ZHER7Z L TY RAThHY, K &
Kg Z2HENTT 5,
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o YUK T NTY XL KXECBC-G : K x{0,1}* x Count — (Count x
{0, 13) WERENTLITY ZALTH D, #HERIE Kp, Xve—
Z2fiix {0,1}*, & 7 22[]lE (Count x {0,1}") THB. I HITAM
ELT, A% C € Count Z2& %, Count (&h 7 v & D2EH
THY, Count = {1,2,...} TH2. "WV ryYEFREEHEICIIER
Fahntkh, 1 icwiifbsh, 2 7EET7TLVITY RLITE->T
s, ZEHEIINZRELLV, $4bb, # K € Kg,
Avt—=Y M € {0,1}, A% C € Count EASIEL, &7
T = XECBC-Gg(M) € (Count x {0,1}") ZHi/13 2. 59 I2dH
5 X ICEET 5.

Algorithm XECBC-Gx(C, M)
Yo < Ex(C)
20 < EK(yo)
Partition M into M[1]--- M[m)|
if |[M[m]| =n then Z — %
else Z « 2z,
M[m] « pad, (M[m])
Mim+1) < Z
for i —1tom+1 do
Xt] « Mi] ®1i x yo
Y[ — Ex(X[])
T"—Y[l]&--aY[m+1]
C'—C+1
T—(C, 1)
return 7'

¥ 59: XECBC-MAC @ % Z4 {73V XL XECBC-Gk(+).

2L, O 3EHINTATCIDMETHY, + £ x OB,
mod 2" L Tfrbins,

o fifs@ 7 L3V AL XECBC-V : K x {0,1}* x (Count x {0,1}") —
accept or reject IFPREW TNV TV ALTHY, # K € Kg, A v
t—Y M € {0,1}*, 7 T € (Count x {0,1}") Z AL L,
accept or reject = XMACC-Vi(M,T) #7135, K60 I2H %
£ ICHEIET S,
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Algorithm XMACC-Vg (M, (C,T"))
Yo — Ex(C)
z0 < Er(yo)
Partition M into M([1]--- M|m]
if |M[m]| =n then Z «— z
else Z « z

M[m] « pad, (M[m])
Mim+1] —Z
fori—1tom+1do

X[i] « M[i] ®i x yg

Vi) « Ex(X[i])
1" —=Y[1]®---oY[m+1]
if 7" =T" then return accept

else return reject

60: XECBC DffR 7L 3 X & XECBC-Vk (-, -).

AR (XECBS-MAC) XECBS-MAC (3RiE & filLEE A2 X TH
5. b, 7uy st E237X—4%L35%, XECBS-MAC[E] &
il T %, XECBS-MACI|E] = (XECBS-K, XECBS-G, XECBS-V) D
A7 V3 XL XECBS-KC, ¥ 74K 7V 3 X XECBS-G, iR 7
L) XL XECBS-V 3 ZNZNLLTD K ) ICEIET %,

o BHER T L TY X4 XECBS-K 1ZHERH 7L TY RATH Y, K &
Kg Z2HN17T 5,

o ¥R TN AL XECBS-G : K x{0,1}* x Count — (Count x
{0,13") FRENT LTV RALTH Y, 2RI Ky, Ave—3
Z2fiix {0,1}, # 72Mi% (Count x {0,1}") TH 5. I HITAN
ELT, A7 V¥ C € Count &%, Count A7 v ¥ DEER
THH, Count = {1,2,...} THS., AV VFITREZFICLDR
FInTtkh, 1icwifksn, ¥ 7EE7LVITY ALICE>T
FHINs, REHRBINZRELZY, $4bL, # K € Kp,
Ayvt—Y M e {0,1}*, A7 % C € Count ZASIEL, ¥ 7
T = XECBS-Gx (M) € (Count x {0,1}*) 27195, I5IC7V
Y RLNETIE, KRB R & R* 23, Z0siE nEY D
Ey MITHY, T LICHBING, Ave—Y T LICHERIN
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2T ARG, ZOREIZEEFEL T TR, ZEELMHREFLT
VW5, WEH K »OEILTH XwEEIN TV 5 [GDO1a).
61 12H % X ) ICHIET %,

Algorithm XECBS-Gx (C, M)
Partition M into M[1]--- M[m]
if |[M[m]| =n then Z <+ R
else Z — R
M{[m] « pad, (M[m])
Mim+1« 2
for + < 1 to m do
X[i] = Mli|oCx Z®ix R
Y[i] — Ex(X[i])
T"—Y[l|& - dY[m]
C'—C+1
T — (C,T)
return 7’

61: XECBS-MAC @ % 74K 71V 3 ) XL XECBS-Gk(+).

72770, C"IEEBIIN AT YDETHD, + £ x DKL,
mod 2" ETirbiL 3,

MR 7L T XL XECBS-V : Kg x {0,1}* x (Count x {0,1}") —
accept or reject [FWEMN TNV TY ALTHY, # K € Kg, A v
=Y M e {0,1}*, #7 T € (Count x {0,1}") Z AL L,
accept or reject = XMACC-Vg(M,T) zti/145. I5lc7a
U XLNESTIE, RE R & R 2ZMv3, Ih6iE, nEY RO
By MIThHD, T LICEHRINDE, Ave—Y T LICEHRIN
2 TIEAR, ZOREIE, ZEFELRFFL TS, K62 12Hh
% X9 ICEfEY %,

ZE2M Glogor, Donescu 12 & D, LRSI N TV % [GDOlal. 7
0y 7S B D EELER S v 8 LMERE T H UL, XECBS-MAC[E],
XECBC-MAC[E], XECBS-MAC[E] %, Wind, #HEEAfagtoR
IRCTLA7 MAC TH ST EWRINTW S,

98



Algorithm XMACC-Vk (M, (C,T"))
Partition M into M[1]--- M|m]
if |[M[m]| =n then Z «— R
else 7 — R
M([m] « pad, (M[m])
Mim+1]«—Z
for + — 1 to m do
X[i] — Mli|@Cx ZDix R
Y[i] — Ex(X[i)
T"—Y[l] @ - ®Y[m]
if 7" =T" then return accept

else return reject

62: XECBS DR 7 )L 3 X 2 XECBS-Vi (-, -).
XECB$-MAC DR Adviiopsaacs (b o tgr Qs o) %

u def u
Adv;(EfCBS%-MAC[E] (t, g Hgs Gus o) = max {AdV§<EfCB$-MAC[E} (A)}

EEFRT D, T L, mAMEIZETRME ¢, ¥ 7HEEA 7 7 VNFE & g, [

DEMZEAFICEA p, 70y 7, WEA 7 7V ~NE% q, RIOER % &

GPTRIA py, 70y 7 THETXNTOR AITDOWTLE B,
XECB$-MAC 22T, BITOEHAVR I T2 [GDO01a.

EE 89.n>1 ZFE, t,q. 1y, qu, g > 1 ZEBBET S, E: Kp X
{0,1}" - {0, 1} 27wy 7L %. ZoLE,

-uf
Advigeps macis) (t dos gy Qos Hg)

v 1 v 3 2
< AV )+ 1 ((ogQ/i ) + )+q;/iv
+ (g + 2q, + 1) Lol
TH5E, TREL, ps+p, <g,t<t TH5.

NV RIRRBEDOEIROKE L, 130D MAC LHRZ L, HWHED
birthday paradox /X7 ¥ F XD & log 27— L THEO I L3005,
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XECBS-MAC OR2M  Adviins aacis (b dos fgs dos 1) S XECBS-MAC(E]
ERBRICERT 5.
XECBS-MAC (22w Tld, M FOEMAVE XT3 [GDO01a).

EIE 8.10. n > 1 ZHEHE, t,qy g, Qo ptg > 1 ZHEET S, E: K X
{0,1}» = {0, 1} 27 vy /5 L35, ZOLE,

s-uf
AdeECBS—MAC[E] (t, dg; Hg; o, Mg)

rf ¢ | po((log ) +3)
< AdeE (tlv q/) + 2_n + on+1

qs((log gs) + 3)
2n+1

tg((log p1,) + 3)
2n+1

+ (qu + f1g) + (qu + f1g)

THD, 2L, ps+p, <, t<t Ths.

XECBC-MAC OZ£H Advi;%fCBC_MAC[E](t,qg,,ug,qv,uv) b LEd
D LARRICERT 5.
XECBC-MAC 22w Tix, U TOEEI/RI LTV 5 [GDO01a).

EE 8.11. n > 1 ZEE, t,qy 11y, quyptg > 1 ZEEET S, E: K X
{0,1}» = {0, 1} 27 vy /5L T5, ZOLE,

s-uf
AdeECBC-MAC[E] (t, dg, Hgs Gos Hg)

2 g po((log ) +3)

rf
< Advy (t,q) + St T on T ontl
4((log g,) +3) po((log ) +3) 115
(@ o+ pg) T (4 g) P T

THD, 2L, ps+p, <, t<t Th5s.

WMTE XECB MAC O%EIZ, UTokI)lcEEdons,
o I : 7Tuv IS FEOM K c Ky D—D2DATH S,
o FEDYArY a— ) v 7OMOHLEIE 1 RTHh 3.

o Xyt —Y MIZWNT 28 JZEKT2DIC005 F OW-UH LI
#: XECB$-MAC & XECBC-MAC TiZ%, [|[M]/n]+3 1], XECBS-
MAC <Ti&, [|M|/n] BlAZETH S, LL, XECBS-MAC T,
R & R oAic7 vy 7G5 2 WO THELRH 256035 5.
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o FHIFH T AIRE F OMUH L% : XECBS-MAC Tl, R &
R* ORI 70y JEES 2O THELRD 285568030 5.

o NEHIALHYE « WA AIRET H 5.

IR NIST ICRREINTw» 5 [WWWY).

8.9 PMAC

AR PMAC R 7wy /W5 E LI TR T 217 XA=89ETS, 7Tuy
IEnO7ay 7T E: Kpx{0,1}" — {0,1}" ZHW413, 7<n
T TUIRS R, TNED/T X —F % vl PMAC % PMAC[E, 7]
LT %, PMACIE, 7] = (PMAC-KC, PMAC-G, PMAC-V) D#AER 7
LY XL PMAC-KC, # 747 L3 Y X PMAC-G, MR 7L TY) R
L PMAC-V 32N ZNLUT D X ) ICEIET 5.

o AR IL DY XA PMAC-K HERIT L TY RATHD, K &
Kp #1773,

o ¥R T N TY XL PMACG : Kp x {0,1}* — {0,1}7 IZIR7E
MW7) ZLTHY, HEMIEF Ky, XvEe—I%0E {01}
& 7% {0,1} ThD. Thbt, #KeKp LXAvEe—Y
Me{0,1}* ZAJ1E L, 7 T = PMAC-G(M) € {0,1}" %
7135, K63, K64 12H5 X)) ICEIET S, PMAC IF M ORI
Bn DEHETZITH LW, M63 D 3ITHIZEWT,

M = M[1]M[2] - M[m — 1]M[m)]
&, M| = |[M[2]] = - = [M[m —1]] 2 1 < [M[m]| < n

ERBEINICHEENS, M=cDEEIHNTHS., ZDEL,
IM[m]| =0 7% 5.

S5ATHD ~; - L 1%, MDD L) ICEHHEINS,

m-L=1L

Y- L= (i1 - L)@ (L-u0) (i >2)
ZIT, ntz(i) 1%, : ZEY PRBILZLED, m MIEY b2 5
M LTS 0 OfBTcH 5, HLCIE, ntz(i) 1, 27 23 2H
DYIBERRD 2 Th b, 72& 2, ntz(7) =0, ntz(8) =3 TH 5.
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Algorithm PMAC-Gx (M)
L — Ex(0")
Partition M into M[1]--- M[m)]
for i —1tom—1do
X[i] — Mli) @~ - L
Y[i] — Ex(X[i))
S YeY[2 e &Ym-—1] & pad,(M[m])
if |M[m]| =n then X[m] « Y& L -u™?
else X|m| — X
T « the left most 7 bits of Ex(X[m])
return 7’

63: PMAC O % 747 )L 3V X5 PMAC-Gg(-).

L MO | [ M) | [ M3 | [ M | [ M) | M3]o]
N, e’
Y2 - L
0"+
K~FE K~FE
T T
T T

64: M = M[1]M[2]M[3] D& D PMAC-Gx (M) DEIE.
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vi - L IFEHGEHETOUCOREE L TELTh X v, SEITRT
TERELTH L v,

F7-, K63 D 7iTHDB pad,, : {0,1}=" — {0, 1} 1% (1) L H
MThs, SITHD L-u X, (3) DLIIEHING,

o MERRT VTV XL PMAC-V : Kpx{0,1}*x{0,1}" — accept or reject
WFRERN TNV TY AL THD, # K e Kg, Avt— M € {0,1}%,
57 Te{0,1}" ZAJ1& L, accept or reject = PMAC-Vg (M, T)
2%, K65 12dH D &) ICHET 5.

Algorithm PMAC-Vg (M, T)
T — PMAC-Gi (M)
if T =T’ then return accept

else return reject

65: PMAC DR T L3 X5 PMAC-Vg (-, -).

ZEM Black, Rogaway 12X D, Z2UEPEITINTw2% [BRO2l. 7
0y W5 B DERGER S v ¥ AEHRRETH UL, PMACIE, 7] I3,
PTIEATRBEE D ER TL 2% MAC TH S Z LRI NT 05, HRH
12, DT OEMAYR I T % [BRO2).

EIB 8.12. n, 7> 1 ZBHL, t,q0 > 1 Z8EET S, B:Kgx{0,1}" —
{0,1}" 27ay /5L 9%, ZDOLE,

1.50% 1
o o
Thsb. 1L, o'=0+q+1,¢d=0+1,t=t+0(noc) THH, H
MoEZZ7ay 7H6iTHh 5,

ERL 8121, TN Z EZRLTWD @ FEITHM ¢, &4 g [MOER-
zL, ZNoDHEMPGITHEA o 70y 7 THDY,

Advglﬁ:AC[E,‘r] (A) =e

BOHMADBFET L ERETS. o/ =0c+q+1 T35, ZDOLE, H
TR ¢ =t + O(no), M4 ¢ = o IMDEMZ L,

Advgf/fAC[E,T] (ta q, U) < AdVIE)’rp (tlv q/) +

AdviP(B) > e —
7% 5 B FET 5.
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E PMAC O%FIZ, UMToOkIlcEtoons,
e R 7uy /T8 K e Ky it 1 DBNETH 5,
o 70y VIGHFHATY 2= v OO LEE 1 BTH 2.
o Xy —Y MIZNT 28 TERERTL2DI»05 70y 750
WEONHE LRI 2 max {1, [|M|/n]} MIOMEONHEL TH 5.
o HATHHTZ2RE 7y JIFFGOWRH LIE : 1 HTH 3.
o MEFIALERY: @ WEHNABHA[RETH 5.

EELRR  NIST ICHREIN T35 [WWWI).

8.10 9

AR 9137 vy ZES KASUMI : {0,111 x {0,1}%* — {0,1}%* % 4
W5, BERT VT XL K, FTERT VT XL f9-G, HERRT IV
TYRL f9V EZENZENDTD X BT 5.

o BTN TY XA fO-K BHERKT LIV R ATHD, K &
(0,112 2 HT 5.

o YT INITY XL £9-G: Kp x {0,1} — {0,1}" IZPEN TV
TV RLTHD, #ZERIZ {0,1}54, X v e —I 20X {0,1}, &7
22fiE {0,132 Th D, X561, 32 EY bDAYH COUNT, 32
vy FOELE FRESH, 1 £ v F® direction identifier DIRECTION
ZAINTH D, Thold, EZEFEOMTHEAEIN TV, 66,
67 12dH 2 X9 ICEIET 5.

2 {TH® pady, (COUNT, FRESH, DIRECTION, M) IZBA T & 9
WCEIET % £9, COUNT, FRESH, M, DIRECTION % jifh L,
RIZ1TEY b “1” 2L, &R, 2ROEIN64EY FD
BEMSICRD X912, 0 2EfET S, Thbb,

pad,,(COUNT, FRESH, DIRECTION, M)
— COUNT||FRESH| M||DIRECTION|| 1|03~ (1M|+1 mod 64)

ET%, KMIE, 128 EY FOEETH D, KM= 0xAA...AA TH 5,
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Algorithm f9-Gx(COUNT, FRESH, DIRECTION, M)
M «+ padg, (COUNT, FRESH, DIRECTION, M)
Break M into 64-bit blocks M[1]|| - - ||M[m)]
Y [0] < 064
For ¢+ =1 to m do:
X[i] — M[i]®Y[i —1]
Y[i] « KASUMIg (Xi])
T — KASUMIgauu(Y[1] & --- & Y[m])
T « the leftmost 32 bits of T’
Return T’

66: fO D THERTNTY XL f9-Gy(-).

|COUNT|[FRESH|| MESSAGE  |[[DIRECTION]J/1]/0...0
!

f f f

M1] M]2] M3] M{m]
K~ E|| K+ E||K~E K~ E
K &K~ E

1
T (the leftmost 32 bits)

67: f9-G(M) DEIE, E 1 KASUMI TH 5,
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o MERTINITY XL f9-V:{0,1}54x{0,1}*x{0,1}3% — accept or reject
FRERNT LT RALTHD, # K € {0,1}% Xvk—Y M€
{0,1}*, % 7°T € {0,1}32 2 AJ1& L, accept or reject = fO-Vi (M, T)
2N 5, 61, EXEHEOMTEAINTVE32EY b
A1 % COUNT, 32 ¥ v FDifil# FRESH, 1 E v @ direction
identifier DIRECTION %Z AT H D,

X 68 12dh 5 X HICHEIET 3.

Algorithm f9-Vx(COUNT, FRESH, DIRECTION, M, T)
T' — f9-Gx(COUNT, FRESH, DIRECTION, M)
if T'=T' then return accept

else return reject

68: f9 DWERT L TY XL f9-Vi(-, ).

Z2M Hong, Kang, Preneel, Ryu 12 & ), KASUMI 232428l 5 ~
FLERTHIUL, f9 DEBENEIEDER T L4 MAC THB e
FiEI N7 [HKPRO3] 28, FEBHORNMiioMER S 1uTw % [IK03c].
BE 9 ORRIE, DTok)licxtdons,

o HE : KASUMI Ot K € {0,1}%* =2 DA TH 5,

o TV IIEEHATY A=) VY IIDONFRHLEE: K £ KOKM D
2 [HTHh 3.

e Ak —Y M IINTEY 7 %#EMT 2DIhrb 70y 750D
WPRONHE LRI 2 [|M|/n] + 2 RIOM-OH L TH 5,

o FHIGIRETZ2RE 70y ZH5 OO LHE - %%,
o MEHIALHEE: © WEHIALBIZ T & 2\,

REIRR  3GPP I X D EE(L E T % [3GPPa, 3GPPb).
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9 F&&Hh

AFGETIR, 7oy 7SR E— FoffiE, R, Zaett,
WS, R ERFELE L O, 72, FHE— F O MEIHME T &
HEALBIANC DO W CH L £ & 72,

FIPS81, SP800-38A 7 & CREICEELI N C L 2 EMOMEZ HI &
L 72€— F ECB, CBC, k—CFB, OFB, CTR 2% L CTiZ, SHE RSN
5%%%%mawbnafb %@%@%%9 CELHTWE, FHIC
BWT THEMICET 23RS 1%, AHOBRICKHICERT 2 Mz idd
LTw3%, ECBE—FIEESX2 R CELX7uy 7B UETH
E20E0%AETEL720, ROXFOEFLITIZTH VR WIZI) LW,
7, CTRE—FIZBIFBIVIZ, BSOS IVIrSELNE DTV
& —DEP BN TG E B2 L) IEREIN R IT UL S
[SP00-38A]. MUFIAELE, 1%, W5 (LAH 1 TS 3 N2 FXD 7
gy 7Y AR (nig7may 770y 794 X) 2RLTED, KED
F—% 2 LT ABRICIIRE LIS 139 D3 kv, TEFIE,) 135K
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ZAFMLTE 2551 2 O LN T 2 e TE 5, EFEBDE
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EINUE IV L2 ERT 3,
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