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1 | Block ciphers a) High. Key length of at least 256 bits. Block length at least
128 bits
b) Normal. Key length of at least 128 bits. Block length at
least 128 bits.
¢) Normal-Legacy. Key length of at least 128 bits. Block
length 64 bits
2 | Synchronous stream a) High. Key length of at least 256 bits. Internal memory of
ciphers at least 256 bits.
b) Normal. Key length of at least 128 bits. Internal memory
of at least 128 bits.
3 | Self-synchronising a) High. Key length of at least 256 bits. Internal memory of
stream ciphers at least 256 bits.
b) Normal. Key length of at least 128 bits. Internal memory
of at least 128 bits
4 | MACsO Message The primitive should support all output lengths (in multiples of
Authentication CodesO 32 bits) up to the key length (inclusive).
a) High. Key length of at least 256 bits.
b) Normal. Key length of at least 128 bits.
5 | Collision-resistant hash | a) High. Output length of at least 512 bits.
functions b) Normal. Output length of at least 256 bits.
6 | One-way hash functions | These hash functions shall be preimage resistant and second
preimage resistant.
a) High. Output length of at least 256 bits.
b) Normal. Output length of at least 128 bits.
7 | Families of pseudo- Fixed block length of at least 128 bits.
random functions a) High. Key length of at least 256 bits.
b) Normal. Key length of at least 128 bits.
8 | Asymmetric encryption | The minimal computational effort for an attack should be of
schemes the order of 280 3-DES encryptions.
9 | Asymmetric digital The minimal computational effort for an attack should be of
signature schemes the order of 280 3-DES encryptions.
10 | Asymmetric The minimal computational effort for an attack should be of

identification schemes

the order of 28 3-DES encryptions. The probability of
impersonation should be smaller than 2-32,
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