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T.ATTACK An unauthorized person logs on the TOE. Then, the TOE is
utilized to generate a signature and/or decrypt encrypted
information by PKI private key.

T.GENKEY An unauthorized person guesses PKI private key from PKI
public key, when TOE generates vulnerable PKI keys.

T.SENDDATA While normal user leaves the TOE without logging off after

successful authentication, an unauthorized person uses PKI
private key of the TOE.

T.IMPERSONATE

An unauthorized person tries the PIN-input thousands of
times and eventually guesses the PIN, which is used for user
authentication, and uses PKI private key of the TOE.

T.ATTACKSFDATA A malicious user modifies TSF data, to which an access is not
permitted for the person, after logging on to the TOE.

T.ATTACKUSERDATA A malicious user modifies User data, to which an access is
not permitted for the person, after logging on to the TOE.

T.MODIFYPIN A malicious user modifies the PIN stored in the TOE. And
the malicious user illegally logs on.

T.RESIDUAL A malicious user steals residual data after a deletion of
secret data (e.g. the PKI private key) to restore the secret
data.

T.ABUSE If the TOE includes PKI private key, an unauthorized person
abuses PKI private key of the TOE while the TOE is being
delivered from an issuer’s site to a user’s site

T.ADMIN A malicious administrator of the TOE abuses a normal user’s
PKI private key of the TOE
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TOE PKI
R/IW TOE
Cooperate PC (issuer tool library / administrator tool)
Hardware AT compatible
(O Microsoft Windows 2000 / NT 4.0
Browser/Mailer Netscape Navigator / Communicator 4.75
Microsoft Internet Explorer 5.0
Cooperate PC (user tool)
Hardware AT compatible
(O Microsoft Windows 2000/ NT4.0/ 98/ 98SE
Browser/Mailer Netscape Navigator / Communicator 4.75
Microsoft Internet Explorer 5.0
Smart Card Reader / Writer
PC/SC compliant smart card Reader / Writer
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A.CARD

The TOE must run on MULTOS smart card. It is assumed that
MULTOS chip implements countermeasures against hardware
attacks (e.g. direct electrical modification or probing). The
MULTOS OS also implements countermeasures against attacks
from other applications loaded on a same MULTOS smart card
by providing firewalls. Therefore MULTOS smart card is safe.

A.ISSUER

It is assumed that issuer is not malicious and does what issuer
is supposed to do correctly. The issuers set Minimum length of
administrator PIN and Minimum length of normal user PIN of 6
characters or longer. The issuers must set the Re-authentication
flag for signing operation and the Re-authentication flag for
decrypting operation “enable”. And the issuer must set the TOE
lock function “ON".




A.ISSUERTOOL

It is assumed that only issuers can possess and use an issuer
tool library. Only the issuer tool library can perform issuer
operations. An attacker with low attack potential, which is
expected for the TOE, can not develop a pseudo issuer tool
library by guessing the TOE command and data structures.

A.PIN

It is assumed that users will keep their PIN secret and key
inputs are not monitored by any means. And users select a PIN
composed of at least one special character and one digit out of
available special characters, digits and alphabets.

A.RW

It is assumed that the MULTOS smart card reader/writer used
with the TOE works correctly and does not have any malicious
functionality (e.g. stealing or modifying data going through it).

A.PC

It is assumed that the PC used with the TOE, operating system,
other hardware, drivers and the cooperating PC software are
properly managed and not infected with malicious codes or
functionalities. Especially, cables connecting PC and peripherals
must not be monitored.

A.IMPORTKEY

It is assumed that the TOE imports only not vulnerable PKI
keys. The not vulnerable PKI keys can be utilized to generate a
signature and/or decrypt encrypted information. And PKI
private keys cannot be easily guessed from corresponding PKI
public keys.
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CC Common Criteria for Information Technology Security

Evaluation
CA Certificate Authority
CEM Common Methodology for Information Technology
Security Evaluation
EAL Evaluation Assurance Level
PKI Public Key Infrastructure
PP Protection Profile
SOF Strength of Function
ST Security Target
TOE Target of Evaluation
TSF TOE Security Functions
MULTOS Multi Application OS
IC
PC/SC Personal Computer/Smart Card Personal Computer
Smart Card
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