JIsec

14 5 31 ST 2008
PKI Carassuit Version2.0
121
ASE ST
TOE EAL3
NEC

1SO/1EC 15408:1999 Information technology Security techniques Evaluation
criteria for IT security.

JIS X 5070(2000)
Common Criteria for Information Technology Security Evaluation.

JIS TR X 0049(2001)
Common Methodology for Information Technology Security Evaluation

PKI Carassuit Version2.0 121



0
O PO PPPTPPPRIN
L2 e e e e e e e e
1 2. 2
L 2 3 T OE e
L 2.4 TOE e e e e e e e e e
0
LA e
1AL PP
LA 2 E AL e
LA e
144
LA S e
LA B e e e e
LA 7
LA 8 e e
LD ST e e a e e



1.1
ST PKI Carassuit ver2.0
2.1 ST
ST ST
ST
ST ST TOE
1.2
1.2.1
ST TOE 1.2.3
PKI Carassuit ver2.0
1.2.2
PKI ( ) CA( )/ RA( )
CA CA RA 3
PC ( ) CA/RA
CA EE ( ) (
/ ) ( CA ) CA
RA
1.2.3TOE
TOE PKI Carassuit ver2.0 CA CA
RA 3 3 PC
0S ( )  DBMS (
) TOE PC CA
CA RA IC



HSM ( ; CA

LAN

1-1
0122

TOE

TOE TOE

0124 TOE

TOE

TOE

TOE

PRI 3 —r% Caransuit. W-SE0FRK .

PRI 440/ Carnvmis MR -
Vor2 0 ¥ P RS =T (CAY—rTH)

r TOE

Verf0 VT RS2 T (AN

WawW

DHMS WWw | S
Hh—a TR—3Ay

IR

it —F o 2 L L

oA L—F 4 AT L

RA WYl
n—FEdc? r—Fdz?
= LA s —R] M—Y I Ea—3]
IC &—F IcH—F HEM
T | [ o o =1
o N Fa bl K o
f—t 3 b
PEI t+/%, Carnsiniit 8 THFE IrAr
TOE =i

Vk0 Y7 R 7. CADIHD.

DHENIS

O, LT o P L 5 1)

CA 54 F 2 il

n—Fitz ¥

(A= AT Y Ea—i)

1-1 PKI Carassuit

LIDAT I5E:
Tl by

=t

ver2.0



1.2.4 TOE

TOE CA/RA
LDAP

CA/RA

CA:
EE

CA

RA:

TOE

ST[1]

DB ( ) TOE

TOE

TOE TOE
1 TOE




TOE

IC TOE
CA CA RA

11 TOE

1D
IC

CA

CA IC
(PIN

IC

RA (PIN WWW
SSL
: TOE
2
( )
2
EE EE

TOE

11



TOE

1.3
PKI Carassuit
( 14 4 ) [2]
) [3]
C CC 2 ([6][9][12][15]
) ASE
)
ST
ST
1.4
1.4.1 PP
PP
1.4.2 EAL
ST TOE
1.4.3
ST TOE
1.4.4
TOE
SF.Audit

)

Version2.0

ST[1]

ASE

EAL3

CC

2.1

( 14
( 14 4 ) [4]

1 ( [B]8][11][14] )

CC

CEM

SOF-

3 ([7][10][13][16]

TOE
2 ([17][28][19]

ST
14 10 31
ST

4



TOE

ST FAU_GEN.1 (

ST

- FAU_SAR.1
- FAU_SAR.3
-FAU_STG.3
- FIA_SOS.1
-FPT_STM.1

8.2.6

PIN

SF.ACC
TOE

(cc
ST[1] 6

SF.I&A

11

SF.Crypto
TOE

( )

SF.Cer_lssue
TOE

TOE

1-2

TSF

CA

cc
cc
]
]
]
ST[1]
TSF
)
IC
TOE CA



1-2

CA ( )
. . EE
RSA (PKCS#1) 2048bit
[
RSA (PKCS#1) 1024bit ( )
RSA (PKCS#1) 1024bit EE  ( )
RSA (PKCS#1) 1024bit ( )
[
Triple DES (FIPS . .
PUB 46-3) 168bit DB
LDAP
. DB ( )
Triple DES (FIPS .
PUB 46.3) 168bit . EE
Triple DES (FIPS , EE IC ( )
PUB 46-3) 168bit « EEIC
SHA-1 160bit .
MD5 128bit .
1.4.5
TOE
TOE
T.ILLEGAL_LOGON ( )
TOE TOE
TSF
T.UNAUTHORIZED_ACCESS ( )
TOE TSF
T.MODIFY_DB_DATA (DB )
TSF
TSF
T.DISCLOSE_ICC_FILE (EE IC )
CA RA



EEIC

T.DISCLOSE_NW_DATA (

CA
WWWwW
1.4.6
TOE
PISSUE PAUTHORITY TOE

) P.AUDITOR
P.CA_PRIVATE_KEY P.OS_DB IT

P.ISSUE ()
TOE

CA

P.AUTHORITY ( )

P.AUDITOR ( )

P.CA_PRIVATE_KEY ( )
TOE

P.OS DB (
TOE

0S/DB)
(TOE

TOE
1.4.7

TOE CA CA
( . PC)

CA

RA

CA RA

1-3

EEIC

WwWw
TSF

(PAUTHORITY

(EE

FIPS PUB 140-1 PKCS

DBMS WWW
TOE OS DB

(0N}

TOE PC



1-3 TOE

TOE/

CA

e OS: Microsoft Windows NT
4.0 Server Service Pack 6
Windows 2000 Server
o WWW : Microsoft
Internet Information Server
Version 4 (Option Pack)
Version 5
¢ DBMS: Oracle8i (R8.1.7)

. Express5800
CPU: Pentium Il 200MHz
: 128MB
: 2GB

CA

e OS: Microsoft Windows NT
4.0 Server Service Pack 6
Windows 2000 Server
e DBMS Oracle8i (R8.1.7)

: Express5800:
CPU: Pentium 11l 500MHz
:128MB
: 2GB

RA

e OS: Microsoft Windows NT
4.0 Workstation Service Pack
6 Windows 2000
Professional

o WWW :
Microsoft Internet Explorer 5.5

6.0

. Express5800
PC/IAT
CPU: Pentium Il 200MHz
: 96MB (128mMB

)

IC

GemPC410 (RC-232C

HSM

CK-Guard Il

IC

CK-Guard 111 (NEC )

Standard-9 (NEC SecureWare STD-9;

1.4.8

TOE

A.PASSWORD_MANAGEMENT (

TOE

; Gemplus )

HSM

TOE




A.PIN_ICC_MANAGEMENT (

TOE
PIN
A.SAFE_PLACE ( ) :
TOE
A.BACKUP_MEDIA (
TOE
A.USER_RESTRICTION (
TOE
)
A.NETWORK ( ):
TOE

AHSM (HSM) :
HSM

A.HARDWARE ( )
TOE

A.PERIPHERAL_INTERFACE (
TOE TOE

10

PIN

PIN

RA

TOE



15ST

ST CcC ST
ST ASE
ST ASE
ST TOE
TOE
ST TOE
TOE
TOE TOE
ST TOE
TOE
TOE TOE

ST TOE

11

TOE

TOE



2 TOE

TOE TOE TOE CA
CA RA 3 CA/RA

CA
CA

CA
CA GUI (

-CA
-CA

-DB
-DB

CA
CA

-CA
-RA

CGl
CA EE

DB API

12



DB

IC
IC /

PKCS#11
HSM TOE

CA

CA

CA
CA GUI

CA
CA CA

DB API
DB

RA

RA

RA
EE

TOE 2-1
TOE

13

TOE

TOE



TOE

CA
CA

CA

LA B R P CA Hh—r O s

W Sre 7 2 R W r— o

TOE Wil

NEAS 8

BELET | )

2-1 TOE IT

TOE TOE

RA
RA WWw WWW
WWW WwWWwW

CA TOE DBMS

14

SSL

CA




CA DBMS
TOE DBMS
Oracle
SSL

CA TOE
CA HSM

HSM HSM

TOE IC /
IC TOE

15

Net8 Over SSL

DBMS

CA

DBMS

Net8



CcC 3 ASE

ST

ST ASE

CEM
ST (ST
TOE ST
CEM 2

16

) [20]



4.1 ST

ST [20]
ST cC
TOE

4.2

PKI Carassuit
ST[1] ST

ST 1.4.7

ASE

17

ASE

ver2.0

TOE

ST

1.4.8



5 ST

TOE IT
CA
TOE

TOE
TOE

ST TOE TOE
RA 3 TOE
1-3TOE
TOE
TOE
TSF
TSF

18

CA

TSF



CcC

cc
CEM
EAL
PP
SOF
ST
TOE
TSF

TOE

API
ARL
BASEG64
CA

CGlI

CPS
CRL
DB
DER
DES
EE
FIPS

HSM
IC

ID
LDAP

PIN
PKCS

CcC

Common Criteria for Information Technology Security Evaluation
Common Methodology for Information Technology Security Evaluation
Evaluation Assurance Level

Protection Profile

Strength of Function

Security Target

Target of Evaluation

TOE Security Functions

TOE

Application Programming Interface
Authority Revocation List :

Certificate Authority :
Common Gateway Interface : Web Web

Certification Practice Statement :

Certificate Revocation List :

Database :

Distinguished Encoding Rules :

Data Encryption Standard : IBM

End Entity : ( )

Federal Information Processing Standard : ;

Hardware Security Module :

Integrated Circuit :

Identification :

Lightweight Directory Access Protocol : TCP/IP

Personal Identification Number :
Public Key Cryptography Standards : RSA DSI

19



PKI
RA
RSA

WWW
Net8
SSL

Public Key Infrastructure :

Registration Authority :

Rivest Shamir Adleman : Ronald Rivest Adi Shamir
3 1978

World Wide Web

Oracle DB

Secure Socket Layer : Netscape Communications

20

Leonard Adleman



(1]

(2]

(3]

(4]

(5]

(6]

[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

PKI Carassuit ver2.0
2.1
14 4
14 4
ST 02
14 4
ST 02

Common Criteria for Information Technology Security Evaluation Partl:
Introduction and general model Version 2.1 August 1999 CCIMB-99-031

Common Criteria for Information Technology Security Evaluation Part2: Security
functional requirements Version 2.1 August 1999 CCIMB-99-032

Common Criteria for Information Technology Security Evaluation Part3: Security
assurance requirements Version 2.1 August 1999 CCIMB-99-033

1:
2.11999 8 CCIMB-99-031
2:
2.11999 8 CCIMB-99-032
3:

211999 8 CCIMB-99-033
ISO/IEC 15408-1 Information technology — Security techniques — Evaluation
criteria for IT security — Part 1: Introduction and general model
ISO/IEC15408-1: 1999(E)
ISO/IEC 15408-2 Information technology — Security techniques — Evaluation
criteria for IT security — Part 2: Security functional requirements
ISO/IEC15408-2: 1999(E)
ISO/IEC 15408-3 Information technology — Security techniques — Evaluation
criteria for IT security — Part 3: Security assurance requirements
ISO/IEC15408-3: 1999(E)

JIS X 5070-1: 2000 1
JIS X 5070-2: 2000 2
JIS X 5070-3: 2000 3

Common Methodology for Information Technology Security Evaluation
CEM-99/045 Part2: Evaluation Methodology Version 1.0 August 1999

21



(18]

1.01999 8
[19] JIS TR X 0049: 2001

[20] ST
2002 11 1

12 2002 11 1
CLE-EST-0001-02 /

22

CEM-99/045

CLE-ETRST-0001-02 /

2:

1.2



23



