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(11) WebDAV #—/3—
22X v L= T —4%° TOE WITIRIFEN TWAHE T CEA TOE 2Bk E L, T 58— 3 —,

(12) SMB #—/3—
2F L LI F —4% TOE WITIRFEEN TWAHE T CEL TOE 72 HiXEL ., T 58— —,

1.3.4. TOE [CRELZ TOE USNDN—FD 27 /)T b0 x7
TOE ZHIHT DIl o ThELRDN—RU =T [V 7 =7 LT, TOE FHAIZ oA Rca LU R ISR T,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
Table 1-1 FFAEAENL
N—RyxT /)T TxT PG CER Lo —Ta %
7747 FPC(0OS) Windows 10 Pro / Windows 11 Home
Web~7' 774 Google Chrome 125
7V #R74 | KONICA () 2003 KONICA MINOLTA, INC.
IN— MINOLTA bizhub | Universal
PCL Version 3.9.737.0
PS Version 3.9.737.0
DEVELOP ineo (c) 2003 KONICA MINOLTA, INC.
Generic Universal
PCL Version 3.9.737.0
PS Version 3.9.737.0
IPsec OSHE
ST REEY— N — Microsoft Windows Server 2019 Std? ActiveDirectory
DNSH—/3— OSHJE
IPsec OSHJEk
SMTPH —/3— Postfix 3.5.6
| IPsec strongswan 5.9.2
DNSH—/3— bind9 9.18.1
| IPsec strongswan 5.9.2
gz Hh—r3— apache2 2.4.46
| IPsec strongswan 5.9.2
WebDAVH—/3— apache2 2.4.46
| IPsec strongswan 5.9.2
SMBH—/3— samba 4.13.5
| IPsec strongswan 5.9.2

1.4. TOE Description

ARFETIL TOE O ERIHEPH, i EERYHEPH OB 2 A-FLR 9D,

1.4.1. TOE 0¥ 32 a4 &

TOE OWERRIEHHIT, MEA T v a Thad FAX ¥y adE4 LT MFP Ak Thsb, TOE i, MFP KK (7 7
— LT =T NN O FAX o MNERE) TAX L AO BN Tl END, TOE 242~k =7 /Y7 =7,
HAK A% FRRIRT,

MFP AfKi2i% USB IF NFESNTWDN, EATILT v 7T —MERE TOREF SN2, FIHHE HME
AR AR =D F R R (R—Z T I T TS 2 ARV T S A 25 454 U CRI 352 213 T2, 72, MFP &
RIZIZ RS-232C IF NFEINTWAHA RIS LS CWa 7o FIHEDARA L 27 2 — 2% AT 52
LIXTER,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
Table 1-2 TOE &K+ 5/—F v =7 V7 =T
FAX b
MFP T7—bU=T .
TOE D55 o i a5 BoAf 5k
ARk N—Tgr
(CwaZEVZ YD)
KONICA MINOLTA | KONICA
bizhub C5511 MINOLTA
with FK-514 GO0-R6 | bizhub C551i
KONICA MINOLTA | KONICA
bizhub C451i MINOLTA
with FK-514 GO0-R6 | bizhub C4511
KONICA MINOLTA | KONICA
bizhub C3611 MINOLTA
with FK-514 GO0-R6 | bizhub C3611
KONICA MINOLTA | KONICA
bizhub C3011i MINOLTA
with FK-514 GO0-R6 | bizhub C301i
KONICA MINOLTA | KONICA
bizhub C2511 MINOLTA
with FK-514 GO0-R6 | bizhub C2511
KONICA
KONICA MINOLTA
MINOLTA
bizhub C336DNi
bizhub .
with FK-514 GOO-R6 NAFVEXD FAX v NEEN
C336DNi B
AA2J0YO0- Tr—L =T % A883 fTonizikiec
KONICA . ) .
KONICA MINOLTA F000-G00-R6 | L 7= (FK-514) H—E RN
MINOLTA
bizhub C330DNi N—RY =T Bt 95,
bizhub
with FK-514 GOO-R6
C330DNi
KONICA
KONICA MINOLTA
MINOLTA
bizhub C325DNi
bizhub
with FK-514 GO0-R6
C325DNi
DEVELOP
DEVELOP
ineo+ 5511
ineo+ 5511
with FK-514 GO0O-R6
DEVELOP
DEVELOP
ineo+ 4511
ineo+ 4511
with FK-514 GOO-R6
DEVELOP
DEVELOP
ineo+ 3611
ineo+ 3611
with FK-514 GOO-R6
DEVELOP
DEVELOP
ineo+ 3011
ineo+ 3011

with FK-514 GOO-R6
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target

DEVELOP

DEVELOP
ineo+ 2511

ineo+ 2511
with FK-514 G0OO-R6
Sindoh

Sindoh
D741

D741
with FK-514 GOO-R6
Sindoh

Sindoh
D740

D740
with FK-514 G0O0-R6
Sindoh

Sindoh
D472

D472
with FK-514 GOO-R6
Sindoh

Sindoh
D471

D471
with FK-514 GOO-R6
Sindoh

Sindoh
D470

D470
with FK-514 GOO-R6
Sindoh

Sindoh
CM5107

CM5107
with FK-514 G0OO-R6
Sindoh

Sindoh
CM4097

CM4097
with FK-514 GOO-R6
Sindoh

Sindoh
CM3095

CM3095
with FK-514 G0O0-R6
Sindoh

Sindoh
CM3037

CM3037
with FK-514 GOO-R6
Sindoh

Sindoh
CM2077

CM2077
with FK-514 GOO-R6
Sindoh

Sindoh
CM5109

CM5109
with FK-514 GOO-R6
Sindoh

Sindoh
CM4099

CM4099
with FK-514 GOO-R6
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
Table 1-3 TOE 28k 320 A4 R
HAZ VR TN
TOE D55 HAT A F(*3) N—Tgv A5
T =
KONICA MINOLTA IRTEHRAS HARD G
: . (11 A7) exe 77 AL

bizhub C551i
with FK-514 GOO-R6 bizhub C651/C5511/C4511 (2)

S KA

1.00

KONICA MINOLTA W A AL 5
bizhub C451i [azE
with FK-514 GOO-R6 bizhub C651i/C5511/C451i

User's Guide
KONICA MINOLTA
bizhub C361i
with FK-514 GOO-R6
KONICA MINOLTA
bizhub C301i
with FK-514 GOO-R6 S H S A5
KONICA MINOLTA LFAzE] e
bighub G251 bizhul\) C3‘61‘1/C3011/C2511 s
with FK-514 Goo-Re | FULLJi | ==—¥ =77k s

1.00

KONICA MINOLTA SRS H A A5 2 (*1),
bizhub C336DNi [ezn
with FK-514 GOO-R6 bizhub C361i/C301i/C251i
KONICA MINOLTA User's Guide(*4)
bizhub C330DNi
with FK-514 GOO-R6
KONICA MINOLTA
bizhub C325DNi
with FK-514 GOO-R6
DEVELOP
ineo+ 5511
with FK-514 G0O-R6 [

ineo+ 651i/5511/451i 1.00
DEVELOP User's Guide
ineo+ 4511
with FK-514 GOO-R6
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

DEVELOP
ineo+ 3611

with FK-514 G00-R6

DEVELOP [

ineo+ 3011 ineo+ 3611/3011/2511 1.00
with FK-514 G0OO-R6 User's Guide

DEVELOP

ineo+ 2511

with FK-514 G00-R6

Sindoh
D741
with FK-514 GO0-R6

Sindoh
D740
with FK-514 GO0-R6

Sindoh
CM5107 [
Wlth FK'514 GOO'R6 Sindoh D742/D741/D740/
CM6107/CM5107/CM4097/ 1.00 pdf 771
Sindoh CM6109/CM5109/CM4099
CM4097 USER MANUAL
with FK-514 G00-R6
Sindoh
CM5109
with FK-514 GOO-R6
Sindoh
CM4099
with FK-514 GOO-R6
Sindoh
D472
with FK-514 GOO-R6
[355E
Sindoh
Sindoh D472/D471/D470/
D471 1.00 pdf 771
CM3095/CM3037/CM2077
with FK-514 GOO-R6
USER MANUAL
Sindoh
D470

with FK-514 GOO-R6
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target

Sindoh
CM3095
with FK-514 G00-R6
Sindoh
CM3037
with FK-514 G00-R6
Sindoh
CM2077
with FK-514 G00-R6
KONICA MINOLTA
bizhub C551i
with FK-514 GOO-R6
KONICA MINOLTA
bizhub C451i IR FE RS H RO A
with FK-514 GOO-R6 [F AzE]
KONICA MINOLTA bizhub
bizhub C361i C751i/C6511/C5511/C4511/C361i1/C3
with FK-514 GO0-R6 01i/C2511
KONICA MINOLTA 2P —XHAR  EF2UT—HiE
bizhub C301i i
with FK-514 G00-R6 1.01
KONICA MINOLTA WRoeHIEAS A AR LS OS5E 2025.5.26
bizhub C251i [¥:3E]
with FK-514 GO0-R6 bizhub
KONICA MINOLTA C751i/C651i/C5511/C4511/C3611/C3 KAt
bizhub C336DNi tahfjj 01i/C251i pdf 774 .
with FK-514 G00-R6 e C336DNi/C330DNi/C325DNi R AC
KONICA MINOLTA AccurioPrint C7511 ¢
bizhub C330DNi User's Guide Security Operations
with FK-514 G00-R6
KONICA MINOLTA
bizhub C325DNi
with FK-514 GO0-R6
DEVELOP
ineo+ 5511
with FK-514 G00-R6 }
DEVELOP i
ineo+ 451i neot o
with FK-514 GOO-R6 751i/6511/5511/4511/3611/3011/2511 2025.5.26

User's Guide Security Operations
DEVELOP
ineo+ 3611
with FK-514 G00-R6
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

DEVELOP
ineo+ 3011
with FK-514 GOO-R6
DEVELOP
ineo+ 2511

with FK-514 GOO-R6

Sindoh
D741
with FK-514 GOO-R6

Sindoh

D740

with FK-514 G00-R6
Sindoh

D472

with FK-514 GO0-R6

Sindoh

D471

with FK-514 G00-R6

Sindoh

D470

with FK-514 G00-R6 (325

Sindoh Sindoh D742/D741/D740/

CM5107 D472/D471/D470/

with FK-514 G00-R6 CM6107/CM5107/CM4097/ 1.00
Sindoh CM3095/CM3037/CM2077/ 2025.5.26
CM4097 CM6109/CM5109/CM 4099

with FK-514 GOO-R6 User’s Guide

Sindoh Security Operations

CM3095

with FK-514 G00-R6

Sindoh

CM3037

with FK-514 GOO-R6

Sindoh
CM2077
with FK-514 GOO-R6

Sindoh
CM5109
with FK-514 G0O0-R6

Sindoh
CM4099
with FK-514 GOO-R6

(*DMFP RARIZKIET 2 A% A (FULL fR& =) 7 —HERERR) &V — B A~ U 335,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM207 7/CM5109/CM4099 with FK-514
Security Target

(*2)exe 77 ANEFEITTHIET html 77 A VE AFT 5,

(*3) MR 7 HUE (f1:17)) 28 B RDOGA X H RFEDOH AL L AREAT STV, HARLSOL B IXHFED T AL ADSELAR
ID, IRFEHIBIZ B RN E ENRWIGEIT, FEFEO AL L AD B3 BAG S5,

(*4)bizhub C336DNi. bizhub C330DNi. bizhub C325DNi (5% hiad 5,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.4.2. TOE M iwEHIEH

TOE Oim B #iH
PLUFIZ TOE X =7 #RE L FEAMAE 2 5ok 35,

TOE
e eF2VTABRE L llC Eadee | ,
! el tEa T EREE | 7> R :
R s B Lo 2% o o AhE i
! RS S LA BERLERME || 0 b ;
; BISER{EHE FAXSBE A 5 i S b ;
UL B !
|| XBORFEMY ELEE |
N e—- e CSSEEEESERRR ‘
A A A A
A A
HRE 2747~ hPC SMTPH — /S — FAXI 25
S\ERZREE S — /5 —
DNSH —/¥—
04—/
WebDAVH — /N —
SMBH — /N —

X 1-2 TOE D#HEAEH
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.4.2.1. EA#EE
LI Rz, TOE O tres k45,

Table 1-4 TOE DAL
No. Function Definition
1 | 7V MERE FIFH#E D LAN £ CTE 1 3XFE%Z TOE ([ —FHRAEL, RIS 2H%HE,
7747k PC OTVERTAN—HLLEL WC 225, BFE& 7V MRy 7 A
B L EE—RRGFTED, T2, WC B/ RAU—RIE Bt PDF Ry 72~
T HFE IR CED, FIAEDBRIE SR D —IRERIFLICE 1 CEDOH
Rl FATUG A 3% 41 LE1E TOE »oHlRShD,
2 | AFrpRE FIRZICEDBRE SR DD DOEAEIC I o T L EE AT Y CHATY
FICENTEHL T, 255 (E-mail. WebDAV, SMB) 284 HE,
3 | A —HkRE FIABICL DR E SRS OFEIZL > T, HOTEE A v THiA B T,
Pt A B0 7o G 248 5 FI B3 B e,
4 | 7rIAKRE WA 77 )7 mbhad DT, AR ERER A HEPSTN) 2/t LCaE
TS T DR,
<77y AEIEHERE
B RN DEE AR EL  MOTEE AT Y CREA I, B CEICE ]
LC, HELIHN T 7 7 A~TEE T DHERE, BB/ SR D | AR Y 7 RITPR
FINTCWDE T LEET 7V AEETHIELTESD,
<77 R A HERE
SN 7 7 AN EEER R E S LB SUEE 22 T HHERE,
5 | CEOHRFEBMOHULIEEE | HMARYI A BHIATVZERY IR SAT—RHFE{L PDF Ry 7 AZEF L
EERAFE, b ULIIRG LI E 1 3CEZ B0 384 6E,
ARy 722 LT, L EE AT v CTHEAID, & 7 SCEITE L TR
IFGAT VN PC DTV HZRTAN—E LT WC DD E T LEERIT, 777 A
HEICE S CRZAE LI Fa— RN &7 7/ ALERRIFTED, Ml ATVZ{ER Y7
AL T, 777 AR L > CRAE LI 7 7/ ASLE R R AE TED, /SAT—F
K551k PDF Ry Z RIZKL T, 29447 F PC O WC M 6E T U EARFETE
D
18 AR 7 ANARAF S NI SCE L, BRE S DB, SMTP H—/3—
[WebDAV #—/3—/SMB #——~D7 7 A VLEE, 777 A%EE, WC 2D
SMTP #—/3—/WebDAV H—/3—/SMB ¥ —/R—~DT77A/LEF, F U
RPN TED, ATV ZAZR 7 ARTES I TE A CEIL. BE SR h
BHEI, WC mbA 7ra—RPTED, AT —REF5{b PDF Ry 7 ZRIFS
NIZE T SCEL, BB SRV DE AR Y I ASDBRF R TED,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
1.4.2.2. ¥ 21 T 1 #sE
PLFIZ, TOE O& 27 i 4 itk 35,
AR =T NRA R EOREEAVIZES T 58881T. TOE MR350 7 (BRI E N0,
Table 1-5 TOE Ot =) 7 (ke
No. Function Definition
1 B R AR RE TOE ZFIHLLETDENHF ARHAE THLHIEEFHE LIS LT3 BIFE

AETE A S TREEL , 7F IR A& SIS E 72012 TOE OFHEFF A
T HRERE, RHIATVZIER I AT 7 BAT DA (T 7 7 A% %R . FIA
B DOFEBIRBREITIN Z, BRHI ATV ZER 7 A SAT —RIZL B8R EhE 5,
RFEFRUTIL TOE B & Mk BIERGE AT THA BREE E R pﬁﬁﬁ&%pmmﬁﬁw
N—Zfl T BN — N —FBAE T 3D, AEREIZITLL T ORREN & =
s,

SRk By a1 N LA S 1 U [0 B o NV e B N1 0 | o Y 4314

T AV, AJJUTz SR — R & ZI— 305 THRR T D%HE
RAT =R DO WE R ET DT OICEHENTORE LTI/ N SAT—RED
B I LT SAT — R 2 B D R R

-u&%lnhpﬁéﬂtlwﬁ DEAEDR— EREF 72V (B D3 E LT REFE 72\ )

B FDeyar ik TG
2 | 7R RE TOE WORFEEFEIZX L, FFAISNRIHE OBRBT 7 BARREL/2 DI
G PE~DT 78 A% HIR T DHERE,
3 | e kikne LAN ETOBETIC, 7T —FEE~T VR TERNIICK 5103 5HkkE, 7
— 2 LT, EERIERRBSNIZ R 57 L TUX AOMHE ALV RGE
SNb,
4 | EIFHEmEHRE LAN B Ry Y —2 EOUEIC L1 SR 2\ &1 1k AH8E, TPsec (2

FoTEERERFET S, 7947 PC, SMTP H— 3— S ERFRGEY — 3
—. DNS #—_— ms 4 —,3—_ WebDAV #—/3— SMB H#—/3—L TOE
O OBIET — 225t T 5, 3.0 B REIZ L > TRy N —7 L&D
AR FELRE 5T AL CTRET D,

B(E D BEEI DRSS DRI TITIO N D Z LA RGET DiRE,

5 | EXaUT o ERSAE FRBIFRAE A AE TGS - B (UADMIN), — %7 i % (U.NORMAL)
M, ENENOERENIRMEESNTZ TOE O'X=2UT7 KEEICB T 25% €. &
WDAHETHDH EE AL T DHETE,

6 | EiATHEHE TOE OfFHABIOEX 2T (ICBET2HEL (LI, BAHERL YD) Ons%s
HEFEHREL LR DS T — 2 LU CRRdkd BHRE, 0/ 77 V1d, &5
WEBEEEZ AV Tas P — =2 EFESN, v — =BT DN T
&%, 7mba/uit WebDAV A M35, WA =/ #MERE 1LY R — L7
Y,

7 | mAEEEAE R TOE OV 7 —AU=T T w75 —beBlbT 2801, Ty 7T — 507 7—24
U7 OEEMEZMEEL . %mnSEﬁOD%)wf%é’&%Eﬁ%@“é%‘*(?yﬁff
—IMERE), TOE OfLBh R IC R A28 U ER 2 AT IR iB I AT 375
:&T*77%Ar7:n70>%/£‘r$%1%aﬁréﬁﬁs HE(H B 7 AM#HE

8 | FAX /) Hekite TOE ®7 77 A 1/F 73, PSTN & LAN 05 — 4« 7V o V% Lk 572 12l
ZIRNZ L EARFIET DR AR,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM207 7/CM5109/CM4099 with FK-514
Security Target
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
1.4.3. iR
A ST T HHFEOEWEZEERT D,
Table 1-6 &
Designation Definition

A BT TR RE O REE LI ET —#Tho,

HESCHE HMESCEIL, CFRRIBRE DI RAFF MR D CETH D,

LRECE PRIFET L Oxt5E72% (Storage and retrieval IZEDIED RIS L72D) EF X
%

77 A E 777 ABEREIC KV AREIRRE L TOIMN 7 7 7 AR ZAF T 50 H,

vars N—Rabt—dEE IR END CERI A A, B— DM 2713 1 AL LD E
BRHETED,

WC Web Connection, 7 74 7> b PC ® Web 77 U %i# LT TOE 2#/ET 5
HRE, 12 7= — A,

B AL TOE ##/ETA7-00HE M2y ha—TF A R, X FRNINVEET 4 2T
LA TS D,

A¥yFa=y TOE THMXENOGHE, BEAHASMY | BFT — XL T 50D T A
Ao

Ty oH =y |k TOE CTHIRIFICAE B SN2 BgT — & ZHRIH AT 27 /314 A,

filfl= br—J=2=v k | TOE Zl{#7 %L,

Tyr—AT T TOE ZH|H+T2 Y7 v =7,

CPU R AL B LS 1

RAM PEXfEI S L TR SN DB AE Y,

SPI Flash TOE OEIEERET 5 TSF 7 — ¥ DMETE S 2 BUH AR AR [ e AR A E Y,

SSD 256GB O ARFLEEUA, 77 — LV =T BIEASFARLR Y P —

INEDT I ERCKHTHLV AR AL TR R T H-ODOEEZTE T —F .
TOE OFEET —# ., BETLEN 7 7 A V& LTRIFEEND,

Ethernet I/F TOE & LAN %859 57- DA > % 7 =—A, 10BASE-T. 100BASE-TX,
Gigabit Ethernet # ¥4~ — h %,

USBI/F TOE & USB 731 A& Hifw T D720 DA ¥4 72— A,

RS-232C I/'F D-sub9 B> %A LT, TOE ~3 U T AERTH LN TEDLAL U H T 2 — A,
TOE SR IC Y —E R~ VN A T AERE T+ 5,

SMB %15 A¥y LT —4#% TOE NICRFEENTWOLEFLEHEREE, 2 Ba—
B —TWADT 7 ANMIERL T, ara—F =W —R—DFT7 414
—EIE T D HERE,

WebDAV (5 AF ¥ LieT =4 TOE NICRFEINTWIEFLHEREE, a v Ba—

5 —THRAD T 7 A MIZEH LT WebDAV H—S—2 7 v 7 m— N3 BHHE,
B =S —sn S REET B HOC LT B,

Ry A 7V v MERE. 77 7 ABERE. SCEORLF L HUY H LBEREICI VT M ST
B — s RH Y 3 77— 4 & TOE \S#HT HHEhE, WAL, A& 7
YRRy 7 A SAT— FIGE{L PDF R v 7 %, 30| A E U ZIER v 7 A, {d
AR 7 ZADFIATE 5,

FBAE& 7V MRy I A —RFIHEDR, 774 T N PCOT VL Z RTA "= b LT WCH T
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Designation Definition

U MERER EAT L7k, B CEN RSN D, —RFIHEI, BEAS
FN S —HRERE S NCEF LEOHMEZFITT D LN TE D,

SNAT—RIEEAL PDF Ry | —fFIAENR . 2 547> F PCO WC 225527 — RCKE{L & 7= PDF @

A FIRIS U< IXPRTFEFAT LI-RE, B UES—RRTFEIND, —BFIHE T,
BRI D —FHRAE SN BE T XEOMRG L IXMREEZETTHZ N
T& 5,

SR ATV SZAZ R Y7 A 777 AERICEVZE L F a— RBMRESRTWRWT 7 7 ALEE AT

T2, BEEFEDEG] ATV ZEHE THGI AT Y ZEEENCRE LIZEEI
FIATEACEATIIADCHESNTND), F/-, HHEEL M A £ ) ZEH
ETHE LA T Y ZER Y 7 ARAT— RCR#EIND, il AT %
BRY I ANRRAT — REH>TWD—RAAEIL BlExLrers 747k
PCOWC DG, 777 AXEZRY T LN TE D,

PN —RFIHEDR. BEDPFTATDMAR Y 7 2K L, @52V, 7947
FPCOFTY L EZ RFAN— LI WCHOLETLHEERFTED, 77
7 ABREICE DV ZELEYa 7ICF a— RBAEES W AHE, fBEShi
BAR 7 AT 7 7 ALEEWRET D, —RAAEDS. BEDBFATLMEA
Ay 7 2kt L, #ERSxN, 2547 F PCOWC »HEFXHEEZTY H
T2,

77 AERICEVZELIZF a— FBREESNE T 7 7 AXLEZBAR v 7
ANRIFT DHERE, AR v 7 2AOFTAE TH o —FIAHE L EHE D, EA
Ry 7 A AN L BRZAEM ASAY — R ETE D,

i
ez
W
i

F=a—FK SUB 7 RFLALEIF ID THERES D, BURSZEDNANHE SN TOD AR
v I ANT 7 7 ZERETHERITIE, A EAR v 7 A DGR L ERSZE
NRAT—R%ZF 2— RO SUBTRLAREEEID & LTANT S,

& 0 oA RITHRE R ICEEMNT b X2 U T ¢ BEilo%El, TOE 2,
— A AE (U NORMAL), HFHEU.ADMIN)OEHEINS 5,

— xR — %R H#E(U.NORMAL) & L CTOEDOF|HZEFF SN =R &, FIHEN2—

(U.NORMAL) P—t, 22— —SRT—F | EEE MR L TrI AT LT, — %R
(U.NORMAL) ¢ L CRlkBI &S, —W — Ml TS e 2RI T& 5,

EHE EHF(U.ADMIN) & L T TOE OF|HAEF ATSi/FM 2., TOE O&FBH I,

(U.ADMIN) 0y A FEOENIEY, 22—V —FHE (U USER_ADMIN) LBV M E B
(U.BUILTIN_ADMIN) 2365, & B il i CHEHES LD &% 2V 7 1 & BFEREZF
HATED,

a— P FABEN =P =4 2P —SRT— R FHEHERHY Tas AR LT

(U.USER_ADMIN) i, o— — %% (U.USER_ADMIN) & L TRk RIl&E 5,

ELNA B EHENRAY = REMDRHE, FIAENEEE AT —RTal gL

(U.BUILTIN_ADMIN) i, LM B (U.BUILTIN_ADMIN) &L TR BIIE NS,

PR = RARRT— REMBR AL, FIRABER I —ERXA AT —RTRr I A Z

BRED L7, Y — B AW E TRES W DMEZ RN TE 5, TOE ORESS F T
TS R— T2,

User ID TOEMFIHIE &5 3 2mkn . FIHE R A AL E . RIS B IEE
LT TOND, —RFIME, 2= —EREDLE, 2 —F —F D&
S EN G TOND, EVM T, EHOEEE S 1E Y THhD,

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
23 / 90



KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
Designation Definition
0y A FIRBE NIV T iV TS L CRRBIGRAEZ FATL . BIRRREIC A L7235
TOEZF|H ATREZIRBEIZ B2 L, #fE L, WC, 7V &K 74’/\*‘75>6%?T'C“
x5,
2—F—4 — AL, 22— —EHEN, A UL T e L ELTA T T A

T AEEERGEOL G TORIXL— —£4 12X > TR B DB G —F =1 EH
WEHBT D, 2 —W —EHREE TR HE LB ET DERIEREL, LRI AE R
TEAR,

0y AL AT —R RN, o AL T o3 b ELTASTE32T — R, KAIRLEE I OS5
A TOEXRT A2 /AT —RIZ > TR HE ZRFET 5, 22—V — 20 —F | EFH
HRRT—R | P —E R RRAT =R R3H D,

2= SAT I — R OB A2 NAT—F, A BRRAED S H# 12— — PR
BEC— AR S o — S AT — R R TR B, — IR, B0
P AR EEETES,

FHE AT —R EARUEIRE OuT A AT —R, TOE H 7 R ﬁﬁfﬁ*@ﬁ’sfi%/\"xv~mi
RESNTEY, TOERE R ICE VMU EHE DN T -5, DI, &
FNRETETED,
P — 2 RAT—R Y- R Dul AL RAT—R,
— IR 45 L EHEN KA AEOTOEDFI A atE 1L 3 2868, FEE X, = —F—EHke

IZBWTEESN=User IDEIC *H#*'JFHFE@EEE&%@W\"@%% — IR 4%
ERFESN=User IDERf O —FIHE s A 2FZT L6 TOEISBE
fHF =R E BYEEEE T 57-0, Y FHE IR A0 V%E&L\ TOEZF|HT
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— P — SRR ISR W TOREREN = User IDICE HLA HEIR DR E LIRS TE
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IR LIz, R A EI CTOEA R T& 5, HHEAMRDBRESNL TN
User IDZ £ o— A HZE DN EBEE RO Trr A 2 RITLISA . TOEIXR
AT TR HE BYEERIRIE T 5720 SR HE Te 7 A 2L, TOEZFIAH
TERUY,

BRI R ﬁfﬁ%ﬁ*ﬁ&“ﬂﬁﬁ H ORI AT REL B RE 2 HI R o Pk AE, B AT, 2 — P — BB
BEREIC BV TR RS Tz User IDFRIFERERI IR DR E LARERS TE D, FEREMIIRAS
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LARE, CC L324) 1T A9 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim
A ST 1%, LLF® PP, Errata (2475,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NSRRI HLL FOSM%IE L, PP O%E K@D [Exact Conformance] Thd, D7, TOE Fj1% PP &
—HL T\,

+ Required Uses
Printing, Scanning, Copying, Network communications, Administration

- Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
2L

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
25 / 90



KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
3. Security Problem Definition
3.1. Users
TOE OFIME . L FOISIZHEESnD,
Table 3-1 User Categories
£ IEL &
— xR — R & Z— WL 2— W — R — R CHERBIERAES N F
(U.NORMAL) (U.NORMAL) #, — R 2 (U NORAML) D&E| & FF>,
. (=g EHF Lo CEHF R 53, 2—F—4, 22—
a— P o e N i, (| 2 =
(U.USER_ADMIN) (U.ADMIN) P—RRT =R EHEHERD Y THBERAES IR
- ¥, B E (U ADMIN) D& E| &8,
BV E =gy T SAY =R & THRAGERES WA #, & HE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D&% F5o,

3.2. Assets

TOE IZBITHIRFEEEIZLL FOBY TH D,
Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data
User Data 1%, LA F D 2 SOFERIDRER SIS,
Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form

Information related to a User’s Document or Document Processing
Job

D.USER.JOB | User Job Data

3.2.2. TSF Data
TSF Data I%, LA T 2 SDOFERINOHERLS LD,
Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE

T.TSF_COMPROMISE
through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE .
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 2 FHLF & OSP Z#LL FIZRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ) .
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX_FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.
Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the

A.PHYSICAL data it stores or processes, is assumed to be provided by the
environment.
The Operational Environment is assumed to protect the TOE from
A.NETWORK

direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN . . ..
site security policies.
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Designation Definition

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . o
security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION ) . ) )
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST o o
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
OE.ADMIN_TRAINING ] )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARETIE LR 2V T AREREM AT R0, 708, JLREMFIT2THCD-PP TERSNLTWDHHDELT D
FEEAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FGS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable
SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FGS_IPSEGC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
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FCS_IPSEC_EXT.1.5

FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as

defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEvZ2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECP 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the

[selection: RSA, ECDSA| algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 180312011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/TEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the PP/ST:

- There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to : No other components
Dependencies : No dependencies

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting
or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, ‘4, “$”, “%”, “/”, “&”, “*”,
“(“, Y, lassignment: other charactersl];

*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update
Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in Table 6-1,[Z22L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [Z2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1  Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
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trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM-2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

« NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

+ NIST Special Publication 800-66B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies © [ECS_CKM-2 Cryptographic key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
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FCS_CKM_EXT4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to :  No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
FCS_CKM.4 Cryptographic key destruction
The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ¢ No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a device).
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of |a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
Dependencies ¢ [EPPITPC A Import-of user datawithout-seeurity-attributes;
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
- FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Dependencies ! [EDPITC A Importof user data-without-seeurity attributes—

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard”].

Extended: Cryptographic Operation (Random Bit Generation)

(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A) using | CTE_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access

among controlled subjects and controlled objects using controlled operations on
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controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [Z2L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [ZEF5#4/RICE T, X B EERE~DFNIHE DT 2R3/
Zl.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation: | document to .
. printed document document
be printed
Print output
i Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit 8 View scanned | Modify stored | Delete stored
Operation: | document for . . .
; image Image Image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or ]
Operation: | document for FRelease MOd.]fy crieEd De]e.te SLemed]
. ) Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document to . 3 ,
cend as a fax image image image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
| Receive a fax Image or Modify image Delete Image
Operation: . Release of received of received
and store it )
printed fax fax fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store e Modify stored | Delete stored
Storage/ Operation: stored
. document document document
retrieval document
Job owner (note 5)
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U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . . .
Job queue / log job job
) Job owner (note 1) denied
Print : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan Cancel scan
Operation : . . .
Job status / log job job
Job owner (note 2) denied
Scan - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy Cancel copy
Operation : . . .
Job status / log job job
Job owner (note 2) denied
Copy : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax Cancel fax
Operation- ; . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View fz
. Create fax 1,6W ax Modify fax Cancel fax
Operation: L. receive status L. ..
receive job i receive job receive job
og
F
a.x Fax owner (note 3) denied
FECEVE Ty ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat: Modif;
) reate View storage / e Cancel storage
Operation: storage / . storage / . .
] . retrieval log ; ) / retrieval job
St / retrieval job retrieval job
;)r'agel Job owner (note 6) denied
POV Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
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+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership

of received faxes is assigned to a specific user or U. ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

- Note 5: Fax receive (210 create &7 ED Job owner I Note 3. 77 A7+ PC 3Ok EE& - 30E

@ Job owner 1% Note 1, A& v & W CARKRSIN=LED Job owner % Note 2, /RAU—RNiE 51k PDF
NI AL DLRIEIZ D create ZiL7=CED Job owner (L Notel £33,

+ Note 6: Create storage job {235\ T, Fax receive {24V create 7227 ® Job owner Id Note 3, 77

6.1.

ATk PCBIEEENTZVa7 @D Job owner % Note 1. AF v FE W TAKRENTZYa7 D Job owner
% Note 2, /XAT—RK;5{k PDF R 7 ZHORTFIZEY create Si72a~ @ Job owner (% Notel &3
%, Create retrieval job ® Job owner I Note 2 &35,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3l] unsuccessful authentication attempts occur related to [=z2>7
SN —PICESFRAE FRHRIA T YNGR — R L BF8FE, B R DR

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSTF shall £ 1EFERE 15 E T2 FIHE DR
ANRDT — NS BRAE L, BRI ED SIS F THFIATYZ (G 2 RN
—RIZLBFRALFFELE, TOE DEWRE OFF/ON L BN SH L EES IEAFBRIFZE 125 S
PO SHFRZRE 75 F TEIL o P E DFEFFFFE I,

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFIZ IR, HERERIIR, HHFIATIZIGH Y2 Z~DT 27X
#A.

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User

passwords:
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

- Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [/, “@”,
i A A A A R A A A A A
R e A R R A AN 7/ B al s~ RN
sxr—poa) L

*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 77225215, TOED KX EEMHGR 5L N ZER 2D ZIE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [A /&7 XX F7—5 1 XFHFIC“* 32117 @ D Zn]

to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 77 2.X52/5, TOED K EEMHGR 5L N ZERZEDZIE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EFEZHIR HEAEHIIR, FHATIZ 1502 R~
DT I EXHA.

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—H#FF/H 11 7372
FESHTOBEE, T HZICBE 1) 7t F = 7 B E R FE T3, B P TR
G-I TORNFIHE N EBLEHEIRD Y T2 T L =S5 22 LRI
et F2 VT BT 3.

Dependencies
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FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/AE V52 (57>
IRANRY —ROFEFAN L) LT 2 FIHE DI AT Y NG ZZANDT IR
EHENE TS, FEHIATCYZGA I XNZT — OGRS LTG5 % ST D]
AEVZEAD Y P RNDT 2 R EZ ML) F 3.

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)
Hierarchical to @ No other components.
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

TR a7 AR LR E

disable, enable

R e

modify the behavior

B AP RE

modify the behavior

e {5 R (5 P RE

modify the behavior

SR ATV ZAG

modify the behavior

FMT_MSA.1

FMT_MSA.1.1

Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —FFEFIIH 1L~ —FEFIIFIZIE DAFSR 115, &
/1] the security attributes [ Table 6-6Security Attributes| to [ Table 6-57
Authorised Identified Roles.

Table 6-5 Management of Subject Security Attribute

Security Attributes

Authorized Identified

Operations
Roles

User ID

Create
U.ADMIN Delete
— IR R IR — RER A (kO bR

U.ADMIN

AR 7 ADFTHE DRE
U.NORMAL
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Authorized Identified
Security Attributes Operations
Roles
U.ADMIN
WA YT AD owner TH | AR YT ADOHTAFHOZEH
% U.NORMAL
. Delete
BHEHER U.ADMIN s
AR U.ADMIN Delete
AxX A&
FMT_MSA.3 Static attribute initialization
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t ¢ No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT _MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values
to override the default values when an object or information is created.
FMT_MTD.1 Management of TSF data
(for 0. ACCESS CONTROL)
Hierarchical to @ No other components.
Dependencies ¢ FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operationsl]
[assignment: other operations]
P U.ADMIN

2= NI =
U.ADMIN, the owning

modify
U.NORMAL
AT YR NG I RNRT— N [assignment: other operations]
B U.ADMIN
modify
. . [selection: change default, query,
assignment: /ist of TSF Data .
modify, delete, clear, U.ADMIN

not owned by a U NORMAL]

[assignment:
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Data Operation Authorised role(s)
other operationsl]
BHZ NI —F modify
H I E# modify
SR TAG— R M modify
H Bz 7 Mg modify
ARAERR ] B e modify
RFAFARSL T E
clear
(U.BUILTIN._ADMIN L{#t)
AN — NI modify U.ADMIN
modify
IR GE Y — N —ZE [assignment: other operations]
B 7R Al O 2L I AR R I modify
modify
RN —ZFE [assignment: other operations]
) . [selection: change default, query,
[assignment: list of software, .
modify, delete, clear,
firmware, and related . U.ADMIN
. [assignment:
configuration datal .
other operationsl]
Tr—ADUzT modify U.ADMIN
FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies: ¢ No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer

to Table 6-7).

Table 6-7 list of management functions

management functions

X275 LR ERRRE

PR AE (22— — S AT — RO Rk ZEEHERE KON, User ID, & BLEMEIR , #aE I (R H-9-DHk e
@ite)

— —FERERR E K RE

M EBRRAEY — N — X FE R RE

e {5 HEE {5 A R RE

Ry NI —IRRIE DGk, 25 T RE

H FE LoD 28 A E
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management functions

B o 7 L e

VAT LA — Nt MNRFEI O ZE TE R

HEhes 70 MR 0O 28 AR RE

B PREFEREOEREEE (1 ARBRIRER 0O 28 F AR HE

PSR — R IR 2 TR

FRRIE IR R (e H B fiE oD 25 R B e

FREEA AR IR %% (U.BUILTIN_ADMIN LI4%) 2V 7 HgRE
Wy ARG PRERE (B ARy 7 AD KGR, iR & — Y —2E i D ea i)
BRI ATV ZAZAN Y I AR ERERE (NAT —R DXk, ZEREZE L)
Tr— LT T 7T —MERE

EHLE NAT — R R ERERE

FMT_SMR.1 Security roles
(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF
FPT _SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT_STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST_EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
53 / 90



KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM207 7/CM5109/CM4099 with FK-514
Security Target

Hierarchicalto : No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions] prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [Z2/E N RZ/L DA, =X T4

T =PI MFEIZ Lo TRIES S, WC DL 5, HEjm2 7o MEEIIZ L > THRIES
ABHER], TV HNF A N—DEEE, St a2 43000 .

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to ¢ No other components.
Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP#— N—, DNS#—/N—, m27%— v—,
WebDA V3 —,¥—, SMB#—Y—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service,
WebDAYV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)
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FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Hierarchicalto : No other components.

Dependencies i [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [IPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit remote administrators to initiate

communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies :  No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.
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6.1.3. Selection-based Requirements
6.1.3.1. Protected Communications
FCS_IPSEC_EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to : No other components.
Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
3
FCS_IPSEC_EXT.1
4

FCS_IPSEC_EXT.1
b

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
i
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
9
FCS_IPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4504 for
extended sequence numbersl, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithml.

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAsl].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
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Hierarchical to : No other components.
Dependencies : [EDPITC 1 Import-ofuser data—without-seeurityattributes—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-384,
SHA-512), key size 256, 3584, 512 bits], and message digest sizes [256, 384, 514
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

FIA_PSK EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components.
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
22 characters in length and [no other lengthsl;
composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [[SHA-256, SHA-
512, [SHA-354)] and be able to [use no other pre-shared keys).

6.1.3.2. Trusted Update

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements
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Assurance ..
Assurance Class Assurance Components Description
Components
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 | Operational user guidance
Guidance Documents
AGD_PRE.1 | Preparative procedures
) ALC_CMC.1 | Labelling of the TOE
Life-cycle support
ALC_CMS.1 | TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &2V 7 (B RE B MO AF AR A FRITRT,

Table 6-9 The dependencies of security requirements

PEREZL I RAFBIfR ST Clifi7= 1k FRILR IRIFBMRZTS 2L QUi i
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A

FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1()

FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A

FCS_COP.1(d) FCS_COP.1(g)

FCS_COP.1(e)

FCS_COP.1(f)

FCS_COP.1(g)

FCS_COP.1(h)

FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A

FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1()
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HEREZLI: {IEALILED ST iz 9117 BE %R IRAFBAFR A T2 L TR EE:
FCS_CKM.1(b)
FCS_CKM_EXT4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPseci#fs (FCS_IPSEC_EXT.1) ®

FCS_CKM_EXT.4

FCS_CKM_EXT.4

Y. Ty 7T —MEfE
(FPT_TUD_EXT.1) D413,
FCS_CKM.1(a),
FCS_CKM_EXT.4{Zi#i7= &7\ a8,
s A Ee S A SV oY i1 VAN

W,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

SLEE Y MERERE W eE Y b —
ADERTI A B KA RN T

W,

FIA_UAU.1 FIA_UID.1 FIA _UID.1 N/A
FIA_UAU.7 FIA UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
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BEREZA: RAFBALR STClifi 7= kA7 RIfR A BILR AT 72 L TR B

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE N2 2T ABERED BERITARZ R T,
Table 7-1 EX =2V 7 (Hte—&
BT HEREA B

4
o

Ak FRRIE A RE

T 7 A g EE
5 5L RE

=5 RS RE
X2V E B RE
B ARk eE

a5 HH 7R T RE
FAX 45 Bitdne

© (00 |3 | |0 |k ||+

1.1 @A RREHEAE

TOE 1%, FIHEDLIZLT v VB BUSGL CGRBIFRGEZ T MREEORE S, FF TR SRS 7= 72171
TOE @%IJFH%ECFTTEM&}DJIJWL‘ uIE*g% %*E {/\j—éo

FIA_UAU.1, FIA UID.1

TOE (%, Table7-2 |27 9 32D FRGE S XAV R—hL, BHEE DN 2 — —FBFER EHEHRE TR T& D,

BAEAARZABLLUEL WC 205 TOE 2RI 3256, 2—F—4 | o2—F— U —F | FEEHERE A7 5,
ENANUEEE LU TERIE S2ABLLUL WC 25 TOE Z2FIH T 256 EANMUVEHEE AORT A EiE)» D
BEE RNAT—RE AT 5, TV ZRTA3=00 TOE 2458546, 2—Y—4 22— — AU —K%Z A
7195,

TOE (X, AISNT=IL T oo Vv el i8R L lRENLT=5 6 D7 TOE OFIAEFF 35, 45
P —R—FRFE TR R ESNTWBEE., AHE T2 — — %E:L~47L~/\°7\7 RITMZ T, AMBRBREY —
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BB \CRRRE R T %, BV VB ELE OFRBIGRAEX, FRAE T RO EICBE DL T, BRI E RS X
TEMEND,
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FREL, REEA ROREIZEADLT | FICAREERGE S X TEMSLD,

FRBIFEREIX EREA L Z T = — A HIZE T 5720 FEE N WC oI —MEERRERE SRz, —FIHE 2
INNDBRNREEE FEREL . BPILT5E . TOE 28 E 5281 TED, 7220 EEE N0 (L, oty
FE OFRPIFREENEE I SN D720, 2 ALL EOEFENFEEIZ TOE 25| 42813 TER0,

FULERG A= TOR #3254 . xtittyiaidiZed. TOE WE T TEL 1,;.L7L:Hif\ B IEI
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L7 6 ZELTE T 3GEZ TOE IR TITHRIET 5, TV ZRTA3—1%, F & D TOE 2 FIH 35 F
BeafRHEL 220,
P IFREEZ AT DN AT REZR BREIX, FREDIEYD
« T I ARZAE,
- TOE OREMRBLOERTRFEOREELL T F L #BEAFEE,
> BE S DDOREBEIERFR(T 77— AT =T ON—Tar FKoRip k)
bR AN T NNONEWE N
> BB SR IVINDDYERFIRGRE

Table 7-2 = — W —FRIER EHRE
Far = R
TOE Dk BIFRA AT, P = La—P — SAT— R EHH AT —R | 3
A [ R EE HIAEYZAER Y 7 2 8AT —R 73, TOE (OB SN COB I ME 5T 52 L4
BT,

TOE 23 #MBEREEY— 3 —(Active Directory)ZH|H L TiklZRiF %2175, TOE
1%, e—H%—44% Kerberos version 5 7 b=V &2F| L CHI A E BT E LS+
HRRAE— N — K G L IRE SN TRITRL T — = SAT =R B AR
Ll —P—GHC LD 5 E1T V. ikBIEEREAE e 35,

ARPIEETERE, MY — S —FREED W I TRRBIFRREA1TH, FIHF R s A
FATRHCRERE T A BIR 5,

MR — N —FRAE

AARLEE + S H— N — 3R

<PBHHG DAL HT = — ALHERE >
-WebConnection: EHFIZLDH/ AT —RE5
R LD/ S AT —REE
SR ATV ZIE R 7 ADRAT — R iR
SERIE ST WA (ENVMA ) IZL D AT — NRERE
B (— W —FHE) 255/ SAT — N
— BRI E LD SAT — NG
SR ATV ZR Y7 AD/SAT —RERGE
TVBRTANR— . —BRIHAFICLD /AT — 83

FIA_ATD.1

TOE 1%, = — —EFSE TR eI e — A A& I, FIAE BEEL T User ID, B BEEHERR . HRE I IR
DT I e AR EFRT D, o, FIHEZ BIELEL T BH AT ZER I A~DT 7w AL E T 5, HH AT
[FRY I ANDT 72 AL, TR ATV Z (5% EHREEICL DRI ATV ZER I ARAT — RO EIZL > TEIX
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Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
62 / 90



KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

FIA_USB.1

—FIHE 22— —EFERE D FHRBRFEC RS L2 A TOE 1R B (User 1D, & EREHERR . HERET
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SN TV DR A RR L REREE (R 2 bR 95, —MRFIHE D LT — Y —FIE ORGENE LS54, R
RIEASE R ’Ciib\f@ﬂ%ﬁ)mﬁﬁ%ﬂ&@é&@(%%*ﬁ% EAFATT DL CRlREE LA fif bR 5,

TOE i, #MEBH— 3 —38 .:Ejit & DR BIEEIE T RIS, ERR ORI OB EE FE i 45,

SR AT ZAZR Y7 ASAT — R O BIFRFEIC BT, Hﬁﬁ%b%%b)bba&ﬁébtaﬁ;/ﬁlﬁléﬁ((l~3 E)IY
DO R FR AL 72 KR ﬁﬁfﬁﬂf%)xfm‘l‘/7X/\X7 ROFRFAEIE LT D, M ATV ZER Y I A/ RAT —R D
FRFEAME IESNIZ A FREHE IR RBE T2 VF PR DN FRE R B B D 1 R RE 2 F21 T4 D T & CRRGEE 1 2 iR
75,
<PBHHG DAL HT = — ALHERE >

«WebConnection: EHE D AT —RFEIE

— RN O/ SAT —RFEGE
SR AEVZAZR Y 7 AD/RAT — R85
BRSOV EHERH O/RY —REEGE (22— — B
BERE O /SAT—REEEE (B VM )
—FIN D/ SAT — R FFE
BRI AEVSZAZR Y IV AD/SAT — R 8
cTVBRTGA = — BRI D/ AT — 8
- EEJR OFF/ON

FIA_UAU.7
TOE 1%, 55y ar O (FRE/ S 2B LLUE WC b 0u s A ) 12BN\ Tas AL /7R AT —R | #&i] A
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

FVZAERY I ANNAT —RE AT DHEE. ANSNT=XTFT —H 1 LFEIC % E @ % FK T 5,
<A DA BT o — ALK RE >
*WebConnection: EHHEIZLDH/ AT —RiR:
— R LD/ AT —REE
SR ATV ZER Y 7 AD/SAT —R38G
BE L FHE (2— P —FHE) 12X AT — NG
EHE (VM AEHE) T8 AT — R RGE
— R LD/ AT — R R
BRI ATVZIZER Y T AD/NAT —RERFE

FIA_PMG_EXT.1
TOE THIHFE RAT—RELTHEHATREZR SCFIE, 77 7y MO RILF L/ T 7, G (Y0, ‘@, ‘¢,

WQY €O/ AP GO 9 (fed “(“ 4‘)” [T INTS Vel) “[” ‘4]” I I T N T L R T S LT LTt “{77 4‘}” Wy G ek
$7/03 ’& ¥ T B R / 9 ’ | +’<’>’

PO BLOAR=R) ThHD, TR ATYZFHR YT A NAT —R 0)%/::\ kol JJDZ“””(?7/1/72“*—7“—/3/)%
FIH T, AL, /AT —RKEE 8~64 LT ORI TRETHIENTED, Lo T, /WA —REL
LT15 XFULEDOESERTTED,
<BHEFT DAL HT = — ALFEHE >
*WebConnection: EHHEIZLD2— —EEHkRE
BEIF LB ATV ZAZR Y 7 AR — R FBGERR E HERE
EHE LD SR =R ORE
— A F LD AT — N ERERE
BRE L BHE LD — I — R EERE
EHE LD AT ZAZR Y7 A/ SAT — R GRGERR E SRS
HENZIDEHFH SAT — RO E
HENZL D/ RAT =R DR E
— RN 28D/ AT — R TE R RE

>

-
i
P>

i

FTA_SSL.3
TOE &, #1F /L WC THEMGEAES NI R HFE DL FO ML LTS G . 202y a2/ 735,
BERL R IR BRI R DB 5E T L Thb, /xwwwwt/ N (1~9 2y DR TREE
R Rm LTS5 A ., u/ T URSND,
-WC: R 13 AR EIC LD 58 T LTS, BHEIZ 7o MEER(1~60 4y 0[] Ca% & 7]
BRI LIZG6 ., v/ T RS NA,
TV BERTGANR—TIIRFEEY a3, TV ERTAN—IDERSNTAEERZ T o Bl s A
L, ZORBLD5E T HZIIa T T RNAT,
<PBHET DAL HT = — ALHERE >
*WebConnection: —#xFHEICED 27 1
(EEE A =P
BE L —FIHE LD T A
(e A =P/
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.2. 79 &A%

FDP_ACC.1, FDP_ACF.1

TOE /%, Table 6-2, Table 6-3 DF|H#H 7 —27 7w Xl f&-5% Table 7-3~Table 7-14 |[ZFEH D@D |
MMELET =2 EFINE a7 T = ~DOBIEEHIIRT D, FFAISHRONBRIEIZOWTIE, A 77 =—RE IR
RHLITEEARRLRRE TEIR, F2i3, BEELRISKT U THERR DSR2V OB E TER VW DAY B — D FRoR L
Tt 32,

AARRREIC X FF AT &N 7= — %R H E (U NORAML) A3, Table 7-3~Table 7-14 @ Create #{EZFEITLIZ
I, Pa” Fﬁﬁ%‘(Job owner)&7eh), TOE (Z3XEL LIV a7 O A #HE#HEL T User ID #5ték 7%, TOE
I, HHAE (U ADMIN)ZS Create Hr{EZ FEITTHA L X7 =2 —AZRHEL 2V, 777 2% {5145 RE(Fax receive)
X, TOE O#BAIERUIZ, IERT 7 7 AL D T 7 7 A2(5124D Create BENFEITEINDT-O ., 777 A% {55
TOXEL LIV a7 OVa7 A E I BHEEICED Y THNH(*1), F a—R R ESH TR \77723%.5
BB 77V ASLEITRHIATVZE R I ANMRGEIND 20, 77V AZAG7E T HOY a7 irA & 1L, Ml AT
(IR I ARAT =R EMD— A& L725(*2), F a—R B ESN TCWD T 77 AZAE DA, 777 AL ELE
ESNIAANR 7 ANMEIFEEND T2, T 70 A2 G5H% OV a7 A &1L AR 7 ZADFTH & ThH—iH &
Na7 A H E725(43), 7SR —RiE B4k PDF R v 7 25 DOAF (Storage/retrival) (X, Z AL 7 7V NEAT
BRI, (RIEDR ESNT-LELE AT —REE 5L PDF ARy 7 ZHH0 L BIEFE O AR I AMRIETHZE
(2d0 Create BAENFEITIND, IREFEITHROLEL LI a7 OVar7 A HIL, AR AOFTFHE THD
—WFRIHE L7225,

TOE 1%, = — P —FHEEREICI W T B ERE DR F 2 SR T RE 7B RE 4 i PR 3~ 2 B RE il BR 3% & % fif
2 TW5, TOE 1%, FIHZE JEMEOHREHIFRICEEN T, HIFR GHERED A 27 = — A% RS LITHRAEAR ALk

RECHRIRT D, Lo T, EBEMIFR G E Sz — iR # 13, Table 7-3~Table 7-14 O B[Rt G HES H
Usaf”ﬁﬁuﬁﬁ FTHZETTEARN,

TOE I3, S| ATV Z 55 EREEIZ W T BELE D — R H ORKI ATV SZAZ Ry I A~DT 7B A%l (R
T AR AT ZIERELH A TRY B IIREIATYZER Y7 ZSAT — R Lo TT 7B ARHIREN TV
%, TOE 1%, FIHH BIEOMEIATYZAER Y 7 AND T 7B A TN T, AR75A | 5% SR OiH A2y
ZAGRY I ANDT VR AZFFAIL, B2 E | s SR B OB ATV ZER Y I A~DT 7 e AR ES T 5, &
ST, WK ATV ZAEHR Y7 A SAT —RE L2 — R F# 1%, Table 7-3~Table 7-14 OO HI&EH| ATV ZFHR >
JANDT AP EI B EERI T 52813 TE7e0,

TOE 1%, Ry 7 AEEEREIC W C, AL LAUL - FIHE D, AR 7 2O AH (User ID) &% ET 5
he, AL LUIMAR YV AO A H THL A RE D, ARy 7 AOFT A # (User ID) %28 3 HHEHE
2 CTEY, AR 7 ALE AR 7 AN :1%fénf:jcim®77tx%ﬁﬁum§%a“é TOE 1%, il AR ZD T
& (User IDNZINT, —RFHEZELFLT User ID ZFFo5A121E, 5% 4 18 AR /710)4’/57::—X%TE@2L
T U AR YT ANDT 78 A%+ 5, — 15, Hﬁuﬂ%%mﬁ%foﬁé User ID ##>8-A121%, TOE 135% 4
ENR YT ADA L BT x— 2% FEFIRITT D728, Table 7-3~Table 7-14 Ti% 24 {fl AR /yzmaﬁwzxmz 9
IRBEEFIHT AL TERN,

<Table 7-3~Table 7-14 D1 &>
TOE N4 27 = — AL FEED@Eh,
PN: #4E %/, WC:Web Connection, PD: 7V ZRT A/ —
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
KPP OFLHEIT FREOMHY,
O:TOE N ¥HR—rT 560D, -:TOE 239K —RL72WEH D
R FRCOEY,
*1:U.ADMIN
*2: BRI ATVZAZAR Y 7 ANAT — %5415 UNORMAL
*3:F a— R CTHRESNE ARy 7 ADOETA# CTéhs UNORMAL
Table 7-3 D.USER.DOC(Print) D7 7 &R #IfHl
BIE | BRAEFTRERFIAE A BT =—2R I
PN | WC | PD
Create Job owner - - O | FIklA 31T,
U.NORMAL - O - | FAVIRT VM FEAT,
O - MR =R B PDF (ZXLC, FIRE R EL T AL Ik
TV FAT,
Read Job owner O - - | BRE& TV MRy 2 2N E LRI T, LET L a—
BHRIR,
O - - | BEE& TV MRy 7 ANSISCEER L, FIRZ 5247,
(AR ZE T2 R0 SCEITHI BRSNS, )
O - - | SRU =R 51k PDF Ry A5 3CEAFRL . HIRA
FAT,
(EMRNZIZ AT —R AT 3B, ENRIISE T2 k0 SCGETHI
Fraind, )
Modify Job owner O - - | FRE& TV MRy Z A BLOEIRNZ 3T, BRI B4 5
17,
Delete Job owner O - - | BRE& TV MRy 7 ANGSCE A HI bR,
O - © | SRAT—FEF L PDF Ry 7 A5 SCEEHI bR,
Job owner O O - | a7 HIRIC S STEHIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan) D7 27 &A1
BAE BRVE R REZRF A BT z—R s
PN | WC | PD
Create Job owner O - - | AR Sy MIEREEYRL T, 777 RAF P A=
U.NORMAL — G55 (7727 250 e a bR<) R EL T X542 R
17,
Read - - - - | 2L,
Modify Job owner O - - Create #/ECIG R E & FAT,
Delete Job owner O O - | AT HIBRITAED SCEHIBR,
U.ADMIN
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
Table 7-5 D.USER.DOC(Copy) D7 7 A4l
BAE | BRAERTRELAIRE AL HT 2= oy
PN | WC | PD
Create Job owner O - - | Aoy MIEREEY LT, A — A= — DD
U.NORMAL av— & JAT,
Read Job owner O - - | Create #{EZIT,
Modify | Job owner O Create #/FE Tt B8 E % FEAT,
Delete Job owner O O - | aTHIBRIZAES SCEEIRR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 & A Hil4H
BAE BRE T REZRF A BT = —R s
PN | WC | PD
Create Job owner O - - | ARy T oy MIEREEY LT, TR AR Y A=
U.NORMAL —HAINDT 77 A0 S BIR L Tk E & FE1T,
Read - - - - | 7L,
Modify Job owner O - - Create #/ECIG R E % FAT,
Delete Job owner O O - | AT HIBRITAED SCEHIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 & A
BIE | BRAEFTRERFIHE A BT =—2R oy
PN | WC | PD
Create Job owner(*1) - - - | TOE O#AERL, SMBT7 77200 F a—REFEL TR
WT 7 I AR,
TOE O#fE/eL, M7 77 ANS F a—RERELEZT 7
I A% AR,
Read Job owner O O - | BHIAERVERERY I RNLT 7 VA ERZEIRL, TE T
Ea—%& KR,
O O - | AR I ZINST 7 P ACEERIRL, XE TV Ea—%R
o
O - - | HEIABYVZAER I ANDT 77 AL EEL R, HIRIFETT
& FAT,
(FIRIZE T2 & 7 77 23CE T HIBRES LS, )
O - - | ARy I ZINET 7 AL EFZRIRL  HIRFETE2ET,
(FIRIZE T2 & 7 77 230CE T HIBRES LD, )
Modify Job owner O - - TEANR Y I 2INST 77 ZCFLZHIN DB, SR EE
EXR
O O - | ARy ANST 7 7 A E LRI | k.
Delete Job owner O O - | BRIATVZAER I RANGT 77 AL E A HI R,
U.ADMIN
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
BE BRVE R REZRF (BT —R s
PN | WC | PD
Job owner O O - | AR I AL T 77 ACEEHIBR,
Job owner O O - | T ALEORRY a7 BIBRICEY T 7 7 A SCEOHIER,
U.ADMIN
O O - | AR ZADHIBRIZED 7 77 ZASCEOHI R,
Table 7-8 D.USER.DOC(Storage/retrieval) ® 77 A
BAE BRVE R REZRF (BT —R s
PN | WC | PD
Create Job owner - - O | RyIARAFEFET,
U.NORMAL - O - | Ry I AREEREL TE AL NV M EAT,
O - - | AF v FamyMNIERZEY LT, Ry AA= 2 — D
BIAAR Y7 25 EL T, Ry AMR1FE AT,
O - | 7NRU RIS PDF ISR LT Ry 7 ARFEREL TF
ALINT VM FEAT,
O /AT =R B{L PDF Ry 7 ASCEERIRL , 542 R
1To (BIRSNIZSCENEAEE O ARy 7 A H))
Job owner(*2) - - - | TOE O#EAERL, ST 77 A 0D F a—REfEL T
W 7 I AZAZ R BB ATV ZIE R Y VAT 7 J AL E A
TR AT
Job owner(*3) - - - | TOE O#AEZRL, SN 7 77230 F a—REaELTC7 7
I ARG FEESNTMENR Y I AT 77 AL EZARAT,
Read Job owner O O - | ARy ZZINELEF RN, LET L E 2 —2FKR,

(T I ALEEHRL, V7 7ALEOLET L E 2 —1T,
Table 7-7 ® Read #AEIZLVHIEIS D, )

O - - AR 7 ADGCEERIRL, FIR, #5, 777 A28D
PEE BB, at— Wk ET,

(T 7o AL EORIRZERLS, 7727 23FORIL, Table
7-7 @ Read HEIZLOHIFEHEILD, )

O - AR ZANLILEELRINL, X5, FUvra—R, BE),
A — DN EFELT,

O - | BHEIATYRZER 7 ANS L EEZRIRL, XY n—ReE
170

O - - AT —RE; 5t PDF ARy 7 RS CEERIRL , RIFE
FAT,

(RIFITIT AT =R A D3RG BE, (RAF5E TI R0 SR
BrEhs, )

Modify Job owner O O - AR Y7 AL EEERIRL , L,

(T 7O ALE#BRL, 777 AEOMEL, Table 7-7 @
Modify #{EIZX0flfEE D, )

O O - | Read #AEGEE ., FIRDIZRW T, ISR EE EAT,

(T 7 7 AL FEOINREERL, 777 AL FEO RN 31T D)%
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
R BRAE R REZ R ABT —R —
PN | WC | PD
FiF% &1L, Table 7-7 @ Modify #{EIC L0 fIfESND, )
O - - | BEIAEVZER I ANLT 7/ ALEEZRIRL , W
MEEH),
Delete Job owner O O - | AR Y 7 AN SCEE IR,
(777 2ALEOHIBRE RS, 777 ACEOH|ERIE, Table
7-7 @ Delete #r{EIC VIS ND, )
O - - | 7SRT—REFEAb PDF 7Ry 7 2055 SCEEHIBR,
Job owner O O - | AR Z ADOEIBRIZAED SCEOHIBR,
U.ADMIN (777 ALEOHIREBRS, 777 ALEOHIBRIL, Table
7-7 @ Delete #AEIZLOFIEEND, )

Table 7-9 D.USER.JOB(Print) D7 7 & &4

BAE BT RE 7R AHT 2 —A

BAE A
PN | WC | PD
Create Job owner - - O | 74TV FPC L EERIRL, TV HRTA 23— CHI]
U.NORMAL T FEATH BB SRV CRGE& TV MRy 7 AL — R AT

ST SEA TR | F2 5217,

(FRIZE TIZZ0 3B EI RS LD, )

O - | 2747 PC O WC INGILHFEEREIRL, X AL INT VR
BEITR . B STV TRERE& TV MRy 7 AL — R R A7
SN CEE BN, FIRIZ AT,

(FIRIZE TR cZIFHIBREN D, )

@) - 7747 s PC ® WC o/ RAT—RIE1{L PDF XCES
BIRL, FIRIEE ELTE AL I F UL e 24T HE S
FNTRAT =R St PDF Ry 2 b—HHREFS -
SCEZBIRL ., FIRZ 32T,

(FIRNZIE S AT —R A3 EE, FIR 58 T2 k0 S Hl

Frainsd, )
Read Job Owner O O
U.ADMIN EWE SN o
U.NORMAL (/3RAT =R 5t PDF 05 a7 &<, )
Unauthenticated | O
Modify - - - - AJOR
Delete Job owner O O - | varRRNLTaT ZHIER,
U.ADMIN GRAE& 7V MRy 7 2 HOHIRIY a7 D4 Va7 Hi

BRICEDICEFEBHIBRS LD, )

Table 7-10 D.USER.JOB(Scan) ®7 7t 2

Bk BAERREZR A AL BT 2— A
- MR Fr it
PN | WC | PD
Create Job owner O - - AF¥ ¥ F 2=y MIRERRE YL T, 77 AAF Y A=
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
BAE BRVE TR A A BT = —R N
PN | WC | PD
U.NORAML — W HEND5E S (777 A5 e bR) 2 EL T, #EaE
175
Read Job owner O O
U.ADMIN . e .
U NORMAL Va7 RRERR,
Unauthenticated | O
Modify L,
Delete Job owner O A&y =y MR JEFRGHEA B oz iR Re 2 B
T L EFITHLUIA N TR — 5 FL, B ikFar
DHIBRE FEAT,
(a7 HIBRIZEY CEBHIERS D, )
Job owner O O Vaz Kby aT BHIER,
U.ADMIN (a7 HIFRIZE CELHIBRESND, )
Table 7-11 D.USER.JOB(Copy) ®7 7 & A #i{#l
BE BRAE T REZRFI ALBET =—2A .
PN | WC | PD
Create Job owner O A¥ v =y MIFfEE Yy LT, 2t —A=a —EMH 5
U.NORAML o —EFEAT,
Read Job owner O O
U.ADMIN o
U NORMAL a7 RIRE IR,
Unauthenticated O
Modify AJOR
Delete Job owner O A% o=y MTEVRFGHE AT I, R HE2 B0
i CIE LA R THLUIA MY 7R —2 M L AZ 1L Ya
7 DOHIBRE FEAT,
(a7 HIBRIZEY CED BRSNS, )
Job owner O O VaT RanbraTz EHIER,
U.ADMIN (a7 HIFRIZE CELHIBREND, )
Table 7-12 D.USER.JOB(Fax send) D7 7t A
AR HBAE R RE7R A 3 BTz —A s
PN | WC | PD
Create | Job owner O Ax ¥ F =y MIFEfMEZEYRL T, 77V A AF YU A=
U.NORMAL —H DT 77 A0S BR L TR E & F1T,
Read Job owner O O
U.ADMIN o e _
U NORMAL Va7 RRERIR,
Unauthenticated O
Modify L,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
BE BRAE T REZRFI AET 2 —R Py,
PN | WC | PD
Delete Job owner O A% o=y MTEVRFGHE AT I, R B0
H i CIE LA EITHLUIA MY 7R —2 W L Z 1k Ya
7 DOHIBRE FEAT,
(a7 HIBRIZEY CEDHIBRS D, )
Job owner O O VaT RanbYaz EHIER,
U.ADMIN (a7 HIFRIZE CELHIBREND, )
Table 7-13 D.USER.JOB(Fax receive) D7 7 & Al
HBfF HAE R RE7R A 3 A BT =—2R .
PN | WC | PD
Create | Job owner(*1) TOE O#AERL, ST 77 A0 F a—REHEL TV Ve
WT I Aa %R,
TOE O#AERL, SNE 7 77 Ainn F a—R&fgELic7 7
I A%z,
Job owner(*2) O I ATV ZIE R VRIS T 77 ALE LRI FIR AT
& FAT,
(FIRIZE T2 & 7 77 230CEITHIBRES LD, )
Job owner(*3) O TENR Y I ADDT 77 ASLEE BRI | FIRIFEA T4 FAT,
(FIRISE TIZEV 7 7 7 AL EZTHI RS D, )
Read Job owner O O
U.ADMIN o .
U.NORMAL EWE N
Unauthenticated O
Modify L,
Job owner O O Vaz Kby aT BHIER,
U.ADMIN (FIl a7 o6 . a7 BIBRIZED 7 77 ZA3GEB HI RS
5, )
Table 7-14 D.USER.JOB(Storage/retrieval) ® 7 7 A#i#H
EAE BRVE R REZR A (BT —R T
PN | WC | PD
Create Job owner O | RyZ 2MFAFEEAT,
U.NORAML O Ry I ARAFEAREL T AL 7T ) b I T,
O A¥yF =y MIRRZ Y LT, Ry VAA= 2 —H HH
DR AR Y I AZFETEL T, Ry AMRAF%FAT,
O R ZMEAFEAGE L TSAU—RHE 51k PDF OZ ALk
TV N FEAT,
Job owner(*2) TOE OEAERL, BT 77 AL F a—REREEL TR
WT 7 P AZAG e, 77 VAL EERBIATYZAE AR Y 7 A
RAFo
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
R BRAE R REZ R AL BT =—A N
PN | WC | PD
Job owner(*3) - - - | TOE O#fEeL, SN 7 77 A0 F a—REfRE L7 77
ARG T 7 I ALEE R E SIVIABANR 7 ZARAE,
Job owner O - - | AR Z ARG ICEELBIRL ., BRI, #1E, 777 RI28D
U.NORMAL HE B, =0T aET,
(777 ALEOHRMEZRRL, 777 ALEOHIRIL Table
7-13 @ Create AEICIOHEISND, )
O | AR I RINOILEERIRL 2KE. ¥ Ure—R B, 2
E— DWW g FEAT,
Job owner - O - | BEIABVZER I ANLT 7 VAL EE IR, F U m—
U.NORMAL RZ&FAT,
Job owner O - - | SRT—REF 5L PDF Ry 7 A0DCEARIRL | RIFEE
U.NORMAL 7o
(PRIFIZNT SR =R AT b B, PRAF5E T IS KD SCEITH
FRxiLd, )
Read Job owner O O
U.ADMIN VaT FoREEIR,
U.NORMAL (AT —RKE 54k PDF OZA{Z a7 %K),
Unauthenticated | O
Modify - - - - AJOR
Delete Job owner O - - A F 2=y MT I AR HE A B0 H TR e 2 B D H e
M CEIEZFEITHLLIFANY T =2 TL, EiLFyar
DOEIREFAT,
(TaZ BRIz Z SCEL BRI, )
O - - | AR AP DOHINE EITLI  Ahy 7 —%2
L. Bk th a7 OlIRE 31T,
(a7 HIkRES SCEITHIBRS AR, )
Job owner O O S g T R
U.ADMIN
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.3. BES{EHrE

FCS_CKM.1(a)

TOE . IPsec iB{g O8RS TH S IPsec sEBA ED A BIZI5V T, NIST SP800-56B, Revision 2 ? 6.3.1.3
iRk O rsakpgl-crt S RUTFLHE O H LT, #EK 2048bit O RSA FERIFr#EEE KT 5, F7-. IPsec il {5 DO#E
MESTIZEB W T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit# ® Using the Approved Safe-Prime
Groups (ZFL# D KL T, Diffie-Hellman 7 /L —7" 14 (2 X5 FERIFREEE A p% T D,
<PHEF DAL T = — ALHERE >
‘WebConnection: IPsec i#@E7% /€

WebConnection O B 7% EHERE DR H

WebConnection ®—fi%FI| FHEHERE DT
HRER L [Table 7—19 AR GHS IS, AR 2S5
cTUVHRTA N = 7. 2. T RAGIERERE) TT VU ARTA N =" AL BT 2 — AT DR FAT

FCS_CKM.1(b)
TOE %, IPsec @15 D5 BAAARE, H LT SA T4 7 XA L% O I123 ) T, DRBG BI%(CTR
DRBG(AES-256))% UM L C DRBG THELE A ALL | 128bit H L% 256bit O XRS5 84 4 AT 5,
<PBHET DAL HT = — ALHERE >
*WebConnection: WebConnection O % Fl & 3% EHEEEDOF A
WebConnection O —f%F] & HEREDF H
B E L [Table 7—19 BES&rxtGfg—% | ICidic e, i n s 2 kS 5 E
cTVHRTA = (7.2, T RAGIHISRE | TV ARTA N~ A BT 2 — AL T DR EE AT

FCS_RBG_EXT.1

TOE /Z. NIST SP 800-90A |Z#:#l-+% CTR DRBG(AES-256)L, 1 DD Y7y =7 = bt —E B S
N5 RBG #3%4 5%, kil CTR DRBG (. Derivation Function & Reseed % F|f 9 573, Prediction
Resistance #EEIZENEL 72V, Y7 =7 = bt —JiiL, CPU OWNERRIEIC B L 5.2 D50 I —RE 0
Fedk Ly y I o B — AL A L — AL NI FEEE L TR Y L — T BRI TR DX & By I Iy
VA — IR TCTESL, raw T — 2 %155, Y7 MNEHEE XOR ZHWT raw 7 —XIZE NS bt —&E v b4
RICHLHE, BT 2ar T ava=r 7 & B L bRk hoe —Re Bk, oo —fEELTH )
T 5,

TOE 1%, 20 RBG ZFIH LU TELEA AL, mEHIEE RO - # @R 256bit & 128bit) A= RIZFIH 3
%, TOE NELEAERK T 5B, CTR DRBG Ty —R~7 U7 /W (Entropy Input & Nonce) B3 EZ /R -7 6, =
Fet—JREL TRV 7 =T A REI L, LE A XD hat —HE2 RS L TR 4%, 2o hae — (il
2. NIST SP800-90A @ 10.2.1 {Z-r&N 5 Instantiate & Reseed (2B /= bt —&(TOE 04,
X2 UT4RELFEIC 256bit) &L CRY, T4 ot —RNEa T Tha,
<A DA BT o — ALK RE >
*WebConnection: IPsec #{Ei% €

WebConnection D% B 5% E M REDO T H

WebConnection O —f%F] Fi & #E5E D F|
BB L [Table 7—19 BS& iS4 — & ICildic e, BEARn s 2 A RS 2 8E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN =2 BT 2 — AT D EAE FEAT

FIA PSK_EXT.1
TOE 1. IPsec HIOHFRILAHELL T, FRL7 FAMN—ADOFHILF NN TED, 7HFAMR—2ADFH[IE
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

FHL, Froy a7 VTV RLE WV TE Y NI~ I ND,
« THRAR— 2O FFT A
> X122 3F (ASCIT 3C5251)
> A ATRESC T ASCIL SCFHI(T /v 7 7 Xy h ORICF /T, HT, RORHRICT (7, “@”, 4,
W07, A7 &P, R A< ) B DR T SCTE)
> ST 0 51 SHA-256, SHA-384, SHA-512
<BHEG B AL AT o — ALHERE >
*WebConnection: WebConnection D% FlL& % EHEREOFI
WebConnection ®—fi%FI| FHEHERE DT
S V(A VI [Table 7—19 B kIGHg 5 ICiidicsie, AR 2S5 (E
cTVHRTGA = 7.2, T RAGIHBERE | TV AR TA N =2 A BT 2 — AT L8 ER FAT

FCS_COP.1(a)

TOE X, IPsec iti{fg ® ESP B 57 LIV A LEL T, FIPS PUB 197 & NIST SP 800-38A (& L7-#EE
128bit & 256bit ® AES-CBC #F|f 9%, 7=, TOE X, IPsec i@{E® IKEv1 B 5{k 7 LTV LLEL T, FIPS
PUB 197 & NIST SP 800-38A (i 5 L7z ## 5 128bit & 256bit ® AES-CBC ZFI|H7%,
<A HA BT o — ALK RE >
*WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection O —f%F] Fi & #EEE D F|
BB L [Table 7—19 BS&xtG g — & ICiidics e, B n s 2 A RS 5 8E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN =2 BT 2 — AT D EE FEAT

FCS_COP.1(b)

TOE 1L, 777 —MERED 7 7 — AU =7 KGEIZ BT, FIPS PUB 186-4 (i & L7-## & 2048bit ™ RSA
FOHNEBLT NAY R LERITT 5, £, IPsec W15 DT FRIEIZIH W T, FIPS PUB 186-4 ([C# & LT-#E
2048bit D RSA 7V HANEBELT NAVAL(BLAERK) & T VXNV ELREEIZIBWT, FIPS PUB 186-4 (25 &
L7-4t & 2048bit & 3072bit O RSA TV XV BA T NTY AL (B4 MG 2R 145,
<PBHET DAL HT 2 — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI A

WebConnection O —fi%F] & HEREDF H
E i Y(AE VI T =T RO FAT

[Table 7—19 EEA RIS HL B | |CidSh-, R/ 24 RS D8 (E
cTVERTARN— (7.2, T RAHIERERE | TT VU HRTAN—F AL BT 2 — AL T D EEFEAT

FCS_COP.1(c)

TOE 1%, 7.7.1 FEIEHDOT v 7T —MERRIZB W T, L FOIDNILCTT VANV EARGEE V-7 7— AT =
T T A DKGEEEAT), DT, ISO/MEC 10118-3:2004 (Z#EHLT 25 SHA-256 (XD 2 BEOF AT T
B
(1) TOE 738> RSA AB#GEE 2048bit) TF VXNV EBL T —221H b5,

(2) SHA-256 T77—AU =7 T —ZD v 2flizB T 5,
3 (DEQDEELET D, —HTHUET 7 — LU =T T — 2N EE ThHHEHETT 5,

F7- TOE (%, 7.4 FIZFEH D IPsec BRIV T, L FOKLEIZ ISO/MEC 10118-3:2004 (ZHEPL 5N
2MEOR HEFITT 5,
(1) IKEv1 FB3E7 /LY 5L T, SHA-256, SHA-384, SHA-512 (ZX5 v 2flDF HAEITT 5,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

(2) ESP FHRET VAV LEL TR Ny 2 Ay —VRBGEE FAT T AR, Ny a7 LTV A LELT SHA-256,
SHA-384, SHA-512 2|13 %,
(3) RSA IZXDT NV ELEZFIA LI T AL H OB, SHA-256 (285 vy 2HOR A F4T73 5,
<BHEG DAL AT = — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI
WebConnection & —fi%F] & HEREDF H
BE L T =T RO FLT
[Table 7—19 BEAXRHFL B | ICFiShz, AR 24 ST 8(E
cTVHRTA = (7.2, T RAGIEHIERE | TV ARTA /N~ A BT 2 — AL T DR EE AT

FCS_COP.1(g)

TOE |2, IPsec {5128 T, FIPS PUB 198-1 TE#F3415 The Keyed-Hash Message Authentication
Code, FIPS PUB 180-3 T&#&N5 Secure Hash Standard (ZHEHLd 2 FEodf Ny oAy —URGRIC X
% ESP #4545,

c Ay —UH AT AR 1256, 384, 512
- 2K 256, 384, 512
c B 7 AL HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Ky a7 /VTFYXNE SHA-256, SHA-384, SHA-512 ZFIH7%
<A DA BT o — ALK RE >
-WebConnection: WebConnection O % F & 7% EHEREDOFI

WebConnection ®—fi%FI| FHEHERE DT
HRER L [Table 7—19 BS& G4 — & ICildic e, AR 2 A RS 2 8E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN =" AL BT 2 — AT D EE FEAT

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec i#{5 CHIH 358k, SR BIORIFIE LML HED Ji{E% Table 7-15 1R, HHEEIZEL-oTRIES
N-FRidL A, IPsec FEHED T T AR —MEI, BIHIAZA AR 772 SSD ([ZRFSND, EHLA D Frid A 6,
IPsec GFBHED T FA X — MEOYHIRE2 FEITU-HE, 0x00 T EEXHIRT 5, IPsec TSN DBy g #E(—H
(7RI S8 13, RAM _EICRfESND, Z1biE TOE OEJR OFF IC kW RE A5 7- 0l RS ND,
<PBHET DAL HT = — ALHERE >
*WebConnection: IPsec ififg FHHOF R EEOHIEE, T XV FEREDOHIER

SRR AL IPsec i@ {5 H O SRl A # O HIER
- L7 OFF/ON

Table 7-15 ED{RIEICLMITE

e PRAF WEEL AT RFED 5k

Hai A g EEHFIZ K o TRE SR | SSD HHE I & 2 Fal g SRR 0x00 T_E3E

A g (REHBEEPirkee) Iy EHIBR

BEFIZ L > TREINT-FER | RAM | FEJH OFF —

G GA I B LA L T
KPR IKE F 3L A Hisms g RAM | &R OFF —

(IKEvl 7 =—X 1 TAK I
%)
IPsec JHIEA Fisss g RAM | &R OFF —
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
i PRAESE WEAAI T WIED 5k
A FIRFNT Lo TRROE 4L 3481 | SSD BT X 2 A gE bR 0x00 T kL&
A g (REHBEEPirkee) Iy EHIbR
BHEICL > CRESNZER | RAM | IR OFF —
oA 250 U CAER LT gt
(IKEvl 7 =— X 2 THER I
%)
7FA4_— | Psec SEFHEDT 5 4~ 1 SSD %‘ﬁ%ﬁc:i LSRR (S1E ?XOO TLREX
e FEIEE A BEARBE) B HilkR
IPsec @ Diffie-Hellman 7°F A RAM | &R OFF —
N—
(IKEvl 7 =—X 1 T &
%)
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.4 BiEEESHAE

FTP_ITC.1
TOE i, Table 7-16 (T~ 7§ IT ##7& D{E 23T, IPsec 7' mha Va2 FI 2720 Fr LT —Z3F
LTHESNDI LT,

Table 7-16 IT #3sLDiE(E

TSF 23557795 IT #4s Fakan
SMTP H#—/3— IPsec
SMEBRERE D — /8 — IPsec
DNS H—/3— IPsec
a7 — N — IPsec
WebDAV H—/3— IPsec
SMB #—/,3— IPsec
<BHE BT = — AHERE >
R SR [Table 7—19 BEiAMRFLR M ITRiHSN o, BEARY 2 AR ST L 8E

FTP_TRP.1(a)

TOE 1%, FH#E 2 TOE 2V —NEH T 5 H1ELEL T, 77947 PC D7 IUH CTE#I{ET D WC 28235,
TOE 27747k PC BD#131%. EEHE#15 /A ThH5 IPsec 7uba /L &R 45, VE—MEH D07
A7+ PC 7385 TOE ~7 7 ALT-0;, TOE 1% IPsec 7 vhz/L TORIBIEZBIEL ., IS 0ikR &, @ET —4%
RIS DOREL  BIE T — AW E DR ERIET 5,
<PBHET DAL HT = — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOF H

FTP_TRP.1(b)

TOE 1%, & HFE CHRWHIHFE D TOE ~E—h727tE2355ELLT, 7947~ PC O7 5 CEi{ET %
WC L7V HRTA R —% 42445, TOE L2747k PC MOEE 1. BEEE(E /A THD IPsec 7 b/l %
35, VE—b T 7 8ADT=DIZITAT >k PC 235 TOE ~7 712 AL7ZEF, TOE 1% IPsec 7 ah=/L CO @
Z&BIRAL ., MR OFBIE, BE T —ZIRIMNSDIREL | #E T — XL E DRI ERFET 5,
<PBHET DAL HT = — ALHERE >
*WebConnection: WebConnection O — %K HEHEFEDFI|
cTVHRTA = (7.2, T RAGIHIERE | TV ARTA N~ A BT 2 — AL T DR EE AT

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 |ZH#EHL92 IPsec 7 —F T 7/ F v & FHIET S, WHEDLN, IPsec 7aha/LE LT Mt
EEZRE, BRETEXDN, PO EMEFHT228FTER N,

« IPsec 17 BENMALRRE : I AR —RE—F
- X 2UF 47 kL ESP(RFC 4303 (2 #EHL)
> ESP i 5L 7 /L2 X2 : AES-CBC-128, AES-CBC-256(RFC 3602 (Z #E#lL)
» ESP ZRZE7 /LU X2 : HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- HExe a7 A IKEv1(RFC 2407,2408,2409,4109 (L)
» IKEv1 i 57 /LU X2 AES-CBC-128, AES-CBC-256(RFC 3602 (= #E#ilL)
» 3pd = —9%F—R:Main Mode
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

> SATATHA L
® 7 —X1M SA:600~86400 #
® 7 — X270 SA:600~28800 #
> Diffie-Hellman Group: 27 /L —7 14
> ESN: %) H(RFC 4304 (ZHEHL)
« IKE RGOV B4 (RSA), 7% AR — RO i H A
> T UHIVEL
® RSA-2048 (B4 4Epk. B4 L)
® RSA-3072 (B4 L)
@ (HFET LAY R L SHA-256, SHA-384, SHA-512(RFC 4868 [ZHEHL)
> TR AR — ZD F{T A G
® EHE NI IE T HEATAHE: 22 CFD ASCII 375
® SBFET /LAY X 24 : SHA-256, SHA-384, SHA-512(RFC 4868 (Z #EHL)
> Faha s E
® b= LR #8 E 7L (Any)
> IPsec fif R &
® DefalutAction : A3
® G ERRGEIR AL R E - A IR #esR %
Gt FH s ERR L 72\
F =2 G EO SRR T D
KoM MERB L 72

F7=. TOE % IPsec ¥ a7 4RV —F —H_X—Z(SPD) #EIEL THY, HHA IV FTOREN TED,
- IPsec ARV —:IP "7y hOSEMEZFREL T, ZNENDOFRMITEE LT TP /3y MO ULRGE - il - A
FDHIHEDOENERITINEIR TES, IPsec RIS —DBLEINSA L NI R/R 7y hET IR ART U R gk
1. R V=L TEES LD, TP X7y hOSAEL LTt Any O mbhasl @50 IP 7RV A (ER, F£7-
Y7 Ry MEE) BN E TED,
IPsec KUY —(F IP RV —Z7 /—T 1~10 D 10 7 )V —T ETHRETED, 1 DO@EH T, HED
IPsec RV —NaR ESNTZHA . IPsec RV — 7 L —7 1~10 OBGNEFICE DS T, T oo SeEAL
TEMEDE IS,
S E RiE > BEE > EilE EEK
« TIFNNT I ar: IPsec RV —IZEET DR ENRDST-HBEOIEE Fie bR T& 5, (ZOf%
ENZOWTEEFIZX L, BEFEZRINT DIV A X A THRRL TV, )
> WY IPsec RY L — DR EIZAE LW IP My MIREIET 5
> il : IPsec RV — DR EICAE LW IP Ny MIBiBsHE5
<BHEG DAL HT 2 — ALHERE >
*WebConnection: WebConnection D& B E R EMEEDT]H
WebConnection & —fi%F] & HEREDF H
BB L [Table 7—19 BS& iS4 — & ICiidic e, AR/ 2 AR ST 5 8E
cTVHRTA = (7.2, T RAGIHISRE | TV ARTA /N~ A BT 2 — AL T DR EE AT

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
78 / 90



KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.5 X2 T 1 EEMAE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1, FMT_SMF.1, FMT _SMR.1

TOE I, FIAFE XL T Nl B RE A2 1375, B BRERE L. SRS oA 27 = — A0 DO B E R HE
“C&)Z) TVHRTAN—IL, F IR REA L L 72\, BE X3 B LLIE WC C RO E B2 21T 9 i1

BB T OB, TOE ~OfBIFRAENEREIN, RBFECTHIMIEZF A T3 &, %&E
(U.ADMIN\ UNORMAL) T, = —F —FHERICIVBE#EF ToRGENIND, & E (UADMIN,
U.NORMAL) ® BEGE# i e /A v Bicftbh, v/ 7o & THFF 45, TOE @ UADMIN (2%
U.BUILTIN_ADMIN (£ /LA &8 %) & U.USER_ADMIN (o — % —&HE) O 2 ENFLET D, BiE 138
ﬁ%‘/\xv RIZE-CRRGES AL, BE X2 — Y —4  2—F — 27— F EHEMHEIR (FEPRHV AR E) 12Xk~ T
PORES LD, WF TV T h U ADMIN EBLEfF T H5, FIHE OZENZ RS T W EEEEZ R H 35
ZEITTER W, TOE 1L, Table 6-2, Table 6-3 D7 7 & Al uial/“’f\ X 2UT 1 BEOYIMEEL TR S
£F—x FIHETaT T —FEER LT — R HE D User ID Z%I02Y T3, 777 AZEHEREIC IV AR END
FIRESCET —2, FIH#E a7 7 —21%, TOE SOFAFIZL > TERESNA 2D, X 2T @O HIfEE

LCEHED User ID ZE|0Y T, 777 AZEHOT 72 Al A2 TS5, 777 AZE58 T#HI1L. Fa—RnE
ESNTORNWT 77 AZAEOHE | 777 AL ENTBE| ATV ZER 07 ARFESND =80, T AT Z(FR Y7
ADT 2 AMETORIEHE 2D, tﬂe;ﬁﬂéz'lﬂz TR, FIHEE IS FE O UserID 2EWYTHND, F 22—
RARESN CNDT 77 AZAZ D6 tX 2T BYEOIEIEL L TR ESH i ARy 7 AD User ID 231
BTHND, FEMIL, 7.2 77~m%ﬂ1ﬁu%¢§ﬁ€@;&o TOE %, #I#fEE L CTEW YL Chn/z User ID & FEXT 5
e S AN TAN

Table 7-17 HFHF RSO EHEE

LA RE WA FERSIIC B | BIERTRE R X
3 T —A
S FEHE | TOE ORI EIRTE User ID 2R >m—F—ntik | #ok. 2 0. | SE L, WC

THIER, == SAT— R OXR /A — BRI | HIBR

DR TEIRE, HERERITR O RR /R, S A MR
DO EIBIBREITY, 22— — B gkS =R & D3 3L
L BLUIVaT BER LR, EX 2T B MED
WIHEELC User ID 283% E &4, Table 6-2, Table
6-3 ORAET —F7 7B AHIBENEHSND, 72
B, a—V—%HIRTDE, Yk —F—DEraHE
ThHHILELHIBRESND,

EEH AT —RNEER | BEE SRV —RERE T 5, LIHMR, F8E | A% o L Vi%
He PRAT—=RIZIET 74V MERR ESIL TN, iEH
BRARFEDFEE TRLXIZHE VT, BV EHE N
BREETTBH,
a— PR EMRE | 22— —FRAEAROREEITH, RRIEERL S | £F BE 2 WC

Y — N —FRFE, AR E + A — N —REED
WPRNEERINT S, BV BT, AR
B RGE CHAIRRIES D,

SN FRREY — N —FRE | SNV — S —GRRE S TR T2 FRGE T — N | B gk, B | BfE L, WC
HRE — DR EEIT, iR
FRRE R B R S R D2 | FRAERINE O BIEA R E T 5, FIAEOEGEL | £H B WC
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
RS RE N RIS | BERTREAR AV X
1E T —2A
R RE ALK BLE S Y, DR EMLL RIZ7g 57, TOE
ISR ot 38R RS IR 75,
EEE AL OBAERL R | EEE UGB E R S BRI LL RicAepz itk | A F BlE 2L WC

fiR bR RF ] D 22 R A RE

IVA B ORBFEDME IS B A RRREE 1k
DRIRSND ETOREHIZTRE T2,

FGE R B E B (B VA | FRAERIR A S E 27V T Dk R, ZOBRIEICID, B | T BB L, WC
VEBE LSO IIT | VA EBE LIS OF I OFEFEE (R fRER 5
BhE ZLINTES,
PSAT—=REROEER | S2AT =R OSAT =R/ NP EL S ) | £F Bl L, WC
i3 DORTE -EEELT,
X2V TR EW | B2 )T ORI E DA%, WA E T D, B B WC
e BN E LT, BX 27 (e D 55 F W IR
BT HREAL B 2T RIEIC R EL. TOHE
EHERFT D, v —2%S L7 TOE O HikHE,
AT I AREHRE (RS-232C I/F %4 ) . *vbhT—
JREE B I RE S ORI AN kSN D, F
HAEDE SN BREETOREEFLETL
L, BEEmER AL, FIABEDBIEO AT
AU G, EX 2T LR B\ E RSN
Do
A R o 28 Rk AE AR RARETDH, BENRELRRBELLYS | £H e 1L WC
G 2O HRHERPEAEr S IZREEIND,
AT LA =Ry M | BAE SRV BER O AT A A — ey MR O | AT BE 2 WC
% HHEHE EEAT,
BEhes 7 U hEHIOZ | WC B Eh o BBi= 277U MEROR EEZTTO, ALY WC
HHRE
B RS B e EEHEIEEHEETHD IPsec BIFOBRELITI, | Bk, BH . | #ExL WC
IPsec B{Ea%E. FRIILA X E, [Psec sEIAERR | HIBR

TEDRR G, A HIBR,

Ay T — IR ERRE

Fo b —73%E (TOE @ IP 7RL- A, DNS H—X
—® IP 7RV A, FA—FIE 5%, NetBIOS 4 %) D
Bk, ZEEZITO,

1L, WC

BT/ G PR e EARSREO RS, B n s OBS L, no | ek AR BiE 1L, WC
— = BB RFORE L, AR O%EL
HIBRZATS,

R 25 PRRSRE B AR 7 ADX Gk, FrAH 2 —Y —OET HIBR | Bék, £E. | #E 21, WC

2179,

EUIES

SR AT Y525 A E PR RE

SRIAEY A OA NS, K ATV ZAER Y7 A
ST — R DX GRIZE E AT,

BiE 11, WC

Tr—AU=T T T T
—ERE

USB AEVAF|HLIZTOE D77 — L0777 T
—hESEN T D,

=

RAT

B <L
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
Table 7-18 —iXF|AHF TSN EEIERE
T PHRE AP GO A K L R S
1E T —2A
D= P SR —RFRE | 2= —SRT—ROBREEITH, FIREH L BR | 2% W 2L, WC
Hshe i, HEDa— W — RAT— 2L HSHILNT
x5,
Ry 28 BKkRE AR Y7 ZADRG, i FH2—F—OLE HIFk | Bk, £F ., | #E 3L, WC
#1719, EI[5S

<BHHEITDHA X T =—ALHEE : FMT _MOF.1, FMT_MSA.1, FMT _MTD.1, FMT_SMF.1 >
-WebConnection: Table 7-17 X O Table 7-18 TAL#7 =— A WC IELE T DI HE
¥ V(A )0 Table 7-17 }2 O Table 7-18 TA L X7 = — AIZHEME/ SRV INELE T DI RE

<P 2247 = — AL HRE . FMT_SMR.1 >
-WebConnection: EHEICLDa— — B k%GR
EHFICLD AT — R
— A28 D/ S AT — N FRGE
CBRE SR I 7 LB o — I — B AR R
EHFIC LD RAT— NG
— R 2 LA AT — R ERE
TVBRTAR— —fRFIAE LD SAT — R 3

< BT BALFT = — ALHERE - FMT_MSA.3 >
-WebConnection: Table7-3~Table7-14 T, WC ZA %7 =—AL$HLL T O#E{E
Table7-3, Table7-9: ¥ AL/ 7V M5 T,
Table7-8, Table7-14: % AL 77V b AT,
SRR RV Table7-3~Table7-14 T, /SR NV A AL X T 2 — AT HLLF OEAE
Table7-4, Table7-10: %8 Jc 4 BN L TE/E,
Table7-5, Table7-11: 2t —D 34T,
Table7-6, Table7-12: %8 Jo 4 BN L TE/E,
Table7-8. Table7-14: B AR 7 A& 48 EL TR 7 A RTE,
«TYERTAN—:  Table7-3~Table7-14 T, TV FRTFAN—% AL HT 2— AT HLLT O#AE
Table7-3. Table7-9: Ffill % 4T
Table7-8. Table7-14: 7R 7 My AF% E1T
TG IAL BT 2 — AL DT 77 A% AG R

FPT _SKP_EXT.1

TOE 1%, IPsec i#1E TR T2 5 #DH S, BHEIZL o CGRESN - FajdL A #EL IPsec FEED T T4
— M HL I AZ B AR AT REZR N ERE AR — U T D SSD ITIRTFET D, TN ORE S-8E1T . RAM (2R 1ET 5
(Table 7-15 £/, TOE (X{RIFSAVCFRTILAGHE, 7 T4~ — M, B 584 0 B T DM RE 2 1R L L 72 2o | Fil
HFE D TOE OEAEIZIVZENSEF A T2 LITTEARV, TOE i3, MFP A{KIZRS-232C IF 2324 TW5 73,
EHIRES LS TNATD . FIHENZOA 27 2 — 25 FI LT, SSD OWNEHTF — 2% 4L Tx
20, E72 RS-232C IF LAz, TOE 4035 SSD ONE T — 22T 3 AL 27 =— A% L TR,
SSD [T H A oA A[ 7o AL — T DT80 FIFHE S SSD ZH0ANL TNE T — X2 42813 T&7, L

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
81/ 90



KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM207 7/CM5109/CM4099 with FK-514
Security Target

DTN FIHE IR SHIZFATRA R, 7T AN —MiE, B SR Z T T 28T TERY,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

7.6, ESEHERE

TOE (I, B &AM R FRITH L CTHEARZ 2K, ekl ns Y —"—~kE5 715,

FAU_GEN.1, FAU_GEN.2
TOE 1T, L FOFEREEENGFEGLL, FLRBEARLEEA ARES), FROMER, Y7 Vs NG R,
HRORERETLERT D,
Table 7-19 BEEXNREZ &

ID (7 =h BRIERTHEZR
B G o : R
BIER *1) AR T x—A
Admin ID/ .
. BR{E SRV WC,
o —H—FED FE i User ID/ R o . OK/NG
FUBRTAIR—
Rk ID
SR ATYZFR A o s
i User ID B ESRL  WC OK/NG
PN — FME®%75@
s Admin ID BRI/ S L, WC OK/NG
min i A VPN
bk, B HIBR
Z— P RAT =R DZEH User ID BiE v WC OK/NG
BEE N AT —R DI Admin ID BalE 2L OK
Z— W IR E DL Admin ID BB L WC OK
FMERRRREY — N — R E DBk, A Admin ID BRIE SR, WC OK
FHIN LRy A Admin ID BE v WC OK
BB RO EEE (AR BRI R O 2 Admin ID BB 2L WC OK
eI N VAR ] N
Admin ID BaE/ SR WC OK
(U.BUILTIN_ADMIN Li4h) o207
AT — R B2 RS RE Admin ID BB L WC OK/NG
X2V T AL —RREOE T Admin ID BE L WC OK
A ROE T Admin ID BB 2L WC OK
VAT LA —R ey MNFR DL E Admin ID BaE L WC OK
H @JM‘V%H%F’EJWKE Admin ID WwC OK
ISR B R Admin D BRI S 3L, WC OK/NG
min i NI
Bk, 2o E]UIS?
T NI — IR E DG, AH Admin ID BB 2L WC OK/NG
. EEEJR ON
B i TR RE O B AG 2254 ID - OK
BIE SR, WC
A7 L ID/ E#EJR OFF
a7 RS REDRE T . R OK
= SR ID BRI <L, WC
Ao/ SRR O Gk, AR Admin ID BaE L WC OK
Ry 7 A8 PRREREIZ LD Admin ID/ BBl WC OK/NG
. R E/ N L
AR AOR G, 225, HIbR User ID
R AT Z (G R E AR DRk, AW Admin ID BB L WC OK/NG
Ty =L =TT v T — MEREDELT AdminID BB RV OK/NG
AN ENAL YR , —
o . User ID TVAHRTA3— WC OK/NG
(Table7-3 #:{E"Create”)
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target

B A RER

ID (7 =rh
FRAIE R *1)

HAERTREZR
AHET=2—A

S

7V Y a T ORI
(Table7-3 #:{E"Read”)

User ID

TYOREYY

OK/NG

AXx Y a TOERE
(Table7-10 #&{E"Create”)

User ID

(A VI

OK/NG

a b — g 7 OHIR]
(Table7-11 #&{E"Create”)

User ID

TYREYY

OK/NG

Ty AEEY a TOERFE
(Table7-12 #&{E"Create”)

User ID

Bt~

OK/NG

T 7 I AZEY a T O
(Table7-13 #:{E"Create” #ERT 7 7 A0 b
Fa—REEELTWRNWT 7 7 Z52%(E)

Ty I AZIEY a T O%AF
(Table7-13 #:{E"Create” AERT 7 7 A5
Fa—RERELLY 77 A%%/F)

VAT A ID

OK/NG

Ty 7 AZEY a 7 O

(Table7-13 #{E"Create” & A £V ZIEHR
I ANS T 7 7 ALEZEIR L, HIBSEITZ
FEAT)

T 7 7 AZAE T a T ORI
(Table7-13 f1/E"Create” AR v 7 A5
Ty AEEZBTIN U, FIRISEST & 317)

User ID

Bt~

OK/NG

RIEY a 7 DIRAE
(Table7-14 #{E"Create” R 7 A{{E(FEFE
17)

PRIEY a 7 DRTE
(Table7-14 1/E"Create” & v 7 AE1EETE
ELTHEA V7 TV v b EBFET)

BRIFY a 7 ORIF

(Table7-14 #{E”Create” AF¥yF == |
WCFEfgEEy LT, Ry J ARXA=a—HEE»
BEAR Y 7 ZEH/EL T, Ay 7 AMRGFEE
17)

BRIFY a 7 ORTF

(Table7-14 1/E"Create” & v 7 AE1EETE
ELTRAY— R 5k PDF O XA L7 b7
Vo &BFELT)

User ID

TVAHRTAIN—

wWC

TYREYY

WC

OK/NG

77 I AZIEY a T ORAF

(Table7-14 #:{E"Create” #ERT 7 7 A0 b
Fa—REBEELTORNT 77 ZAZER, 7
7 7 AL FZ B AT ) ZER Y 7 ARAE)

T 7 I RAZIEY a T ORLT
(Table7-14 #:{E"Create” HERT 7 7 A5

VAT AL ID

OK/NG
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,
Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target
B ID (7 v =k BRAERTEZR .
A RER RIS *1) AFT 2 —A e
Fa—REEELLEY 77 AZER, 777 A
LEEIRE S NIBAR v 7 2 ~MRAF)
PRAFEY a 7 DFIR
(Table7-14 #{E"Create” AR v 7 AE User ID Bulr AL ORNG

SCEABIR L FO A 924T)

PRAEY a 7 OEE
(Table7-14 #{E"Create” AR v 7 A5 User ID B L. WO OK/NG
CEEFINL, G52 FT)

RAFY a7 D7 7 7 ZiEE
(Table7-14 #{E"Create” AANR v 7 X5 User ID B oL OK/NG
CEEABINL, 77 7 AT K DEE % FEAT)

BRIFEYa7oxy a— R
(Table7-14 #1{E"Create” AR v 7 A5
LEEEINL, ¥vrm— RE3ET)

BfEYa 7oy ra—R User ID wC OK/NG
(Table7-14 #a{E"Create” i A E U ZIEHR
VI AN T 7 ALERERL, Xy ra—

N % %AT)
RAFY a 7 OKBE)
(Table7-14 f{E"Create” /XA U — RKK;=1t e L
PDF 7Ry 7 276 CE AR L, IRAF % FAT)
[rEE—— User ID OK/NG
(Table7-14 f1E"Create” fHAR v 7 A5 e RV WC
XELBRRL, BEIZET,)
BRAFY 3 7 O
(Table7-14 #fE"Create” AR v 7 AH 5 User ID BE L WC OK/NG
NEEFRL, a2 ©—%FT
BT a7 ORI User ID BE 2L WC OK/NG
(Table7-8 #:{E"Delete”) N
RAFY a 7 O
User ID e 2L WC OK/NG

(Table7-7 #:{E"Delete” )

T L, WC,
Psec & v & = e DAL 25 5 ID Bl X errNo(*2)

TV BRTAN—(x3)

CDRRPIBREGERTIC R A LB SR ELO ID(V 7 V=7 MEBIE #IE., KRB ID W) [EEEE Rk 5,
T 7 A AZ TR BEREE AT 72V b T AT AID ([E &l : 27 5 (MFP)) 25tk 5.
IPsec T al ML D IBIZIB W TH Y AT HID (EEfE : 2 AT 4 (MFP)) it ék 92,
B TUSHERE DB S/ TIE, BE v/ W EEROR AR BB A BIRENCHE->TEIEL, A7 A ID
([EEE : A7 A (MFP)) K R—H —RFEE ID Zriekd D,
(*2) [601]( TV —Tar BT aR— YIRS L) -70) 728 OFTED 7 — N iérIind,
(*3) #{E %L SMTP H— N — SEEREE—/N— DNS #— /8 — g/ —3—
WebDAV H—/3—_ SMB #—/X—LDjl(E
WebConnection: WebConnection OFI| H
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514

Security Target

TV BERTGANR— 17, 2. TR RE | TT VL ZRTA N =" AL AT 2 — AT D

<PBET DAL HT = — ALHERE >
-WebConnection: BEE& o/ & HGE

[Table 7—19 BRI RFSR & | ICREHIN, AT 2 ARSI EH8RIE

R RV B o PR
[Table 7—19 BRI RFESR & | ICREHINT, BAS 2 ARSI EHHRIE
s TVHRTG A= [Table 7T—19 BEAMEFR % IS, BAR 24 RS EH8E
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

FAU_STG_EXT.1

TOE %, B ERED A 2N/EY) | Bk n /7 OG iik, v/ — " — BERAESRIEORTE L, A DR(E
CHIBRAE B N FE M DA n E B RE A TR I 9 5, n/ — 3 —(X, WebDAV H— —%FIf 3%, Efn
T ORI IEFAEREEZHEL, IPsec MBEZAHL TR —N"—~EE0 /% %ET 5, TOE tualH—n
—[H D IPsec #1513, M5 FHE{EE BB IC LR ET D,

TOE 1%, u/ A2 ns 7740 T TOE NOa— 1 /URIFEEEBIC —FHEEL . BENEE SRR ELZH
R LUTRE Lo EEIGELTZGE . bLUTEHE PNEA 7 R EE2FTLIEE G, XML 7 —Z I & #
LTI —N— kG575,

TOE WIC—KiRfFSNI-a s 77 A id, XML 7 — X ICE#% S LB BE N A v/ H bR AT U2 RE, H
brd 5, XML 7 —#I%, v —N—~DEFEETH, kO 77400 XML 7 —2ZHOBRIZHIBR T2,
TOE NIZ—FRfFESN=nl 7740 XML T4 ~T7 7B RATEHA L HT7 2 — A%, BEHEICIDER e OXE
CHIBRDZTHY | —RFNHF LB B E INRIEILT 7 EATHZ LT TER,

Fy T —JfEERE a7 — = Za S FREEE TEX T, TOE WO u— I ARTFREIR NIRRT 55
FATCTELMERRIZLL T O RRICHIBRE D,

- IR OFF |C X2 En /B HEREOK T

- EIR ON (Z XD/ Bt RE D Bl bh

» 2— P —FE GRE SR LDEHE T A D IHFFA)

CEHEICIDEA RS RE BLIUTHIBR
EWERENEEr BELLITEE e HIBRE SZITL, o — I ARTFREIR OMHIR BB RIS D2 LT, Hil R AR
brsivd,

Table 7-20 BE&E /5 —&2 D4k

TR 77— 2O HFn W
2 75 W O R AE SEIR SSD 2R 77T %
o ZfERIZn ST s A E LT—RHEFE L, XML 5 —Z ICE# LT
0 g CEE T D,
077 7 A VIR 40MB RIFFIEE T, TroWT DX A I 7
T, B —=R—~DREDZD XML F— Z (BT 5, Lk,
WMHa 77 7 A VTHIBRT D,
0 7 E RO A X CEHENRELZARD LSIIEHEREICE LSS
- 36MB ([ L7ZHEG
EHENERD VR EEET LSS
XML 7 —#EIr 77— _"—ZEE#, RO XML 7 —# BAER S LD
BICHIBRT 5, HERMOEGE. &K T6MB (7 77 7 1 /L 40MB,
XML 5 —# 36MB) # TOE Wiz —FHREESN 5D,

<A DA BT o — ALK RE >
‘WebConnection: Bt/ & BEEHE

[Table 7—19 BAXRFELR—E | ICREHIN, B/ 2 ARSI EH8E
X (A= VI Ay v PR R

[Table 7—19 BAXIRFLR & | ICREHIN, B/ 2 ARSI 8E
*TVBERT A= [Table 7—19 B GRHER RIS fich i, BEEns 2 ERSE 55 E

FPT _STM.1

TOE 17y /e H L., EHEOHRIZ TOE ORL|ZEE O RE 2492, BEAR v/ i ek DR
WIT oo 7 HEREN DRSS,
<P HALET = — AL HERE >
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

-WebConnection:
NTNOSEY

s TVAHRTA R —

[Table 7—19 EEXNRFLR L | |CrLHSh, B0/ 2 ARS8 #fE
[Table 7—19 EAEXNRFLR L | |CrLHiSh, B0/ 24 S8 25 #fE
[Table 7—19 EAEXNRFLR L IS h, B0/ 2 ARS8 25 #fE
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM2077/CM5109/CM4099 with FK-514
Security Target

1.7. EIEETERRE

7.71. 7 v 7 T— MEE

FPT_TUD_EXT.1
B, BE S b LA WC CRkBIRERER B B 1 ﬁf“77~—A9:7/*‘~~‘/“a‘/0)6@§?ﬂ HFEITTED,
T BEHEX, 77— LU =T T —HET UHIVELT — XL USB A V%A TOE (2235, #BESxL
THBIFRRE L BEE WM C7 77— AV =T DT v T —MERELZ RITTED, 77— L2077 — 22, VAT A
arvha—I7 ) harie—Jb oKl T 7 — 22Tl SHA-256 ([CE-o TRIHLIZE 77— =T D/ vy
YAl (7.7. 2125 # O H O T AMERE TR 92) "G EN N5, TUXNVEL T —H1E, SHA-256 CTHH
L7277 — B0 =T T =X Dy afHIZk LT, FIPS PUB 186-4, “Digital Signature Standard” (230 # > RSA
FIOHNEBLT NAY XSGR 2048bit, B4 AF—2b PKCS #1 Ver 1.5) TEL LT —ZTh D,
BRENT v ST —MEREZ EITLI-HE, TOE 134 AN—/LZBitE 4 5RiIC RSA ZABH#E (#5 2048bit, Hifirf
B2 TOE ICAV AR—LENTWA) ZEHAL T, 77— L7 =T7 T —2 DT VX IVEL Gk e B+ 5, B4 MREE
DRI 81T B SRV SRR L, 77— LU =7 OFEEHZ LIIIATO72\0, B REED RS LT
GAE, 77— AU =T R T — AT T DNy 2 fBIE R EA ANV T D, T UXOVEL FGED FIAIL, TR
Dy,
(1) TOE 23%i> RSA ABl#t(FERE 2048bit) TF VX NVEL T —H & 5k 5,
(2) SHA-256 T77—ALU=xT T —HD v affizFilt+5,
B WEQDfEZE KT D, —HTIUXT 77— LT =T T —FNIEF ThHhHEHMT5,

<A HA BT o — ALHRE >
*WebConnection : 77— AU =7 /N\— g U HERERE
SRR AL T T =V a HERR s RE
USB AEVCEB 77— L0 =T T v 7T — MEHE
T =AU xT T ST = NeAT9 %D USB AL #7 x2— A

7.7.2. BT X MHAE

FPT_TST_EXT.1

TOE (X, &I ON KplZ, L FORITRLIZT AMMERIZF L . REDPRHESHIZGE | B E o lE S %
FoRL, BEZAF 1L B E 2 AT RV RBIZBAT 2, ZAUCID, TSF 2E 57 7 — LV =7 DB EME
TR TE D,

Table 7-21 B &7 Ah

No. PSES 7 A b
SHA-256 TR LA 77— v =T DAy vafil, 7y 77—
VAT Ay bu—J%EDK MEHRET TOE ~A > X =L &7y ¥ 2 fEFRIZFEER SN T
77 —bv=T WAHEN—ET 25 Z L %R, TOE TRIHT K574 77V %
Ny VA ERRFEDORIG L T D,
BT N2 Y XLk D BEAEET A b KAT test for SHA-512,

_ L KAT test for HMAC SHA-256, KAT test for AES encryption
Witz 4 7Y ) . .
2 o (CBC, 128-bit key)., KAT test for AES decryption (CBC, 128-bit
T3y XA SHA,HMAC %5 . o

key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for Diffie-

Hellman % /i,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C301i/

bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,

DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514,

Sindoh D741/D740/D472/D471/D470/CM5107/CM4097/CM3095/CM3037/CM207 7/CM5109/CM4099 with FK-514
Security Target

No. PIE 7 A K
T heE—RELTHATS Y7 b= T 2R EL, DRBG Bk
3 Witz 4 7Y D~V AT A (NIST SPS00-90A @ [11.3 Health Testing] (24
73U XA DRBG 5%, Instantiate, Generate. Reseed OIEHEICZ DUV TREAIfET A
k) &3,

<BHHETHALZT = — ALKERE >
- =B ON oo B 7 AME&RE

7.8. FAX 5 Bt aE

FDP_FXS_EXT.1

TOE NFEES D770 AA BT 2 —AOFH FFIEEL T, KREFREZ N LTINS FAX HERNOD7 77 25 &
FIHE D BRAE RN INSFEATT DT 7V ARE D DD 77V AA 2T = — AR TIEZAE BT IS TNDT —4
WX, ERCRIH BIEIORUIZ 7 77 ALER T THD,

TOE 1L, 777 AET LEREA FEIEL THY, Super G3 7ha/ L BIONG3 Y aralz R — 15, 777 AE
T WE, TV AEZNE DI EFEITL, ARE#RE N LTI thoa~  RiZ—8zidfi 720, £72, TOE (%, PSTN &
LAN MO NI —27 Vo PR DR REE FF 72700,

PLEDZENS, FIHED TOE DT 77 AL 27 =— A% TR TEXEDIE, 777 AEZEDHTHD,

<A HAHT o — ALKERE >
T IAA BT 2 — AL DT 7 AL G HERE

Pk
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