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| IPsec strongswan 5.9.2

1.4. TOE Description

ARFETIL TOE OWERAYHIPH, fnEERY#EPH OB A LR 5,

1.4.1. TOE 0¥ 32 a4 &

TOE OWERR&EIPHIL, WA T T ar Thd FAX v haiEE L7 MFP KA TH5, TOE 1L, MFP A{K(7 7
— LT =T NN O FAX o MNERE) TAX L AO BN Tl END, TOE 242~k =7 V7 =7,
AR A% FRRIRT,

MFP A{K(Zi% USB IF 2NFEESHTODR, GEA LT v 7T —MERE CO B LSS0 R E HME
NI AN =D T NA A (R —=F T N T Ty 2 ARV T SARE) L TR T 52813 TR0, 72, MFP A
RIZIZ RS-232C TF NFEINTWAHH EH IS LS CWa e FIHEDARA L 27 2 — 2% AT 52
LT TER,
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,
Sindoh N922/N921/N920/MF6113/MF5103/MF4095 with FK-514

Security Target
Table 1-2 TOE k3 5 N—KU=7 /Y7 =T
MFP 7 LT FAX P
F= T N
TOE 05| ke e iz BRBE Bl 5 3
IN—T=e
FFvar&#)

KONICA MINOLTA KONICA
bizhub 6511 MINOLTA
with FK-514 G0O0-R6 | bizhub 651i
KONICA MINOLTA KONICA
bizhub 5511 MINOLTA
with FK-514 GO0-R6 | bizhub 5511
KONICA MINOLTA KONICA
bizhub 4511 MINOLTA
with FK-514 G0O0-R6 | bizhub 451i
KONICA MINOLTA KONICA
bizhub 3611 MINOLTA
with FK-514 GO0-R6 | bizhub 3611
KONICA MINOLTA KONICA
bizhub 3011 MINOLTA
with FK-514 GO0-R6 | bizhub 3011
DEVELOP

DEVELOP
ineo 6511

) ineo 6511

with FK-514 G0O0O-R6 SRAFVIBD FAX o MNEE N
DEVELOP N [ 4= BB
. . DEVELOP AC770Y0 Tr—bU=T % A883 1T kg
ineo 551i : : F000-GOO-R6 | L 7- (FK-514) AT SN

ineo 5511
with FK-514 GOO-R6 =R T Bt 95,
DEVELOP

DEVELOP
ineo 4511

ineo 4511
with FK-514 G00-R6
DEVELOP

DEVELOP
ineo 3611

ineo 3611
with FK-514 G00-R6
DEVELOP

DEVELOP
ineo 3011

ineo 3011
with FK-514 G00-R6
Sindoh N922

Sindoh N922
with FK-514 G00-R6
Sindoh N921

Sindoh N921
with FK-514 G00-R6
Sindoh N920

Sindoh N920
with FK-514 G00-R6
Sindoh MF6113 Sindoh
with FK-514 GO0-R6 | MF6113
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,

Sindoh N922/N921/N920/MF6113/MF5103/MF4095 with FK-514

Security Target
Sindoh MF5103 Sindoh
with FK-514 G0O0-R6 | MF5103
Sindoh MF4095 Sindoh
with FK-514 GO0-R6 | MF4095
Table 1-3 TOE 2%k 20 (¥ A
TALF A o T7AN
TOE D753 HAZ VR TR (*3) N—Tayv EEfT 5
fE Vi
KONICA MINOLTA
. . IR FE IS H ARDEA
bizhub 6511 B
. [A A<5E]
with FK-514 GOO-R6
bizhub 6511/551i/451i
KONICA MINOLTA =P —=XH AR
bizhub 5511 1.00
with FK-514 G00-R6 W FeHiIgAs A A LIS O5E
[Z5E
KONICA MINOLTA . ) ) .
bizhub 6511/5511/4511
bizhub 4511 .
User's Guide
with FK-514 GOO-R6
KONICA MINOLTA IRIE BT HARD B
= P—r R
bizhub 361i (R At B
. . . exe 77 A/ PN
with FK-514 G0O-R6 | FULL iz | bizhub 361/301i . L
2—HF—H AR (*2) 2795
*
1.00 (*1),
KONICA MINOLTA AR % [ A DS DA
bizhub 3011 [3535]
with FK-514 GOO-R6 bizhub 361i/301i
User's Guide
DEVELOP
ineo 6511
with FK-514 GOO-R6 [eti]
ineo 6511/5511/4511 1.00
DEVELOP User's Guide
ineo 5511

with FK-514 GOO-R6
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,
Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target
DEVELOP
ineo 4511
with FK-514 GOO-R6
DEVELOP
ineo 3611
with FK-514 G0O-R6 [eis]
ineo 3611/3011 1.00
DEVELOP User's Guide
ineo 3011
with FK-514 GOO-R6
Sindoh N922
with FK-514 GOO-R6
Sindoh N921
with FK-514 GOO-R6
Sindoh N920 [Fezs]
with FK-514 G0O0-R6 Sindoh N
p
N922/N921/N920/MF6113/ 1.00
Sindoh MF6113 Zy7AV
MF5103/MF4095
with FK-514 G0O0-R6
USER MANUAL
Sindoh MF5103
with FK-514 GO0O-R6
Sindoh MF4095
with FK-514 GO0O-R6
KONICA MINOLTA .
, _ WSS s I ADA
bizhub 6511 B
) [ A A<5E]
with FK-514 GO0O-R6
bizhub
KONICA MINOLTA
7511/6511/5511/4511/3611/3011
bizhub 5511 o _ -2~
Z—YP—XHAR X270 —HitE .
with FK-514 GOO-R6 TX2UT o . 1.01 pdf VR
7ok
KONICA MINOLTA —HERETR 2025.5.26 TrAIV 215
bizhub 451i (*1),
with FK-514 GOO-R6 o
IR FE il As B AR OSA
KONICA MINOLTA e
[e5E
bizhub 3611
bizhub
with FK-514 G0O0-R6

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved

13 / 85



KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,

Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target

KONICA MINOLTA
bizhub 3011
with FK-514 GOO-R6

751i/6511/5511/4511/3611/3011

User's Guide Security Operations

DEVELOP
ineo 6511

with FK-514 GOO-R6

DEVELOP
ineo 5511

with FK-514 G00-R6

DEVELOP
ineo 4511

with FK-514 GOO-R6

DEVELOP
ineo 3611

with FK-514 GOO-R6

DEVELOP
ineo 3011

with FK-514 G00-R6

[Be5E
ineo 751i/651i/551i/451i/361i/301i

User's Guide Security Operations

1.01
2025.5.26

Sindoh N922
with FK-514 GOO-R6

Sindoh N921
with FK-514 GO0-R6

Sindoh N920
with FK-514 G0O0-R6

Sindoh MF6113
with FK-514 G00-R6

[5e5E

Sindoh
N923/N922/N921/N920/
MF7125/MF6113/MF5103/
MF4095

1.00
2025.5.26

User's Guide Security Operations
Sindoh MF5103

with FK-514 G00-R6

Sindoh MF4095
with FK-514 G00-R6

(*DMFP AR DH AL A (FULL e %2V T —HRER) 20— 2~ 03 i35,

(*2exe 77 ANEEITTHZET html 77 A Ve AFT 5,

(*3) AR FE Hhlsk (f1160) 2 A AR DAL B REBEDOH AKX AP AT S, AARUSN DG HIIZEZED T AX o ANERAT
D, BRFEHIERIC B RS N WG X, WEEO T A X L AD BINEATSIND,
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,

Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target

1.4.2. TOE D imERIEE

TOE o 211 i
LI TOE 0¥ =) 7 rihe L AR A LIk 3 5.

TOE
t¥a V7 o8 EAgE
coTTTTTTTmmmmmm A HE b
1 i " o |
5 iR R A t¥a )T EEHE 7> e :
1 I 1 1
1 | 1 :
L T B o 2% o o HE :
i £ :
: = O L == = L 1 !
: e S{Liiee SIS EREEE : i O — ke E
1 : ! i
- =/(= =l aE AN/ Lt : 1
i @{n%ﬁ@{m%ﬁb FAX% HE*%%HE, i i 7771%%% :
Ui 5 i 55 0 e 5 56 3 5 o o e : i
| | xBoRELRY B LEE | |
N — oo ‘
A A A A
A A
M B#E 2747~ kPC SMTPH — /8 — FAX125
NEBRIEH — /3 —
DNS#H — /3 —
Qg Y —/N—
WebDAVH — /X —
SMBH — /N —

X 1-2 TOE OiaEAEH
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,

Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target

1.4.2.1. EAHEE
PATIZ, TOE DRAREREE T T°5,

Table 1-4 TOE D EA4hE
No. Function Definition
1 | 7V MEERE FIHZE D LAN #H TE 730 E% TOE I —RRAFL . Flhil3 28668,
ATk PC DTV RTAN=HLLUT WC 6, BAE& TV MRy 7RI
LEE—RHRFTED, £z, WC 2B/ 3RTU —RIF 5/t PDF Ry 7 A~E
%)’Ci%*ﬂjﬂ%ff‘%é FI R BB SIS — R A7 LT B SCEOF)
W& FATUI 6 | % 4 BT 3CEE TOE M oHIBRS D,

2 | AFyiHhE FIHAB LD EAE S AN DLOBEIZ L - T, BECEEAX v CiAEY, &
T3 T, %1E (BE-mail, WebDAV, SMB) -5 H#4E,

3 | 2 —Hkne FIRABIC LD BB SR DOERIEIZ L S T ESCGEE A v TRi A o T,
Pt Lo T G A A T RIS 2 B e,

4 | 7o AMRE AT 7 7L )T aha e AV T, AR EGEEFR L HEPSTN) 2 L CCE
B RS AT T DHERE,
<7 I AE{E KRR

BB RFNADBEEREREL, LEEAT YT TRt ., &1 CEICE R
LT, FRELTIANE 7 7 7 A~IRIE T DHERE, BAE STV B ARy 7 AR
FEINTWHETLEL T 7V AEETHIELTED,

< T 7 AZAG R RE

ST 7 7 AN EEER R E S LB SUEE 2R T A RE,

5 | CEOHRFEEVHUERE | AR IR, BHATIZER IR SRAT—RKE5{t PDF Ry 7 AIZE T
EARAT, DLUIARF LI E 7 3CEEZ RO H I8,

AR Z AR LT, BRLEEAF v TRt A B0, BT CEICE L TR,
AT R PC DTV ARTAN—H LT WC DB A LEERTE, 777 A%
HEICE S CRAZ LI Fa— RN &7 7/ ALERRIFTED, Ml ATVZ{ER Y7
AL T, 777 AREREIC L > CRAB LI 7 7 VAL E AR AF TED, /XA —K
K24t PDF Ry 7 AZKL T, 7947 PC O WC InbETF L ELRIFETE
D

B AR 7 A ARAFS NI B A SCE, B8 SRV BEIRL, SMTP H— 83—
/WebDAV #—/3—/SMB % —_—~DT77ANVElG, 777 2%E . WC 5
SMTP #—/3—/WebDAV #—/X—/SMB ¥ — S—~DT 7 A /LI, XTI
B—RNTED, BEIATYZERN Y7 ATRAFI NI E T SCEIL, B S h
SHIRL, WC 230X w7 a—RRTES, AT —REEEAb PDF Ry 7 RITIRIES
NT-FBT3CGEX, BB SFANBE AR I A~DRIFNTED,
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,
Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target
1.4.2.2. ¥ 1) T 1 HRE
LLUFIZ. TOE D& 27 +Hhed 30k 4%,
AN =TT RA A EORFEACIZB T 28881%, TOE M2t 322X U7 KIS S e,
Table 1-5 TOE D&¥=U 5 (kAE
No. Function Definition
1 kI EE R RE TOE ZFIHLLETDENHFARHAZE THLHEEFHE LIS LT3 BIFE

AR WA S TIREEL . 37 IR A LHIr S =B 721512 TOE ORI A Z#F Al
T DORERE, R ATV ZIER I ANT 7B ATDHEE (77 7 A5 25 . FIA
FHOBRIFBIEM A, WBE ATV ZAZA Y Z ANAT —RIZE L3850 F T2,
RFEF UL TOE B & Ak BIRRGE 21 TH A MREE B EGE T AN OFRGEY —
N—Z i T BN — N —FBAE T 3D, AEREIZITLL T ORREN & =
N5,

EBEEt A By k1 1 VA b D et [0 Nl NV Y a7 Rl N1 o 3 L 5 =

0T AR, A LT RAT —REHI— U FCRRT DR

RAT—RO G BT DDIEBENTORE LR/ NIAT—FED
MR- LT SAT — R72 0 2 88k 3 DhkRE
TRBIFRRES NIz — W — OB AEN — BRI 2 (F BB D3RR E LR 720)
BE. FDRyar kT T HHRE

2 | TR EE TOE WODOLREE KL, FFAISNIRIHE QBT 7R AR REL/2 D L1,
TR HE~DT 72 A%l IR 3 H S HE,

3 | WE{LhkRE LAN ECO@EHIC, 7 —FEHEAT 7 EATERNIIICKE Bb 3516, 7
— MG SALDA BRI, EERANAGRS NI 57 /LT Y X LT IZ LY PRFE
ShD,

4 | mfFEE{EHKRE LAN F|HERFIC Ry FY — 7 L O BRI K215 iR 2V A B 1L 3516, IPsec (C

SO THEERER#ETD, 7747 PC, SMTP H—/N—_ SFERFET —
—.DNS ¥——_ uarH%—s— WebDAV H#—/3— SMB #—/3—& TOE
DM OWBIET — 2% 56T 2, 3.0 SLEREIC L > TRy b —7 Lafihbd
REE LM LT DL TIRET D,
BEVBOKIRE DR TITh D Z L& RAET HI%HEE,

5 | EXaUT B ERE BRI CRREES = B (U.ADMIN), — %7 fi# (U.NORMAL)
DB, FNFNOEENARMESNT TOE OvF =T #iEICET5EE, 2R
WAHE THDH T LA ARAET DARHE,

6 | kG TOE OFEABIOEX 2T AICBETLHFL (LLF, BAFRE)) Onss
A RHEHRGELE IR RS T — 2 LU CRai T D8, v/ 77 ViL, @iEHE
WEHREE VTR — N —CEEESIL, /P — N =BT HILNT
&%, 7'mhait WebDAV AT 5, WEEE AR 7 HMBERR LY A — 722
[

7 | EEEAE R TOE O77—20=T Ty 7T — el 501, Ty 7T — o7 7—A
V=T OBEEWERGEL, TUNEROL O THLZ L R T IMET YT T
—Mi#R), TOE ORENRF ST 28 H U EA AT W REBICBAT 972
LTI — AU =T OSERMEERIET DHERE(E O 7 AMERE).,

8 | FAX sy Bfitkne TOE ©7 77 AUF 33, PSTN & LAN D7 —% - 7V VA 572012 fl
RIRNZEEARFET D RE,
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,
Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target
1.4.3. FHiE
A ST T T HMFEOBERAEERT D,
Table 1-6 F3E
Designation Definition

T E BALEHT LTFRHERE DN REBE AL LI EHT —2ThD,

HOCE LT, CTFRIE E DR AR MU R D LEHTH D,

LRECE PRIFET L DOxt5E72% (Storage and retrieval IZEDHIED RS L72D) EF
EA

Tr YA E 77 ABEREIC RO AR AT U CTINR T 7 7 AL R ZAE T D0 HE

var /v+b5—§p:Lméhéi%@E%Ugaémk@&xﬁi1$uL@y§
ZHFTED,

WC Web Connection, 7 74 7> b PC ® Web 77 U %i# L T TOE 2 #/ET 5
MEE, 1 v X 72— A,

BfE S Rv TOE ##ETA7-0DHAa Ly v —LFNAL R, X FRRVERT 4 AT
LA THER IS D,

AF¥ySa=v b TOE THMXENOGHE, BEAHASMY | BFT — XL T H-0DT A
Ao

Ty =y b TOE THINMIZE S Bty 7 —Z A FIH 1327314 R,

filf=2y he—F 2= | TOE % fl#§ 2 HE&,

Tr—hU=T TOE #HliHl425Y 7 b =7,

CPU Hh ey B AL P

RAM R E L TR SN AE Y,

SPI Flash TOE OEIEARET 2 TSF 7 — & Brff S 2 BIHIAZHAR R 22 REFE A E Y

SSD 256GB OB AL BEE, 77— Ly =7 | BIE S x Y U —

INEDT I EACKT ALV AR AETRRTAEDODORKEEET—X .
TOE OFEET —# ., BETLEN 7 7 A V& LTRIFEEND,

Ethernet I/F TOE & LAN 2853 272900 A % 7 =— A, 10BASE-T. 100BASE-TX,
Gigabit Ethernet # ¥R — ~ 45,

USB I/'F TOE & USB 731 A& T D72ODA L F T 2 — R,

RS-232C I/F D-sub9 B %M LT, TOE ~3 U TN T A ENTEBA, LV H T 2 — A,
TOE W& |Ic Yy —E R~ N A T F o ZBERE T+ 5,

SMB %15 Ax ¥ LT —4#% TOE WIIRFSN TV L EFLHREE, avBa—
H—TRZ DT 7 ANMIERL T, 2 Ea—F =W — =07 3 L4
—~IEE T D HEE,

WebDAV %5 A¥ ¥ L7eT—H#%° TOE NICRTFE SN TVWDIEBEFLEREE, a2 Pa—

2 —TWA DT 7 A WMIEH L T WebDAV H— —|27T v 71— N HEEHRE,
07— = SRET SRS LERT S,

Ry A 7V v MERE. T 7 7 AMERE. SCEORL LB B LIEREIC RV TL FIRE
EF LR HE Y 2 75— # & TOE \[CEME T B8, WAL, 3RGE& 7Y
VIR I A RNAT — RIEELPDF Ry 7 2 B AE Y ZERY 7 Al
ARy 7 ARFIHTE 5,

BIE& TV MRy 7 A —RFNVAER, 2 TFAT L FPCOTY U HRTA N~ L LI WC LT
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,

Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target

Designation

Definition

U MEREZR FEAT Lk, B CEN IR SN D, —RFIHEI, BIEAS
FN S —HRERE SN LEOHMAZEITT O LN TE D,

AT —Rig 51k PDF Ry
A

—fEFIMENR. 7 FA47 2 F PCOWC nH/RAY — R THE (kS 7z PDF ©
FIRI S U < IEPRAFZ2 AT L7cke, B 30ED —RRFSND, —HRAHE R,
BB NI D —HRERAF SN B LEOH S L IIMRFZFEITT L2280
TE D,

R AEYZER YT A

77 AREICE VW ZELEZF a— RBEESh TWARWT 7 7 ALEERTT
T 5, FEEHENEE AT Y ZERE TR ATY ZEEANHRE LGEIC
FACTE2GERTITIAEEREINTWND), £/, BEENHEH ATV ZIER
ECHRELEMEIATYZERY 7 ANAT— ROR#ESND, M AT Z
FAR Y 7 A/RAT — REHI>TWD—EFHFIL, BIERZLVETTAT R
PCOWC DG, 77 7 ALEERMYHTZENTE D,

(EPN2S

—RIREN, BYDBFETL2MWAR Yy 7 22kt L, BiESRL 2747
FRPCOTYV U HRTAN— b LI WCDLEBEFLEZRFTED, 77
I ABRICEVZE LY a 7ICF a— RBIEESRTWAHA, EShiz
AR 7 AT 7 7 AXELRET D, —WFIHER, BHDBFAET 2HA
Ry 7 Azt L, BfESxV, 277472 F PCOWC 2HETLHEETRY MH
2,

i
ez
W
i

77 AERICEVZELIZF a— FBREESNE T 7 7 AXLEZBAR v 7
AR DR, AR Y 7 ZOFTHE Th 2 —FIHE S EBE R, BmA
Ry 7 AECANIERN & BURZEM S AY — RERETE D,

Fa—f

SUB 7RV ALIE(E ID THERRS LD, BURSZEDANIHE SN TOD AR
v I ANT 7 7 ZEETHEITIE, A EAR v 7 2D LR E
NRAT—REZF a2— RO SUBT7RLVAEE(EID & LTANT 5,

07 A AT, R E BT SN D 2 U T o B 0% S, TOE 1213,
—5F] A& (U.NORMAL), & #4E (U.ADMIN)D&EEINH 5,

— A
(U.NORMAL)

—%F H# (U NORMAL) & L CTTOEOH| AETF v & -FIHE, FIRE R 2—
W4, 2= P — AT —F | FHEMERRL Tal AR Uz, — iR
(UNORMAL)E L CikBl&N 5, = —W — @l E CIR LS N AR RE 2R I T& 5,

(g
(U.ADMIN)

ZE (U ADMIN) & L T TOE OFHEFFAI SR, TOE OB HH I,
ay Ay FEDENCEY, 2 —Y =L (U USER_ADMIN) &b /L M H
(U.BUILTIN_ADMIN) 23% ., & B8 ) [ CHEL SN DX 2V 7 & B AE 2 F]
HT&5,

o — A
(U.USER_ADMIN)

FMMEN A=Y =2 2= = "2T = FHEHERDHY Trs A LT
K, = — ¥ —FHF (U.USER_ADMIN) & L CGlBll= 15,

BV
(U.BUILTIN_ADMIN)

EEH ANAY — N5 FHE, FIREBEHESAT =R Tas AR LT
e, BV B (U.BUILTIN_ADMIN) & UGBS 41D,

Y-t RA<

P—ERARRY— REHDFHE, FIHENR S —ERRRAT —RTr J A il
RTh L7=8f, — b 2l CiRit S a2 FIHCTE 5, TOE ORES 7
TNEHEE T R— T 5,

User ID

TOEMFI M &5 53 2mkn . FIHE R0 AL S 6 RIS B IEE
LT ToND, —RFIME, 2= —FREDL G, 2 —F—F D&
A EN E THND, EVM AT, R OEERF1ED Y THID,
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KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,
Sindoh N922/N921/N920/MF6115/MF5105/MF4095 with FK-514

Security Target
Designation Definition
= FRBEPLILT oo Ve UG L CGRBIGBREZ AT WBIREREIC I LI &
TOEZFIH AIREZRIRRBIC 352 &, #E/ 0L WC, TV ZRTAN—NEFATT
x5,
a—H—4 —WEFAE, 22— —EHEN, a S AL T UL EL T AT T BB

T AREERFEOL A, TORIX— —4 k> TR AFE N —F —nEH
WEHBT D, 2 —W —EHBREE TR HE A B ET DERIEREL, LRI AE R
TEAR,

BY A2 RAT— R

FIRFBN, a7 A BRIV T o3 L ELTATTTH/8RT — R, AR IS E RGE DS
A TOEXRS AL /AT —RIZE > TRIHEERIET D, 2 — P — /AU —F | FH
HRRT—R | P —ERRRAT =R R3H D,

aZ—PF— AT —R

—IFNAE OuT AL SAY =R, RREEFRFEO S & | B HH (T — — A HE
REC—RFIHE B —Y — AT —RaRETED, —HRFIHEIZ. BFD2—
P—rRAT —NEEETED,

B RAT—R
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2. Conformance Claims

2.1. CC Conformance Claims

A ST . LL F® Common Criteria (LA, CC L32) 1T 4595,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST 1%, LLF® PP, Errata (2445,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLFOSM% 2L, PP OZKiEY [Exact Conformance | Tho, Z D7z, TOE fj1: PP &
—HLTW2,

* Required Uses
Printing, Scanning, Copying, Network communications, Administration

+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition
3.1. Users
TOE OFIHAFE X, LA FOI N HEESIND,
Table 3-1 User Categories
2% 4 B
—FIHE —FIHE 22— — 2P — XA — R GRS LR
(U.NORMAL) (U.NORMAL) . — R HE (U.NORAML) D% E| £,
. =g EHE Lo TEHEHEREf 5N, 22— —4, =2—
AP C . o o =
(U.ADMIN) Y= XA — R EHE MR TR FRIES =R H
(U.USER_ADMIN)
F . P (U ADMIN) DA E|ZH,
ELN EELE BHEE RAT —RIC L GRAIGEIES =R E, BHE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) O E1% -,

3.2. Assets

TOE IZB T HREEFEITLL FOEY ThH D,
Table 3-2 Asset categories

Designation Asset category Definition

Data created by and for Users that do not affect the operation of the
TSF

Data created by and for the TOE that might affect the operation of
the TSF

D.USER User Data

D.TSF TSF Data

3.2.1. User Data
User Data 1%, LT 2 SOFERIHAE S D,
Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form

Information related to a User’s Document or Document Processing
Job

D.USER.JOB | User Job Data

3.2.2. TSF Data
TSF Data i%. LL FD 2 SO BI B S ILD,
Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o )
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE

T.TSF_COMPROMISE
through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE .
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

T.UNAUTHORIZED_UPDATE

communication.

3.4. Organizational Security Policy Definitions

TOE 2 FHLT & OSP #LL FIZRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ) .
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the
A.PHYSICAL data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK . . ) )
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN ) ) o
site security policies.
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Designation

Definition

A.TRAINED_USERS

security policies.

Authorized Users are trained to use the TOE according to site
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST o o
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
OE.ADMIN_TRAINING ) )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

AFETIE ILEL X 2 VT R B2 E R T D, 28, JEIEEM 32 THCD-PP TERSNTWDHLDEZED
FEREFAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FGS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.
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5.3. FGS_IPSEG_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE, no other DH groupsl.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG_EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:

- There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, “H”, “$”, “%”, “/”, “&”, “*”,
“(“, ), lassignment: other charactersl];
*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,
and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT .

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT _SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
34 / 85



KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,

Sindoh N922/N921/N920/MF6113/MF5103/MF4095 with FK-514

Security Target

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for T'SF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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Do 728, BX 2T AHEBEE 1L, CC Part2 [THEDEF 2T e EF D, 5135, CC Part2 IZHES
TR EF 2T S RE 1, PP(Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015,
Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017 E D ILIE X U7 o HEHEZ 4>
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6.1.1. Mandatory Requirements

6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[ZL].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [Z2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA _UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
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trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM.2 Cryptosraphic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

* NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

* NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM.2 Cryptosraphic key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
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FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
FCS_CKM.4 Cryptographic key destruction
The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ¢ No other components.
Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a device).
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of [a static pattern), followed by a Lnonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchicalto @ No other components.
Dependencies ¢ [EPPITC I Import-of userdatawithout-seeurity attributes,
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
- FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Dependencies : [EDPITC A Import-of user-datawithout-seeurity-attributes—

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard’].

Extended: Cryptographic Operation (Random Bit Generation)

(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.

Dependencies :  No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A) using | CTE_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise source] with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access

among controlled subjects and controlled objects using controlled operations on
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controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [Z2L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [#aEAHIHIZH T, S BFERE~DFIHZ DT 2 E X7
Zl.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit 8 Release Modify stored | Delete stored
Operation: | document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit 2 View scanned | Modify stored | Delete stored
Operation: | document for . 3 f
. image image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a image or .
Operation: | document for Release MOd.]fy G De]e.te o]
. ) Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit 8 View scanned | Modify stored | Delete stored
Operation: | document to . . .
cend as a fax image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
| Receive a fax image or Modify image Delete image
Operation: ) Release of received of received
and store it .
printed fax fax fax
Fax
. output
TECEIVE  max owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store e Modify stored | Delete stored
Storage/ Operation: stored
. document document document
retrieval document
Job owner (note 5)
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U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . ) .
Job queue / log job job
i Job owner (note 1) denied
Print : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create scan View scan Modify scan Cancel scan
Operation : . ] )
Job status / log job job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy Cancel copy
Operation: . ) .
Job status / log job job
Job owner (note 2) denied
Copy . .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax Cancel fax
Operation: . . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View fax
. Create fax 1 v Modify fax Cancel fax
Operation: L. receive status . L.
receive job i receive job receive job
og
F
a.x Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create Modif
) View storage / 4 Cancel storage
Operation : storage / . storage / . .
. . retrieval log . . / retrieval job
St / retrieval job retrieval job
Ac:r'agel Job owner (note 6) denied
POV Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
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+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership

of received faxes is assigned to a specific user or U. ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

+ Note 5: Fax receive (2D create S17-3CED Job owner (% Note 3. 7747k PC ML EEN-30E

@ Job owner I Note 1, A& v & W CARKRSINZLED Job owner % Note 2, /RAU—RNiE 51k PDF
R T AL DLRAIEIZID create ZiL7=CED Job owner (L Notel £33,

- Note 6: Create storage job {233\ T, Fax receive (ZJY create &41727a7 @ Job owner | Note 3, 77

6.1.

A7k PC ﬁ‘%iif‘%éi}”bf:“/“aj@ Job owner X Note 1, A& v & HWTAEKIILZTa7 D Job owner
X Note 2, /XAT—FREE 5t PDF R w7 ANBDERTFIZED create 17227 @D Job owner 1% Notel &3
5, Create retrleval job @ Job owner (% Note 2 &35,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [1~3]] unsuccessful authentication attempts occur related to [z2°7
SNRDT—NICLBFRFE BRI ATYZANGAD Y ZRNR T —NICLES87F, EVE P BRI Dk

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSF shall [f7r#1ER EhiS i1 5 % T G FHE Dr2
ANRD = NIELBFRAFFIELE, FERIRIED RS S F THAATYZ (G Z RN
—RICEDFRALZ1Z 1, TOE DI YRE OFF/ON L CREB) D SIRIEZE I AFSRIF R E 127 E S
TSI ZHE 5 F TEIL o P E DFEFFFFE I,

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZHEIR, BEREHFIIR A TEYZIGHR Y IZXNDT 27X
#A.

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User

passwords:
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

-Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [/, “@”,
i A A A R A A A A A
] e e T A NN € /1 Pt 2l ™ =R
NI —FDLE)” N

*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 772 X5Z/5, TOED I BEMER TS N2 DFE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback

(for O.USER_I&A)

Hierarchical to ¢ No other components.

Dependencies ¢ FIA_UAU.1 Timing of authentication

The TSF shall provide only [A &7/ XX F7—5 1 XFHFIC“* "F/=11" @ D Zn]

to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchicalto : No other components.

Dependencies : No dependencies

Refinement: The TSF shall allow [ 772 X215, TOED S REH I ) (N R EDFE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

Hierarchicalto : No other components.

Dependencies ¢ FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EFEZHIR, HEAEHIIR, FHATIZ 1502 R~
DT IR,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—H#FF/H 11 7372
FESHTOBEE, T HEICBE 1) 7 b F = T B a R FE T3, B P TR
GER TR FHE D EPEE RS ) T FEITLE B 5 282 R 12117
TetF2 VT FIEFRTET D).
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Security Target

FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/XEYZ /54
IRANRY —ROFEFAN L) LT 2 FIHE DAY NG ZRANDT IR
FHINT D, FHIACYZGI I RNRT — N OGRAFIZ R L =255, 72 24 FHE DM
AEYZ(GIR S ZRNDT 2 X TN T2

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)
Hierarchical to @ No other components.
Dependencies ¢ FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

X275 LR E

disable, enable

o — R

modify the behavior

B AR RE

modify the behavior

miEEBE R modify the behavior
TR ATYZIE modify the behavior
FMT_MSA.1 Management of security attributes
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —/HFFIHIF1L~—REFIFIZIEDRELR 114
/Z1] the security attributes [7able 6-5600Security Attributes| to [Table 6-567
Authorised Identified Roles).
Table 6-5 Management of Subject Security Attribute
Security Attributes Authorized Identified Operations
Roles
Create
U.ADMIN Delete
User ID — KRl S AL — IR F A% LR O fiRBR
E;ggﬁiL AR Y2 ADFT A H O E
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. . Authorized Identified .
Security Attributes Rol Operations
oles

U.ADMIN
WEER Y7 AD owner T ARy 7 ADFTAHE DI HE
% U.NORMAL

Delete

gl U.ADMIN
B ELE HE R i

Delete

1 =1
X IE

B ReI PR U.ADMIN

FMT_MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t ¢ No other components.
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values

to override the default values when an object or information is created.

FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operations]]
[assignment: other operations]
U.ADMIN

Z— N —

U.ADMIN, the owning

modify
U.NORMAL
FEHIATEYZGA > 2 RN — [assignment: other operations]
B U.ADMIN
modify
. . [selection: change default, query,
assignment: /ist of TSF Data .
modify, delete, clear, U.ADMIN

not owned by a U NORMAL)

[assignment:
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Security Target
Data Operation Authorised role(s)
other operationsl]
BHZ NI —F modify
H I 58 modify
SR TG — R M modify
H Bz 7 Mg modify
FRFAEASL I BN modify
ARAERL T
clear
(U.BUILTIN_ADMIN L{#t)
N —NER modify U.ADMIN
modify
G GE Y — N — [assignment: other operations]
B HEE A DR IERL UL AEERIF ] modify
modify
RN —ZFE [assignment: other operations]
. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related . U.ADMIN
. [assignment:
configuration datal .
other operationsl]
Tr—ADUz T modify U.ADMIN
FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies: ¢ No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer

to Table 6-7).

Table 6-7 list of management functions

management functions

X a7 R LR ERRRE

A— PR AE (2 — — S AT =N O Rk ZEEHERE KON, User 1D, & BLEMEIR , #aE I (R #l-9-DHk e
a@ite)

a— Y —FERER EFEHE

AMERERE Y — /N — R EHEHE

e {5 R {3 A LR RE

Ry NI — I FRIE DGk 22 TR RE

H FE oD 48 B AR E
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Security Target

management functions

B n /i P e

FEPE AT — R E

VAT bA— Ry MREE D2 T HE

H#ias 7 o MREF O 2 i HE

A PR TBRE DB EEE LR BRI D25 TS RE
PR — R A TR
FRRIE IR R (e H B fiE oD 25 B B e

ZREFRRE % (U.BUILTIN_ADMIN BI4h) 02U 7 Kihe

Ry AR PRERE (AR 7 AD R ER, i & 2 — W —2E M oHne a5 Te)
SR ATV SZAZ R v 7 AR EHRE (AT —R OBk, AR A ET)

T =AU xT T 7T — MR

HE

PERE

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
0.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchicalto : No other components.
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Security Target

Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions) prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [Z2/E N RZ/L DA, =X T4

TP MFEIZ Lo CGRIESASHFE], WC DEFE, HB)z2 7 MEIZ Lo TRIES
FLBIHE, T U ZRNFAN— DL, S iF g Adm0 .

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to : No other components.
Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP#— ~N—, DNSH—/N—, m7 % — v—,
WebDA VY —3¥—, SMB#—~Y—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the

channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for

[authentication service, mail service, DNS service, log transmission service,
WebDAYV service, SMB service).

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
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FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ZPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit remote administrators to initiate

communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users| to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies :  No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected
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FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
3
FCS_IPSEC_EXT.1
4

FCS_IPSEC_EXT.1
b

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
i
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
9
FCS_IPSEC_EXT.1
.10

FCS_COP.1(g)

Security Target
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to : No other components.
Dependencies : FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4304 for
extended sequence numbersl, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [2S4] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies ! [EDPITC A Importof user data-without-seeurity attributes—
or
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FCS_COP.1.1(g)

FIA_PSK_EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-354,
SHA-512), key size (256, 8384, 512 bits], and message digest sizes [256, 384, 514
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies :  FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).

The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-

512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies : No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_ECD.1 Extended components definition

ASE_CCL.1 Conformance claims

ASE_INT.1 ST introduction
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Assurance . L.

Assurance Class Assurance Components Description
Components
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development ADV_FSP.1 Basic functional specification

) AGD_OPE.1 | Operational user guidance

Guidance Documents

AGD_PRE.1 | Preparative procedures
) ALC_CMC.1 | Labelling of the TOE

Life-cycle support
ALC_CMS.1 | TOE CM coverage

Tests ATE_IND.1 Independent testing — Conformance

Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &= 7 (H&RE 2 OIRAFBIfR 2 PRI T,

Table 6-9 The dependencies of security requirements

PERE M K17 BAR ST-Cii7= A7 R LR RIFBARZ T 7L QU VRN B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
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PERESE: A7 BR ST T/ 4 A7 BELR RIFBAFR N7 L TR
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPseciffE (FCS_IPSEC_EXT.1) ®

FCS_CKM_EXT4

FCS_CKM_EXT4

Yitr. Ty 7T —MEfE
(FPT_TUD_EXT.1) D413,
FCS_CKM.1(a),
FCS_CKM_EXT.4{Zi#i7= &7 A8,
s A Ee S A SV oY i1 s VAN
Y,

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA _PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT _MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

L v MERSSE W e v b —
AOFEFIIA G R A BRI L TV

W,
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA _UAU.7 FIA UAU.1 FIA UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
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Security Target
BERE L EALINER ST T 7= A7 BIR IKTF B AT T2 L QUi B

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
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Security Target

7. TOE Summary specification

TOE BT 5% 2V F (BB D BLHIHAER =T,
Table 7-1 X =2V 7 ite—&
¥ 2T o R4 B

4
o

A FRREAR HE

T e AR EE
I LB RE

i E F E B RE
X2V E B RE
R i

5 MR IR e
FAX 45 Bitdne

© oo || |o |k ||~

1.1 @A RREHEAE

TOE 1%, FIFZE NSV T o v V2 TG L CRRBIGEREZ ATV, MGEEDRE A FF e RN LHIlrS 72 B 720012
TOE ORIz 7T ol 3 Ll i RE A TR it 92,

FIA_UAU.1, FIA_UID.1

TOE i, Table7-2 (2R 93 0DFEFEH KAV R —KL, BHE N2 — P — B EHEIE TR E T& 5,

BIEASZAHE LT WC 25 TOE #RIHT 256, 2—V—4 ., 22— — U —K EEHEHEREZ AT 75,
BN UEBE LU TERIE AR BLUL WC 25 TOE 2RHTH5E6 . VM UEBRE RO A B
BEE SRR —REANSTD, TVEZRTGA3—=00 TOE ZFHT254 ., 2——4 | 2—HF— AU —K%Z A
719 %,

TOE X, AISNTe/L T oo VA el iliReEa F2 L . s LT= 56 D% TOE OFIHEFF I35, SN
P = R—BRE S ANRESNTODEA, FUAH T2 — — %é:sw%f—»mv RIZINZ T, SRR RE Y — )
—ID #AJ19%, TOE (X, 2—V —A & ESIIANBREIE — N —12280 | IRE SN ERIcxL T, = —
P RRAT =R AER L — S — I LA E B2 B> TE BRI LG I SERRER T, B0 Rz
G I CERRE R ST %, BV BB OFRBIGRAEIL, 5EAE T RO EICRE DL T, WA RIS E FRGE T X
THEESND,

TOE I, 58 ATV Z (55 EREEIZ B\ T BHELE DM ATV ZER v 7 A SR — R 3% BT A Re & ik
L. ARG ATV ZER I A SAT —R R E STV TS, #E S LT WC ik BIFRREIZ sk Eh L 7=
*ﬂxﬂﬂq%ﬁ) I ATVZER Y VAT 78 AT DL, B ATVZZR 7 A AT — R L8N B R S,
RREIZE N LT G E D BT 7B AT AISND, Lo T, MBI ATV ZGER Y 7 AR — R b7 F 3
(= ﬁﬁﬁ%U%%)xfan“‘yﬁx RAFENT T 7V AL EERET DM TER, BRFIATVZER Y 7 A RAT —R D
FREL, REEA ROREIZEADLT | FICAREEFRGE S X TEMSLD,

FOBERREI T ERE A F T = — A ’3‘57&@?‘67‘:&5 BHEN WC MoVE—NMEEMEREI I, — R HE 2N
PRI OHAFEREZR FEHEL . AL TZ5 G TOE Z#ET 228N TED, 12720 HEHED 0T AL, tho
B OFBFERENEE LI NDT28 zAuimﬁﬁ%‘#Hlﬁ TOE ZF|H T 5L13TE720,

TV BRTAN=0 TOE 2RI 286, kiiityiarid/ed, TOE 23% %jcié:x{guzﬁ# A LEIC
EENDILT U (=Y —F | 22— P — AT — ) [ X 0B BIERFEE it 95, P LT-5E . R 0%
ELLT— ﬁxﬂﬁﬁ%‘(UNORMAL)%*'@éT\ Y RRHE DR E T 5B CELLTTOE | J%i’?a‘é ES
LT, ZE LB X EE TOE IRFE T I T 5, 7V ZR T3 —%, EHH N TOE 25 H 35 F
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Security Target
Bt L2,
Ak IFREEZ AT DR ATREZR B, TRLDIE
« T I AZAE,
* TOE OREFERBIOFRREFEDOHKELL T Nt #/ED THE,
> BESFDLDOEBIERFR(T 7— LT =T DR—Var FoRpY)
> BE I DLOT a7 R
> BB SRV D DI R FERFETE
Table 7-2 = —H%—3F& ?&?&ﬁ%ﬁ%
FREST 2 Ak IFE
TOE M#MIERAEATD, oV — Lo AT — ] B S AT —F 3
ARILETRFE HIATVZAER Y I A RAT — RN, TOE 28RSO BIEHRE—HK T2 Lo h
w5,

TOE MAERFRFEY —/3—(Active Directory) %] L CikBIFRFEE1TS, TOE
X, = —¥—4% Kerberos version 5 7' mh=/LA&F|H L TR HE B EL4
PRRGEY — N =~ E L RE SN EERICHL T — Y — AT =B AR
Ltl*‘ﬂ' FETLDE B aATV . SRBIRRREE FE T2,
ARIGETRRE, SR — X —FBREO W T I CRRBIRRREEAT), FIHHE D T A
FATRHCRRRE T N @IS 2,

SRR — S —FRTE

AR+ SV — S — R

<A DA BT o — ALK RE >
*WebConnection: EHHIZLE/ AT —RNFE
—RFHE LD AT — R 3G
BRI ATV ZAE AR Y 7 AD /S AT —RFHFE
L (SVAS VI EHE (VM UEHE) LD SAT —RER
BTHE (—V—FHE) LD RT— f\
— R LD/ AT —REE
SR AEVZAZR Y7 AD/SAT —RE8G
cTVBRTGANN— —RFIHE LD/ AT —RE8E

rmh

unli

mm

FIA_ATD.1
TOE (%, = —# —FBEKRE TR GRS —IRFI & 2, RN E EIEEL T User ID, EEEHMEIR, #lAEHIFR

DT I AME EFeT 5, T FIAEBMEL T BBHI ATV ZER I A~DT 72 AL E T 5, il AT %
FRYIASNDT 72 AL, THRE| ATV ZA5 R EMEEICLDIRFI ATV ZER 7 ANAT — RO EIZL > TEBX
N5, T2 EAVMUEBEE ORI AE EMEL T, User ID 2 E£7 5,

<PBIET DAL 2T = — ALHERE >

*WebConnection: &EHHIZLD2—V—5EkRE
%ﬂ%@liéﬂﬁfﬁﬂf%U %@ﬂ‘vﬁz/\C’XV ]\ At uE E*Fﬁ
0 V(A I B LD — B Gk RE
BHLF L DIRE ATV ZAG R v 7 A SAT — R FRGERR E AL
FIA USB.1

— A E . 2= = EE DR IRRREC S L7256 . TOE 138 & JE 1 (User ID, % FLEHEIR, HEREH]
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Security Target

(R, SR ATVZAZR I ANDT 70 AME) Z BT 5, BN B B DR BERREIC B L= 4. TOE 137
J%& )@ (User ID) Z B fH1) %,

ZDOWE, User ID (T—KeFI T IR ESIVTWDE6 . TOE (354 4 FI IS BEAH T 7R 13 8 M Al e
T 5, Flo, 22— —FEELL Cal AU 2 FATUR A IS BE RN 5 TORWEGA | SRS RIS
REELAH Tf:ﬂﬂﬂ%‘)%‘i%’:ﬁﬂiﬁﬁ‘éo

— BRI A SRR RE R :EJ‘ZIJJLJ:?& ﬁﬁﬂ%lf%Uﬁfgﬂf‘yﬁxf\77‘IZXﬁ‘éﬁ%§\ PR ATV SZAE R Y I ARAT —
Rz L 578 &75)%3}?32% o EEIJJLt TOE ISR HE ORI HE BETHLRE ATV ZFER 7 A~
DT I EAMEEZR N T D, 87 9&5&1,7’_ & TOE 13324 FIHE ORI ME R THLMH AT ZERY 7 A
DT IR A BN T D,
<A DA BT o — ALK RE >

*WebConnection: EHHEIZLDH/ AT —RiR:

— R LD/ AT — R R

BRI AEVZER YV AD/SAT — iR
BE L BHF LD AT — NG

— R LD/ AT —REE

SR ATV ZER Y 7 AD/SAT — R 38
TVBRTANR— —fRFIHABE LD AT — R385

FIA_AFL.1

TOE 1%, A& OMBIZRGEICB W, FHENHLNLORELF o7 [m3(1~3 [B]) LI o S iz
FIUTIE B 4RI OFBREAAS (LT D8R B EAS IE B RE 242 L T2, R IE B ME IR M .S TV b
A FIHEELTORR uﬁﬁeﬁﬂzlﬁléﬁ&n~#~££ﬁ%&f@m AER IS IR R SN D,

EIVN E L DOFR umzﬁxktémﬁ 4. TOE ©EJR% OFF/ON L, téﬁrﬁ%@a{’ﬁi‘ﬁmwﬂﬁlﬂaﬁﬁ \—EXE
STV DR AR 1278 .ﬂaﬁ%ﬁﬁpﬁ%#‘é —RFAE L LT — P —E R OFBGENME L SN E A, R
AEE IR AE Tl W VE R D3FERE IR BB O VE EAERE R AT 3 A Z & CRRAHE I 2 fif bR 35,

TOE 1%, AN — N —3RGE S UL 55 BFERE Ch RIARIC, LR ORI OB EE M5,

TRFI ATV Z(ER I ARAT =R OBIFRFEICRB W T, BHERHONLOREL-F =7 EE(1~3 [\)LLE
DG I BN U T, 3R ATV ZAZ R 07 AR — R OFRGEE 2 1E T 5, JRil ATV ZFR Y7 A AT —R D
FRREAME IE SN A FRFEE IR AE TRV E ELE DN FRGE IR B DV B BE A AT 9D 2 & CRRGEE I 2R bR
T5,
<PBHET DAL HT = — ALHERE >

+WebConnection: EFHE D/ SAU—RZREE

— R O/ RAT — R FEEE

BRI AEVZAZR Y IV AD/SAT — R i8E
RE L EELE DAY — RFRGE (22— — 4 BLE)

BHE O /RRAT—REEEE (B VM B HE)

— R HE DAY — R

SR AEVZAZR Y 7 AD /SR — R85
cTVBERTANN— — BRI D/ AT — K8

- EEJR OFF/ON

FIA_UAU.7

TOE 1%, %6y ar OFGELPE (HE 2 b LT WC o017 A 1B W TR AL /R AT —R | 5iif| A
FVZER I ARAT =R AT DHEE ANENT-LTFT —H 1 LFEIC D@ % FKRT 5,
<PBHHG DAL HT = — ALHERE >
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Security Target

+WebConnection: EFHEIZLE/ AT —REEE
— R E LD AT — R
R ATVSZIZR 7 AD/RAT — R iR
BRIV A (22—~ HAE) ([ZLD/ S AT — R
A (BN EHHE) 128D/ AT — i3
A E LD AT — 3R
SR ATV ZIFR Y 7 AD/SAT — R

FIA_PMG_EXT.1
TOE THIMFE /AT —RELUTHEM ATREZRSCFHE, TV 7 7 Xy bORILFE/NICF, 7, 5l s (7, ‘@, “#,

“$” «“Q 9 WA “&” Wk “(“ “)” [T ENT Ve “[» “]n R T R T R T R TS (T T L R T R T 1 “ln 73] “{» “}” [T T3 I TN 1]
’A)’ ) ’ ) ’ ) 5¥5 ) [ A I ) ’ s T ’ ’ ’ ’ 5+5<5>5

P COBIOAR=R) THD, W ATVZIER YT ARRT—ROGA | EFRICNZ S (F TN —T—a)b
FIHC&5, BHEL., /AU —REE 8~64 LFOHPATRETHILENTED, Lo T, /I SAU—REL
LT 15 LFEU EORESEHRETED,
<PBHET DAL HT = — ALHERE >
+WebConnection: &FLHIZLD 22—V —BEkkHE
EEFIZLDMBI ATV ZIGER Y7 A SAT — R 8GR EHEHE
EHE I SAT =N O E
— %R #E LD/ AT — R R E R RE

ERE SRV BEE LD 2 — Y — B ERERE
BEIF LB ATV ZAZAR Y7 AR — R FBGER E HERE
EEEICLDEEF AT — RO E
BHFIC LAY — NI O E
IR LD/ AT — R E R RE
FTA_SSL.3

TOE 1Z, #3501, WC TRBIRRRESIIEFIHAF D LL F OSRMETIC LIS 6. T Dty a2k T35,
HRE SOV R IR EIC R DB E T L TD, VAT LA — Ny MRERI(1~9 43 DR CTREE
AR R L7256 R T U RS LD,
-WC: R 3R EIC LD BN 52 TLU TG, BEiaZ 7D MNEEfEI(1~60 43 0 ] Ca¥ E 7T
BB RIBLIZSE, v/ 7 U RS D,
TVERTGANR—TIIREE Y a3z, TV HRTAN—IDLERSN T ALEE S Z T (T DBl 7 A
L, EOMBE D5 T EZICaT T I NAT,
<A HA BT o — ALK RE >
*WebConnection: —f&FIH&EIcLDur 1

BHEICL A
HRIE R FIL: — xR DT A
R AN = O
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Security Target

1.2. 79 X HH#ERE

FDP_ACC.1, FDP_ACF.1

TOE /%, Table 6-2, Table 6-3 DF|H#H 7 —27 7 Xl F&-5%, Table 7-3~Table 7-14 |[ZFEH D@D |
MMESCET =2 ERE Va7 T =2 ~OBIEZHIIR T 2, FF ISR WEIBRIZOWTIE, A ¥ 72— 22 IR
AH LT ER ADRRE TR F721E, BEERITHIL TR W e OB E TERWE DAYy E— VA RN Lk
R it 42,

Ak BIFRREIC KV FF A& e — iR 3 (U.NORAML) 73, Table 7-3~Table 7-14 @ Create #fE&E1TL7-
IKF, a7 Fr A # (Job owner)£720, TOE (33XEH LIV a7 OfA #F 1 #HEL T User ID Z5ték 75, TOE
1X, EH#H(UADMIN) A Create BEAFEAT T H AL ¥ 7 =— A% 2l Lg\, 777 25 (5 H¢RE(Fax receive)
1T, TOE OEAEZRUIT, SNEET 77 A D7 7 7 ZAZAFIZ LD Create BAENFEITSNDTZD, 77V AZAZ7E T %
TOXELLLITTVa7 OVa7 FrAEE L FHEITHVY TOHRH(FD), F a—RBEESHLTWRWT 7 7 2AZED
Bt 77 7 ALEITREIACTVZER Y VANRFINDTD |, 77V AZGHE THOVa7 raA#F L, mifil AT
BRI AT —REMD R L7256 (¥2), F a—RBMEESNCWET 7V AZAZ DA 77 7 AL E TG
ESNIAANR I ANRIFSNDTD | 77V AZGH% O Va7 A E L AR ZADOFHE ThHr—BFIHE
Nad A E E725(%8), 7SAT —RIE Bk PDF R v 7 2B OAF (Storage/retrival) if, X AL 77V hFEAT
RFLZ PRAFDSER E SV L E A /S AT — R 5k PDF ARy 7 2B RO H L | BFEE O AR Y 7 ANMRAFET 528
1240 Create BENFEITIND, IREETHROLELLIUITV a7 OVar7 A EIL, AR I AOREE THD
— A HE L7222,

TOE 13, —¥ —EHKEEIZ W T, EEH DRI 15 (SR T REZR R RE 2 il PR3~ D B RE R PR &% 0 2
AT, TOE 13, FAIHE BIEOFERERI RIZHN T, Hl IR RIEREDA > Z7 = — 22 IR RE LITHRIEAR AR
RETHRIRT D, Lo T AKRERIIR D33 E S L7 —fiRA 1%, Table 7-3~Table 7-14 O Hfill[Rxt Gp&REZ
TAREZ R 2813 TER Y,

TOE I, 5| AT Z 55 EREEIZ B W BELE D — BRI E OREI ATV ZAG Ry 7 A~DT 72 A% Hl [}
T AR AT ZIERELH A2 TRY B TIIREIATYZER Y7 ZSAT =R k> TT 7B ARHIREN TV
%, TOE 1%, FHE BIEDREIARYZAZR Y I ADT 78 AMET TN T, AR7RA | 5% 4 H 2 D&k A2y
ZAGRY I ANDT VR AZF AL, Bh/e G | i S FHFE ORHI ATV ZER Y I A~DT 7 AZHE T 5, &
ST, BRI ATV ZAZGR Y7 A SAT —REF D72 —%FI FHF# 13, Table 7-3~Table 7-14 ®H HEEH| ATV ZFHR >
JANDT 7B AN GBI EERI T HZ LT TER,

TOE (T, Ry 7 AFEREREIC BN T, FHEE B LT FIAED, AR Y7 2D & (User ID) 7% ET 5
FERE, HEE B LIUIEAR Y 7 ADHT A H Tho—FIHE D, ARy 7 A0 & (User ID) %2 H 3 HH4HE
w2 TR, AR 7 AL AR Y 7 ARNIARIES NI SLEA~DT 7 2% HIR$ 5, TOE 1%, fl AR AT
FH# (User IDNZHNT, —f%FIFHZE23FELC User ID 2R OBA TR S B AR Y I ADA L H T = — A5 L
T YNNI ASDT 7B REF T 5D, — 5, —RFIHFE R R72S User ID Z2F52855121%, TOE 137% 4
AR YT ADA L BT 2~ A% FEFRK R H728 ., Table 7-3~Table 7-14 Ti% 40 ARV I A~DT 7 AP MEL
IRBEEFIHT AL TER,

<Table 7-3~Table 7-14 O &>
TOE 23t/ %7 = — AL F DY,
PN: #4/E x/L, WC:Web Connection, PD: 7V ZRT A/ —

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
61 / 85



KONICA MINOLTA bizhub 651i/bizhub 551i/bizhub 4511/bizhub 361i/bizhub 301i with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 3611/ineo 3011 with FK-514,
Sindoh N922/N921/N920/MF6113/MF5103/MF4095 with FK-514

Security Target
KPP ORLHRIT T RLO®EY,
O:TOE ¥R —rF 560D, -:TOE 239 R—RL72WEH D
ERCIX FREDIEY,
*1:U.ADMIN
*2: BRI ATVZAZAR Y 7 ANAT — R %5415 UNORMAL
*3:F a— R THRESNE ARy 7 ADOETA# CTéhs UNORMAL
Table 7-3 D.USER.DOC(Print) D7 7 & Al
BE BRE T REZRF AET 2 —R .
PN | WC | PD
Create Job owner - - O | HIllA 3T,
U.NORMAL - O - | FAVINTV M T,
O - AT —RIEEAL PDF (ZXLC, FIREFEEL THE AL Ik
TV M EAT,
Read Job owner O - - | BRE& TV MRy 7 ZAINO L EERINLC, LE T L 2—
BRI,
O - - | BRE& TV MR AL L EAEINL, EFIRIEEAT,
(FIRIZE T2 &0 SCEITHIBRES NS, )
O - - | 7SRT =R 5k PDF Ry 7205 SCEZER L, FHIRIZ
FAT,
(FIRNZIESAY —R A )3 0688 FIRISE TIZ LD SCEITHI
brEnb, )
Modify Job owner O - - | FRE& TV MRy 7 ADLOEIRNZ 3T, BRI B4 5
17,
Delete Job owner O - - | BRE& TV MRy 7 AN LA HIBR,
O - T | RRT—RBEAk PDF Ry A5 EEHI bR,
Job owner O O - a7 HIBRITHED SCEHIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan) D7 7 £ AH#H
BAE BRE R REZRF (BT —R T
PN | WC | PD
Create Job owner O - - | AR Sy MIEREEYRL T, 777 RAR P A=
U.NORMAL — G5 (77 7 A5 ek b)) AR EL T, B EEE
17,
Read - - - - | 72l
Modify | Job owner O - - | Create #/FE Tt B8 EZL FE1T,
Delete Job owner O O - | TaTHIBRI S SUEHIBR,
U.ADMIN
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Security Target

Table 7-5 D.USER.DOC(Copy) ® 7 27 A4

AE BRVE R REZRF (BT —R N
PN | WC | PD
Create Job owner O Ax ¥ o=y MIFRRE Y LT, At — A= —HHE )
U.NORMAL A —&FELT,
Read Job owner O Create #{F% FEAT,
Modify Job owner O Create #/ECIG R E % FAT,
Delete Job owner O O a7 BRI LR SCEHITBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 7t A
BAE BRVE R REZRF (BT —R s
PN | WC | PD
Create Job owner O AXyFa=yMIFRZEY LT, 77V AIAX Y A==
U.NORMAL —HETNGT 77 A58 e a3 IR TEE A AT,
Read 2L,
Modify | Job owner O Create #/FE Tt B8 E & FEAT,
Delete Job owner O O Taz BIBRICED SCEHIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 27 A4
BIE | BRAEFTRERFIHE ALBT x—A .
PN | WC | PD
Create Job owner(*1) TOE OffERL, SN 7 727 A0 F a—RZFEL TV
WT I Ra %R,
TOE O#HAFERL, ST 77 200 F a—R&dRELT 7
I A&7,
Read Job owner O O BEIAEYSZAZ Ry 7 AN T 7 7 A FIRL, CET L
Ea—%FKR,
O O ARy I ZNDT 7 VAL FZERL, LES L E2—%FK
7Ro
O - - | BHEIARYSZAER Y I ANS T 7 I ACEEBRIRL | FI 517
ZFAT,
(FIRISE TIZXD 7 77 AL ETHIBRS LD, )
O - - | ARy I RINGT 7 7 AL EEBRIRL | FHIRFEA T4 AT,
(FIRIZE TI2& 7 77 230CE T HIBRES LD, )
Modify Job owner O TANR Y 7 2T 77 AL EZFHIRIT DB, ISR EE
F1T7,
O O BRI AT 77 AL EEBRIRL, Rk,
Delete Job owner O O SR AT VAT R v I AT 77 AL EEHI R,
U.ADMIN
Job owner O O AR 7 AT 77 A E A HI R,
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Security Target
BE BRVE R REZRF (BT =—R T
PN | WC | PD
Job owner O O - | T ACEORIRI a7 BRI 7 7 7 ASCEOHIER,
U.ADMIN
O O - | AR ADHIRIZAED 7 77 ZASCEOHI R,
Table 7-8 D.USER.DOC(Storage/retrieval) ® 77 A
BAE BRE T REZRF (BT =—R s
PN | WC | PD
Create Job owner - - O | RyIARFEFET,
U.NORMAL - O - | Ry I ARGEEREL TE AL NV M EAT,
O - - | A=y NIEREEY LT, Ry AA= 2 — D
BIEAR I AEFREL T, Ry ARAFEEAT,
O - | 7NARU RIS PDF ISR LT Ry 7 ARFEREL TF
ALINT VM FEAT,
O ISAT—R 54l PDF Ry 7 ZASCHEARIRL R 75 E
1To (BINRSNIZSCENEAEE O ARy 7 A H))
Job owner(*2) - - - | TOE O#EAERL, SMBT 772030 F a—R&fEL TV
W 7 I AZAZ R BB ATV ZIE R I ANT 7 I AL E A
TR AFo
Job owner(*3) - - - | TOE O#AEZRL, SN 7 727 230 F a—RERELTCT 7
I ARG FEESNTIMENR Y I ANT 77 AL EZARAT,
Read Job owner O O | AR IADSLEEZRINL , LET L 2—2 R,

(7 VAL FE LR, 77 VAL EOLFET L E 2—I,
Table 7-7 @ Read #{EIZIVFHIEEND, )

O - - | AR I AL LB LB, FIR, 2215, 7771285
REE.BH), at—oWnT g ET,

(777 2LEOHMAZ RS, 7727 Z3CFE O, Table
7-7 ® Read BAEIZIVHIEISND, )

O - | AR I ADLICEEZRINL, M5, ¥V —R, BH),
A —OWT NN EFELT,

O - | BB ATYZER I AN EERIRL, XU a—RE5%E
7.

O - - | 7SR —REF AL PDF Ry 7 A0G3CEEZRIRL, R 17%
FEAT,

(BRIFITIZASRAT —R A DS B, fRAT5E TIZ LD SCEITH]
RIsd, )

Modify Job owner O O - AR Y7 AL EETIRL , L,

(T 7O ALE#BRL, 777 AEOMREL, Table 7-7 @
Modify #{EIZ IS, )

O O - | Read #EGEIE, FIRDIZER W T, G HRR EE EAT,

(T 7 7 AL FEOINREERL, 777 AL FEO RN 31T D%
A€, Table 7-7 ® Modify #/EIC LIS ND, )
O - - | BREIAEVZER I ANLT 7 7 ALEE RN, ML
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Security Target

BAE BT RE 2R AV BT z—A

BEH A
PN | WC | PD
MHET),
Delete Job owner @) O - AR 7 A0 3 E A HIBR,

(777 AL EOHIBRE RS, 7727 ZALEOHIBRIL, Table
7-7 @ Delete #EICIOHIEINS, )

O - - XA — KI5 54k PDF R o7 A035 SCEAHI R,
Job owner O O - ANR 7 2D BEIBRIAED SCEOHIBR,
U.ADMIN (777 AL EOHIBRZ RS, 7727 ZALEOHIBRIL, Table

7-7 O Delete #AEIZL0HIEIEND, )

Table 7-9 D.USER.JOB(Print) D7 7 AHif#

HalE BB R e FI & AL HT = —A

BAESE
PN | WC | PD
Create Job owner - - O | 7947 FPCIBILELREIRL, TV HRTAS—"THIk]
U.NORMAL T BT B SRV TCEREE& TV MRy 7 A — R AE

ST SCEAIERL , HIRIZFAT,

(FIRISE T CZFHIBREN S, )

O - | ATV PC O WC NBILEERIRL, X AL IRV b
EFEITH . BB SRV TREE& TV v MRy 7 R — HHRAT
ST SCEZBRINL, HIRA 51T,

(FIRIZE TIzE cEFHIBREN S, )

O - | 2947 F PC & WC 53R —Fig 51t PDF C#%
BIRL, FIRIEZFRE L CH AL I TV e AT, BER
FIVTRAT—REE 5l PDF Ry 7 26— RIES N
SCEEBIRL ., IR AT,
(FIRNZIZ S AT — R A 050 8, FITRISE T 1L 0 SCEH]

FrREb, )
Read Job Owner O O
U.ADMIN Va7 RRERR,
U.NORMAL (AT =R 51k PDF OZA 5 a7 2R<,)
Unauthenticated O
Modify | - - - - | &L,
Delete Job owner O O - | YarRmLYa T HHIBR,
U.ADMIN (RAE& TV MRy 7 ANBOHIRY a7 D4 a7 Hl

BRICEDICEFELHIBRS LD, )

Table 7-10 D.USER.JOB(Scan) ®7 7t 2 #i#

e | BERTRELRRI BT z—R N
PN | WC | PD
Create Job owner O - - | AT =y MUEREEY LT, P77 J A AF Y A=
U.NORAML —EENOISE (777 A5 2 ) 2R EL T, #EEHE
17,
Read Job owner O O - VaT RRERR,
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Security Target

BAE

BT RE 2R

AHET =2— R

R E
PN | WC | PD
U.ADMIN
U.NORMAL
Unauthenticated | O
Modify AL,
Delete Job owner O A&y =y MR JEFRGHEA B oz iR we 2 B
T L EFITHLUIA MY TR — 5 T L, B ikFar
DHIBRE FAT,
(a7 HIBRIZEY CED RS D, )
Job owner O O Vaz RmbYaT IR,
U.ADMIN (a7 HIBRIZEY CED BRSNS, )
Table 7-11 D.USER.JOB(Copy) D7 27 & Al
= 5 2 \ —
BE BRAE T REZLF P;/éz;cl 7;D .
Create Job owner O A¥ v =y MIFfEE Yy LT, 2t —A=a —EMH 5
U.NORAML o —EFEAT,
Read Job owner O O
U.ADMIN o
U NORMAL EVE e T
Unauthenticated O
Modify AJOR
Delete Job owner O A% o=y MTEVRFGHE AT I, R HE 2 B0
B T IEEZ R THLUIA N 7 — &2 L AE Ik Ya
7 DOHIBRE FEAT,
(a7 HIBRIZEY CED BRSNS, )
Job owner O O VaT RanbYaz EHIER,
U.ADMIN (a7 HIFRIZE CELHIBREND, )
Table 7-12 D.USER.JOB(Fax send) D7 7t A
AR HAE R RE7R A 3 ABT x—A s
PN | WC | PD
Create | Job owner O Ax ¥ F =y MIFERZEYRL T, 77V A AF Y A=
U.NORMAL —H DT 77 A0S BR L TRE & F1T,
Read Job owner O O
U.ADMIN o e _
U NORMAL Va7 RRERR,
Unauthenticated O
Modify AL,
Delete Job owner O AFp =y MTIY R FEHE A B F1T ., SRR B A B
H i CIE A EITHLUIA MY 7R —2 M L Z 1k Ya
T DOHIERE FAT,
(a7 HIBRIZEY CED RS D, )
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Security Target

e

BERTRER R

AR T z—A

BRI
PN | WC | PD
Job owner O O Vaz Kby aT BHIER,
U.ADMIN (a7 HIRIZE CELHIBREND, )
Table 7-13 D.USER.JOB(Fax receive) D7 7 & Al
HBfF HAE R RE7R A 3 ABT x—A s
PN | WC | PD
Create | Job owner(*1) TOE O#AERL, ST 77 A0 F a—REHEL TV Ve
WT 7 I AR,
TOE O#EAERL, SME 7 77 Ainn F a—R&fgELic7 7
I A%,
Job owner(*2) O I ATV ZIE Ry VRIS T 77 AL EE BRI | FIR AT
& FAT,
(FIRIZE T2 & 7 77 230CE T HIBRES LS, )
Job owner(*3) O AR 7 AL 77 A E AR | HIREITE2IAT,
(FIRISE TIZEV 7 7 7 AL ETH RS LD, )
Read Job owner O O
U.ADMIN . e .
U.NORMAL TaT RN R,
Unauthenticated O
Modify AJOR
Job owner O O Vaz RmbYaT Bk,
U.ADMIN (FIl a7 o6 . a7 BIBRIZED 7 77 ZA3GEB HI RS
5, )
Table 7-14 D.USER.JOB(Storage/retrieval) ® 77 X
ERAE BRVE R REZRF (BT —R T
PN | WC | PD
Create Job owner O | RyZ 2MFAFEEAT,
U.NORAML O R I ARAFEAREL T AL 7T ) b I T,
O A¥yF =y MIRRZ Y LT, Ry ZAA= 2 —E i H
SR AR I AZFETEL T, Ry AMRAF%FAT,
O R I ARAFEFEEL TSRV =R 5t PDF OF L7k
TV M AT,
Job owner(*2) TOE OEAERL, BT 77 AL F a—REREEL TR
WT 7 P AZAZ e, 77 VAL EERBIATYZAE R Y I A~
AT
Job owner(*3) TOE O#AEIRL, SMIT 77 A0 Fa—REELT7 77
RZAGHR T 7 VAL E TR ESIVIAEAR 7 ARAE,
Job owner O TENR Y 7 AN EE BRI | R, #EF, 777 RIC8D
U.NORMAL BE B, a8 —DWT I EET,
(777 AL EOHIZ L, 7727 2L EOFL Table
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Security Target
R BRAE R REZ R & AL BT =—A s
PN | WC | PD
7-13 @ Create #AEICIOHEISND, )
O AR ZANGICEEEIRL #E, FUrn—R BHE), o
E— DWW g FEAT,
Job owner O TR AEVZER YT ANDT 7V ALEEZRIRL, ¥y —
U.NORMAL RZ&FAT,
Job owner O IRAT =R Bt PDF Ry 7 A0S EERIRL, (R1FEE
U.NORMAL 7o
(PRIFIZIT SR =R AT 3 b B, PRAF5E T IS KD SCEITH
FrxiLd, )
Read Job owner O O
U.ADMIN VaT FoREEIR,
U.NORMAL (AT —RKE 54k PDF OZA{E a7 %K),
Unauthenticated | O
Modify AJOR
Delete Job owner O A F 2=y MT I AR BE A B0 H TR e 2 B D H e
M CEIEZFEITHLLFANY T =2 TL, EILFyar
DOEIREFAT,
(TaZ BRIz E SCELHIBRS LA, )
O B AR 7 A DOHIE EAT LIt ARy 7 — 2T
L. Bk th a7 OlIRE 317,
(a7 HIkRES SCEITHIBRS AR, )
Job owner O O S g T R
U.ADMIN
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Security Target

1.3. EES1bikae

FCS_CKM.1(a)

TOE X, IPsec ifi{g O#EMENT TH S IPsec AEBA ED £ ALIZH\ T, NIST SP800-56B, Revision 2 6.3.1.3
i ie#E O rsakpgl-crt 5 RUCERHE D LT, 8 2048bit O RSA JEkIFRiEZE k5, £7-. IPsec i@{5 D#E
fENTIZ R\, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZic# ® Using the Approved Safe-Prime
Groups (Z50# D 51£ 7T, Diffie-Hellman 7 /L —7 14 (XA HExt Bz A pk 45,
<G HA BT o — ALK RE >
*WebConnection: IPsec {57

WebConnection D% #35% EMREDOF]H

WebConnection O —f%F] Fi & #45E D F|
BB L [Table 7—19 BS&xtGH4g & ICiidic e, AR/ 2 A RS2 8E
TVBERTGANN— 7. 2. T BAGIERERE | CTVHRTAN =" A 2T 2— AT DA FEAT

FCS_CKM.1(b)
TOE (%, IPsec @15 D5 BAAAEE, H LT SA T4 7 XA L4 O I123 T, DRBG BI%(CTR
DRBG(AES-256))% MO L C DRBG THELEZ A AL | 128bit H L% 256bit DX FRE 584 A 75,
<PBHHG DAL HT = — ALHERE >
*WebConnection: WebConnection O FLE 3% EMERED T FH
WebConnection O —f%F] & HEREDF] A
HE R [Table 7—19 BS& iS4 — & ICiidic e, AR/ 2 AR ST 5 8E
cTVAHRTA = (7.2, T RAGIHIERE ) CT VAR TA N~ A L BT 2 — AL T DR EE £ T

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#L 9% CTR DRBG(AES-256)&, 1 DY 7y =7 = bk —JFEA DAL S
3 RBG #%E¥94 5, Lid CTR DRBG i%. Derivation Function & Reseed % F|]H 3 %73, Prediction
Resistance #EEIZENMEL 2V, Y7 by =7 = hab®—jRiE, CPU ONEHNURIBICE B2 5. 2 2540 k=2 — R0
Fedk Ly I o B — AL A L — AL NI Z FEEE L TR Y L — T BRI TR DX & By I I
VH—RRBTCTHEL, raw T — X &5, V7MNEFEE XOR #HWT raw T —HXIZEENHTU Y —%RE v e
RIZHER, BT o T aia=u a2 R L By ROz bt —5% Bif7-th, = hre—fEELTH
75,

TOE 1%, 20 RBG ZFIH LU TELEA AL, mEHIEE RO R # @R 256bit & 128bit) A RIZFIH 3
%, TOE NELEAERK T 2B, CTR DRBG Ty —F~7 VU7 /W (Entropy Input & Nonce) S| /p-7284, =
fee—JRELTRIHT2Y 7y =T 2R E L, LB A XD hae —EaE RS L CTHIH 35, 2o hae—fi
1%, NIST SP800-90A ¢ 10.2.1 IZ/R&15 Instantiate & Reseed (240 e f/hr bt —&(TOE 4, &
X2 UT4RELFEIC 256bit) &L CRY, T4 ot —RNE T 5,
<BEF DA HT o — ALHERE >
‘WebConnection: IPsec i#@E7% /€

WebConnection O B 7% EHERE D FI] H

WebConnection O —f%F] Fi & #45E D F|
B E L [Table 7—19 BES&rxtGfg—% | ICidic e, i n s 2 kS 5 E
cTVBERTGAN— 17,2, T RARIHBEEE) CT VA RTAN—F AL BT = — AT D% FEAT

FIA_PSK_EXT.1
TOE 1%, IPsec HOE AL T, FTRTFF AN — RO HEFIEGENFHTXE, TFAM—ZRDH {1
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Security Target

HHT, Faoy a7 VTR L% Ve v MIl~EfSing,
« THRAM— RO HFI A G
> £X:22 307 (ASCII 3C541)
> I FTRESCT: ASCIL SLFH(T V7 7 Xy hORILF LT, BT, RORHRICT (1, ‘@, ‘%,
R A R A GR I s EP RS SR e el e 22 1))
> GBI 0 71 SHA-256, SHA-384, SHA-512
<PBHET DAL HT 2 — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEEEDOFI A
WebConnection ®—f%F] & HEREDF H
S V(A VI [Table 7—19 BES&rxtGfg—% | ICidic e, i n s 2 kS 5 E
cTVERTANRN— (7.2, T RAHIEERE | TT VU HRTAN =% A BT 2 — AL T D EEFEAT

FCS_COP.1(a)

TOE X, IPsec iti{fg ® ESP B 57 LIV A LEL T, FIPS PUB 197 & NIST SP 800-38A (& L7-#EE
128bit & 256bit ® AES-CBC #F|f 9%, 7=, TOE X, IPsec @5 IKEv1 B 5{k 7 /LT VR LLEL T, FIPS
PUB 197 & NIST SP 800-38A (Zi & L7z##E 128bit & 256bit ® AES-CBC % #7925,
<A DA HT o — ALHRE >
*WebConnection: WebConnection % H & 7% EHEEDOFIH

WebConnection O —f%F] Fi & #EEE D F|
B E L [Table 7—19 BES&rxtGfg—% | ICidic e, i n s 2/ kS 5 E
cTVBERTGAN— 17,2, T RARIHBEEE) CT VA RTAN—F A BT = — AT D% FEAT

FCS_COP.1(b)

TOE X, 77T —MERED 77— AU = 7 MRAEIZIW T, FIPS PUB 186-4 |23 & L7-#&F 2048bit ® RSA
TUHNEELT NIV LEFRHAT B, £z, IPsec 5 DY TIAEIZIBWT, FIPS PUB 186-4 |Zi#A L7z#t R
2048bit O RSA TV HNVELT NAYV AL (B LR & TV HVEAL RGBT, FIPS PUB 186-4 [Zi# &
LT8R 2048bit & 3072bit ® RSA 7 VXV B4 T VYR L (B4 HGE) 2 F 35,
<A DA BT o — ALK RE >
*WebConnection: WebConnection % H & 7% EHEREDOFI

WebConnection ®—fi%FI| FHERERE DT F
E i Y(AE VI T =AU =T R OELT

[Table 7—19 ARG HES IS, AR 24 RS0 8(E
cTVERTAN— (7. 2. T RRGIERERE | CTVHRTAN—" A BT 2 — AT D EAE FEAT

FCS_COP.1(c)

TOE %, 7.7.1 FEIZFHDOT 7T —MEREIZB W T, LLFOIIIIL TT VXV EL RGEE W27 7— A0«
T T —HDORGFEEAT), DT, ISO/NEC 10118-3:2004 (Z#EHL4% SHA-256 (2L D/ 2 EOF A3 T4
2o
(1) TOE 73> RSA AB#E(#E 2048bit) TF XNV EBX T — 2518 51035,

(2) SHA-256 T77—LU=x7 5T —ZD v aflizFit+5,
3) (DEQDEELET D, —BTHIET7—L0=T T —HNEE ThLEHWET 5,

F7- TOE (%, 7.4 FIZFEEH D IPsec BIFIZHBWT, L FOKLEIZ ISO/MEC 10118-3:2004 (ZHEPL 5/
2fEOR HEFEITT 5,
(1) IKEv1 BFFE7 /LY ALEL T, SHA-256, SHA-384, SHA-512 2k v afE0BE HAZEITT 5,
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Security Target

(2) ESP #FET7T VT VRLEL TSI Ny v 2 Ay — V38R A AT T8, Ny a7 a3 A AL LT SHA-256,
SHA-384, SHA-512 2% 4%,
(3) RSA IZ&DT VAN FELZFMLI-E T RAEM I OE, SHA-256 (285 v 2 HEORE A ETT 2,
<A DA BT o — ALK RE >
-WebConnection: WebConnection % H & 7% EHEREDOFI]H
WebConnection ®—fi%FI| FHEHERE DT F
E i YA VI T =AU =T R OELT
[Table 7—19 BEASHRHFER % IS, AR ZA RSO
cTVHERTGAN— 17,2, TIRARIEHBEEE) TTVARTAN—T AL BT = — AT DR FAT

FCS_COP.1(g)

TOE 1%, IPsec #1528 T, FIPS PUB 198-1 TiE#S41% The Keyed-Hash Message Authentication
Code, FIPS PUB 180-3 T/EFE=#5 Secure Hash Standard (ZHEL5 Frodff /v a Ay —UFBRRC X
% ESP #4545,

c Ay —UH AT 2 AR 1256, 384, 512
- 5256, 384, 512
s B E T LAY RN HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Koy a7 /VTFYXNE SHA-256, SHA-384, SHA-512 ZFIH7 %
<PHE T DAL T = — ALHERE >
-WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection ®—f%F|HEFEREDOF]H
Fo (A VI [Table 7—19 BEAMRHFS ISR, AR Z2ERSELBIE
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN—2ABT 2 — AT D EE FEAT

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec {5 TR 288 S B OLRAF S LIIED J715% Table 7-15 (TR 7, HRIHIZ L > TRIES
NI-FERTHA#E, IPsec FEAFED 7T A4 _X—Nik, BLHIAH AR A7y SSD (IR IFSND, &R NS ATt 8,
IPsec AFFHED 7T A RX—REEO B A E1T L=, 0x00 T LEXHIRT 2, IPsec TSN By aL HE(—HF
IR S8 1%. RAM _FICiRFEEND, ZNHIE TOE OEJR OFF (X0 AREIT R 570 HREND,
<BEF DA HT o — ALHERE >
-WebConnection: IPsec {5 HOFRTILAEDOHIFR, 7LV REH EOHIBR
HRERRIL IPsec 115 HOFRTILA SEOH R
- F&EJR OFF/ON

Table 7-15 ED{RIEILMITE

i RAFE WHFLAI T RIED 51k

Fa AT g EEHFIZ K o TRE S FRT | SSD BHEC X 2 Fri A bR 0x00 T_E3E

A7 gk (RS HUE(E & PRAERE) Iy EHIBR

EHEIC K > TRESNIZFE/ | RAM | EJH OFF —

G GA I B L TR L T
pOgiS IKE HI4:7 hi gt RAM | &R OFF —

(IKEvl 7 =— X | THERSh
%)
IPsec JH A i g RAM | &R OFF —
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Security Target
i PRAESE S AT WEED 71k
FET A g FIRFNT Lo TRROE 4723481 | SSD FHFT &2 FRiA g b 0x00 C k&
A g (EEHM{E EHRR) EHIbR
BFHEIZL > TRHRESNZFH | RAM | EJH OFF —
HH A LT L7
(IKEvl 7 =— X 2 TARK I
%)
T A =] IPsec SEBIED 75 4 < Gt SSD %\fiﬁ::i L REAEAIBR (S1E ?xoo ThEX
Ht TEIE(E PR RE) IR HilkR
IPsec @ Diffie-Hellman 77 A RAM EJR OFF —
~—
(IKEvl 7 =— X 1 TAERK I
%)
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Security Target

1.4. BiEEEEHAEE

FTP_ITC.1
TOE I, Table 7-16 (T~ 7§ IT ##7 & D{E 12T, IPsec 7' mha Va2 FI 2720 Fr LT —Z3F
LTEFESNDLI LT,

Table 7-16 IT #28LDiE(E

TSF 2377 FI 95 IT #4s A=Y %
SMTP H#—/3— IPsec
SMERFRAL T — /N — IPsec
DNS #—r3— IPsec
g — N — IPsec
WebDAV H—/3 — IPsec
SMB #—/,3— IPsec
<BHH T DAL 2T = — AR RE >
R SR [Table 7—19 B RHE 5o ICR#ichz, B/ 2 ERSEoHIE

FTP_TRP.1(a)

TOE (%, FEHED TOE #VE—MEHEITBHHIEEL T, 7947 PC OT7ZUH CTEIET S WC i3 5,
TOE 27747k PC BD#131%. EE 15/ A TH5 IPsec 7uba/L &R 45, VE—MEHDO-DIZrT
A7k PC 235 TOE ~7 7 ®AL=H;, TOE i% IPsec 7 2b /L COIIBEZBAMEL | MOk L WET —#
RIS DORGEL . WE T — XU EDRAERIET 5,
<PBHHG DAL HT = — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI A

FTP_TRP.1(b)

TOE %, &#ETRWAIH#ED TOE ~)E—hr7® 295 51kELT, 7947 b PC D709 THEtETS
WC L7V HRTA R —% 42445, TOE L2747k PC MOEE L. BEEE(E /A THD IPsec 7 b/l %
RIS %, UBE—RT 7 BADT=DIZ7F7A4T >k PC 535 TOE ~7 78 A L7-#, TOE 1% IPsec 7 hai/LCTD A
1E2BRME L. MO & BIET —ZIRENDDIR#EL BT —F U E DB ERAET D,
<PBHHG DAL HT = — ALHERE >
*WebConnection: WebConnection O — %% HEHEFEDFI|
cTVHRTGAN—: 17, 2. T RAGHEREEE | CT Vo HARTGAN— " A BT 2 — AT HEMEE FAT

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 |ZHEHL9 2 IPsec 7 —F T 7/ F v & FHIET S, BWHEDHN, IPsec 7aha/L LT Mt
EEZRE, BRE TN, PO EMEFIHT2283TER N,

- IPsec 7B ALRKE : N7V AR —RE—R
- X 2UT 47 bzl ESP(RFC 4303 (2 #EHL)
> ESP i 5k 7 /L2 X4 : AES-CBC-128, AES-CBC-256(RFC 3602 (2 #E#lL)
» ESP ZRZE7 /LU X2 : HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- HExe a7 X IKEv1(RFC 2407,2408,2409,4109 (= HEHL)
» IKEv1 i 5k 7 /LU X4 : AES-CBC-128, AES-CBC-256(RFC 3602 (= #E#ilL)
» x4y — 9 F—K:Main Mode
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Security Target

» SA TATZA L
® 7 — X100 SA:600~86400 7
® 7 — X270 SA:600~28800 #
> Diffie-Hellman Group:Z /L —7" 14
> ESN: #55h F70(RFC 4304 (ZHEHL)
- IKE #BE S T UHV B4 (RSA), TF AR — AD HFiT S 4
> TFUHNEL
® RSA-2048 (F4: k. B4 IRGE)
° RSA-3072 (B4 HeRiE)
FBEET /LAY AL SHA-256, SHA-384, SHA-512(RFC 4868 [ZEHL)
> 7‘5\'?(]\/\_1@$HU G
° ”Sff!i%‘ﬁ) Y9 HHATR A #E: 22 U ASCIL SCF5
FBRET /LAY A 2 SHA-256, SHA-384, SHA-512(RFC 4868 (Z #EHL)
> 7 \:ul/?a
® 7 ubmLakBl  FeE/2 L (Any)
> IPsec i JHE% &
® DefalutAction : fif 3
® I ERRGESR R E A IR  feRE T
FlfE S fERB L 72
Fr— pﬁfvﬁimﬂxm@n 9%
PN FERB L 72\

%72, TOE % IPsec X =2V T ARV —F —4_X—Z(SPD) #FHEL TEY, BHEHF IV FORENTES,
« IPsec ARV —:IP "7y hOFMEFREL T, ENENDOFMEITE BT IP Sy MR UREE - 8l - i
FEOHIHLEDIWEZITIN BN TED, [Psec NI —DBLENOA L NG RRTy NET TR ST Rk
1. R V=L THERS LD, TP X7y hOSAEL LTt Any O mbhasl @5 0: IP 7RV A (ER, F£7-
Y7 Ry MEE) R E TED,
IPsec RV —(X IP ARUY—2L—7" 1~10 D 10 7V —T ETHE TED, 1 DOBEME T, EEO
IPsec RV — MR TEINT-HE . IPsec RV —F /0 —7 1~10 OBFNEFIZBIH 5T, TRt OB SCIEAL
TEMEDE IS,
- BREE R > M > i S K
« TIANVRT I ar: IPsec RV —ICHET DR ED 2> T 5 DEIWEEZ TR bLRINTES, (Z0k
ENCOWTERFICRIL, BHEARIRT DI AF L ATHRL TV, )
> M HE  TPsec ARV — DR EIZE B LW TP Ny iﬁﬂiﬁﬁ_é
> 1M1 : IPsec ﬂfUV~®§E CEEHLUWIP Xy MNImiiEE5
<BIEF DA HT = — ALHERE
-WebConnection: WebConnection % H & 7% EHEREDOFI]H
WebConnection ®—fi%FI| FHEHERE DT
HRER L [Table 7—19 BEEAXI TG 5 | ICFdish e, AR AR SE H8E
cTVHERTGAN— 17,2, T RARIBEBEEE) TTVARTAN—T AL BT = — AT DR AT
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Security Target

1.5 %) 74 EEMRE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

TOE I, FIAFE XL T FalE B RE A2 1375, B BERE L, SRS oA 27 = — A0 DO S E R HE
T&;é TV BARTAN— L, BEERRA TR L2, BIE 2B LAUT WC T TR0 B B RE ?aﬁﬁéﬁﬁ

CEBTLHERICIE. TOE ~OfBIFRFEN BRI, RBETEHRKELZF H T2 1T/, &E
(U.ADMIN\ UNORMAL) (X, = — ¥ —FHERICIVBEES TR ENSND, HE (UADMIN
U.NORMAL) ® B# fHif e /A v izt a7 7o hETHFR 35, TOE @ UADMIN (2%
U.BUILTIN_ADMIN (£ /L h & 81%) & U.USER_ADMIN (o —H— & BEE) 0 2 FEENEET D, BiE I3
BFSAT —=RICLo TR, B T2 —P—4, 2 —F— 27— F HILEMEIR (FERRHV 4R E) 12X~ T
FRRESND, Wi EW T E U ADMIN ERIEAHT B, R ORENIRES Qe WV E BRESREZ R -2
Z Ll TEA, TOE 4., Table 6-2, Table 6-3 D7 27 A4l m\f Jzae:LU%4%@mﬂwﬁkbﬁuﬂﬁi
27— FIHETa T F—FEER LT —KFIHE D User ID %02 T5, 777 AZEHEREIC IV AR ENS
FIRESCET —2, FIHE Va7 7 —21%, TOE AOFIAFICL > THERSNAT-D X2 T A BIHEO I HIfEE
LTEHED User ID Z#E0 YT, 77/ AZEHOT 7 v AMIHEERT D, 777 AZEETHIL. Fa—RniE
ESNTORNWT 7 I AZAZOHE | 777 AL ENTBE ATV ZER 07 ARFEESND =80, Tl AT Z(FR Y7
ADT 7 EAMETOHIE 720 X 2D 71 BIEIERR W, FIEMEIXEEE O UserID HNENVYTHND, F 22—
RRESNTWDT 7V AZEO%E ., BX 2T A BIEOHHIEEL THRESNMEM AR Y7 AD User ID 23EY
WTHND, FEIE, (7.2 772 2H# 1 25Oz, TOE 1Z, #IHEELCTEID Y Th- User ID # EFEE45
e AN TAN

Table 7-17 EHEIZRMSI NI B HIEEE

(Egil = WA FFAl S | BB RE R A ¥
1E Trz—A
i — B TOE ORI # it User ID 25> —F—ntdk | %6k, 2 0, | BR{E R, WC

THIER, == SAT =R OXR G/ — BRI | HIBR
L DR EMRER ., HERERIBR DR EMRR . & HERR
DO HIEIBREITY, 22— — B S N FI & A3
L BLFIVaT BER LR, B2V T B MED
WIHEELC User ID 233% E &4, Table 6-2, Table
6-3 DFIHF T — 27 /e 2B HNEREND, 72
B, 2=V —ZHIRTIHE, Y% —F—DErEE
ThHHILELHIBRESND,

BHE SAT N | BHE AT —REHRET D, T HnE, FHE | £% (A 1%
HE IRAT—RIZIET 74V MED R ESN TS, iEH
BAGRF DR B FHXITHB VT, BV B BLE
HEEHT D,
a—P AR EWEE | 2=V A OB EEITI, RRIEERGE, 4 | £H Bl L, WC

Y — N —GRRE, ARREEE + SN — N —FRFED
WFROERINT S, BV BB IE, B ICARE
EE AL CRBIFERES D,

HANERRRFEY — N —3RE | S — S =GR TR T 2RRGE Y — N | Bk B E | #E S WC

Henre —DREEIT, HilkR
FAERIR B 02 | FRRERIE SO BIE AR E T 5, FIAE OMEfEL. | A B WC
E*)‘&Hb nfnﬂi%ﬂ&@;ﬁﬁ) ZD }’_j:__"fﬁujl ;73:’37]‘:5%4:\ TOE
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Security Target
R RE FS FFAl ST | BB RE A ¥
1E T —A
iuié*”ﬂ%% \—X—J—j—é Hic uJ:E;Ic;f{’?JJ:T%)
B HRERAEDBRAEEE L | E L7 RRRE AR RIS BB DA L 7‘&6 Lickoe | £% E L WC

fiR BRIRR ] D 48 BB E

/I/}‘/])/ ﬁ%@nu uE7j Thiéﬂf\_
DRREINDETORMZRE T2,

HAL uJ:E{’?‘JJ:

FRRE R BB B (VA | FREERIR 5 E 2V T § 5 hE, ZOBIMEICED, v | FE1T B2 WC
VEBFE LI DIUT | VA E B LIS ORI OFRGEE 1L AR5
Hne ZEWTED,
NAT—=NHKIOETRE | SAT =N (SR =R/ CFEERELET) | £F BE 2 WC
HE DFRIE B EETTD,
X VTR ER | B2V T mIEREDH R, AR IET D, iy B2 WC
e AR E LT, X 2T AHRED 5D F 0
RT AR ELFEX 2T R EIC—FEREL, FORE
EHERET 5, rv b —2%4r LT TOE DR Fikkae,
AT ARERE (RS-232C I/F ZfEH) . xvhT—
R E B LS RE 2 E ORI N LSS, Fil
RABEDEE SN EEFEITORELELEITLE
Lt B EEE R R L, FIRE B ERIEO A R
RUIZSE . EX a7 bR SR E RS
Do
H IRFIE D 28 SRS RE ARFEMEBRET D, BEEXNBRERBRELLY | £F BfE 11, WC
B 20 ARHERNEA S IZRRESND,
VAT LA =Ry MR | HAE SR ER O AT LA — R ey MR OFR | AT E L WC
M DZE T R EEIT)o
B#Eims 7 U hEHIOZ | WC B Eh o BEn 77 U MER OB EEZTT, iy WC
T HRE
S R AE i E R EIEHEREHIETHD IPsec BIEDREEITI, | Bk, £BH ., | BiE L WC
IPsec #@{5 3% E ., FATIA LT, IPsec FEIER | HIBR

FE DAk, R HIFR,

by —/RERE

Fo b —73%E (TOE @ IP 7RL A, DNS H—X
—@ IP 7RV A, R— EF% NetBIOS 4%) D
gk, EEELTH,

Bl L, WC

B m s PR ERBEOR NG, BERus ORSITE ns Y | Bek AR BE 2 WC
— = BBV EGEREOREL, AT DEEE
HIBREAT),

Ry ARE PR RE ARy ADRER FTEE 22— —DEE HIBR | Bék, £F ., | #E0L, WC

2179,

EUIES

SR AE Y325 A FE R AE

TRHIATYZE O/, REI ATV ZERY IR
IRAT —R DGR EE T,

TR, A

BT WC

Tr—AU T T T
— M fE

USBAEVAZFIHLZ=TOE D77 —L =TT v 7T
— e hE T 5,

Bl oL

Table 7-18 —i&F| A& IR LI N D% BRI RE
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Security Target
R RE FS FFAIS o | BERRER A4
1E T —A
TP SRR —RRE | 22— — SR —ROBREETT), FIHH L, kDR | 2% B WC

Hete . B D — AT R AE H BT
x5,

R AT EIHE AR 2 AD R G, P # o —P— DLl | gk, 0, | BlE L, WC
2175, il

<PBHE DA 4T = —ALiRE : FMT_MOF.1, FMT_MSA.1, FMT MTD.1, FMT_SMF.1>

*WebConnection:
HRER L

Table 7-17 &} Table 7-18 TAL &7 =— A2 WC N EE T HHERE
Table 7-17 & X Table 7-18 TA L Z 7 = — ARIZHEAE SRV DMELE T A BE

<PBIETAAL AT = — ALEERE . FMT_SMR.1 >

-WebConnection:

CBRE SR

cTVAHRT A=

BT LB = — AR
EEFICED AT —NRE

— R 2 LA AT — R ERE
R T LA o — I — kb e
BERFIT LA SR — R EE

— RN LD AT — R 38
— RN LD AT — R EEE

<BIETAAL AT = — ALEERE . FMT _MSA.3 >

-WebConnection:

CERE SR

TVBRGA N

Table7-3~Table7-14 T, WC AL # 7 =—ALFTHLL N DO#EAE
Table7-3, Table7-9: ¥ AL 27+7' V> M AT,

Table7-8, Table7-14: % AL 7/ 7V 54T,

Table7-3~Table7-14 T, #/E/ RN A AL ZT 2—ALTHLL FO#EIE
Table7-4, Table7-10: %6 Jo & 3R L T3,

Table7-5, Table7-11: =" — M (T,

Table7-6, Table7-12: %8/t 2 &R L TiEE,

Table7-8, Table7-14: {E AR v 7 AZFEE L TR 7 AR-TF,
Table7-3~Table7-14 T, 7V HRTA/N—% AL BT =—ALFTHLL T OEAF
Table7-3, Table7-9: Flill % %17

Table7-8, Table7-14: 7R v/ AR A5% E£4T

TP I AL BT 2— R LDHT 77 A EHERE

FPT_SKP_EXT.1

TOE 1%, IPsec i#1E TR T2 5 #DH S, FHHEIZL o GRESN - FajdL A #EL IPsec FEHED T T4
— MEA B S R AT RE R R HERE AR — P THD SSD ITIRIET D, LA DR 581, RAM IZIRFT 5
(Table 7-15 £ ), TOE [IfR7FSNI-FRiA#E, 7 T4 —hNiE, 15 B-Ea FE T DR A 2k L7272 | Fil
H#E 13 TOE OIEIZEENLE AT 28T TE720, TOE (X, MFP A{£12 RS-232C IF 2 FEEL TVH A3,
TS LS TN ATD . FIHAENZOA 27 2—2%FI LT, SSD OWNE T — %0 4 - LiETx
720N, £72. RS-232C IF LIAMZ, TOE D4 ER7HS SSD ONHET — 22 B 4 A X7 = — A& FEEL Ty,
SSD (F M B AR A 72 AN — T CTh BT FIFFE DS SSD 2B/ TR T — 22 B T Z &I TE20, L
FoZlns, FIAFIIRGFESN - FRLE . 7T X — Mk, B S #E Gt H T2 X TERN,
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Security Target

7.6. BESEAE
TOE i%, B G QUKL CREA RS 2, GURL ., n 3 — " —~EME T 5,

FAU_GEN.1, FAU_GEN.2
TOE 1%, L FOFEREEEXNIRHERLEL, HHIHEARLNGEER HIEOR), FROMR], 37 ¥ =7 NRBIE .
HRORERE LT D,
Table 7-19 BEEXNREZ &

P I{)‘ 7=k BE R RETR "~
BHNER *1) A BT =—R
Admin ID/ —
Y —FBFED E S User ID/ ) o OK/NG
TV BERTGA /N —
HFKxgk ID
R ATV ZAER Y I .
User ID YA VY OK/NG
IRAT — N ERGED FHfE
YRR Admin ID S0 WC OK/NG:
gk, A HIBR
LY AT —R DI H User ID YA VY OK/NG
EHENSAT—ROEHE Admin ID BE L OK
o — W —GRFERR E D E Admin ID BRIV WC OK
AERFRREY — /N —RRE DBk, A Admin ID YA VY OK
AR R B i oD 25 5 Admin ID YA VY OK
B RAL O BRVEEE IR BRIFHE D2 & Admin ID YA VY OK
SRS IKIET L Admin ID HE/ L, WC OK
(U.BUILTIN_ADMIN LISh) D27
PSR — R HHZE TR RE Admin ID YA VY OK/NG
X2 VT EE—RBREDE T Admin ID BE SRV WC OK
A KSR O H Admin ID YA VY OK
AT LA — Ny M O ZE 5 Admin ID BE SRV WC OK
k=2 avavaNitiinpr Admin ID WC OK
E(E MORIE R B E D _ o
i T Bl Admin ID BE L WC OK/NG
FoohT — B D Gk, A Admin ID YA VY OK/NG
Beten 7 IR AE 0D B 2272 D IR ON OK
B E RV WC
. NI AT L 1ID/ TR OFF
aden IR 7 2 — P RHFE ID R $RL, WC oK
B/ B P RE D BBk AT Admin ID YA VY OK
Ry A BREREIC LD Admin ID/ R
AR 7 AD Bk, 25, IR User ID P we OK/NG
TR AT)SZAE R ERRBOR SR, £ H Admin ID BB L WC OK/NG
Ty =L =TT v 7T — MERED FEST AdminID A i OK/NG
TV RYa T O ) -
User ID TVBERTA3— WC OK/NG
(Table7-3 #{E"Create”)
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Security Target

A RER

ID (7 =sh
BIEHR *1)

HAERTREZR
AR T z—A

IS

7TV Y a 7 OHI
(Table7-3 #:{E"Read”)

User ID

Bt~

OK/NG

2Ax ¥V a TDEE
(Table7-10 #2{E"Create”)

User ID

TYREYY

OK/NG

a B — g 7 OHIR]
(Table7-11 #:{E”Create”)

User ID

R S

OK/NG

T 7 I AEEY a T OEE
(Table7-12 #:{F"Create”)

User ID

TYREYY

OK/NG

Ty I AZIEY a T O%AF
(Table7-13 #:{E"Create” AERT 7 7 A5
Fa—REHELTWRWT 727 ZA&5%(E)

Ty I AZIEY a T D%
(Table7-13 #:{E"Create” #ERT 7 7 A0 b
Fa—RERELLY 77 2A%%/F)

VAT A ID

OK/NG

77 7 A%fEY a 7T O

(Table7-13 #E"Create” #af ATV Z{ER
v 7 ANG T 7 7 ALEEER L, HIRISE T2
FEAT)

T 7 I AZAEY a 7 O
(Table7-13 #E"Create” AR v 7 AN 6
T 7 7 ALEERINL, HIRESTE ET)

User ID

TYREYY

OK/NG

PRIEY a 7 DRTE
(Table7-14 #fE"Create” KRy 7 AE{FHHE
17)

RIEY a 7 DIRAE
(Table7-14 #{E"Create” R 7 AEAEETR
ELTHA L7 b7 > N EFAT)

BRAEY 3 7 ORAF

(Table7-14 #:{E”Create” AF¥x ¥y F==vw |
WHRZEy NLT, Ry 7 AR = o —HEfH»
SEARY 7 AERBELT, Ry 7 AMEFEE
17)

PRI a 7 ORAF

(Table7-14 1/E"Create” & v 7 AE1EETE
ELT/NAY— R 5{L PDF D& A L7 b7
U & FEAT)

User ID

TYHRGA S

WC

(A VI

WC

OK/NG

Ty I AZIEY a T ORAF

(Table7-14 #:{E"Create” #ERT 7 7 A0 b
Fa—REzEELTWeWnWT 77 ZA%EH%, 7
7 I AXEERRFATY ZER v 7 AMRAF)

T 7 I RAZIE T a T ORLT
(Table7-14 #:{E"Create” HERT 7 7 A5

VAT A ID

OK/NG
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TV HRTAIN—(%3)

Security Target
Py I{)‘ (F7 =k BE R RETR crm
BIEHR *1) A BT —R
Fa—RERELLT 77 A%A5H%R, 7727 A
XELFRESINTBAR Y 7 A1)
BRIEY a 7 OFE
(Table7-14 #E"Create” HAR v 7 25 User ID BE 2V OK/NG
CEABRIRL . FIRZ 5E1T)
RAFEY a 7T O%EE
(Table7-14 #{E"Create” AR v 7 ZAM5 User ID B L. WO OK/NG
CEEBR L, EE % FAT)
REY a7 D7 7 7 ZAE(E
(Table7-14 #{E"Create” fHAKR v 7 A5 User ID BAE L OK/NG
LEELZBIRL, 777 AL DEEEFET)
BFEYa 70Xy a—F
(Table7-14 #A{E"Create” AR v 7 AM5
WEARINL, ¥Urn— NEET)
BEYa7Toxr a— R User ID WC OK/NG
(Table7-14 #21E"Create” 5| A €V Z{5HR
VI ANDLT 7 I ALERBRIRL, Fyro—
R % %AT)
1Y a 7 OBE
(Table7-14 #{E"Create” /XA U — RiF 1L B oL
PDF R > 7 A5 LEA B L, R1F% FAT) User ID OK/NG
BIEY a 7 OBHE)
(Table7-14 #{E"Create” AR v 7 AM5 B L. WO
IEABRIRL . B A ET,)
RAFEY a 7 o
(Table7-14 #{E"Create” fHAKR v 7 A5 User ID B L WC OK/NG
NEEERL, a2 ©—%FfT
bF 2 7 ORI User ID EE/ L WC OK/NG
(Table7-8 #fE"Delete”) )
Rl a7 ORI User ID BRIE SRV, WC OK/NG
(Table7-7 #:{E"Delete” ) *
IPsec 7 v o 3 VHENL DI AT A ID BRff AL, WC, errNo(*2)

CDFRBIFREGERTIC R AL EA R ELO IDE 7 V=7 MNEBIFEEIT, KRB ID W) [EE %2R ék 15,
77 I A S TR BIEREE A AT DN 2D 27 KD ([HEfE : > 27 2 (MFP)) 25046% 9%,
IPsec T a Nt D EBIZIHBWTH Y AT AID (EEE : 3 A7 4 (MFP)) 3t 8k 35,

ety 7 BUSHSRE D BHAR L A& TIE, Bid n /@ B RE ORI e OVBIRHE AN BRI > CEEL, A7 A ID
([ EAH : > AT 2 (MFP)) J N—H —RE5E ID Zridkd 2,

(*2) [501]( T = a BT R — PRI E LR T2) 2 E DR E D =T — N ii kS,

(*3) #E L SMTP H—/3— SHHBERGE S —/3—, DNS —/3— m/Hh—s3—

WebDAV H—/ 38— SMB $—/—LDifE
WebConnection : WebConnection OFI| f
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Security Target

TUAHARTANR— 7. 2. T RAFIHEEE | CT VL ARTAN—F AL 2T = — AT DHRME

<PBHHG DAL HT = — ALHERE >
*WebConnection: B/ & HEERE

[Table 7—19 EAEXMRFR—E | ISGEHSN, BE0S 2 A RS 58E

R RV B PR R
[Table 7—19 BAXRFESR & | ICREHINT, AT 2 ARSI EHHRIE
cTVBERT A= [Table 7—19 B X GHG % | |[Zilfich o, BE AR ARSI E H8A4E
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Security Target

FAU_STG_EXT.1

TOE 1%, B REOf 2R, A n 7 ORG ik, v/ —"— BEREESREOREL, BEEnY OE(E
CHIBRAE B N FE N DA n E B RE A (I 9 5, ns — 3 — (X, WebDAV H— —%FIf 3%, Efn
T ORGHTETHBEEEZHEL, IPsec @EEZFHL Tl — —~Ehn/ %5595, TOE tusH—-
—MD IPsec 15 1%, 15 HHE(EE HEMEREICIVRET D,

TOE 1%, u/ A2 ns 7740 T TOE NOa— 7 /URIEREBIC —FHREEL . BENREE SR TR ELZH
R LR E LT ERICELIZG A b LUIXEEEDRE A/ B ELFITLEGAIC, XML 7 — X I &
LTI — =R ET 5,

TOE NI —RRGFESNTZus 77 uid, XML 7 —X A% LT E BLE DA a7 HIbRE 21T U2, Hl
brd 5, XML 7 —#I%, v —N—~DEFEETH, kOT 77400 XML 7 —2ZHOBRIZHIBR T2,
TOE ANIZ—BRfFEESNZn s 7740 XML 5 =2 ~T 7B AT HA 27 2 — A%, WA LA s DG
EHIBRD A THY, —EFNHE B EE DA EILT 78 AT HIEETER,

I T —JfEERE el — "= Zal FREEETET, TOE NOu— I)VIRGFRHEED W 27255
AT TEHMEEILLL T OBEREICHIFRE NS,

« IR OFF IC LD A/ U RED I T
- IR ON (LA o/ B RE D Bl it
» — P —ZHEE (BB S RADDDEHE T T A D IRFFT)
CEHF DA G, BULITHIBR
EHEDNEE B EFELLAIEE T HIBRE FITL, v — IV RTFEIEOFMIRENFRIE S DZ LT, HlR M
brEns,
Table 7-20 B#&nr T —Z DAk

Ao 75— 4 OBRYH R
o 7 E WO SR SSD IZfR 7T 5
o7 fERIIn ST s A E LT—RHEFE L, XML 5 —Z ICE#R LT
07— = ZE T B,
077 7 A VIdEK 40MB IRAFFIRE T, TtV Ihhoz (I 7
T, B 7P —=R—=~DEEDT- XML F—Z \CEWT 5, EHh,
UiEn 77 7 A VITHIBRT 5,
o ZEROREF A4 X CEHENRE LZARS L IXEERIGELESA
« 36MB (2 L1254
CEHENERE0 SREEET LRSS
XML 7 —#3Ir 77— _"—ZEE#. RO XML 7 —# BAER S LD
BRICHIBR T 5, FEREOGE. &K 7T6MB (2277 71 /L 40MB,
XML 5 —# 36MB) % TOE Wi —FHEF SN 5D,

<PBHET DAL HT = — ALHERE >
-WebConnection: BEE& o/ & HgGE

[Table 7—19 EEAXMRFR & | ISGHIN, BE OS2 A RS EHHE
BES L o 7 BRR R

[Table 7—19 EAXIRFELR—E | ICREHIN, B/ 2 ARSI EH8E
cTVHRTAN—: [Table 7—19 B XG5 —% | |[ZRldichic, AR 2 A kS ¢ 58 E

FPT_STM.1
TOE 137my7fiea AL, BHEF DT TOE ORFZIEZZE B T HEEL UL T 5, BEd /ISRl R 1E
W7y 7BRED DI ES D,
<BEA DA HT o — ALHERE >
-WebConnection: [Table 7—19 EAX G FR % ICFGEHESNTZ, AR 2 A RS H8F
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BRI [Table 7T—19 BB SRHES B I HESNz, BEn/ 2RSS HEME
s TVHRTAN—:  [Table 7—19 BRI FEL—E | ICiiHichz, BArs 2 A RS 5HE
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1.7, BEHETERM#RE

7.71. 7 v 7 T— MifsE

FPT_TUD_EXT.1
BEE L, BE SR B LT WC TR BIFRAERS . & B ﬁf77~,&r7:7/\~/a/®ﬁ%ép B RTTED,
Fo EHEL, VAT T AT DHNVEL T —HERELT USB ATV TOE (ZHEEL ., #E Sx1
THBIFERERE  BEE WM C7 77— AT DT v 7T —MEREEZ RITTED, 77— L0 =T 7 — 22, VAT A
avha—F7 Vo hartn—Jt oKl 7y — 02Tl SHA-256 I[CL o TCHRHLIEEK 77— 07T DNy
YA fEE R (7.7.2.0Z508 D B O 7 AMERE CRIH T 2) BREENTND, TUXNVELT —H1EL, SHA-256 THH
L7 7 =20 =7 T —HD 3 2fEBIZx LT, FIPS PUB 186-4, “Digital Signature Standard”(ZiE#i > RSA
FIOHNEBL T NAY XSGR 2048bit, B4 AF—2b PKCS #1 Ver 1.5) TEL LT —ZTh D,
BHEFENT 7T —MERER EITLIZRE, TOE I3/ AN— V&2 BT 2R RSA AR (#E 2048bit, i
KFZ TOE IZA A= LS TWD) LT, 77— L0 =7 7 — 2D T V2 NVELRGEE FEhi T %, B4 AL
DRI TG AR, BAE RSB EEZ R R, 77— L0 =7 O EZRZ LI IAT DR, BARIEDRIILTZ
GAIE, 77— AU =T R T — AT =T DNy 2 fBIERE A ANV T D, T UXVEL FGED IR, TR
Dy,
(1) TOE 75> RSA AR 2048bit) TF VXN B4 T —2&1E 50T 5,
(2) SHA-256 T77—ALU=xT T —HD v affizFilt+5,
3) (DEQDEELET D, —BTHIET7—L0=T T —HNEE ThLEHWET 5,

<BEF DA HT o — ALHERE >
‘WebConnection : 77 —A Y =7 N— g UHEHERE
¥ LA Vg T LU= T N TR RE
USB AEVCEA T 7— L0 =T T v 77— MkHE
TP LU =T T T T = AT %D USB AL BT = —A

7.7.2. BT X MHAE

FPT_TST_EXT.1

TOE (X, &I ON KplZ, L FORITRLIZT AMIMEREIZF L . REDPRESHIZGE | B E &S %
FRL ., BEZF L B E2 TRV RERICBAT %, ZHUCED, TSF 2Ei 357 7 — LV =7 De ez
MR TE D,

Table 7-21 HC.TAb

No. P F Ak
SHA-256 CRH LK 77— 72T Oy vafil, 7y 75—
VAT LA b —TEHDOK MERET TOE ~A > X =L E&NTony ¥ 2 fEFERIZFEER ST
W77 =L =7 WAIEN—3T 5 Z & 2R, TOE TRHIHT AR 5L714 77U %
Ny Y a fERRAEDRIR L 72 B,
KHEFT LTV XK 2 BEAfiET A b KAT test for SHA-512,

_ L KAT test for HMAC SHA-256, KAT test for AES encryption
Wait74 77 . ) )
2 N (CBC, 128-bit key). KAT test for AES decryption (CBC, 128-bit

7Y X4 SHAHMAC % ) g

key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for Diffie-

Hellman % i,
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Security Target
No. PIE 7 A K
b=l LTRIHTD Y 7 b =7 23 E L., DRBG B%k
BELI7A4 77V DO~V AT A L (NIST SP800-90A ¢ [11.3 Health Testing| (2%
? 73U XA DRBG 3%, Instantiate, Generate. Reseed DIEEEIZ DU CREAIfiET A
) % FEhE,

<P HALET = — AL HERE >
- EEJR ON oo B 7 A Mg RE

7.8. FAX Bt aE

FDP_FXS_EXT.1

TOE NEIEFT LT 7 VAL X7 2 —AOF|H FiEEL T, ARERE I UM FAX B850 D07 77 A5 &
FIHE DA SN IS FELTT DT 7V ARG DD, 77 I A BT = — AR CEZERTF TSN NS T —4
1. BEREAAFTEIORLIEZTZ 77 AL ERLTTH D,

TOE 1L, 777 AET LMEREA FEIEL THY, Super G3 bV BI OGS Y ararz R — 45, 777 AE
T NE, TV RAEZE DI EFEITL, AREEN LT fhoa~ 2 RiE— i, £72, TOE (X, PSTN &
LAN O3y hT—2 7V DR T DRERE R FiT2 72\,

PLEDZENS, FIHE N TOE D7 77 AA BT = — A& FWTHI ] TXHDIT, 777 AEZEDHTHD,

<P HALET = — AL HERE >
T F P A BT 2 — A KD T 77 A2 EHERE

Pk
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