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1.4.2.1. EAHAE
PATIZ, TOE DRAREREE T T3,

Table 1-4 TOE D EAME4E
No. Function Definition
1 | 7V MEfE FIFH#E D LAN £ CTE 1 3XFE%Z TOE ([ —KHRAEL. RIS 2H%HE,

ATk PC OFVAAARTAN—=HLLIE WC 236, BFE& TV MRy 7 AT
BT UEL—HRETED, £/2. WC 5/ ATU—RiE 5k PDF Ry 7 A~
T EE —HRAFTED, FIHE DA TS —RHRAF LT SCE O
RlEFEITUGES . 5% 4% 7 30E1E TOE M BHIREND,
2 | A¥vUpRE R LD BB SR DLOBIEIC LT LEEAS v CTHARD, &
FICENZEHL T, 255 (E-mail. WebDAV, SMB) 2% HE,
3 | v —HkRE FIABICL DB SRS OFEIZL > T, HOTEE A v THiA B T,
Pt A B0 7o G 248 5 FI B3 B e
4 | 7o AMRE WA 77 )7 mbhaE DT, AR ER R A HEPSTN) 2/t LCarE
TS T DR,
S F SIS
BB R FDDER AR EL, ML EE AR v TR Y., B SCEICZE #
LC, HELICHN T 7 7 ARG T DHERE, BB SR nD | ARy 7 RITR
FEINTWHETLEL T 7 VAR ETHIELTED,
<77 I A HERE
ST 7 7 AN EERR R E S LB SUEE 22 T A RE,
5 | CEOHRFEBMOHULIEEE | MARYI A BHIATVZERY IR SAT—RHFE{L PDF Ry 7 AZET L
EERAFE, B LIIRG LI E 1 3CEZ B 384 6E,
ARy 72 LT, LB AT v CTHEAID & 7 CEITE L TR,
IFAT VR PCOTVABRTAN—E UL WC O T XEE T, 777 A
HEICE S CRAG LI Fa— RN &7 7/ ALERRIFTED, Ml ATVZ{ER Y7

:ﬂbf T 7 I ARERRIZ L > TR G LT T 7 VAL E R R AT TED, 7SAT—R

54t PDF Ry 7 AZH LT, 7947 b PC O WC OB 7 SUEARFTX

50
AN 7 AARAFES NI E T SCEL, BB SRV BHIR], SMTP H—/ 83—
[WebDAV #—/3—/SMB #——~D7 7 A VLEE, 777 A%EE, WC 2D
SMTP #—/3—/WebDAV H—/3—/SMB ¥ —/R—~DT77A/LEF, XU
RPN TED, ATV SZAZR Yy 7 ARTES N TE A CEIL, BE S h
B, WC mbA 7ra—RPTEB, 7SAT—REF5{b PDF Ry 7 ZRIFS
NIZE T SCEIL BB SR DE AR Y I AS~DBRF R TED,
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1.4.2.2. %21 T 1 HHE

LLUFIZ, TOE O 27 (B4 itk 42,
AR =D F S Z EOREHALICB T 2HHEIX, TOE 2M2E9 5 tF 2 U T AR Thie o,

Table 1-5 TOE OtV T (REEE

Function

Definition

R AR RE

TOE ZF|HLISETH2E BT AFIHAE THHI LRI HE D DRSE LI-5kBIRE
AEE A > TIRFEL |, 7 ATAI SIS 7= 72102 TOE OFHZFF A
TAHRERE, MBI ATYZERY I AT 78 AT HGE (T 77 22534 R) . FIH
B DOFBIRBREITIN Z, BRFI ATV ZER 7 A SAT —RIZLBF8FED Eht 5,
PR F UL TOE B & Ak BIRRREE A THOA (R E FERE 5 T M O RRRE D —
PR— Al T DY — R —RFE T DD, AEEEITITLL T OMENE £
s,

G L7 BRRE IR ER RIS ER B L. S 7 e o T A R RE AR 12 1R T A% RE
BT AT, AU SAT =R &2 23— 0T TR R T DR RE

SAT—RO A ERET DI DI EE N T ORE LT/ N SAT— R ED
S T2 LT S AT — R T2 2 Bk b iR

R FRGES N e — S — OBAER — ERE 72\ (B HELH 233 8 L7 Rf[R 720 )
BE. FDRyar kT4 HRE

77 A RE

TOE WODOLREE KL, FFAISHIRIHE QBT 7B AR REL/2 D L1,
G FE~DT 72 A%l R 3 HHHE,

LAN ECTO@ENIC, F—FEHE~T I EATERNIICTHE BT 2HRE, 7
—HRE AL OAF T, EBRAIAGE SN BT YR LD I L RGE
b,

{5 RS PR e

LAN FIHFFE Ry b — 7 RO LD ®iR A& Ik 28888, IPsec 12
Lo TEEKERET D, 7747 PC, SMTP H—/3— SEREEY — 3
—.DNS #—/\—_ mr/ " —,— WebDAV #—/3— SMB #—/3—L TOE
DEOMEIE T =5 & H 5 b %, 3.0 LRI L > Txy b —7 E&ifing
RAEE PEZE 5L 2L TR#ET D,

BRSO R L DH TITh DT L2 RAE T HHERE,

TR VT E R

P RS BE CEREE S M- B (U ADMIN) . — %% Ji & (U.NORMAL)
N, FNFNOEENCRMESNT- TOE OBXaUT 8EEICRET53%T. 21
AT T % L ARAES HHEHE.

B AERE

TOE O MBIV tFaVTABETLHR (LT, BEEFREY)) Ons %
HERFERELLLICE ARy 7 — 2L L CREi T o1RE, v/ 77 Vi, M
BEHEZ VTR — =R ESN, o/ — =l 52LR T
&%, 7uh=LiE WebDAV Zfi M35, WEE A7 M RE 1LY R —hL722
VY

A A

TOE O77—ALU =77 v 77— NeBtad 500, 7Ty 7T — Mt RO7 77—
=7 DEEMERIEL, ZNNIEROL DO THAZ L MR T HHAET v 75
—IMERE), TOE OfLBh R IC R A28 U ERZ S AT IR BB I BT 375
ZETT LU= T OFEEME IR T HHRE(A T AMMERE),

FAX Jy Bt ae

TOE ©7 77 A I/F 3, PSTN & LAN D7 —4 - 7V V% R T DTz I fif
AIRNZ LB ARAET DI AE,
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1.4.3. A

AR ST THEMTLMFHEOEREERT D,

Table 1-6 7

Designation Definition

T E BALEFHIT LTFRHERE DN REBE L LI EHET —2ThD,

HESCHE HMESCEIL, CFRRIBRE DI RAEFF MR D CETH D,

LRECE PRIZET L Oxt5E72% (Storage and retrieval IZEDIED RS L72D) EF-

T 7Y A GE T 7 ARKBRIC LD AREIRRE L CINB T 7 7 AL IEZAE T H30E

var /“+EE_%%:Lméﬂéi§@ﬁ&U%$¥®kﬁyxyi1$uﬁ@i§
HRHETED,

WC Web Connection, 7 74 7> k PC ® Web 77 U %i# LT TOE 2#/ET 5
HEHE, A X7 = — A,

B AL TOE ##/ETA7-00HFE M a sy ha—TF A R, X FRNRXNVEET 4 2T

LA THERR S 1L %,

2¥xFa=y b

TOE THIXENLXY, BEEZHARY | BT —HIEBT D720DT A
A

o

FYrHa=y b

TOE THIRIMIC A S iz ilifg 7 — 2 ZFRIE 9 2 7314 A,

W= ha—Fa=y k

TOE % il 9~ 2 44 1E,

Ty —AT T TOE ZHl|H+T2Y 7 v =7,

CPU Hp L SR LR A

RAM RIS L TR SN DERAE Y,

SPI Flash TOE OEIEERET 5 TSF 7 — ¥ DMETE S 2 BUH AR [ e AR A E Y,

SSD 2566GB OB MR R RFEEHUL, 77— v =7 BEAXARRy U —
INEDT 7 HAIKTH VAR RAE TR RTHEOOEESTET —4
TOE OREMET — 4, BTLENT 74L& LTRIFIN D,

Ethernet I/F TOE & LAN %Z#ifid 57- DA > % 7 =—Z, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥4~ — h %,

USBI/F TOE & USB 7 A AEHHHT HT200DA L F T =— R,

RS-232C I/F D-sub9 B EZ N LT, TOE ~ U TN T D ENTEBAL L H T = — A,
TOE &R —E R~ A T F o AERE T T %,

SMB %15 Ax ¥ LT —4#% TOE WIIRFSN TV L EFLHREE, avBa—
B—THRZDT7ANVIEHR LT, a v Ea—F =) == 7 3 V&
—~IEET D IR,

WebDAV %5 AX X L7eT—4#% TOE WIZBEFENTWEEFLEREE, 2 Ba—
H—TADT7 7 A MIEHL T WebDAV H— — 27 v 7 — NI HHEE,
0 7Y —N—~n FEETIHAICBERT D,

Ry A TV MERE. T 7 7 AR, CEORMF LI H LRI W T, FIAE
EF—ZLFAE Y 2 75— % % TOE \CE T D6, EHATIT, FBiE& 7Y
VIR I A RNAT— RIEELPDF Ry 7 2 MBI AE Y ZERY 7 A,
ARy 7 ARFIFTE 5,

WFE& 7V MRy A —BFIREN, 7 T7AT L FPCOTI L H RTA 1= L LIIWC s
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Designation

Definition

U MERER FEAT LIk, B UEN—RRF SN D, —RFIHEI, BEAS
FN S —HRFRE ST XEOHMMAZFITT D LN TE D,

AT —RIE 51t PDF Ry
z

—RFIFAEN. 2 T4 T > F PCDWC nHANAT— RTHF 2k & 7= PDF ©
HlS U< ITMBRFEEEIT L, BT CER—FRESND, — A FHE T,
BUE NI S —RREESNIZEF CEOHRS L IMMREEEZEITTH 2 LR
TZ 5,

HIATVZAER Y7 A

777 AERICEVZE L F a— RBMRESNTWRWT 7 7 ALEE AT
T 5, BEEFEDEG] ATV ZEHE THGI AT Y ZEEEDCRE LIZEEI
FIATEZCEATIIADCHESNTND), F/-, HHEEL M A £ ) Z{EH
ECTRE LMK AT ZERY 7 ANAT— RCR#EIND, MlHl AT 5%
BARY 7 ANRAT— REMS> TWA R REIL, BExVET T4 TR
PCOWC DG, 777 AXEEZRY T LN TE D,

PN

—EFEED, BEDTATIBAR Y 7 2K L, BB, 7 T74T
FPCOTIV U HRTANR— L LI WC LB LEERFECTES, 77
7 AKEREIC KV ZE LY a TICF a— PR EESH TV AEA, HESNT:
ARy 7 AT 7 7 AXELRGET D, —BFAER, BEBFTETHMEA
Ry 7 K L, BIEARFL, 7547 PCOWC HEALELRY H
¥5,

i
ez
W
i

77 AERICEVZELIZF a— FBREESNE T 7 7 AXLEZBAR v 7
AR D HEE, AR Y 7 ZOFTHE Th 5 —FIHE S EBE R, BmA
Ry 7 A AN L BRZAEM S AY — R ETE b,

Fa—R

SUB 7 RFLALE(F ID TSNS, BURSZEDNANIHE SN TOD AR
v I ANT 7 7 ZEETHERITIE, A EAR v 7 A DGR LR E
NRAT—R%ZFa2—ROSUBTRLAREEEID & LTANT S,

07 A AT, R E BT SN D 2 U T B 0% S, TOE 1213,
—5F] A& (U.NORMAL), & #4E (U.ADMIN)D&EEINH 5,

— BRI R
(UNORMAL)

—FH#E (UNORMAL) & L CTOEDFI A FF el SR+, FIF#E A 2—
Y—g, 2= — AT =R FHEHERRL Trs A ARSI LIz, — R &
(UNORMAL)EL CifllE 5, =— P — i TRt D REA FI I TE 2,

B
(U.ADMIN)

EHFE(U.ADMIN) & L C TOE OF|HAZFF S 7=FI &, TOE OEHEITIL,
ay Ay FEOENIEY, 2 ——E#HE (U USER_ADMIN) L E /LA A HL
(U.BUILTIN_ADMIN) 23% ., & B8 ) [ CHE SN DX 2 7 & B AE 2 F]
HT&5,

Ay
(U.USER_ADMIN)

FMMEN =Y =24 2= = S2RT = FHEHERHY Tas AR
K, = —¥ —FHF (U.USER_ADMIN) & L CGlBll= 15,

BV
(U.BUILTIN_ADMIN)

BHEARAT— NEMBFRAE, FAENEHEE SAV—RTrs AR
B, BV S E (U.BUILTIN ADMIN)E LTRSS,

Y-t A<

= RARRT— REMBA AL, FIRABER I —ERXA AT —RTRr I A Z
R L7 RE, Y— b A CREE SN DMEEZFIA & 5, TOE ORES N
TR BT R— T 5,

User ID

TOEMFIHIE &5 53 2mkn . FIHE R A AL 56 RIS B IEE
LCBErTOND, —RFIHE, 2= —FREDL G, 2 —F —F D%
FRA A EN E THND, E/VM T, A OEEERF2ED Y THhD,
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Designation Definition
0y A FIRBEIPSILVT iV S L CGRBIFRGEZ FATL  BRAIFREEIC AP L7254
TOEZFIH ATREZIRREIC T 52 &, #E/ 3L WC, TV ZRTGA/NN—=NBFATT
x5,
2—F—4 — RS, 22— EEEN, A UL T v L ELTA T T A

T AREERIEOL S TORIX2— =4 12k > TRIAFE DB —F —0EH
WEHBT D, 2 —W —EHREE TR HE A B ET DERIEREL, LRI AE R
TEAR,

0y A RAT—R

RN, o AL T o3 L ELTA S TE820 — R, KAIRLEEZRIEOS
A TOEIFRT A2 /32T —RIZ Lo TR 8GR T 5, =—Y —/SRAT—F | EH
HRRT—R | P —ERRRAT =R RH D,

2 —HPF— 2T —F

—ERIHBZE OO A AT — R, RIRIEEFEIEOS G, B T — —F 2%
BT RFAZER I —F = RT =R &R ETED, —RFAEIL. BFD2—
PR —REEETED,

BEE NAT—R

EANUEBREDOOT AL 27—, TOEH 1L, rE DEBEE AT —FR
BRESNTEY, TOER B ICE VM U EEE NINHENSLEE 45, LIk, &2
FENETTED,

P—E 2RI —R

PR~ DUT A NAT —R,

— A A IR

EHEN—RAAEOTOEDOFI 212 1L 3 2868, FHE X, = —F—F ki

IZBWTRERES = User IDMIC— WA 1S Lo Tfkﬁtp[ﬁ%%%é — RERI A
IEAFRES Tz User IDZFFO—MFIHE B0 2347 L7356, TOEIXBE
FHF TR AE B EEIET D720 4 FIAE T 1] J%E&L\ TOEZFIHT
R0,

B MR

BIHE B —RF B CE AT ZB TOTOEOR AT 3 280, &HE1L, =
—F—EERRERE I W TR SRS 7o User IDf 2 BREMERR DR & LIRFR A T
%, BEREMHEIRD R E SN Iz User IDZFFO—FIFE BN E B EHIRHY Trr A
IR LIz, B EI CTOEAZ R T&D, EHE MR Tféh'@\fxb\
User IDZFfO— KA E 2 EHEMEROY Trr (2 F T LI 6, TOEIZM
AT TR B SRR RIET D720 B SR A I In s A uﬁ%,ﬁ&b\ TOEZHH
TERV,

P REIBR

ﬁ’sfiﬁﬁi‘*ﬁﬁ‘*lﬁﬁ%‘@ﬂ)ﬂEfﬁ%ﬁ’r“ﬁf%‘“%ﬁﬂl‘ﬁﬂ’é%%ﬁ'é BHEHEFL, 2——EH
FEREIC W TR RS 7= User D8 (ZHERER PR OR% ﬁ&ﬁﬁ#ﬁ*?ﬁ T&D, HEREHI R A
%HéﬂtUser IDEFF>—EFHE DT A2 FATUISE . TOEIXF A A
RN RE D UTZE FER S LI THREA LR Ti’%ﬂ“?‘%ﬂi&) il FR et B O g
ERATE W,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST . LL F® Common Criteria (LA, CC L32) 1T 4595,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST 1%, LLF® PP, Errata (2475,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NSRRI BLL FOSMAIE L, PP O%E K@D [Exact Conformance] Thd, D7, TOE FEj1% PP &
—HLTW2,

+ Required Uses
Printing, Scanning, Copying, Network communications, Administration

- Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition
3.1. Users
TOE OFHF L, LTIz D,
Table 3-1 User Categories
B2y ¥4 E

— xR — R & Z— B 2— W — R — R CHERBIERAES N F

(U.NORMAL) (U.NORMAL) #, — R 2 (U NORAML) D& E| &R,

. (=i EHF Lo CEHFHERE T 53, 2—F—4, 22—
a—P—EEE < e - g, (1 2 =
(U.USER_ADMIN) (U.ADMIN) P 2T —R | EEEHE RS CHAIFRIES L= F] A

- %, EHE (U ADMIN) D& E| ZH >,
R (=gt BHE AT — R ZL > TGRBIFRRES IR HE, BEE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D& F5-,

3.2. Assets

TOE (BT HRFEEEIZLL FOBY TH D,
Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data
User Data 1%, LA F D 2 SOFERIDEER SIS,
Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form

Information related to a User’s Document or Document Processing
Job

D.USER.JOB | User Job Data

3.2.2. TSF Data
TSF Data (%, LL D 2 SDOFERINBERKE D,
Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o )
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation

Definition

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on
the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network

communication.

3.4. Organizational Security Policy Definitions

TOE 73328194 ~x OSP LA TR,

Table 3-6 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document Processing

and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation

Definition

A.PHYSICAL

Physical security, commensurate with the value of the TOE and the
data it stores or processes, is assumed to be provided by the

environment.

ANETWORK

The Operational Environment is assumed to protect the TOE from

direct, public access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to

site security policies.
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Designation

Definition

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site

security policies.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
21/ 82



KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST o o
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING ] )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition
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5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FGS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable
SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
24 /| 82



KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

5.3. FGS_IPSEGC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG_EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 180312011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/TEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the PP/ST:

- There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to : No other components
Dependencies : No dependencies

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting
or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, ‘4, “$”, “%”, “/”, “&”, “*”,
“(“, Y, assignment: other charactersl];

*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,
and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
31 / 82



KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements

6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[2:L].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [Z2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchicalto : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
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trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies © [ECS_CKM-2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [
« NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

+ NIST Special Publication 800-66B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM-2 Cryptographic key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_CKM.1.1() Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
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FCS_CKM_EXT4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to :  No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
FCS_CKM.4 Cryptographic key destruction
The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ¢ No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a device).
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of |a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
Dependencies : [EPPITC I Import-of userdatawithout-seeurity attributes,
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
- FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A1

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Dependencies ! [EDPITC A Importof user data-without-seeurity attributes—

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard”].

Extended: Cryptographic Operation (Random Bit Generation)

(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A) using | CTE_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access

among controlled subjects and controlled objects using controlled operations on
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controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [Z2L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [ZEF5#4/RICE T, X BEERE~DFIHE DT 2R3
Zl.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation: | document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit 8 View scanned | Modify stored | Delete stored
Operation: | document for . . .
; image Image Image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a image or .
Operation: | document for Release MOd.]fy G De]e.te o]
. ) Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document to . 3 ,
cend as a fax image image image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
| Receive a fax Image or Modify image Delete Image
Operation: . Release of received of received
and store it )
printed fax fax fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store e Modify stored | Delete stored
Operation: stored
Storage/ document d document document
trieval L TR
re Job owner (note 5)
U.ADMIN denied denied denied
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U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation: . ) .
Job queue / log job job
) Job owner (note 1) denied
Print : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create scan View scan Modify scan Cancel scan
Operation : . . .
Job status / log job job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy Cancel copy
Operation : . . .
Job status / log job job
Job owner (note 2) denied
Copy . .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax Cancel fax
Operation- ; . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £
. Create fax 1,6W ax Modify fax Cancel fax
Operation: L. receive status . L.
receive job /i receive job receive job
og
F
a.x Fax owner (note 3) denied
FECEVE Ty ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat: Modif;
) reate View storage / e Cancel storage
Operation: storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
;)r'agel Job owner (note 6) denied
POV Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
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process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership

of received faxes is assigned to a specific user or U. ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

- Note 5: Fax receive (210 create &7 ED Job owner I Note 3. 77 A7+ PC 3Bk (E8n - 30E

@ Job owner I Note 1, A& v T & W CARKRSINZLED Job owner % Note 2, /AU —RNiE 51k PDF
R T AL DLRIEIZID create ZiL7=CED Job owner (L Notel £33,

- Note 6: Create storage job {233\ T, Fax receive (ZJY create &1727a7 @ Job owner | Note 3, 77

6.1.

A7 vk PC 75%%1%%%7’:“)57\‘0) Job owner IE Note 1, AF v % HWTAERKIINIZT a7 D Job owner
X Note 2, /SAT—FREE 5t PDF R v 7 ANBDERTFIZED create L7227 @D Job owner 1% Notel &3
5, Create retrleval job @ Job owner (% Note 2 &35,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3l] unsuccessful authentication attempts occur related to [=27
SNRD —FICLBFRFE FERIAT YNGR NR DT —FIC L BRFE, EVL A EPE DR

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSF shall [f7p#/ER EhiS 15 % TG FHE Dr2
ANRDT — ML BRAFE I, AR E S5 F TR AT Z G 2 RN
—RICEDFRALZ1Z 1, TOE DEYRE OFF/ON L CREB D SIRIEZE I AFSRIF R E 127 E S
T BIEIERE T8 F CEIL M R DR AFF 2 IF].

FIA _ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZHEIR, BEAEHFINR #HHIATYZIGHR Y IZXNDT 2HEX
#A.

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

lower case letters, numbers, and the following special characters: [, “@”,
i A | A A R A A A A A
] e e T A A NN . 1/ Pt ol ™ =2
xR0 )

*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 77 2.X52/5, TOED K EEHGR 5L N ZR 2D ZIE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [A &7 XX F7—5 1 XFHFIC % "F/=11" @ D Zn]

to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 772 X5Z/5, TOED I BERER TS N 2D
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.
Dependencies FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EFEEHIR HEAEHIIR, HATIZI50> 2R~
DT ERHE.

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—H#FF/H 1 1 7372
FESHTOBEE, T HZ I BE 17 b F = T B a R FE T3, B P TR
GER TR FHE D EPEE RS ) T T B 5 222 R 1217
TetF2 YT B RTET D).

The TSF shall enforce the following rules governing changes to the user security
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attributes associated with subjects acting on the behalf of users: [ ##/XEYZ /54
PRNRD —ROFEFITIE I LI 5 Z2GF B DB AT ZNGD Y ZZNDT 2R
FHINT B, HHIATYZER Y ZZNZT —RDOGRGNZ R LTEE 5 7% 2T 2 D)
AEVZED S P RNDT 2R EZ ML) FF).

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)
Hierarchical to @ No other components.
Dependencies ¢ FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

X271 LR E

disable, enable

o — AT

modify the behavior

B AP RE

modify the behavior

miEESE R modify the behavior
TR ATYZIE modify the behavior
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —/HFFIHIF1L " —REFIFIZIEDRELR 114 %
/] the security attributes [ Table 6-6Security Attributes| to [ Table 6-57
Authorised Identified Roles).
Table 6-5 Management of Subject Security Attribute
Security Attributes Authorized Identified Operations
Roles
Create
U.ADMIN Delete
User ID —RERI S L — R A 1k O g bR
U-ADMIN BNR Y 7 ADFTHH D% E
U.NORMAL
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. . Authorized Identified ]
Security Attributes Operations
Roles
U.ADMIN
WA YT AD owner TH | AR YT ADOHTAFHOZEH
% U.NORMAL
Delete
PR HERR U.ADMIN
{5
Delete
HAERE IR U.ADMIN e
AxX e
FMT_MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t No other components.
Dependencies FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values
to override the default values when an object or information is created.
FMT_MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to No other components.
Dependencies FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a UNORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operationsl]
[assignment: other operations]
U.ADMIN
= NR D=
. U.ADMIN, the owning
modify
U.NORMAL
FEHIATEYZNGA > 2 RN — [assignment: other operations]
BR U.ADMIN
modify
. . [selection: change default, query,
assignment: /ist of TSF Data )
modify, delete, clear, U.ADMIN
not owned by a U NORMAL) i
[assignment:
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Data Operation Authorised role(s)
other operationsl]
BHZ NI —F modify
H iF (g # modify
SRTAG— R M modify
H Bz 7 Mg modify
ARAERR ] B e modify
AL E
clear
(U.BUILTIN._ADMIN L{#t)
AN — NI modify U.ADMIN
modify
IR GE Y — N —ZE [assignment: other operations]
B HIZ 7R Al O 2L I AERRIF ] modify
modify
RN —ZFE [assignment: other operations]
) . [selection: change default, query,
[assignment: list of software, .
modify, delete, clear,
firmware, and related . U.ADMIN
. [assignment:
configuration datal .
other operationsl|
Tr—ADUzT modify U.ADMIN
FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies: ¢ No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer

to Table 6-7).

Table 6-7 list of management functions

management functions

X a7 R LR ERKRE

A— PR AE (2 — — S AU = RO Rk ZEHEHERE KON, User 1D, & BLEMEIR, #AE I (R #l-9-Dhk e
a@ite)

— —FERERR E K RE

AMERERE Y — /N — R EHEHE

e {5 HELE {5 A LR RE

Ry T — I FRIE DGk 22 TR RE

H IRp oD 28 R e
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management functions

B m s PR

VAT LA — Ny NRF[E 0O 28 B RE

HEhas 7 o M O 28 R RE

EHRE TR DO BEREES I fREREE I O 48 H i RE
PRAT—R I A TR RE

FRRIE IR R (e H B fiE oD 25 R B e

FRFES k1% (U.BUILTIN_ADMIN LISk) 27U T kEHE
Wy ARG PRERE (B ARy 7 AD Bk, A& — Y —2E i D ea i)
HI ATV AT R Y 7 AR ERRE (VN SAT —R OBk, AR A ET)
T LU =T T V7T — MERE

B RAT — R R ESRE

FMT_SMR.1 Security roles
(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF
FPT _SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT _STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST_EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchicalto : No other components.
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FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions] prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination

(for O.USER_I&A)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall terminate an interactive session after a [£&/E R/ DLEE, X F7A
F— Pty MFRIIZ L o TCRIESHSHFR], WC DBE HE)2 7D MEFRIIC L > TRES
ASHFR, TV RTAN—DBE, Iattrs a2 ).

6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to ¢ No other components.

Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [IPsed to provide a trusted communication

channel between itself and authorized IT entities supporting the following

capabilities: [authentication server, [SMTP#— 3 —, DNS¥—/N—, m73%— ¥—,

WebDA V3 —,¥—, SMB#—Y—]] that is logically distinct from other

communication channels and provides assured identification of its end points and

protection of the channel data from disclosure and detection of modification of the

channel data.

Refinement: The TSF shall permit the TSF, or the authorized IT entities, to

initiate communication via the trusted channel

Refinement: The TSF shall initiate communication via the trusted channel for

[authentication service, mail service, DNS service, log transmission service,

WebDAYV service, SMB servicel.

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
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FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [IPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit remote administrators to initiate

communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users| to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected
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FCS_IPSEC_EXT.1
1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
3
FCS_IPSEC_EXT.1
4

FCS_IPSEC_EXT.1
5

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
i
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
9
FCS_IPSEC_EXT.1
.10

FCS_COP.1(g)

Security Target
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to : No other components.
Dependencies : FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [¢ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4304 for
extended sequence numbersl, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [284] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies : [EDPITC A Importof user data-without-seeurity attributes—
or
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FCS_COP.1.1(g)

FIA_PSK_EXT.1

FIA_PSK _EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-354,
SHA-512), key size (256, 83584, 512 bits], and message digest sizes [256, 384, 514
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies :  FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*” “(“, and “)).

The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-

512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance o
Assurance Components Description
Components

Security Target Evaluation | ASE_ECD.1 Extended components definition

ASE_CCL.1 Conformance claims

ASE_INT.1 ST introduction
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Security Target
Assurance ..
Assurance Class Assurance Components Description
Components
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 | Operational user guidance
Guidance Documents
AGD_PRE.1 | Preparative procedures
) ALC_CMC.1 | Labelling of the TOE
Life-cycle support
ALC_CMS.1 | TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &2V 7 A RE B MO AF AR A FRITTRT,

Table 6-9 The dependencies of security requirements

PEREZL I geaislen ST Clii 7= A7 B LR RIFBMRZTS - L QUi i
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1()
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
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PRREZAT: IR ST Tt 7 A7 BER IRAFBIFRATG T2L TR
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPseciffs (FCS_IPSEC_EXT.1) ®

FCS_CKM_EXT4

FCS_CKM_EXT4

Bt 77T —MihE
(FPT_TUD_EXT.1) DA 1E.
FCS_CKM.1(a),
FCS_CKM_EXT.43iii 7= 72 a3,
SRR I bW =D R
W,

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA _UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

AL v MERESSE W ey b —
AOHEFIIA G R A BRI L TV
W2,

FIA UAU.1 FIA UID.1 FIA UID.1 N/A
FIA_UAU.7 FIA UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT _MSA.1 FMT _MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
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BEREZE(: 117 BAfR ST T 7= 3 A7 B4R IRAFBIFR AN T2 L QU WL

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE N 2% VT A HERED BRI ARE R T,
Table 7-1 EX 2V T (e —&
X2 )T AR R

4
o

el FR AR AE

T e AL RE
(ERele 12

e 5 IR S PR AE
T2V T 1 P RE
B AR AE

e {5 R IR RE
FAX 77 Hepre

RN o IS T I NI ST T NG Y G g

1.1, @A RREREAE

TOE 1%, FIFZE NSV T o v V2 TG L CRRBIGEREZ ATV, BGEDRE A FF e R F LIS 7= B 720012
TOE OFHZ T A3 Ll FB AR RE A T2 it 972,

FIA_UAU.1, FIA UID.1

TOE I, Table7-2 {2/~ 93 D DF8GE S Xz YR — H, EHE N — Y — R ERRGE TR ETE D,

BE I H LT WC 205 TOE 2R3 2856, 20— —4 ., 22— — AU —R8 FHEHERE AT 5,
BV R LU TEE S AB LT WE 25 TOE %%Uﬁﬁ*féi}%é\ VR E B HOa s A B DG
BEE AT —RE ANS1T 5, TV ZRTA3—=0n0 TOE 2458546, 2—Y—4 22— — AU —K%Z A
7195,

TOE 1, ANSNI=I VT i )V el TilBERREE FEMEL | RN LT=% A D& TOE OFIHEFF Al 35, SM5H
PR —FBFEF DB B ESNTWBEGE, AIAE T2 — Y —£ Lo — — XU =R AT, SMERREY — N
—ID #AJ19%, TOE X, =2 — W = ZIEESNIANBRRGEY — N —I038) | IRE SN FERIRICR L T, 2 —
P RRAT =R AER LI — S —#IC LD E B2 B I > TE B DR LT I SERRER T, BN R L7z
BAICRRRE R W5, BV A A HLE ORI FRAE \mmjit@pxﬁéa:%bﬁﬂi B ISR EE & FRGE 5
TEMEND,

TOE i%. 58 H| ATV ZAZ ERRRIC W T B HE DRHI ATV ZER Y 7 A SR —RE % E T DR A T Ik
L. 3EH IR HI AT ZER Y 7 A SAT =R PR ESIVTND, FE SR E LLIE WC 25l BIRREEIC B LT
*ﬂxﬂfﬁ%ﬁ) FRHIATYZAZR Y I ANT 7R AT DL, Wil ATV ZAZGHR Y 7 ARAT —RIZLDRBIENE RS,
PRI LTS B DB T 7B AT A S5, Lo T, BHATVZER Yy 7 A NAY — R L7200 —fF| A7
(= 6@%”%%) BRI AMRAFENT T 7 I ALEERET HZ LN TER D, MBI ATVZFR Y I ARAT—R D
FARENE, BRRE A RO EIZHOL T, FWICARREEE R N CEMS D,

FRBERAEIE _EROA v AT = — A ’%ﬁm“ét&b BELE N WC BT —MNMEEREE S e i, — R 2
PN OHAIFRREEZ FHEL . AL T25E . TOE Z#(ETH2ENTED, 12720, HHEDR T AL, o
B OFRBFBRENEE LS NDT28 zkuimﬁﬁ%‘#ﬂlﬂ% TOE ZF|H T 5L1FTE70,

TVBRTAR—=05 TOE 2FH 32554, xtiityiaridzed, TOE ﬁ)@%ii%xmbtﬁ# mCEI
EENDILT U (=Y =4 22— P — AT — ) [ X0iBBIERFEE it 95, AP LT-5E . R 0%
%J&L“C*?FIEH%L(U NORMAL)ZHIV YT, %Y A HERITAET5E +3LHELLTTOE _ﬁ'd?a“é e
MLT=356 ., ZE LB+ 3CEE TOE IR AT TR T 5, TV ZRIANN—L, FEE N TOE ZFIH 35 F
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B AR L 720,
Ak FREEZ AT DR ATREZR B, TRLOIE
« T I AZAE,
- TOE DR EEMRIB LI OEREORELL T Rt EA A HE,
> BE SRRSO IEBIERE R (T 7— LT =T DN—V 3L KRR E)
> BRE RO Va7 FRoR
> BB SR D DI R FERFETE
Table 7-2 = —¥ —ZRIER EMRE
FRRES FRIFERIE
TOE MiBIRFEEIT), 22— —Zta—P—/RU—F | FHEFE SRT—R | ##
ARRILETRFE HIATVZAER I A RAT =R, TOE 28RSO DIEHRE — T2 Lo h
o RAR

TOE MAMERFRFEY —/3—(Active Directory) %] L CikBIFRFEE1TS, TOE
I, =—¥—4% Kerberos version 5 7' mh=/L&F|HL TR HE B EL4
HERRET — N — B L I SN TR L T — P — AT — RIS AR
Lica—H — 8L DE 52TV iBIERRER F2 92,

ARIEEFLRE ., SR — N —FRRED W T I THBIRREZAT), FIRE e 1
FATIRICRERE T a2 B INT D,

S — S — TR

AARLEE + S — N — 3R

<PBHHG DAL HT = — ALHERE >
*WebConnection: EHLHEIZLD/ AT —RHFE

— RN L D AT — R ERGE

BRI AT VZAZR Y 7 AD/RAT — R iR
BRSOV B (BN B BRE) TR DAY — R

EHH (22— —FHHE) 2L/ AU —RERGE

— R HE LD AT — R R

BRI AEVZAZR Y IV AD/SAT — N8
cTVBERTA = — RPN LD/SAT — NG

Ml

FIA_ATD.1
TOE I3, ——& HRE TRk iz AN A IS, I HRIELL T User ID, EBEHHEIR, HEREH] PR

DT VAR TEFRT D, Flo, FIHFBEEL T, BHI ATV ZER Y I A~DT 72 AL EFRT D, Wi AT
[FRYIANDT 72 AL, TRE| AT ZA5 % EMREEICLDIRFI ATV ZER 7 ANAT — RO EIZL > TEBX
N5, Flo, EVMUEBFEORHE BIEEL T, User ID #E#£ T 5,

<BHHEFT DAL HT = — ALFEHE >

*WebConnection: &EHHIZLD2—V—5EkRE
BHEIZL DB AT Z(ER 7 A AT — R BGER THERE
PEREASRIL AL D — Y — B ERRE
%E@%& Ykl )(;E‘) 'fDT/?X/\Xy [N g&ﬁ?%ﬁ‘é
FIA_USB.1

SRR 2= IR DNHRRRREIC I L T2 . TOE (3R E M (User ID, & FLEHERR , FEREH]
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(R, S AT VSZAZR Y I A~DT 7B AME) & BB T D, VR S BLE DG BIZR AR T L= . TOE 137
J%& )@ (User ID) Z B fH1) %,

ZDOWE, User ID IT—KeFI AT IR ESIV TV D6, TOE (354 4 FI IS BEAH T 7R 13 8 M Al e
T5, Flo, 2= —FEHELL Tl AU 2 FATUIR A ICE BRI 5ESN TORWIEEA | iSRS
BEELAT I 7= F & B i’%ﬁ&%féo

— BRI A SRR R R :&%Ltﬁ& ﬁﬁﬁ%l%%U%{%n“{yﬁxf\T&szﬁ‘éﬁ%‘é\ PR ATV (G R Y I ARAT —
NIZXARBRED E R E L, 785 Ejzijjui 4. TOE | 2*%% HEOFHE BHETHLMEI AT ZER T A~
DT 7 AMER TN T D, i %H&Ltzﬁu . TOE 3% 4 FHE ORIHE B THLIRHF AT ZAE Ry 7 A
DT IR AMEL BN D,
<BES DAL AT = — ALEERE >

*WebConnection: EHHEIZLD/ AT —KNE3

— R LD/ AT — R38R

BRI ATV SZER Y 7 AD/SAT —R38E
B L BEEFNC LD/ AT — R

— R LD/ AT — R38R

BRI ATV ZAE AR Y 7 AD/SAT —RFEE
cTVABRTA = — I E LD AT — G

FIA_AFL.1

TOE 1%, A& OMBIZRGEICB W, FHENHLNLORELF o7 [m3(1~3 [B]) LI o S iz
FILToRE % YR A OFRREAAS (T D8R B F AR IE M RE 2 42 -5, R I B ME R M -2 T\ b
A FIHEELTORR uﬁﬁeﬁﬂzlﬁléﬁ&n~#~£ﬁ%&f@m AFR IR IR R SN D,

BV VEELE OFRRENE IS5 A TOE OFEJ %A OFF/ON U, 8D EVEEL IR FRFE 3R E IR E
STV B IRE Z R 14 ;mﬂﬂt%ﬁﬂpfﬁ%ff‘é —RAAEL LT = —EEHE ORGEME L SN 56 ., 72
RIEFE IR IR RE Gy ViE BRE SRR AR BB 5k D 1Y R RE R AT 9~ D2 & CRlaEE 1L 2 R 35,

TOE 1%, AN — N —3RGE S UL 55 BFERE Ch RIARIC, LR ORI OB EE M5,

SR ATV ZAE R Y7 ASAT — R OFBIFRREIC BN T, HFEENHOLNUD R E LT =27 E%(1~3 [E)ELE
DG I BN U T, 3R AE Y ZAF R v 7 AR — R OFRGEE 2 1E T 5, JRil ATV ZFR Y7 A/ AT —R D
FRREAME I SN A PRGEE IR BE TR VEHLE DN RGEI R B D T B BE & AT 9D 2 L CRlGEE I 2 fiR b
75,
<PBHET DAL HT = — ALHERE >
+WebConnection: EFHEH D/ AU —RZBEE

— RN O/ SAT —RFEGE

BRI AEVZAZR Yy IV AD/SAT — R 8
RE L EELE D /NAT — RRGE (22— — 4 BLE)

BHE O /RRAT —REEEE (B VM B HE)

— R FE D/ SAT — R

BRI AEVZIFR v 7 AD SR — R385

cTVBERTANN— — BRI D/ AT — K8
- EEJR OFF/ON

FIA_UAU.7

TOE 1%, %6y ar OFGELPE (F/E 2 b LT WC o017 A 1B W TR AL /R AT —R | 5iif| A
FVZER I ARAT =R AT DHEE ANENT-LTFT —H 1 LFEIC D@ % FKRT 5,
<PBHET DAL HT = — ALHERE >
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*WebConnection: EHEIZLD/ AT —REEE
— R LD/ AT — R R
R AEVZIER 7 AD/RAT —RBEE
BE L BHE (2 — P —FHE) T8/ AT — 3G
BHE (BN EBE) 18D/ RAY —REHFE
— R LD/ AT —REE
SR ATV ZER Y 7 AD/SNAT —R38G

FIA_PMG_EXT.1
TOE THIHFEH SAT—R LU TR ATREZR LT, T 7 7 Ry b RICF- LN 7 BT, s (7, “@, ‘4,

“$” ©“Q/ A “&” 1234 “(“ “)” @_» X “[” “]” L L L T AT T “l” [1332} “{” “}” AR TSP TN {3
i A) i ’ ’ ’ ’ ’ ’ ¥ ’ > L ) ’ ’ i ’ > ’ ’ ’ + ’ < ’ > ’

“P S BINANR—R) Thd, BHIATVSZER I ARRT—=RDOEE . EERICNZ " (F T N3 —T—a)h
FIATE?, HHEIL, /AT —FE%E 8~64 LTFOHFFTH ”ETE) EWTED, Lo T, /W SAU—FRE &
LT 15 LFEU EORESEHRETED,
<PBIET DAL BT = — ALHERE >
*WebConnection: &EHHIZLD2—V—5EkRE
EHEIZEIDMH AT ZAZ Ry 7 AT — NRGIERR E AR
BHE LD AT =R BRI ORE
— %R E LD/ AT — R R E R RE
ERE SRV EEFIZ LD — W — Gk e
EHE X DH ATV ZAG Ry 7 A SR — N EGIERR E R hE
EEREIC LD EHE AT — RO E
BEE LD AT — R ORE
—EFIHE LD S AT — R ERKRE

FTA_SSL.3
TOE 1Z, #1301, WC TRHBIRRGESIIEFIHF D LL FOSRMETIC LIS 6. T Dty a2 T35,
HRE SRV FIHF I GBI LA N T LTS, VAT L4 — Ry MR (1~9 53D TR T
R RB LTS A ., u/ T U RSN,
-WC: FIHE ia,ﬁz&?;%ﬁz CEDMENTE T LD, HEInZ 77 MER(1~60 450 [ Tl &l
RE)RmLT=SA ., u/ TU RSN,
TV ERTGA/N—T iﬁaﬁty/a/ T2 TVHRTGAN=INBLERSNIZAE DN Z b -Bica s (v
L, ZORBLD5E T HZIIa T T RNAT,
<PBHHG DAL HT = — ALHERE >
-WebConnection: —fxFIHEICLZa7 1
(e A =P/
R L —RFIHEIZLD0n T A
BEFIZILRT A

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
57 |/ 82



KONICA MINOLTA bizhub C651i with FK-514,
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Security Target

1.2. 79 &A%

FDP_ACC.1, FDP_ACF.1

TOE /%, Table 6-2, Table 6-3 DF|H#H 7 —27 7 Xl F&-5% Table 7-3~Table 7-14 |[ZFEH D@D |
MMESCET =2 ERE Va7 7 =2 ~OBIEZHIIR T 2, FF ISR WEIBRIZOWTIE, A ¥ 72— 2% IR
AH LI EARREE CRIR | E21E, BAFEERITR L CTHERRD W e D B E TERWE DAY E— U ROR L
it 32,

AR EEIC X0 A SN 7 — %R (U NORAML) A3, Table 7-3~Table 7-14 @ Create #:{E&ZFEITLIZ
Wi, Va7 Fﬁﬁ%(Job owner)&720), TOE [ I XELLUIT a7 OFTA HIE#HEL T User ID #iték 3%, TOE
X, BHE (U ADMIN)® Create #R{EZ EITT DAL ¥ 72— A4 L72\, 777 A% EH%HE(Fax recelve)
1%, TOE O#AE/RLIZ, SN T 77 ABD T 7 7 A AF1280 Create BAENFEITEINDT-D, 777 A5 5
fmci%)u ITaT O A E R HEEICH S TONH(1), Fa—R) émﬂ\fxbvﬁxx{a

B T 7V ASCEITRFIA TV ZAZ Ry VANMRFEINDT2 |, T 7V AZAZFE T OV a7 Pra &1L, Ml A€l %
1:.?‘/770007 REm5— R #E L725(*2), F a—R MR ESNTND T 7 IV AZAGOE G 77 7 AL E TG
ESNIAANR 7 ANMEIFEEND T2, T 70 ZAZ G5 H% DOV a7 A &1L AR 7 ZADOFTH & ThH—iH I E
Noad A E LD (*43), 7SR —REE 5k PDF Ry 7 25 D1AF (Storage/retrival) (X, # AL 7 7V NEFT
BEC ., PRAEDS TR E SN L EE/SAY — R 5L PDF Ry 7 2B B0 H L, B /EE O AR Y7 AMEFETHIE
IZ&Y Create #ENEITIND, RIFEITHOLEL LI a7 OVa7 A E L, ARV AOFAHE THDL
—WFRIHE L7225,

TOE 13, 2 — ¥ —&EEAEIZ I\ T, FELE 2SR 18 (R T REZR A 2 I BR 3~ 2 B RE M IR % E &
ZCD, TOE I, %Uﬁﬁ%‘&l@@&% Bl BRICEN T, HIFRS RERE DA 47 = — A% RS LITHEAEA R
RETHEIRT D, Lo T MRRERIIR 2SR E Suiz — R 413, Table 7-3~Table 7-14 D5 H iR & SpAEZ IV
TR EZ R 281X TER Y,

TOE I3, S| ATV Z 55 EREEIZ W T BELE D — R H ORKI ATV SZAZ Ry I A~DT 7B A%l (R
T AR AT ZERELH A TRY B IIREIATYZER Y7 ZSAT — R k> TT 7B ARHIREN TV
%, TOE 1%, FIHZEBYEDIRFIATVZAER Y IV ZAND T 7 AMET TN T, ARh7e8E . 32 45 H & Ol A€
ZAGRY I ANDT VR AZFFAIL, BN 256 | 3SR B OB ATV ZER Y I A~DT 7 e AEES T 5, &
ST, WK ATV ZAEHR Y7 A SAT —RE L2V — R 1%, Table 7-3~Table 7-14 D) HI&EH| ATV ZFHR >
JANDT 7R APEI B EERI T 52813 TE7e0,

TOE (T, Ry 7 AFHREREIC BT FHEE L LT FIHED, AR Y7 20T A8 (User ID)Z i ET 5
e, FHEDHLL ‘iﬂﬂ)\ﬂ?/ﬁxmﬁﬁ%ﬁ%é IEFIRE D, AR 7 ZADFT A # (User 1D) %28 53 A HERE
2 TR fBAR 7 ALEH AR 7 ANITRIE SN CEADT 72 A% HIR T 5, TOE X, i AR 7 ADHT
H#H (User IDIZFENT, —fFIHZMFEC User ID ZEF 05421, i 4B AR I ADA L HT 2 — A Z4RAEL
TS ENR Y I ASNDT 78 AGF AT 5, — )7, —HHF D25 User ID 2Fi 255 121%, TOE 13#% Y
AR YT ADA LR T 2 — A% IEFRITTH=D, Table 7-3~Table 7-14 TiZ 48 AR T A~DT 7B AN VE
R EERIHT A2 LT TERN,

<Table 7-3~Table 7-14 D1 &>
TOE N4 27 = — AL D@y,
PN: #4E %/, WC:Web Connection, PD: 7V ZRT A/ —
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KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,
Sindoh D742/CM6107/CM6109 with FK-514

Security Target
KPP OFLHIT FFEOMHY,
O:TOE ¥R —rT 560D, -:TOE 23R —RL722WEH D
R FRCOEY,
*1:U.ADMIN
*2 IR ATVZAZAR Y 7 ANAT — %515 UNORMAL
*3:F a— R CTHRESNE ARy 7 ADOETA# CTéhs UNORMAL
Table 7-3 D.USER.DOC(Print) D7 7 &R #I
BIE | RAEFTREARFIHE A BT =—2R I
PN | WC | PD
Create Job owner - - O | FIRlA3E1T,
U.NORMAL - O - | FAVIRT VM FEAT,
O - N2 =R B PDF (ZxfLC, FIREZ R EL T AL 7k
TV FAT,
Read Job owner O - - | BEE& TV IRy I AN ILE L BIRL T, ET L E 2 —
IR,
O - - | BRE& TV MRy AL L EAEINL ., EFIRIEEAT,
(AR ZE T2 R0 SCEITHI BRSNS, )
O - - | 7RAT—RE; 5k PDF Ry 7200 CEZBIRL | FIRIZ
FAT,
(FIRNZIZ SAT —R A3, FIRIGE T2 ScE13H!
PRI, )
Modify Job owner O - - | FRE& TV MRy Z ADLOEIRNZ 3T, BRI B4 5
17,
Delete Job owner O - - | BRE& TV MRy 7 ANGSCE A HI R,
O - T | RRU—RBEAk PDF Ry 2 A5 EEHI bR,
Job owner O O - | a7 HIRIC S STEHIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan) D7 7 & A4
BAE BRVE R REZRF (BT —R T
PN | WC | PD
Create Job owner O - - | AR Sy MIEREEYRL T, 777 RAR P A=
U.NORMAL — WO (77 7 A5 e & br<) A HREL T, B EEE
17,
Read - - - - | 72l
Modify | Job owner O - - | Create #/FE Tt B8 EZL FE1T,
Delete Job owner O O - | AT HIBRITAED SCEHIBR,
U.ADMIN
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Security Target

Table 7-5 D.USER.DOC(Copy) D7 7 A#l4l

BAE | BRAERTRELAIRE A BT =—2A .
PN | WC | PD
Create Job owner O Ax ¥ o=y MIFRRE Y LT, At — A= —HHE )5
U.NORMAL b —&FELT,
Read Job owner O Create #{F4 91T,
Modify Job owner O Create #/ETIt HEX E % FAT,
Delete Job owner O O Tav BIBRICED SCEHIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 & AHil4H
BAE BRVE R REZRF (BT —R T
PN | WC | PD
Create Job owner O AXyFa=yMIFRZEY LT, 77V AIAX Y A=a
U.NORMAL —HETNGT 77 A58 e a3 IR TEE A AT,
Read 2L,
Modify | Job owner O Create #/FE Tt B8 E % FEAT,
Delete Job owner O O a7 BRI LR SCEHIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 R {#
BIE | BRAEFTRERFIHE A BT =—2R .
PN | WC | PD
Create Job owner(*1) TOE OffERL, SMBT7 7272030 F a—RZFEL TV
WT I Ra %R,
TOE OF{ERL, SMRT7 77200 F a—RERELEZY 7
I A% AR,
Read Job owner O O ATV ZER Y JZNLT 7 VAL ELBRL, XFET
Ea—% KRR,
O O AR I RANST 7 AL EZRIRL, LHE TV E2—% K
7Ro
O BHIAEYZAER Yy I ANST 77 AL ELBRIRL | HI 31T
& FAT,
(FIRISE TIZEV 7 7 7 AL EZ T HIBRS LD, )
O TENR Y I ADDT 77 ALEE BRI | FIRIFEA T4 FAT,
(FIRIZE TI2& 7 77 230CE T HIBRES LD, )
Modify Job owner O ANR Y7 AN ET 77 AL EZFHIRIT DB, SR EE
F1T,
O O THNR Y I ADDT 7 7 AL EL BRI | bk,
Delete Job owner O O FR AT VAT R v I AT 77 AL EEHI R,
U.ADMIN
Job owner O O TENR Y I ADDT 77 AL EEHIBR,
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Security Target
BE BRVE R REZRF (BT =—R T
PN | WC | PD
Job owner O O - | T ACEBORIRI a7 BRI 7 7 7 ASCEOHIER,
U.ADMIN
o | O - | AR T ADHIBRICAED 7 77 ASCEDHIER,
Table 7-8 D.USER.DOC(Storage/retrieval) D7 7z A#i4Hl
HBfF BAEFTREZ R _ ;I’/&\;;n >; = .
Create | Job owner - - O | RurAMRAFEFAT,
U.NORMAL - O - | BYIARIFEHEEL TH AL I T Y M FEAT,
O | - | - | 2¥vramoNchiize s N T, Ry s A A= 2 — i
SIAAR Y7 ZEFREL T, Ry 7 AMR1FE AT,
O - | 7NRU—FIEES{L PDF ISR LT, Ry 7 ARFEREL TH
AV I NIV M FEAT,
O /AT =R 5L PDF Ry 7 ANSTEE IR, 54 R
1To (BINRSNIZSCENEAEE O ARy 7 A H))
Job owner(*2) - - - | TOE O#AFEZRL, SMBT7 727 A8 F a—RZ&4REL TV
W 7 I AZAZ R BB ATV ZIE R I ANT 7 I AL E A
TR AT
Job owner(*3) - - - | TOE O#AFERL, SMBT 772030 F a—R&fE L7 7
I ARG FEESNTMENR Y I AT 77 AL EZARAT,
Read Job owner O O | AR AL LE LRI, LET L 2—2 R,

(77 AL ERBRL, 777 ALEOLET L E 2—IF,
Table 7-7 ® Read #AEIZLVHIES D, )

O - - | AR 7 ANBILEEZEIRL, IR, %5, 77721285
HEBE), A=W e ET,

(77 AXLEOEHIREERL, 7727 ACEOHIRNL, Table
7-7 @ Read HEIZEOHIFEHEILD, )

O - | AR AP ILEEEIRL, BEF, Fvra—R, B,
=W N EELT,

@) - | ATV ZER 7 ADL L EERINL, FUrn—RE3E
17,

O - - | 2SRT—REF AL PDF Ry 7 A0S 3CEERIRL, (R 175%
FAT,

(BRTRIIZ SAT — R A DS, PRT75E TS &0 SCEITHI
FrEns, )

Modify Job owner O O - AR Y7 AL ELIRL , R,

(T 7O ALE#BRL, 777 AEOMREL, Table 7-7 @
Modify #{EIZ IS, )

O O - | Read #AEGEE ., FIRDIZIRW T, ISR EE ELT,

(T 7 7 AL FEOINRIEERL, 7727 AL FEO RN 31T D)%
A€, Table 7-7 ® Modify #/EICL0HIEISND, )
O - - | BEIABVZIER I ANLT 7 I AL EERRL ., WEG
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BAE BT RE R ALHT z—A

BEH A
PN | WC | PD
MET),
Delete Job owner O O - RN > 7 295 CEEHI R,

(777 2L EBOHIERERL, 777 A2XEZOHIKIL, Table
7-7 ® Delete FAEIZIDHIEISND, )

O - - XA —RIE 54k PDF R o7 AD35 SCEAHI R,
Job owner O O - B AR > 7 ADHIBRIZED SCEDOHIBR,
U.ADMIN (777 AL EOHIBRE RS, 7727 ZALEOHIBRIL, Table

7-7 O Delete #AEIZ LV HIEIEND, )

Table 7-9 D.USER.JOB(Print) D7 7 &A1

BAE BT REZ R ABT 2 —A

BAEFIE
PN | WC | PD
Create Job owner - - O | 74T VR PCOLILEERINL, TV ZRTA—THI
U.NORMAL ZFEITHR . BB SRV TEREE& TV MRy 7 R — R AE

SN CEA BN, FIRIZEAT,

(FIRIZE TIC XD CZ3HIBREN D, )

O - | AT PC O WC DBLILEERERIRL, ¥ AL INT Uk
EFEITH . BB SRV TREE& TV MRy 7 R — AT
SN SCEERIND, FIRIZ AT,

(FIRISE TR CZIFHIBREN S, )

O - | 2947 R PC ® WC 368320 —Rif 51t PDF (&%
BIRL, FIRIZHEEL CHE AL IRV e EATH, f3ES
FIVTHRAT—REE 5l PDF Ry 7 A6 — R RIFS N
AR . FIRIZ 5217,
(FIRNZIZ S AT — R A 050 3, FITRISE T2k 0 SCE XA

FrRIbd, )
Read Job Owner O O
U.ADMIN VaT RRERR,
U.NORMAL (AT =R 51k PDF O 5 a7 2R, )
Unauthenticated | O
Modify | - - - -] L.
Delete Job owner O O - | YarRmLYa T HHIBR,
U.ADMIN (BRE& FV MRy 7 ADSDHIRY a7 D4 a7 il

BRiCEDICELHIBRS D, )

Table 7-10 D.USER.JOB(Scan) D7 7t A&l

HlE BB R eI & AL RT 2 — A

AR5
PN | WC | PD
Create Job owner O - - | AT 2=y MUEREEY LT, P77 Z A AR A=
U.NORAML —EENOISE (777 A5 2 ) 2 EL T, #EEHE
7o
Read Job owner O O - VaT RRERR,
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Security Target
BAE BRVE R REZRF A BT z—R s
PN | WC | PD
U.ADMIN
U.NORMAL
Unauthenticated | O
Modify 2L,
Delete Job owner O At =y MT R R HEA B T, TR St 2 B i
T IEZFEITHLUIANY TH—% M FL, BEikfvar
DHIBRE FAT,
(a7 HIBRIZEY CED BRSNS, )
Job owner O O VaT RanbYaz EHIER,
U.ADMIN (a7 HIBRIZEY CED BRSNS, )
Table 7-11 D.USER.JOB(Copy) D7 7 A#il{#
BE BRAE T REZLFI A BT —R .
PN | WC | PD
Create Job owner O A¥ v =y MIFfEE Yy LT, 2t —A=a —EMH 5
U.NORAML I —EFELT,
Read Job owner O O
U.ADMIN . e .
U NORMAL a7 RIRE IR,
Unauthenticated O
Modify AJOR
Delete Job owner O AFpF =y MTIY R FEHE A B F1T, AR B0 A B 1
B T IEEZ R THLUIA N 7 — & L AE Iy
7 DOHIBRE FEAT,
(a7 HIBRIZEY CED BRSNS, )
Job owner O O Vaz RmbYaT BHIER,
U.ADMIN (a7 HIFRIZE CELHIFREND, )
Table 7-12 D.USER.JOB(Fax send) D7 7t A
AR HAE T RE7R R 3 A BTz —A s
PN | WC | PD
Create | Job owner O Ax ¥ F =y MIFEfMEZEYRL T, 77V A AF YU A=
U.NORMAL —ETBT 77 ASE A BRI TEE & FT,
Read Job owner O O
U.ADMIN . e .
U NORMAL Va7 RN IR,
Unauthenticated O
Modify 2L,
Delete Job owner O A% o=y MTEVRFGHE AT I, R HE2 B0
H i T A EITHLUIA MY 7R —2 M L Z 1k Ya
T DHIERE FAT,
(a7 HIBRIZEY CEDHIBRS D, )
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DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

(B

BERTREZR R

AR T =—A

BRI
PN | WC | PD
Job owner O O Vaz RmbYaT Bk,
U.ADMIN (a7 HIFRIZE CELHIBREND, )
Table 7-13 D.USER.JOB(Fax receive) D7 2 Al
BAE BRAE T REZLFI AET 2 —R .
PN | WC | PD
Create Job owner(*1) TOE O#AERL, M7 77 A0 F a—REHEEL T
WT 7 I AR,
TOE O#AEZRL, W57 77 D F a—Rafg €Lz 7
I Ak %ZAR,
Job owner(*2) O I ATV ZIE Ry VRIS T 77 AL EZ BRI | FIR AT
& FAT,
(FIRISE TIZEV 7 7 7 AL EZTHI RS LD, )
Job owner(*3) O AR 7 ANET 77 A E AR | HIREITE2IT,
(FIRISE TIZEY 7 7 7 AL EZTHI RS LD, )
Read Job owner O O
U.ADMIN . e .
U.NORMAL TaT RN TR,
Unauthenticated O
Modify AJOR
Job owner O O VaT RanbraTz EHIER,
U.ADMIN (AR a7 OFE | a7 HIBRICED 7 77 A30ED HIBRE
N5, )
Table 7-14 D.USER.JOB(Storage/retrieval) ® 77 X
BAE BRVE T REZR A (BT —R T
PN | WC | PD
Create Job owner O | RyZ 2MFAFEELT,
U.NORAML O Ry I ARAFEAREL T AL 7M7) b FAT,
O A¥yF 2=y MIRRZ Y LT, Ry ZAA= 2 —E i H
SR ARy I AZFRTEL T, Ry AMRAF%FAT,
O R AR EEREL CTSAT =R 51k PDF O&Z AL 7k
TV M FEAT,
Job owner(*2) TOE DAL, SMBT7 77 A0 F a—REHEL T2
WT 7 JAZAG e, 77 VAL EEREFIAT)ZAE R Y7 A~
AT
Job owner(*3) TOE O#AEIRL, SMIT 77 A0 Fa—REELE7 77
ARG 7 7 P AL EEAR ESNIAANR v 7 ARAE,
Job owner O TENR Y 7 AN EE BRI | BRI, #EF, 777 RICED
U.NORMAL HE B, a8 —DWT I EET,
(77 7 2L EDHIRNZFRL, 7 77 2A3EOHIL Table
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Security Target
BAE BRVE R REZRF (BT —R s
PN | WC | PD
7-13 @ Create #R{EIZIDHIHISND, )
O - | AR I AL L EETRL, G5, FUrr—R B, =
E—DWTAEFET,
Job owner - O - | BHEIARYZAER I AL T 7 VAL E AN, X —
U.NORMAL R& AT,
Job owner O - - | 7NRU =I5 L PDF Ry 7 ADDLEERINL , RIFEE
U.NORMAL 7o
(PRAFITIT AT =N AT 3L BE, RAF5E T IS KD S ITH]
FrEbd, )
Read Job owner O O
U.ADMIN EWE SN o
U.NORMAL (SRT—KRK; 51t PDF O 5T a7 %R,
Unauthenticated | O
Modify - - - - AJOR
Delete Job owner O - - | A=y NIV EREHEA D TS, SRR R B S
I CIEIEEFEITHLUFANY T —2 M T L Z o
DHIBRE FEAT,
(a7 HIBRIZEY CED BRSNS, )
O - - | AR I ADRLOHIRE EITUI . Aby 7 F —%
L. fE Ik a7 oRIERE E1T,
(a7 HIBRE S SCEITHIBRS 720, )
Job ownex ©1° Va7 TR a7 E IR,
U.ADMIN
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Security Target

1.3 BES{EHRE

FCS_CKM.1(a)

TOE . IPsec iB{g O8RS TH S IPsec sEFA ED A BIZIV T, NIST SP800-56B, Revision 2 ? 6.3.1.3
HZEEH D rsakpgl-crt T EEHELD FIE T, 8 2048bit D RSA JEXIFREEA LR D, F7=. [Psec @15 D8
MESTIZEB W T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HFilZit# ® Using the Approved Safe-Prime
Groups (ZFL# D KL T, Diffie-Hellman 7 /L —7" 14 (2 X5 FERIFREEE A B% T D,
<PHEF DAL HT = — ALHERE >
*WebConnection: IPsec #{Ei%

WebConnection O B 7% EHERE D F

WebConnection ®—fi%FI| FHEHERE DT
HREAR L [Table 7—19 AR GHS RIS, AR 24 RSE 085
TVERTGAN—: 7. 2. T RAREREE | TTVHRTAN—" A BT 2 — AT DHEEE AT

FCS_CKM.1(b)
TOE %, IPsec @15 D5 BAAARE, H LT SA T4 7 XA Lk 1h O I123 T, DRBG BI%(CTR
DRBG(AES-256)) % F-OMH L C DRBG THELEZ A AL | 128bit H LT 256bit DX R 584 A a5,
<PBHET DAL HT = — ALHERE >
-WebConnection: WebConnection O % Fl & 3% EHEEEDOF A
WebConnection O —fi%F] & HEREDF H
HE R [Table 7—19 BS&xtGH4g & ICiidic e, AR/ 2 A RS2 8E
cTVHRTA R = (7.2, T RAHIEERE | TT VU HRTAN =% AL BT 2 — AL T D EE FEAT

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#L 9% CTR DRBG(AES-256)&., 1 DY 7y =7 = bk — R DAL
n?d RBG #%£¥#:94 5, Lig CTR DRBG i%. Derivation Function & Reseed %% 3 %723, Prediction
Resistance #EEIZENEL 72V, Y7 =7 = bt —jii%, CPU OWNERRIEIC B 5.2 D50 = —RE D
JedkL a0 o B — AL A L — AL NI FEEE L TR Y L — T BRI TR DX & By I T
VH—RRBTCTHREL, raw T — X &85, V7MNEFEE XOR #HWT raw T —HXIZEENHTU Y —%RE v e
RICHLHE, BT 2ar T aa=r 7 & FE L Mk hoe —Re B2k, = b —fEELTH )
T 5,

TOE 1%, 20 RBG ZFIH LU TELEA AL, mEHIEEHREO R - # @R 256bit & 128bit) A RIZFIH 3
%, TOE NELEAERK T 2B, CTR DRBG Ty —F~7 VU7 /W (Entropy Input & Nonce) S| /r-7284, =
ret—JREL TRV 7 =T A REI L, LES A XD hat —HZ2 G L TR 4%, 2o hae —{l
2. NIST SP800-90A ¢ 10.2.1 {Z-r&N 5 Instantiate & Reseed (24 E /= bt —&(TOE O 4.,
X2 UT4RELFEIC 256bit) &zl CRY, T4 ot —RNE T TCnha,
<BEA DA HT o — ALHERE >
*WebConnection: IPsec #{Ei%

WebConnection D% B 5% EMREDOF]H

WebConnection O —f%F] Fi & #4EE D F|
S V(A VI [Table 7—19 BES&rxtGfg—% | ICidic e, il n s 2 kS 5 E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN =" BT 2 — AT D EE FEAT

FIA_PSK_EXT.1
TOE 1%, IPsec HOERHAHLL T, FTRTFFAM— RO HEFIEGENFIHTXE, TFAM— RO HE 1
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FHUL, Froyva7 VTV RLE WV TE Y NI~ I ND,
« THRAR— 2D FFT A
> X122 3F (ASCIT 3C251)
> A ATRESC T ASCIL SCFHI(T /v 7 7 Xy E ORICF /T, HT, RORHRIUT (7, “@”, 4,
7107, A &P, R A< ) B S DR T SCTE)
> ST 0 51 SHA-256, SHA-384, SHA-512
<BHEG DAL AT 2 — ALHERE >
*WebConnection: WebConnection D% FlL& % EHEREOFI T
WebConnection ®—fi%FI| FHEHERE DT
B L [Table 7—19 BES&rxtGfg—& | ICidicivic, i n s 2 kS 5 E
cTVHRTA = (7.2, T RAGIEHIERE | TV ARTA /N~ A BT 2 — AL T DR EE AT

FCS_COP.1(a)

TOE X, IPsec ii{fg ® ESP B 5t 7 LIV ALEL T, FIPS PUB 197 & NIST SP 800-38A (& L7-#EE
128bit & 256bit ® AES-CBC #F|f 9%, 7=, TOE X, IPsec i#@{E® IKEv1 B 5{k 7 LTV LEL T, FIPS
PUB 197 & NIST SP 800-38A (2 5 L7z ## 5 128bit & 256bit ® AES-CBC ZF|H7%,
<A DA BT o — ALK RE >
*WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection O —f%F] Fi & #EEE D F|
B E L [Table 7—19 BES&rxtGHg—% | ICidic e, i n s 2/ kS 5 E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN =2 BT 2 — AT D EE FEAT

FCS_COP.1(b)

TOE (. 775 —MERED 77— L0 =T HEFEICI W T, FIPS PUB 186-4 (Zi# & L7-#EE 2048bit ™ RSA
FIONBL T INA) X LZER T 5, £, IPsec #15DETFRIAECEH VT, FIPS PUB 186-4 (@A LR
2048bit D RSA 7V HANEELT NAVAL(BLAERK) & T VXNV ELREEZIBWT, FIPS PUB 186-4 (25 &
L7-4 & 2048bit & 3072bit O RSA T XV BA T NTY AL (B4 MG 2R 145,
<PBHHG DAL HT = — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI A

WebConnection O —f%F] & HEREDF A
BE L T =T RO FELT

[Table 7—19 EEARSGHS IS, AR 24 RS 08 (E
cTVHRTA = (7.2, T RAGIEIERE | TV ARTA N~ AL BT 2 — AT DR EE AT

FCS_COP.1(c)

TOE %, 7.7.1 FEIZFHDOT 7T —MEREIZB W T, LLFDOIIIIL TT VXV ELRGEE W27 7— A0«
T T A DKGEEEAT), DT, ISO/NEC 10118-3:2004 (Z#EHLT 25 SHA-256 (XD 2 BEOF AT T4
B
(1) TOE 738> RSA AB#GEE 2048bit) TF VXNV EBL T — 25 1H b5,

(2) SHA-256 T77—ALU=x7 T —ZD v aflizFit+5,
3 (DEQDEELET D, —HTIUET 7 — LU =T T — 2N EE ThHHEHET5,

F7- TOE (3., 7.4 FIZFEEH D IPsec BIFIZHBWT, L FOKLEIZ ISO/MEC 10118-3:2004 (ZHERL 5/
2fEORHEFEITT 5,
(1) IKEv1 FB3E7 /LY 5L T, SHA-256, SHA-384, SHA-512 (ZX5 v 2flDF HA EITT 5,
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(2) ESP #HRET VTV LEL TR Ny 2 Ay —VRBGEE FAT T AR, Ny a7 LTV A LELT SHA-256,
SHA-384, SHA-512 213 %,
(3) RSAIZXDT VNV ELEZFIA LI T AL H OB, SHA-256 (285 vy 2HOR A F4T73 5,
<BHEG DAL HT o — ALEERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI A
WebConnection ®—fi%F] & HEREDF H
BE L T =T O FELT
[Table 7—19 BEAXRHFLR B IRz, AR 24 ST 8(E
cTVHRTA = (7.2, T RAGIEHISRE | TV ARTA N~ A BT 2 — AT DR EE AT

FCS_COP.1(g)

TOE |2, IPsec {5128, FIPS PUB 198-1 TE#F345 The Keyed-Hash Message Authentication
Code, FIPS PUB 180-3 T&#&N5 Secure Hash Standard (ZHEHLd 2 TRt Ny oAy —URGRIC X
% ESP #4545,

c Ay —UH AT 2 AR 1256, 384, 512
- %1256, 384, 512
c BT VYA L. HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Koy a7 /VFYXNE SHA-256, SHA-384, SHA-512 ZFIH7 %
<A DA BT o — ALK RE >
-WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection ®—fi%FI| FHEHERE DT
Fo (A VI [Table 7—19 BN FL T ITREHichc, BEAn 7 /A S O E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN =" BT 2 — AT D EE FEAT

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec i#{5 CHIH 308k, SR BIORIFIE LML HED Ji{k% Table 7-15 1R, HHEEIZEL-oTRIES
N FHRTHA#, IPsec FEHED 7 IA_X—MI L, LA AR A7 SSD (IRIFES D, & P& D Fepl de A
IPsec fFBHED 7T A R —MEOYIEREA FEITLI-H, 0x00 T EEXHIBRT 5, [Psec TEMAEND By g #E(—f
(7RI S8 13, RAM _EICRfESND, Z1biE TOE OEJR OFF IC kW RE AR5 7- 0l RS D,
<PBHET DAL HT = — ALHERE >
*WebConnection: IPsec ififg FHHOF R EEOHIEE, T XV FERZEDOHIER

ERE SRV IPsec 015 FH O Faij LA SO HIBR
- F#EJR OFF/ON

Table 7-15 ED{RIEICLMITE

i RAFSE WHFLAI T RIED J5 1k

Fa AT g EEFZ L o TRE SN FRT | SSD BHE I X 2 Fri A bR 0x00 T_E3E

A7 gk (RS HUR(E & PRAERE) Iy EHIER

BEFIZ L - TREINT-FER | RAM | EJH OFF —

G GE I B LA L T
pOgiS IKE HI4:74 i RAM | &R OFF —

(IKEvl 7 =—X 1 TAK I
%)
IPsec JH A Fisss g RAM | &R OFF —
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i PRAESE WEAA IS WIED 5k
A FIRFNT o TRROE AL 34A1T | SSD BT X 2 At gE bR 0x00 T kL&
A g (EEHM{E EHRe) EHIbR
BHEICL > CRESNZER | RAM | IR OFF —
s A 25 U CAER LT gt
(IKEvl 7 =— X 2 THER N
%)
7T A = | IPsec SEFIED 75 4 < Gt SSD %‘fiﬁic: X D ERIR (RE ?XOO ThEX
e FEIEE A BEARBE) B HilBR
IPsec @ Diffie-Hellman 7°F A RAM | &R OFF —
N—
(IKEvl 7 =—X 1 T &
%)
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1.4 BiEEESHAE

FTP_ITC.1
TOE I, Table 7-16 (T~ 7§ IT ##7 L D{E 2\ T, IPsec 7' mha /L& FIHI 2720 Fr LT —Z03F
LTHEFESNDLI LT,

Table 7-16 IT #3sLDiE(E

TSF 23557795 IT #ds Fakan
SMTP H#—/3— IPsec
SMEBFERE D — /N — IPsec
DNS #—r3— IPsec
g — N — IPsec
WebDAV H—/3— IPsec
SMB #—/,3— IPsec
<BHE BT = — A HERE >
R SR [Table 7—19 BEiAMRFLR M ITRiHSh o, BEARY 2 AR ST L 8E

FTP_TRP.1(a)

TOE 1%, FH#E 2 TOE 2VE—NEH T 5 H1ELEL T, 77947 PC D7 IUH CTE#I{ET D WC 28235,
TOE 27747k PC BD#131%. BE 15/ A TH5 IPsec 7uba /L &R 45, VE—MEHDO-DICrT
A7k PC 736 TOE ~7 7 AL7T-K;, TOE 1% IPsec 7 uha/L TORIEEZBRLEL . WS 0kRE . WET —%
RIS DOREL  BIE T — AW E DR ERIET 5,
<PBHET DAL HT = — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEEEDOF A

FTP_TRP.1(b)

TOE 1%, & HFE CHRWHIHFE D TOE ~E—r727tER2355ELLT, 7947~ PC O7 5 CEi{ET %
WC L7V HRTA R —% 42445, TOE L2747k PC MO 1. BEEE(E /A THD IPsec 7 b/l %
FIHT 2, VBE—FT 7 BADTZDIZITAT 2k PC 735 TOE ~7 7 ALZHE, TOE % IPsec 7' 1h=/LThD i
E&BIRAL ., WA OFBE, EE T —ZIRIMNSDIREL | #E T — XL E DRI ERFET 5,
<PBHET DAL HT = — ALHERE >
*WebConnection: WebConnection O — %K HEHEGEDF|
cTVHRTAN—: 7.2, T RAGHEREEE | CT Vo HARTGAN— " A BT 2 — AT HEMEE FAT

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 |Z¥EHLT 5 IPsec 7—F 77 F ¥ 2 FIET D, HWEHE DD, IPsec 7 aha/L LT Fiti%
TEZ T, BHCTEXDHN, Tt Ok EMEFIH T 81T TER2,

- IPsec 7B ALRRE : N7V AR —RE—R
- vXxaUF 7 aha  ESP(RFC 4303 (2 HEHiL)
> ESP i 5L 7 /L2 X2 : AES-CBC-128, AES-CBC-256(RFC 3602 (Z #E#lL)
» ESP Z2ZE7 /LU X2 : HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- HExe a7 X IKEv1(RFC 2407,2408,2409,4109 [ HEHL)
» IKEv1 i 5k 7 /LU 22 AES-CBC-128, AES-CBC-256(RFC 3602 (= #EfilL)
» 3pd = —9%F—R:Main Mode
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> SATATHA L
® 7 — X170 SA:600~86400 7
® 7 — X270 SA:600~28800 #
> Diffie-Hellman Group:Z7 /L —7 14
> ESN: #%h H2(RFC 4304 (ZHEHL)
- IKE §8RE S TV 2V B4 (RSA), TF A —AD S pij A #iE
> TFUHNEL
® RSA-2048 (B4 4Epk. B4 L)
° RSA-3072 (B4 M)
REET VAU L SHA-256, SHA-384, SHA-512(RFC 4868 (2 HEfiL)
> 7‘5\'?(]\/\_1@$HU G
° ﬁfﬁ%%‘ﬁ\ YET AR AT 22 S0 ASCIT SRS
FBRET /LAY R 1 : SHA-256, SHA-384, SHA-512(RFC 4868 (2 #EHL)
> 7o \:ul/?a
® Vbl FEE/2 L (Any)
> [Psec £ AR T
® DefalutAction : i3
® G ERRGEIR AL R E - A IR #EsR %
Pl 15 HERE L 720
Fr—1 F.ftﬁﬂiow\x&ﬁ%éu %
ISl fERB L7

%72, TOE % IPsec X =2V T ARV —F —4_X—Z(SPD) #FRHEL TEY, FHEHF IV FORENTES,
« IPsec RV —:IP "7y hOEMZIEL T, ZNENORMITE L IP /7y MOk ARG - it - i
FEDHH EDEMEEATHNEIR TED, IPsec U —DBLEINSAL NIRRTy W T IR RV ok
1, RCV— )V CULEREID, IP N7y hOSRMEE LTI Any O abh=v @556 IP 7RV A @R, £72
IEH 7 Ry MEE) R E TED,
IPsec RV —(X IP RV /—7»—7 1~10 D 10 7V —7"E£THRIETED, 1 DOBEHFIC, HED
IPsec RUY —NRESNTZHE . IPsec IRV —7L—7 1~10 OBERNEF IS, T e OESEIEN
TEMEDE IS,
CBREE R > I > il S K
« T HNENT 7 ar s IPsec RV —ICE BT DR ENRDST GG OEMEE TR bLEINTED, (ZO%
ENZOWTEEFIZX L, B RINT DI AL A THRRL TV, )
> M HE  TPsec ARV — DR EIZE B LW TP Ny iﬁﬂiﬁﬁ_é
> 1M1 : IPsec ﬂfUV~®§E CEEHLWIP Xy MNIBiiEE5
<BIE T DA ¥ T = —ALHRRE
-WebConnection: WebConnection O % F & 7% EHEREDOFI
WebConnection ®—fi%FI| FHEHERE DT F
HRER L [Table 7—19 BEEAXI TG 5 | ICFdish e, AR A RS H8ME
cTVHERTGA = [7. 2. TIRARIEHBEEE) TTVARTAN—T AL BT = — AT DR AT
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1.5 X2 T4 EEMAE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

TOE I, FIAFE XL T FalE B RE A2 i 375, B BFERE L, SRS ToA v 27 = — A0 DO S E R HE
ﬂ% TVHRTAN— L, EEBEREA TR L 72, BE X2 H LT WC T N0 B RE A 21T 9 D i 1

BT OB, TOE ~OfBIFRIENEREI N, RRFECTHIEMIEZF A T2 Lix &, %&E
(U.ADMIN\ UNORMAL) T, = —F —FHERICIVBE#EF ToRGENIND, & E (UADMIN,
UNORMAL) ® B # fH it idu 7 A U B ifTbh, v 7 7y ETHEFE 95, TOE © UADMIN (2%
U.BUILTIN_ADMIN (£ /L h A& 81%) & U.USER_ADMIN (o —H— & BEE) 0 2 FEENEET D, B I3
BFE SR —RIZko TR, B T2 —Y—4 2 —F— 2T — b EHEMHEIR (FEPRHV AR E) 12Xk~ T
FORES LD, WF TV T 4h U ADMIN EBhE T H5, FIHE OKRENZ RS T WV E B EEZ R 35
ZllETE2, TOE I, Table 6-2. Table 6-3 7 7 RAHI#NZIHBWT, X 2T 4 BIEOWHIEE L CHIHZE
EBF—F FIHEYaT T —=FEER LI %R H#E D User ID #%EI0VYTH, 777 A EHEEICIVAERKSND
FIRESCET —2, FIHEYa7 7 —21%, TOE SOFAFIZL > TERESNA 2D, X2 T @O HIfEE
LCEHED User ID ZE|0Y T, 777 AZEHTOT 72 A A2 TS5, 777 AZE58 T#HI1L. Fa—RnE
ESNTWRNT 7 I AZAG DL G 7 7 7 ASCEIER ATV ZAG R v 7 ARAFEIND T2 | Wi ATV ZER Y7
ADT 7R AMETOHIEZRD, X274 BIEIZERZ2 WV, FIHMEIEEE O UserlD NEID Y THND, F 22—
RRFEESNTWDT 77 AZAEO5E | EX 2V T A BHEOWHIELL TRRESNIE ARy 72D User ID 730
WTHND, sEMIL, (7.2 7722 1 25Dk, TOE 1%, #IEEL TEIV Y Thiv/z User ID % EEX4%
e AN TAN

Table 7-17 HFHF RSO EHEEE

(EgE i P FRAIS ot | BEFTREZR A&
1B T —A
S —PEHE | TOE ORI EIRTE User ID 2R >o—F—ntik | 8ok, 2 0. | SE L, WC

/‘éilH%f‘ TP R RO BGRIZE T, — R | HIER

DR ENRB, BERERIFR O E /MR, & EEHEIR
@Hﬁ/ﬁurﬁ%%ﬁoo RS TR R DS L
BT Va7 BER LR, EX 2T B MED
WIHEELC User ID 283% E &4, Table 6-2, Table
6-3 ORAET —F7 7 v AHIE N ERSND, 72
B, 2=V —%HIRToE, Y —F—DEraHE
ThHHILELHIBRE D,

BHE SAT N | BHE AT —RE#RETDH, T HmE, FHE | £% (A 1%
e PRAT—=RIZIET 74V MERR ESN TWD, 1EH
BRLARF DR B TR XITB W T, BV B )
HEEHT D,
2—P AR EREE | 2=V A OB EEITI, RRIEERGE, 4 | £H BiE L, WC

Y — S —FRGE, AL E + SR — S —FRED
WP ERINT D, BV BB IL, WA
EE FRRE CRBIFERES D,

HERERAE T — S —FE | SNV — S —FEE T R CHRIH T /MR — N | Bk, BE ., | #BfE 1, WC

Bne —DREEIT, HilBR
FORE R BB D2 | FERERMEI B OBIEZRRE T 2, FMIHF O/ | £H B oL WC
E*)‘&ﬁ% nu nJE%E&E;&ﬁ) : }’_j:__"fﬁujl ;73:’37]:_5%4:\ TOE
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B RE NZE PRSI T | BAERTRER A &
1 Fse =7
TR YRR 3 AREEE AR 1L 35,
EHF AL ORI | Ht U7 iR R MBI BB LA Rl d iz ive | BH B WC
fRRRER T D2 F Rk A VA VB BE OBFENE LS NG | R L
DMEREN D ETORFMZHR T T 5,
FRRE R BB 2 (VA | FRRERIR 5 A 2V T DM hE, ZOBIMEICED, v | FT B WC
VEBE LSO IVT | VA ERE LA ORI OFRAEE L AR5
HéhE ZLINTES,
RAT—RBUKIOE TR | AT =R (OCSAT =N/ N EREL G D) | AT e 1L WC
i3 DORTE -EEELT,
X2V TR ER | BX 2T LR EDE R, MR a R ET b, ALY B 1 WC
[[E BN E LT, v 20T AHSRED 5D F VTR
BIDREL X 2T REIC—FTEREL., ZORE
EHERFT D, v —2%S L TOE O S HikHE.
AT I AREHRE (RS-232C I/F %4 ) . *vbhy—
IR EE B I RE e S ORI AR kSN S, Fi
RABEDEE SN EEFEITOREL T L EITLE
Bh . BEEE AR R L, FIHEBBIEOME A R
RUIEH G, EX 2T LR BT\ E RSN
Do
B R D2 SR ARFEMREBRET D, BEEXNRERBRELLY | £F B WC
A 2O ARFERNEE e/ ICFREIND,
AT LA =Ry M | BAE SRV BER O AT A A — ey MR O | AT BE 2 WC
oy EXTT,
BEhes 7 U hEHIOZ | WC B Eho B#i= 2770 MEROR EEZTTO, ALY WC
HHRE

e {5 U R 7 B e

B EBEHKETHSD IPsec WIEDHRELITI,
IPsec iB{EF%E . FAIIA HER T, IPsec FEAIER
TEDX Gk, A, HIBR,

#iE 1L, WC

Ay T — IR ERRE

w7 —2# % (TOE @ IP 7RL A, DNS #—n
—® IP TRV A, R—hE& 5% NetBIOS 4%) D
Bk, EFELTD,

BiE L WC

BT/ A PR R EARSRROR RS, B OBS L, ns | ek AR #BE 1L, WC
— A= BB REORE L, BARS O%EL
HIBREATD,

R 255 PRRSRE AR 7 ADX Gk, FrAH 2 —Y —OET HIBR | Bék, £E., | #E 1, WC

2179,

EUIES

SR AT 5215 R EHEEE

R ATV ZAF OFNAED, W ATV ZIER Y7 A
IRAT —R DRI EELT,

TR, A

1L, WC

Tr—=bU=T T T
— e

USB A EVAF|HLITOE D77 — L0777 T
—hESEH T D,

Ve

Table 7-18 —i&F| A& IR ELI N 2% BRI RE
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RS RE N RIS | BERTREAR AV X
1E T —2A

TP SAT = RRE | 2P SR —ROBREETTH, FIFAH L, B | 2% #BtE i x L  WC
BéRe % B O —YPF— AT —REEHFTHZENT

&5,
R 7 A5 BRRE ARy 7 ADRGR, TAE—F—DOEE HIER | Bék, BF, | BfE 2L, WC

#1719, HIlBR

<BHETDHA X T =—ALHEE : FMT _MOF.1, FMT_MSA.1, FMT _MTD.1, FMT_SMF.1 >
*WebConnection: Table 7-17 & X Table 7-18 TA L Z7 =— A2 WC NTE(ET HHERE
HEE SRV Table 7-17 }2 O Table 7-18 TA L X7 = — AIZHEME/ SRV INELE T DI RE

<BAH T BALHT =— ALHERE . FMT_SMR.1 >
-WebConnection: FELH (LD —H —HEkFRE
EHH XD AT —NEEG
— R L DAY —REE
R SRV T A o — B R RE
(23 AN VAV VB N
— R LD R AT — R ERGE
TVHRGA N — R LB SAT —RERE

<PBIHETAAL AT = — ALEERE . FMT _MSA.3 >

-WebConnection: Table7-3~Table7-14 T, WC AL X7 =—ALTHLL FOHENE

Table7-3, Table7-9: ¥ AL 77V M FEAT,
Table7-8. Table7-14: AL 7 7V e ELT,

R RV Table7-3~Table7-14 T, f/E RN EA L H T 2 — AT BLL T OHRIE

Table7-4. Table7-10: 56 24 @R L TIEE,
Table7-5, Table7-11: 2" — D E1T,
Table7-6. Table7-12: %6 5648 R L CTE(E,

Table7-8., Table7-14:{#l AR v 7 2% 45 EL TRy 7 2R 1E,
TV HRTA/8—:  Table7-3~Table7-14 T, TV HFRITA /NN —" AL BT 2 —ALTH LT O#EAE

Table7-3. Table7-9: Flf & F4T
Table7-8, Table7-14: 48 v/ AR 175 EAT
TP IAA BT 2— AL DT 7 I A SR RE

FPT_SKP_EXT.1

TOE 1%, IPsec i#1E TR T2 5 #DH S, FEHEIZL o GRESN - FajdL A #EL IPsec FEIED T T4
— MEA B S R AT RE R R R AR — P THhHD SSD ITIRIET D, LA DR S-81T. RAM IZIRFT 5
(Table 7-15 &), TOE (XRIFSNI=FaidbGH#E, 7T — Rk, B S84 [l B T AR 2RI L7222 | FI
R TOE OFEICIVENSEFE AT 2L TE720, TOE 13, MFP A{RIZ RS-232C IF 2 53 L TUV5703,
T b SN CB0 . FIHENRZOA X7 2—2%F LT, SSD OWNIT —#% 0 H 3 L ox
720N, £72. RS-232C IF LIAMZ, TOE D4 ER7H SSD ONHE T — 22 B 4 A X7 = — A& FIEL Ty,
SSD (FH AR A e AL — VU THh D728, FIHE A SSD Z WAL CTNERT — 22 B0 42813 T&AR, LU
EOZEND FIRAFIRGFSN-FRE A, 774X — Mk, B S 8E T H T lITTER,
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7.6, ESEHERE

TOE 1%, BEEXN SR ERIH L CEE S 24 R,

FAU_GEN.1, FAU_GEN.2

FLERL ., Y — N —K(E D,

TOE 1. L FOFESEEAR R ERLL, FRBEAERLGEER B, FROFERH], 7Y =7 MNRBIE#R .

FROMRETLET D,
Table 7-19 BEEXNREHLZE—E
ID (7 =sh BRIERTHEZR
B G o : R
BIER *1) AR T x—RA
Admin ID/ .
I, FfE L WC,
2 — Y —ZBEED E i User ID/ ] o OK/NG
FVHRTGA /N —
Rk ID
A AEYZAZR Y7 X o s
i o User ID BfE 1 WC OK/NG
IRAT — R EREED HE it
YRR Admin ID BRI/ S L . WC OK/NG
min R E/ N>RV
Bt A U 1113
Z— P RAT =R DZEH User ID BiE v WC OK/NG
B NAT—R DI Admin ID BlE v OK
2— Y —FREERR E DA Admin ID BB 1 WC OK
FMERRRREY — N — R E DBk, A Admin ID BB L WC OK
ARG O] B il oD 25 B Admin ID BB L WC OK
B IR GRAE DO B EES (- AR FRIEf DA T Admin ID BB 2L WC OK
SN EIE= ) o o
Admin ID BB i1 WC OK
(U.BUILTIN_ADMIN LISV ©2)7
IRAT— RIS R RE Admin ID BB L WC OK/NG
X2V T AT —RREDLEH Admin ID BB L WC OK
A ROE T Admin ID BaE L WC OK
VAT LA =Ry M OE E Admin ID BB 2L WC OK
HE 7 o M 28 Admin ID WwC OK
ISR B RO Admin ID BE v WC OK/NG
min i NIV
Bt A U 1113
PRI — I E DR G, B HE Admin ID e L WC OK/NG
X EEEJR ON
e T R0 PR 2275 1D o OK
BIE 2 WC
A7 L ID/ EEJR OFF
A n s SR REORK T . . OK
TR SR ID BRI <L, WC
B/ G EEO SR, AT Admin ID BB L WC OK
Ry 7 A8 PEREREIZ LD Admin ID/ BBl WC OK/NG
. R SR
8 AR Y7 ARG, 25, Il User ID
R AT Z (G R E AR OBk, AW Admin ID BB L WC OK/NG
Ty =L =TT v T — MEREDFET AdminID BB RV OK/NG
TV b a TORTE ) o
. . User ID TVAHRTA— WC OK/NG
(Table7-3 #{E"Create”)
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A RER

ID (7 =rh
FRAIE SR *1)

AR EEZR

AE
BT m— R :

7V hYa T ORI
(Table7-3 #:{E"Read”)

User ID

Bt~ OK/NG

AXx Y a TOERE
(Table7-10 #&{E"Create”)

User ID

BE S FL OK/NG

a B — g 7 ORI
(Table7-11 #&{E"Create”)

User ID

BE S FL OK/NG

Ty I AKEEY a TOERFE
(Table7-12 #2{E"Create”)

User ID

Bt~ OK/NG

T 7 I AZEY a T O
(Table7-13 #:{E"Create” #ERT 7 7 A0 b
Fa—REEELTWRNWT 7 7 Z52%(E)

Ty I AZIEY a T O%AF
(Table7-13 #:{E"Create” AERT 7 7 A5
Fa—RERELLY 77 2A%%F)

VAT A ID

- OK/NG

77 7 AZIEY a 7 O

(Table7-13 #{E"Create” & A £V ZIEHR
VT AMBT 7 7 ALERBRRL , HIRMFETE
FEAT)

T 7 7 AZAE T a T ORI
(Table7-13 #{E"Create” AR v 7 A5
Ty AEEZBTIN U, FIRISEIT & 317)

User ID

Bt~ OK/NG

PRIEY a 7 DRTE
(Table7-14 #{E"Create” R 7 A{{E(FEHE
17)

RIEY a 7 DIRAE
(Table7-14 {E"Create” & v 7 AE1EETE
ELTHEA VI TV v b EBFET)

BRIFY a 7 ORTF

(Table7-14 #{E"Create” AF¥y F == |
WFEfgEEy LT, Ry J ARXA=a—HEE»
BEAR Y 7 ZEH/EL T, Ay 7 AMRGFEE
17)

BRAFEY 3 7 ORI

(Table7-14 1/E"Create” & v 7 AE1EETE
ELT/NAY— R 5{L PDF D& A L7 b7
V¥ % FEAT)

User ID

TGS

WC

OK/NG
TYREYY

WC

Ty I AZIEY a T ORAF

(Table7-14 #:{E"Create” #ERT 7 7 A0 b
Fa—REzBRELTWRWT 77 ZA%E%, 7
7 7 ALEERGREI ATV ZER Y 7 AMETF)

T 7 I RAZIE Y a T ORLT
(Table7-14 #:{E"Create” HERT 7 7 A5

VAT A ID

- OK/NG
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KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,
Sindoh D742/CM6107/CM6109 with FK-514

Security Target
j ID (7 v =7k AR EEZR .
B R FR SIS *1) AFT 2 —A o
Fa—REHEELLET 77 A%ZER, 777 A
XEZFRE S NIZBAR v 7 Z~RAF)
BRAFT = 7 OHI
(TableT-14 He{E"Create” [HAR v 7 276 User ID YA OK/NG

SCEAZEN L, FIRZ %AT)

RIEY a T DEE
(Table7-14 #E"Create” AR v 7 25 User ID BaE 2L WC OK/NG
CEAERINL, #E %2 FET)

REYa T D7 7 7 A%E
(Table7-14 #{E"Create” AAR v 7 X5 User ID B oL OK/NG
CEEABINL, 77 7 A K DEE % FEAT)

BRIFYa7oxyra— R
(Table7-14 {E"Create” AR v 7 A5
LEEEINL, ¥Urm— RE3ET)

BfEYa 7oy ra—R User ID WC OK/NG
(Table7-14 #{E"Create” i A E U ZIEHR
VI AN T 7 ALERERL, Xy ra—

R % %AT)
RAFY a 7 OBH)
(Table7-14 #{E"Create” /XA U — Nig=L B L
PDF R > 7 A3 b LEA B L., R1F% FAT)
P —— User ID OK/NG
(Table7-14 f{E"Create” fHAR v 7 A5 e L WC
IEABRIRL . B E 5T,
RAEY a 7 OB
(Table7-14 #{E"Create” AR v 7 A5 User ID BaE 2L WC OK/NG
NEEERL, a2 ©—%FfT
WY = 7 ORI User ID BRE SR WC OK/NG
(Table7-8 #:{/E"Delete”) ’
RAEY a 7Ol
User ID e 2L WC OK/NG

(Table7-7 #:{E"Delete” )

BE L WC,
Psec & v & 2 L HESr D KBk 25 5 ID Bt O errNo(*2)

TV HRTAIN—(%3)

CDFRBIZREERMIC R A LR IR FEL O IDH 72 =7 Mk HI1E., RBsk ID L) [ E 258k 5,
77 I A AZ TR AT RN 2D AT KD ([EE i : 3 A7 2 (MFP)) Z508% 9%,
IPsec T al ML D IBIZIBWTH Y AT AID (EEfE : 2 AT 4 (MFP)) it ék 95,
RO 7 BUSHERE D BRAAR L HE T 13, B A /& HEERE ORI K OVETRIR A BRI > TEfEL, AT A ID
([EEE : A7 A (MFP)) K R—H —REFEE ID Z5iekd D,
(*2) [601]( T =—Tar BRI T BR — PRI A LR o 70) 728 OFTE DT —NiiikIinb,
(*3) #AE SRV SMTP $—/3— SNFREEY —/3— DNS #—/— g/ —s3—
WebDAV #—/3—_ SMB #—/3—L D5
WebConnection: WebConnection OFI| H

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
78 | 82




KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

TV BERTGANN— 17, 2. T BZHIEIERE | TT VL ZRTA N =" AL AT 2 — AT D

<PBET DAL HT = — ALHERE >
-WebConnection: BEE& o/ &G

[Table 7—19 BARRFESR & | ICREHINT, AT 2 ARSI EH8RIE
R RV B o PR R

[Table 7—19 BAEXRFESR & | ICREHINT, BAnS 2 ARSI EH8RIE
- TVHRT AR —: [Table 7T—19 BEAMEFR % IS, BAZ 2 ARSI H8E
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KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

FAU_STG_EXT.1

TOE %, B ERED A 2N/EY) | Bk n /7 OG iik, v/ — 1 — BERAESRIEORTE L, A DR(E
CHIBRA B N FE N DA n E B RE A fR I 95, s — 3 — (X, WebDAV H— —%FIf 3%, Efn
T ORSGHFETHBIEEEZHEL, [Psec i@EZH AL Cal Y —_"— Bk a2 5kE 95, TOE tasH—-
—[H D IPsec #1513, M5 HE{E % B BB IC LR E T D,

TOE 1%, u/ A2 ns 7740 T TOE NOa— 7/ URIFEREBIC —FHEEL . BENEE SR TR ELZH
R LUTRE Lo EEIGELZG S bLUTEHE PEA 7 R EE2FITLIESE G, XML 7 —Z I & #
LTI —N— kG575,

TOE WNIZ—WHRIFSNT=a 7 7 A id, XML 7 — 228 S UIXE B S A v 7 HI bra 21T U= e, M
brd %, XML 7 —#I%, v 7% —N—~DEFEETH, kO 77 A40D XML 7 —2ZEHOBRIZHIBR T2,
TOE NIZ—BRfFESNT=nl 7740 XML T4 ~T7 7B AT EHA L HT7 2 — A%, BEHEICIDER e OXE
EHIBRDZTHY | —RFNHEF LB B E N RIEILT 7 EATHZ LT TER,

Iy T —JEERE Ty == In S E R EEE TET, TOE NOa— U RFHEIR N HIR S e ST 5
FATTELMERRIZLL N OBRICHIBRS D,

- IR OFF \C XA n / BUSHREDOK T

- IR ON ([C XA a7/ ISR EE D Bl 4k

¢ P —FREE RAE SRRSO EHE 1S A DHFFA)

- EHRE I 0BG, HULUIHIBR
EHENERZ EELLITEEa/HIBRE FZITL, 0 — AV IRFHEIEOMARR BB S ND 2 LT, Hil IR MR
brIhs,

Table 7-20 EE#& 0 7 —X D4R

TR 77— 2O HFny W
2 75 W O R AE SEIR SSD 2R fFT %
o ZfERIZn ST s A E LT—RHEE L, XML 5 —Z ICE# LT
07— = ZE T B,
077 7 A IR 40MB IR{FFIEE T, TroWNT DX A I 7
T, B —=R—~DREDD XML F— Z (BT 5, ik,
WMa 7T 7 A VTHIBRT D,
a ZERORFFY A X CEHENRE LZARES L IXEERIGELESA
- 36MB ([ZEL7ZHE
EHENERD VR EEET LSS
XML 7 —#En 77— _"—ZEE#, RO XML 7 —# BAER S LD
BRICHIBRT 5, XEREOGE. &K 7T6MB (2277 71 /L 40MB,
XML 5 —# 36MB) # TOE Wi —FHREESN 5D,

<BET DA HT o — ALHRE >
‘WebConnection: Bt/ & BEEHE

[Table 7—19 EAXIRFLR—E | ICREHIN, B/ 2 ARSI EH8E
X (A VI Ay v PR R

[Table 7—19 BEAXRFELR—E | ICFEHIN, B/ 2 ARSI EH8E
*TVBERT A= [Table 7—19 B GRHER K ICifich i, BEAns 2 ERSE 55 E

FPT_STM.1
TOE 137my7fiea AL, BHEF DT TOE ORFZIEZZE B T HMEEL UL T 5, BEdn 7 ICFiek T D REZI1E
W7y 7BRED DI ESND,
<A HA BT o — ALK RE >
-WebConnection: [Table 7—19 EAX G FLR % IS, AR A RS EH8E
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KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

RE SRV [Table 7—19 EAMNREFS & IR EINZ, BEn/ 2 A RS HEME
s TVHRTAN—:  [Table 7—19 E&ERRFEL—E | ICiidichz, BArs 2 A RS 5HE

1.7, BEHETERM#RE

7.71. 7 v 7 T— MfgE

FPT TUD_EXT.1
EEF L, BB 2B LUL WC TRkBIFRRER . BELHE W C7 7 — AU =7 N\ —Va OEREEITTED,
T EHE L, VAU T TR T UHVEL T — A LT USB AEVA TOE (5L, B SxL
CBIFRRER. BB EE C7 77—V T OT v 7T —MERRE EITTED, 77— LU =T T —FITIX, VAT A
ayhp—5R0 7Y harhe—3 s/l 77— L =7 SHA-256 ICE->CHH LK 77— AT =T DNy
VA fERE R (7.7.2.02508 D B O 7 AMERE CRIH T 2) BEENTWD, TUXNVESLT —H1E, SHA-256 THH
L7277 — L0 =T 7 —XDyy 2 flIk LT, FIPS PUB 186-4, “Digital Signature Standard” (25 #?> RSA
FTUHNELT VA A LR 2048bit, 4 A% —4 PKCS #1 Ver 1.5) TEA LT — X Thh,
EHENT v T — MERER FATL-HE, TOE 134 Ah— V2 BRA6T 5 E1IC RSA AR (4R 2048bit, HifH
Kl TOE IZAVAR—LINTWD) AL T, 77— L0 =T 7 — 2 DT VX IVEL BGEE Eht T 5, B4 WGk
DRIMUTZ G A T, BE SR EEEZ LR, 77— L2027 O EEHR I TR, B4 RIS R LT
BRI, 77— AT KT 7 — A 2T Oy a iR EA VANV T D, TUXVELBRREO FIEIL, TR
Dy,
(1) TOE 73%> RSA AB#EEE 2048bit) TF VXN EBL T — L2 21E b5,
(2) SHA-256 T77—ALU=xT T —HDO v affizRmH 5,
3 (DEQDEELET D, —HTIUET 7 — LU =T T — 2N EE ThHHEHET5,

<BET DA HT o — ALHERE >
*WebConnection : 7 7 —A U 7 /38— g UHERERE
¥ LA VIR Ty =BT T NV a R RE
USB AEVIZLD 77— =T 7 v T — MifE
TP LT T T T = AT RO USB AL BT = —A

7.7.2. HE T X hi¥aE

FPT_TST EXT.1

TOE (%, &I ON K2, L FORITRLEET AN NEF ICEIEL . BE DRI NT5GE ., BlE S E %
ForL, BERE IR, BEE ST TRV RBBICAT 5, ZHIUCED, TSF #EET 257 7— LU =7 D52 e%s
MR T&5,

Table 7-21 BT A
No. PO 7 Ak
SHA-256 THEI L& 77— L0 =T Oy vafil, 7Ty 77—
VAT hav ha—T%0% MEAE T TOE ~A VA h—L E iz y v 2 EF RIS T

77 —AL0=xT WHENR—ET 5 2 & %5, TOE TR+ 57477V b
Ny Y a BERFEOR R LR D,
2 e A A ) BBERFT T Y XAIHET D EERfET A & KAT test for SHA-512,
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KONICA MINOLTA bizhub C651i with FK-514,
DEVELOP ineo+ 6511 with FK-514,

Sindoh D742/CM6107/CM6109 with FK-514
Security Target

No. PIE 7 Ak

T3y X SHAHMAC % | KAT test for HMAC SHA-256. KAT test for AES encryption
(CBC, 128-bit key). KAT test for AES decryption (CBC, 128-bit
key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for Diffie-
Hellman % /i,

=y hrbE—JHE LTHATS Y7 b7 2% E L. DRBG B4k

5 BELI7A4 77V DO~V AT A L (NIST SP800-90A ¢ [11.3 Health Testing| (2%
7= XA DRBG 3% . Instantiate, Generate., Reseed DIEREIZ DU TREENET A
k) % SEi,

<P HALET = — AL HERE >
- EEJR ON oo B 7 A Mg RE

7.8. FAX 5 Bt aE

FDP_FXS_EXT.1

TOE NEIEFT LT 7 VAL X7 2 —AOF|H FiEEL T, AREIRE I UMK FAX B530 H07 77 A5 &
FIHE DA SN IS FEITT DT 77 ARG DD, 77 I A BT = — AR CEZERTF TSN NS T —4
1. ERRAAFTEIORLIEZTZ 77 AL ERE T TH D,

TOE 1L, 777 AET LMEREA FEIEL THY, Super G3 7ha /L BIX OGS Y abalz R — 15, 777 AE
T NE, TV RAEZE DI EFEITL, AREEN LT fhoa~ 2 RiE— i, £72, TOE (X, PSTN &
LAN O3y hT—2 7V DR T DRERE R FiT2 72\,

PLEDZENS, FIHE N TOE OT7 77 AA BT = — A& FWTHI ] TEXHDIT, 77V AEZEDHTHD,

<P HALET = — AL HERE >
T F P A BT = — A KD T 77 AL EHEBE

YLk
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