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o WIEFRERIE ORIAE T AL 44 SAT —RMERT V—T DA (72721, 7SAT—R 35| H
FHH THE R AJRE
o FIHE AU =R O/ NIAT —REDE T
° n‘%/DJIJmL‘ uﬁﬁﬁmwﬁ
o HERRZ V—7 DB G3/25 8 I a
o /IR DEEE
o RO REROR WS Y /AR
o HEIOZ TUREEOWAEHE /AR
. TM/NJE%‘@&@%%%WE/#H&%
o« FIIHFIEEZ: LDAP FERE— /N — DX g%/ 22 L /HIBR
« IPTK vx;&“fﬁ@wﬁ
o A LR EY— =R EDORWE b /AT
o Ty —LUxT DB
o LA RERE
TOE O HIB L O 2T 4 IZBhE A FEROnT % H R RELELICE R/ LU CRedkL ., i
LT AR T A TR ARk RE
SLERLIZER 01X, Ry N — IR %fﬁﬂﬂbf%ﬁ%wvc:%féén A — =00
ST HZENTED,
o VTN =T KRGIEAERE
TOE D7 7—20 =T 77T —NNeBtET DRI, Ty 7T — RO T7 7 — L0 =7 OEIEMHZ IR
FFL . FNBIEHOLDOT &pé_kﬂﬁa?ﬁ“é*&ﬁm
o H O AMRE
TOE EE)RFIZ TSF FAT2—RDSERIEZMGEL | TSF O1E W B2 AT HHEAE,
o FRAFIHHIH ok RE
FAFE MO EA A2 R ATREZRIRBEIZ 35720, WERARL — UMb HIBRENTI-SCET — 4, FEAHERE
i IR IZINEB AR — AT — MR IES NI CEH DI ZEOW R IZR L, FFEDT —H# T EEX
{ﬁ%j‘é*}%ﬁbo
o T —X5EATH EIKEE
BHEDOERIZIGL , NEBAR —IRTFSN TOND TR TORHE T —ZBL O TSF 7 —#|Z
KU B EDT —Z T FEXYET AR,

1.4.3 TOE OF|HH

& TOE OF| 7 (U.USER) 1%, L FOHERRZ /L —7" (authority groups) (Z/FHIID,

® UNORMAL (— WX / a normal user)
AR, RRRES VR C, W ERE R AR R,

e U ADMIN (ﬁfﬁ% / an administrator)
FRBIS AL, FRAES IR A ©, BHEEE B IO TORHE T —Z~DO7T 7 AR A FFOF]
I, LG HATRE AR A ENT B B (LUK, MLARE BLE LIRS T AT MeEte,
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2. WE TR
R ST 1L F AL T,

2.1 CCHa Tk
A ST BILORTOE BNEEEZEETSCCONR—Var BEIOAK ST D CC /38— 2 BIUOVI—F3 3
AP L FIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP £k
K ST BLU TOE 2N & 9% PP IFLL FITRT LBV THD,
e PP 44 #F: Protection Profile for Hardcopy Devices

e PP /X— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, BRI D720 RY FFEA LT PP LRSS,

2.3 o lr—UFE
A ST BEIOTOE 1%, w7 —Tl A a EiELZRV,

2.4 AR
A ST BETOE 1X, PP RERTHLL T OSEMA 2L, PP OZE KD “Exact Conformance” TH
%o TDT2H, TOE FHIL PP E—HL T,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
+ Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
+ Image Overwrite, Purge Data
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3. XV REHER
AKE L, TOE DEX 2T (i EEEFRT 5,

3.1 TOE D& i
A TOE DSRIRETHIREE PEIX, LL OIS EESND,
e D.USER (FIHFH T —%4)
TSF OEARICH AL IF S0, FIHZE OO AF L > TERSN=T —4,
e D.TSF (TSF & —%)
TSF OEMEIZE R L 5.2 5936 LIV TOE D72 ® TOE (2> TER SN =7 —
FRORAHET =21, LLFO ORISR S,
e D.USER.DOC (F|HZE (ET —%)
BIE- I N—Fat =0T, FIHAE O CEIZE FNLIER
e D.USER.JOB (I va7 7 —%)
FIRFE OSCEFIISCEUIL a7 (B3 5 1
EFEO TSF 7 —&1%, L F O ZHSOFERI OS5,
e D.TSF.PROT ({R7#Z#17- TSF 7 —%)
T —HDFTAE THL, FITEHEREGFF- 2 WA AFIZL - T, S ASIE TSF 7 —#38
TOE Otx =27 11T 8% K ﬂfa%m&wﬁx B OVWTIRRTEDEIH 7 TSF 7 —4, K
TOE CTH#H 7T —XIZLL F D@y,

« WESFRRERIF#E ORIH#E 0T A4 WERSIER R ORI V—7 | Eifn s ﬂé{mf‘aixﬁ Ei
/J‘/\XU ]‘E nﬁJUDJIJnu nEjf_t *@BE(7/V~7 El{j‘/ﬂ# J ﬁ@jﬂﬁ ??Fﬂjﬂzﬁﬂ 7]\ I/XFI]E nun
P R—FKE, IP TRLVARE, A—/VikE— "= E Ax T —liH{77—20 =7, 7V
HfE 77— 207 =7 MED AR Boot il 12475 AAKHIE 7 7— L7 =7 . MFD ARIRD AA L1l
EATHARMRENEN 7 7 — L7 =7
e D.TSF.CONF (fi# @ TSF 7 —%4)
T —2OETfE THA BHEEEL R ORI AFIZL ST, S ASIz TSF 7 —4 73, TOE
DEF VT AT EE RIETHE LN ES7 TSF 5 —4#, A TOE THOH T — XL LU F i@y

° W nunEf*l%%/\xy ]\ H %

3.2 H
TOE (2%} 9 5% Bi% Table 3.1 (27”7,
Table 3.1: &
Z2xin TE 7%

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

T.UNAUTHORIZED_ACCESS | g 213 TOE®D A2 47— 2 %361 C, TOENOFIIE L8
—HA~T A (B W FITHIER) L EIRAHE a7 T —
B %28 B (R ETITHIBR) T 503 LIVZRU Y,

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEE X, TORD AL X7 2 — A% 8 C, TOENDTSFT — 4 ~0D
RIERT 7R AZEAFLHDE LIV,

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDEEN T I EN -8 . TSFORE/EENZ L ->T, BFx 2T+
@Tﬁ%%%létn“ﬁ%bwocb Y,

T.TSF_COMPROMISE

T.TSF_FAILURE
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G2

P—
EF

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

YWEEE 1L, TOEICARIERY 7" = 7 A Ab— /L3 55 L7
A

TNET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEF L, AN — V@B T =X — L= EELI-0 T 52T,
EETHOT =T 7BALIZY, TOEO X 2T 422 E LTV
BB LAV,

3.3 Mk X =2UT 1 58
MEkDOEX VT 0 5% Table 3.2 (T/RT,

Table 3.2: RO EX VT 1 5 &

H R

i
EF

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

R T, SCEALEE K OVE PR RE 2 52T T D RN IR 2 AT G- Shu el
IUTIRBTR0,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X2V TABE T 7T T XA SN RS T, T dD
T IvarOul I R#ESIL AT T4 T4 ~EE ST
ANV AN

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEIZ, LAN EOMOD T A REZ B B &5 TE 2T 137578
Uy,

P.STORAGE ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOEWFI & CET — X £ 13 BE DOTSFT —Z 2 B AZHa ] REZ2 R
FRVEAR — DT AR RTFT D56 TOEIZZENLDT /A A L
DZDIH7eT —HAEbE b3 52L,

PKEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIAH CET — 2 I OTSFT — 4 O HLHIAZ o] fE72 AR
PEARN =2 DI DG DA E 5525957, L odk, 7
<A HEL, FETOMOBHHPHMIT, RIERT 7 EANSRH#S
NRFHIERBAN, D3 DFDARN =V F RS R BITRIFESN T
720N,
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P—
EF

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

PIMAGE_OVERWRITE | mifg 0= s T 7424 I OBRI, TOEIZZ O BLHIASH T e

FHEIEVEAN —D T NRA A LD BT — 4% EESEELR TN
127257200,

PPURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEZ, HEMRAT 5-SNI-H DS AEBEIERBEBAN —T 7T A2 LD
FTANTOBENMEG T DR E T —Z M OTSF7 —Z A 7K AIZHRD
L TERWIINCT HIENTEOEE AR UL 2T T RB720,

3.4 HitESAE

TOE O [, 3EHEEIZ, Table 3.3 TEERTABRENNLE LS,

Table 3.3: FiifESMF

A TE

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL |10k | o OFTORAMRAF 72 12T 25 — S O I LA - T YR % 2.
TAW, ZOBREIZ Lo TRISNDZLEET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

HEHEREEIL. LANA L Z T 2 —A~DINERIDDEFED T 72 ANSTOEZ R
H#HIT DL ET D,

A TRUSTED ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEE BFE L, VA X 2T HEHIIE> CTOEZEEL T 2L [FHHS T
W2,

A.TRAINED USERS

Authorized Users are trained to use the TOE according to site security policies.
PRSIV 1L, YA X2 T4 T EHIIE> TTOEZE T2 KO0 % H
AT D,
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4, BX VT 4% 7 E#
AREEL, BX 2T ARG EHZRBIT DR 2 OWTah 5,

HEHERREO X 27T 151K )7 #t% Table 4.1 12”7,
Table 4.1: EHEREEO X2V 7 %K T #f

HFp FEF

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
OE.PHYSICAL PROTECTION|processes.

HEAHBRELIL, TOE, X O\TOEAMRAF EIIFALER 27 — X OBl
Gl X 2T 1L U B2Rn,

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.
OE.NETWORK_PROTECTION|iEHBREE L, LANA L X7 = —ZADININEDEHED T 72 A0
TOEZARE S DIDIZ Ry M — 7 2 2V T 2R i L7221 i b7
Uy,

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

OEADMIN_TRUST | roEmi7 #4513, &84 432 DMERRA TR 5% H IICH T L2V &)
B2 B0,

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.
OE.USER_TRAINING \roBmrr 813, RIH 53 A M) 7 FEAFRML . ZHUCHED
N EEFF> TOHZEZRAELRIT TR B2,

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
OE.ADMIN TRAINING |accordingly.

TOEFTAH &1, BHE NV A ¥ 2T 2B | TOEZ IELL
RIEL, AT =R LIS ISR E T D7D REH DT A X A%
G RV S s R QAN TSI AN DR (s SAN ST S
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5. YLiEa L R— U NEF
AR ST IZLL FOYRIEa L R— R M TEF T D, ZILHIE PP TEFRSNTZHDOD—EH TH D,

e FAU STG EXT — External Audit Trail Storage

e FCS CKM_EXT — Cryptographic Key Management

e FCS HTTPS EXT — HTTPS selected

e FCS KYC EXT — Cryptographic Operation (Key Chaining)
e FCS RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS TLS EXT — TLS selected

e FDP DSK EXT — Protection of Data on Disk

e FIA PMG EXT — Password Management

e FPT KYP EXT — Protection of Key and Key Material

e FPT SKP_ EXT — Protection of TSF Data

o FPT TST EXT — TSF Testing

o FPT TUD EXT — Trusted Update

5.1 FAU STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU _STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
o The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_ GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.
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Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_ HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS _TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_KYC EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS _KYC_EXT.1: Key Chaining 1]

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics

of that chain.

Management:

The following actions could be considered for the management functions in FMT:

o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.
FCS_KYC EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_ SMC _EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG _EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
FCS_RBG_EXT.1: Random Bit Generation H 1 ‘
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FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-904] using [selection: Hash_DRBG
(any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources]| hardware-based noise
source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected =

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
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FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: 7LS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES 128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH _AES 256 _CBC SHA
TLS DHE RSA_WITH AES 128 CBC_SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH AES 128 CBC SHA256
TLS RSA WITH AES 256 CBC SHA256
TLS DHE RSA_WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 256 CBC SHA256
TLS ECDHE RSA_WITH AES 128 CBC_SHA
TLS ECDHE RSA WITH AES 256 CBC SHA
TLS ECDHE ECDSA_WITH AES 128 CBC SHA
TLS ECDHE ECDSA_WITH AES 256 _CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA_WITH AES 256 CBC_SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA_WITH AES 256_GCM_SHA384
TLS ECDHE ECDSA_WITH AES 128 GCM SHA256
TLS ECDHE ECDSA_WITH AES 256 GCM _SHA384
TLS ECDHE ECDSA WITH AES 128 CBC SHA256
TLS ECDHE ECDSA_WITH AES 256 CBC SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
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Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS _COP.1(d), use
a self~encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA_ PMG EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@”, “#”, “8”, “%”, “~” “&”, “*” “(" )"
[assignment: other characters ];

o Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.9 FPT KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

©2020-2025, >—7 L4 (Sharp Corp.), all rights reserved. 22



Component leveling:
FPT KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP_ EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_KYP _ EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.10FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.
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This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.11FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_ EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.12FPT_TUD EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT TUD EXT.1: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
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FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions | prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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AHITIX, PP 2NEDDMZEHRIZES 2 FAU (Security Audit / £ =2V T 4 BAY) 7T ADREREE %
sk 9%,

FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires

Auditable event Relevant SFR | Additional information
Job completion/ ¥aZ DT FDP_ACF.1 Type of job / ~=~7 Fijl]
Unsuccessful User authentication / FI|FIFRIELRE | FIA UAU.1 None
Unsuccessful User identification / 1) F #3551 5 fX FIA _UID.1 None
Use of management functions / & ZEHEREDF|H FMT _SMF.1 None
Modification to the group of Users that are part of a
role / E|D—ETHEFIAES N —F DRI FMT _SMR.1 None
Changes to the time / FFZIDEFE FPT STM.1 None

FTP ITC.1 .

— s H

Failure to establish session / &3 3> BELD LK FTP_TRP.1(a), I;;%Z‘E’;‘ for failure / KKz

FTP_TRP.1(b)

Note: FIFARRIFRITFMERIEFRLOBESN T, A RRLL TIODOHERLELRT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update / 27T T 77— FPT TUD EXT.1 |#IH/\—var

FAU GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG _EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_ GEN.1 Audit data generation
FTP ITC.1 Inter-TSF trusted channel.

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{t

ARHEITIE, PP BEDDHMZEHERIZEIHS FCS (Cryptographic Support / B 5378 —bk) 7F7 ADHEEE
TRl 2, i 6.2.9,6.2.12, 6.2.13 BED 6.2.14 DAHITH —HD FCS B HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
0.COMMS_ PROTECTION)

Hierarchical to: No other components.
Dependencies: [ -

ECS—CKM2-Cryptographie-key-distribution—or
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with /[NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [FES—CEKM2-Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM. 4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified

cryptographic key destruction method [

o For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.

e For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS RBG _EXT.1), a static pattern |, followed by a [ none |J. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmport-ofuser-data-withoutsecurity-attributes;-of
ST : | » ; 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:
o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-38A4, NIST SP 800-38D |

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPIFCHmportofuserdata-without-sceurity-attributes-or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [
o Digital Signature Algorithm (DSA) with key sizes (modulus) of [ 2048 or 3072 bits |
® RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048 or 3072
bits |
o Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [ 256, 384, or
521 bits |
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[ that meets the following /
o FIPS PUB 186-4, “Digital Signature Standard”

® The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard”).

]

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A4 | using [ CTR_DRBG (AES) |.

FCS RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [/ [ single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 #ZH FDP %4

AREITIL, PP NEDDMZEH EIZE% FDP (User Data Protection / FI|HF 7 —21%#) 77 A0k
BEBE A SR 1%, il 6.2.9, 6.2.10 BL1N 6.2.11 DEEITHL—E D FDP B0 H5,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT MSA.3 Static attribute initialization

FDP ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: Submit a dqcument View image or Release| Modify stored | Delete stored
to be printed printed output document document
Job owner (note 1)
U.ADMIN
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Scan Operation: Submit a docy ment View scanned image Moafiﬁ/ stored Delgte stored
for scanning image image
Job owner (note 2)
U.ADMIN denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Loy %) . \Submit a document View scanngd image on Modify stored| Delete stored
)peration.: ; Release printed copy 3 ;
for copying image image
output
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / 0 tion:| S d Retrieve stored Modify stored| Delete stored
retrieval peration. | Slore document document document document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6.4: D.USER.JOB Access Control SFP
“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View p r;loa(;queue / Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation. | Create scan job View SC;(Z)I;SICUMS / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Copy Operation: | Create copy job View COIIZ) )‘ig status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Storage / %) tion- | Create storage /| View storage/ |Modify storage /|Cancel storage
retrieval peranon| - owieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.
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Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, or
retrieval Job.

6.2.4 WZH FIA 24

ARHITIE, PP BED DA ERIZEIHS FIA (Identification and Authentication / #%5 EFREE) 77 AD
BEREELEA LR 975, 2 6.2.13 FilZh—H D FIA EfF:0395,

FIA AFL.1  Authentication failure handling (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA AFL.1.1  The TSF shall detect when /[ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
Sfollowing the last successful authentication ].

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met /, the
TSF shall [

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA ATD.1  User attribute definition (for O.USER _AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYHE 124, HERIL—7).

FIA PMG_EXT.1 Password Management (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG _EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!'”, “@”, “#”, “$”, “%”, “*”,
“&”, 4% 97, | no other characters | |,

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.

Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be
performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER [&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.
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FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [ nothing ] on behalf of the user to be
performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA USB.1  User-subject binding (for O.USER_1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA _USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FFHE R 14, R /L—7"].

FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT B

AKEITIL, PP BNEDDHMEM EIZEIH2D FMT (Security Management / £ = U7 4 FBE) 77 ADHEHE
FRAFLIR T D,

FMT MOF.1 Management of security functions behavior (for O.ADMIN ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
o Initialize Private Data / Data in Machine (1A 1§ & (XK HE 7 — 5D FTHIE)
] to U ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-e¢
FDPIEC T Subsetinformationflow-eontrol
FMT_SMR.1 Security roles :
FMT SMF.1 Specification of Management Functions

FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, | create | | the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
PIESREEFHE DFFE 22124 | create, modify, delete U.ADMIN
> N create, modify, delete U.ADMIN
PIESERALFIIE DREIR 7 —7 query U.ADMIN, the owning UNORMAL

FMT MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_ SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

I o . create, delete U.ADMIN
PORSERAEFIJTE A0 —F modify U.ADMIN, the owning UNORMAL

BRI — N modify U.ADMIN

BHERAE L modify U.ADMIN

A 11/#EZ modify U.ADMIN

BB 5 ERE query, modify U.ADMIN

H Bz 7o MR query, modify U.ADMIN

TR create, modify, delete U.ADMIN

FRAE Y — N—FIE create, modify, delete U.ADMIN

IPTRLRZRIE modify U.ADMIN

ARG —N—RE query, modify U.ADMIN

RF T — 7 7 — AT T modify U.ADMIN

TV P Z 77— AT modify U.ADMIN

M gg g@/% g;”iiy"g]fg’ modify U.ADMIN

S / e S=
Mﬁggg;jifffgp modify U.ADMIN

FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

FEREZL/T/SFR B PEFTE/management functions 575 motes

FAU GEN.1 None —

FAU GEN.2 None —
FAU STG EXT.1 | Bsfu/ (5 e D% E 5 SRR I XTSI A (&
FCS CKM.I1(a) |None —

FCS CKM.I(b) [None —

FCS CKM EXT4

o E S OABEN T — 2 D AU E Dk E)

FCS_CKM .4

o 8N 1E B OB T — 2 DU L O EE)

s NHSRERER I # OHERRY /v —T DI

FCS COP.1(a) |None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.1  |None I REZREF Al AR OFLHIZ L
FIA AFL.1 None BUEE T 7o a3 E
FA ATD. [ VRGERIE O B

FIA PMG EXT.1

o /NS AY— N RO

o WRRRE T DR

FIA_UAU.1  piGE— =D E FBRERTT 7 v a X E
o NERFRGERI /AU — R D ZE B
FIA UAU.7 None —
o SR RRAE D4 B
o ALY — /N — DR E o[t s -
FIA UD.1 | FI;‘??ELEB;EE*U m %";;% I SR 7 a1 E
s NHERRRAERI R A A DE R
FIA USB.I None BTV NEMETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE Z{/SFR B P RE/management functions fi§ 75 motes
FMT MOF.l  |None BN ) —T VL E
FMT MSA.1  |None B 7 v —7 LRI E E
BENTN—T T T HIVRIE .
FMT_MSA.3 ~ |None BEO AN EE
FMT MTD.l  |None BN —T VL E
FMT SMF.1 None —
FMT SMR.1 [ #E[RZ NV —T DB —
FPT SKP EXT.l |None =
FPT STM.1 | HAH/RER DR E —
FPT TST EXT.l1 |None =
FPT TUD EXT.1 | 77 —AU 7 DEH —
FTA SSL.3 | BEEZ TUNMERHORE —
FTP ITC.1 None —
FTP TRP.1(a) |None —
FTP TRP.1(b) [None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

FEREZL/T/SFR & PR HE/management functions 575 motes
FPT KYP EXT.1 |None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None

Sy AT NYR
FDP RIP.I(a) |None AT MO T2 A

(3, S THEBRIE I E
FDP RIP.1(b) | fEH AIE#E AN T —Z ORI LD EB) —

FCS COP.1(d) |None —

FCS COP.1(f) |[None —

FCS TLS EXT.1 |None —

FCS HTTPS EXT.1/None —

FCS COP.1(c) [None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BEREZL/T/SFR & PR E/management functions i motes

— o 7R AR D& B —

— e IPTRL ADRE _

— f A VIEE Y —N—DFRE —

FMT_SMR.1 Security roles (for O.ACCESS CONTROL. O.USER _AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.I Timing of identification
FMT SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 #ZH FPT Ziff

ARETIE, PP AED DM RICEIS FPT (Protection of the TSF / TSF (D17:3#) 25 ZAD e B
ZRLil 95, i 6.2.9 Hilch —#8D FPT HHE2355,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT SKP EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST_EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_ EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 WZH FTA ZAf

AHITIX, PP 2NED DM IR DS FTA (TOE Access / TOE 77t R) 77 ADHEREE 470 b
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1  The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

].

6.2.8 . ZH FTP %4t

AREITIL, PP BNED DA RIS FTP (Trusted Paths/Channels / E{5§E/ NA/F v RL) 7T A
DOEEREEA 27k T2,

FTP ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS _SSH EXT.1 Extended: SSH selected, or
FCS _HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, fip service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 RS HZHZES: Bl

AHITIE, PP BNED DRI EMHAHBROIE | BLHAH ATRER A HRENEA N — T /A2 EOFS
BOT =X BIDOMREEN A TR T2, T 6.2.12 filch | AT OHREE MO —H 030D,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE _ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COPI1(f) | ] while maintaining an effective strength of / 256 bits ].

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) | such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10F 7> ar B C2
KEITIE PP NEDLA T ar AERO L, Mg EXCRbAMEE LR T 5,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE _OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.114 7> ar ik C3
KETIE PP WEDDIA T ar RO . F— 2 D522 NI B A RERE S 4 20k 35,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.123 R~ — R HAf: D1

AREITIL, PP NEDDBERAR— 2N DHE | BIHIATHL A RE/R RFERIEA R — T XA 2 LD
DF — R B D ARERE E A 300K 5, I 6.2.9 HilTh . AEICEI T AR B0 —E 2355,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE _ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [EBDPIFCIHImpertofuser-data-witheutsecurity-attributes;or
e : | » . 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified

cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes [ 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 |.

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPIFCHmportofuserdata-without-seeurity-attributes-or

EDP¥FC21 c 1 » . 4 ,
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.13 R~ — R A D2
AREITIL, PP BEDDEIRAN— DI | (RSB 3 I B AR50 975,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
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Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS TLS EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC_SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC _SHA256

o 7TLS ECDHE RSA WITH AES 128 CBC SHA256

o TLS ECDHE _RSA WITH AES 256 CBC SHA384

o TLS ECDHE RSA WITH AES 128 GCM _SHA256

o TLS ECDHE _RSA WITH AES 256 GCM_SHA384

].

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS _HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmport-ofuser-data-withoutseecurity-attributes;-or

FBPIFCc2dmpoert-etuser-data-with-scenrity-atirtbutes—or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS CKM EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-{SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

6.2.14 38R~ — 25 D3
KEITIE, PP BED LRI — RO | EEMET v 77 — MBI b A MREE 2 30 5,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT TUD_ EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-
3:2004.
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6.2.15 % =V 7 B HE B AR L

ER AR ST 28 E9ET5 SFR 1. PP HIET 5 SFR OERSES ThdH, BT B I ONEIRILTT T
SETLTWD, 72, LTFISRAREEBY ARFENEIC W TRIEIZ A2,

6.2.15.1 EX 2 U7 B HE A DR AT AR L

Table 6.11, Table 6.12, 3L\ Table 6.13 1, CC LT PP 23 E T 5 SFR 23l & I &K AFMEE

R TOE 23 /&2 L CWODARAFYE | Tl 2 L QR MR AENE 38 KOMKAAPEART & O E S AR,

K RPIZBTDIRAFIEARR O 4% DLFIZHI%T 5,

e J1: FCS_COP.1(b) #% FCS_CKM.1(a) XL FCS CKM EXT.4 ~DURIFMEZEE I/ HINTI 7287020
ZEDIEYMAIRT, FCS_COP.1(b) (% FCS_TLS EXT.1 X' FPT _TUD EXT.l TfEifish
Do
« FCS_TLS_EXT.1 (X FCS_COP.1(b) IZXDEAAEMBIOBLMGEL T A TRY, B4 AR TIE

FCS_CKM.1(a) (ZXWA S FCS_CKM _EXT4 ([ ZIVIEEESN LA 320 T, ZDOERTT
PEZ72L CUD,

« FPT_TUD_EXT.1 I% FCS_COP.1(b) IZLDEABREA B LN EL EREZET | LIci->T
FCS CKM.I(a) 8L FCS CKM EXT4 #MELLAR, 728, ZZ TRIESNDEAL BL O
AIEVZRED ZABRSEIE, BIFEE A TOE A CAERLT=H D THD,

e J2: FMT MSA.3 7% FMT SMR.1 ~DIKAFMEEmT-SIRNZEDESHEERT, FMT MSA.3.2
X, 77 ANVMEE EEETAREBEOPIMIEZ R E T HIENTF A SNOEEIZFFET HIENTED,
L2UA TOE (32D X7 teF 2Bl ¥4, L723>T FMT_SMR.1 Z#EEEL7ARVY,
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Table 6.11: EX=UT AHEREEFOMKAENE (1)

s st R BRLTS Rl iz
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.I1, FIA UID.1| FAU GEN.1, FIA UID.1 —_ —

FAU STG EXT.1

FAU GEN.1, FTP ITC.1

FAU GEN.I, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXTA,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXTA,
FCS_RBG_EXT.1

FCS_CKM.1(a) FCS_COP.1(i)], — —
FCS CKM EXT4 FCS_CKM _EXTA4
[FCS_COP.1(a), or
FCS COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS CKM.I(b) | FCS_COP1(D), or FCS_COP.1(f), - -

FCS_CKM EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)],
FCS CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS CKM.1(b)]

FCS_CKM.1(a),
FCS CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS CKM EXT.4

FCS_CKM.1(a),
FCS CKM EXT.A4

FCS_CKM.1(a),
FCS CKM EXT.A4

FCS RBG EXT.1

FDP ACC.1 FDP ACF.1 FDP ACFE.1 — —
FDP ACC.1,
FDP_ACF.1 FMT MSA 3 FDP_ACC.1, FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.I — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.I — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: ¥ =2V 7 (R EAFEOEKAFNE (2)

FCS _KDF EXT.1, and/or
FCS COP.1(i)]

el R BELTVS TR | G
FMT MOF.I | FMT SMR.1, FMT SMF.I | FMT SMR.I, FMT SMF.I |  — —
[FDP_ACC.1], FMT SMR.I,| FDP ACC.1, FMT SMR.1,| —
e FMT SME.Q FMT SMF.1
FMT MSA.3 | FMT MSA.I, FMT SMR.1 FMT MSA.1 FMT SMR.I| 12
FMT MTD.l | FMT SMR.1, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
FMT SMF.I — — — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP EXT.I — — — —
FPT STM.1 — — — —
FPT TST EXT.1 — — — —
FCS_COP.1(b), FCS_COP.1(b), — -
HEISTUDEERIL FCS COP.1(c) FCS COP.1(c)
FTA SSL3 — — — —
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FTP ITC.1 FCS SSHTEXT T, or FCS TLS EXT.1 — —
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
IFE_TR Rl FCS SSH EXT.1, or FCS ATTPS EXT.1 — —
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
FTP_TRP1() |  gcsSSH EXT.I, or FCS HOTTPS EXTI — -
FCS HTTPS EXT.1]
Table 6.13: ¥ 2 U7 (R EAFEOKANE (3)
P Wi < WELTVE | FHE | s
FPT KYP EXT.1 — — — —
[FCS_COP.1(c),
FCS_SMC_EXT.,
FCS KYC EXT.I FCS_COP.1(h), FCS_COP.1(f) — —

FDP DSK EXT.1

FCS COP.1(d)

FCS COP.1(d)

FDP RIP.1(a)

FDP RIP.1(b)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS CKM EXT4

FCS_CKM.1(b),
FCS CKM EXT.A4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS_TLS EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.I

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS COP.1(c)
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6.3 X =2UT A PRAEEM:

DL A ST BNEETH X2V T AREEM: (SAR) %, CC 73—h 3 DRFEZ T AR R, A ST
1%, CC /R—h 3 ITEHESI., PP TR ENT= X 2T ARG F o R — % b, D FE SAR LL T
H3%,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE OBJ.1 — Security objectives for the operational environment
+ Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development

* Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: ~AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC_CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 ZX U7 (LRAE /AR L
FEE. A ST AFHET S SAR 1L, PP M HIE T2 SAR 522 —FHL TWa,
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7. TOE ZEAIAR

AEL, TOE BX2U7H4RE (TSF) OEREARZ RN 35281280, X2V 7 (HEEEZ/F: (SFR)
M7= SNDIEERT,

7.1 BXa U7 (BEA
AEITIXEID, 6.2.1 BiDMZE FAU RS 4AEETR A STl 45,

FAU GEN.1/FAU GEN.2

TSF 1%, Bs DR ENEHL TITINA ., Table 6.1 350 Table 6.2 (ZFilk LB A XU vl AT
—H LTRSS,

TSF 1%, BEEDOREN/E T2 B OREAARUIBAELZ B (F/H/B) BEOWEZ (Kf/52/FD) %
TOE OV AT Lray7inblifsL, BT —2ICfiek 15,

TSF (. FFEDOFHAB W RESEIZARUNIT, ZORFEHORT A4 (AT AL OEIREZIT:
SHI ) % BEAA NV NIBE T YT U VNG @ E L CEA T —XICREEk T 5, 7272, TOE
H S NA R R ESET AT “SYSTEM”, V7 = ZhNEE TEARWVE ST “N/A” Litdkd
2o

ERRENT-EA T — 21X, FAU STG _EXT.1 12XV TOE #AOEA Y — R — TR EEN D,

TSF BB AT — X2 ZFeek A HIC BT AN AT OUNT, Table 7.1 1277,

Table 7.1: 5T — X Cilekd D15

AU AR RIELE g |RR SIS
B O E) (Audit Start) | Yes | N/A [N/A Yes |N/A
BEAE O T (Audit End) Yes | N/A |N/A Yes |N/A
ézﬁ DFE T (Job Yes | Yes |[YavpiH#E Yes & T Licvar 4
ompletion)
AAIFRRED LI (I&A n7 A4 ELTA
Failure) Yes | Yes F & ] N/A |N/A

[?S;?_QEjJD (Add Yes | Yes [BINZATSTFIRFH] Yes |{BINLT-0r A4,

/SAV—ROZE (Change A At AT ERS IV AIED
Password) Yes | Yes |AEHZAToI-FIMH#| Yes a Ak,

P7ALBDRI (Change | voq | Yes | HAAT1FIIH Yes | EHEDRS A4

Login Name)
2—HF—DHIERE (Delete w P HIfRLIzn A4 (2 —H—
user) Yes | Yes |HIBRZATS7FIHE| Yes IR OB ATTAL
HEIRT LT DB (Add | veg | Vs (1Ao7 FIRE| Yes [BMLI-HERY L —%
uth Group)
o P — S K
FI 2 OB B FER S L FTIE T ORI N —T R

Yes | Yes |ZHAIT-I-FIHE] Yes | SNFIHEORT A4

—7"MZ5F (Change Role) s IS ORETRY L— T4,

ERR T N —T DR E DI E S R . S
(Change Auth Gr:)up Yes | Yes |ZHAIToI-FIHE| Yes meﬁéﬂhﬁlﬁﬁ =7
Setting)

H /R DZE B (Change

. ) Yes | Yes |ZHZEIToIFIHFHE| Yes |[N/A
Time Setting)

FREMEDZ T (Change - . s ER HSNCRREH H
Setting) Yes | Yes |ZHELUIAINE Yes |, B F D
TLSiE#fE DKL (Comm

Failure) Yes | N/A |SYSTEM N/A | RO BEH
FEEMETFLEEY— N —
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PV El*lilv*f %s%@;w s A 1’%3% NE I EcH
TLSI#IE DRI (Comm « 85 PRAAE OIPT R
Failure) e BIEFHFEDIPT KL A
SR A A A — s | YOS | Net |N/A NA L Sz 71
LISt o KPR DER

o BN BNz RO
TRVAMROHE T (Modify Srp e BB FRID IS LU Se 4
Addr Book) Yes | Yes | SUREATSTRUNE Yes | e v gz man
7z NI O N EVE EID
o T — AT T4
S =T TT T | g | ey |TYTT T | [ 2T PT T A
(Firm Update) T-FIHE oS N DT e A
TN—=Var

*1: AR H Y ISO 8601 DILIE A TEIEEND
*2: PEAL ZT 2 —AL LT Ope/Web/Net DWW TN RFLIND, 72720, RHFT “N/A” L7poTWDHHDIE “N/A” LRFTLIND,
*3: AU RENiAEFEL T Success/Failure OV IR RFLEIND, 72720, BH T “N/A” Lo T0DHDIE “N/A” EFEFESND,

LU % PR RE .

P EMOZ T (Change Setting) AU ha3EAESHED,

o S/ NVIAU—REDAER

o i BIGRAE DA H

o L/ RE DR E

o HEIRS T MM DR E

o [ ATEH I OAFEN T —Z DL O kLB

=5 = 8 e
o WAL — /N — DR

e IP TRL ADHE

o A— /LK EY — " —DBFIE

AREMHIZBIF D TSF AL ¥ 7 =— AL, Table 7.2 (273 LBV THA,
Table 7.2: FAU GEN.1/FAU GEN.2 {ZB83% TSF A 47 =—*%

AU A FT7==A
BE A D ELH) s MFDDOEJHON (fFENHOE A [F %)
BEEOKT » MEDDEJROFF
ST DT e FDP_ACC.1/FDP_ACF.1DTSFAL 27 =—AZHEL , b —/F Vo M AF v /R
2 AT AV THERED DY a7 Bk
FRBIERAED I o BE SR/ Web X —Y Do —H —REEE TR A #HAE
e o BVE SRV DR E T —R/Web 1 — T, [ — P —FH| [ —V —F ][~
A ol R A A e
. . o PR RV DR EET—R/Web_X—2 T, [2— P —FH ]| > [2— P —HE]->[=
— N .
SATTEORR | ey T
S o o BAE SRV DR IETE —R/WebX—C, [—P —F ] >[2— P —&E]-[=
PIAROER | oy S
e [ RO STAORBGET R/ Web X — T, [2— Y —F ] [ — = E] [~

—F Y ANl

HERRZ Vv —7" D38
A

o BRIV DR E T —R/Web2— T, [2—W —F B[ 77 & AHI
TE - [MEMR T IV — T 1 DHER T IV — 7 % % ik

FIHEOHTET 5
MERR T —T D2
L

o BB SRV DR EET—R/WebX—U T, [2—V —FH]| > [2—V =K E]-[>
— P —UARN DL —P—EEIE

MERR Y v —T D%
EDEH

o BE SRV DR E T —R/Web2— T, [2—W — & B[ 77 & Ak H»

TE - [MEMRY IV —T 1D BMENR Y )V — T ZAE IE
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AR A G T z—A
o BE RV DR EET—R/WebX— T, [VAT LR E [ HE% E] [T /3 A
SVESAIBES z - d
PTSADZR | S )[R A R 2
REEDEH o BRE SRV DR TET—R/Web— T, FHRRRED O AL E
e e FTP_ITC.1DTSFAL#7 = — A IZHEL | 787 PN — /B Y — N —FTPH— R
TLSBIEORI | 2 Vo s Lomiaa 24T
\\ o BRI C, [T R AR D R e I JEA T
TRVARDIIT | Welors G, [7FL AL [T FL A B A M 47
LT B ET T e b A T AR NBATL, Ty BT T T F M A

FAU STG EXT.1

RSN REAR T — 21X, FTP_ITC.1 1ZH€\W, Syslog 7' 2h=/LIS KON TLS 1.2 & VW CREA Y — /N —
IZIEEEND, 2O T —HE, IKEDPHINTDHET, WEHAN — VI Sy 7 7 SR RS
oo 2Oy 7 7HEIIE, 4 THFOERT — 2% RFTHILNTED, BT —FOE(EIL, Fi-
T — NS XA T T T,

BE A — N —~DOEEDNRIL T L& B RV B L Web <X—T D[ EIZEE Ay —U %K
AL, I HETEMMICES Y — N —~DREZHEAIT T 5, EEA -2, BEET——
IZHER SV TR NWZ L Z DN FRGLI I, BB ~ O 2 575,

Ny 7 PRI RS 80% LA HIZiEET D& HUALEBE LIAMNIR S A TERWIIITHIIRS LD,
ZOHIBRIZ, Sy 7 7RO FHZDY T0% A28~ 7= RE U CREBRE D, 237 7 REIR AN, D FD
ANy 7 PRI 4 TR OBERT — 2 PMRAFESIIIRRE T, BTl ARSI R T — 213y 7 718
WAZRAFENT | HIBRS LD,

Ry 7 FHEICRAES - B T —#1%, FDP_DSK_EXT.1 IZHEW s BALL TSNS, £7-. HERR
T N—T I HPLT | TN TCORHE TNy 7 7 IR SN T — 2T VAT 5L TE
AN

AREAZBI T2 TSF A ¥ 7 =— A%, FAU_GEN.1/FAU_GEN.2 ® TSF /> ¥ 7 = —A|ZHEL D,

7.2 BT AR—]
AEITILEIC, 6.2.2 BiDWMZE FCS BEICET 28Kk E 5tk 45,

FCS CKM.1(a)

TSF 1%, W5 518{5 O 8T CTHWDIE PR LT, ZEHESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFLAD rsakpgl-basic 57T RSA 24T D, £ DORRIZME L2 5E50F FCS RBG_EXT.1 (2

> THRT D, TOE 134 TSF IZBHL . TOE #5A OJRiECRMERESN O H ALEE, HAOWITRFR SN

B FEHER G /TR, ZOHET, AR — U CTRFB(LLT2IRBE TN AR — IR IFEND,

ARBEMTBIT S TSF Ao 27 2— A%, UL FITRTEBYTHAS,

o TOE sXi&E {F2E1% D) al k)

e Web — T, [VAT AR E] [ EX 2V TR E |~ [REHEOE B - B ZE O H 280,
T, [MER)Z 54T

® Web X— T, [VAT LR E| > [EF 2V T 45 E ]~ [REAZEOE B - [RE FHE 4 ZR(CSR)DE
BENCIRWT, [FER & 5T

o BE RNV D ETE—RT, [VAT LR E>[EF 2T AR E = [ENEHR L OAEN T —Z DY)
LI BRI LA 52174 . TOE % f it &)

F7-. TSF iZ, TOE OEJR ON K2, WL AR — RG-SV 5 b S47- RSA ##a e A H L, A

Mo — 8T 5 L7- RSA $8% | I 5115 CfE 5729, TOE O&EJRKBrE TOM ., HIMEATY—N

\ZRAFT D,

ARFEIEIZEIF 5 TSF A2 27 = — A, L FIORTEBYTho,
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e MFD O ON (& ENHLDOE IHE [F1ZF)

FCS CKM.1(b)

TSF /&, B 5l E 0Ty —aAZBW T lEHO e a #E AR T 5, B a g, TLS i@

BEATOTZ NI — N — I T4 T U NETHA SNDEE DI DR S, 7 — 2 & 5b/E 535

T2 OXFRGEEL T — 25 ARGET D72 D MAC #% 5 Te, TSF 1%, FCS_RBG_EXT.1 12:% RBG T/

FRSAUTZELECE VT, AES-128 DG 5 A — A 328813 128 B MED | AES-256 Df5-A

A=A T 25613 256 B MEOSTFREEZ A KL #HRE AT —NIZIRAFT 5, Fz,

FCS_RBG_EXT.1 |{Z4% RBG TS ELE A VT, SHA-1 DI 5 AA— Al 4255613

160 B RO, SHA-256 D5 AA—r Al H 325613 256 €' MED | SHA-384 DI 5 A —K %

T 55618 384 B MNED MAC S AR | R MEATY —NIZIRAFET D,

ARBEHIZBI$ 2 TSF A2 %7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T — R ZHEL D,

TSF I%., TOE & & #% O el B)RF 36 L O TOE #IHI kL O B EIRFIZ, AR — V82 53572

DORFREEL T, FCS_ RBG_EXT.1 1255 RBG TARR SN - ELE A VT 256 £y M= O #ERs 54

ZAER L R AT —1 PNICARET 5,

ARFAEIZEI 5 TSF Ao 27 2 — R, L FICRT LB Ths,

o TOE SXi&E {F2 1% D) al k&)

o BE RNV DR ETE—RT, [VAT AR E=[EF 2T AR E = [ENIEH L OAEN T —F DF)
LI BRI LA 52974 . TOE % fid &)

TSF (%, TOE & &% O #EE BRI L O TOE #IHHEE O P EIRFIZ WEBARN — IR FF 57

— 2 BT A0 DR S8t LT, FCS RBG _EXT.1 1215 RBG CTARSNZELEE VT 256

v hEOARN —V#EE AR L, FCS_COP.1(f) (285880 5t W TR AT —1 IZRFE

7o SIS g TS AL LT RE TR AT Y —2 NIZIRAF T D,

REEHIZBT T2 TSF A2 Z7 =— AL, LA FIORTERBYTHD,

o TOE X & /F31% DA [a] ki)

o BE NNV DR EE—RT, [VAT LR E]=[EX 2T AR E = [E NG H L AN T — 2 DF)
LB b A 52174 . TOE % Ftl &)

F7=, TSF iL, TOE OFEJ ON KFZ, ANEFEMEATY —2 ITRFF SN2 B LSV AR — Ui A FiE A

(L. FCS_COP.1(f) (ZLD8EME b W TARERMEATY — 1 ITERAFS VT B 58 T 5 LI A b

L—8% | 957 LAY X AES Rijndael T4 %728 TOE OFEPRKrETORM, #HIEEMHAE) —

WIZERIFT 2,

ABEMICBE TS TSF AL ¥ 7 =— AT, L FIORTEBITHD,

e MFD D& ON (15 EHOE IHE [F5)

FCS CKM EXT.4/FCS CKM.4

TSF 23O LL N O##IE, RELIR ST Z I FES D,

o {3 FH D FE sl Bt
TOE DR ON B8 55472 RSA #1% TOE OFEIFK CARE R L L CTvbi, fERMAEY —
FZHD7-8, TOE OEJFRET CHIFE L, IEESILD,
AREEIZEETA TSF A2 X7 = — AL, LL RIS RTEBYTHA,
« MFD O&JR OFF

o HE D a4
TLS {5 OB SR, AL LT, DRI QOB A 5 ey MEFEIZED
SEUELEC BB T LI LICI0EES D, Fio, HRMEATY — Eicd D728, TOE O EJRKT CHi
L, EFESILD,
ARENRITEI TS TSF A2 72— A, L FIRTEBYTHA,
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« FTP_ITC.1 33X O°FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A2 %7 =—AZHEC CRALAL 7= TLS i#(5
DY

« MFD O7EJR OFF

o IG5

B DME NG AN T — 2 DIl (Initialize Private Data / Data in Machine) #5217 L7-

By, B BALSNTRHE T — X BELONTSF 7 — 2N R TEESNDLIEND, AN — VIR B e

FELL TR, AR — DI SR S L TUODEERT 758 IR IR B gt L U Tl

AL, FCS_RBG_EXT.1 (2&% RBG TSN ELELT 1 [\ EEX T2 EICIVEES NS,

AREIZEI TS TSF A% 72— A%, DL FICRT LB THS,

o BE RV DOBRETET—RT, [VAT LR E>[EX 2T 4% E ]~ [EAE R OARENT —Z D
USRI 2 FEAT

o AR — %

BELE DME NG B AN T — 2 OFIHHE (Initialize Private Data / Data in Machine) %3170 7-

R, B BALSNTFIAE T —HBLOTSF 7 — 20N TR TUHEINDLZEND, REpgkE L Tl

AUy REEMEATY =2 IR SN B LS AR — V883 FCS_RBG_EXT.1 124% RBG T4

RS ELECT 1 | EFEE T L2 LI I0EEEND,

ARBEMICE 5 TSF AL 47 =— A%, UL FIORTEBYTHS,

o BE RV DORETET—RT, [VAT LR E-[EF 2T 4% E ]~ [EAE#RE AN T —Z D
WO b A AT

F7=, TOE OEJR ON BRIE 5 SNT-AR - — V8T TOE OB JFRKT CRE/ L L THlbi, fflf

MAEY — EIZH D720, TOE OEFK CHERL, IS,

AKEMEIZEIT2 TSF Ao 27 = — R, UL FIORT LBV THS,

« MFD O&EJR OFF

FCS _COP.1(a)

TSF (%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.I(b) (2T DiE(ET — XK 5LDT=DIZ,

FCS CKM.1(b)ICXWERK LT 128 By MEF7213 256 £ v MR DK -4t FIPS PUB 197 (ZHEHL§2
AES K557 /LAY X L% NIST SP 800-38A (ZHEHL% CBC &—NF, 7213 NIST SP 800-38D (Z #EHLJ
% GCM E—R TEMET HZLIZLVEE T — XD 5L LOME 54179,

ARFAEIZBI S5 TSF A2 %7 =—A %, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
T —AIZHEL D,

FCS_COP.1(b)

TSF 1%, B4 AR L OB4 MEEICIU T, FIPS PUB 186-4 (2 7€ &7 Digital Signature Standard
BT T ANV EL T VAR L (DSA), RSA T VXV EL T VAR L (rDSA), F72 13k H i
TUBNVELT NTYRAL (BECDSA) 2T 5, LT, &7 VTR LD BRI AR~ 5,
TOE DOfwnat B EERUC K DFE EARIC I 5B 4 UV T, FCS_CKM.1(a) (Z&WARSHL
722048 £ 1> RSA ##, BLU DSA 2145,

FPT TUD EXT.1 2827 v 7T —MRAEZE W CTHEED 2048 £ b tDSA 2l 325,

FTP_ITC.1 |ZX5 Y — S —ZEBHERGFEICEV T DSA, tDSA, £721% ECDSA i 4%, ZnLExd
DSA FEU DSA O#ERE T 2048 F7-13 3072 B b, ECDSA O#ERE 1T 256, 384, F7-1% 521 v TH
2o

ARBMITBI TS TSF Ao ¥ 72— A%, UL RIS RTEBYTHA,
o TOE DOHEZRAEIZEIERL:
* TOE % EAFE% DO H]alEHE)
s Web X—U T, [VAT AR E] [ EX 2V TR E ]~ [REHEOE B> [ EOE IR
WL (TR Z AT
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o BERFIVDOBRET—RT, [VAT LHE]>[EFX 2V T AR E = [ENE R AN T —2 D
WM ORI b FEA T
o H— N — I E ARG
« FTP_ITC.1 ® TSF A2 47 = —A|ZHEL D
o 77T — MAEGE:
« FPT TUD EXT.1 ® TSF A2 #7 =—RAIZHELS

FCS RBG EXT.1

TSF /%, DRBG 3L ES OIS AL7Z RBG %5 2p, DRBG I, 384 B b= b —AFF O ELEKL
2 —F (Entropy Input) #2425 NIST SP 800-90A Z4ii7=9 CTR_DRBG (AES-256) Thb, Zh
138 HBE%L (derivation function) Z{F I L72V» CTR_ DRBG THY, DT —REF L (nonce Z5) 13#
FLZ20, ES 1L, HED A=K =27 _X—2D ) A Af% G e BAEBIF ORIEE THY, DRBG (AT
384 B RO b —E RO R — R E AT S,

TSF 1%, ES {25t U CELAUVERER B LOELEGE A H LA #EDIRIATHZE T 384 B ML B = bk
—HEZ, ENEIIZ 384 By D b —E RO R — N & AR TS, ZivE DRBG 1252562
& TR AR BRI DA AR R T 5,

AREZBI T2 TSF A ¥ 7 =—AX, FCS_CKM.1(a) 3BLO'FCS_CKM.1(b) ® TSF A ¥ 7 x—A
WZHEL D,

7.3 M T — 2%
A CIEEIT, 6.2.3 i) 14 FDP BB 2 EA LA TRk T2,

FDP_ACC.1/FDP_ACF.1

TSF I%, FIAE T —2BLOFIHE T — X OBENE~DT 72 A Z1T,

FAET —2~OT 78 A% WBERRESN B EHE (UADMIN) BIOFIHE T —XIfH BT 507

HEBREL TS TONIRAE R A4 L —B T B RRRES VTR HE DRI 352 L

T, FIHE T —Z~DOEAEIZ DO T, Table 6.3 BLON Table 6.4 ([ZESWFIHEBLIORY a7 4 —

F—IZHALT I AE A E LT OBV E D,

o Va7 AT AL, BE RV EIT TV A — R T AR = U R BER ARSI 2B 2 TR
SN DV (AR

o JVH—RTAR—LD TOE IZEVIAFENT- LET — X5 FRoR, k., A, E23HIBRT52 801,
BEE | FITT VA —RTIAN—Z i H U R B 2 bR FFSIR0,

o I —BILUOAF Y NIBWTC, tARAAT R T — 252 FoRFIIImE T 52803, RO FtA4iA
BB AT U B ZBRE, FFEN20,

o NX 2 AUV NT 7 AV THERE CIRAE LT T — 22 M ET D2 81X, BHE . $213 7 — 22 R ELT-H]
B ZRRE S0,

o MOFIHE DO a7 ZH Ik/HIFRTHZ L3, BEEZERE, FFaivieny,

o TOE WDV a7 U BT HZ 01T, G250 THSNR,

D.USER.DOC 77 &R BET5 TSF A2 %7 =—A|%, Table 7.3 IZ R TERBVTHS,

Table 7.3: D.USER.DOC 77 A2 45 TSF Ao ¥ 7 =—A

HERE BE (A BT=—2R
Print (7Y 1) | Create |+ 7747 L NPCHOGHIRIT 5 3CGEZBRIRL | TV Z—RT AN — D5 E B i)
HFEIE FEAT

Read | #{E /LT, [R¥2 A N7 7 AV 7 D3 DCreatef EIC LV — L RS
TrANEFRL, Fll& 50T

o HAE SRV T [REF2 AR 7 AV 7 1B Createfif /EIC KR — L R &7
T ANVERIRL, BB Z R 21237
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PERE

#BRAE

AHT2—RA

o BRVE/ XL T, [RF 2 A N7 7 AU 7 B Create i EIZ DR — VR &L=
TrANEERL ., [REELEELCHIRT 212317
o L ECEMERICEIR A FEAT

Modify

o HRE SRV T, [RR2 AN T 7 AU 7 DB Create B/ EIC LD — LR ENTZ
TrANVEFRL, [(REEEE L CHIRT D10 OiRELEFAT

Delete

o BRVE/ XL T, [RF 2 A N7 7 AU 7 B Create B EIZ LR — VR &L=
TrANVEEIRL, [HIBR)Z AT

o BRVE/ XL T, [RF 2 A N7 7 AU 7B Create B EIZ DR — VR &L=
TrANEZTRL, FIRIRRICT — 2 & HIBRT D% €2 A 20 U CHIR & 51T

o Createf{EZ 1T, BAE SRV O EET—R T, [VATLRE]>[Ex=Y
TFARE [T —F W ERE =[R2 A NI 7 AV 7 F — 2 E B E
% RAT (RHIA A8 BEE O B4R E [ hE

Scan (AF ¥ )

Create

s MEDDAX ¥ —a2 =y MIJFfaZ Y LT, B8{E SRV T, [T IVAF
YNNIV E 2—%FELT (LT AKE{EZ Createf/EScl1 FE.5)

e MFDD A% ) — =y MIJjifaZz >y LT, [E-Mail], £72iX[FTP/Desktop]
MHET L 2—& T (LU, KEEZ Createtft{ESc2 & IT-55)

s MEDD A ¥ —2 =y MIFEZ 'y LT, #E/ SV T, [T 7 L AF
¥, [E-Mail], £721Z[FTP/Desktop] > HAF Y 24T (LA T, AHafE%
Createf{ESc3EIF-53)

Read

o Createf2{EScl. F7-IICreatefir{ESc2% 51T

Modify

o Createf{ESc2A F21T14 . 7'V B a—EEm HimEL I T

Delete

* Createf${EScl, F7/ziICreatetfESc2a KT, [FHADZL2E T, £l
Ve &% T

* Createff{FScl, £7olICreateff (S22 FATH. | [Ah— LM 2R 5 244

* Create#{FScl, £7oIICreateffr{FESc2Z& AT T—NRRENLE—REY)
VXD

o Createfit{ESc3Z AT #E/ N1V T, [V, R [@HiAmA A H k%
et

A HAT i B LT, [V RIS DA — T[TV
DY a7 oA v FAT RSV Va7 % IEHIBR

Copy (2E™—)

Create

e MEDD A% —a2 =y MIEfEAE Y LT, #E/ %L T, [T Lar’
=BT a—%FELT (LLT ., AER{EZ Create R EC1EFE5)

e MEDD AF ¥ —2 = MZFfEZ Ty LT, BIE SRV T, [aE =157
LE2—%FET (LT, KEEZ Create B EC2LIT-.5)

s MEDDAF ¥ —a2 =y MIgfEZ Yy LT, #81E 3L T, o7 rar
—], FF [ =0 bat’ —% 3T (LU, AEMEZ Create{EC3 L5

Read

o Createf2{EC1, F£7/-1LCreateBa/EC2% 51T
o RO ERICaY —AFT
» Createf{EC3%4 31T

Modify

» Createfft{FC2A AT, 7L E o — B Ot 2 I T

Delete

s Createf{EC1, F72l3Create B /EC2E AT, [FEIADA LT, [(XEX
BT R EmtAA R LT, FX VY NEET

o Createf2{EC1, 721X Createft{FC2%EAT%, [ — LM R 23

s Createft{EC1., F7=ldCreatet{EC2A 31T14 . E—RERENHLE—REHIY
25

o Createt{EC3 %4 F21T14 ., #IE XL T, VYN, Fold[mae—H 1R &2 51T

o B —FEL TR B SOV R AR FE a7 R [V R
[THIFEATFR OVa7hoae —E T CrER S a7 29 kIR

Storage /
retrieval (PR1T/
BOHL: =

Create

s MEDD AF ¥ —2 =y MZFfEZ Y LT, BIE SRV T, [V T VAS
XA/ T IS AEAF] [AF Y ARAE] FIAL[RF 2 AT 74U 7]
S [AREAN — VIR UARLFT DO AF v A ARATFH FAT

o 77 AV T EREZONICREL T, abt’—, FlTA Y 24T
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4 AE e (o FT=—2R
AT 7AV | Read o BfE SRV T, [RF2 AT 7 AU 7 DCreateb (E CIRAES =7 741
7) 2L [4<EIR], FIXERELZE L L CHIRIT 21 BRI 51T

o BRVE/ XL T, [RF 2 A N7 7 A 7 B Create B E CIRFSIVZ 7 7 AV
ZIRIRL [(BET DR E 2 AT

Modify

o HE/ XKL T, [RX2 A N7 7 AU 7 B Create B E CRAF SN 7 7 A /L
RIRL, [FRELZLFE L CEIRT 2 b2 31T

o HE SRV T, [RF2 AN 7 AV 7 0B Createt fE CIRIFSNIZ 7 7 A )V
ZER L, 155921 DfmEE BT

Delete

o HE SRV T, [RER2 AV N7 7 AV 7 0B Createt fE CIRIFSNIZ 7 7 A )V
L, [HIBR]1Z 3T

s WebX—C, [ 7ANVELE] =[R2 A N7 7 AV 7 1D B Create R E THR
TFENT=T 7 ANVERIR L, [HIBR]Z £ T

o HE SRV T, [RE2 AN 7 AV 7 0B Createt fE CIRIFSNIZ 7 7 A )V
ZRINL, FHI# 2T — 2 & HIbRT D5 2 A 2 U CHIRZ 31T

o BE SRV DR ET—RT, [VAT LR E =[x 2T AR T[T — ¥
ERE2[RFa AT 7AV 7T =2 ENOIEEEET (MIASE B
FOHEEERTRE

D.USER.JOB 77 A#ilfENZ BT 5 TSF A2 7 =—A(L, Table 7.4 |Tx 3BV THS,

Table

7.4: D.USER.JOB 77 ZAH|#IZBI7 % TSF A2 X7 =—A

P aE

#R{E

AHE T —A

Print (Z'UF)

Create

o JTAT U IPCHOGEIRIT 2 CEZ BN L, VA —RTA /3 —DF% E i H»
SHIRZFA TR BRIE IV T, [RF2 A N7 7 AV T 0352 T AT 2 ’PC

MODHIRIZEST TR — VRS2 7 7 AV AR L | FIRIA 51T

Read

C Bl ST, (VA Ko7 Ve Mo TR EAT F oY a7 il

Modify

N/A

Delete

o BRSOV [EIRI IR, 03[P a 7R = [V M= [ TR/ E TR o
Pa7 1 bCreateE CIES -V a 7 2 1L /HIFR

Scan (AF ¥ )

Create

e MEDD A% —2 =y MIEfa Ay LT, #8E SRV T, [T IV AF
¥>]. [E-Mail], F721Z[FTP/Desktop]HAK ¥ % FA T

Read

o B ST, [PaT RIS [AF X — ][ TR FET RO Va7 A RN

Modify

N/A

Delete

o BE SRV T, [Va7 R = (A T — [ PRI/EAT R O Ya T D
Createtp{E CIES =V a7 2 F 1B/ R

Copy (2E™—)

Create

s MEDD AF ¥ —a2 =y MIFEfRZ Y LT, BfE LT, [T 7 ar
—]. FoE [ =] bae — &2 ELT

Read

s E SRV T, [aT KB [ TV N [FR/FAT RO Va7 1425 4R

Modify

N/A

Delete

o I —FITE . R Rt AIA A HFIZEME RV T, [y ], E2id[=e—H
1R AT
o HVE SRV [FIRI IR, ER [P a7 R = [V M= [ PRI/ E T o

Va7 |hbCreateff{E TIES NI a7 21 Ik/HIBR

Storage /
retrieval (PR17/
BOHL: =
AT AV
7)

Create

(CIErD

s MEDDAX ¥ —2 =y MIFfEEZ Ty LT, #fE X%V T, [ 7 VAR
YN [RIRST SAZRAE] [AR Y AR FIE[FF 2 AT 7 AV
S [AREAN —DNZAR Y ARIFET DDA Y ARAFEEFAT (LT, A
{E% Create 2 {ES1 L5

o 77 AV TR EZ ONIZRR IE
HEZ Create B ES2 L FE.5%)

HBOHLYa7)

LT, at—, A 23T AT, A
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F&RE BE (Mo HT7=2—R

o BE SRV T [RR 2 AR 7 AU 7 )b Table 7.3 Treik L T
Storage/retrieval D Create B/ CRAFIITZ T 7 AV EERL | [4T<HIRI,
FNI[EREEZ L CHIRIT 210 BRI A 521 T

o FAESFLT, [ A N7 7 AU 7735 Table 7.3 TRk LT D
Storage/retrieval D Create B/ E CLRAFSIIZ 7 7 A VBRI L, [2515 D] 0D
IE(E 2 AT

Read |[(fR1Fva7)

o CreatefR{ES2Z FA T4, BAE/ SRV TC, [Pa7 KD, 2 —kfX[7V
R\ A I AR v F— B[ TRI/FEITH OV a7 128K

EOHLYa7)

o BENOLT, [Pa7 RO, FIRIREE[ VR BB R [ AT v T —100
B THRISFATHR DT a7 2RI

Modify [N/A

Delete |(FR1FTa~)

o Createt{ES1%4 31714, Jifm it A A PIZEME SRV T, [V Y NESELT

o Createf{ES2A4 1T | A% ¥ WfIScant’a” | A —RE{ICopyL a7 D
Deletex 3217

EHLYaY)

o FIRIFEAT 1% | B 2oL C ) [RIRIH AR, E723 a7 R — 7Y /b]—>
[THRIFEATH DOV a7 1) BCreatetif{F TR SV a7 2 1/HIBR

o E(E FATI  BE SRV T, [Par R [ Ay =2 [ TRI/ET RO
27 ) BCreate B/ E CIERKS V=T a~7 2 IR /H Bk

7.4 R EFG
AEITILEID, 6.2.4 EiDMZE FIA BT B Z IR 45,

FIA AFL.1

HBAE SFVIB LU Web ~—U75 TOE Z481E, £72137747 2 h PC BTV 4 — F*74/\‘~%
fx_Eﬂﬁ]IJfZ;ﬂdé?fjAZ)WT \_E;kéﬂ}:)ﬂzl %/\ZU }*nuu Lkb\f ﬁ‘f‘)LLT 3 [E]uuu %E\&Lﬁ_
FOREZ AT R 1 SR DB H AV =N eny 745, vy 7 bORRIE S 5 431 2E AU, ﬁ
%ﬁé’j _[ﬂ/ﬁ%ﬁq:ﬁ%‘ j—fcﬁb% iy niE%E&IEi&%&)TLTnu nﬁx{j‘ﬁ)f'_‘téhﬁ_*{j(ﬁgﬁ %'fg 'Fﬁjﬁé ZIK
ZARIIPERRRREIC D A1 FH S D,

AREMIZEI D TSF A2 27 =— AL, LL FITRT LBV THS,

o BE/ XKL /Web R — D — W —FHEEH [ Tl A E
e MFD D7V B —RFA /R —RA L A— )L EFL TS PC D BHEIAZ 24T

FIA ATD.1

TSF 1%, FIHERT A4 MR NV —T ORI B EZERL, MERFT 526N TED,
HLUADHENRZ W —7 L LT, BEEEHERR (Admin) BEON2—F—HER (User) £V oD —7
ZFFH | 44 U ADMIN LT UNORMAL (ZHH Y 5, RHIADKERRZ N— T % A FT213HIBR T 52
LT TE,

ZHUTINA, EEFITIBINOMEIRS Vv —T 2R FTRE TH D, IR NV —T7 2R T DBR, #AD =~
— P —HEREZET VLT, ZDEEDOH I ERIRTED,

el Hﬂ%&%*@ﬁﬁ%ﬁ/l/—7 FYTHZE, BEOL MR NV —TZAERL, B, EITHIBRTLZE
3 HEHEZTITRE TH D,

AREEEL d%‘sﬁﬁ“é TSF A2 27 = —=AF, BLFIORT LBV THD,
o B/ SRADBEE —F/Web < —UC, [~ BT [T /L AR E - [HERY v —7 1>
OERRT NV —THAETE, T3 N —T % LI MBI R
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o BBV DBRETE—R/Web _X— T, [2— Y —EFH]>[1—V —RE]|>[—F =V AFb~L
— Pz R ERMEIE

FIA PMG EXT.1

TSF I IR BRI DR SAT — R OX k| B L OGRS AH A ORI AE SAT—R

DIEREATHIEBREBEZ R D, DX, TV T 7 hDRICF /INCF T BRORRR ST (1,

@7, H, S, U, N &, T (Y BETe) DT bSAT — RO BEZIT AIND,

ARBNRTEITS TSF A 27 2— AT, L FITRTEBTHS,

o I{E/ XKL DFREET—R/Web <=V C, [2— P —FH]>[2— P =R E] > [~V —UARN»H=
— W —E X ERMEIE

B/ SAT—R BT, fLAAEBFIZED 15 CFLL B EFRETH D,

ARBNRTEI TS TSF A 27 =— AT, L FITRTEBYTHS,

o BE/ SRV DR TET—R/Web _X— T, [VAT AR E]=[EFX 2V T K E] [/ SAT—ROEH )
DI/ N SAT =R RAEH

FIA UAU.1/FIA UID.1

TSF (3, #fE S B LU Web =275 TOE 248, £72137 747 h PC 57U Z—RTA 3
— &I UIZHRZ AT DRI, B 2 B T A E OMBIRRREZT ),

TSF 1. LA N D 2 FEOFA RERE T e R —h 5,

o NHFFRFE 2 TOE AANIOB SRS COBHI B B R ZF A4 538G, #12a%h,
o 1T —738GE S A LDAP f8GEH— N — TGS QO DR E T 8a R 9 538555
X, BHE OBREICIY, AR/ % 2 H Al fE,
BAE SRV B LD Web ~—75 TOE #HaET 5354 . TSF 1% TOE OEAEAFF Al T HRICH]HE
137/])/% *Uﬁﬁ%‘/\xy ]*%J:U\nu uﬁ%@)\ﬁ%g*‘é‘éo Aty pEf‘l‘: = Z‘/}‘U N uftji#‘z})ﬁ)‘j]
DAL TOE ZIK{ZIKVW)%L F " — 7RG B E L DA X TOE AMENIB L O TOE (28¢5
TUVD LDAP fBRE — =B IR 5, ANSNTFIHE R A4 BLOFRIHE /SAT—RA, #
RENTFREEI I CB GRS COARI A e B BT A Z L 2B IRS - RERIE S CRGET 5, 72721
ANENIRIAE T A 40 TOE OFLAZE L (admin) THAG AL, FERELIZBED LT, TOE
AENIZBERSILTODFLA R EBLEIEHME A BT HE% TOE AR THRAET 5, IRAED#HEF, &
FRENTOAH B REA BT A DI, TSF 1Lk IERAES V=R LI L. 2R & 25
BT DMEIR Y L — 2D & TOE ODEAEEZFF P § 5, 72721 FRRESEHS LDAP F8REY —/3—T, kAl
SRAFSIV R\ THERR S L — T 3B S THR TUORWEA IR, — %R # (UNORMAL) D#ilH
T TOE OEAEZFFA] 35,

IIAT U PC STV B —RTANR—% A LIZFIZ S T3 286 TSF X7V Z—RTA /83—
LET —HLOFETTIH—RTAN—DFER I CANSINIFHE T A4 BLOFI A
J—K®D rﬁ‘%‘z&fz;{ﬁ“éo ZELRRF T A BLOFIHE AT =R Ry N — 738G E S 7
DIEZN DA 1T TOE ARMRNITERERSI CO ORI TE M EAGET 528% TOE AENT, Ry kU —
mﬁjiﬁbxﬁ NDOBGENET 7 4V MER S IZER E SN TS LDAP FRGE— /N — RS T0D
FIRABEEBREAETHZE% LDAP BiE— —TCHiaET 2, 72720, ZE LRI B 0 A48
TOE OFAAEHFE (admin) THLHG AL, T N —ZF8GET O A /NI DS T, TOE A
IRPNIZBFRS I QO DHLA AR E EF TE M AT 52 8% TOE AEN THRGET 5, MEEDRE 5L, Bk
SN TCWARHEEREAB LGS DI, TSFI1IZE LT CE T — 22 FRGES V=R HE 12 LY
BASNTFIRF T —Z2LHW L, TOE AAENITHEAN T2, 2N LIANOEA | TSFITZE LT CET
—%% TOE AR, EEEEERICIEET D,
WP NOFRBIERAE T R EIIA L Z 7 = —RITBW T ik BFEESN AR A SNAT 7S a3
AR
ARELEIZEI TS TSF A2 ¥ 72— AL, L FITRTEBYTHS,
o HE/ SR /L/Web ~—T D — W —FREEE| [ Cr A E
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e MFD D7V Z—RIA /R =R ZA— )L EFLTUNVS PC D SEIRE BT

FIA UAU.7

B RN CORBRERITIRE, AJJ LT/ SAY —RO LT LR DT AZIVAY (BBFE ) #FrT 5
M AT SCFEFR R LR,

Web /\O“““/\‘VG@M HE"KL‘?‘TH# X, TI7AT B k—X—J-L//\Xy ]\ff/it@ﬂj]’%ﬂ{'ﬁﬁiﬂj‘éo uﬂ x. TIAT
D Web 770 —IZxt L, FIRFE B A I UISCFE R SCFO L9570 TR T 5 L9 Bk 775,

ARBHZBET D TSF A2 47 x—A%, L TFIORT LB THD,
o B/ S/ Web ~—T 02— —GRGE R Tr Y A R AR

FIA USB.1

TSF 3R A FRBERREIC LY SR HAEBEEZFEL, FIAE T A4 MR V—T7 ORI AE @ IEE Y
TV MNIBHHE ST A,

AREMIZEI D TSF A2 X7 =— AL, LL I RT LBV THS,
o E{E/ N L/Web _— 0D —H —FREE [ TRy A E

75 XU 1 E
AFCIEEIC. 6.2.5 O WA FMT ZHC B 2B R4 05k 35,

FMT MOF.1

TSF (3L T OEFREREIZ DV T, R BIRRRES IV B O Z Al 7R AT 72,

o {H NI &L OABENT —Z D HIHI{L (Initialize Private Data / Data in Machine)

AREMIZEE D TSF A2 47 2— A%, UL FIRT LB THS

o BENRFNVDEET—RT, [VAT LR E] [ X2V T 4R E ]~ E NG H# & ORI T —Z DY)
HUL SR 2 &)

FMT MSA.1

TSF 1%, HH ORI N—T7ZRWE oM Z | SORERES A7 TO W ERRRGER I 12 ffil3

Do

KEMEIZRE 5 TSF A 27 =— X, LLFISRT LR THS,

o BR/E IO EET—R/Web _X—V T, [2—Y —FH]| > [2— P = E]>[2—P—VUANNLH
HDa—HP -Gt

TSF 1%, WESRRAEFI A ORI B 0T A2 2 BLOMERS NV — T 2AEK, BB L OHIBR I 2544

B & LIS DONERFERER B OMHER Y L — T 2 MG ot R4 | kB FRAES AV & EE D 721 J’E

g%, 7235, VERLT DHEREI LN RERER B A T LIS B 8 DRI D R S, HIBR T 51RE

BERS I NERBRER A B A HIBR T 2 REC D AR fitE i,

AEIRCRIT S TSF A2 47 = —Al, IR T LB THD,

o FR{T/ SRV DR E—F/Web <— DT, [P~ ] [P =B ] [P U AN
— P BB ERME I/ R A E /I B

FMT_MSA.3

TSF 1%, WETREAER] & 2 0 I8 ek 3D, BT B HERR Y /v — 7 OHIHEZ User 97205
UNORMAL &7 3,

KRBT TSF A2 47 = —A %, L FICRTEBYTHS,

o BE NNV DOFFEE—R/Web X—T T, [2— P —FH]|>[2—PF —RE]>[=— T —UANDL
— a5k

TSF 1%, FIRE T — 2249 D0, TN EER LR HE ORI B#E e A4 52FH#H T —2 DT

HHEIEROMELL THIV Y TD,

©2020-2025, >—7 L4 (Sharp Corp.), all rights reserved. 54



AREMHZBI TS TSF A2 47 =—A[%, FDP_ACC.1/FDP_ACF.1 ® TSF A2 47 = —A|ZHEL D,

FMT MTD.1

TSF i%, B Y ORI/ SAT — R &2 28 5 J 58 B EE R | ik BIRRRES = & COWERERER & 1282

72,

AREMIZBI TS TSF A2 X7 =— AT UL FIORTEBYTHS,

o BE RNV DFEREET—R/Web ~—I T, [2— P —E > [2— P —RE] > [ — —UANNGH
HDOa—Y—%EE

TSF 1%, W FERERIHE OFHE SR —RZAER B L OHIBRT2HEEE . B & LIS O NEFEREFR] A

HOFRNHAE/SAY — R W358 B RE 2 B D AR5, 7285 VERL T DRI TN AT REAE

B 2 FHRICB 8T DRI O ARSI, Bl BRI DR AR B G ST NS RRGER & 2 HIBR T D

(ZDO AR INLD,

AREMIZEI 5 TSF A2 27 = — AL, LLFITRT LBV THS,

o BERFINLDFEETET—R/Web X—U T, [2—V —EFH]>[2—V —FE]~>[2—HF —VAND»HL
— B ERME I/ bR

TSF i, EFCI2NZ, LLF O TSE 7 — % %5 B9 D RE %2 B BE O I ZHE i35,

o /NI AT—RE () XALAAEEE OAIZHRE

o FRBIFERE T ()

o HH/W (2hZr)

o i LG (WA bhHE /)

o HEn/ 7N (WG bE/ME)

o TRU AR (B G3%/UZE/HIBR)

o FHAEY— N —FRTE (CBER/CLEHIBR)

o [P TRLARIE (%)

o A—LiEFH— R—FE (W EbE/EE)

o AX ¥ —HiliHl 7 r— LT (E)

o JUUNET 7 — L 2T (BE)

e MFD A{KD Boot HlHIZATHOARMKKIE 77— L7 =7 (L)

® MFD AR{ED AL HHEATHOARKEEH 7 7— 20 =7 (LK)

AREMRIZEI 5 TSF A2 27 =— A%, Table 7.5 |3 B0 THAS,

Table 7.5: FMT _MTD.1 (ZB9°% TSF Ao ¥ 7= —A
EHPERE AL HT 2 —A

AT —REOEE | BIESRVOREE—R/ Web<— T, [VAT ARE]~[EF =T
AR E] 2 [ NAY —ROEE ) D/ NV SAT — R REZEH

AR R OEH R SRV DFRET—R/Web— T, [V AT L]~ [FRFER ]
SRR E ORIk A A

B /el D% E VRSO IETE — R/ Web— T, [ AT Lk |~ @ik ]
S[F AR E] [ B AL RS A e a

B T e E e DR E « BB VO TEE—R/Web— T [V AT AR E]~[EF 2T

AR E] =[BT [ AR — VR EREOIRE A iR E
By Ty MR oZRE | BRIE SRV OBRIE T —R/Web~—2 T, [V AT ABTE ] [hilkix iE]
U s B B T MR A AT

FRL AMED R s BRAE SRV T, [T R AR DT BB S/ S/ H bR A FEA T
« WebS— T, [T RL AR = [ 7 R L ZBE D5 H s S/ 5 /1 A 52
T
ALY — N — DR E « BRIV OFBETE—R/Web X — T, [V AT LR E] [ KV —
7 #% €]~ [LDAPEX E ) HLDAPFRGE Y — /N — & % GkME 1E/HI B
IP 7R ADE o BE XL DR TEET—R/WebX— U T, [V AT AR E] [ Rv T —

IRE|[AH—T = — AR EDIPVAZ R E
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A—IVIEF I — N —DFRE

o BRE RV DR ET—R/WebX— T, [V AT LR E]=>[FRy T —
IR E] [V —E AR E]D[SMTPZ 7 M Hak iE

A2y F— il 7 — L0 =
T D H

TV T 7 — 2 =T
D F B

MFD A4 Boot il 24T
IANKHIE T 7 — LT =T D
ST

RIS DOAT T VAT R~BATL, 77— D02 T Ty 7T
— b AT

MED AARD AL I 21T
IRIEHNE T 7 — 7 =T D
BT

FMT SMF.1

TSF . L FOE B RE A 1L 375,

o NEHE
o NHRER

AlE
AlE

FIHFE DX e/ HI B
FRZEORIHE SAT — RO

o WHREREMHEZ ORIHE 0T A 2 DR

o NEIFGIE
o T RF DR E
o f/NIAT—REDEH
o R BIRRGE T D W
o HERT N —F DE
o [ /LI DR TE

o HEND/ T NEMD

EAT=—g

ix e

FIHEOMEIRT NV —T D H

o fEATE WM OAEN T —Z DAIHULOELE)

o TRL AT
o ALY — ORI

o [P 7RL ADEKRE

o A— /LK EY — " —DBEIE

e 77— AT DFH

ARFEEIZE % TSF A2 27 =— A4, Table 7.6 |Z-9 B0 THD,
Table 7.6: FMT _SMF.1 (ZB89°% TSF A2 47 =—A

EELRERE AL BT 2 —A
PN ERERAIER FH & OB G/ b BB SRV DFRE T —R/Web X — T, [2—P —FH] > [2—P—&

B[ —P —UARND D — — 2 X 5/H bR

153
WNERERAER F & ORI &
IRAT—R DT

o BR{E/ SRV DR IE T —R/WebX—2 T, [2—P —FH]>[2—V—F

E2 [ VAN — Y — 2 IE

WS FERER & ORI HE =
TA DR

o B SRV DR ETE—R/WebX—V T, [1—VP —FH]->[2—F —F

E-[2—Y =V AN S —F —HEE

WS FRRER & OFERR S
IN—T DT

o BAE SRV DR ET—R/Web X — VT, [2—HF —FH ] > [2—H —&

El[— Y —UANPLE—Y—ZEIE

B/ NRAT—REDEE

e FMT MTD.IOTSFA L #7 = —AIZHEL S

kBRI S RO s FMT MTD.IOTSFAL ¥ 7 =—R|ZHELD

MERRT V—T D& o BR{E SRV DR ET—R/WebX— T, [—P —FH]—=[7 7 A
HIERE ] [HERRY NV — T 1 DMERR Y NV — T B METE, £2137 L —
7% LS HAEIC R

H {5/ D 3% TE s FMT MTD.IOTSFAL 47 = —R|ZHEL D

A/ KGO IE s FMT MTD.IOTSFAL ¥ 7 = —R|ZHEL D
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B R AE AHT 2 —A

HE s 7 MER OB E [ FMT MTD.IDTSFAL X7 = —AIZHEL S
8 NG OAFENT — o FMT _MOFE.1DTSFAL #7 = —AZHEL D
S DAL O E)

TR AMEDH B s FMT MTD.IOTSFAL X7 = —AIZHEL D
ALY — N — DR E s FMT MTD.IOTSFAL 47 = — X ZHELD
IP7RL ZDRE s FMT MTD.IDOTSFAL X7 = —A|ZHEL D
A )VIEE P — R —DFRE p FMT MTD.IDOTSFA L X7 =—AZHEL D
Tr— LT DEH s FMT MTD.IOTSFAL X7 = —A|ZHEL D

728, TSF IZTAR — UG SAUIC B9 A P RE AL L 70, AR — U B RITHE 12 T 5035
Thd,

FMT SMR.1

TSF 1%, %% (roles) (ZEIL . #E[RZ /L —=" (authority groups) OFEREEFFD, ZOREREIZED, LT D

CODEENIEHERFTHIENTED,

e U.ADMIN role (5 B# & / administratrative role): & FE#H LT, K TOE O&¥aU7 iR ExHE
RLT HRE S A FFOREE, HEBRY L —7 U.ADMIN 1 ZOEENZ BT HiLD,

e U.NORMAL role (FEEEEE %% / non-administratrative role): —f&FI|HEH LT, HHICBETHEH
BERED — ¥ D A EFF ST E|, HEBRZ /L —7" UNORMAL 13- OFENZ BT DD,

ZFIHZE (TOE (\Zn 2 A LRFERRES VIR ) B HER 7 L — 71250 THZ LT,

FMT_MSA.11Z&Y, FHRETZTITATRE TH D,

ARERIZRIT % TSF A 27 = — A%, L TFIRT LRI THS,

® B{ESFILDBETE—R/Web ~—UTC, [2—P—FH] > [2—PF— B E] > [2— P —URN»D

TP =BG ME R/ G DR /HIBR
® HR{E/RL/Web _— D — —FREE M CTu A EE
® MFD DTV H—RIA/N=PA L A=V EFL TS PC 2BFIE FEAT

7.6 TSF Of5-i#
AFCIEEIC, 6.2.6 MO MZ FPT B 2 BRI A k5,

FPT SKP EXT.1

TSF 1%, ®FECHDHERT 584 - SCCARERMEATY — 1 ITRAFT D2, BHEZ G T2 CORH
B DR A HE A T 72O ORSREAFRHEL T eu, F7o, REEFEMEATY — 11T ElcEm
FHFEn Qa7 BIANIZ AR ATRE Th D,

TSF 3, xR T D AN — VA I 53 TS S L L CREFEMEAEY —2 2R FfFL . TOE DO EJR
ON HEZZDHF AL SIVIZ AN — 8% i A HH L CHERE B8 CIE B LT LD AR — U A FE R ME A
FY—IRFTI0, BEHEZ G2 TORHBICZINOARN — Vi Gt A T 720 O REZ TR L
TR, Fz, DA — VHET BN CHER L T EESND,

TSF 1%, ® RS IO MAC 8% 5 To s a % WSU CHIR AT —ITERAF T 203, EHEEE T
B TOMMFICZDO B a dE w3720 OBEEZ R HEL TV, Fio, 2ot a gL EIRET
THIR L CHlEES LD,

TSF (X, TLS §E7 D7 T A X — Mgz AN — VTR 5L L THEIAR —PIZRAFEL , TOE OEJR
ON HHICZ DR BALENTZ T T AR — Nt & FE A HH U CARN — V8T B LI LD 7 T AR — N
FERVEAT) —TRAFT D08, BHE G2 TOR MBS T T4 — N St A 3720 O
REARHEL QU ey, 72, SELD T T AR — M BIRWT TR L CHEES NS,
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FPT STM.1

TSF %, FAU_GEN.1/FAU_GEN.2 C/RL7ZEEA G RA R M/ LU CRidk ¥ 2%, TOE DA
F DT IINSEA DR T R AT 5,
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HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
1P Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
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