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* 3-1 FIRAEDKRE

2 E&
— A FRDIFERE S LRI HFE ©, BEHE R LR W HE
A User who has been identified and authenticated and does
Normal User not have an administrative role
B FRAIRRRE S LRI C, E R R A R ORI A
A User who has been identified and authenticated and has an
Administrator administrative role
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D.USER FHET—% TSF O#AEICEEAE LIF S e, FIHEOT-DIC
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Data created by and for Users that do not affect
the operation of the TSF

D.TSF TSF 7 —# TSF OEAFICEL 5 2 506 Lt TOE ©
728® TOE I X » TIER EN/=7—#

Data created by and for the TOE that might
affect the operation of the TSF
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D.USER.DOC | FI#HEXET— | EFHNELIIN— Fabr—oEA T, FIHFHEOL
i BIIEENDIEH
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfFH Y a7 FIR#E OCEE 72 ICEAHE Y = 7ICEE T 51
T—H fin
User Job Data Information related to a User’s Document or
Document Processing Job
=34 REEE(TSF 7—42)
& 3] E&
D.TSF.PROT | fR#E 7= TSF | 7 —X OFAH THLEHEHEZETL2Z2WHHAFIC
T—4 ié&éh#TOE@ﬁ%;)74:%@%&
Protected TSF Tb LAVRWA, ZRFEIXFTFATES TSF 7 —
Data i
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | ft# D TSF 7— | 7 — X OFAH THEHEREITH 2 WFIHEIC

i
Confidential
TSF Data

;5%§iti&éhﬂTOE@t%;)74t
R KIFT b LW TSF 7 —#

TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS

BBFEIX, TOEDA % 7= —A %@L T, TOE
WOFIHBELET -4 ~7T 72 &, &&E. *
TIXHIER) . EI3FHEY a 77— 2 2 EE (K
EEITHIER) T2008 Lk,

An attacker may access (read, modify, or delete)

User Document Data or change (modify or delete)

User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEHFIX, TOE DA v 47 =—2%i@ LT, TOE
WO TSF 77— X IZARET 7 AT 500 Lt/
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OEAENFF Al 726, TSF OFAEER)IC
FoT, BEX2 VT DBERESISEZ TN LA
AN

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WgHIX, TOEICARERY 7 N =T %A A
=35 LILRW,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEL, Xy PV —27@EEE=2 LIV #EL
0T HrZ LT, BETOT—XIZT /AL
D, TOEDtEF=2UT 1 2GR ELTZD T 25000
L7y,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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PAUTHORIZATION

R 1T, SCERLPE K OVE PEERRE & FE1T 9~ D A HE
[R5 SN2 07 570,

Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

X2 VT ABET 7T 4 BT g IFEAESARITR
ERbd. FLZ0XIRT s v aron 7idfkE
S, SN IT =27 4 7 4 ~RE SR TR
SYANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE X, LAN EOMOT A A& B Y Z#H T
R B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE BRIHHELET — X £1213MED TSF 7 — X
Z B AZ A AT RE /R AN FEME A B L — T N R (TR
73556, TOEIZZNGDT A A EDiEY
T—H xS LT L L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL

FIRELE T — 2 £7213W%E O TSF 7 — % OBt
UL RTRE IR AFEFMEA B L — U D7D Ol 54D/
BIZHFH G T2 L9 7%, X0, 7~ 7 . L
B, F320MOH LD LEIZ, RERT 7 ER
MORESNRTIUTZR BV, 2D FEDA hL—
T A LIRS TIT R BV,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

PIMAGE_OVERWRITE

SCEWBL Y 3 7O T ERITFR ORI, TOEIXZ
DBV ATRE R AFRFEMEA S L—U T A 2 LD
BAFEBRT — 2 % PEZHELR2TUIR B0,
Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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P.PURGE_DATA

TOE!L, RG-S N, R#EFEMHEA L —Y
TNA A LOBENMEET 2T X TOFMET — 4
KM OTSF7 — & Z KA H L TERNE 91T
52 LNTE DEREARME L 2 T 670,
The TOE shall provide a function that an
authorized administrator can invoke to make all
customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile
Storage Devices.
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ARBE T, MET D508 1A TOE OF|HOHKICAHpE#RE LT, ATOE %
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A.PHYSICAL TOE, KO TOE MRAFEIZIFAIR T 57 — & Offi
I RESTZERE X2 U T 4 25, BREIC K - TR
ke s Z & 2BES D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A NETWORK HEHAEREEIX, LAN A > % 7 = — A~DOIRIN 5 D
BEEOT 72 A6 TOE 2 {fi# 325 Z L 2 HET
Do

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE EHE L. VA FOvX=2 U T ¢ HEHINWE-
TTOE 2&H T L&, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS FrAl SN FIAEIL, A Fotexa VT 4 H#HT
> T TOE ZMM+ 2 L 5B TV D,
Authorized Users are trained to use the TOE
according to site security policies.

10




JISEC-CC-CRP-C0854-01-2025

4.2 ERIRE B

A TOE OET HEHERE 2K 4-1 1277, KTOE TR A7 4 AT
BN, kORI Ry hU—27 ThD LAN ICH L TR S 5, FIAEL.

K TOE O#fE xR LAN IZ8fi Sz 7 747~ b PC Z#4E L TK TOE %
92,

HEBRYRNT =T (A29—FVh)

FTP H—){— XWVE )=
=

o

7147 IA=)

EaEY-/\—

=

AEBRY D -2
(O—-HIWLIV7FRYRD—=7)

AT — /-

X4-1 TOE M:ERIRIE

K TOE O FiBRBE DR AL 2 LA R ISR,
(1) 747>k PC
FRBEMMEAT2ILHO PC THD, ULTFOYT7 Ny =2THRUNETHD,
- OS : Windows 11
Y HERTAN
SHARP <A{KDHIE> PCL6 N7 A /3— 08.06.03.23
- Web 7 7 v
Microsoft Edge 131
(2) B —/N—

ATOE IZE VAR SNT-EEn V2 RGFT 5 DDEEY—"—Th b,
syslog 7’1 b /L& L, TLS 1.2 (2%t L TV 7 < TER B 7wy,

R —"—DOFREIX, MHATHDH, Al TIEL, rsyslog ver.8.24.0 % {f
JiES

(8) A— L — 33—

11



JISEC-CC-CRP-C0854-01-2025
TOE 6 HHAEBEBOXLETF —% % Emaill Ijfif 7 7 A L & L TEET L8546
WICMBECH D, TLS 1.2 IZKH LT e < TiEZe b 72wy,
AZEAMTl. Postfix ver.2.10.1 Z{# A,
(4) FTP #—/3—

TOE ORI E D CLEFT — 2 % FTP — _N—|ZEET 558 ICLETH
%o TLS 1.2 1250t L TV < TiEZe B 720,

AREAE Trx., Windows 11 {Z#5# D Microsoft Internet Information
Services ver.10.0.22621.2860 % i H.

(5) FFLH—/N—

5.1.1#i0> [MBIRRAEHEAE) R SMERALTR) O8A. TLS 1.2 [k
HL. A7 1 b 2078 LDAP RGEH RO —S— BLEThH B,

ARFHMCTiX. openLDAP ver2.4.44 Z{#H,

I

B, AERIREN TS TOE USNDN—FR T =T KONV 7 b =7 OI5H
PEIIARFEHm O Cid ey (FoIEETEL2 b0 ET5),

4.3 ERIRIRICEH TS TOE EH

K TOE Oftd 2HaE, KO, AFHHE THRIES 5K TOE OREEIZIL, BLF
DHIFKIN B 5.

(1) FFEF— K7 F47 2 K PC

TOE &L L TEMES 28— =7 747 2 F PC O EF 2 TITHEM
INDHZLiE, BEHEOEMETH D,

12



JISEC-CC-CRP-C0854-01-2025

5 T—XTOF ¥ BT BH1E#HK
KETIE, A TOE O#iPH & FEARER % 3T 5,
5.1 TOEEBBREOVKR—RY MER

TOE O 21X 5-1 12777, X 51128\ T, TOE i ITOE] &k &ni=f
STHY, VBERA T a2 #BE L7 MFD O2KTH 5,

ESE A=) FTP SREE HSATIN
[ L) T ) T 5

1 |
| Ry NI—DIREEEEE N
Y v v !
o | AR FRAT A J«
i .3 3
I e B o W2 | s L
4 I
==L T B | Tl RESLIR |
Hsge £ | T4 — 1k | —
AEBAN -
[ x| |EJ%%—?‘—’9 | [TsF7—7]
y t I y
~ ~ A1~ H psat Y
TOR LRFCAIr AT | | e [ |

X5-1 TOE IER

TOE O d 5 HAEIZ, MFD OSEABRE L X = U T 4 BEE T SN D, X
51 T, TOE NO@ftEDOE RNt x =) 7 4 4EETH Y . TOE NOMOEREX
HEARMETH D, LU, TOE DtX =2 VT ¢ BEREICHOW T T 5, HEARKEEIC
SNTIE 11 EE SR,

(1) e5IRRREMAE

AHEREIL. FIHE S MFD O#E{E %L, 754 T k PCD Web 75 7
PRLTV U H RTA 2305 TOE 2FHT5 L&, v/ A4 ENRRAT—R
CTHIHE Z i BIFERET DF%RETH B,

AREREIL, WRBFRGEZ AR 272012, LT OBRENME 2 2 T\ 5,

-%/Jm"xv R DOHIFR,

< JHfGE L7 RRREREE D T i v hoa v 7 T U B,

c RRERREIE . — ERFFBMENR 2 WA O' v v 3 T,

(2) 7 7 & A EE

AKEREIZ. MFD OMEAMEEE CRIAZE T — ¥ Z#ET 5 L =12, FIHAZET —
ZDT e AEZIT OMEETH D,

77 AGIEN, FIHET — 2 OFEEE®R E . FIRE OFRIE & OF]H
FBENZESNTIThI D,

13



JISEC-CC-CRP-C0854-01-2025

(3) &RiT — W SLpkRE

AHEREIX. TOE NEBICIRET 5T —Z 2 {b+ 2HETH 5, K1k
X, #E 256 £ o AES CBC =— R&HHT 5,

iy, HERIDREE R+ 7rm > b o B — 2R 2 IV CTAERR
Ehb,

(4) v NU— 7 {R#ERE

AHEREIE. TOE &AM IT Hidds &L OB OBET — X 2, W57 b=l
TLS 1.2 THRET HKRETH 5,

Wi, HEROWEE R+ b r B — 2R ORI AR 2 WV TR
SD,

(6) BX = U7 ¢ B PIHERE

AREREIL, BEX =2V T A BREORESE 2, BHFICHIRT 2ETH D,
7272 L., —RFIHEIX. BEORAE T 7 A 4 K OMR T V—TDRWE
b, AU —ROLEHENAHETH D,

(6) EATHERE

AHEREIE, EX =2 U T A REICET oA SFRAEAn 7L LTARL, B
B —N—IZEXETLHETH D,

AKTOE CTHMSNIEET — 213, AV —A—~DOREPHRITHET
TOE MIZHE 5L L TIRAFT %, TOE WITIZ. 4 DA T — 2 OLRMFN
FRECH DM, 4 A CHIIER SN EEERT — 2 13 RAF S Ik
FEIhbd,

(N V7 b v =7 HEEeE

AHEREIX, 77— LU = TEHFCEH T 7 — L0 =7 OB BL ERGE
THMRETH B,

(8) HC.7 A MiE

ARHEREIE. TOE EENFRHICHEERG O™ b B =D~V AT A b B
T NTY ZLORMFET A b, 77— LT =2 TICBENEN L 2T X MY
HIERETH D,

(9)  FRAFIE I EHRE

ABgREIX, = BRSO T £ TP IR G OB AF g T — & &
EEE N RE LT EESHETIHMETH S,

(10) 77— e LARE

AR, BEAOZERIISE, WA P L —Y RIZH DT X TORME
T—2KOTSF 57— 2% LEZHET HHEETH D,

14



JISEC-CC-CRP-C0854-01-2025

5.2 ITIRIE
TOE |, LAN %4 L T&HH —\—%2 514 7+ | PC Li@lE %179,

TOE @ [(4) xv U — 7 {RH#EKEE] X, 25 IT B & il L CEBLS
UFo7a kavzffids,

- 7747 K PC(Web 77 7¥) : HTTP over TLS

« 74T R PC(TY % KT A3 : IPP over TLS

« i Y —/3— : syslog over TLS

« A— )L —,3—: SMTP over TLS

- FTP #+—/3— : FTP over TLS

« GEY—/3— : LDAP over TLS

15



Rt FFa AT

JISEC-CC-CRP-C0854-01-2025

KTOE DHA X 2D %23 6-1 12571, TOE OFAEIL. BitEsfr: i
O TR RRa AL FO SRR EFNERSN S,

£6-1HM4 3R

iR N=v3y
Start Guide TINSM5465FCZZ KS1
Quick Start Manual 2020C-EX1
User’s Manual 2020C-EX1
User’s Manual (Touch Panel Operation) 2020C-EN2
User’s Manual (Address Book Registration) 2020C-EN2
User’s Manual (Web Page Settings) 2020C-EN2
Software Setup Guide 2020C-EN2
Troubleshooting 2020C-EN1
MX-FR65U Data Security Kit Operation Guide EX1
MX-FR65U Data Security Kit Notice 1.1
How to set up MX-FR65U to be the “Protection Va1
Profile for Hardcopy Devices” compliant

16



7.1

7.2

7.3

JISEC-CC-CRP-C0854-01-2025

SEMmsERE IC &k AT EERR VOFER
ST 452 B

M A S U7 — A IT X2 U T oo ¥ — L, IT %=V
T 4 PR OGRAFHIEIC L v KR SN 5 & & b2, ILAC (HEHESSBR TR E W S 1H54E)
DOFEAGRIZINE LT 2 38R ORSZAT By AL S, ST A 2 ff FAR A iR e 2 o
2—) ICXVREEZZITTEY, MW EHERFOTZOD~RX VA N EOEEED
WHIMEIZ O W T OBEREE A2 L TWA Z ENEHICHREIN TV,
BT iWapiS

AT, A PP S ERT 5 CC /38— 3 OfRFFEFIZHOWT, CEM IZHE S
ST ELEES PP OIREET 7T 4 ©F 4 Z W TiThiv,

r\‘F

FHEVEE OFEMIL, FHMlsREEIC B W THE Sz, FHMEEREETIZ, A TOE @
WE L CEMDOU—7a2=- I\&Uﬁa PP ODIREET 77 4 B 4 2 & OFHENE
K OV A 34 5,

MR R

LR, RlAlfo i E (S & 2 Rl 5 i o & I 279

AL, AR 64E S HICHAE D . B T4 6 ARl EDERE L > TET L
7o RHEEERS I, BHIEHE 2> ORI B 2 AT R R  h — Koo 230, —
DOFHIIC I DA Z A Lz, £7o. 5 6 4 11 H~12 AIZBARE YA hTH
&7 A &3k L7,

FHIEZE PR R SN BRI, FTRMEEL L TRITIN., BRFICRE S
Nz, TNHOMEAIL, BIREICL D RE L2MThil, &I, X ToORE
SRR STV B,

iz, PR RO IR ORI, REREL Ea— L LTRib ST, A
A BE ~J8 = 47z,

IS OFEREIE. MR K OBRRE DR LT b SRS E I X U
77

17



JISEC-CC-CRP-C0854-01-2025
7.4 BqATAb

RIS L. R OIEFR TR SN TZRE LA MRGE L 2RSS, o X 2 U T 4
BERENTEFEICEH SN TS Z & 2 RIET B 72O OFlE ML T A b K OWETIMH:E
ENZHD FHIEBER AT A F & FIT LT,

7.4.1 RAEET A b
AFHIIZ BN T, BIREE T A MIRFEEMAITITE TR0,
7.4.2 SEE I TR b

AL, BRI OMFR TR SRR S, "GO R 2 U T o BRRED HEFEIZ S
BFENTWD Z & ERGET 272D OFHiE ML T 2 b (LUF LT 2 B pEvd,)
o E i U7o, RHME AN EME L2 MNZT 2 R &2 LLNICER T 5,

(1) LT R FRE

MNZT A OB, M 4-112R~ L7z TOE OEMEREEICHE LM TH 5, M
ST A b OBREE TN Lo 23R T-1 1R T,

R7-1 MITR MNREOEMSR

BRL& Edi
TOE - SHARP MX-8081 fax option model with MX-FR65U,
0180Se00
+- SHARP MX-7081 fax option model with MX-FR65U,
0180Se00
BEAr— N — rsyslog ver.8.24.0
A= — N — Postfix ver.2.10.1
FTP #—/"— Microsoft Internet Information Services ver.10.0.22621.2860
PRRE— /N — openLDAP ver.2.4.44
7747 K PC OS : Windows 11
Web 77 7 .
* Microsoft Edge 131
TV HERT AN
- SHARP MX-8081 PCL6 K7 A /N— 08.06.03.23
- SHARP MX-7081 PCL6 K7 A /3— 08.06.03.23

i 07 A b L7z TOE 1%, 2 %D TOE #AlZiiik Sh T2 2 TH
50

MSET A hORERE, ST IZB W TR STV TOE Offpk & LT o X 95 7z
EWRDH D, dHliE X, 0D OEWICHEBEIX R FHEE O FEE L7 msr T A b
IZE 2T, STIZEWTHEAI SN TWD TOE O DT F = U7 4 FERENSE U
TARNINTERBRTZENTEL LWL TV,

O TAMHCEREISNZT 77— 7 =7 O

18



M7 A TR, WS HEEEDRER D T= %
&:\

JISEC-CC-CRP-C0854-01-2025
2. TOED 7 7 =LA77 Db Y
TAMHCERESNE 7 7 =0 =T MEH STz, 72 MAROME SHERED
TV 2= VERE—THY . T A MNHICEE SN BE G020, T4
M7 7 =L 0 =T7TICL57 A MIRETHD &,

© T A MY —roEIE M

A R LT B,
MNLT A N TlE, BIET — X OfERSCET, B SHREOMRR EDHIc, T A&
NHOY —VMER &=, THDT A NAY — VOB PEITFHEE 12 L > ThE
AEINTWAD,
(2) ¥hIIT R +EEER
FEHMEOEE LM T A MIUTOEBY TH A,
a) MWMITTRMDEA
FHmE S, WA PP OZER K O S 72 FMGELE B 0 B E R LTS T
A NOBLSE L TIRT,
<JSTTF A~ DR E >

DO X2V T 4L X2 U 7 o HREEMH (SFR) Z & ICHERT 5,
@ a7 La) XLADOEENRE LW & 2HRT 5,

b) MITR MEE
A N TS L 72N T A R OBEIZLL T O LB Th S,
<INLT A B TFE>

TOE (2%} LT, TOE O#fENRV, 7 T4 T FPC, TA MY —%&
EH L TANZAIT, TDOSDEVELUTOFETHER LT,

S5BDFEND. TOE ONE A > Z 7 = — A LRERATRE 8413, TOE
O A 27 =—AEFIHAT B,

B FEND. TOE O A v 2 7 2 — ANSRERTX R WEAT. 7
AMNHAZ7 7 =20 =T BEHAT D,

<JNTT A R DOEENE >
MSTTF A N

ST X o C 33 TH H FEit S i7-,
PSTT A N OBLSIZKS L2 T 2 FNAE L E T-2 1577,

19



7.4.3

JISEC-CC-CRP-C0854-01-2025

R7-2 BELEHITR

B TR MEE

o) TR U T o BEREDOMERS
W5 PP D SFR ZLITHRESNIRGET 77 4 ©F 1, £72id. SFR O
WCHEADWTER LT A FMHAICE D, T XTOEF =2 U T A BERENMERRE
BYOICEMEST 2 Z L 2ERT 5,

@ B 7 L3 X AOFEIEDOMHER

TOEIZA VA M=V LTIT A NAT a7 2EFEA LT, LFTORST7 v
URAPHEREB D IZREINTND Z L 2 HRT D,

RSABEAERL, B4 A RUREE)

ECDSA (% 4 #i7iE)

AES-ECB-128, AES-ECB-256, AES-CBC-128, AES-CBC-256, AES-

GCM-128, AES-GCM-256

SHA-1, SHA-256, SHA-384, SHA-512

HMAC-SHA-1, HMAC-SHA-256., HMAC-SHA-384

CTR_DRBG

o) FER

A 23 340 L7 TN COMNET A MFIIELLKET L, #Hli#F L TOE ©.5% %
WS LTz, AHlE X, X TOT A MEREHIFHINDSDEVR—E L Tn
DT & EMERR LI,

AHEERAT X b

A L, BRI O R TR SRR D . AE S D A BRET & BB L~V
BOWTEE SN OMIIME L RD RN H 5 b DIZHOWT, FHEHER AT X~ (U
T MRATALN EW)H,) 2BRLUER L, HhENFEMLIZRAT A FZLT
(ZEAT 5,

(1) BATR MEER

PG 23 FEhE LT R AT A R OBERIZLL T D & B0 TH 5,

a) BEEhdRBEN
I IR, R S AU REILVE RO AR OIE &V | IER R a9 A BRER
L. BAT A b &b 883 2 LT OfggsrE 2wl L7,

20



JISEC-CC-CRP-C0854-01-2025

@O TOEICEMLARAWE Yy hT—27 R— BN TWEBRERH H, £,
TOET%@LTvéz/FU 7 H— B RN OMEFIEDAFIET D 5%
and 5,

@ TOE ® Web A > ¥ 7 = — AN DOWEIIENRTFIET DIFENH 5,

@ TOE DOEIRIAELZ A O REFIHERTFET DN D 5,

@1@E@@¢Axw TV RTA N DR Web A LV H T =—ADHDOR
ERATNCTEY | FBIRRERERED S A NA SN DEEDNH D,

® TOE A TLS 7 747 > b & LTEWET 2BRICBE LDV — GEIFEOM

R MEFIIEDEAES D ATREMED B 26

b) BATR FOHE
I R, B ER 2R st B S D WREME AT S 72 dic. LT OR
AT A bz LTz,

<fRAT A FBREE>
BAT A FOBEEEIL, MYT A FOBEEIZ, BAT A NOY —LEB
MUEERECTHD, BATANCHEA LY —LE2ER 7-310577,

K73 BATALRAY—IL

Z2E o BZE - FIREM
Nmap 7.93 FIRARERR Ry NU— 7 R— NERT 5 —L
Nessus 10.8.3 Fv NU—27 R — N ONHONEEIEE BT % Y — v
OWASP ZAP 2.15.0 Web 77U r— a » Oifigatt 22k 5 —v

Active scanner rules(beta)
N— 3 2 56.0.0 23BN

PRET 0.40 FIURIALEE DR & 72 fE5stE 2 A+ 5 Y — b
<BAT A FOEfEEA >
RSN DT E X T 2R AT A NNEEE T-4 1277,
x7-4 RATRAMRE
i b 7 A MEE
@ | *Nmap ZfH L T, TOE IZEEND R Yy U —27R— FBRANTH RN D
LR T B,
« Nessus #fFH LT, TOE TH#HL WA 3%y hU—7 P —E RIZAHDME
SN TR L R T D,
@ | + OWASP ZAP %/l L C TOE @ Web A > % 7 = — A |ZAMOMEHa e 7
ELRNWE L Z2HERT 5,

21



JISEC-CC-CRP-C0854-01-2025

® | " PRETRA ¥ —Fy P TAFLZKBEa— FEE LT, TOE OFIRL
BUZ N DOWETINED 2N 2 & RS 5,

@ | + TOE O#fEx 1, TV Z FTANETWeb A F 7 2—A BT,
RNIEZRE 2 38 ST D ATREMED & 5 X752 A L TH, TOE ICREZR S
DEONRE LN & EHERT D,

G | * TLS O — GEREDKRFELIEEZ TOE NIEL S ELTWD I L& A—/L
RERIZ W TS 3 2.

o) #HR
A 2350 L 7R AT A BT, BUET D KERRES) R o BB DN E AT
REZ2 MEsatEI IR S 7Rin - T,

7.5 MBI DULNT

KREAM O FIHE & 72 5 TOE OMERGAEIE, 6 BEITR LIz A # v ATFk s T
W5 EBY THD, KTOE Zilli CRIES N7 & BV IZLZRIMEHT 57201
X, A X ADFEIRD LBV IZ TOE 5% E LUl b, AL AL
BRI DBGENC LI GE 1T, Al X DIRFED R TIXRW,

7.6 B EEES
AL, SRS EAE S o> TR TOE 28 CEM OV —7 2=y h RO H PP O
BRALT 7T 4 BT 4 OF S TR LT D SHEr L7z,
FHlCIELL FIZ oW TR S vz,
PP 5
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

[N—FRab—F M AT aTr 7 arruarryA)V] #@eDRiELRNE
[ZDNWTDHA KT A [16]

+ FCS_RBG_EXT.1 7 A MIBEHET AHEIZHOWT

* FCS_TLS_EXT.1.1 ®7 A MZBET HHEIZ OV T

X2 VT MREE: . a®L T4 TFTYT RN—h 2 HiE
X2 )T R a®r I I947 07 R—1F3 #HE

FHEORER L LT, A PP ANERT L FOMRIEZ R —F 2 Mo T &
¥ CHEN R ST,

22



JISEC-CC-CRP-C0854-01-2025

ASE _INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE REQ.1,ASE_TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1, ALC_CMS.1, ATE_IND.1, AVA_VAN.1

FEAG ORE R, 2 FICFLIR SN —ET 5 TOE iIZ L > Tk S 7=b oD
A D,

7.7 H@EEa A MNEE
P T T R E I IR, BRI ,

23



8.1

8.2

JISEC-CC-CRP-C0854-01-2025

I:IIL\ FIE % jjﬁ

SREFHEREIT. R OB CIMEERE L VIR SN A KEEE S LT, LT
CRGEE e L 7=,

O FASEETRINERANENIZYTHD Z L,
@ PrAHEE TR SNIREMNANFRS TS Z L,

@ H‘HEHSHWEZFHLERZY 7Y 7L, TONEEZBRAEL., BE#+25 CEM @
J— 7 a=y RS PP OIRGAET 7T 4 ©F 4 DNaMliRiEETRENT &
NNTFHlHENTWB Z &,

@ Al EOR S ZEHIE ORHIEIE ORI ZH TH D Z L,

®  FHmEES EICR S RHMEE OFEL 52 CEM K ONE S PP ORAET 7 7 «
BT 4 IZHEAE LTSI L,

B OWEEIZE N TR A I N EFE nunEI/I: a—& UTERR L., 3Hf
BRI 5T L7, REREMEESIE. A ST R UGFHliH S EICHB W T, FFEL B2 — T
5 S L7 RREE N ﬁ#ﬁ%éﬂf‘/‘é e TN 7'T<mu FEREEEZFIT LT,

EHIE e S

FEAMRERE 2 0 SR S 7o R R R, AT R R OVBE 9 2 R RE LS B A kR
AE L 72fE SR, GRGEHEES I, A TOE OFEMi2N A PP O E R4 2 RAFEAM: 25 7= 3 b
D LT 5,

IEER

AKTOEZHBRD & 5 EE 1%, [4.2 BEHEREE SR kO 7.6 FHERERIC
DNT DOFREHNELZI L, K TOE OFHfixf G EOZSREFIHA, 45
HOMBET 5EMNFCEEL TWLNE I DNEERLETH D,

BE T — Z DAY — N—~DEENEW LT HE . #8E %L O Web ~—
vk%%}y%%v#%méﬂéoTOEi%ET~&@ﬁ%E RADB, EA
FITEERX vy —JICEFEETAVLEND D,

ftEE
Friz/z L,

24



10

JISEC-CC-CRP-C0854-01-2025

tXa)T482—45v b

AKTOE Dvx=l 7 4 X2 —4 v M12lid, AREZEL IR CEEL LU TFD L
Bo#ftxns,

A FR SHARP MX-8081/7081 fax option model with MX-FR65U &
F2VT744—=7 v b

N—T=ar: 115

FATH - 2025 4 6 J] 3 H

TERE vy — T HRASH

25



11

FHEE

JISEC-CC-CRP-C0854-01-2025

KpEETHEA SN CCITHET HMEFEZ LLTITRT,

CC Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ FEfli%E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ i 515)

PP Protection Profile (7'm7 27 a7 w77 A1)

SFR Security Functional Requirement (&3 = U 7 ¢ ¥REZL(})

ST Security Target (EX= VU7 4 ¥ —% v 1)

TOE Target of Evaluation (FEAfixf52)

TSF TOE Security Functionality (TOE & = U 7 ¢ #&HE)

AEEHTHM SNz TOE [T DGR A L FIORT,

MFD

Multifunction Device

A E T S IT BB D I8EE 2 LU ISR,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator

ECB Electronic Codebook

ECDSA Elliptic Curve Digital Signature Algorithm
FTP File Transfer Protocol

GCM Galois/ Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

IPP Internet Printing Protocol

LDAP Lightweight Directory Access Protocol
RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security

AHEETHEM SN HFEOERE L TITRT,

26




JISEC-CC-CRP-C0854-01-2025

Field W 2 AEFR T 2 7= OIS BUG CARMA e R/ N T 7T U

Replaceable The smallest subassembly that can be swapped in the field to
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