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AREREIZE D,

o 7/ AR HIEEHE
TOE WOLRFEZ PEIZX L, FF ISR O BN T 7B AT REL /2D I0I, PREE E~DT 71
A% AR DHRE,
o LT — X B AkRE
HNHEF AR — IR SN ARG PEE R IET 7B ZNSIR#ET 5720 . FHE R B3 HkERE,

©2020-2025, >—7 L4 (Sharp Corp.), all rights reserved. 12



AFEREIZIX, B B2 ARk T 26RED & D, BF 583, TOE EB) IR R AT —2 1T
ST S SV B8 2 R AT — LIS IS U s S8 L T 54524
ARSI, AT —ITRAFEND,
o X N — 7Rk e
LAN R Ry N —7 EaRNDIEE T — 2 BB S I K0, S ASnDZ e &f51ET 5
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1.4.3 TOE OF|H#H

A TOE OF|HFE (U.USER) X, LLFOHEFRZ /L—7" (authority groups) (Z535HIID,

® UNORMAL (— #%FIFH# / a normal user)
ARSI, RRRES VR A C, BRI A R I ORI A,

e UFAX (7772%' H# / a fax user)
FRBIS AL, FRAESIVIZFIHE T, 77V AZET —H~DT 7B AMERZ A+ 5.8, BEE R E AR
IRONFI A

e U ADMIN (”ﬁfﬁ%A / an administrator)
kBN, RRRESIV-FI S T, FHEEEH B L O CORME T —2~D7T 72 AMERRZFFOF]
%, THHATRHCABI L AOA NI B (LA, MUABEBE LML) 7T N Eite,
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2. WE TR
R ST 1L F AL T,

2.1 CCHa Tk
A ST BILORTOE BNEEEZEETSCCONR—Var BEIOAK ST D CC /38— 2 BIUOVI—F3 3
AP L FIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP £k
K ST BLU TOE 2N & 9% PP IFLL FITRT LBV THD,
e PP 44 #F: Protection Profile for Hardcopy Devices

e PP /X— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, BRI D720 RY FFEA LT PP LRSS,

2.3 o lr—UFE
A ST BEIOTOE 1%, w7 —Tl A a EiELZRV,

2.4 T AARML
A ST LU TOE 1, PP M ERTHLL FOSMFAN AL, PP OFERIEY “Exact Conformance” Th
%o T DI TOE FB1IL PP E—HL T2,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
* PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
+ Image Overwrite, Purge Data
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3. XV REHER
AKE L, TOE DEX 2T (i EEEFRT 5,

3.1 TOE D& i
A TOE DSRIRETHIREE PEIX, LL OIS EESND,
e D.USER (FIHFH T —%4)
TSF OEARICH AL IF S0, FIHZE OO AF L > TERSN=T —4,
e D.TSF (TSF & —%)
TSF OEMEIZE R L 5.2 5936 LIV TOE D72 ® TOE (2> TER SN =7 —
FRORAHET =21, LLFO ORISR S,
e D.USER.DOC (F|HZE (ET —%)
BIE I —Fat =0T, FIHAE O CEIZE ETNLER
e D.USER.JOB (I va7 7 —%)
FIRFE OSCEF I SCEUIL a7 (B35 1
EFEO TSF 7 —&1%, L F O ZHSOFERI OS5,
e D.TSF.PROT ({R7#Z#17- TSF 7 —%)
T —HDOFAE THRL, T EHEERELF ORI AFICE > T & AENTZ TSF 7 — 41
TOE Otx =27 11T 8% K ﬂfa%m&wﬁx B OVWTIRRTEDEIH 7 TSF 7 —4, K
TOE CTH#H 7T —XIZLL F D@y,
« WESFRRERIF#E ORIH#E 0T A4 WERSIER R ORI V—7 | Eifn s ﬂé{mf‘aixﬁ Ei
VAV VA ]‘E nﬁJUDJIJnu nEjf_t *@BE(7/V~7 El{j‘/ﬂ# J ﬁ@jﬂﬁ ??Fﬂjﬂzﬁﬂ TR VZ[I]E nuu
P R—FKE, IP TRLVARE, A—/VikE— "= E Ax T —liH{77—20 =7, 7V
HfE 77— 20 =7 MED AR Boot filfHIZATHIANKEIE 7 7— L0 =7 777 A7 7— 20
=7, MFD RARD AA AR EATHO ARG 7 7 — L7 =7
e D.TSF.CONF (fi# @ TSF 7 —%4)
T —2OETfE THA BHEEEL R ORI AFIZL ST, S ASIz TSF 7 —4 73, TOE
DEF VT AT EE RIETHE LN ES7 TSF 5 —4#, A TOE THOH T — XL LU F i@y
® W nunE%lﬁH%/\XU ]\ H %

3.2
TOE |2 %9 5% Ei% Table 3.1 (27”7,
Table 3.1: &

F R FEFR

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

T.UNAUTHORIZED_ACCESS | g 213 TOE®D A2 47— 2 %361 C, TOENOFIIE L8
—HZ~T 7R (M, B, FIFHIER) . ETRIE a7 T —
5% I8 (B FTITHIBR) T 5036 LTV,

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEF T TOED AL AT 2 —A%8 0 T, TOENDTSFF —Z~D
RIERT 7R AZEAFLHDE LIV,

T.TSF_COMPROMISE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDEEN T I EN -8 . TSFORE/EENZ L ->T, BFx 2T+
@Tﬁ%%%létn“ﬁ%bwocb Y,

T.TSF_FAILURE
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G2

P—
EF

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

YWEEE 1L, TOEICARIERY 7" = 7 A Ab— /L3 55 L7
A

TNET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEF L, AN — V@B T =X — L= EELI-0 T 52T,
EETHOT =T 7BALIZY, TOEO X 2T 422 E LTV
BB LAV,

3.3 Mk X =2UT 1 58
MEkDOEX VT 0 5% Table 3.2 (T/RT,

Table 3.2: RO EX VT 1 5 &

H R

i
EF

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

R T, SCEALEE K OVE PR RE 2 52T T D RN IR 2 AT G- Shu el
IUTIRBTR0,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X2V TABE T 7T T XA SN RS T, T dD
T IvarOul I R#ESIL AT T4 T4 ~EE ST
ANV AN

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEIZ, LAN EOMOD T A REZ B B &5 TE 2T 137578
Uy,

P.STORAGE ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOEWFI & CET — X £ 13 BE DOTSFT —Z 2 B AZHa ] REZ2 R
FRVEAR — DT AR RTFT D56 TOEIZZENLDT /A A L
DZDIH7eT —HAElE b 3528,

PKEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

IR CET — 2 ET B OTSFT — 2 O BLHI A 7] REZ2 A
PEAN =V DD DR F RO AT 535857, X OHE, 7
~ A7 EEL FTEOMDHEDDIEITL, AIERT 7B ANDIR#ES
NIRTIUTZRDIRN I DED AN — TV TR BIRAESIV TR
720N,

PFAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

TOE/RPSTNY 77 ARe &t 3555 A . PSTNTZ 77 A[AIKRELAND
Mo BEA PRAET D,
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A FF

P—
EF

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

PIMAGE_OVERWRITE | mifg 0= s T 7424 I OBRI, TOEIZZ O BLHIASH T e

FHEIEVEAN —D T NRA A LD BT — 4% EESEELR TN
127257200,

PPURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEZ, HEMRAT 5-SNI-H DS AEBEIERBEBAN —T 7T A2 LD
FTANTOBENMEG T DR E T —Z M OTSF7 —Z A 7K AIZHRD
L TERWIINCT HIENTEOEE AR UL 2T T RB720,

3.4 HitESAE

TOE O [, 3EHEEIZ, Table 3.3 TEERTABRENNLE LS,

Table 3.3: FiifESMF

A TE

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL |10 | o OFTORAMRAF S 12T 55 — S O I S - T YR % 2.
TAW, ZOBREIZ Lo TRISNDZLEET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

HEHEREEIL. LANA L Z T 2 —A~DINERIDDEFED T 72 ANSTOEZ R
H#HIT DL ET D,

A TRUSTED ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEE BFE L, VA X 2T HEHIIE> CTOEZEEL T 2L [FHHS T
W2,

A.TRAINED USERS

Authorized Users are trained to use the TOE according to site security policies.
PRSIV 1L, YA X2 T4 T EHIIE> TTOEZE T2 KO0 % H
AT D,
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4, BX VT 4% 7 E#
AREEL, BX 2T ARG EHZRBIT DR 2 OWTah 5,

HEHERREO X 27T 151K )7 #t% Table 4.1 12”7,
Table 4.1: EHEREEO X2V 7 %K T #f

HFp FEF

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
OE.PHYSICAL PROTECTION|processes.

HEAHBRELIL, TOE, X O\TOEAMRAF EIIFALER 27 — X OBl
Gl X 2T 1L U B2Rn,

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.
OE.NETWORK_PROTECTION|iEHBREE L, LANA L X7 = —ZADININEDEHED T 72 A0
TOEZARE S DIDIZ Ry M — 7 2 2V T 2R i L7221 i b7
Uy,

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

OEADMIN_TRUST | roEmi7 #4513, & 804 432 DMERRA TR % H IICH T LRV &)
B2 B0,

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.
OE.USER_TRAINING \roBmrr 813, RIH 53 A M) 7 FEAFRML . ZHUCHED
N EEFF> TOHZEZRAELRIT TR B2,

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
OE.ADMIN TRAINING |accordingly.

TOEFTAH & 1, BHE NV A X271 2B | TOEZ 1ELL
RIEL, AT =R LIS ISR E T D7D R T DT A X A%
G RV S s R QAN TSI AN DR (s SAN ST S
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5. YLiEa L R— U NEF
AR ST IZLL FOYRIEa L R— R M TEF T D, ZILHIE PP TEFRSNTZHDOD—EH TH D,

e FAU STG EXT — External Audit Trail Storage

e FCS CKM_EXT — Cryptographic Key Management

e FCS HTTPS EXT — HTTPS selected

e FCS KYC EXT — Cryptographic Operation (Key Chaining)
e FCS RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS TLS EXT — TLS selected

e FDP DSK EXT — Protection of Data on Disk

e FDP FXS EXT — Fax Separation

e FIA PMG EXT — Password Management

e FPT KYP EXT — Protection of Key and Key Material

e FPT SKP_ EXT — Protection of TSF Data

o FPT TST EXT — TSF Testing

e FPT TUD EXT — Trusted Update

5.1 FAU STG _EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU _STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_ GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]
FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.I.
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Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_KYC EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1]

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the

PP/ST:

® There are no auditable events foreseen.

FCS_KYC _EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_ SMC _EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS RBG _EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
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FCS RBG _EXT.1: Random Bit Generation H 1 ‘

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-904] using [selection: Hash DRBG
(any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources]| hardware-based noise
source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to

the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: 7LS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES 128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH AES 256 CBC SHA
TLS DHE RSA_WITH AES 128 CBC_SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH AES 128 CBC SHA256
TLS RSA WITH AES 256 CBC SHA256
TLS DHE RSA_WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 256 CBC SHA256
TLS ECDHE RSA_WITH AES 128 CBC_SHA
TLS ECDHE RSA_WITH AES 256 CBC_SHA
TLS ECDHE ECDSA WITH AES 128 CBC SHA
TLS ECDHE ECDSA_WITH AES 256 _CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA_WITH AES 256 CBC_SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA_WITH AES 256_GCM_SHA384
TLS ECDHE ECDSA_WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE ECDSA_WITH AES 128 CBC SHA256
TLS ECDHE ECDSA_WITH AES 256 CBC SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:
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® There are no auditable events foreseen.
FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS COP.1(d), use

a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform

to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP_FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:

FDP FXS EXT.1: Fax Separation H 1 ‘

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA_ PMG EXT.1: Password Management H 1 ‘
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FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
® There are no auditable events foreseen.
FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: /", “@ ", “#”, “8”, “%”, “N" “&”, “*" “(” “)”,
[assignment: other characters 1];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT_KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:

FPT KYP EXT.1: Protection of key and key material H 1 ‘

FPT_ KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FPT_KYP _ EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_ EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:
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Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11FPT SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT_TUD EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT _TUD EXT.1: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:
® There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions | prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires

Auditable event Relevant SFR | Additional information
Job completion/ ¥aZ DT FDP_ACF.1 Type of job / ~=~7 Fijl]
Unsuccessful User authentication / FI|FIFRIELRE | FIA UAU.1 None
Unsuccessful User identification / 1) F #3551 5 fX FIA _UID.1 None
Use of management functions / & ZEHEREDF|H FMT _SMF.1 None
Modification to the group of Users that are part of a
role / E|D—ETHEFIAES N —F DRI FMT _SMR.1 None
Changes to the time / FFZIDEFE FPT STM.1 None

FTP ITC.1 .

— s H

Failure to establish session / &3 3> BELD LK FTP_TRP.1(a), I;;%Z‘E’;‘ for failure / KKz

FTP_TRP.1(b)

Note: FIFARRIFRITFMERIEFRLOBESN T, A RRLL TIODOHERLELRT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update / 27T T 77— FPT TUD EXT.1 |#IH/\—var

FAU GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA _UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG _EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_ GEN.1 Audit data generation
FTP ITC.1 Inter-TSF trusted channel.

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{t

ARHEITIE, PP BEDDHMZEHERIZEIHS FCS (Cryptographic Support / B 5378 —bk) 7F7 ADHEEE
TRl 2, i 6.2.9,6.2.13, 6.2.14 BLV 6.2.15 DAHITH —HD FCS B0 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
0.COMMS_ PROTECTION)

Hierarchical to: No other components.
Dependencies: [ -

ECS—CKM2-Cryptographie-key-distribution;-or
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with /[NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [FES—CEKM2-Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM. 4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
o For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.
e For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS RBG _EXT.1), a static pattern |, followed by a [ none |J. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [ no standard |.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmport-ofuser-data-withoutsecurity-attributes;-of
ST : | » : 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:
o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-38A4, NIST SP 800-38D |

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_ PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPIFCHmportofuserdata-without-sceurity-attributes-or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [
® Digital Signature Algorithm (DSA) with key sizes (modulus) of [ 2048 or 3072 bits |
® RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048 or 3072
bits |
o Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [ 256, 384, or
521 bits |
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[ that meets the following /
o FIPS PUB 186-4, “Digital Signature Standard”

® The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard”).

]

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with / NIST SP 800-90A ] using [ CTR_DRBG (AES) .

FCS RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [/ [ single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 #ZH FDP %4

AREITIL, PP BNEDDHMZEH EIZE% FDP (User Data Protection / R 3 7 —21%i#) 77 2Dk
BEE AR5, I 6.2.9, 6.2.10,6.2.11 BLU6.2.12 DEEIZH —HD FDP B3 %5,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT MSA.3 Static attribute initialization

FDP ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
Operation- Submit a document|View image or Release| Modify stored| Delete stored
Print P | to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Operation: Submit a docyment View scanned image Moafzﬁz stored Delgte stored
Scan for scanning image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. \Submit a document View scanngd image or Modify stored| Delete stored
Operation: ; Release printed copy . ;
Clo for copying output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a document| -, . Modify stored| Delete stored
Operation. View scanned image . X
Fax send to send as a fax image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. View fax image or L .
Fax Operation: Receive a ft ax and Release printed fax MOdlﬁ}. mzlage Delete. lm;ge
receive store it output of received fax|of received fax
Fax owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Stor.age / Operation:| Store document Retrieve stored Modify stored| Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View p r;;t;queue / Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View sclaol(agstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Sy Operation: | Create copy job View cc)l;; Jé status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
0 tion: Create fax send | View fax job queue /| Modify fax send|Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax 0 tion: Create fax View fax receive Modify fax Cancel fax
receive peration. receive job status / log receive job receive job
Fax owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/ |Modify storage /|Cancel storage
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA 2

AHITIE, PP BEDHDHVEAMEIZEI% FIA (Identification and Authentication / @5l EFRRE) 77 AD
PEREZL AR 35, fllZ 6.2.14 filCH —H0 FIA BERHS,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1  The TSF shall detect when / [ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication .

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met /, the
TSF shall [
o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes
o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA ATD.1  User attribute definition (for O.USER AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual
users: [ FFE R4, HRIL—T].

FIA PMG_EXT.1 Password Management (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG _EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!'”, “@”, “#”, “$7, “%”, “*”,
“&”, “FV 4% 97, | no other characters | |,

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA UID.1.1  Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER_1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA _USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FFHE R 14, R /L—7"].

FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 344

ARHITIE, PP BEDDHMEHRIZE D2 FMT (Security Management /| £ =7 4Bl 77 ADFERE
Fffp ek 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT _SMR.1 Security roles
FMT SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
e Initialize Private Data / Data in Machine (TN (53 % (FRHER 7 —5 D FIHIHE)
] to U ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-ef
FDPIEC T Subsetinformationflow-eontrol
FMT_SMR.1 Security roles :
FMT _ SMEF.1 Specification of Management Functions

FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, | create | | the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
PIESREEFHE DFFE B2 A>4 | create, modify, delete U.ADMIN
_ create, modify, delete U.ADMIN
PYEBR AL Z DHERS 7~ query U.ADMIN, the owning UNORMAL

FMT _MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT SMR.1 Security roles
FMT SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

N 0 . create, delete U.ADMIN
PIRBEEAEFUEE 27 —F modify U.ADMIN, the owning UUNORMAL

BIANRD—FR modify U.ADMIN

R A= modify U.ADMIN

A 1/ modify U.ADMIN

BB X EERE query, modify U.ADMIN

B B2 7o MR query, modify U.ADMIN

TR create, modify, delete U.ADMIN

FRAF Y — N —RIE create, modify, delete U.ADMIN

IPTRLRZE modify U.ADMIN

A=)V KNGV —N—FRIE query, modify U.ADMIN

RF+ I —FH 77— A0 T modify U.ADMIN

FYNIET 7 — LDz T modify U.ADMIN

=

M;?ﬁz;g;g ﬁ;"iﬁzf’gfgp modify U.ADMIN

T 7RI 7 — A0 T modify U.ADMIN

Mgg Z%gﬁjﬁjff? 7 modify U.ADMIN

FMT _SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

FEREZL/T/SFR B PEFTE/management functions 575 motes

FAU GEN.1 None —

FAU GEN.2 None —
FAU STG EXT.1 | Bsfu/ (5 e D% E 5 SRR I XTSI A (&
FCS CKM.I1(a) |None —

FCS CKM.I(b) [None —

FCS CKM EXT4

o E S OABEN T — 2 D AU E Dk E)

FCS_CKM .4

o 8N 1E B OB T — 2 DU L O EE)

s NHSRERER I # OHERRY /v —T DI

FCS COP.1(a) |None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.1  |None I REZREF Al AR OFLHIZ L
FIA AFL.1 None BUEE T 7o a3 E
FA ATD. [ VRGERIE O B

FIA PMG EXT.1

o /NS AY— N RO

o WRRRE T DR

FIA_UAU.1  piGE— =D E FBRERTT 7 v a X E
o NERFRGERI /AU — R D ZE B
FIA UAU.7 None —
o SR RRAE D4 B
o ALY — /N — DR E o[t s -
FIA UD.1 | FI;‘??ELEB;EE*U m %";;% I SR 7 a1 E
s NHERRRAERI R A A DE R
FIA USB.I None BTV NEMETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE Z{/SFR B P RE/management functions fi§ 75 motes
FMT MOF.l  |None BN ) —T VL E
FMT MSA.1  |None B 7 v —7 LRI E E
BENTN—T T T HIVRIE .
FMT_MSA.3 ~ |None BEO AN EE
FMT MTD.l  |None BN —T VL E
FMT SMF.1 None —
FMT SMR.1 [ #E[RZ NV —T DB —
FPT SKP EXT.l |None =
FPT STM.1 | HAH/RER DR E —
FPT TST EXT.l1 |None =
FPT TUD EXT.1 | 77 —AU 7 DEH —
FTA SSL.3 | BEEZ TUNMERHORE —
FTP ITC.1 None —
FTP TRP.1(a) |None —
FTP TRP.1(b) [None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

FEREZL/T/SFR & PR HE/management functions 575 motes
FPT KYP EXT.1 |None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None —

FDP FXS EXT.l1 [None

FRAEIE IR O 2 A7

FDP_RIP.I(2) |None ENERS, | e
FDP RIP.1(b) | fE ATEH K OAREN T — X ORI L B —

FCS COP.1(d) |None —

FCS COP.I(f) |None —

FCS TLS EXT.1 |None —

FCS HTTPS EXT.1|None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE Z{/SFR & PRI BE/management functions 17 /notes

— o 7R AR D& B —

— o IPTRL AD R E —

— o A— JLIE[EH— N—DHRE —

Ro

FMT _SMR.1 Security roles (for O.ACCESS CONTROL. O.USER _AUTHORIZATION, and
O.ADMIN ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.I Timing of identification
FMT SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT _SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 #ZH FPT %iff

AHITIL, PP 2ED DA IRIZBDS FPT (Protection of the TSF / TSF D7) 277 ZDOHSREZF
LIk 5, il 6.2.9 Hilch—E#D FPT 242305,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT _TST_EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Trusted Update (for O.UPDATE_ VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_ EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 WZH FTA ZAf

AHITIX, PP 2SED DM IR S FTA (TOE Access / TOE 77t R) 77 ADHEREE 470k
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1  The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

].

6.2.8 . ZH FTP %4t

AREITIL, PP BNED DA RIS FTP (Trusted Paths/Channels / E{5§E/ NA/F v RL) 7T A
DOEEREEA 27k T2,

FTP ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS _SSH EXT.1 Extended: SSH selected, or
FCS _HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, fip service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 RS HZHZES: Bl

AT, PP AED DRI S UATBOS b, B THER T HRRIEAN —DF /S 2 LOf
BT~ BID RS A TR TS, fIC 6.2.13 FilCh, AR BT HHAEEIED—H1bH5,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COPI1(f) | ] while maintaining an effective strength of / 256 bits ].

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) | such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10 S5 & M ZE B B2
AEITIE. PP DED DT X MET RO S PSTN 7727 A~ NI — 7 D45 Bl BAi AR RE
gtk 45,

FDP_FXS EXT.1 Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

6.2.11 47> arEi C2
KEITIE PP NEDLA T ar AERD L, Wit FEXCRbAMIEE LR35,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.124 7> a B C3
KETIE PP WEDDIA T ar RO L | F— 2 D522 NI B ARERE S 4 2tk 32,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.1378& 4R~ — 235 D1
REICIE, PP WED DRI —RFEEDH T, | B AT RS RIERMEARL — U F 3 2 LR
DT —Z D AREEE AR5, 11T 6.2.9 ilch . AEIC R AREEEEED A 5,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPIFCHmportofuserdata-without-seeurity-attributes-or
FCS:CKM.I(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes [ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 |.

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS_ KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies: [EPPIFCHmpertofuserdata-withoutsecurity-attributes;-or
EDPIFC21 : l » . 1 ’
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 |.

6.2.14 3R~ — R D2
KETIE, PP BEDLBINAR— DL | RSN BB AMREE 23R 35,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

o TLS RSA WITH AES 128 CBC_SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC SHA256

o TLS ECDHE RSA WITH AES 128 CBC SHA256

o TLS ECDHE _RSA WITH AES 256 CBC SHA384

o TLS ECDHE RSA WITH AES 128 GCM _SHA256

o 7TLS ECDHE RSA WITH AES 256 GCM_SHA384

/.

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmport-ofuser-data-withoutsecurity-attributes;-of

EPPITC 2 Impertofuser-data-with-seeurity-attributes,or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance

with a specified cryptographic algorithm HMAC-{SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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6.2.15 R~ — R Fif: D3
REITIE, PP MEDDRIRS—RFEMEDI G | B EHT 7T — MM A B 230k 35,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT TUD_ EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-
3:2004.

6.2.16 % =V 7 FBE B AR L

EE. A ST 23 EHETS SFR 1. PP BHIE TS SFR OIS ES Th D, BIHT B I OMEIRILT T
SETLTW, 72, LTFISRARDEBY ARIENEIC W TRIEIZ A,

6.2.16.1 &2 U T A HERE AT OIR A7 AR L

Table 6.11, Table 6.12, 33108 Table 6.13 (X, CC BLTU PP 3HLET 5 SFR M3/t T XK AFMEL
A TOE 23 /& L CO DR Tl 2 L CUVRUMEAFE , B X OMKAF AT 2 O IE S 2R,
FRPIZBT DRI EAG B OIE Y% DL FIZHIET 5,

e J1: FCS_COP.1(b) #% FCS CKM.1(a) LT FCS CKM EXT.4 ~DUELFMAESHNIMT- S0
ZEDOIEYSMAERT, FCS_COP.1(b) (£ FCS TLS EXT.1 LU FPT _TUD EXT.1 CTEAIH
%R
« FCS_TLS_EXT.1 I% FCS_COP.1(b) |ZLoEA EMIBIONELRIEL T A TEY, B4 EKTIT

FCS_CKM.1(a) (ZX0ARKES FCS CKM _EXT.4 ([CEOBEHESND#EZ M 450D T, TOUAF
PEE 2L CUND,

« FPT_TUD_EXT.1 I% FCS_COP.1(b) IZLDEABREA B LN EL EREZET | LIz T
FCS_CKM.1(a) 33X FCS_CKM_EXT4 ZHELLRW, 7235, ZZ THEESND B A B IO
AV ZABRSRIL, BIFEE A TOE A CAERLTZH DO THD,

® J2: FMT _MSA.3 % FMT_SMR.1 ~DARAFEZ M-S/ ZEDIE Y %777, FMT_MSA.3.2
X, 7 7 ANVMEE EEETAREBEOYIMIEZ R E T HIENTF Al SN EEIZFFE T HIENTED,
L2LAR TOE (FED IO B A B ET, L7235 T FMT_SMR.1 ZEEELARVY,
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Table 6.11: EX=UT AHEREEFOMKAENE (1)

s st R BRLTS Rl iz
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.I1, FIA UID.1| FAU GEN.1, FIA UID.1 —_ —

FAU STG EXT.1

FAU GEN.1, FTP ITC.1

FAU GEN.I, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXTA,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXTA,
FCS_RBG_EXT.1

FCS_CKM.1(a) FCS_COP.1(i)], — —
FCS CKM EXT4 FCS_CKM _EXTA4
[FCS_COP.1(a), or
FCS COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS CKM.I(b) | FCS_COP1(D), or FCS_COP.1(f), - -

FCS_CKM EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)],
FCS CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS CKM.1(b)]

FCS_CKM.1(a),
FCS CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS CKM EXT.4

FCS_CKM.1(a),
FCS CKM EXT.A4

FCS_CKM.1(a),
FCS CKM EXT.A4

FCS RBG EXT.1

FDP ACC.1 FDP ACF.1 FDP ACFE.1 — —
FDP ACC.1,
FDP_ACF.1 FMT MSA 3 FDP_ACC.1, FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.I — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.I — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: ¥ =2V 7 (R EAFEOEKAFNE (2)

FCS _KDF EXT.1, and/or
FCS COP.1(i)]

el R BELTVS TR | G
FMT MOF.I | FMT SMR.1, FMT SMF.I | FMT SMR.I, FMT SMF.I |  — —
[FDP_ACC.1], FMT SMR.I,| FDP ACC.1, FMT SMR.1,| —
e FMT SME.Q FMT SMF.1
FMT MSA.3 | FMT MSA.I, FMT SMR.1 FMT MSA.1 FMT SMR.I| 12
FMT MTD.l | FMT SMR.1, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
FMT SMF.I — — — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP EXT.I — — — —
FPT STM.1 — — — —
FPT TST EXT.1 — — — —
FCS_COP.1(b), FCS_COP.1(b), — -
HEISTUDEERIL FCS COP.1(c) FCS COP.1(c)
FTA SSL3 — — — —
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FTP ITC.1 FCS SSHTEXT T, or FCS TLS EXT.1 — —
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
IFE_TR Rl FCS SSH EXT.1, or FCS ATTPS EXT.1 — —
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
FTP_TRP1() |  gcsSSH EXT.I, or FCS HOTTPS EXTI — -
FCS HTTPS EXT.1]
Table 6.13: ¥ 2 U7 (R EAFEOKANE (3)
P Wi < WELTVE | FHE | s
FPT KYP EXT.1 — — — —
[FCS_COP.1(c),
FCS_SMC_EXT.,
FCS KYC EXT.I FCS_COP.1(h), FCS_COP.1(f) — —

FDP DSK EXT.1

FCS COP.1(d)

FCS COP.1(d)

FDP FXS EXT.1

FDP RIP.1(a)

FDP RIP.1(b)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS CKM EXTA4

FCS_CKM.1(b),
FCS CKM EXTA4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS TLS EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS COP.1(g),
FCS RBG EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.I

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],

FCS_CKM.1(b),

FCS COP.1(c)

FCS CKM EXTA4

FCS CKM EXT4
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6.3 X =2UT A PRAEEM:

DL A ST BNEETH X2V T AREEM: (SAR) %, CC 73—h 3 DRFEZ T AR R, A ST
1%, CC /R—h 3 ITEHESI., PP TR ENT= X 2T ARG F o R — % b, D FE SAR LL T
H3%,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE OBJ.1 — Security objectives for the operational environment
+ Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development

* Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: ~AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC_CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 ZX U7 (LRAE /AR L
FEE. A ST AFHET S SAR 1L, PP M HIE T2 SAR 522 —FHL TWa,
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7. TOE ZEAIAR

AEL, TOE BX2U7H4RE (TSF) OEREARZ RN 35281280, X2V 7 (HEEEZ/F: (SFR)
M7= SNDIEERT,

7.1 BXa U7 (BEA
AEITIXEID, 6.2.1 BiDMZE FAU RS 4AEETR A STl 45,

FAU GEN.1/FAU GEN.2

TSF 1%, Bs DR ENEHL TITINA ., Table 6.1 350 Table 6.2 (ZFilk LB A XU vl AT
—H LTRSS,

TSF 1%, BEEDOREN/E T2 B OREAARUIBAELZ B (F/H/B) BEOWEZ (Kf/52/FD) %
TOE OV AT Lray7inblifsL, BT —2ICfiek 15,

TSF (. FFEDOFHAB W RESEIZARUNIT, ZORFEHORT A4 (AT AL OEIREZIT:
SHI ) % BEAA NV NIBE T YT U VNG @ E L CEA T —XICREEk T 5, 7272, TOE
H S NA R R ESET AT “SYSTEM”, V7 = ZhNEE TEARWVE ST “N/A” Litdkd
2o

ERRENT-EA T — 21X, FAU STG _EXT.1 12XV TOE #AOEA Y — R — TR EEN D,

TSF BB AT — X2 ZFeek A HIC BT AN AT OUNT, Table 7.1 1277,

Table 7.1: 5T — X Cilekd D15

AU AR RIELE g |RR SIS
B O E) (Audit Start) | Yes | N/A [N/A Yes |N/A
BEAE O T (Audit End) Yes | N/A |N/A Yes |N/A
ézﬁ DFE T (Job Yes | Yes |[YavpiH#E Yes & T Licvar 4
ompletion)
AAIFRRED LI (I&A n7 A4 ELTA
Failure) Yes | Yes F & ] N/A |N/A

[?S;?_QEjJD (Add Yes | Yes [BINZATSTFIRFH] Yes |{BINLT-0r A4,

/SAV—ROZE (Change A At AT ERS IV AIED
Password) Yes | Yes |AEHZAToI-FIMH#| Yes a Ak,

P7ALBDRI (Change | voq | Yes | HAAT1FIIH Yes | EHEDRS A4

Login Name)
2—HF—DHIERE (Delete w P HIfRLIzn A4 (2 —H—
user) Yes | Yes |HIBRZATS7FIHE| Yes IR OB ATTAL
HEIRT LT DB (Add | veg | Vs (1Ao7 FIRE| Yes [BMLI-HERY L —%
uth Group)
o P — S K
FI 2 OB B FER S L FTIE T ORI N —T R

Yes | Yes |ZHAIT-I-FIHE] Yes | SNFIHEORT A4

—7"MZ5F (Change Role) s IS ORETRY L— T4,

ERR T N —T DR E DI E S R . S
(Change Auth Gr:)up Yes | Yes |ZHAIToI-FIHE| Yes meﬁéﬂhﬁlﬁﬁ =7
Setting)

H /R DZE B (Change

. ) Yes | Yes |ZHZEIToIFIHFHE| Yes |[N/A
Time Setting)

FREMEDZ T (Change - . s ER HSNCRREH H
Setting) Yes | Yes |ZHELUIAINE Yes |, B F D
TLSiE#fE DKL (Comm

Failure) Yes | N/A |SYSTEM N/A | RO BEH
FEEMETFLEEY— N —
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PV El*lilv*f %s%@;w s A 1’%3% NE I EcH
TLSI#IE DRI (Comm « 85 PRAAE OIPT R
Failure) e BIEFHFEDIPT KL A
SR A A A — s | YOS | Net |N/A NA L Sz 71
LISt o KPR DER

o BN BNz RO
TRVAMROHE T (Modify Srp e BB FRID IS LU Se 4
Addr Book) Yes | Yes | SUREATSTRUNE Yes | e v gz man
7z NI O N EVE EID
o T — AT T4
S =T TT T | g | ey |TYTT T | [ 2T PT T A
(Firm Update) T-FIHE oS N DT e A
TN—=Var

*1: AR H Y ISO 8601 DILIE A TEIEEND
*2: PEAL ZT 2 —AL LT Ope/Web/Net DWW TN RFLIND, 72720, RHFT “N/A” L7poTWDHHDIE “N/A” LRFTLIND,
*3: AU RENiAEFEL T Success/Failure OV IR RFLEIND, 72720, BH T “N/A” Lo T0DHDIE “N/A” EFEFESND,

LU % PR RE .

P EMOZ T (Change Setting) AU ha3EAESHED,

o S/ NVIAU—REDAER

o i BIGRAE DA H

o L/ RE DR E

o HEIRS T MM DR E

o [ ATEH I OAFEN T —Z DL O kLB

=5 = 8 e
o WAL — /N — DR

e IP TRL ADHE

o A— /LK EY — " —DBFIE

AREMHIZBIF D TSF AL ¥ 7 =— AL, Table 7.2 (273 LBV THA,
Table 7.2: FAU GEN.1/FAU GEN.2 {ZB83% TSF A 47 =—*%

AU A FT7==A
B AL DL s MEDDOEHON (fFFENDDE [HD A %)
BEAOKT « MFDD & OFF
ST DT » FDP_ACC.1/FDP_ACF.1DTSFA> 47 = —AIZHEL, I —/F Vo N AF Y /T 7
JAIRF 2 AT 7 AV THEREIN DV a7 B Ak
AIRERED ML o A/ SRV Web <\ — 2 D o — W —FHGE [ T A
e s o BB SRV DR IETE —R/WebX—C, [—P —F ][ — P —&E]-[=
TVEOENM | Dy a— Y —a
. . o ARSIV DR EE—R/Web X —I T, [P —FH ]| >[2— P —RE] [
N — N . .
SATTRORR | ey — PR I
> o BE SRV OREE —F/Web =T, [2— P —FH] > [2— = E] [~
N
RIABROER | D g2 pha— Y2 EE
ae g [ R SROBGEE —F/Web S — T, [P H] o [ — Y —RE] o

—F Y ANl

HERRZ Vv —7" D38
A

o BRIV DR E T —R/Web2— T, [2—W —F B[ 77 & AHI
TE - [MEMR T IV — T 1 DHER T IV — 7 % % ik

FIHEOHTET 5
MERR T —T D2
L

o BB SRV DR EET—R/WebX—U T, [2—V —FH]| > [2—V =K E]-[>
— P —UARN DL —P—EEIE

MERR Y v —T D%
EDEH

o BE SRV DR E T —R/Web2— T, [2—W — & B[ 77 & Ak H»

TE - [MEMRY IV —T 1D BMENR Y )V — T ZAE IE
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AR A G T z—A
o BE RV DR EET—R/WebX— T, [VAT LR E [ HE% E] [T /3 A
SVESAIBES z - d
PTSADZR | S )[R A R 2
REEDEH o BRE SRV DR TET—R/Web— T, FHRRRED O AL E
e e FTP_ITC.1DTSFAL#7 = — A IZHEL | 787 PN — /B Y — N —FTPH— R
TLSBIEORI | 2 Vo s Lomiaa 24T
\\ o BRI C, [T R AR D R e I JEA T
TRVARDIIT | Welors G, [7FL AL [T FL A B A M 47
LT B ET T e b A T AR NBATL, Ty BT T T F M A

FAU STG EXT.1

RSN REAR T — 21X, FTP_ITC.1 1ZH€\W, Syslog 7' 2h=/LIS KON TLS 1.2 & VW CREA Y — /N —
IZIEEEND, 2O T —HE, IKEDPHINTDHET, WEHAN — VI Sy 7 7 SR RS
oo 2Oy 7 7HEIIE, 4 THFOERT — 2% RFTHILNTED, BT —FOE(EIL, Fi-
T — NS XA T T T,

BE A — N —~DOEEDNRIL T L& B RV B L Web <X—T D[ EIZEE Ay —U %K
AL, I HETEMMICES Y — N —~DREZHEAIT T 5, EEA -2, BEET——
IZHER SV TR NWZ L Z DN FRGLI I, BB ~ O 2 575,

Ny 7 PRI RS 80% LA HIZiEET D& HUALEBE LIAMNIR S A TERWIIITHIIRS LD,
ZOHIBRIZ, Sy 7 7RO FHZDY T0% A28~ 7= RE U CREBRE D, 237 7 REIR AN, D FD
ANy 7 PRI 4 TR OBERT — 2 PMRAFESIIIRRE T, BTl ARSI R T — 213y 7 718
WAZRAFENT | HIBRS LD,

Ry 7 FHEICRAES - B T —#1%, FDP_DSK_EXT.1 IZHEW s BALL TSNS, £7-. HERR
T N—T I HPLT | TN TCORHE TNy 7 7 IR SN T — 2T VAT 5L TE
AN

AREAZBI T2 TSF A ¥ 7 =— A%, FAU_GEN.1/FAU_GEN.2 ® TSF /> ¥ 7 = —A|ZHEL D,

7.2 BT AR—]
AEITILEIC, 6.2.2 BiDWMZE FCS BEICET 28Kk E 5tk 45,

FCS CKM.1(a)

TSF 1%, W5 518{5 O 8T CTHWDIE PR LT, ZEHESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFLAD rsakpgl-basic 57T RSA 24T D, £ DORRIZME L2 5E50F FCS RBG_EXT.1 (2

HE>THERT D, TOE 1A TSF IZBEL . TOE #5/ OJRiECRMERESN O H ALEE, HAOWITFR S

B FEHER G /TR, ZOHET, AR — U CTRFB(LLT2IRBE TN AR — IR IFEND,

ARBEMTBIT S TSF Ao 27 2— A%, UL FITRTEBYTHAS,

o TOE sXi&E {F2E1% D) al k)

e Web — T, [VAT AR E] [ EX 2V TR E |~ [REHEOE B - B ZE O H 280,
T, [MER)Z 54T

® Web X— T, [VAT LR E| > [EF 2V T 45 E ]~ [REAZEOE B - [RE FHE 4 ZR(CSR)DE
BENCIRWT, [FER & 5T

o BE RNV D ETE—RT, [VAT LR E>[EF 2T AR E = [ENEHR L OAEN T —Z DY)
LI BRI LA 52174 . TOE % f it &)

F7-. TSF iZ, TOE OEJR ON K2, WL AR — RG-SV 5 b S47- RSA ##a e A H L, A

Mo — 8T 5 L7- RSA $8% | I 5115 CfE 5729, TOE O&EJRKBrE TOM ., HIMEATY—N

\ZRAFT D,

ARFEIEIZEIF 5 TSF A2 27 = — A, L FIORTEBYTho,
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e MFD O ON (& ENHLDOE IHE [F1ZF)

FCS CKM.1(b)

TSF I&, B 5l E 0T —aABW T lEHO e a #E AR T 5, B a g, TLS i@

BEATOTZ NI — N — I T4 T U NETHA SNDEE DI DR S, 7 — 2 & 5b/E 535

T2 OXFRGEEL T — 25 ARGET D72 D MAC #% 5 Te, TSF 1%, FCS_RBG_EXT.1 12:% RBG T/

FRSAUTZELECE VT, AES-128 DG 5 A — A 328813 128 B MED | AES-256 Df5-A

A=A T 25613 256 B MEOSTFREEZ A KL #HRE AT —NIZIRAFT 5, Fz,

FCS_RBG_EXT.1 |{Z4% RBG TS ELE A VT, SHA-1 DI 5 AA— Al 4255613

160 B RO, SHA-256 D5 AA—r Al H 325613 256 €' MED | SHA-384 DI 5 A —K %

T 55618 384 B MNED MAC S AR | R MEATY —NIZIRAFET D,

ARBEHIZBI$ 2 TSF A2 %7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T — R ZHEL D,

TSF I%., TOE & & #% O el B)RF 36 L O TOE #IHI kL O B EIRFIZ, AR — V82 53572

DORFEEL T, FCS_ RBG_EXT.1 1255 RBG TAR SN - ELE A VT 256 £ MMz O #ERs 5

ZAER L R AT —1 PNICARET 5,

ARFAEIZEI 5 TSF Ao 27 2 — R, L FICRT LB Ths,

o TOE SXi&E {F2 1% D) al k&)

o BE RNV DR ETE—RT, [VAT AR E=[EF 2T AR E = [ENIEH L OAEN T —F DF)
LI BRI LA 52974 . TOE % fid &)

TSF (%, TOE & &% O #EE BRI L O TOE #IHHEE O P EIRFIZ WEBARN — IR FF 57

— 2 BT A0 DR S8t LT, FCS RBG _EXT.1 1215 RBG TARSNZELEE VT 256

v hEOARN —V#EE AR L, FCS_COP.1(f) (285880 5t W TR AT —1 IZRFE

7o SIS g TS AL LT RE TR AT Y —2 NIZIRAF T D,

REEHIZBT T2 TSF A2 Z7 =— AL, LA FIORTERBYTHD,

o TOE X & /F31% DA [a] ki)

o BE NNV DR EE—RT, [VAT LR E]=[EX 2T AR E = [E NG H L AN T — 2 DF)
LB b A 52174 . TOE % Ftl &)

F7=, TSF iL, TOE OFEJ ON KFZ, ANEFEMEATY —2 ITRFF SN2 B LSV AR — Ui A FiE A

(L. FCS_COP.1(f) (ZLD8EME b W TARERMEATY — 1 ITERAFS VT B 58 T 5 LI A b

L—8% | 957 LAY X AES Rijndael T4 %728 TOE OFEPRKrETORM, #HIEEMHAE) —

WIZERIFT 2,

ABEMICBE TS TSF AL ¥ 7 =— AT, L FIORTEBITHD,

e MFD D& ON (15 EHOE IHE [F5)

FCS CKM EXT.4/FCS CKM.4

TSF 23O LL N O##IE, RELIR ST Z I FES D,

o {3 FH D FE sl Bt
TOE O ON B8 55472 RSA #1% TOE OFEIFK CARE/ R L L CTubi, fERMAE) —
FZHD7-8, TOE OEJFRET CHIFE L, IEESILD,
AREEIZEETA TSF A2 X7 = — AL, LL RIS RTEBYTHA,
« MFD O&JR OFF

o HE D a4
TLS {5 OB SR, AL LT, DRI QOB A 5 ey MEFEIZED
SEUELEC BB T LI LICI0EES D, Fio, HRMEATY — Eicd D728, TOE O EJRKT CHi
L, EFESILD,
ARENRITEI TS TSF A2 72— A, L FIRTEBYTHA,
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« FTP_ITC.1 33X O°FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A2 %7 =—AZHEC CRALAL 7= TLS i#(5
DY

« MFD O7EJR OFF

o IG5

B DME NG AN T — 2 DIl (Initialize Private Data / Data in Machine) #5217 L7-

By, B BALSNTRHE T — X BELONTSF 7 — 2N R TEESNDLIEND, AN — VIR B e

FELL TR, AR — DI SR S L TUODEERT 758 IR IR B gt L U Tl

AL, FCS_RBG_EXT.1 (2&% RBG TSN ELELT 1 [\ EEX T2 EICIVEES NS,

AREIZEI TS TSF A% 72— A%, DL FICRT LB THS,

o BE RV DOBRETET—RT, [VAT LR E>[EX 2T 4% E ]~ [EAE R OARENT —Z D
USRI 2 FEAT

o AR — %

BELE DME NG B AN T —ZOFIHHE (Initialize Private Data / Data in Machine) %3170 7-

R, B BALSNTFIAE T —HBLOTSF 7 — 20N TR TUHEINDLZEND, REpgkE L Tl

AUy REEMEATY =2 IR SN B LS AR — V883 FCS_RBG_EXT.1 124% RBG T4

RS ELECT 1 | EFEE T L2 LI I0EEEND,

ARBEMICE 5 TSF AL 47 =— A%, UL FIORTEBYTHS,

o BE RV DORETET—RT, [VAT LR E-[EF 2T 4% E ]~ [EAE#RE AN T —Z D
WO b A AT

F7=, TOE OEJR ON BRIE B SNT- AR — V8T TOE OEJRKT CRE/ L L THlbi, fflf

MAEY — EIZH D720, TOE OEFK CHERL, IS,

AKEMEIZEIT2 TSF Ao 27 = — R, UL FIORT LBV THS,

« MFD O&EJR OFF

FCS _COP.1(a)

TSF (%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.I(b) (2T DiE(ET — XK 5LDT=DIZ,

FCS CKM.1(b)ICXWERK LT 128 By MEF7213 256 £ v MR DK -4t FIPS PUB 197 (ZHEHL§2
AES K557 /LAY X L% NIST SP 800-38A (ZHEHL% CBC &—NF, 7213 NIST SP 800-38D (Z #EHLJ
% GCM E—R TEMET HZLIZLVEE T — XD 5L LOME 54179,

ARFAEIZBI S5 TSF A2 %7 =—A %, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
T —AIZHEL D,

FCS_COP.1(b)

TSF 1%, B4 AR L OB4 MEEICIU T, FIPS PUB 186-4 (2 7€ &7 Digital Signature Standard
BT T ANV EL T VAR L (DSA), RSA T VXV EL T VAR L (rDSA), F72 13k H i
TUBNVELT NTYRAL (BECDSA) 2T 5, LT, &7 VTR LD BRI AR~ 5,
TOE DOfwnat B EERUC K DFE EARIC I 5B 4 UV T, FCS_CKM.1(a) (Z&WARSHL
722048 £ 1> RSA ##, BLU DSA 2145,

FPT TUD EXT.1 2827 v 7T —MRAEZE W CTHEED 2048 £ b tDSA 2l 325,

FTP_ITC.1 |ZX5 Y — S —ZEBHERGFEICEV T DSA, tDSA, £721% ECDSA i 4%, ZnLExd
DSA FEU DSA O#ERE T 2048 F7-13 3072 B b, ECDSA O#ERE 1T 256, 384, F7-1% 521 v TH
2o

ARBMITBI TS TSF Ao ¥ 72— A%, UL RIS RTEBYTHA,
o TOE DOHEZRAEIZEIERL:
* TOE % EAFE% DO H]alEHE)
s Web X—U T, [VAT AR E] [ EX 2V TR E ]~ [REHEOE B> [ EOE IR
WL (TR Z AT
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o BERFILOBRET—RT, [VAT LHE]>[EFX 2V T AHE - [E NGRS AN T —H D
WM ORI b FEA T
o H— N — I E ARG
« FTP_ITC.1 ® TSF A2 47 = —A|ZHEL D
o 77T — MAEGE:
« FPT TUD EXT.1 ® TSF A2 #7 =—RAIZHELS

FCS RBG EXT.1

TSF /%, DRBG 3L ES OIS AL7Z RBG %5 2p, DRBG I, 384 B b= b —AFF O ELEKL
2 —F (Entropy Input) #2425 NIST SP 800-90A Z4ii7=9 CTR_DRBG (AES-256) Thb, Zh
138 HBE%L (derivation function) Z{F I L72V» CTR_ DRBG THY, DT —REF L (nonce Z5) 13#
FLZ20, ES 1L, HED A=K =27 _X—2D ) A Af% G e BAEBIF ORIEE THY, DRBG (AT
384 B RO b —E RO R — R E AT S,

TSF 1%, ES {25t U CELAUVERER B LOELEGE A H LA #EDIRIATHZE T 384 B ML B = bk
—HEZ, ENEIIZ 384 By D b —E RO R — N & AR TS, ZivE DRBG 1252562
& TR A USRI DA 2B R T 5,

AREAZBI T2 TSF A ¥ 7 =—AX, FCS_CKM.1(a) 3BLO'FCS_CKM.1(b) ® TSF A2 %7 x—A
WZHEL D,

7.3 M T — 2%
A CIEEIT, 6.2.3 i) 14 FDP BB 2 EA LA TRk T2,

FDP_ACC.1/FDP_ACF.1

TSF 1%, FIHE 7T — 2B LOFRIRH T — 2 OBAE~OT 7 2 AR EZ1 T,

FRET —2~D7 78R %  AFEIES NI E B (UADMIN) BLOFIHE T —2I2fFE 3507

HEBHRELTRSTONTFIAE T A4 b —B T DB RRFES V=R HE O IZFF 528

T, FHE T =2 ~DOEAEIZOUN T, Table 6.3 LU Table 6.4 [ZHESW=RIHEBI O a7 4 —

F—ICEEALT 7R E BRI ZLL T DO LBV T 5,

o LET 7 VAL DV aT AT DT, BAE SNV EINTT VA — R T AN =% L CGRABIER
SNTRIRE ZRRE SV,

o SV B —RTA/N—JV TOB [ZEVIAENT-SCGET —F2FRR, k. FIR, E213HIBRT 5280,
BHE | X7 VA —RIAN—EE LRI 2 BRE S ivieuy,

o It — AX YU BIOT 7V RAERFIZEB W T, AAAT R T — 2 FoRE I mET D281,
JFRa DA FATUTFI B ZFRE, FFS20,

o G Ty I AT — AT, HIN, F23HIBRTH281%, BHE, FIZE 77 AT —H~DT Y
T AR G- SRR L — T I B L COSHIHE 2R E FrEnany,

o RX 2 AT 7 AV TRERE CIRAF LT T — X2 B ET D281, BEE  Eoix T — X &R AFLI-F]
HEZRRE, FFEnizn,

o DOFIHEZE D a7 Z W IL/EIBRT DX, FEEZIRE, FFRSN20,

e TOE WDV a7 WA HI LT, BHE =& O THSNR,

D.USER.DOC 77 & AN 4% TSF A %7 =—Al%, Table 7.3 (TR T LBV TH S,

Table 7.3: D.USER.DOC 77 2 AHIENZES 9% TSF A X7 =—A

BEHE BE (v T7=—R
Print (Vb | Create |o 7747 L FPCINGHEIRS 2 3CEZEIRL | 7V F—R T A/ — DR E B>
B % F1T

Read | B{E/ SRV T, [RX2 A N7 7 AV 7 DB Createt {EIZ LD — L REN T2
77 ANVEERL, FIE ST
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PERE

#BRAE

A H T —A

o BRVE/ XL T, [RF 2 A N7 7 AU 7 B Create i EIZ DR — VR &L=
T ANEFIRL | [ AT D)% FAT

o BRVE/ XL T, [RF 2 A N7 7 AU 7B Create B EIZ DR — VR &L=
TrANETIRL ., [REEE B L CHIRT 52317

o RO EMER I HIR A ST

Modify

o BRVE/ XL T, [RF 2 A N7 7 AU 7 B Create B EIZ DR — VR &L=
TrANEERL ., [REEE B L CEIRT D) DiRELE BT

Delete

o BRVE/ XL T, [RF 2 A N7 7 AU 7B Create B EIZ DR — VR &L=
T ANVEFRL ., [HIR)2FAT

o HRE/ SRV T, [RR2 A M7 7 AU 7 DB Create B/ EIC LD — VR ENTZ
T ANVEEIRL, HIRICT —2 28R T 55 E %A 0N U CHIMZ 5247

o Createtip{E% 21714 . BE SRV DR EET—RT, [VATLXE]~[Ex=
FARE [T —FHEERE] 2[R F 2 AT AV F =2 E B E
B RAT (RHIA A B B O A E n] e

Scan (AF ¥ )

Create

s MEDDAX ¥ —a2 =y MIJFfaZ Y LT, B8{E SRV T, [T IVAF
¥YVPHTVE 2—%FT (AT, A FEE Create R {FESc1 £FF.5)

s MEDDAF ¥ —2 =y MIFHi%ZE v LT, [E-Mail], £721Z[FTP/Desktop]
METVE 2—%FAT (LT, AER{ELCreateff/ESc2EIF5)

s MEDDAX Y —2 =y MIJFfRZ Y LT, BfE SRV T, [T IVAF
¥ 1. [E-Mail], £72IZ[FTP/Desktop]HAF v & FAT (LLF, AHfE%
Create {ESc3LIES)

Read

o Createf2{EScl. F7-IICreatefir{ESc2% 51T

Modify

o Createf{ESc2A F21T14 . 7'V B a—EEm HimEL I T

Delete

» Createf{FScl, F7zldCreatefESc2& A TH# | [FHIAD L7 T], F2iX
Ve &% T

» Createf{FScl, F/zldCreatef{ESc2% HEATH# | [ —LEH R X 24

* Createff{f:Scl, £7oiICreateffp{FSc2Z2FATHR , T—NERREDLET—RZY]
VXD

o Createt{ESc3%4 51714 . BAE/ RV C, [Vt k], Fid[fiAaaFH1E])%
AT

AL FAT B S, [V R (A — T[T/
DY a7 [PHAF v FATCHRRS VI a7 % 1 E/HIBR

Copy (2E™—)

Create

e MEDD AF ¥ —2 = MZFfEZ 2y LT, BIE SRV T, [V 7 Lay
=BT a—%FT (LU AEEZ Create{EC1 LIE5)

e MEDD AF v —2 =y MIF RS2y LT, BE SR LT, [AE—]0 5T
LE 2 —% 5T (LA, AEEA Create B/ EC2LFE 5)

e MFDD A% ¥ —a2 =y MIFfEZ Yy LT, #81E 3L T, o7 rar
—], FF [ =0 bat’ —%2 3T (LU, AEMEZ Create{EC3 L5

Read

o Createf2{EC1, E£/-1ZCreatetEC24 51T
o FEEMERIZOE—AELT
o Createt{EC3% F1T

Modify

e Createfft{FC2E AT, 7L E = — B Ot 2 FT

Delete

o Createt{EC1, F721XCreate B EC2% T4 [FEIAD A LRI T, [REE
BT R EmtAA R LT, FX VY NEET

o Createt{EC1, F7/lXCreate B {EC2% 52 T14 | [ — A H [ AR X 29

» Createf{EC1, F7zl3Createf/EC2A 31T, T—RERENHHLE—RELIY
25

o Createt{EC3 %4 F21T14 ., #IE XL T, VYN, Fold[mae—H 1R &2 51T

e S — ST ST, [AIRIHE ] E [P R [V N
[THIEATFR OVa7hoae —E T CIER SV a 7 29 /B

Fax send (7 77
ZE(E)

Create

s MEDD AX ¥ —2=v Mgz ty LT, #E SRV T, [T VT 77

AT L E a—%FT (LA, AEEE Create B /EFs1 LIE5)
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PERE

#BRAE

A H T —A

s MEDDAX ¥ —a2 =y MIFfaZ Y LT, [ 77 A D 7 L E 2 —%F T

(LAT ., A#E% Create i /EFs2EFESY)

* MEDD Ay —2 =y NI &y LT BIE ST, [ T AT 7
AL ELET 7V AT 7 I ARG EFAT (BT, A% Create{FFs3
LIT5)

Read | Create#{/FFsl. £7-I1%Createt/EFs2% E(T

Modify

- CreatefR{EFs22 TR 7L E 2 — i) it 2 HET

Delete

o Createff{EFsl, 7213 Createf{FFs2% FA T4, [Mid DA LREB T, 2l
[y NEZFEAT

 Createfi2{EFsl. £7-1dCreateff2{EFs2% 3
o Createfi2{EFs1. £7- 1% Createffa{EFs2% 3£
k=3 &)

o Createt2/EFs3%2 31714, BB/ XL, [y, Eloi B A & )%
FAT

o 77 I AE(G FATH . BE SRV T, [VaT R [T 77 A= [ TPRIEL TR
DV a7 Vb7 77 AEEEAT TSI a7 2 Ik /R

& [AN— LW N2 2

17
1T E—FFRE T —R 2]

Fax receive (77
7IAZAF)

Create

ST 7 7 AN T 7 7 AR AT

Read

o BB SRV T, T 7V ADZAET —HVANEE N, Create{ETAGLT-T|
— &% BHR L, [ERA R T D)% FAT
o BRVE/ XV T, 77T ADSZAG T — XV ANE R, Createfp{E TG LI=T |
— 2N, [FIR 5% 5T

Modify

N/A

Delete

o BNV T TV ADZAT T —ZY AN H)G | Createf{F T L7
— S BRL, [HIFRT D12 AT

Storage /
retrieval (PRAT/
BOHL: =
AT AV
7))

Create

s MEDD A ¥ —=2 =y MIFfRZ 'y U T, #8IE SRV T, [ T IVAF
KN [RIRST SAZRAE]L [ARF AR EIE[FF 2 AT 7 AV
S[ARIEARN = ICAX v AR(FET DO AF Y AR F 2 T T

o BB SRV T, TV ADZAET —HFVANEE NS T — X %8R, [771Y
U EFAT

o 77 AV TRIEZONICREL T, It —, 777 RAEE | FIIAF v 2 E
1T

Read

o BE SRV T, [RF2 AN 7 AV 7 1 BCreatef fE CIRFS N7 7 A )V
R, [5HIM], EEEEZE T L CTHIRT 21 BRI Z 51T

o BB SRV T, [RX 2 A N7 7 AV 7 D Create B E CIRIFSINIZ 7 71V
RN, K5 T DOk EEFAT

Modify

o HAE SRV T [RFRa AT 7 AU 71D Create i F CIRAFISNIZ T 7L
IR, [REZ L THIRT 210 bt 2 92T

o HAE SV T [RFR 2 AT 7 AU 7B Create i F CIRAFISNIZ T 7 AL
IR, B T2 DimEE EAT

Delete

o BB SRV T, [RX 2 A N7 7 AV 7 1D Create B E CIRIFSINIZ 7 71V
ZER L, [HIBR]1Z 34T

s WebX—C, [77ANVHE] > [R¥ 2 A N7 74V 7 B Create i {E TR
FEINT=T7 7 AV EFIRL, [HIBR1Z ST

o BB/ SRV T, [RF 2 A N7 7 AU 7 0B Create B/ E CERAES L= 7 7 AL
ZRINL, HIR T — 2% HIbRT 25 E 2 A 2 U CHIRIZ 321 T

o BE SRV ORREET—RT, AT LARE] 2 [EX 2V TR E] [T —FH
ERE 2 [RX2 AN T 7 AV T T = EPOIE EEFT (AR E B

B DHEERTHE

D.USER.JOB 772 AHlfHIZ BT 5 TSF A% 7 =—AlX, Table 7.4 (T~ T LBV THS,
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Table

7.4: D.USER.JOB 7 7 & AHfHINZ R 9% TSF A ¥ 7 =—A

P aE

#a{E

Print (ZU /1)

Create

AR T —A

o JTAT L NPCIGEIRIT 2 CEZ IR, VA —RTA /3 —DF% E i)
SEMZ LT BE XL T, [RX 2 A T 7 AV 70367547 ’PC
MOEDEIRIFITTHR—IVRENTZT7 7 AV ETRIR L BRI & 34T

Read

s BV SRV T, [PaT R [V M2 [ TRFEAT TR OV a 7 [ 25EIR

Modify

N/A

Delete

o HE SRV [FIRI IR, 03[P a7 R = [V M= [ PRI/ E T
Va7 hbCreatefi/E TIER S a 7 2 H 1L /HIBR

Scan (A ¥ )

Create

s MFDD A% ¥ —a =y MIFfZ Yy LT, #8E 3L T, [ 7V AF
1. [E-Mail], £721Z[FTP/Desktop]nH A% ¥ % FAT

Read

o BE STV T [PaZ R [AF v T — 2 [ TR/ FEAT T OV a 7 [ a5gR

Modify

N/A

Delete

e BRIV T, [PaT R (A v T — = [ TR/ R OV a 7 10
Createf/E CIER SV a7 & E/EIBR

Copy (71E"—)

Create

s MEDDAX ¥ —2=v MZifazty LT, #fE XL T, [P ray
—]. FoE [ =] Do — & LT

Read

s BAEASV T, [aT RSV N2 [ TR/ET T O a7 1287

Modify

N/A

Delete

o I — TR R BLA AL FUTEE S LT, [V Ry ] E2id [ —rh
1% 5T

o BRVE/ L, [HIR A L], FE [P a7 R = [V M= [ TR/ FE TR D
Va7 [ bCreateE TIERS LY a7 2 IE/HIBR

Fax send (7 77
¥ S=SE)

Create

e MEDD AF Y — =y MIFfaZ Y LT BE SRV T, [V TN T 7
A1, T[T 7 AT 77 AEEEFEAT

Read

BBV T, [VaT R [T 7 2 A2 [ PRVET OV a7 12 @R

Modify

N/A

Delete

o 777 AENEH FATIR R R A IA I RITHEAE SR LT, [V, £l
[EA A H AT

o BR{E/ SRV T, [EE T IR] FE[Pa 7RI = [T 77 A= [ PR/ T R
Va7 [hbCreateE TIES LY a7 2 IE/HIBR

Fax receive (7
7 AZAZ)

Create

o BIEANFIVT TV ADZAT T — 2V ANEHG SN T 77 AR HAR
L7e 7 — 223410, [HIR3 514917

Read

B ST, [Pa 7 Ko7 Ve N[ TR ET ROV =7 ik

Modify

N/A

Delete

N/A

Storage /
retrieval (PRAT/
BOHL: R¥=
AT AV
7)

Create

(FRfFva”)

s MFDD A% ¥ —a2 =y MIFfEZ Y LT, #8E S LT, [ 7LV AF
Y[R T SAZRTE] [AF v ARTE] 2 [RF 2 A T 7Y 7]
S [AREAN =N AR ARIFT DDA Y AR FEFAT (LT, A
{F% Createti{ES1EFF.5)

o BB SRV T, T 7V ADZAG T — X VANEH DT — X228, [77 AV
VTV FEAT

e 77 AV T EREZONIZREL T, A’ —, 777 ARG 2T AF v 25
1T (LT, A¥EZ Create/ES2 L' 5%)

HHLYa7)

o BAESFV T, [RF2 AT 7 AU 7B Table 7.3 CRlik L TV 5
Storage/retrieval D Create B E CLRAFSNIZ 7 7 ANV RINL , [543 <EIRI].
FIIE X EE LT L CHIRIT 210 BHIA 5T

o BE SRV T [RF2 AR 7 AU 7 1B Table 7.3 TReilR L TN
Storage/retrieval D Createf/F CORAFS N7 7 AV Z3IRL | [1IX(ET2]10°5
EEEFET

Read

(BRAF>a~)
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P RE BUE A FT7=—R

o Createf{ES2A 1T #F/ "1/ T, [Pa7 IR, 2 —FRHI[7 )
R AF ¥ U BRI [ A v T —], T 77 AEERI [T 77 XD [ T RI/FEA TR O
eV St LN

(BvHLYa7)

o BE VT, [VaT RO, FIRIERE[Z VK], 7 77 AL O (G R
[AZF¥F—], 777 ARERL[ 7 77 A TRIFATHR O a7 128N

Modify [N/A

Delete |(FR1FTa7)

o Create B {ES12 51714 JFAR DL A HPICEAE LT, (V'Y NZFELT

o Createf{ES2% 521714 . AF v X Scanta~” | 2’ —f L Copya”, 7
77 ZAEEHE X Fax send>’a~ D Deletes 1T

HEOHLYa7)

o FIURISEAT1% , B LT [HIRI P IR ], E2iE [P a7 R~ )/H—>
[THIEITH DOV a7 1) BCreatetip{F TR S VI a7 2 1 /HI bR

o 777 AEER B SRV T, [Va7“%%]*[777214[%’9/%??'430)‘/“
a7 D BCreate B/ E CIERKS V=T a~7 & IE/H R

o 77 P AUSNDIEGEFETIR, BE SRV T, [Vad R = [ AT —]=[ T
KIFATH OV a7 0 bCreate/E TIER SV Va7 IR /HIBR

7.4 R EFG
AEITIXEID, 6.2.4 BiDVZE FIA BB+ AR A TR 5,

FIA AFL.1

BB S FILBL Web ~2—U035 TOE #HE, £72137 74T PCInb TV 2 —RTA_3—% /L
TR % AT D BRI E RSN AR /S AT — RERFEIC BT, 8t L C 3 HREFEIC R 725 A
PREZ AT AR 1 b B RIHAEZ AT —REny 745, ay s bORGEERR 5 3ET IR B
RSy 2 2R, T b | SRR A 7 U T U CERARS A AME I SRR S R T D, AR
T XN ERRRAEIC D 38 F S D,

ARBEEIZRITS TSF A2 27 =— AL, UL FITRTEBYTHS,

o H{E/ XL /Web ~_R— Do — W —ZBEF [ TR A
e MFD D7) 2 —RTA R —=B3A L AR—/LZFL TS PC BRI E ST

FIA ATD.1

TSF i%. FIHE0T A4 MR V—7 ORI A E BIEEZ EZEL, HEFFTHIENTED,

FLADKEIRYZ —T7"L LT, FEEHMHER (Admin) BIO2—H —H#ER (User) &) oD F )L —7

ZFiD, % % U.ADMIN 355N UNORMAL (ZFY4 -5, #LIADMERR Y WV — 7 2t R FT- 13552

LITTER,

TNz, EEE LB INOERY W — T ZAERK AT RE T D, MEIRT N — 7 2 ER T 2B, diAD =

— P —HEREET INEL T, TOEEDOEH D EHIRTE, F7o, 77V AZAGT —X~DT 7' A%B

T&D, LIz ->T UFAX \ZH Y 3 DR v — T 2 ER FTRE T D,

il Hﬂ%f@%b@ﬁ&ﬁw~7 B UTAZL B MR NV — 75 ER . 8. FI13HIRTH2&

X, EEETST FETHD,

AREAE J%‘sﬁﬁ“é TSF A 47 = —R %, LR TEBUTHD,

o BE/ KN DOFETET—R/Web _X—U T, [2—V—EH]-[7 7 BRI E] = [HERS L—7 1)
SHERRS I — T HAETE 137 — 7 % T MBI R T

o BE/RRILDEEET—R/Web X—V T, [2— Y —FH ]| > [2—HF —FE]>[— P —UAN»SL
— =B EMEIE
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FIA PMG EXT.1

TSF IR B BB T DRI E SAT —R DB G BLORERE LRI E OF| T E /AT —R

DEREATHIEBEBEZ R D, DX, TV T 7y hDRICF /INCF T BRORRR ST (1,

@7, H, 87, U, N &, T (Y TG Te) DT SAT —RDBEZIT AND,

ABMITBE TS TSF AL ¥ 7 =— A%, L FIORTEBTHD,

o I{E/ I DFREET—R/Web <—V T, [2— P —FH]>[2— P =R E] > [~V —UAN»H=
— W —E X ERMEE

/N SAT =R R, MUAAE S 12X 15 SCF LI ISR ERTRETH D,

AREAEIZEI T 5 TSF A2 27 2 — A%, L FISRT LBV ThAD,

o BE/ SRV DR TET—R/Web _X— T, [VAT AR E]=[EFX 2V T K E] [/ SAT—RFOEH )
DI/ NVIAT—REEEH

FIA UAU.1/FIA_UID.1

TSF 1%, BE SRV BI O Web ~X—7>5 TOE 2 E, £/21377A4T7 2 F PC BTV H—RT AR
— & U= A 3T A1 S B 2 & Do R T O BEREE AT,

TSF 1. LA N D 2 OB RERE T e R —h 5,

o NHFERE ST 2 TOE AN ;%ﬁéﬂ“(b‘éﬂﬂﬂ%fﬁiﬁ%*' 325855, WIZARD,
L Z‘/I\U 7;11_4 thEjf_t 571‘450) LDAP 72 e H—rX—| _Y—Y%}SHTD ‘5*”%%%?&72%‘”%?5% thEji
A, BHEFOREITEY, A2/ A2 8 A gE,

BAE SRV B LD Web ~—75 TOE #HaET 5354 . TSF I TOE OEAEEFF Rl T HRIICH]HE
=574 /l)/% *Uﬁﬁ%‘/\xy N %J:U\nu uﬁ%@)\ﬁ%g*‘é‘éo Aty pEf‘l‘: = Z‘/}‘U D uftji#‘z})ﬁ)‘j]
DA X TOE RARND F, o "I —Z38GE S B H DA 1E TOE AMENI IO TOE f%%é;h
TU5 LDAP FBGE— N—nB®INT D, AESNTFAE R A A BLOFNHE/SAT—RA3, &
RENTRRRE ISR SN W DRI TR EEET 52 &%&%#Réﬂtumﬁ‘af MEET %, 72721
ANENT-RHAF T A 4705 TOE OFLAAE R (admin) THHG AL, RBAELICEIH ST, TOE
AR FRSI TODHIA A E BRE G MEAET HIE%E TOE RIKN THRGET 5, MRAEDREF, £
FENTODFIHETEME ST LTGE DI, TSF 1Tk BIFERESI =R A S HIWTL. Z ORI HE 257
BT DMERY N — 712 HS5& TOE O#AEEFF 5, 72721 \mﬁ‘a# LDAP F8RE— 33—, 75
SRAFSIV R\ THERR S L — T 3B S THR TUORWEA IR, — %R # (UNORMAL) D#iH
T TOE OEAEZFFA] 35,
UGAT b PC NS TV B—RFGA N =% L% AT 3354, TSE 17V Z—RF A8 —ink
LET —HEHETTV A —RIA N =D E B CA NS RAE R A4 BLOFIHE A
U —ROIEWREZET D, ZELIFAE T A4 BLOFIHE AT —R23 1o N —Z38GE T K
NS DA X TOE zﬁmw BRSO DFI B ITHIMEA ST 52 L% TOE AENT, R hT—
IR RN ENDGENET 7 AV MRS IR E SAUTUD LDAP JBGET— /3 — 28RS TD
FIREE i&k/\ﬁw%_é:a} LDAP #8iE— "—THiFET D, 72720, ZAE LRI HEBE 0T A 40
TOE OFIAAEHFE (admin) THLHG AL, T M —ZF8GET O AN/ N DS T, TOE A
IRPNIZBRFRS I QO DHLA A E EF TE M AT 52 8% TOE AEN THEET 5, MEEDRE S, Bk
SN TR BB REB BB A DI, TSF 135215 Li- LETF — 2 &R rS - F H#EI12X0
BANSNT-FIRE T —Z LRI L, TOE AR T 5, 2SN DA TSF X% E LI CET
—%% TOE ARIRNITHAIE T, EEEEERICIEET D,

l/ YTOFRBIGRRE T R ETZITA L F 7 = — RITHV YTh, lER AESIVDHINCFF RISILD T 7 a3
Y, 72720, PSTN 225D 7 7 7 AZAGIZOW T, #BIRRREZTTH TN TOE N7 7/ AT — X &% 57

5:&%#75%“@ D,

ARENEIZR TS TSF A 47 2 —A%, LR TR THD,

o B/E/ RV /Web _R—T D — W —FHGEH [ Tr s A L HRE

e MFD D7V 2 —RIA /=3 A L AR — /L S TWD PC BRI FEAT

® PSTN &AL CTHOMEL 7 7 7 A D7 7 7 AT — 2 % 145
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FIA UAU.7

BE S TOFRERITRE, AJILT2RRT —ROSLFERIBOT AXVAY (BRGLE) #FKrT 5
D3, AT LT SCFEFR LR,

Web ~<— U CORRRERAITRL, 7747 MR L SR =R IEXD AN Z4GE T D, ZIUEL, 7947
~D Web 77— L, MIHE N A LT Fa RS F 0 L5707 TR 2 L5 ER 75,

AREHIZEI TS TSF A2 ¥ 7 =— AL LLFICRT LB THS,
o HE RV /Web ~X—T D — Y —ZREEH Tl AL E

FIA USB.1

TSF (3R RBREREIC LD KRB EZRE L, FIFE v A4 MR V—"7 DR @2
7V MBS,

AREMHIZEI TS TSF A2 X7 =— AL UL FICRT LBV THS,
o HE RV /Web ~X—T D — Y —ZREEH [ Tu s AL R

75 X277 4E
AETITEIC, 6.2.5 HiDME FMT BT 2B AR Z LR 15,

FMT MOF.1

TSF [ ZLL T O BREEREIZ DWW T FRBIRRRES IV B BE O S FH AT A 37D,

o {H N 1EH &L OABENT —Z D HIHI{L (Initialize Private Data / Data in Machine)

ARERIZB TS TSF A 47 2—A%, L FIORTERYTHS

o B KNV DRREE—R T, [VAT LR E]=[EF 2T AR E ] [EAERE OARENT — 2 D]
HUL1H b 2 it E)

FMT MSA.1

TSF iZ. B H DR N—T % WA oM RE% | iRAIFRRES - 2 CONERERIER] & it 4

Do

AREZEI TS TSF A2 ¥ 72— AT L FICRTEBYTHD,

o BENNFILDOFREET—R/Web X— T, [2—V —EFH] > [2—F —HE]~[2—F—VANMHH
HOa—F—EfnEbt

TSF 1%, WEERGEAHE ORI AE 0 A B BLOMER T IV — 7% B, BB I OHIBR I HHERE

H & LSO NEFRRERHE OMERRY V—T %At D8RE % | #kBIRERES IV & B D 7 _TE'

3%, 72k, VBT DIEBEI TN FBRERER I B 2 BT RIS dk T DI D AR S, HIBRTOHERE
BRERS IV NERRRAER A 2 HIBR T DO AR S D,

KREMIZEAT2 TSF A2 47 2 —RL, L FIORTEBYTHS,

o BE RO EET—R/Web X—V T, [2—H —FH |- [2—W =L E] > [2— P —VUANI»DL=Z
— =TGR ME IR/ E /IR

FMT MSA.3

TSF 1%, WETRRAER] B 20 88k 3 DR, BT B HERR Y /v — 7 OHIHAES User 37205
UNORMAL &7 5,

ARFEZEI 5 TSF A2 47 = — A%, DL IS RT LBV ThHS,

o B{E L DR EE—R/Web X—T T, [2— P —FH]| > [2—PF —RE]>[2—F—UANIDH
—F—a ek

TSF 1%, FIHE T — 2247 D0, TN EER LRI HE ORI B#H s A 452 HEH T —2 DT

HHEIEROELL THIV Y TD,

ARFEIZBI$ % TSF A2 %7 =—Al%, FDP_ACC.1/FDP_ACF.1 ® TSF A2 47 =—A|ZHEL D,
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FMT MTD.1

TSF X, B & OFIHZE /AT — R 228358 PR | S RRGES N2 &2 CONERER H#E |2

95,

ARBNRTRI TS TSF A 27 =— A%, UL FITRTEBYTHS,

o BE RV DFREET—R/Web ~—I T, [2— P —E > [2— P —RE] > [ — Y —UANNLH
HDa—H—%EIE

TSF 1%, WEGRFER ORI SAT —R AR B L OHIBR T 28m8E . B & LSO NERFERER H

B ORI/ SAY — R a2 8358 PR RE A 5 B O A T8 2, 7eds, TR D RRIZN R

R Z BRI T DR O SRS I, HIBR T 2B BRI X S S A7 NI RRRIER A 2 B BR 9~ DI

\ZDOHEHEEND,

AREAEIZEI T 5 TSF Ao 27 2 —R %, L FICRT B0 ThS,

o BAE/ SNV DORET —R/Web ~— T, [2— P —FR] [ — P —RE] > [~V — VAN D=
— P — TR ERMNE E/HIBR

TSF 1%, ERCICHNZ, BL RO TSF 7 — 22 E B4 HHREL & BEE O A ZHE 75,

o /N RAT—RE (E) XA BE BRSO A4k

o HAIFRRES K (LE)

o [ fH/IFZ (&%)

o it /R0 (R vEbd/hZ)

o HEn/ 7 UMMEH (MW EhE/ME)

o TRU AR (B E%/UZE/HIBR)

o SRR — N —FRE (B ER/LZEHIBR)

o [P TRLARIE (WZ)

o A—/LIEEH— =3 E (HWEbE/WE)

o Ax v I —Hilifl7 7 — LU =T (KE)

o FU M 7 — 20 =7 ()

o MFD A{KD Boot fllfHIZATOAMKHIE T 7— L0 =7 (HZE)

o 7y U ARIH T 7 — L =T (UE)

® MFD AIRD AL AR ZATOARKEIEH 77— L0 =7 (KE)

ABNR BT TSF A 27 = — A%, Table 7.5 |7 B0 THS,

Table 7.5: FMT MTD.1 \ZB4% TSF AL 47 =—A

B HREE A BT =—R
B R —REOZEE | BESRVOBREE—F/WebX—C, [AT ARE]-[EF 2T
AR E] [ SAT —ROER DD/ N SAT—REEET

Sl e WAy A « B SRV ORRE T —R/WebX— T, [V AT LR E ]~ [RRAER E]
— [ E 17> DR RIESE B E 2 8 T

H AR DRE  BAIE SRV DOBRIEET—R/Web X —T T, [T AT LR E] > [FEER E]
=TS AABGE ][ AR E D B B2 s E

B/ 2 S DR E FRIE SRV DR EE—R/Web X — T, [V AT LR E]>[EF 2T
AR E - [BEA 0 [ [ AR — VAR E D DA A i E

e B

BBy TN o E | BRI SRLOBRET—R/Web < —U T, [V AT ABRE]— [(akax E]
. SRR D [ B S T N A

FRL AMEO G TR « RS RLT, [T R L AR S BB SR /8 A 321 T
* WebX—C, [T RV AR =[7 R L ARG HT RS/ MR /H | b &
17
I — R — DR E « BAE ARSIV OBGET —R/Web~— T, [V AT LRE] [ F vV —
758 E] > [LDAPER E ] HLDAPFEGE T —/ S — 2 X3 M 1E/HI PR
IP 7 RL ADZE « BE SRV DR ET—R/Web2—I T, [V AT LR E] = [RyhT —

VBT [A v F—T = — AR E D DIPVAZ X E
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A—IVIEF I — N —DFRE

o BRE RV DR ET—R/WebX— T, [V AT LR E]=>[FRy T —
IR E] [V —E AR E]D[SMTPZ 7 M Hak iE

A2y F— il 7 — L0 =
T D H

TV T 7 — 2 =T
D F B

MFD A4 Boot il 24T
IANKHIE T 7 — LT =T D
ST

RIS DOAT T AT R~BATL, 77— LV T Ty 7T
— b AT

Ty I AGEH T 7 =T
DT

MED AARD AA i 21T
IRIEHNE T 7 — 7 =T D
BT

175

FMT_SMF.1

TSF . A FOE B RE A 1L 375,
o NETREAER] & DX Gk/H|

o NHERAE

o NIBERAIE
o NEIFGIE
o T L[F DR IE
o f/ VAT —REDAEH
o kBIERAE T DA HE
o ME[R T L —T D H
o HI/IER DR E

o HEm 7 MR D

=u—=

AxX AR

FRZEORIHE SAT — RO
MMAZEORIHE T A2 DER
FIHEOMEIRT NV —T D H

o [EATE WM OAEAN T —Z DAIHULOELHE)

o TRLRIEDEH
o SRR — N — DR E

o [P 7RL ADEKRE

o A—/LiE(E Y — /N —DRIE

e 77— AT DFH

AKEERIZEA % TSE A2 %7 =— A%, Table 7.6 |RT LBV TH S,
Table 7.6: FMT _SMF.1 (ZB89°% TSF A2 47 =—A

IN—T DT

B KRR AR T — A

NEBEREEFI I OB G/ o BAE SV DREE—R/Web2— T, [—H — B> [2—F—&
55 B[ — =V AN — P — %2 G/ HI B
WIETRRAERIFHE ORI HZE o BE SRV O EET—R/WebX— T, [2—H —F B> [ —H —i%
IRAT—R DI E]=[—Y—VANNSZ—Y —ZE

W ERFRRIER FH & ORI #E ap BE SRV DR ET—R/WebX— U T, [2—H —EFH]>[2—P—%
TA DR B[ —Y =V ARNPL— P —EEE

IR ERAERI T DHENR S b BB/ SRV DR IE T —R/Web2— T, [—H —EF | >[2—HF —&%

El[— Y —UANPLE—Y—ZEIE

B/ NRAT—REDEE

e FMT MTD.IOTSFAL#7 = —AIZHEL D

el FRRE T DA

e FMT MTD.IOTSFAL 47 =—AIZHELD

MERR T NV —T DR B

—~

o BB SRV OB ET—R/Web— T, [—H — & B[ 77 & AH]
R E - (MR N — T IR N — T H R GRNEIE, FT137 L —

7% T RIS R
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EHLRERE AR T2 —RA
H /% D% E s FMT MTD.IOTSFAL 47 = — X ZHELD
EER o/ B(GHDORE | FMT MTDADTSFAL X7 2 —R|ZHELD
HEhe/ 7O MNER O E [ FMT MTD.IOTSFAL %7 = — A ZHELD
8 AT OARENT — o FMT _MOFE.1DTSFAL #7 = — A ZHEL D

Z DAL DL E)

TRL IR R s FMT MTD.IOTSFAL ¥ 7 = — A ZHEL D
FORIEY— /N — DR E s FMT MTD.IOTSFAL ¥ 7 = —AIZHELD
IPTRL ADRE s FMT MTD.IOTSFAL ¥ 7 = —R|ZHEL D
A= VIE(E— N—DFRE  FMT MTD.IOTSFAL X7 = — R ZHEL D
T7—L7 =T D EHT s FMT MTD.IOTSFAL ¥ 7 = —AIZHELD

7238, TSF (FAN — UG BAUIC B T 28 B RE A 42 (I L 72\, AR — VRS SARIZE I TS5
TH D,

FMT _SMR.1

TSF 1%, %% (roles) (ZEJL . #E[RZ /L —7" (authority groups) DOFEREZFFD, ZOREREIZED, LT D

COoODEEI MR LN TED,

e U.ADMIN role (& #E# #%#| / administratrative role): & FE#H L LT, K TOE Ot¥ 27 (iR E XM
RLT DHRE S Z RO, HEFRY L —7 U.ADMIN 132 OEENZ B HE T HLD,

e UNORMAL role GE&FEEE| / non-administratrative role): —f%FIHEEL T, AFICEETHEH
FERE D —T D B Z TSI 1% E |, MEMRZ 1 —7 UNORMAL X UFAX (22D &E BHEAT )
HiD,

BAIHAE (TOE \Zu 7 A LR ES VIR ) B R v — 150 S THZ LT,

FMT_MSA.11Z&Y, FHRETZTITATRETH D,

ARELEICBI TS TSF A2 47 =— A%, UFIORTEBYTHL,

® B{ESFINDBETE—R/Web ~N—UTC, [2—P—FH] > [2— P — B E] > [2— P —URN»D

TP —Z B EEME RN E DB /HI bR
® FE I/ Web X—T Do — W —FRGEH [ Tr Y A R E
® MFD HDF VL F—RIA/N=PA L A=V EFL TN PC B Z AT

7.6 TSF Of5-#
AFITIE T, 6.2.6 MW FPT BB 2 B HREA 20k 35,

FPT SKP EXT.1

TSF 1L, X T D8 588 2 S CARERME AT — 1 [T fFT 508, AL ST 2 ToOFIH
B\ DOHERF 584 St A 72D ORSREAFR AL L TRV, F2, REERVEAT) — 11T B2 A
fHFEN WD BIANLIFIA ATHE TH D,

TSF Id. X8 CTH DO AN — A T 58 T S b L CRFERMEATY —2 (2R 7F L. TOE OEJR
ON R Z DR BALSITZ AR — U8 A Bt A HH U CHERS 58 C1E 5 L7- I SC D AR — VB A FE R A
Y —TRAETHN, BHELZ G2 TORAHEICINO AN —RZ 5 7= ORSBEZTRAE L
TRV, £, XD AR —VH TR KT TS L CEES LD,

TSF 1L, X B IO MAC #25 Te a5 U TREIMEATY —TRIFT 208, BHE ST
ETORHBEIZZOE  a fEHi AT 7O OBEREZTRILL Ty, F2, 2O a gL
TR L CTHlREESND,

TSF I&. TLS 87 D7 T A _X— R fEE AR — TR BL L TNERARL — IR TEL . TOE OETR
ON Iz DI BbENT- T FTAR— Mt A Gt A H L CTAR — U CE B LT L SC D T AR — M4
FERVEARY — IR TEN, BHEZE DR TORAE I NS T A —NMitE 5t A 7= OR
BEZARHLL CUNipuy, E72, LD T T AR — NIRRT CHE R L TR EES LS,
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FPT STM.1

TSF %, FAU_GEN.1/FAU_GEN.2 C/RL7ZEEA G RA R M/ LU CRidk ¥ 2%, TOE DA
F DT IINSEA DR T R AT 5,
ARFEIZBIF % TSF A2 %7 =—Al%, FAU_GEN.1/FAU_GEN.2 ® TSF A% 7 = — A ZHEL D,

FPT TST EXT.1

TSF (. TOE EEIRFIZLL T O H &7 ANELT9,

o TU NI —JHD~LAT AR BES NEEL TUNVRW I E AR GET 578 . BLEAE B R B L OVEL I
HH LA IR LUFEITTHIET 4096 B hOELEZ RS, SLECE RS FTEDRFRNIZTE T35
ZEEBILIZR—E Yy MEOESRITEDRMMELL T CThhHZE, BLOHMBIE Y MEDHRY ST EDFF
KRB W EE MR T D,

o DRBG D~/L A7 Zk: NIST SP 800-90A |Z}5-3%  Instantiate, Generate 335 O Reseed DFEFEIZ D
W BRI T AREA T,

e HBA W5 5 [H DT A: B 5 BB HFE L TR W A REE 5728 . AES A2}
(http://csrc.nist.gov/archive/aes/katmct/katmct.htm) D BEEENfiET ARE24T9,

o TSF A A—URAE: TSF 2 34ET 57 7 — AU = TR N W2 L2 RGET 5720, 2 ha—F—7
7L =TI Ny 2 (SHA-256), TDMOD 77— L7 =7 1% 16bit s20 A 5 (F- =7 L)LY
HeMEEE1T,

PLED B BT ANDEH E2I1E—BIC =T —2 B S iiu, TOE (g2 kL, EJR W E CEifEL

B9,

TSF iZ, /"—K7 =7 TSF £V 7 7 =7 TSF OAERSIL TS, /~—R =7 TSF [T b —JEE

FOVHBA B 5K THY . = ™ —JHDO~L AT ANB IO HBA B SR OT AN LY Fhb%

EECEES Y TEOR I AIT>CD, Y7 =7 TSF X7 7— L0 =7 FIZFEESNTEY.,

TSF A A—UHERC LY . TSF FEAT7a— RO 5a 22 MEEL TV, £7-. TOE M ESIE#EDHE NIST

SP 800-90A 73 H .7 AMD FE it 2 F R L TWHH, ZHUE DRBG D~V AT ANMIIV -85, L

DD, TSF B IELLEIEL TWAZ LR EIETAT-DICT AR+ 3b D THHES 25,

AREMHIZBI TS TSF A2 X7 =— AT L FIORTEBYTHD,

e MFD OFE ON (EENHOE IHG [F4F)

FPT TUD EXT.1

TSF (X, TOE O7 7 — AU =7 /\—Var G o 28 2 EBHFHIZ, TOE D7 7—2L7 =724

T 57 7T — e BT DHRE ) A LA B B [ CHR L5,

TSF X, LRt77—A0 =7 77T — G280, 7y 77— RO 77— LU =7 DR IEMZ

REET D FEAALALE BF IR T D, 77— LU= T RIKE T 77— A0 =27 T 7 AL D—FREL

THRMLENDT U HVEL DS FCS_COP.1(b) (266D RSA BAMGEIZIVE S-S v afit, 7

T T =N ROT 7 — LT =T A TEEDTREENS FCS_COP.1(c) 1219 SHA-256 DRE 5/ v

VI —ERICIVREHEN Iy af R RAE L FOEN BT AIEE MR T HIECED, T — A

=7 BEIEVEERAET D,

ARBEMTBIT S TSF A2 72— A%, UL FITRTEBYTHAS,

o BE XNV DFHET—R/Web _X— T, [AT —HA|=>[77—LU=T R"—Ta b7 7—LU =T
N=Var A

o BENRNINOAL T T U AT —R~BAITL, 77— D07 Ty T — N R T

7.7 TOE 77 &A
AEITILEIC, 6.2.7 BiDMZE FTA BERICRT 5820 R 95,
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FTA_SSL.3

TSF X, BfE s car A (.&%'Jmft) Ltﬂﬂﬂ‘% ZOWT, BEEDORICHEIRY 7T ML
REZ TR 5, ZOR TIRFITE A I Z LR ESNT R THY | Fe/NT 10 B, KT 240 #0(4 53)

T%é

TSF %, Web X—2TrZ A GRAGRRE) LIZFIHE 2 OW T, B EORICHEIR 7 T U M58
BEA (L35, ZORE TR 300 #0E (5 /o[ BEETHD,

AREHIZRE TS TSF A X7 =— AL, UL FITRT LBV THD,

o HE/ N L/Web ~—C, 22— —FHAEE BT AL LT R RE CHEER(E

7.8 WEH SR/F XL
ARETIEEIT, 6.2.8 ML FTP BB BRI A ik 5 5,

FTP_ITC.1
TSF | i I_J'fmﬁ IT %[ﬁl(&)énu nE“H"—/\“— E/‘E“'j“—/\“— FTP “H’“—/\‘—i\)iv\%‘—ﬂ/“j‘“—/\‘—km
WEZRHET DD, TRLE@EEITOBIC, FCS_TLS EXT.1 (ZH~7= TLS 1.2 2 L7 @54
F ¥ AN LU CEEZGET 5, ZOW(E1L, TOE L& E IT A S BB THEAT 5280
TE5,
TSF (. L FOREEEZ R 328812, @EET v 20 L CREHE T i EDBE 2 BtA T2,
o N7 — BRI LD B FEAE
o i T — DK
o I AN — R —1k[E
e E-mail 152
REAHICEH T2 TSF A 27 2 —A ., LLFICRTEBYTHA,
L] E}gnl“tﬂ-‘—/\‘_‘k@@1m
o BB/ SR ILV/Web _R— D — W —EEEH [ Tr s AR E
o Y — R—LDiFAE:
« FAU GEN.1/FAU GEN.2 ® TSF A2 #7 =—A|ZHEL S
e FTP Y—/"—LDif(5:
« MFD DAFyF—a=yMIFfREty M, BIE SRV T [T PN AF v ], E2iT
[FTP/Desktop |57 7 A /L — /N — 25 [F A v 21T
o BERFLT, [RR2 AN 7 AV D[ T BT 7 AV — " —EE 23T
o A— /L — —LDiE(E:
e MFD DA%y F—a=y NIFfaa v Mé  BE SR T, [ 7 N AF v ], F7-1E[E-Mail])
5 E-mail 3513 A%y 25T
o FIERFIVTC, [RF2 AN 7 AV 7| DO[EE T 5105 E-mail 126{5 %517

FTP_TRP.1(a) / FTP_TRP.1(b)

TSF 1%, LLFDXHIZ, TOE EDi{E 3 EEMOKIRE DM TIT N D Z L ARFET D70, S fEO

{5/ AZMENLT D,

® /7 A7 & TOE @ Web ~_— LD DIEEIL, 1857 —# & HEENLRET DR EFEE /A
ZREHE 5720 HTTPS @EHEREA 1 %, HTTPS Jl@fE 1, VE—MEHLE | £33 — I H
FINTTAT S D Web 7704 —5 HTTPS 1815 T 3524 T, TOE @ Web ~X— L Dil
1::1 Fﬂﬁﬁ'&‘é—é 77/(7/]\#%0)&)”:'an nEioJ:Uﬂ‘f\’C@)%b—]\%.%T’E X. HTTPS %’fm %’Tﬁﬁﬁ LT
D85 DI FITSND,

0 UTAT U IDT N H—RTA/3—L TOE DM DIBIE 1L, 2415 SNDHIRT — X2 & RIS Dif#
TAHEASTEIRIE AL A7 IPP over TLS #R{EHEEEAH T 95, VE—NMEFLE  F/-13UE
—NRHE NI TGAT DT TV —a 7 al T KRBT AR EE T LT 794 T v
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L H—RZA3—75 IPP over TLS 115 THEfe 9528 C, TOE EDWEEZBMET D, V7747 DT
Vo B —RTANR—=INEOBERFER LT R CTOVUE—MEEIX, IPP over TLS il 2 FHL T\ 5
BB DOHRILTIND,

AREHIZEI TS TSF A2 ¥ 7 =— AL LLFICRT LB THS,

e Web ~X—7°5 TOE #VE— Nk

e MFD D7V B —RFA R —R A ZAR— )L EI TS PC DBHEIZ 24T

7.9 BIHAZHA P REIR AHERMEA R — VT AR L ORMEDT —4 1
AEICIEEI, 62,9 FiO RIS BABE BI BT 2B HRE LT 2.

FPT KYP EXT.1

7% TOE C FCS_KYC_EXT.1 (2B 28T = AL ZAE K T 28 T8 5L AN — UV CTh D,

TSF I3, 15584 b EIC AT SRR AT — 1 WISESCTRAFT 203, WERARL —
DITIFRAFLARV N,

TSF I, REEFEPEATY —2 PNICHERT =588 Cly 5L L7 AR — V82 R (7L, TOE O FER ON KRl §#
o CIE B LT LD AR — VA R A AT — IR T D03, WEBAR —IZIIRTELZR Y,

FCS KYC EXT.1

A TOE THF =AU NZ51F5 BEV (AN —VHETHDH, AR —T 8L, FCS_RBG_EXT.1 12k5

RBG CTHMIINTZELEE VT 256 B METARRS L, FCS_COP.1(HIZ LA 8kHs Bk A VT,

FCS_RBG_EXT.1 |Z4% RBG TSIV ELEAE VTSI 256 B MO 58 T 51k

M 5SD, Lo T, TSF I, $EF = AL DK BTN T, 256 B REL EDBF 2 VT 58 AR L

T3,

ABEMICBE TS TSF AL ¥ 7 =— A%, UL FIORTEBYTHD,

o TOE R E 2% O F]nl L&)

o BE RNV DR EET—RT, AT LR E][EF 2T AR E ] UENE L OARENT —ZDF)
HULID BRI A A T1% . TOE % F L&)

e MFD O ON (5B HLOE IHE [F15F)

FDP DSK EXT.1

TSF 1%, XLET —F, Va7 EREBIOEM TSF 7 — X2 BLHI A Ha AT RE72 RN ERMEA N — P Th DN

EAR — VI FEZIATER, 43 FCS_COP.1(AIZTEW IS F L TN EFZIAL WHEIAR — I bt

AT BRICE T T2,

AL ZZHEN, FIEDFNETA TOE 232281280, Bt B BRI A ks insg,

WHEIARL —UZ L, B B LSRRI D 0D, BIRIIZIE, N—T (a7 —T NVEDT SARE

PAEIL, TOE 77— AU =7 ZA& LT 7 — MEIK, LN T AX AT LTI Ch D, I b

NBREIRE SRR T S —T Las AL CRRBIS L, B S LS W EIR 3R B SCE T —4

BLOBED TSF 7 — AL E N0,

ABMIZB$ % TSF A2 %7 =— A%, FDP_ACC.1/FDP_ACF.1 33X FMT SMF.1 ® TSF /> X7«

—ACHEL D,

7.10 PSTN 7 77 A-3 NI — 78 D55 B
AHITIEEIZ, 6.2.10 HiDOFRIFAFE M EA: B2 IZBHT 2B Z LR 35,

FDP FXS EXT.1

TSF IL, 777 A7 abanvz ORI A T — 22505 F3ZE TN C. 777 A UF kil Li-
BEEEEIET 5, ZHUZXD, TOE 7727 A 1F 73, TOE 23Eki LTS PSTN &y kT — 27 LD D
P "I =TTV PR T BT DI HE DDA,
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TOE D777 A1F 1%, 777 ADEE B I OGO RIS, oo BB CrafE Iz,

TOE et 327 7 7 ZAET LOMERIL, 77 7 AEEBI T 77 AZEDHTHY , Super G3 7'1h=

VBTG FaralzdiR—hd 5,

TOE O7 77 A IF B CEZENH A SN TCWADII T 77 A@E T —ZDOHTHY  FIAET —&D

VBT 7 VAN ET —HDIHEZAFTHIENTED, Super G3 7' h=/LEBIWN G3 Fubh=aL LSt o~

2R )L(PPP )& R —RL2WD T ORI HE T — %5525 T 57D T2 813 TEA,

TOE N7 77 A VF #&H TG EAT/2OBE. 77 7 AEZAZ I T DT EDO R v —a A5 5Nl

FFPLEEEINTRERWEAIZRRE YR 52L T FIFE T —20OEZELAMNE SN D%

Bh<,

AREMIZEI 5 TSF A2 27 = — AL, LL RIS RT LBV THS,

e MFD ODAX v —a2=y NIJEfZEy M, BlE SRV T, [N T 7 IR EE [T 77 A5
T 7 I ARG FEAT

o BENFIL T, [RFa AT 7 AV TND[EET DS T 77 ARG 2 FAT

o NNERT 77 AR INOIR(E SN T 7 IV AT — R o5

7.11 Hifg LEX
AREITIEEIZ, 6.2.11 HiDOA T Tar Bl C2 \ZBT 2B AR Z Tl 35,

FDP_RIP.1(a)

TSF 1%, LA FDOEBY, A A= T —4% FEEHETD,

o VaTPHEDTDIZWIAN — AT — MRIESIVIA A=V T — 5% HihYa 7 56 T Ez g
IERRIZ EEXEE TS,

o RXa AT 7 AV THERBICEVNEBAR — IR AFSNTcAA—T T — 5% FIAF OBRAEIZLY
HIBRS DB EEXHEET D,

EEXIBWTESIADL T —ZBLOESATREIL, SLEICED 1R EEENT 74V L TRES

ALTND, MDA B B S B SRV DR E T —R | FI2IE Web _X—U T, [ AT AR E]~[EF=

VT % B[R EIND[T —H I T ERED DR EX LR THIENARETH D, HEZiATeT

— 2%, ELED> 0x00~0xFF DENO1 DDEZRINT HZENTED, £z, ESIALEHIL, 1~10

BIOMCRETDHIENAFEET, 1BISEICEZIAL T — 2R ETHIENTED,

TSF 1% LR OB EEA FTE DX A7 T RBIL, FEEMAL T2 FE AR L2V, 2D OHERE

I, TAZ L AZBWTC K a7 58 THROBENEZE (Auto Clear at Job End)|EFETND,

AR5 TSF A2 27 2— A%, UL FIORTEBYTHS,

e FDP_ACC.1/FDP_ACF.l1 ® D.USER.JOB 727 AHl##IiC31T 5. Create/Delete #{E?D TSE A%~
T—AIHELD

e FDP ACC.1/FDP_ACF.1 ® D.USER.DOC 77 AHI#EINZF1F 5. Storage/retrieval ? Delete #{ED
TSF A2 X7 =—A|ZHEL A

7.12 7 —H D 5EAH R
AREITIEEIZ, 6.2.12 BioA 7 ar B C3 IR 8 LRI 5,

FDP_RIP.1(b)

TSF 1%, #/E SR VI TEBE OZERITINLE . WEIARN —Y FIZH5T X TORHET —ZBLO
TSF 57— X %4 ED T —H T FEXWET A, ZOLx i TARN —U8IC B3 A B4 AR
B, ARG O SR S8 3E 35, ABEREIX, 1T TOE Z T3 B 35,

ARERIZB TS TSF A 47 2 —A%, L ISR T LB THD,
o B SHVOBTET KT, [V AT LRE] [ EF2UTABE] - [H TR L AN T —2 )
EapNI R[]
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7.13 B A AT REZ e RAEFEMEA RN — D F NS R EOFRE DT —F 2
ASICREIT, 6,213 HIOBR~—REH DT BB LR Y5,

FCS_COP.1(d)
TSF |%, FDP_DSK_EXT.1 {2 W FI#E T — X BL O TSF 7 —# &M AL B L O 5T 585, kDL
AT,
o i 75
FCS_CKM.1(b) THRKEAIZ 256 B MDY A X %FF O AN —V#EE VD,
o IF =T /LIYX A:
ISO/IEC 18033-3 THIEZID AES 7/VTYRX L BEOY ISO/MEC 10116 THIEEHH CBC E—R
ZHW5,
AREMIZEI T2 TSF A2 47 =—A1%, FDP_DSK_EXT.1 O TSF A2 X7 =—AZHELD,

FCS_COP.1(f)
TSF 1%, FCS_KYC_EXT.1 [ZfEH8EE 5k LOME B DER, IRDEHIZAT,
o [ 5

FCS_CKM.1(b) TSN 256 B MDA R ZFi D8N 584 D,

o -7 I)LTY X L:
ISO/IEC 18033-3 THLEZID AES 7/LAVA A BILOY ISO/EC 10116 THEZ#LSH CBC £—F
o LA

ARELEIZES TS TSF A7 =— AL L FISRTEBYTHA,

e TOE X {&E/EZE% DO W]l E)

o BENRFNDOERET—RT, [VATLRE]> X2V T AHE][ENEHRE OAENT — X D))
W1 B 02 521714 . TOE % Fi i &)

e MFD O ON (5B HLOE IHE [F1%F)

714 PRFES LB
AREITIZEIZ, 6.2.14 BRI —2FEAM: D2 (2R3 ERHARZ TR 35,

FCS TLS EXT.1

TSF (%, TLS i#@{§ &L T TLS 1.2 (RFC 5246) ZHHR—Kr7 5,

TSF 73 TLS i#E 2BV TR —I T 515 5 A1 —NE TLS RSA WITH AES 128 CBC_SHA,
TLS_RSA WITH_AES 256 CBC_SHA, TLS RSA WITH_AES 128 CBC_SHA256,

TLS_RSA WITH_AES 256 CBC _SHA256, TLS ECDHE RSA WITH AES 128 CBC SHA256,
TLS_ECDHE RSA WITH AES 256 CBC_SHA384,

TLS_ECDHE RSA WITH_AES 128 GCM_SHA256 3L

TLS ECDHE RSA WITH_AES 256 GCM_SHA384 Tih5,

TSF /%, FCS_ RBG EXT.1 3L FCS CKM.1(a) {ZHEV), TLS i@(E THWA Y — =B HBs L O
ABRSEE AR T D,

TSF (%, FCS_COP.1(a) IZHEVY, TLS iEfF 2B DiB(E 7T — X DO 5L B L OE 52179,

TSF /&, FCS_COP.1(b) (Z€V, FTP_ITC.1 (/R T & fY— S—LdD TLS WE 2B\ T, — 3 —iik
HERREEAT),

TSF %, FCS_COP.1(c) 3L FCS_COP.1(g) (ZHEV, FEfF &\ v 7L d D Ay B — VREREA &
(HMAC) % 7= TLS {5 %179,

ARHEMIZBI$ % TSF A2 %7 =—Al%, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
7z —RIHELD,
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FCS HTTPS EXT.1

TSF IZ. TOE LVE—MEHEE LOMOBIERB L TOE EVE—MIHF LOROBEEIZHB W T,
FTP_TRP.1(a) 3L FTP_TRP.1(b) IZE~TomfE i A% 1R T 572, RFC2818 (2 AL,
FCS_TLS EXT.1 |ZH|~7= TLS 7'uh=L &4 F 7= HTTPS 1815 % H 32,

TSF (%, VE—MEHE F/TVE—MIAFEICE > TIT7A4T7 2 PC LD Web 777 %= TOE O
Web ~— 125 U THEEER DM TN 812, TOE &2 747+ PC LD T TLS D RA T
—arEENLLizt% ., HTTPS 15 2Bt %,

JFAT K PC 136D TOE D Web ~<— 2B 5Bl FRRER LT X CTOUE—MEEIZX LT,
HTTPS i&@{5 23 &b,

AREAEIZEI T 5 TSF Ao 27 2 — AL, L FICRT B0 ThHS,

® Web ~X—) 5 TOE %Y E— Mgk

FCS_COP.1(g)

TSF %, FIPS PUB198-1 |ZHIE 4172 The Keyed-Hash Message Authentication Code 355 U} FIPS
PUB180-3 |ZHIES417= Secure Hash Standard i /=3, Avt—UF AV ANED 160 B M CHERE:
160 £~ HMAC-SHA-1, Ay E—U X AV = ANEDY 256 B M CHER 256 £ D HMAC-SHA-
256, Ay —TUH AT ANEN 384 B N THER 384 BT RO HMAC-SHA-384 DUV FUNTHE Y, #iE
FEAY L TICLD A= VBT 5 (HMAC) Z AW oid@(E 2170,

7N, FCS_COP(e) (ZHED SHA-1, SHA-256, SHA-384 DWW I DRE 5/ Ny 37—
EAEMAL, Ny alE i T D,

A2 % TSF A2 27 = —A%, FCS_TLS_EXT.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF
AR T2 — A UL A,

715 &g T 75—k
AFTIEEIT, 6.2.15 HiOBRAN— 2T D3 (T2 B HEE TR T 5,

FCS_COP.1(c)

TSF 1L, LLFIZZT D v 2 BEOFHEIZ, ISO/MEC 10118-3:2004 [Z5# 492 SHA-1, SHA-256,

SHA-384 £7213 SHA-512 DWFINNHES TG Ny 2 7 —E 2245,

e FPT TUD EXT.1 {28\ T FCS_COP.1(b) (L5 E 4 fMifiE: SHA-256

e FCS _TLS EXT.1 {28\ T FCS_COP.1(b) (ZXBE4 A kk: SHA-256

e FCS TLS EXT.1 {28 T FCS_COP.1(b) (ZLDE 4 MiGE: SHA-1 / SHA-256 / SHA-384 / SHA-
512

e FCS TLS EXT.1 {28\ T FCS COP.1(g) {2k HMAC: SHA-1/SHA-256 / SHA-384

ARFEIZB T2 TSF A2 %7 = —A%, FCS_CKM.1(a) @ RSA #&ERK, FPT TUD EXT.1 BXW
FCS_TLS EXT.1 ® TSF AL 47 = —A|ZHEL D,
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8. fI#&

ATETIL, BIESCRS L O A 7T,

8.1 ik

K ST THEHASILAOHEEON, & 2 ECTHA EEL TS CC BLUPP TERSINT-HFEIZOWT
1. FOEFEIIND, FNLIAD HEZED E 4 Table 8.1 [T -7,

Table 8.1: ST T HENDHFED EF

FE E

IP7RL A IPIZB W CEEFEF LR DB a2 800 3 D7D OFEHFTF 5,
TOEDWeb<—% | TOETHOMFDDOYE—MEMEHIFEL T, MFDNJEWeb— S — 2324975
/ WebX— Web_—37,
Riindael AESIZEHENTE 57 VTV X L, BIFEE 1T~/ —0DJoan Daemen k&

ynaac Vincent Rijmen X,
AA—VT —H AFETIIFFT, MEDDOARERED D —IRCEE DT P HVT —H %67,
TrVrva=yh FEHREERE . JERERREOBE A & A TGS EIR B 2 T a3 D2k,
FERMEAE) — A UL GLIBN A HE K T AR E,
HAR TV S A AT FEEE LTS D& R,
avha—J—a2= |MFD2KRZHEIH%EE, TOEDT 77— =7 % E179 572 DCPU, FERME
v AEU—, HBA, ES, RBIMEAT)—EF2H 95,
ST |MEDDas ha— g —a s b 57— b T
FEHE RE2 AR T 7 AV T RERRIC KV ERIE LT A A= T —ZIZxE L, B, i85, 7L

Ea— FIFHIBREITIZL,

Ay F =yl

FRREAX Y L CAA—Y T — X e G bt E, at’— AX v k(5. 777 AE(E
BLOAX X ARFOBRE 35,

RF2 AT 7 AV THERED — 0, [Tk & Fidr B> TR TeA A=V T —Z 2 N

ARy RAF AR — AR B FIRRE (R IS L7,

R Z\;Hﬁiﬁ%@f:&b\ VaT DA A=V T —H e — RN AL — IR 45

WL MFDO RIS~ — A 77 e — A= b, BT — B L0 T HRfE
RO T AAT LA EE T,

RF¥F 2 AL M7 74 |MFDISEOEH A A—F — 2 2R E 3% THEBETXDIOICT 5720, NES

N4 AR — VN R AT T DI RE,

PIFRERER A | NEBRRAERFIC B RSNV AD TOE AR NI B G ST Fl| F 3

T7—L7xT MEERDO =R =7 57D BRI TR A ENT-Y T T =T,

7577 AI/F MFD% 7 777 A[al#g~Ffot 5 7=l 9 2 BRI 72 1/F,

7 77 Al T 7 Ak EZ AT T DT DM IR A

AEFEMEAT)— | BIRET) > CHRLEN AR AR T D2 LN CED LR,

AEY— FUIEEEE . FROPERE TIC kbR E,

aeuh 7V MR IBLAE FTRE AR i S0, AT av dm L EERRERAEL LT
BART, 7 BEREE A5 A CENETTREIR B L L7- BAAT,

=% RS T2 RAT — RN L CA S ST T, /SAT — R D (245 1R LT IRRE,

8.2 W&FE

A ST CHUASNBHSFEDE# 4 Table 8.2 12775,

Table 8.2: ST Tt HHEINDMEFED EF

W RE

—~

EF

AES

Advanced Encryption Standard
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[ TE#%
BEV Border Encryption Value
CC Common Criteria
CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
1P Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
oS Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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