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A User who has been identified and authenticated and does
Normal User not have an administrative role
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A User who has been identified and authenticated and has an
Administrator administrative role
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Data created by and for Users that do not affect
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Data created by and for the TOE that might
affect the operation of the TSF
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfFH Y a7 FIR#E OCEE 72 ICEAHE Y = 7ICEE T 51
T—H fin
User Job Data Information related to a User’s Document or
Document Processing Job
=34 REEE(TSF 7—42)
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D.TSF.PROT | fR#E 7= TSF | 7 —X OFAH THLEHEHEZETL2Z2WHHAFIC
T—4 ié&éh#TOE@ﬁ%;)74:%@%&
Protected TSF Tb LAVRWA, ZRFEIXFTFATES TSF 7 —
Data i
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | ft# D TSF 7— | 7 — X OFAH THEHEREITH 2 WFIHEIC

i
Confidential
TSF Data

;5%§iti&éhﬂTOE@t%;)74t
R KIFT b LW TSF 7 —#

TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS

BBFEIX, TOEDA % 7= —A %@L T, TOE
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An attacker may access (read, modify, or delete)

User Document Data or change (modify or delete)

User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEHFIX, TOE DA v 47 =—2%i@ LT, TOE
WO TSF 77— X IZARET 7 AT 500 Lt/
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OEAENFF Al 726, TSF OFAEER)IC
FoT, BEX2 VT DBERESISEZ TN LA
AN

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WgHIX, TOEICARERY 7 N =T %A A
=35 LILRW,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEL, Xy PV —27@EEE=2 LIV #EL
0T HrZ LT, BETOT—XIZT /AL
D, TOEDtEF=2UT 1 2GR ELTZD T 25000
L7y,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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PAUTHORIZATION

R 1T, SCERLPE K OVE PEERRE & FE1T 9~ D A HE
[R5 SN2 07 570,

Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

X2 VT ABET 7T 4 BT g IFEAESARITR
ERbd. FLZ0XIRT s v aron 7idfkE
S, SN IT =27 4 7 4 ~RE SR TR
SYANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE X, LAN EOMOT A A& B Y Z#H T
R B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE BRIHHELET — X £1213MED TSF 7 — X
Z B AZ A AT RE /R AN FEME A B L — T N R (TR
73556, TOEIZZNGDT A A EDiEY
T—H xS LT L L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL

FIRELE T — 2 £7213W%E O TSF 7 — % OBt
UL RTRE IR AFEFMEA B L — U D7D Ol 54D/
BIZHFH G T2 L9 7%, X0, 7~ 7 . L
B, F320MOH LD LEIZ, RERT 7 ER
MORESNRTIUTZR BV, 2D FEDA hL—
T A LIRS TIT R BV,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOE 7 PSTN 7 7 7 Af&eE % 1#MI T 254
PSTN 7 7 7 A[alf & LAN OO 538 Rk
Do

If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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PIMAGE_OVERWRITE

LEWLI Y g 7O T EIITTIEOERIC, TOEIX%
DB AW RE/R RFEFEMEA F L— U T N X LD
AFEMG T — 2 & EEZHELRITNTR 220,
Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.

P.PURGE_DATA

TOE!L, HERM G- Iz, REBMEA L —v
TNA A LOBENMET 5T X ToOFMET —#
K OTSFT —# Z KA HLTERWE ST
HZENTEHEREEA R L2 e b0,
The TOE shall provide a function that an
authorized administrator can invoke to make all
customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile
Storage Devices.




41

JISEC-CC-CRP-C0853-01-2025

AR & & STl EE R D EAREIL

ARBE T, MET D508 1A TOE OF|HOHKICAHpE#RE LT, ATOE %
AT 5 72O ORHESM K OSEARRIC W TREIR T 5,

FERARVREICEYT SRREH
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A NETWORK HEHAEREEIX, LAN A > % 7 = — A~DOIRIN 5 D
BEEOT 72 A6 TOE 2 {fi# 325 Z L 2 HET
Do

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE EHE L. VA FOvX=2 U T ¢ HEHINWE-
TTOE 2&H T L&, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS FrAl SN FIAEIL, A Fotexa VT 4 H#HT
> T TOE ZMM+ 2 L 5B TV D,
Authorized Users are trained to use the TOE
according to site security policies.
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- OS : Windows 11
- TV HERT AN
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SHARP <A{KDHIFE> SPDL2-¢c K7 A /3— 08.06.03.41
AR IR FE M A B A LS

SHARP <AKDAIFEK> PCL6 K71 73— 08.06.03.23
- Web 77 o
Microsoft Edge 131

11



JISEC-CC-CRP-C0853-01-2025

(@) e — s

AKTOE IZ IV A snEEn V2 RET DO DEREY— \—Th 5,
syslog 71 b /L Z i L, TLS 1.2 ([Zk&G L TWe< TEZR B 7220,

AY—N—OkEIL, LHATHD, Al TIEL, rsyslog ver.8.24.0 Zfif
Jis

(8) A — /P — —

TOE 7 6HAEDOLETFT —F % E-maill Ijfif 7 7 A L & L TEET 546
WICMBETH D, TLS 1.2 1Z% ) LT e < TiEZR B 7220,

REHHCl. Postfix ver.2.10.1 Z{#H,
(4) FTP ¥—/—

TOE mOFMHEDLFET —4 % FTP ¥ — " —IZHXET 558 ICLETH
%o TLS 1.2 128G LTV 7R < TER B 72U,

A i, Windows 11 12#53#; @ Microsoft Internet Information
Services ver.10.0.22621.2860 % i .

(5) B —/3—

5.1.1Fio> [RERIRRAEMEARE] T IMERRGET A DEE. TLS 1.2 12x)
JE L. RREZ'® k=178 LDAP FRGET NDREREY — =S TH 5,

AKFMCTlX., openLDAP ver2.4.44 % H,

B, AERIORENTNS TOE USNDNAN—FR T =T kY 7 o =7 OIEHE
PEIAFHm O CirdZevy (FoIGEE x0T 5),

4.3 ERIREICH TS TOE &hEH

K TOE OfEAT HHERE. KON, AFHMl THRAE S 5 A TOE OFEREICIE, LATF
DRI D B

(1) FFES—"KO®”7 F747 K PC

TOE & H#E L CTEET 2 EFEY — =7 T4 T 2k PC B o 7IEM
N5z EiE, BHAOETETHD,

12



JISEC-CC-CRP-C0853-01-2025

5 T—XTOF ¥ BT BH1E#HK
KETIE, A TOE O#iPH & FEARER % 3T 5,
5.1 TOEEBBREOVKR—RY MER

TOE O#pk# X 5-1 127”77, X 5-112BWT, TOE X ITOE] Lk &En=H
STHY, VBERA T a2 #BE L7 MFD O2KTH 5,

ey A=) FTP SREE HSATIN
[ L) T ) T 5

1 1 1 1 1 1
| . Ry NI—DIREEEEE & N
EeETiAE | HBISRAT RS J«
i .3 3
? ST e 79@@1@@& ||t4’—:‘Lr'J7‘-féIE1§%ﬁE
BEFAN | | S5 —HEe 1 BiET — TR S{LiEE |
HAE 2 . —
@ - [ zFo e | AR~ |
2\ orozmEsg | L T [rimET—5]| [TsF7-%]
7 [T mese { TP AKERE | i . k
2 ~ - S, H Rk es A
#| Tom LIEO I8 | | armmaane | [ 7o |

X5-1 TOE IER

TOE O#fft9 2HREIL, MFD OIEARKREL ¥ = U 7 4 HRE TR S LD,
51 T, TOE NO@ftE DRt X =7 A BHETHY . TOE NOMOEEEIX
HEARETH D, LT, TOE DX = U7 A HREICHOW T 5, FABKGEIZ
SNTIE 11 B2 SR,

(1) "knFRAEHRE

Atgrelx. FIHHE D MFD O#fE v, 25747 F PCO Web 777
PRTV U Z RITA 200 TOE ZFIHT DL EIT, mT A A ENRAT—=F
THIRH 2T D HERETH D,

ABERRIL. FRBIFRREZ MRS D72 DIZ, LU ORREMEZ i 2 T\ 5,

C IR — FROHIIR,
<R LICRRRERIF DT T v howm v 7T T R,
C RBRERIIE . —IERFREBEDR R WEE O v g Y,

(2) 7 7 & A EE

AHEREIT., MFD OIAMRE CRIME 7 — ¥ 28+ 2 L i, FIET —
DT 7 AREEZAT OKRETH D,

77 e AR FIRET =2 OFTEE TR E . R OB H L OF
FEFNFESN T T D,

13



JISEC-CC-CRP-C0853-01-2025

(3) &RiT — # W S{LpkRE

AHEREILX. TOE NEBICIRFT 5T —Z 2k 2EETH 5, K1k
X, $#E 256 £ o AES CBC =— R&HHT 5,

iy, HERIDREE R/ = b o B — 2R BUE R 2 IV TAERR
éﬂéo

4) x> NU— 7 {R#EkRE

AHEREIE. TOE &AM IT M &L O OBET — X 2, B5@fE7m b=l
TLS 1.2 THR#ET 2KEETH D,

Wi, HEOWEE R+ b a B — 2R ORI AR 2 W TR
SD,

(6) BX = VT ¢ B PIHERE

AREREIL, BEX =2V T o BREOREE Y, BHEICHIRT 2ETH D,
72720, —RFIHEIX. BEORAE T 7 A 4 K OMR T V—T DRIV E
b, AU —ROLEHENAHETH D,

(6) EATHERE

AHEREIT. EX =2 U T A REICET oA SFR LA 7L LTARL, B
B —N—IZEXETLHHETH D,

AKTOE THKSNIEET —#1%, A —A—~DOREPHRITHET
TOE MIZHE 5L L TIRAFT %5, TOE WIZIZ. 4 DA T —Z OLRMFEN
FRECH DM, 4 T E B2 THIER SN EEART — 2 13 RAF S Ik
FEIhbd,

(I ANENE %
AHEREIZ., 77— LU = T HHCHEHA 7 7 — L0 = 7 OEFEL 2 HEE
THEETH 5,
(8 BT A Mihe
ARgBEIX, TOE EEIFFCELA L ERDO T b =D~V AT X b I
FTNAY XLOEMET AN, 77— U =T IZHRENBENZ AT AT
LHISRETH 5,
9) 7 7 7 A[alf Sy Bk e
ARgREIL. AREIFEEIHEPSTN) & LAN 2 50T 21ieChH 5, PSTN
OFIX T 7 7 ZZHIR S 3L, ENLAAOBEIZTTE 220,
(10) FRAFIE SN EHaE
AKEREIT, o B —HERESE DR T F 7213 TP IR IR G D FRAF G T — 2 &
BHENRE LM T LEXEETIHETH D,

(11) 7— & Al e
AREREIL, BEREEOZRIZIE T, WA M L—Y EIZh 5T X TOFIHE
T4 BOTSF 74 & LR WET HHETH 5.

14



JISEC-CC-CRP-C0853-01-2025

5.2 ITIRIE
TOE |, LAN %4 L T&HH —\—%2 514 7+ | PC Li@lE %179,

TOE @ [(4) xv U — 7 {RH#EKEE] X, 25 IT B & il L CEBLS
UFo7a kavzffids,

- 7747 K PC(Web 77 7¥) : HTTP over TLS

« 74T R PC(TY % KT A3 : IPP over TLS

« i Y —/3— : syslog over TLS

« A— )L —,3—: SMTP over TLS

- FTP #+—/3— : FTP over TLS

« GEY—/3— : LDAP over TLS

15



JISEC-CC-CRP-C0853-01-2025

Rt FFa AT

AKTOE DHA X ADi#F+ 6-1 L 6-212~7, TOE OFFEIX, Aite
AT T TR Fx a2 AL FO o7 R L e gk En 5,

% 6-1 BAXMAIMT TOE AAA A VR

iR N=v3y
AL — R NTA R TINSJ5470FCZZ YT1
NI VBRI~ =2 T 2020C-JP1
a—P—Av=a7 L 2020C-JP1
A=Y= =2 T (Z v F 3RV ERERR) 2020C-JP2
a—PF—=Xv =2 TN (7 R L ARG 2020C-JP2
=P —Xv =2 T (Web ~— IV EH) 2020C-JP1
V7 NyxTvy Ny HAR 2020C-JP1
Q&A% (Ko7 & x13) 2020C-JP1
s E 7—2 %27 % v b MX-FR65U | JP1
FEE 7—4EX=2U7 1% v b MX-FR65U 1.1
Protection Profile for Hardcopy Devices H&IRIET | V2.1
MX-FR65U % ZFIH D KAk~

& 6-2 HARLSVAEIT TOE A A 4 2R

&% N—o3Y
Start Guide TINSM5465FCZZ KS1
Quick Start Manual 2020C-EX1
User’s Manual 2020C-EX1
User’s Manual (Touch Panel Operation) 2020C-EN2
User’s Manual (Address Book Registration) 2020C-EN2
User’s Manual (Web Page Settings) 2020C-EN2
Software Setup Guide 2020C-EN2
Troubleshooting 2020C-EN1
MX-FR65U Data Security Kit Operation Guide EX1
MX-FR65U Data Security Kit Notice 1.1
How to set up MX-FR65U to be the “Protection Va1
Profile for Hardcopy Devices” compliant

16




7.1

7.2

7.3

JISEC-CC-CRP-C0853-01-2025

SEMmsERE IC &k AT EERR VOFER
ST 452 B

M A S U7 — A IT X2 U T oo ¥ — L, IT %=V
T 4 PR OGRAFHIEIC L v KR SN 5 & & b2, ILAC (HEHESSBR TR E W S 1H54E)
DOFEAGRIZINE LT 2 38R ORSZAT By AL S, ST A 2 ff FAR A iR e 2 o
2—) ICXVREEZZITTEY, MW EHERFOTZOD~RX VA N EOEEED
WHIMEIZ O W T OBEREE A2 L TWA Z ENEHICHREIN TV,
BT iWapiS

AT, A PP S ERT 5 CC /38— 3 OfRFFEFIZHOWT, CEM IZHE S
ST ELEES PP OIREET 7T 4 ©F 4 Z W TiThiv,

r\‘F

FHEVEE OFEMIL, FHMlsREEIC B W THE Sz, FHMEEREETIZ, A TOE @
WE L CEMDOU—7a2=- I\&Uﬁa PP ODIREET 77 4 B 4 2 & OFHENE
K OV A 34 5,

MR R

LR, RlAlfo i E (S & 2 Rl 5 i o & I 279

AL, AR 64E S HICHAE D . B T4 6 ARl EDERE L > TET L
7o RHEEERS I, BHIEHE 2> ORI B 2 AT R R  h — Koo 230, —
DOFHIIC I DA Z A Lz, £7o. 5 6 4 11 H~12 AIZBARE YA hTH
&7 A &3k L7,

FHIEZE PR R SN BRI, FTRMEEL L TRITIN., BRFICRE S
Nz, TNHOMEAIL, BIREICL D RE L2MThil, &I, X ToORE
SRR STV B,

iz, PR RO IR ORI, REREL Ea— L LTRib ST, A
A BE ~J8 = 47z,

IS OFEREIE. MR K OBRRE DR LT b SRS E I X U
77

17



7.4

7.41

JISEC-CC-CRP-C0853-01-2025
HMNETRF

RIS L. R OIEFR TR SN TZRE LA MRGE L 2RSS, o X 2 U T 4
BERENTEFEICEH SN TS Z & 2 RIET B 72O OFlE ML T A b K OWETIMH:E
ENZHD FHIEBER AT A F & FIT LT,

RAEETA b

AFHIIZ BN T, BIREE T A MIRFEEMAITITE TR0,

7.4.2 &AM T X b

RafiEE
HInhTnbd
& FEhE LT,

M OWEFRE TR SIVZRELN S, B OB X 2 U T o BEEES MESEITE
Z L BREET A OFEE AN T A R (A RN T A R &S ,)
SEME DN FEME L7 MNET A DAL FIZEBAT 5,

(1) LT R FRE

MNZT A OB, M 4-112R~ L7z TOE OEMEREEICHE LM TH 5, M
ST A b OBREE TN Lo 23R T-1 1R T,

R7-1 MITR MNREOEMSR

Bk i

S

TOE

H A\

- SHARP MX-8081 fax standard model with MX-FR65U,
0180Se00

EENYEIN IS

- SHARP MX-7081 fax option model with MX-FR65U and MX-
FX15, 0180Se00

R

rsyslog ver.8.24.0

T

Postfix ver.2.10.1

FTP #—/—

Microsoft Internet Information Services ver.10.0.22621.2860

PR Y —/3—

openLDAP ver.2.4.44

7747k PC

OS : Windows 11

Web 7 7 ¥ .
+ Microsoft Edge 131

TV HERTAN
- SHARP MX-8081 SPDL2-c RZ A /"— 08.06.03.41
- SHARP MX-7081 PCL6 K7 A /N— 08.06.03.23

MNET A S ORERE, ST IZEW TR ST 5 TOE O & LT D KL 95 72
EWRH D, dHIEIX, ZN0OEWICHEIT < FHIE O L 72T X k
IZE T, STIZBWTHEAI SN TWD TOE ORERDOE X = U 7 ¢ BERENN @I
TARNINICERRTZENTED LWL TV D,

@O 7 A FRR O

18




JISEC-CC-CRP-C0853-01-2025

2 %@ TOE #%A Tk L7 TOE O#FRIZIX, LLFDO X 5 RF&EICK Y, #HED
WRENREENTWD,

« 77 7 AERRORERTIEDE (R, 472 3 B

» FIIRIEEE OE

FHEOE X2 U T A KEIIFRCTHY, LROMEREZBEL TRET S 2H#
fiEZTARNTHZET, TOEEHEDOEX 2 VT A BRENT A S & BT
TENTE DL, FHBHEITHE L TV 5,

@ TAMNHCEREINZT7 77— 7 =7 OfEH

MNET A BTl B SHEBEOMERE D722, TOED 7 7 — A0 =7 Db 1
I, TAMHICEE SN 7 77— =2 T BMEH STz, 7 A S IROBESHEEED
EV2—/VIE—ThHY, 72 MNHICER SNTHBDITEEL X 202D, T A
FHZ7 7 =20 =2TIZEDT A MIRYETHL L, FHhE TR LT 5D,

@ T MY — L OB

WNLT A N T, WBET — X OWMRSCET, S HEEOMRR EDT-OIL, T A
FHOY —LMER SN, TNHDT A MY — /O LMETFEHEE 1 L > T
BENTWS,

(2) LT R SR
B DOFE LT-JNT A MILLTFDOEEBY ThH 5,

a) WMITRLDER
FEAAE A3, S PP OER & ORI S AU 72 B AEILE B 5 B4R L7 T
A~ OBLR & LU TIRT,
<IMNLT A S OB >
O X2V T sHiEx X2 U7 o HeZE (SFR) Z & IZHEGRT 5.
@ BEET LAY XLAOFERE LN & E2HERT D,

b) ILTR FMEE
A 28 S ff L 72N T A S OMEIIBA T O LB Y Th D,
<MSLT A S FIE>
TOE (Zxf LT, TOE O#fE"xnv, 7747 FPC, TA MY —/L%
EH L TCANEITVD, ZDS5DFENELLTOTFIETHERE LT,

19



7.4.3

JISEC-CC-CRP-C0853-01-2025

SBFEWVD. TOE ONE A > Z 7 = — A LRERATRE 52513, TOE
DHERA 2T = — A BRI 5,

SHFEND, TOE O A v X 7 2 —ANBIERTE R WA, 7
ANAT7 77— =T EEMAT S,

<WSTT A N DOEENE >
MSTT 2 M. FHMEEIC L - T 34 THH EE S i,

MNET A FOBEIZIS LT A FNEZFHE 7-2 1TRT,

R7-2 EELEMITR

s TR MRE

©) X2 U T o BEEEDRER
WA PP O SFR Z L IZHRESNTRIET 77 4 €7 1, £721%, SFR OZEA:
WCHEADWTER LT A MEBIZED, T XToO®x =2 U7 s e ik s
BOICEWET D2 L 2RI 5,

©) WE-T7 LY X AOFEEOHE

TOE(ZA > A M=V LT A NHT 07T A& MHLT, LFORKEST LA
URAPHEREB D IZREINTND Z L 2 HRT D,
RSAWAERL, B4 A RUREE)
ECDSA(E 4 i)
AES-ECB-128, AES-ECB-256, AES-CBC-128, AES-CBC-256, AES-
GCM-128, AES-GCM-256
SHA-1, SHA-256, SHA-384, SHA-512
HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384
CTR_DRBG

c) fER

FME DN EM LT _RTOMLT 2 MIIELLSET L, #Hi#E X TOE 0.5 5% £
WA LTz, P& L. X TCOT A MEREHIFFSNDE S F 0N LT
5 EERMRIR LT,

FEERATZ

M IR, Rl OMBER TR SN D ARE S A E A BREE L K LU
BOWTBREIN AN L 2D ATHEMERH 5 b D22 T, FEHEERAT A b (L
T MBAT AR EW),) 2EBRLUE Lz, Mz NFEMLIRAT A NELLT
Wi %,

20



JISEC-CC-CRP-C0853-01-2025

(1) BATR MEER
R 23 FEhE L7 fZR AT A R OBERIZLL T D & B0 Th 5,

a) BEEIhdRBEN
A IR, R S AU AR E B AR OE & 0 | ITER 2R MET M A BRER
L. RAT A a3 5L T OMagait 2] L7,

O TOEICEKLARWER Y NU—Z R— RV TWAIBERH D, Fi-,
TOE TEBM#) L TV 5 K v b U —27 % —E R TAMOYETIPERIFAET D 5k
anbb,

@ TOE @ Web A > 4 7 = —AZAMOMEIIENFIET DIBENH 5,

@ TOE DOEIRILERIZ A DYEFHERTFET HRENH 5,

@ TOE O#fE L, TV H RTANKERWeb A 47 2 —ADBDAR
ERATNCED | #HGEEHEEENS A R2 SN DENH D,

® TOERTLS 7 74 7 k& LTEMET S BRI\ e DY — FERE O
RALER | MEFH M IEAE T D ATREME DY B B o

b) BATRA FOME
FHmFE L, EER SN EA SN S AR T 572012, LT R
AT A b &EE LT,

<UFAT A NERE>
BAT A NOBREIZ, MYT A NOBEIZ, BATANHOY —LAB
MUZEECTHL, BATANCHEHA LY —LE2ER 7-3 10577,

R7-3 BATAMAY—IL

E2x M= - FIABEH

Nmap 7.93

FIHATREZR R v R = R— b &35y —L

Nessus 10.8.3

Ay U — 7R — s ORFMDgHtE a9 5>y —L

OWASP ZAP 2.15.0
Active scanner rules(beta)
N—3 2 56.0.0 B0

Web 7 7Y r—3 3 v OMEHEMEEZ 2T 5 Y —L

PRET 0.40

FIRIABL OB~ 72 fsgatt 2t 5 > — b

<AZAT A FOE[EHEH >
A SN D NI & InT DIRAT A NNEEE T-4 (TR T,

21




JISEC-CC-CRP-C0853-01-2025

K74 BATAMHRE

Jeg51E T A MU

@ | *Nmap Zfifi LT, TOE IZBEADR Y b T =27 H— BN THRND
L wHERT D,
* Nessus #fH LT, TOE THEI L TW\WA Xy hU—7 % —E RTAFDNE
IR IR & Z R T D,
® | * OWASP ZAP M LT TOE ® Web A > % 7 = — AN OMEIHME N TF
FELRNWT EEMERT D,
©) HET%%/&%K FCAFLLEKE=— FZ2H L T, TOE OHIRIAL
(A DYETIVER 2N & R T D,
@ TOE DOENERR N, TV H RTANRKEDNRWeb A F 72— AZEBNT,
RIEZRAFEZ A S E D AREE D B 5 X782 A1 L TH, TOE ITARIERS
HFEOREALRND & E2HERT D,
® TLS @ﬁ*‘/\&%i@*ﬁﬁuikﬁ% TOEDRIELLK EHLTWAHI EaA—)L
PRI Z B W THERR T 5,

o) #HER
AHEA DT LI RAT A R T, RBIET D KBRS AR O BRE  E M ]
REZoMEga M IIHERR S e o T2,

7.5 ELMAERIZDULNT
AFHM ORITHE L 72 D TOE ORI, 6%K%Lkﬁ4ﬁyxzﬁﬁénf
WHEEBD THDH, KTOE ZiHMi CHRAES N LBV ICLZRIHERT 5720

X, WA X ADFdRd LBV IZ TOE %5 ib&fhi&%&w HA X AL
B HREICZ LIS EIR, AT L D REED KRR TIEAR,

7.6 ERRHEEES
AL, RS EAE & > TARTOE 28 CEM OV —27 = h kNG PP @
RAET 77 4 BT 4 OFT X TEGTZ LTV D &I L7z,
Al TIZLL FIZ W THERR S 7z,
PP &
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

(IN—=FRav—FA2pTaTFrsary7a7yA)] #WEOHERE
IZOWTDOHA K74 [16]
- FCS_RBG_EXT.1 @7 % MCEE T B EICHOWNT
+- FCS_TLS_EXT.1.1 ®F % MZEd A H@EIZHW\T

22



JISEC-CC-CRP-C0853-01-2025

X VT s HREEE . aE®L T4 T YT N— 2 PEIE
X2 VT i a®w T4 FY T RN— K3 A

FHIORERE LT, 6 PP ERTHLUTOMRIET VR —FR 2 MZHOWT &
¥l CHIEMN R ST,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE REQ.1,ASE _TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1, ALC_CMS.1, ATE_IND.1, AVA_VAN.1

PO FIT, 2 FIZFEIR SN —ET % TOE I K-> T s iz b o D
AT S %,

7.7 FHMEE A Y MNEaE
AHEA I N E Rl A I, FRS R,

23



8.1

8.2

JISEC-CC-CRP-C0853-01-2025

I:IIL\ FIE % jjﬁ

SREFHEREIT. R OB CIMEERE L VIR SN A KEEE S LT, LT
CRGEE e L 7=,

O FASEETRINERANENIZYTHD Z L,
@ PrAHEE TR SNIREMNANFRS TS Z L,

@ H‘HEHSHWEZFHLERZY 7Y 7L, TONEEZBRAEL., BE#+25 CEM @
J— 7 a=y RS PP OIRGAET 7T 4 ©F 4 DNaMliRiEETRENT &
NNTFHlHENTWB Z &,

@ Al EOR S ZEHIE ORHIEIE ORI ZH TH D Z L,

®  FHmEES EICR S RHMEE OFEL 52 CEM K ONE S PP ORAET 7 7 «
BT 4 IZHEAE LTSI L,

B OWEEIZE N TR A I N EFE nunEI/I: a—& UTERR L., 3Hf
BRI 5T L7, REREMEESIE. A ST R UGFHliH S EICHB W T, FFEL B2 — T
5 S L7 RREE N ﬁ#ﬁ%éﬂf‘/‘é e TN 7'T<mu FEREEEZFIT LT,

EHIE e S

FEAMRERE 2 0 SR S 7o R R R, AT R R OVBE 9 2 R RE LS B A kR
AE L 72fE SR, GRGEHEES I, A TOE OFEMi2N A PP O E R4 2 RAFEAM: 25 7= 3 b
D LT 5,

IEER

AKTOEZHBRD & 5 EE 1%, [4.2 BEHEREE SR kO 7.6 FHERERIC
DNT DOFREHNELZI L, K TOE OFHfixf G EOZSREFIHA, 45
HOMBET 5EMNFCEEL TWLNE I DNEERLETH D,

BE T — Z DAY — N—~DEENEW LT HE . #8E %L O Web ~—
vk%%}y%%v#%méﬂéoTOEi%ET~&@ﬁ%E RADB, EA
FITEERX vy —JICEFEETAVLEND D,

ftEE
Friz/z L,

24



10

JISEC-CC-CRP-C0853-01-2025

tXa)T482—45v b

AKTOE Dvx=l 7 4 X2 —4 v M12lid, AREZEL IR CEEL LU TFD L
Bo#ftxns,

LR SHARP MX-8081 fax standard model with MX-FR65U; and
MX-8081 / 7081 fax option model with MX-FR65U and MX-
FX15 X2 U7 4% —% v |k

NR— g 1.15
FATH - 20254 6 A 3 H
TERRE - vy — RS

25



11

FHEE

JISEC-CC-CRP-C0853-01-2025

KpEETHEA SN CCITHET HMEFEZ LLTITRT,

CC Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ FEfli%E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ i 515)

PP Protection Profile (7'm7 27 a7 w77 A1)

SFR Security Functional Requirement (&3 = U 7 ¢ ¥REZL(})

ST Security Target (EX= VU7 4 ¥ —% v 1)

TOE Target of Evaluation (FEAfixf52)

TSF TOE Security Functionality (TOE & = U 7 ¢ #&HE)

AEEHTHM SNz TOE [T DGR A L FIORT,

MFD

Multifunction Device
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