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A User who has been identified and authenticated and has an
Administrator administrative role
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
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User Job Data Information related to a User’s Document or
Document Processing Job
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Protected TSF Tb LAVRWA, ZRFEIXFTFATES TSF 7 —
Data i
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | ft# D TSF 7— | 7 — X OFAH THEHEREITH 2 WFIHEIC

i
Confidential
TSF Data
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TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS
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An attacker may access (read, modify, or delete)

User Document Data or change (modify or delete)

User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEHFIX, TOE DA v 47 =—2%i@ LT, TOE
WO TSF 77— X IZARET 7 AT 500 Lt/
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OEAENFF Al 726, TSF OFAEER)IC
FoT, BEX2 VT DBERESISEZ TN LA
AN

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WgHIX, TOEICARERY 7 N =T %A A
=35 LILRW,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEL, Xy PV —27@EEE=2 LIV #EL
0T HrZ LT, BETOT—XIZT /AL
D, TOEDtEF=2UT 1 2GR ELTZD T 25000
L7y,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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PAUTHORIZATION

R 1T, SCERLPE K OVE PEERRE & FE1T 9~ D A HE
[R5 SN2 07 570,

Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

X2 VT ABET 7T 4 BT g IFEAESARITR
ERbd. FLZ0XIRT s v aron 7idfkE
S, SN IT =27 4 7 4 ~RE SR TR
SYANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE X, LAN EOMOT A A& B Y Z#H T
R B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE BRIHHELET — X £1213MED TSF 7 — X
Z B AZ A AT RE /R AN FEME A B L — T N R (TR
73556, TOEIZZNGDT A A EDiEY
T—H xS LT L L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL

FIRELE T — 2 £7213W%E O TSF 7 — % OBt
UL RTRE IR AFEFMEA B L — U D7D Ol 54D/
BIZHFH G T2 L9 7%, X0, 7~ 7 . L
B, F320MOH LD LEIZ, RERT 7 ER
MORESNRTIUTZR BV, 2D FEDA hL—
T A LIRS TIT R BV,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOE 7 PSTN 7 7 7 Af&eE % 1#MI T 254
PSTN 7 7 7 A[alf & LAN OO 538 Rk
Do

If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A NETWORK HEHAEREEIX, LAN A > % 7 = — A~DOIRIN 5 D
BEEOT 72 A6 TOE 2 {fi# 325 Z L 2 HET
Do

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE EHE L. VA FOvX=2 U T ¢ HEHINWE-
TTOE 2&H T L&, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS FrAl SN FIAEIL, A Fotexa VT 4 H#HT
> T TOE ZMM+ 2 L 5B TV D,
Authorized Users are trained to use the TOE
according to site security policies.
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« B3R —/3— : LDAP over TLS
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