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ST &% (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

ST &8 (ST Reference)

AREITIE ST DA FHELIRT D,

AR Xerox PrimeLink B9100 with Fax
¥a)715-4'vh

A EVE V 1.09

F118: 202346 B 29 H

TERLE : EEIMILE TR I R—avkEteit

TOE &8 (TOE Reference)
AEITId TOE O AEHZEE R T S,

TOE & Xerox PrimeLink B9100 with Fax

Controller+PS ROM Ver. 1.3.5, Fax ROM Ver.
2.2.1

TOE ON—Y3v:

A TOE 3, U TOBEZTHS. . & TOE (CEEFERRDAM1 SV ADMTHET 3.

(Ll N—=I3y

Xerox PrimeLink B9100 with Fax Controller+PS ROM Ver.
1.3.5, Fax ROM Ver. 2.2.1
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1.3.
1.3.1.

TOE #1% (TOE Overview)
TOE D#&ERI (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) A . JE—H#RE. AFvUikae. TV MERE. O
POARE XEDRFEEDL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

VAN
—RFIRE

VATL
EEE

BRREIFATUL )

SR~ £S5
-Web 759

b

7

VATLEEE
D347k
-Web 7554

I
/7
/\ B v o A
Mail 4—)1 |
E=U—

- -

_____

-

- -

TOE
TIRNEEH

|

AN

———
- ~a

O ARESE
\\\ @ﬁ%ﬁ //, 9 Q
—EFIRE YATL
EEE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774707 — UL T, S 8RRy MO —Oh o Bt SNIZBIRO—DIVIV7 2y D—D (LAN)A
BEMCNIIRIETREAINS,
Fe. TPV AERERIETHHE R AR BHEERBICHEKRINS.

—RFIAAEL, MFD OEE/ R P—KRFIREISM7Y bD Web T30 PT)UA— 314 N &AL
T.MFD OB EEAKEEEFIAT S, T, YATLEEER, MFD ORERIPIATLEEREDS
172 b0 Web 7595/ LT, MFD OB E#EEZFIFA TS,

MFD (&, FIAZEOHOXEICK L, AE—. AFvUEE. TV M A, T7DATHORERIE XEORHE
EBDHL., BEDHEEERT . CNoOXEOHS . IRAVVERFLET 3728, MFD (., FIREEH
FRRET B EE. HEMRICE I ET A HEEICHT B PO LA, MFD ADA L —YICREF-BFES
NHREFHMPXET -HOESIE. LAN LOBET-INRKRE, EEECRE LctF1) TR EH
AE. MFD OFIFEEE MFD REJCREFT S — 7. TDFIAEEE MFD S EROEEY—/\hoEZR
VU5 2tF1) T4 EEMAE. TSF 71— FE TSF F—ADTLMAREE. TSF £T1—-K7vITL—
FEFDEITI— FOEIEMREE. 77D AE#RE LAN O BEtRE. AL — JICERSNERFERIER
DEEEHEMEEERT S,

A TOE &8I 8 M. FBEEAXEL T, RARBELESMEREREEE Y R — FF B h, A TOE R ETIL
KRB DHEFERT B,

)

-HRINVDAICE SA, —RFIREMERTIBEARBRYIAL B EBRENMERTIHAREN
YOANBHBH, K TOE TRAMHVATHERBRAVIADFIAZEIELTNS, L. X ST ATHEA
SNBTHERYIZ IV RFERBEABRRRYIAERET .

-FIAED, MFD (CEANBIBA R —ITINAAGR=RTINIFVVIARITIMAE) BT 510571
—AldEM LN,

1.3.3. TOE LSDN—RII7HEREY T I 7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARRICHEVT TOE (& MFD THY, TEED TOE USNDN—FIIPHLVYT b ?PH
#ETS,

(1) —R&FAZBIFATPUH
N—=FOI7ERAD PC THS.
TVIRDF4T7 0 RELTRIAT 35HA (& MFD [CHULTXXET ATV MEKREITIEH. PCILIZT
UUR—FIANEA VAT IRENDHD,
MFD @ Web #—/\t8e2FIAT 315 &S, PCICAVAR—ILEN TS Web F50H 2 RT3,
(2) YATLEEBEDFATUL
N—=FOI7ERAD PC THS.
TOE [CXULT TOE BRET—ANSEWPEE, J7—LIIPDEFHEITIHIC, Web TSOTFHLE
E3%,
(3) Mail =N\
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AFPUXEEA-ITEET B3I, Mail Y-\ EERS, N\—FD17/0S [ZRAD PC Fzld
—)\THD. TLS 1.2 TRFESNZ SMTP O L EYR— 1T 3 Mail H—ERZA VA M-ILT B0
EhHd.

(4) BEEY-N
MFD TREUVCEEERENETEILH. BEEY-/\DPBEERGS, N\—FU17/0S ([LRAD PC F
I35 —)I\THD. MFD BEEEY—NDEXR(CEUT HTTPS JOMIVERNWT, BEEY-NICEE
O DEEET,

A TOE OFHMfICld. EEEDON—FII7HLUVVIFII7ELT, LT ZFEAT 3,
(). (Q)O—REFIREIZMT7V NV ATLEEBEDZA7 D OS [E Windows 10 &, Web 737
&L T Microsoft Edge #{# A7 %,
(3)® Mail 4—/3lE Cent OS 7.6 &. Postfix version 2.10.1 ##EHT3,
(4)DEZEY—)\® OS [F Windows 10, OV ENH LOESTEREELT PowerShell Version 5.1
BERAT?, £, VATLEBENTIA VA -TER T200ENE UAD PowerShell 207 + &
HETILENDD,
(DIEBVT, EHTETIUE—E51)5F Xerox Corporation T 254 UHIERADLLT F51Y
ZFEAT S,

“Xerox PrimeLink B9100 PS”

k354 )\—=)\—32:5.718.0.0N 2020.01.14
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFIAE®RE. TOE OimERIEE . SLUYIEMERICDOVVTEERT S,

1.4.1. TOE BBEDFAE®El (User Assumptions)

A STT.TOEICXMULTEEITSFIAER

&z Table 1 [CEE1£ T B,

Table 1 FIR&ERE

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE

BOoFRAE

(TOE M=% T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE

X
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AREFERA

A

Mail 5—)\
BEEy-—N

1.4.2.1.

(3) JE—:

REMEE
TOE
FyE FUvh
P AR Atry I
VAT LEBE
7Sk 16—
7 —ﬂﬁﬂﬁﬁﬁ'
PSTNIZDA- %y b e HIAPUb
5 I\ OVE SR IA
D—oD7 8 P-4 -Web I3
ALY EOREE
ERDHiL —
N=EF4200 £ yxrLeme
BEHE BEEEE e 5
¥ EE rX1UT(EE
A=Y
ME% | X® | BB TOE
»XE | 75 OY BE
F—n T3 TR
2 TOE mimIERIE R

TOE HE#t 35 E A#aE (Basic Functions)

-6 -

(1) FUub: —BABEBIFAT7VIDTIVA—RANDOEONZBEFXEEZ(TIS, . B1E
RRIDHDIERICHEL, ZHELZBEFXENTILE1— BLUN-FIE-HBAANEHLT S,

(2) AFvy: BENSRIIDLOIETRICHEL, AFvF—LEON-FIE-XBZHHAH . EFHAA
T, AXAvIUEXERTVE1-RTTHENTES,
A TOE Tld, AFvUHEEICINEMSNEEFXEICH L. Mail J—)INE3HaE, XEDK
FEMOH UHBEICINBE BRI AICREF T AN FET B,

BAENKIVDODIERICRED, 2FvF—EDN-FIE-XEEERT S,
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(4) PSTN J7D2EE: BENRIDODIERICHEL., AFvF—LORTEEFRHAAH . 124 PSTN
79270 )VERWT PSTN #2HT PSTN 770 ADIEHENEIET D, ZediAEXER] ., *
{ERNCTILELI—FRRTBENTES,

(5) PSTN 7702%1{5: PSTN #ZHT#EEMBFRIoENLIFIVIINET-HEZEL. XE
DRFEMDH UHEEEICED, VAT LEBEICL TEESNZRYD ANKEINT B, RyD Al SA
MMERULIERYD AZIEE T D,

(6) JE—&7&(Store File) : BENRILDLDIERICHEL, AFvF—EDN—FIE-XEEHEHA
H.BFBAANERT S, ERSINLEEFXENR. XENRFETRDE UBEEICED. BERYIA
[CRFESNS,

QAF-E/HEEE . AFvF—LEON-PFIE-XEZEFHAALEHRTIENIRICH T, HCD
PP TE RSN AT v IR "t EMDHRETHD, )

(7) XEORFERNHL: EFXELZHEBRVIACREL., BIENRIDNODIETR., FE—AF
REDSATU D Web T30 oERICETE, BRESNEEFXEICHLT, LTOLSE
IREZEATREC T DHERETHD,

A TOE Tld. HERNVIAHREFEINIBFXER . AFvUBREICI TAFYUESNEEFX
E.PSTN 77D AR EMEECL TRIELE D7D IIIXE T, AE-ERICIHTAF SN
EEFXEONTNHTHS,

TLE1— BENRIDODIERICED BBV ACRFINLEFXEEZILE1-KTTS,
ENR: RENRIDDDIERICED. BRAVDACHRFSNLEFXEEZTIV N B,

WOHL: —RERFABEDIS17V D Web J505hoDIERICED, —REFIRE D17 ik
DT, AE—FEFRICIO TAFYVENEBEFXERF—MRFIRAEI 17V M oENE Lig{EZE
RCERLY,

WE: IE-ZRBICIOTAFYYSNEEFLEICRD., BERIDLDIETRICED ., RYD AR
BINEEFXEZENESMIBA . RA—JBEA/BIR. BREET.

HIB&: BENRIV, —RBFIRAEDIZ1T7Y DO Web 505 hbDIERICED, RESNEEFX
EZHIFRT %,

1.4.2.2. TOEHWR#ETEIF1UT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETERH, TOE [F. L TOEF 1T 45 RT3,

(1) =3AIEEa

FIFREDH AN EEEE . RUHERM 53 MFD teeh', BEEE (LI TERMT SSNIZRIAEDH(IC
POUARTRETHH L ERELT B, FIAE DA DL, PO AFIHEEEERIIDRMELTE
FIRASN. t¥1)TEESRERE MFD OFEREREOF AECEEMTH LTOXIEICLES, #
REFBELEE . MFD [CL2TEITSNS,

TOE (38 RIFREET BTcs(C, BAE SRV, FIREDSA 7Y bD Web T30, TUUA—-RAN, BEE
Y—)1\0 4 FEFEHHD, ID t/fl’?— ROAHERL, ISAD— I*JUJE?HL/YZU— FERTTHICIRLX
FeRRI 71— FNvDDHEREL ., FREERITH . Eit U CRREER R LTSS | FREEER1TER (T4
BB BEREZRA TS, T, T/NIATV—FRERTET S HE D’J*f/fﬁ(; E R EDHEL
SEICEEICOT1VED 7T BHEEERA TS,

A TOE &8 Y 8 M., FBEEAXEL T, RRBELESMEREREEEY R — hT B h'. A TOE BRET

-7 -
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EARAEEZRIEDHEFERT S,

(2) 7Ot
POLAGIEIR . XEDPXENECEET Z1ER. CX1UTBET AN, BULB 7O AEREE
DHAEBEDHICPDEARBETHIEZRILT B,

(3) THREEE
T—HIEEEld. TOE AERICRTETET—APEET I ULT, HMBENFIERA VITI—AND
PHEATERGWIEERIET 3,
- R)Y—(CED. FAB SN R M- R ATRER T ER AN —IT M ALDOXERUBEZEDY
AT LIERERELLD. COLSBT ) AN MFD Do ESNENTRIEARIC. COLIBT—%RE
FRIEHICHERAEND,
- TREEIEDAEMMER . BRMICKRRINEES7INIVALOFERICEINERIIENS,
- AN —JDREE 5T, MEIEERFLE TISHERORECRTIEREVERICERSN . BHith
TR RERME AN —JRNICESELTRESNS, THHEFAROREICRTIERETSC
ET.FOBERITEESIN, FIELEESRIFERSND. T, BIEOESHIT. EHRATUICR
FEN. TOE DERMICEDEESND,

(4) SEEEE
NEBRYMI—DEICHFEETIXET A, JaER. BEEOVBLU TOE HET—AEVZEET—
H% TLS 1.2 7ORIUCL-TRET B,
—iREERE S BIET/O ML (TLS/HTTPS, TLS)ICHET %,

(5) t*i)r1EHE
VATLEBEEVCGRABLURISN R AZOH D, BESRINEFER VAT LEBEDIAT U+
M Web 75055, TOE Ot F1)T(#EEICRAT IR ENDSBBLUE B EAIRECT S,

(6) tFa)74E
WD, SR, EDIIBIEEEIT NV ER(BIZE, 1—F— 2. EEPEREERY) L. BEE
OJELCERY -/ \hoRBEREZ(IIEEET— ) INEESNREFESND EEOVXERG
HTTPS 7O TRESESN B,
F BEENYE TOE RERICEERTEENAIRET. YATLEBALLVCGRAIRI SN R RAED
HFDNVATLEBEDSATY M) Web F508hbb Ao V0—FF3ENTED, TOE AERICRES
NEEEOTHERCE B S, HLVEEDTIRLHVERNTC EEESN, BEENTDELE
FHLL T 2HEEEEIRA TLVD,

(7) SEELER
MFD AD 77— LII7D7YIT—ME. 7vF7T— bOBERRICYI FIIVDEIEE 4 EREL T MR
FEEND, 72 MFD (E, Z0ERAN B AT AEB M EF ICLN TSN BV CEERIIT). BET
ANEEITTD,

(8) PSTN 779A-%yrI—DREID 5 B
MFD (. PSTN 77D A-2y r)—DREID5 BEICBEL. PSTN 77D AEF Lh PSTN & LAN @7 —
BTy IEERTIEDELABNCEERITTS,

(9) N—RFAHDEEEEE
JE—. TIVMBLUAF vy EDBBEEDENER . AEBA ML —JICEFESNZFIREHOXET 4
DEEEFHEETI, F. MFD (3. BZIIEEFLIIVIa7IIERT, RBEREXEXHIK/RL. L=
EHE%4TO On Demand Overwrite #ae%1R1 93,

-8 -
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1.4.3. TOE 0¥#E#EsE (Physical Boundary of the TOE)

TOE OEMLGIERIE. MFD G2 THD ., Z1ZIvFDTF1)TAIIZEREFROA T a7 Y
VlE. TOE [C& %), Table 2 b Table 3 [C TOE 24T 3 MIBIVR—2 Y MRk T3,

Table 2 TOE Zt#p ¥ 3 IEHIAVR—F Y F(MFD & {k)

KK N=33y i Beft A
Xerox PrimeLink B9100 | Controller+PS ROM MFPIERXDT7—L | BitZ(FEL
with Fax Ver. 1.3.5, DIV E A ANTEN—
Fax ROM Ver. 2.2.1 ko177
K TOE 014V A%, Table 3 [CRT,
Table 3 TOE #1332 MBI VR—R Y M(H1HVR)
REES fiz=k Boft A EE Yy NoYafE
VERSION PDF 774Jl | Web 470 | Xerox PrimeLink e82clalbed47c412
3.0 —F B9100/B9110/B9125/B913 | 1f727f972e13e304
6 Copier/Printer f980d8cee3ac2173
User Guide la2e2270b7d64ca
a0

VERSION PDF 771Jl | Web 4>>0 | Xerox PrimeLink e81be2405d0710e

3.0 —F B9100/B9110/B9125/B913 | d250edacd4eccl4el
6 Copier/Printer 44284e217696295
System Administrator fdc2b35d242cd33d
Guide a4

Rev A HRIEIK BHih=Z(+iEL | Xerox More Information -

Version 1.0 | PDF 774JL | Web >0 | Xerox PrimeLink 3e3a6bc70f8a7b3a

(20230629) —FK B9100/B9110/B9125/B913 | 218ec58d4031a8e
6 Copier/Printer bb397736526409e
Security Function 56956f069589b41
Supplementary Guide 4e7

-9 -
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2. 1.

2.2.

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A& BHREHICOVWTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE%. Table 6 (CEEihT 5,
Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

A TOE HlESFLB N0 RO X1 T4 8t%Z Table 7 (CEEiR T %,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
X TOE OEE. R, BLUFAICAAT RTIRSH%. Table 8 [CEEik T %,

Table 8 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. EF1UT4xEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1) T x5k A 8% Table 9 (CEET B,

Table 9 EREEOCF1UT I E AL

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE
CTION

The Operational Environment shall provide network
security to protect the TOE from direct, public access
to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that
Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

YRsRIVIR—2V bEZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_ 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS _RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR O& R Z, ReFaUT43—TvMIH
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ENRLO(a). (b)IE PP TERINTLBED, SHICEMRTHAE(al). (a2)DEIICLTLVS,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 10,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assignment: no other relevant information].

Table 10 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 11 and Table 12.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 11
and Table 12.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing

access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 6)
U.ADMIN (note 5) (note 7) | (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed

- 43 -

Copyright®2023 by FUJIFILM Business Innovation Corp.




Table 12 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.

Note 5: With Folder I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only. With On Demand Overwrite I/F, Key
Operator and SA can delete all the DOC of all users.

Note 6: Job owner can modify the stored copy DOC of his/her own only. On the
other hand, scan DOC cannot be modified by anyone even if its owner.

Note 7: Key Operator can modify the stored copy DOC of all users, while SA can
modify the stored copy DOC of his/her own only. On the other hand, scan DOC
cannot be modified by anyone even if Key Operator or SA.

FDP_DSK_EXT.1 Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
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FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when

[selection: an
administrator configurable positive integer within
[assignment: 1 - 10]] unsuccessful authentication
attempts occur related to [assignment: User
authentication (with local authentication)].

When the defined number of unsuccessful
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FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

authentication attempts has been [selection: met
], the TSF shall [assignment: Identification

and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%”, "N, "&”, "*”

“(“/ n //, [assignment: ” (Space),,, “/I/I, "I//, “+/I, “I /I, ||_

n w 7 “/// w,/7 w,m7 n 7 o n_ w7 R\ V4 “/'“ n 77 N 7//
L 7/ L 7 L 7 < L ' > L ? L L ¥ L L

mn //, nwe //’ “{“l |\|//, “},,, “Nlll];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
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FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @
Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].
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FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

FIA_USB.1.3 The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:

none].
6.2.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
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FMT_MSA.1.1

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modify, U.ADMIN

delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) qguery, modify U.ADMIN

Folder Selector for Fax receive query, modify U.ADMIN
FMT_MSA.3 Static attribute initialization

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 15.

Table 15 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Private Charge Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on On Demand Overwrite query, modify U.ADMIN

Data on Customer Engineer qguery, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller+PS ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)
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Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following
management functions: [assignment: Security
Management Functions listed in Table 16].

Table 16 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication guery, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Hard Disk query, modify
Data on On Demand Overwrite qguery, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test guery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password query, modify
length
Data on Autoclear query, modify
Data on Firmware update query, modify
Data on Report Print qguery, modify
Controller+PS ROM, Fax ROM modify
Folder Selector for Fax receive qguery, modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)
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Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
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Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:

Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI. 20minutes
There is no inactive time with printer driver

1.
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6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.
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6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 17 [CEF1UT1REIEHZRRIRT S,
Table 17 tF1VT/(RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
. the operational
Security Target .
Evaluation environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIITARIIZHERIRT SR, Z/NROTLFIITAR-AFA VDK BEDORESNS B
BLAIVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0fff
EICRE TR EERINTBIETHD,

6.4. tF1UT 1 EHEH (Security Requirement Rationale)
6.4.1. &kFHDREE (Dependencies of Security Functional Requirements)

TFIVFHERREHMREFELCV IR S . SITRFRFREE R UGV REEHL . IRTFEFRNE
IESNBCTHRAEN BV RBLE . Table 18 (SRR T B,
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Table 18 t¥1T(HEEEHIVR—% rOIKTE

BREZEHIVR—2RV b

REFEOBBEEEHIVR—R U+

BERbIUEHET PP THESN TS EN | X ST i@k Tk#ES R
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIRAEHAFEHROBEES T | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
ViiR : SV ERBE & BT AR # FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELE1—

FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
[REEELEI—
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNZEEE L ME K
FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
BEET-HEXOHLE
FCS_CKM.1(a) [FCS_COP.1(b) %%l | [FCS_COP.1(b2) oK
G2 (GERFRRA) | FCS_COP.1(i)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) k(& | FCS_COP.1(a) oK
&2 g R (R FREEA) FCS_COP.1(d) #kl& |FCS_COP.1(d)
FCS_COP.1(e) %%(& | FCS_COP.1(f)
FCS_COP.1(f) #%l¢ | FCS_COP.1(g)
FCS_COP.1(g) %l |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
S RIEE Ffzld FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) % |FCS_CKM.1(a) OK
VhEE RS S MAMMOWE | @ FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK

B 5 R (R RIES L
'=)

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FCS_COP.1(b1))
BESIRE(BRERREL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

3L

I7—LOIPDERIR
SECERASNS ABS
R7(E. TOE #A TRV
H—h4EREL. TOE ;N
(CRRE BBV
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BERBIUEBRATF

PP THESNTVSEH

& ST WL TIREFH

FERME

H.
FCS_CKM.1(a).
FCS_CKM_EXT.4 2

&FELEL,
FCS_COP.1(b2) FCS_CKM.1(a) FCS_CKM.1(a) oK
S22 (B ER.REE) | FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c1) L -
EERE(\YYa7ITUX
L)
FCS_COP.1(c2) L -
EERE(\YYa7ITUX
L)
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
EE2124E (AES T—4B52 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it/ 1ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
Bk (RIS S L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
2RI/ \wY1Avt | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—JFREL)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
Yiik BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #il¢ | FCS_COP.1(f) oK
YRER RFIAY FCS_SMC_EXT.1 %k
(%
FCS_COP.1(i) %kl&
FCS_KDF_EXT.1
kU FIE
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
ViR BE B4R E (BELEEY b E
)
FCS_TLS EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER EIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BEHBSLUEHETH PP THESNTWSEH | & ST G TkEFM TR

BIty b 7ot A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
tF1UTABHICEZTIER | FMT_MSA.3 FMT_MSA.3
il 1
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
VaaR : TAAD LT —RRE
FDP_FXS_EXT.1 KL -
Yhsg : D7D A0 B
FDP_RIP.1(a) KL -
Bty MNREFIERRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
SRR KB EFDER DR LY
FIA_ATD.1 KL -
FAERMHESR
FIA_PMG_EXT.1 KL -
Yiask: NAD— REE
FIA_UAU.1 FIA_UID.1 FIA_UID.1 oK
0L E V)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 oK
RESNLET4—FNNWD
FIA_UID.1 KL -
E 9 [OF BN
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 oK
FREE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 oK
TF1UTAHEEDSZEVDE | FMT_SMR.1 FMT_SMR.1
i)
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 oK
X F EBHOEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 L XETF-HOFREES
FRIEMEEHE FMT_SMR.1 ATEERDT 74)L MEZ

EEIBHELTERL
7z%.FMT_MSA.1 (C
KEFELLEL, I FRE
HHAERDOT TV
MEZZE IRl %

BB FELBLED,

FMT_SMR.1 [C{&k7F
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BEHBIUEHETH PP THESNTWSEH | & ST G TkEFM TR
Ui,
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 oK
TSF F—H0 & FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 iU -
BIEHEEDRE
FMT_SMR.1 FIA UID.1 FIA UID.1 OK
tFaUT11&E)
FPT_KYP_EXT.1 iU -
Yk BRUBMEORE
FPT_SKP_EXT.1 L -
Y5k : TSF T—H0DRE
FPT_STM.1 L -
SEEIMLARVT
FPT_TST_EXT.1 {8 -
YE3E:TSF Tk
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
YLiE  BIEEETYIT—b FCS_COP.1(c) FCS_COP.1(cl)
FTA_SSL.3 KL -
TSF RECLZET
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
TSF & {EEF vl Fr(4 FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
FrE
FCS_SSH_EXT.1.
FrlE
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
BIEEA(SEER) F13 FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
FrlE
FCS_SSH_EXT.1.
FrlE
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK

=EE/AGFERER)

FelE
FCS_TLS_EXT.1,
FelE
FCS_SSH_EXT.1.
FlE

FCS_HTTPS_EXT.1
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BREZEHIVR—2RV b RFEOBBEEHIVR—RU b

BEUBIURHBHF PP THEShTVSEM | £ ST IFELTIREME FERME

FCS_HTTPS_EXT.1]

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoNEFIVTARIIZHERIRT SR, Z/DROTLF1IITAR-AFA VIR BEDORESING B
BLAIVCETNTIVSCE, TOE (CHEITHERRROLF1UTDERSN TS, 12 TOE B H Off
EICRE TV EERINTNBETHS. PP DHLWBZETAICHIRIEPITAETA3 X2 T/ REE
BEUEERT SIHDRAEGHAFEICOVTORIONMF VAR BT IEDICEASN TS,
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1.1.

TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 19 [CTOE t¥1 e X 1) T HBEEEH ORI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 19 TOE t¥al)T1#aet X1 T4 BEE H DXt IS B &R

tFaUT e
B
R
=
o
o 1
| T
L w
L mﬂm
= H
K iy ¥ | e
i i ~ I
~ & ~ BE 2 o ~<
I~ | ¥ i~ | @ | op | o ~ -
i o r( D 'Il;b @ ™ ||‘
a Ao Aol R B =z | =
B | A | o | o4 | L |
SFRs ®wop ~ | PE | k| ME | A =
FAU_GEN.1 v
FAU_GEN.2 v
FAU _STG_EXT.1 v
FAU_SAR.1 v
FAU_SAR.2 v
FAU_STG.1 v
FAU STG.4 v
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 v
FCS_CKM_EXT.4 v
FCS_COP.1(a) v
FCS_COP.1(b1) v
FCS_COP.1(b2) v
FCS_COP.1(c1) v
FCS_COP.1(c2) v
FCS_COP.1(d) v
FCS_COP.1(f) v
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E¥aYUT1#EE
B
R
=
o
oK
] o
T
A {Hﬂl
> | Y
i B RIS
i i ~ I
~ & ~ 2 o ~
Ik E Ik ) iy L A ~
IS o0 K Y 'Itbl ?E! Y ik
fa | W no| R B | =z | =
B4 | o | i | o | L |
SFRs ®Blw |~ | & ME |k | IE| & | <
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 %
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 v | Y
FMT_SMF.1 v | v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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tFa1UT #EE

B
R
S
[
SO
] o
L o
L mﬂm
> Y
i il RIS
B | | @ K | D
~ R ~ HE & o ~
I~ | ¥ i~ | @ | op | o ~ -
IS o0 r( Y 'Il;bl =53 ?E; ™ ik
fa | W no| R B | =z | =
B |+ | o | 4 | o | L |
SFRs B | N | N fE |k | IE| & | Z
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. #AIFEEE

BRI AR BF RS2 E DRI ABTIFC MFD OREREZERT HEMRZHFEHIC, #1E
BRIV RBEDSA7V D Web UI(*), TUVE— RS54 \ho1—F—ID £1-H—)\ATV—-FEA IS
BTEHAIFEEL T BHERETH D,

MFD [CESFSNTVSF AEFEHREEA LT, #AREET,

(*):FAZEDFMATV+ PC D Web I35 &MU MFD O —/\#gE, B L. TMU8—xy M —E
ALEVOB M TIRESN S KE LBV TIARIELIRE, Web UI RS,

(1) FIA_AFL.1 Authentication failure handling (FEEE%kBRBFDERDIKLY)
TOE [FF|AEN TOE ATHEATBHIIC. FIAFORIZITON., SRS T O SRR 5 BRIt 4
HEEIRIE LTIV,
FIABOARAKRRELECHITBRA AR ERE L, POEAEE R THRESNTIVSEER(1~10 [E)
DEMFRBISET L. HURFABFOHANRIICEALTE. TOE OERVIE/BRAFTZHFIE
133,

(BiEY % TSFI]
BAENRIVOERIFRE
Web UI Oz 5IFER
TIVR—=FAN
NEEEY N
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(2) FIA_ATD.1 User attribute definition FIREBMHEE
FIA_USB.1 User-subject binding FIRZE-HJIIH MES
TOE FFIAEICK LT, 1—H—ID t&ZEZBMHELTER L., TNoZHE AR LR AEFICKL

TEINfT3.

[FIA_ATD.1 [CR8:E9 % TSFI]
BAESRIDEEMEE

Web UI O E AL
[FIA_USB.1 [CB8:# 93 TSFI]
BENRIDOERIFRE

Web UI MR85
SEREEY—N

(3) FIA_PMG_EXT.1 Password Management /{AD—REE
TOE [CHEWT. B EEED/\AD— FEBRR, FLEARARIOF AEEHF -TRFO)IAT—F
. LTOXFDHAENETERTIIENTED,
NAD— RICHEE ATRER X F:
PIWITPRYPDRXFENXF  BF . RURDFFHXF
(“17, @7, “#7, “$7, “%7, AT, CRT, RT,4(F, )7, " (space)”, Y, Y, N N,

4

A\SERA\Y A\ / AR\ N/ S\ U/ S\ Y /\\ < ” \\ ” \\ > ” \\?II nruw \\¥II A\ S /Y I/ \ NN / AR\ W A\ A\Y | /Y ” \\ II)

rootI root rs I_I / r—1

Fz. VATLEBERIRD)NAT-FRE 0~63 X%@gﬁ@tnﬁm?év—th\t%éo
TOE [FCOHERFEICED 15 XF L LICRET S ENTES,

(B:EY % TSFI]
BENRILOEEKRE
Web UI OEEHEE

(4) FIA_UAU.1 Timing of authentication FBEEDRA13IVY.
FIA_UID.1 Timing of identification #BIDA1IY

TOE FFIAEDHEA R A XL T, KRR A X EHR— M3,
BRI R EEREND M AT AT ARE SRV RIAZEDSM4 7V bD Web T30, F)o5—k
AN EEBY-)\D 4 FEENDHD.
BRIV, FIAEDFATY MO Web F50HTIE. MFD #EEDIREEEF AT T 3R1(C, ID &/5AD
— REAHASET. ABENE ID E)SAT— A, TOE [ SN TWSF BEHFRE— BT IS
REET 3,
BEEY-NTRE. VATLEEED ID &)IA7— FZE#k Uz PowerShell 207 beHoh UhEE (&
L. BB Y-/ L TZ0 PowerShell 20)7 231793, PowerShell D)7 b a3ET93IEICE
N, BE&Y—)\h5 TOE [C https AL ET ID E/SAT—EHEESN ., TOE (FZELE ID &N
AD— RICETERHAIFRLZETT %,
Fe. D47V F PC oD T) Y bF—RICfH 5ENS ID IS AT— RICENT A R— b)Y MDA
LTINS,

- 66 -
Copyright®2023 by FUJIFILM Business Innovation Corp.



FREE(FIA_UAU.1)EE#AI(FIA_UID. 1) [EEBFCEATEN ., A - REEDE A W T LB DA 12

ENEFRI NS,
AREFRN LD FAX DZEICOLVTIE, TOE (3., BAIFRIIET(C. FAX T—52 21T 5.

(BE:&E9 % TSFI]
BENRILDHERERE
Web UI Dz AIERE
TUUBA—RESA )N
HHEREEEY—N
NREBEFEREILR

(5) FIA_UAU.7 Protected authentication feedback {RESNEFRFEI1—F/\wD
TOE [F1—Y—ZBFERFIC, SAD—REIZTHIC, )SAT—FELTA RSN XFHER DI L

FO5E)E, BE)IIRIV® Web I50H(CRRTIHEAEFIRILT S,
X BENSRIVTIE 7 * (asterisk)”, Web 7595 TE "@ (bullet)” #XRET3,

(BHEY% TSFI]
?*'T'F/Y*le@uﬁﬁuuu AR
Web UI DOz AIERE

(6) FTA_SSL.3 TSF-initiated termination TSF #C&)CL3#&T
TOE (3 Web 75oHh % Web UI [C—EFFE (20 2 EE )D7HOEANE MG E IOV (Y (BREEE

waV)eH 7 LB R EEKRT B,
FEEI RN H—EREME(10~900 # THREATRE) DIRENEME ST, BEISRILDZREHLD
DP7ENZEIEEARDS.

TVUR—=RANEDEYIaVRBIREFET . TUV POBERMBRIZIZE(CEYVAVERT T3,

(F8:&9 % TSFI]
**1’E}Y*)l/0)u§tﬂuub M.
Web UI DOz HIEFEE

1.1.2. £F¥1)T(1EE&

PFIUT/EEEREER . YATLEBRECLIRECHKD, TATO TOE FAECK LT, L2, . &
DEIBAEREEATIINEVIBR (BIZIE, - —1#/F. EEPEBREERLLE) &, BIF LT HD

HREEIRHT B,

(1) FAU_GEN.1 Audit data generation (BS&ET—34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROBEER(T)
TOE (&, Y370 T PR AE DR ZRIED K. AR SN R AEICLIEEEEEOF AL
E.Table 20 [CRTEEMROERIOVNT, BEENJRRHRT D, FLREETHICE. FTRHE
OB, EROER . BRE5IFRLLFAE (AIRETHNE) . BLUEROBERNEHIN
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%o
TOE BERSNCEENREREEENTEL R SFC. TEDRE L IFAE OHAHH
(CREEFH T CREL TS,

(B8:E 3% TSFI]

BENRILDHERERE

Web UI Dz AIERE

AOVEEE SR IA

BENRRIOEEEE

Web UI O EEEERE

BIRRNIY

BAENRILOIE—HEE, JE-ETEMEE. TUV MERE. AFvUBEE. AFvURvD AR FHEE. 770
AgEE. XCERDH UtkaE

BENRILDIITIRE - BEOR TR

Web UI ®YaJikEE - [BED R Ri%EE

Web UI OFBHRYIANDDXET—AERDH UiEE
SHEREEEY N

Web UI 77— LI177v77— MEE
AREBEFEEIRR

Table 20 BEEOT D

RNRER EENIEEERA EEERFME

BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested

VEPIOL Job Status/ Completed, Print

Job Status/ Canceled by User | Copy [IE—Y37 . dE—-&#&Y
37D T BEC DX F IR iR
3]

Scan

Fax

Mailbox [Storage and
Retrieval Job #%& 7]

FI AR . Login/ Failed

FI A& BRI KB (Invalid UserID),

(BES RV BEEY—)V | Login/ Failed

hio) (Invalid Password)
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) HIP N
| PR 3 R BR
(Web UI)

Login/ Failed,
Login/ Failed

) HIP N
) PR A R B
(FVUR—=F34)\hb)

Job Status/ Print /Aborted

EEEREDFI

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZEESNZEHELTID”,
“Password”, “Name"hsE ks
3]

Device Settings/ Add User

Device Settings/ Delete User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

RED—ETHEFAE
TI—-TneRE

Device Settings/ Edit User

[ZESNIZEMELT Role"h' L 8k
N3]

BZINZEE Device Settings/ Adjust Time

YOIV DK Communication/ Trusted Failed

(TLS) Communication [0, BIEE. KDEH
LIRF]

(2) FAU_SAR.1 Audit review (B5&LEa1—)
VATLEEEL. Web Ul TOYM V%, Web UL hoMIRMEICELD., TOE RERICRFESNEZTAT
DEEOT&HHHTIENTES,
BEBEOJEATRUINOTFANI7MIELTADYO-FEND, EEOVEAIYO-FT3I5EE. TLS
BENMEMCEEINTVILENDHS,
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(BH:#E9 % TSFI]
Web UI OEE#EE

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
TOE REBICRFSNLEETOTDFH H UBEER . FRRISNEVATLEBEDH(CBRESND,
Fr . BEEOJAOTPOE A, Web UL OAERTIRET. BIEIRILDDTIERATEE>HE KL,

(BH:&E9 % TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage ({RE&ESNEEEE EEMEHA)
TOE RBICRFSNZEEOTANDTPHEAR. Fid i UBEEDH THY. HIBRH LB EHEERFE
LW, SHICED. BEEODT DR ELHIBRERENHIRESN TS,

(BiEY % TSFI]
Web UI OEE#EE

(5) FAU_STG.4 Prevention of audit data loss (B&T—58%L0ALL)
TOE RERICREFESNEEEDTE. &KX 15,000 HERETIEN KD EEOTHERICE-
EHE . RUVEGEHSNEEERT—SICLEELT HILLEENTNMBL T ERGEERSINS,

(BH&E9 % TSFI]

BRI OH R FRE

Web UI 05123

TVB=FAN

BAERILDEEKEE

Web UI OEEHEEE

BEIRNIY

BRI —HEE, JE-BTEMAE. TV MERE. AXvUEE. AF v RYD ARTFRERE. T7D
AbHE. XEEDH LikaE
BENRIOYITIRE - BEDR THAE

Web UI Y37 iKEE - BEDR TikHE

Web UI OFRRYIANODXET—REDH Ui#E
NEEEY-N

Web UI OT77—LOI77v7T— MiRE

NREFEME R

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #\&8%&= 2 SERME X
TOE BEEEH—/IhoEEONTDEGEREZ(TRE. TOE [CRFSN TS LEEANTEITREIN
DTFARTPAIELT, BEET—)INEH TS, BB Y-/ \NEH TSR, TLS/HTTPS O T
EEEENG, EENTDEHE, RSNV ATLEBREOHICRESNDS,
TOE NEBIC— B RBESNIEBENTHEZ DIV FMORK G L. ZRAGEEEBULFOBEG.
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(5) FAU_STG.4 [cEit&n3.,

(F8:&9 3 TSFI]
NEEEY-N

(7) FPT_STM.1 Reliable time stamps =SS5 LAV S
EENCEEXNRBREEEOVTELTERERTBHF(C. TOE iMFo TS IOV IEEIC LD A1 LA
RUTEFITT DIRERIR T B,
et ORELEEE FMT_MTD. 1 [CEN VAT LEBEDH NI RETHS.

(BH:&E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#7°%

1.1.3. FPORAHIE

BRI R LIE R AE OB DT seDRe & AR AeE3%, TSF [C7DEART B/ VAT —ACZE(C,

F AT REICTIBHEREN R D,

a) AEEBEESRITHIESNHEE
AE—#RE. JrDARRE(EME). JE—BHEHAE. AXv Uit XEDRFCENH Likae. 7V
Y MERE(TUV 8- RS NTOREEE DR ENEH THOENRIF (CIRVE)\RIVTEREES B, 5%
EULBWMESRERISNGEL., ). MIKEORT. YVaTiRE - BEORTHEE. £ TOE &
ET—HNSR/REME(VATLEEENDH)

b) Web UI THIEHINS1ERE
HWHAREORTR., V3K - BEORTHEE. BRRYIANLOXET—FEUH UiEE. TOE
BRETHADSR/REMEE(VATLEEEDH) . 77— LIIT7T7VTT— MERE (VAT LEE
EDH)

c) FABIIMTUEDTIE— A NeERTH1EE
FABENFIREIIA 7Y DT IVEI— FIAN TR EEERTE LIREETTUY METRET BL.
MFD (3331 2N I LB B ICOH ZIET—REEY My T TF—RICE#(TIVR-X)L T
—H—ID CEQRERINY MIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control t¥iUT1BH&(CLZ 7Ot A%
TOE (3. Table 11, Table 12 (ZfEL), HIEEKRBEED V3T EXET—ADTH L AKIHES )
3, LT . XKRND()AD note MiEik(E Table 11, Table 12 M note #58LTLV3,
ERRERBEETIRONDG JaJEXET A3 BT ES LR AEES—F - LRI T 7
—F—FRVATLEBEL IR AR RS, 2120, EfTh Yadd. —RAAENEETS
CENTED, T, IPDAREROT AL, YATLEBEZINT7O LA #EEL S,
TUVMEBEICBWTIE. D347V F PCH o ASNBZ TV MTF—ARICRIREEZHETIHO1—
F—ID &EN3, TV MEREICH TR VadmMBE &R, TV M -RCEFEFNE1—T—ID [LLOT
HESNS, (note 1)

AFvUHERE, JE—HEEE. J7D AR EMEE. JE-SBMEEICH T2 YaTE, BEARILICATI UL
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fz1—5—-ID i, EDA—F—&LTEINDIToN S, (note 2)

TPIAZIERDIITE. JPDAEETEE LRI AEIFETELGLESD. BHEBENS—F—¢
LTEINDIFbNS, (note 3)

TPDAZEVTRESNDI7DAZET A RETIRVIAILEIN A ToON TS I—Y—ID h'F
—F—=&LTEINDIFBbNS, (note 3)

TPDARETREREFTIRVIAIL. SAMERRTILENHS, (note 3)
TPDAZIENY3TET—4% TOE 4tk 378h. TOE OFIAFETHILNITho1—HY—%, 77
DAZEDIITELUT—AZERT DL TERL, (note 4)

XEORFEMNH UBEER, AFvIXE . IE-BRBXE. 77V AREXEOHRERVIAREFL
TOENH UHREERIREE T %, 272U, AE—BRBMREICL TRFESNET -, —&FIAED 1
7V hoERDE UREZIE R TER L AFvUHRE. BLUTIC-EBERECH VT, B IE/ICO
DAVRENDETHD RERVIACAF v X E (FLRIE-EREXE) 2EEITE. BMERE
FIIRTORBRYDAN ., — i3 FIAE T SA (FBEBNFRAETIERBRNYD AL I EIR AT feE
3%, FIAEREAFYUXE (FLEIE-BBXE) eREFIIHRBAVIAEEIRL, AFvIRE (F
ZRIE-BRERE) 2ERTIIN. BIRUEBERAYDAOMBEENAF v XE (FZBIE-EEX
E)DmAEEICBS, (note 1)

BHERYDARESNET-A0OEDE L, FLE1—, TUY MER. Bk, TUY MERT IEDER S
PRMOERIE. T EEFLIEMEBRELINETTES, EL, IE-BEHEEICLOTRES
NET-A0—RFABEDIFM172 MhoOERDH LRI IRt en a0, IE-BEEEICLOTREFS
NETF-AOTIVV MEREMAEE . BBEEENEITTES, SARIATLEEELN, thADRK
BRYDARDT—RIIRETERL, £, On Demand Overwrite #EEEFI AT 21548 . BEE
(FEFZIEEFLEIZa7IIERICED BR AV ANICREFESNLT—HEHIBRT 2N TES,
(note 5)

TV AF v, I7D AR EORBENET-IDT 1. FFEEFEE VAT LEBEL IHE
1CED,

Fh. IE-BRXEOREET. BERIDLOREICLD., IE-BRXE=HE ((SHIEA
R—IBA/HIBRITBRTL) TED. L. ARV U X ERZOMBE CTHOCELIREBRIETELLY,
(note 6)

BHEEEL. BESRIDODIREICED, TATOIC-BERNEEHRETED.SA L. BENFT
FEETHIAC-BEXELTERETED LEL. AFvUXER . B EEETHO>TH SATH
THImMEIRIETELL, (note 7)

TIVE AFvy, AE— TPDREE . T7DAZE. WTNOBEEICHWTH. XETIERET I
BEFIRESNE L,

A¥vY TPHAEE . TPIARE . XEORFLEDH LOEE V3T e E T ARt ENG
(A

(RH&E9 % TSFI]

TVI8—=RAN

BAENRIOIE—HRE, JE-BTEMAE. TUV MERE. AFvUHEE. AT v RYD ARTFRERE. T7D
AR, XERDH LikaE

BAENRIDYITIRE - BEDR THEAE
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Web UI O Ja7iKEE - BEDR RikHE
Web UI OF RN AN XET—HENH LikAE
PR EBFFER

1.1.4. tF¥1)T1EHE

(1) FMT_MOF.1 Management of security functions behavior tF¥aUT1#EEDSHZFL\D
BTE
FMT_MTD.1 Management of TSF data TSF F—A20D&EE
FMT_SMF.1 Specification of Management Functions EEH#EEDETE
FMT_MSA.1 Management of security attributes tFi1UT1EBHEDEE
FMT_MSA.3 Static attribute initialization F#EIEMHE#IHAE
FMT_SMR.1 Security roles t¥1)571 D& Z|
TOE (FEAIEREESNEVATLEEEDH(C, TiC Table 21 [C7RY TOE X 1T #EEICBE &R
FRITFIUTAEEREDSREBRELE R, FLUBHEEDFFMERERE IS F—10371—
AziRHT S,
Frz, BAERISN— R FIREREBHONAD—FEEDH AIRETH D,
CNODBEEEICED ., EREINDZ X 1UT1 EEBHEETIRE TS,
BHEEERIDSREE., HREEENMRERILELU Web Ul hoOJqM Y LEZICRRIND
HBEBEORRELOCHERT S,
TOE (&, Table 11, Table 12 [Zf L), BRIEEARBEETIROND V3 TEXET AN A EH I
BERDT I MEEL T, FHEBEEEB LRI REHANFERZRTE T %, s5MIZ. [7.1.3. 7oEA
#f# (1) FDP_ACC.1 Subset access control 47ty 7Dt 2%l FDP_ACF.1
Security attribute based access control t¥aUT(EBH&ICLR7OEAHIE I ESEBOIE,
TOE (. W EESE . SA. VATLEESE . — KA FAZBORINZELLCF AECEEMT. Tt
95, ®EE, 11— —ID &SWTHN, TOE (FOTA Y LEFAFICI—H—ID (ST 5%
&S5,
TOE (&, FIAE®BNCEALEF )T BHEDT 74 MEELT, — i FIREBEZHRET S,

[FMT_SMR.1 (CR8:&F 3 TSFI)

Web UI MR85

1B 1) SR DB R RS

(FMT_MOF.1. FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CE8:&E Y% TSFI]
BAESRIDEEEE

Web UI @%IE*% He

[FMT_MSA.3 [CRE:&ET % TSFI])

TVURA=FFAN

BESRIIOIE—HEEE, JE—ETEMEE. AR v UBEE. AR v RYDARTEMEBE. J7D A RE
NREEEMEER
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Table 21 t¥1UT/(EEEAELIZERBEL UL

X1 T4 EEIEH #E)1RI | Web UI
N—RTF4ADD L EEHEMEENERELZSRBL. BX/ES. LEEM v v
BOBEET
AML—URESLIREDEREE SR, BRI/ BUOREEITO v -
AENSRIDDDREERFDSAT— MEADFREESEL. A3/ 8N v -
DERFEEIT
FRAERMARICLZ7IEAEGHREEZSRLU. H2/8E%h. ESH v v
BOBEET
HWEREE ID &\AT-FOEEZT)Y HHEEEDH THE v v
FIRAE ID O1ERL. EE. HIREIT). NAT—FOEEZ(TI, . v v
FAFCENLTEREIESRL. SA FLE—RFIAEORBICE
®93,
1Y AT -ROTR/DXFHFIRESRBUEREET v v
BIETABSLHEEDREESHEL. B/ BB LUHMAERD v v
BERITO
TLS H—N\FIBAEDHREES R L. R/ EH DX EEITI. - v
AR REDR EZS R U . KA/ BNDEREEITD v v
TIAR—TV MEREDRE SR, ER/HRINEREEITD v -
Bft. BFZIESRUREZIT v -
BEeTAMEREDREESRL. A3/ BENDEREEITD v -
T7— L0177V 7T— MEBEDREESRU. BN/ EHDOEREZIT v*1 v*1
A= FOU7HERE GRERIV) DS BERTE v -
LiRk—FHADREESEL, VATLEBRERE/FIAE DR EET v -
p)

AARY—IV I 7R EHIBEAEDS BER EETI(HEEDH T/ v v
h/BRSFISAD—K)

X TMEERENEREESB LAY/ EUNDEREETD - v
(BB, BEENTEATRDDTF AN TPV T, B EH — )Tk

{ET3EN T TAE, )

On Demand Overwrite #$8EDEEE SR L. B3/ EHSLUVHI v v
REFZIDEE EZ1TD

T7DARRICH T ERZIERVIANDS BEREEITI, (HEREDHF %h/ £ v v

NBLURENIADIETE) *2
*1) 77—LOI77y7T— MERER. #B4E)IRILE EWS OmAEENELLIZS(C. ARERNE
T, EBoh—ARITERRELTE, T7— L1777y T — MERERERNCBNEE A,

*2): ZERVIADIETEL. SA BMERLIZRYIATRIINEB 5B,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—A0{R:#
TOE (3. #1558 (KEK: Key Encryption Key)%¥3XT NVRAM2 [LIR%FETBH ., TATOF
RECHULT. COBBRERHTITHDMATI-AZREL TGN, £ NVRAM2 KFAED
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(FEINTWBERIE. AL — I B RIELEER TG,

ARL—UrEE##(DEK: Data Encryption Key)ld. £52M KEK T AES-CBC A THES1EL
T.NVRAM1 BEU HDD [L{&7FT 3., HDD ([CR7ET % DEK ORRII VDI 7Y T THB,

TOE O#EENFF. NVRAML [CRFSNERESILSNEZA N —UmEE 8L, NVRAM2 [ChHDHRIES
BTEBILIN. BB EFEXDIKET DRAM [CRFSND,

L. IRTOFAFCK LT, TOE (&, DRAM [CRFSNLEEXDA N - I EREZHLTA
VRII-AZREL TG, T, DRAM [CRFSNTVSEXDA N —JUIESHE. EREEET
CEICENBEESNS,

TLS BIEF(CERATIMERFNZOIAEG. 7.1.6 (15)DHEBICEINEES{LSNIKEET
NVRAML [CRFSN. TATOFIABEICH U TMERESRHETAUATT—AIFRELTUOEL,
BEICFIASNS TLS tyYvav# R U TLS EC Diffie-Hellman BZFEEF X T DRAM (LIR7F
N3N, IRATOFIAB(CK LT, TOE (Z. DRAM [CIRFESNEEXD LYYV ERAETIUE
TI—AZRBELTIVEL, . DRAM CRFSN TS EXDyavd, BREERELTEICLD
WEIND,

(BE:&E9 3% TSFI]
TR U

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller+PS ROM & Fax ROM 0220 77— LII7ICENEIRENTHED. Thb2o07
7—LOIT7DEEMERIITSEICLD, TSF DIEESEERIET 5.
TOE ($#2&hf%(C Controller+PS ROM (& 4byte OFvHY L, Fax ROM [E 2byte OF 1904
Lt ELATEDEC— BT N EHERL. BERFERENRIVCIS- 2R RULEEZELTS, &
7=. DRBG [CRELT [1]11.3 [CEEEDAIATAIEEFTL. TAMI KB UIZIE S
BENRRIVCIS-Z2RRULESZELTS, 5H DRBG OfE#k(E 7.1.6 TRY,

(BH&9 % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update S{E#E7v7T—

FMT_MTD.1 Management of TSF data TSF F—4NDE®E

FMT_SMF.1 Specification of Management Functions &EEH#REDETE
VATLEBER . BRI oDIREICED BIENRIN L TEEFOT7—LOI7N—J3 %
RIDENTED, T, EERTEYANEEIFH A TR EICL THIRB D TOE 248K T35 77—
LoI7DN—I3V e ERTHENTES,
Fr BRI ENE VAT LEBEDOH N, VAT LEBEEDSATY M) Web UL HMi,
Controller+PS ROM, Fax ROM %&/)¥y—JLiz\M+)774 )% TOE (S£ETBIEICLD. T7
—LO17E7vIT—hTBIENTES,
TOE (. YATLEEEDIZM7V D Web ULl hoi#ZESNE 77— L1728 8 N1 F)771 )V 2%
ET3E. IMFITPNCHRFTENEEBEFEREWRIEL. RREECRB LGS, PyT7— ik
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L. BAENRRIVCIS—BEAULTELT B, M FITPMIUH ESNTVWBEFELRR. N FUT71)L
% SHA-256 TNy alle\vafEZ#E K 2048bit D% B CHES 1L L7z RSASSA-PKCS1-
v1.5 5H®D RSA TYRNELTHS . SOTRAEDFIEIL, 1) A FUITPNIUSRASNEEFE
RET7—LII7ERIRIA RSA AFRICTES. 2))\MFUI71)L& SHA-256 T/\vY1, 3)
ESHRE)\WYUMEELRL., —BHINITREEAY . F—HTHNIERIEXKELD,

[FPT_TUD_EXT.1 (CBE&9 % TSFI)
BAENRRIVDI7— LI 7 N—Ja ViR
Web UI ®77— L7177y 57— MEEE
[FMT_MTD.1. FMT_SMF.1 (CE§&E T3 TSFI)
Web Ul O77—LD177v7T— Mé#E

1.1.6. T-HEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
R(GEXIFREE )
TOE (3 TLS rEE-@ENHEFE L (EC Diffie-Hellman) TRV IEXFREEELT, [2]ICEEEDIE
MRS EANS, FEAMBKREBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [CH
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hoBiEEZY—FETE(14)(C
FCE(D AES-256 CTR DRBG THRLULZELEITHD ., EMBRKRELT [2]Appendix.D [CEE S,
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETE—DOhiRES,

TOE (3 TLS H4—\FERAE(CRIAT2IEIMHEEL T, [2]ICEREDFEMBRERE. L LA, [4]IC
SCED RSA #ERVS, CNHDIEXFREE Web Ul oD 1—H—H5RTERESND, FEABIER
BOEMA AT [3]5.6.1.2.2 RU [2]Appendix B.4.2 (CHE5, RSA #(3 [4]6.3.1.3 #iD
ERAECHL, ZORTEODNIHRHIE [2]D B.3.6 [CENERmINS, FEABRELT
[2]Appendix.D [CEE&M P-256. P-384, P-521 %, RSA # K& LT 2048bit, 3072bit =4
R—kL. Web UI hod1—H—H0FNDI—DZIEE L TERIETRT %, . REURHOELBER
[214(14)I52 80 AES-256 CTR DRBG £H1\3,

EEEOSERICHVT, TOE HA DR PR BEOREEL L,

(B8:&9 % TSFI]

Web UI O 5HI52E

TIVA—= R4

Web UI DEE#HE

BAENSRID AT U EE

Web UI Y37 iKEE - BEDR RHEEE

Web Ul OEBRRYIANLGDXET D H LikEE
HERBEE Y —N

Web Ul O77—LD177v7T— MégE
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(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) W54
(Xt EEF)

TOE BAM—IURBERRUSEEEENEYYIVEELT. FIEOEY MIDEL B ZA S, BK
BIICIZ. AL—UBEE 8 (DEK: Data Encryption Key)® 256 v+, DEK ZEE51t 937260
fErE 58 (KEK: Key Encryption Key)® 256 Evhk, TLS ©yYavEOIAA—ELTRIVI—
VAV TRELVERBESARKICIGUT 128-256 EV M EENFNERKT D, ELEUL(14)(CEEED AES-
256 CTR DRBG T&E T3, adH. CO DRBG NIFEUHINZDIE., (12)(CER&HLEBFI( V%
AR, R TLS BIEy av MRS THD,

(B8:&9 % TSFI]

Web UI 05123

TUU8—=FEIAN

Web UI 0EE###E

BERNIY

BAESRINDAF v B RE

Web UI U7 IKEE - BEDR RHkAE

Web UI OFRINYIANGDXET—FERNH LiAEE
HNEEEY-N

Web UI O77—LOI77v7T— MéRE

(3) FCS_CKM.4 Cryptographic key destruction B5S#EHZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction 5588+ ¥ D ZE
TOE FEXBREBFINIBRUVBMHERE(CH LB A THETS(*), TOE (CEXEEFEIND#
BRUBMBEEDHES E%E Table 22 (TR, o, INODRE R UM BHIRE S LEOETHIC
RAM EDD—=DXEINENIE-SNTHIAEINZH. RAM LOT—4(d TOE DERMEEHICAE
EBDAEIRRENS,

() ArL—UBES (X NVRAM1 R U HDD [CfREFSNSH. (10)ICREEMBIEE S LS.
AEHORARNET S, Fo, (1)ICEEED TLS Y—)\GEBAS(CRIAT IR, (15)DANZ
ALIEED NVRAML EICEESIELTREFSNSTH . REHDMRNET B, T7—LVIPERIRGL
(CAWSARRE, MERE., T3/ R- MES#. BSI)TAHLEF1)T1 5 0N I NI EL S

LBLVEOEREH DR RN THD.

(F8:&9 3 TSFI]

BRI EEEEE
BIRNIY

Table 22 FXRFNIBREUBMHOBESE

g n REX WERKEHEER

Fred iR =i NVRAM2 | RO EBEAZ1-H o TIHHARORE

(KEK:Key [CRTIERELLERE. T—A3%(14)IC52E D DRBG T
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Encryption Key) ERUEELBT1E EEETS,

TEHFEBORECRT LT A LO2TOTF
—AERETBCLEBIL, T IRER RS
RE)—T4VaVERLRSRTESTILEN,
LV, DEK BRU KEK (FFRE(ICL S,

TLS tyvavi RAM TOE OEFRM CTHET S,
TLS EC Diffie- | (1B%)
Hellman % & TOE FERMOFFATEHEZIE TLS vy avERAL

37128, TLS £y YaviE R U TLS EC Diffie
Hellman #MZEERFFEICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRIEIMERESIL1ES)
TOE (& TLS Ox#rigrg5/E 5L T [5]ICEEHD CBC - FR U [6]ICEEED GCM £—FD
AES(128bit. 256bit)ZzHR— 3%, AES [ [7]HEMTHD,

(B8:&E9 % TSFI]

Web UI Oz 5I585

TIVB—=FEZ4 N

Web UI O EEHERE

BENRRIDAF v U EE

Web UI Y37 iKEE - BEDFR L

Web Ul OEBRRYIANLGDXET - H LikEE
HEREEE T —N

Web Ul 07— L1777y T — Mé#E

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) FEBR{F(FE R ERKHREL)
TOE (77— L0177y77— FOEIEMRRIECHNT, [2]ICEEED RSA TIRIINELTFR— T
%, BRI 2048bit ThHd, BRIA—IYME [2]5.5(F)ICEEHD RSASSA-PKCS1-v1.5 [
35N

[RB85&E9 3 TSFI)
Web Ul 77— LI177v )T — MkRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESR{E(ERE/R.REL)
TOE (3 TLS OAEFEREE. R U, EFERER/MREECH VT, [2]ICEEHD RSA TIRIIER K
UHEABIRT YA EB LIS IE LB L E R UIREEZ1T). BH . RSA B R(E 2048bit Fz(3
3072bit, NIST #5M i fRlZ P256., P384. P521 #HR— 9%, RSA T URIIEBRDERL T4—
Iy MME [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 [CHED, £z, FEHBIRT IAIIEBLDESA
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A R/RFER [2]6.4 [R5, CNold TLS BIERCIBERFEOXTVI-Vav, BFERE
REFICIE AT —DIEEICLD . ENENERATIEZER HXNRED,

(R8:&9 % TSFI]
Web UI OEEHEEE
BAERINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BEES#/E()\wYa7?
WVIYZXL)
TOE (&, 77— L1777V 7 T — FOEEMRIEREDI7— LI P 7Y T T— M A=IF =80\ a5t
HIZSHA256 #F|FHYT 3%, CD SHA256 /\WYa1{BEERIED RSA ESHERZLLETEIETE
BRREIERITT 2. BH. \wYaZITUXLIEE [8]IC#EHMT B,

(BdiEY % TSFI]
Web UI OT77—LOI77v7T— MERE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) &4 (\va7?
WAV L)

TOE (F(11)ICEEED TLS [CHFHRFEAvE—IFBREA KD/ \WI1FTEIC
SHA1/SHA256/SHA384 &#HR— 3%, BIEICHERTZ/\Y Y17 TUXLIGHEFLENDEXT VI
—VAVICE TRET S, 2. TOE FBFE R ER/RIED/\WYa1ETEIC
SHA256/SHA384/SHA512 #HR— L. BRAERBOI-F—DIEEICLINERTS/\vYa17
WIVXLHRET B,
TLS [EHF5 R EAE—IFRRA XD\ V1M BEBFERER/IRIED)\Y Y15t HIFHEIIL
THENERIHEABENEDIIENTES BB, \woa7)TYXLIE [8]ICEMT D,

(B8 ¥ % TSFI]

Web UI 0z 5IE85

TIVR—FFA4N

Web UI OEE#EE

BENRIDAF v Ui EE

Web UI O Y37IKEE - BED R RHERE

Web UI OFERYIANoDXET—FERDH LHEE

SEREEEY N

Web UI ®77—LO177v7T— MékE

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &
=#&E (AES T—amES 1L 1ES)

TOE (FAML—UREBOEEAKELT. [9]ICFEEEHSNE AES., XU, JOYDREEE—RELT
[10]ICEE&E SNz CBC 2HR— 193, BRI 256 EYNTHD, IV EAN—JDEHAIBEELE
DEK ZTmICEH T3,
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(BH:#E9 % TSFI]

TIA—=FS4N

BAENRIOTIE—HEE, JE-BEMAE. TV MERE. AFvUEE. AF v RYD ZIRTFHERE. T7D
ARERE. XEENH UikEE

BAENRIOYITIRE - BEDR THEAE

Web UI O RN ANGDXET—RENH LiRE

DR EBIEEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) IS &{ (BES
1t)
TOE (F(12)ICEE & DED. AML—IURES1bi#EED DEK(256bit)Z [9]ICEE&E SNz AES A=K
THEES1ET %, BRIE 256bit THD. JOVIRESE—FE [10]ICEEH INE CBC #HR—+T 3,
BRI 256 EYNTHD. IV (F(14)CRED AES-256 CTR DRBG hH8EELHTHD.
(12)ICEEEm@ED . AL — IS S{bi#%EED DEK(256bit) 2551 T2DId. AL —IES#FI
AVN13\ TOE O#EREEIFF CHD.

(BH:#E9 % TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) EESR/E(ERT)\vY21AVE—JFRAE)
TOE [F TLS [CH T8 fF EAvE— IR ARELTUTEYR— T3,
& (bit): 160, 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Ivt—IH4 U1 A MR(bit): 160, 256, 384
NP T)ZLIE [11], BFEN\YD1AVE—IRRBEEPZITIXL(HMAC)E [12]IC#EMT B,

(B8&E T3 TSFI]

Web UI DOz AIERE

TIUE—RI4N

Web UI D& IEHHE

BENRRILDOAF v UHEE

Web UI O Ja74KEE - BED R RHEEE

Web UI OFBRYDANODXET—SERDH LikEE
SEREEE Y —N

Web UI O77—LI177v77— MEEE

(12) FCS_KYC_EXT.1 Key Chaining $##F14{Y
TOE (A FL— U5 H2(DEK) R U DEK ZRES 1L T3 DHEME 5 B (KEK) ZRF 11 0ET 3,
BAR(CE TOE (AL — YRS ESRBF M VDB IEE M (EAMICIE . THEERES., £k
F AR RIOEBEAZ1-D o TIHHFARORECR TIREE L ZROREII)IC(14) 10525
® DRBG T DEK & KEK Z4 A L. DEK (& KEK [C&D(10)ICHE-THEE1E L NVRAM1 R U
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HDD [C, KEK [T 3IREET NVRAM2 (2, ENENRTEFT 5. 2 B B LIROEEIFFIZ, NVRAM1
(CEES1EL TR L7z DEK & NVRAM2 h'ogiids i L7z KEK T(10)ICE-TES 5. BRI
DEK. KEK &I 256 EY M TH% . DRBG [CI3(14)(CEREHLEEN+ 2B IV AE-DMitieend
TZHIRDIEEL 256 EVFTHD ., BFIAVDHT 256bit BENHFFINS,

(BH:&E9 % TSFI]
BIRRY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material X UM EDIRE
TOE (F(12)ICEE & L@, ARL—IREE#F 14U TOE OF) R ENRE(ICZ 80 DRBG T
DEK & KEK Z4 kL. DEK (& KEK THEE{EENT NVRAM1 R U HDD (2, KEK [EFESIKEET
NVRAM2 [CENFNRET D, ZDHMDA L —IIZ DEK, KEK iMR7FESN D ZEF L, NVRAM2
(FIRMZIBFATREA L —ITHAH. (12)DBF 1MV D—EH IR ATGER A ML — JITFE X
TREFESNDER B,

(R8:&9 3 TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R 4E ELEEY MERK)

TOE [FEL#ARKIC [1]10.2.1 [C#EHLTz AES-256 CTR DRBG %FIH7%. _» DRBG &
Derivation Function. Reseed ##t%%& L. Prediction Resistance #BEERZI0, Fo.
Linux —xJL®/dev/random Hof&7zEL.#Zz Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) &R U LRNG (AT 3IA90 890505 H H L
EfE/ M XA e&HiceAkEI) MAE—RET S, D/ X VT 17 ICENERIMICHERDESDEE
FHETILDTHD, DRBG [F/dev/random Mt faEnizo— k& entropy_input R U
nonce ELTHIATEH, ELEDIV MOF—=(E 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH B+
NEEZB,
TOE 30 DRBG ZHWTA M —UREEHE., TLS by av#EzE8HT 3,
(12)ICEBE @D, AL — IS REHDHIC DRBG HiEEsNdDIE. A — ISR FIA
UhiL TOE OF)EIREENRF CTHD.

(BH&9 % TSFI]

Web UI #5123

TUVR—=FIAN

Web UI OEE##E

BRI

BB RILDAEF v UL RE

Web UI O J37iKEE - BEDR TikRE

Web UI OF RN AN X ET—HENH LikaE
HEREEEY—N

Web UI ®77—LOI77v7T— ke
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(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD LDT—4{R#

1.1.1.

TOE FAML—IFNAALDT—RTOVD B THESL/E S 1T 5, BEAMICIE. AN —IT )1
ALDEESIERRIN—T1 AV T T71 IV R UAIT—20 Read/Write ZHALTT—ANDE
S/ BEERL. 25/ —T1 Va3V LTTF—A70vD% Read/Write 33, BEE{LA K
FCS_COP.1(d)ICfiEd. BEBIEXR R —T10aVEEE AN —IT )M ALHR R AT RET
NVRAM1 R U HDD THD. NVRAM1 B U HDD LISMIER AT AT RER A ML—IUF N Ald T
LYo

LFEDAN IS, BEBEICIO>TAMN — IS HEENE MR ESNEE . TOE #1[E
EBEHNLBET S, BEEL/ESLICFIATS DEK [3(12)ICE8 & LEED., BEESEBF M UN G
EHECAERIND,

2TOEXOFAET—H, EFXOMEZED TSF 7—4(& NVRAM1 XU HDD LORES{bxtR/—
FAVAVICEEAFNZHEEEEENE, NVRAM1 B U HDD LDIERESIEHERD/S—F1 3y
(ZIE. TOTILA A=Y, Fl{E) 52 —2% KEK £82&L(10)ICEREBEDEDEE S L SNz DEK O ht
KAHSN ., EXDFIABXET - IRVEXDWMED TSF F—3%&FE, BH. DEK OIES1t
(Z(12)ICEEEH L7=@ED TOE DR S #|F 1M UH R UVEBIBFICITHIN D, . FX KEK DIRFET
Hd NVRAM2 (FIR R ATRERR A ML —IFT I\ A ATIE LY,

(F8:&9 3 TSFI]

TUI8—=RIAN

BIRNIY

B RIOTIE-HERE. JE-BEMAE. TU MR, AFvUEE. AF v RYDZRTFHEEE. T70
AbHe. XERDH UikaE

BAENSRIOYITIREE - BEDR THEAE

Web UI OFRRYDANEDXET—AEDH Lik#E

NREFEER

=S &R

(1) FCS_HTTPS_EXT.1 HTTPS selected #iRENz HTTPS

Web 75704, GoUICEEY - N\eDE TORIF F57490% HTTPS TEF17FvRILUETSLSIC
ST SR ENAIRETHD . DR EIF Web ULl hoBIEEDHNITAS, HTTPS (X [13](CHE-
LRETHS,

D347+ PC D Web I35 Dokt EREZ(35E., TOE D547+ PCRT TLS BIEOFRT
VI-aVEHEILL, HTTPS ®BIE%FIRT %, V517V PC hod TOE M Web UI [CH(T5E
BFRERLVITARTOVE— MEEICH LT, HTTPS BENERIND, F. BEEY—/\hoEEED
DTF—SEGERERT. EEATT-AZEE T NSEH T3, HTTPS BENERINS.

(B8:&E9 % TSFI]

Web UI 051525

Web UI O EEHERE

Web UI O J37iKEE - BED R RHEEE
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Web UI OFREBHRYDANbDXET—IEDH UigRE
NEREEEY—N
Web Ul O77—L177v7T— MkRE

(2) FCS_TLS_EXT.1 TLS selected #iREN7z TLS

TLS B{EELT [14]0 TLS1.2 EHiR—+F %,

TLS BIETEAT RS A — DA77V - —/\E D TLS XD 2av (LT YI-benB,

TOE (3 TLS ZFIAT S RIECHNTIE, TOE (IHEBEICIEUTOFMPY MY - N B, B

A& Web UL POEATRY /N, AFvUXEA-IEERICEDIA P FLTRD S,

TOE 395470 M oIRESNTEES A1 — bOFH LY IR— M 3B B EDZ 1 2:EIRT S, TOE

D R— b BEES A1 —MILL T CTHS.
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:E 3% TSFI]

Web UI D RI1525

TIUB—ES4 N

Web UI OEE#HE

BRAENRRIVDOAE v RE

Web UI Y37 ikEE - BEDR RHEHEE

Web UI OFBRYDANODXET—IERDH Lighe
NEREEEH— N

Web UI O77— L1779 77— MEEE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF I&{EEFv=RIL
TOE (3 TOE £EEEY—/\. Mail H—)\eDET. L TOZEBRETO NI ZETR—FFS, IS
0. IV RRI YV POBRIEBIET - IDRBERSHN DR ENRIISND,
EZ&EY—)\: TLS/HTTPS
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Mail #—/\: TLS

(B8:&9 % TSFI]
BAERIDAE v EE (Mail 9—)Y)
NEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(EEEA)
TOE GFEEEDUE— FPCHODETIERMVATI—AICH L, U TOEEEEETOrILEYR
— 9%, NICED. IV FRA Y FDBRIEBIET —ADRBERS WD ODRENMRIESNS,
Web UI: TLS/HTTPS

(BE:&E9 % TSFI]

Web UI 0z AIE25

Web UI OEEHEEE

Web UI O J374KEE - EED R RHLEE

Web UI OFRBHRYIANoDXET—HERDH UEEE
Web UI O77—LI177v7T— MEEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) &S1{E%E/\A(GEEEER)
TOE BIEEBEDUE—FPCHODETIEAMVATI—AICK L, LTOSEE&EE IO ML EY
R—FF B, TNICED TV FRAY FOFERNERIET - INDRBERS WD DDRENRIESND,

Web UI: TLS/HTTPS
TVUR— RS54 )1\ bOEIRI: TLS

(R8:&9 3 TSFI]

Web UI Oz 51525

TUI8—=FIAN

Web UI O UaFIKEE - BEDR RikAE

Web UI OFRINYIANODXET—FENH LiAE

1.1.8. PSTN 77DA-2y I—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77025 B
TOE (&, 77DAET L ReZH5 . ARBHERREN LT TPDAT-IDEZERAETIRHT S,
HiR—r37ORUT ITU-T G3 E—RFOHTHS.
T7DAAVRII—ATEZENHFINTVIDE. FIRFEDIFDIIUXEDH THD,
T—AET LBSREIFL T M ERD oD B BT —AEEIVY ME— IR (T Fa Vs TP AREED
B TOE [CRIEICPDEATBETERLY, F2, TOE (I, AR EEEFHEERNEBRY NI—DETT
—REZ(TETHEEELLRVEYD, AREBERRZENZEVCARERT —AEREBRYEI—D
EEITELBLY,

-84 -
Copyright®2023 by FUJIFILM Business Innovation Corp.



(BH:#E9 % TSFI]

KRB MR

1.1.9. N=FFARDDLEEZHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE [F. YATLEBEICINVITETHDN-FT1ADD L EEFEEBENEEIN TS,
OE—#EEE. TV MERE. 2AFv U EE. D7D AMEBEDR V3T R TRICHEN— RTAADEECETR
SNERREBEHNETHELEETBEETS,

XEDRFHEETHASNEXET 4. BRRYIALNOOENREZERERDE UIR1E. HIRREE
EICL-THIBREN ., 2D, TOE 3 L EEHEEERET S,

A TOE Tl VAT LEBENKRE UEBZFEREI_17IE R CHRERVIANDREEEXE
PERET)Y FXEEHIRTS On Demand Overwrite #EehMZ2 N3N, BIRSNEERX
EICBEETETAUUE. N—FT1ADD L EFHEMEEDREICE I LEFEENERIND,
N=FF1ADDLEFHEMEEE EEZRES 1 B(("0(FA)"(CLHLEEF)E. 3 E(0-1-ELEICE
B LEELRET) OBBIRNHES, £EL. BELHEENENESNTVSIGE . MELAITIE. E
=750, 1, ELED) FEEBLSNRETEEFRAEND T, N\—RT(AVEE LI LEEH
EFENHAZFAXET-IN—ERIEFS, TOE 2B —EEFIVILT HERTOMAFEH
XET-INGFETIHER. LEFEELEEETT.

(BH&E9 % TSFI]

BIRRSY

BRI OIE-HEE, TUV MERE. AXvUMRE. T7DAMEE. XEMDH UikaE
BAENRIDYITIRE - BEDR THAE

Web UI U7 IKEE - BEDR TikAE

Web UI OFRRYDANEDXET—REDH Ui#E

BAENRIDEEKEE

Web UI OEEHEE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

A EEAR

CcC JEVD3547)7(Common Criteria)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)

FIPS PUB K EDEFRFRLIEIZ D H ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP 7075370774 )L (Protection Profile)

SFP t¥1)T1#8ES $1(Security Function Policy)

SFR X1 T HEEE H(Security Functional Requirement)

SMTP BEFA—ILXETOIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y M(Security Target)

TOE FTifxf % (Target of Evaluation)

TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

S B

WET? TPAIV AT L BREATIN O ROBEEERUNGVLIITHETEIEETET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT SZHOESHED
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FAFISIM7V D Web I35 &N LT, TOE [CRTRIRIENTEZIVATI—ATH
®o

HERYIA BRINYDAEIIRHANEAF X EPIE-ER-XE. J7VAZIEXE% TOE AIC

REFETBHADE,
FERBETIEITHCEBRYDAIERMSNEXEL, AFvUXED, IE-ERBXE
MNCEHT, FIREZREICS ULEEDTEETHD,

TIHAR=FTUV b
(Private Charge
Print)

TV MEREICH VT, IR T -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—YURE[C—BEREL. BEESNZRAEMEERIVINIE TR 2 E THIRIZF A
3T AE.

FMAFHFXET—H

MFD DAL — JHECEREN L., FIANE T LI7ALBHIRENEH, ALY
HENICET—SEBEREL T IREOXET 4,

XET-R
(Document data)

— % FIFAE (U.NORMAL). SA h* MFD OIE—#48E. 7 MigE. AFvUBEE. 77
DAEE. XEDRFHAEEFI AT SMRIC. MFD REEEBT 22 THERIERES
T3 MU TXET-RERET D,

AFrUXE

AX v UEREIC LS T, BFHAANEMSNEXET . K TOE [FAF v X EE Mail
Y—=IINEELIEN . XEDRFEEDH U REICINH RN AICKRTF T S AEE R O,

AE-ZBREEEECSID EFHAANEBRINEXET -, A TOE FIE-BEXEEL.
XEORFERDH UREICLNH RNV D ACRTF T SAEEE D,

TrDAMEBEICLOTRIESN . KX TOE THONSEFHADXET -3 TH%. & TOE
Tl REFRORECED, RIELLTPIAT —HEHONUHERESNERYDAICRET
BENTES,

ZAEEERAINVI AL
LoR—

(Folder Selector
for Fax receive)

T7DAEHRICH T B RIERVIAEIEE T HHRE,

BHENY

WD, BN EDLOIBAEREITOINEVIER (FIZE, 1-T—184F. EEPERE
BRE)E. BEFEEHEINCT .

FAERE

HANFRELRAE(CEINE TOoN SR E], K TOE T, M EEERE, SA %A,

(User Role) — A AEBRINEZRIN TS,
HmEEERE M EEEN TOE 2R AT 3EICHELIERZRT , SFR ATl Key Operator

(Key Operator
role)

role EREIND,
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SA #%EI
(SA role)

SA N TOE &FIAT3RICLELERERT

—RFIRAERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT BRICHERBHERZRT

FIAEHAER
(User Identifier)

FIREEHRNTIHOER, 1-F-1ID,

WM EEE RS
#H

(Key Operator
identifier)

M EEEREEI DY TONEI—Y—ID, SFR AT(Z Key Operator Identifier
ERBIND,

WHEEE
(Key Operator)

MFD O EE® TOE tFiUT(HEEDREZITOEEE,

SA

WHEEEHDVIBRCHER SN SA BTPHVY MeER T HENTE, MFD O
EEP TOE X1 UTIHREEDREETOEES,

VATLERE Key Operator & SA D#F5,

(U.ADMIN)

s TOE D& HEEEEAT BHIIC. FIFAEDHEANFRILZ1T>C TOE OF| A (CHIREEN

(User (FB7=hDHERETH D,

Authentication) NEREREEA T avEA VA=V T BIEICEND  AAREREEEN R FREL D2 D0DE— FEYR
—;3%h. K TOE TIIARIAFRELE— RTENVMET B,

RIRERE

(Local TOE O1—Y—ER5E%Z MFD [C&E U 1— Y —1BHRzERALCGRIIEEEITOE—F,

Authentication)

%ﬁ[‘ﬂh Y]
(Remote
Authentication)

TOE U):L_‘ij- nl..nl—tz'%ﬁlznunl—tﬂ /\(Lﬁfibrl ‘U- 'lﬁ*&’&ﬁﬁﬁbtnunl—tmii’&
5:E_ Fo

N=FF4RAODLEZE
HE

(Overwrite Hard
Disk)

N—FFARDEE LICEHENEXET—IEBIRT BT, Z07—SEEIEHET—5
TLEETIMEERT,

ARL—YBES

REEED—HERTFIDIAN - VEESILTIHAEETT .

T AVIR— At RE

N—YREik B 55 (PDL) CHERSNIEIRI T — &MU, EVbIyTT—RICEHT 25

)
AEo

FAUR—X

TAVR—ABEREICED R—JFER EEE(PDL) CRERSNTZT—AZfEH L. Ev by T T
—BICEBTIE,

ZA—0)7HRE
(Auto Clear)

BAENSRIBLU Web UT hofilt @2 LB LVREET—EDRRINE@LIEE, BE)
HIICEREEN DT P SN BHEETH S

AANR—IVIZT
(Customer
Engineer)

MFD ORSF/IEBEITIIVIZT,
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WEE
(attacker)

WEBELL, TOE FRREFESNTVBEECTEBFREBLTPILATEETHD,
WBEICI, KBINLEFRETIHIN ., EDERERLTIIEATEIELEIND,

BIENRI
(Control Panel)

MFD OBEICHERINIY . FVT  BvFRRIVTAAT VA BRE SN/ R,

—RFIREIFATY

—RFAESRATEIVIM7 Vb,

|~
YATLEEE YATLEBENFATEIVIMT UL, YATLEEEX Web 50U MFD (C
DTV XUC, TOE BRET —HDHERPESHZEITI.

TIVUR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT—R%, MFD h'RIR AT e R — 5Lk 555 (PDL) TR
SNIEERIT—R(CE#T IV I IIITT, MAEDSA 7V TERAT S,

MFD h'EZReIBEBN— U E5E(PDL) CHEBRENET -4, HIRIT—4(X, TOE B

ENRIT—4 FAVR—ZTHEETEY bV T T—RICE#EN S,
JE—BEICENEEHAENET -5 BLUTUY MERECIDRIBE DT/ 7Y M ES
By rIyFT—4 NEMRIF—2%TFIVR— THEETERLET—4, Pyt ITF—aMBE AR TES
EMELTN— RFAADEBICKMENS.
g JE—#EET 1T HBDFEH AH DR REBZ X ELRE, BELEERT,

TOE BE7—%

ZNIE TSF F—H0—ETHY., TOE [CE-> TR EN2H TOE (CBAL THER ST —
ATHN. TOE DEX1)T(HREICEEES AR REIMEOHIRET — o

RCy

BEAERIND 256 EVEDT—H, AP —IRBEADXET - HORFHRI(C, COET
—SEFERALTESIEEITY,

2ykD—5

NEBRY FI—DERERY M) -DERETI—RMICERTIHEORE,

A NP

TOE 2 &2 I M CIIEENERLB L. RERY FI-DLUNDRY R —DEET,

RERRY D=5

TOE M SR ESNBEBDAERCHD., SHER Ry FI—-DD oD EF1)T1 DB BICK LTR
ESNTLR XY MI—DRAD, MFD & MFD A7DE 2N ER)E- FOSEBLGY—N
POIAPU PCRIDTFvRIVETRT .

AREBFEER TPIAELE . TPDAZEDT AN TNSEIREIER SN DM,

AR EBFEEIIRIE

PSTN

(public telephone

line)

ARERT—H TP ANAREREERNSEZEDT—H,

(fax data)

SFERE ITU-T #1&ED X.509 [CEESNTHD. AANFEHR(FIEHAMR. #Ala. &%), 2H
8. BVHR. JITIFUN DTRFrEREENTVSIER.

Data on TOE BET—ATHD. KRR CHIIBFAEDNRAT— FERERDR/NXFHOD

minimum user
password length

CE:

Key operator
Password

TOE RET—HTHY. HMEEREZIDTHD) AT — FIEH

SA Password

TOE BRET—ATHN. SA FBEED=HD) AT — FiETR
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U.Normal
Password

TOE EET—ATHN. —fEFIFAZE (U.NORMAL)ZZIEDTZHD/ N AT — FIFHR

Data on access
denial due to
authentication
failures

TOE RET—HTHI. FIAHE ID REERKRICERT RN A/ T DIFEHREK K
B 24 1E R

Data on Auditing

TOE BRET—HTHN, L\2, M, EQLIBERETDEVDERBIZIE, 21—
BAF. EEDBREERE)E. BIGHERT DA/ EDDIER.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#aE. AFvUHERE. T7DAMRES LUTY MiaE
EFIRATBMRIC, 1Y —REERMICTREA T AN AR/ BB LUK EDER,

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE ZBET—HTHD . KK SRIVDLDFREERF D) S AT — RfE
FABEDHE =/ EHNDIEER.

Data on Private
Charge Print

Data on Trusted
communications

TOE BRET—HTHN., TV bF—IZERICTIMR—+TUY MIBRSESNENRISE
DD TE H o

TOE BRET—ATHN. RExYrI—DEICHEETEIXET A, JVaJER. EEAVS
LU TOE B&ET—AEVTLRIET —HZRE Ta"éf'&)(d'lﬁ}?"é eI SERET

A I*:I)W)’ﬁx)]/ﬂx)]})ctl} E0)1H$E25CJ:UHIEEE = . Al nIEFH/H "I:—.TI“:/VZU l\\ /\Lﬁ
NAT—FIE$R

Data on TOE SRET—ATHN . DAI—I VIR EHIREREDE T/ ENDOIERE R
Customer NAD—FDIER,

Engineer

Operation

Restriction

Data on TOE SRET—HTHN. N—ETAADD EEEHEWEECRIR T 2HEED B/ EDD
Overwrite Hard ICE 8

Disk

Data on Storage  TOE ERET—3THD. AbL—IUREEILREC

Data Encryption

R 2 EEDH T/ EHDER,

Data on date and TOE :RET—HTHN. 31 LY —V/PYI—81 LR EERERERZNT—3TH?,
time
Data on Auto TOE FRET—HATHN. BIENSRIA— MUTPHBEDE N/ ENH LUV 7R DIEER.

Clear

HLU Web UI OF— MUPHEED B 2/ ENDIERE LUD) TR DIER

Data on Self Test

TOE BET—ATHN. B TAMEREDE R/ ENDER.

Data on Report
Print

TOE & BTHD, LiR— M D EEDRE IF .

RET—
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Data on
Firmware update

TOE BRET—ATHN., I7—LIIT77v7TT— MEREDR E HR.
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