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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)
AREICIE ST D AIEHZE AR T S,

FUJIFILM Revoria Press E1136 / E1125 /E1110/ E1100

"4 B models with Copy, Print, Scan, Overwrite Storage and PostScript
TFIUTA3=Hy (B PR, 7IVUN. 7 I7ERIT)

N—=33v: V 1.10

F17H: 20237 H 24 H

ERE ELTTMNLEIR M) R—YavE et

1.2. TOE £H& (TOE Reference)
AHITIZ TOE OFANEHZECHT S,

FUJIFILM Revoria Press E1136 / E1125 / E1110 / E1100
models with Copy, Print, Scan, Overwrite Storage and PostScript
TOE ®/)\—Y3v: | Controller ROM Ver. 21.21.2

TOE %&:

A TOE (. L FTOWTNHIDE R THD
Bk, . 770N, mrI7EmT
i SR N—=I3y
FUJIFILM Revoria Press Controller ROM Ver.
E1136 model with Copy, Print, Scan, Overwrite Storage | 21.21.2
and PostScript

FUJIFILM Revoria Press

E1125 model with Copy, Print, Scan, Overwrite Storage
and PostScript

FUJIFILM Revoria Press

E1110 model with Copy, Print, Scan, Overwrite Storage
and PostScript

FUJIFILM Revoria Press

E1100 model with Copy, Print, Scan, Overwrite Storage
and PostScript
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1.3.
1.3.1.

TOE #1% (TOE Overview)
TOE D#&ERI (TOE Type)

A TOE (&, HHERA-NILIVPxy k7—D (LAN) NS . E—#EE. A vUikae. TUV Mgge. X

ENRECMDL LEE, £9R— M3 MFD TH3.

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

- -

£ VAN v

)

RIS
\~_1__¢

% 5 — F54)1

1
—RRBEIFATIE ) :
—_————
Web 759

|

Mail -\

Za

BEY-N

¥
A

—RFIRE

— I A% ) A=l
Q VAT LERE \ 1 .
ZLES |
’jj’f)/_ - ~\\\ TOE
A -Web 7594 LAN ‘, FIRIAEE
VAT s o - _
EEE —we

7

A

YATL

EEE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774707 — UL T, S 8RRy MO —Oh o Bt SNIZBIRO—DIVIV7 2y D—D (LAN)A
BEMCNIIRIETREAINS,

— & FIAE(L. MFD DIZME)SRIVDP—RFIRED 172 b Web T30 RTIUA—RI1NENRL
T, MFD OFEEAEEEEF AT, T, YATLEEEE. MFD OZENRIPRIATLEEEDS
172 b0 Web F595 %N LT, MFD OB E#EEZFIFAT S,

MFD (&, FIAEOHIXECH L., JE—. AFvUEE. TV M B XEORFEIDLH L. BEDHE
BEEHT S, NOoDXENHS ., WAVERFIET 3728, MFD (3, FIREZHAIEEL T dHAE. 1EIR
([CETXETAPEEECKTZT7IEARIE. MFD RO L—JCREF - EFESNIHREFRDOX
ET-H0ESIE. LAN LOBET-I0RE., BEEICRELLtF1)TREHEE. MFD OFI A
fBlEE MFD RERCIRFT S — 7. ZDFIABREZ MFD AROEEY -/ \NEETF1UT(E
HBE. TSF £471— RE TSF T—RDOFEEMREE. TSF 71— F7yTTL— FROETI-FOELE
MREE AL —JICERSNRFEZERO L EESHEREERTS.

EREFEEGFERO LESHEMEERMATIICE, T LEEHEFINEBAL. AN -VDLEE
HERBEEEDILITILENDS,

A TOE 2R8I & M. SMEREREEA T Vav B A VA M=V T B ECED, FREEAREL T, KK
FREEESMEREREEEY IR— T BN, R TOE BRE CIIAR AN HEERT 2.

x)

-RYDAICIE SA, —MRFIAENMERTIEARYIAL M EBRENMERT 2 HEARYDANHEM,
R TOE TRAMAVATHERYDADFIAZEILLTIVS, LUFE, & ST ATERSNSIIRYIZ1ELD
FEERMEARYDAZET

-FIAZED, MFD (CEANBIBA R —IT NI AGR=ETINIFVVIARITIMAF) BT 510571
—AlFEM LN,

1.3.3. TOE LSDN—RII7HEREY T I 7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARRICHEVT TOE (& MFD THY, TEED TOE USNDN—FIIPHLVYT b ?PH
#ETS,

(1) —R&FAZBIFAPUH
N—=FOI7ERAD PC THS.
TVIRDF4T7 0 RELTRIAT 35HA (& MFD [CHULTXXET ATV MEKREITIEH. PCILIZT
UUR—FIANEA VAT IRENDHD,
MFD @ Web #—/\t8e2FIAT 315 &S, PCICAVAR—ILEN TS Web F50H 2 RT3,
(2) YATLEEBEDFATUL
N—=FOI7ERAD PC THS.
TOE [CXULT TOE BRET—ANSEWPEE, J7—LIIPDEFHEITIHIC, Web TSOTFHLE
E3%,
(3) Mail =N\
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AFPUXEEA-ITEET B3I, Mail Y-\ EERS, N\—FD17/0S [ZRAD PC Fzld
—)\THD. TLS 1.2 TRFESNZ SMTP O L EYR— 1T 3 Mail H—ERZA VA M-ILT B0
EhHd.

(4) BEEY-N
MFD TREUVCEEERENETEILH. BEEY-/\DPBEERGS, N\—FU17/0S ([LRAD PC F
l3H—)\THD. MFD (3 Syslog 7AFILERNT, TLS 1.2 (CHGLTWBEEY —NCEERY
DEEEITo

K TOE M@ TI&. EFEDN—FII7HLVYIIITIPELT, LTZHERT 3,

(1). Q)O—EFIREIFATY MV ATLEEEDF147 2 +D OS (& Windows 10 Z, Web 757
&L T Microsoft Edge #{# A7 %,

(3)® Mail #—=/3lF Cent OS 7.6 &. Postfix version 2.10.1 ##H7 3,

(4)DEEEY—)\IE. Cent OS 7.8 &. rsyslog 8.24.0 THEEINEEEY—N&ERTS,
(VEBWT ERATETIVA— M NRIELIMIIVLE IR A/ ) R—2avat MR T35 SEERD
UTRAN-%EAT3,

“Print Driver plug-in module for Adobe PostScript Version 7.0.4 (Build 5 :
1033.0)"
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFIAE®RE. TOE OimERIEE . SLUYIERMERICDOVVTEERT S,

1.4.1. TOE BBEDFAE®El (User Assumptions)

A STT.TOEICXMULTEEITSFIAER

&z Table 1 [CEE1£ T B,

Table 1 FIR&ERE

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE

BOoFRAE

(TOE M=% T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE

X
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A 22 1) 1 B

Mail 5—)\
BEEy-—N

1.4.2.1.

— R RE
VATLEERE

—EFRE

D747V
TUVR—=FIMN
-Web 750

VAT LEBE
D347V
-Web 759

TOE
BRI ERE WAOVIS
75 A% yEI,
T—HEES1E JE—
E—-&1E
XENRTEE
=1E%ELERH WO L
A=Y LEE =iSiEEE
tX1UT1ER
¥ T EE
A=Y
il FR % X & s TOE
HXE F—4 oy BE
F—4 F—5 F—4

2 TOE DmI2aIE Ak

-6 -

TOE HE#t 95 E A#aE (Basic Functions)

(1) FUub: —BABEIFA7ZVIDTIVA—RANDOEONZBEFXEEZ(TIS, . B1E
BRI HDIERICHEL, ZHEZBEFXENTILE1— BLUN-FIE-HBAAEHRLT S,

(2) AFvy: BENSRIDLOIETRICHELD AFvF—LEON-FIE-XBZHHAH . EFHAA
TS, AFAvIUEXERTVE1-RTRTHENTES,
A TOE Tld, AFvUHEEICINEMSNEEFXEICH L. Mail -/ INE3HaE, XEDK
FFERNH U BEICEDRYDAICIRTF T S REN EET B,

c BAENRRIVDODIERICRED, AFvF—EON-FIE-XEEERT S,

(4) JE—FHE (Store File) -4 \RIMHOIETRICHL, AFvF—EON—-FIE-XEEHHA
#. BFHAANERT S, RRNLEFXER. XEDRFEIMDH UREEICED, RvDAICER

Copyright®2023 by FUJIFILM Business Innovation Corp.




Fns,
(JE-BHEHEER, 2F v —LON-FIE-XEEEFHANEHTHEVVIRICHNT, HCD
PP TEZRINL" AXv Ui EFMOHAETHD, )

(5) XEMRFEMOHL: EFXEERVIACKREL. BENRIDLODIETR., FE—MFIAE
D347 D Web T30 D oDERICETE, RESNLEFXECHLT, UTOLIG#EE

AIRECT DIEAETHD.

A TOE Tl RYIACRFSNBIBFXERF . AFvUBBEICI TAFvVSNEEFXE. IE
—BHECIH AT VSNEBFXEOVITNHTHS,
TUE2— BENRIDLDIETRICED RYDACRFSNZEBEFXEETILEI-KRTT S,
BRI R AESRIUDDDIERICED, VD ACRFENZBEFXEET IV T B,
BOHL: —&FAEDS17 D Web T30 oDERICED, —RFIAEDSM17Y b
DHY ., AE-BREICI O TAF vV SNEEFXER—MRFIAED 172 b Web T35 D HEL
DH UIEEEFE R TERL,
W& IE-FBRBICIOTATYYSNEEFXECRD, BENRIVDDDOIERICED. RYDAICR
FNLEFXEOESHIEA . RA-JRA/HIFR. BREET,
HIBR: BENRIV —BFAEDIAT7Y D Web T30 hbDIERICED REFSNZEFX
ExHIRT 3,

1.4.2.2. TOE W@t 9% +1UT1#8E (Security Functions)
1.4.2.1 OEKEAEEXIET B, TOE 3, L TOEF1) 7145512 IT 3,

(1) =3AIEEa
FIFAZE OB EEEE . R UHERST 513, MFD OteEN, EEE (LI THER T SSNIZFIREDHIC
POEATRECHBEEIRIET B, FIREBEDHAERELR . PO AR HEEEERBIDRIMELTE
FASN, tF1)TEESERE MFD O AZHEOF AEICEEMNTS LTOXZEICHIES. #
REFBELEE . MFD [CL2TEITSNS,
TOE (F38AIEBEES BthIC, #BE SRV, RIREDSM7 +D Web T304, TIUE— RS540 3
EENHD. ID &SRV FDOANERL, NAT— FAHERT/ AT - RERTHICRLXFERTT
74— RINVDDHEREE . FREERITRY iU CRRRE R LIS & | SR ITE R (TF (T < 51k A
ERA TS, Fz. &/NIAD- FRERTET HHAEE. OV VR (IC—ERMEIRMEOEIMESICEE
BICRTA V&7 T 2 HMAEERA TS,
AN TOE BRI & M. S EREREEA T Yav &B AV A R—ILT B eI, BBEEAKEL T, K
(RFREEESMVEREREE ZHIR— T B h. K TOE BRE CRAKZRILDH 2ERT 3,

(2) 7O
TOLAHEIE XEPXENEICEET ER. tXa1UTBET a0’ BUIB 7O AMERER
DHAEDHICTILARRETHH_EERILT B,

(3) TAEESE
THESEE. TOE AMICRFT ST APEET -HCHULT RBENFIERGS VETI—2ANDb
7’312756%&“:“:’&1%?&3'50
- RYY—(CED, TR SN R - AT RER THER AN —IT ) A A LOXERUVHEDY
AT LIRHRERELLD. COLB TN AN MFD BofRESNENTBIHEIC, COLIBT—ERE
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1.4.3

FRILHICEASNS,
- TRESEDFRMER . BRICEESNEES 7TV LOFERICINREESNS.
- ARL—Y0RES R, MEREESRFLE TISHARORECRT IEReVERRICAE RSN . Hit
R T REBTREREMEA - JAICHESIELTREFSNS . THHAROREICRIETRET ST
ET, B0 SRIIHEESN, FILBESRIERING, T, BIEOE SR, ERATUICEK
FSN. TOE OERMICINEEINS,

(4) &IEHEAE
RERY I =D EICHFEETINET . VaTEHR. EERTHLU TOE RET—HELVILEIET -
A% TLS 1.2 JARIUCEOTRET B,
— ARG RE S L@ {E O ML (TLS/HTTPS, TLS)ICRIGT %,

(5) t¥a1)rEH
YATLEBEELTHENBLUREESN R AZEOH D ARERINEERE VAT LEBEDSF(T U b
D Web F599 5, TOE OtF1UT/HRECAAT 3R ENS BB LUERERIREICT S,

(6) E¥a1UT1EEE
W2, EED, EDIIBEREIT MLV ER(BIZLE, 1-Y— 12 BELEBREELE)R. BEE
OJELTERY ) INEESNREINS BEOTEERE TLS 1.2 FOPIUCL THESIESN
%
Fz. BEEOTUIE TOE RARCL BRI HENTIRET, YATLEE BV GHAIZREISNZFIAED
BT LEBEDSATV D Web T30 Dot A 00— FFHenTES, TOE RERICRAES
NZEEOTNERICE LGS FILLVEEDTRIREHVERRJCELEESN. BEEDTDELXE
BriE T 24 aEERA TLVS,

(7) &IE8EER
MFD AQT77—LOI7D7y7T— M3 Py7T— bOBRARICYI MII7DEE M ZREET B72h(CHR
FESN B, Fc MFD (3. EDERN R Al Re G fEF (CLD P BTSNV CEEREET 37eh. BET
ANERITT S,

(8) APL—YDEEEHEE
AE—. UV BLUFAF v U FOBHEEDENER . REIA N — VICBESNEFIRFHOXET 4
DEEZEEHEETI,

. TOE 0¥ Er&EE (Physical Boundary of the TOE)

TOE O¥EHBIHRRIZ. MFD HE 2K THS, T1ZIvFEDNTLF1UTACEEBERDZ T Ay v RF
VlE. TOE [C&E &3, Table 2 i Table 4 [C TOE Z#8p 9 ¥V R—2 Y MEFEH T 3,

Table 2 TOE Z# k¥ 9 ¥IRHIVR—2RY F(MFD A{K)

M ¥ N=33y = BLfT A&
FR>K.® | FUJIFILM Revoria Press | Controller ROM | NMFTUBERKDT7—L | W#Z(FEL
®.77Y | E1136 model with Copy, | Ver. 21.21.2 D17 EHHANEN—

H.@7Y | Print, Scan, Overwrite Foz”
7 Storage and PostScript
FrK. ® | FUJIFILM Revoria Press | Controller ROM | N FTUBERDT7—L | B#Z(FEL

-8 -
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®.77Y | E1125 model with Copy, | Ver. 21.21.2 D17 EHHANTEN—
A.E7Y | Print, Scan, Overwrite Foz”
7 Storage and PostScript
FrK.® | FUJIFILM Revoria Press | Controller ROM | NMFTURKD77—L | B#=Z(FEL
.77 | E1110 model with Copy, | Ver. 21.21.2 D17 ERAANTEN—
H.E7Y | Print, Scan, Overwrite Rz7?
7 Storage and PostScript
Frk.® | FUJIFILM Revoria Press | Controller ROM | NMFTURKD77—L | R#=Z(FEL
®.77Y | E1100 model with Copy, | Ver. 21.21.2 D17 EHHANTEN—
A.E7Y | Print, Scan, Overwrite Foz”
7 Storage and PostScript
A TOE OH4H VAL, Table 3 (TR,
Table 3 TOE #1332 MBIV R—R Y MEEBRAIHVAR)

REES i Boft A RE VL NoYafE
GM1422E5- | PDF J271JL | Web B2+ | Revoria Press c37fab85b4f34af78
3 Edition 1 E1136/E1125/E1110/E1100 | 8909f6a7e99c42ad

Reference Guide 15500a557019bc9
Main Unit b3119234f0164b4
1
GM1424E5- | PDF 771J)L | Web E&f+ | Reference Guide 5b16164de5c4dafe
3 Edition 1 Operations 99¢c1c95d49a8489
Revoria Press E1136 168e5b1cd08666d
Revoria Press E1125 6e59b330da0bdf40
Revoria Press E1110 da
Revoria Press E1100
FD1108E5-3 | #Ki{K I 2(3E | Revoria Press E1136 —
Edition 1 L Revoria Press E1125
Revoria Press E1110
Revoria Press E1100
User’s Manual
GM1542E5- | PDF J71Jl | Web B2+ | Revoria Press E1136 / 4b2610be97525cb
1_20230721 E1125/E1110/ E1100 6979b69e7398001
(Edition 1) Security Function 94c9dd24c43ee73
Supplementary Guide 836e8c0e4630be5f
175

-9 -
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2. 1.

2.2.

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHELTLVD,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel Thd, TNz, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A& BHREHICOVWTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE%. Table 6 (CEEihT 5,
Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

K TOE HlESF LB N0 VRO X1 T4 8t Table 7 (CEEiR T %,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally
mandatory)

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.IMAGE_OVERWRIT
E

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image

(optional) data from its Field-Replaceable Nonvolatile Storage
Devices.
3.3. HMREMH (Assumptions)

A TOE OEhE. ER. BLUFIRICET daTiRS 4%, Table 8 (SR T B,
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Table 8 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. EF1UT4xEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1) T x5k A 8% Table 9 (CEET B,

Table 9 EREEOCF1UT I E L

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE
CTION

The Operational Environment shall provide network
security to protect the TOE from direct, public access
to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that
Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.

- 14 -

Copyright®2023 by FUJIFILM Business Innovation Corp.




5. 1.

9. 1.

YRsRIVIR—2V bEZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more

- 18 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 20 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_ 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS _RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256

- 21 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:

Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [selection: "/, "@”,
“#N$ ", N &, K NN ") [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
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Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
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symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.
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This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is

authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

- 27 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR O# R Z, ReFaUT43—-TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIH—=F4A2ER—I FEEKICEKORD BN F15)y0& 72 5~ 71> E#1E . HCD-PP TFERMEN
Tz SFR O& 53 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOERE . KeF1)T48-TYMIBWGERSN  hD/FIFTERSNTE SFR ADTFAMETR
RS

(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLBED, SHICEMRTHAE(al). (a2)DEIICLTLVS,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assighment: no other relevant information].

Table 10 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES _256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing

access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . View image . Delete
Submit a Modify
. or Release stored
Operation: document to . stored
. printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 4)
U.ADMIN (note 3) (note 5) (note 3)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 12 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . L L.
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | Denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L receive receive .
receive job . receive
status/log | job .
job
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied

ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy or retrieval Job.

Note 3: Key Operator can operate the Document of all users, while SA can operate
the Document of his/her own only.

Note 4: Job owner can modify the stored copy Document of his/her own only. On
the other hand, scan Document cannot be modified by anyone even if its owner.
Note 5: Key Operator can modify the stored copy Document of all users, while SA
can modify the stored copy Document of his/her own only. On the other hand,
scan Document cannot be modified by anyone even if Key Operator or SA.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user

intervention.
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FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].
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FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”

7 W 7N

“(“/ n //, [assignment: ” (Space),,, “/I/I, "I//, “+ f o

n w 7 “/// W, 7 WwW,7@7 ||< 7 o Nn_ w7 > 77 N ?// “/'“ ||¥// n 7//
L LI 2 V4 LI 4 L 7 L ——i L LA 2 L L L

" //, nw?e II, \l{“, |\| //, “}Il, “N/I]];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.
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FIA_UID.1

Hierarchical to:

Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:

Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:

Dependencies:

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
none].

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions
Function Operation
User Authentication enable, disable
Auditing enable, disable,

modify the behavior

Trusted communications

enable, disable,

modify the behavior

Storage Data Encryption

enable, disable

Overwrite Storage

enable, disable,

modify the behavior

Firmware update

enable, disable

Self Test

enable, disable

FMT_MSA.1

Hierarchical to:
Dependencies:

FMT_MSA.1.1

Management of security attributes
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (Key Operator modify Key Operator
case)
User identifier (General case) modify, U.ADMIN
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delete, creation

User Role (Key Operator case) query

Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 15.
Table 15 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modify U.ADMIN, the
owning
U.NORMAL.
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TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Private Charge Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].

Table 16 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
creation
Data on User Authentication query, modify
Key operator identifier modify
Key operator Password modify
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Data on use of password entered from | query, modify
MFD control panel in user

authentication

Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption query, modify

Data on Overwrite Storage query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password guery, modify

length

Data on Autoclear guery, modify

Data on Firmware update query, modify

Data on Report Print query, modify

Controller ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.
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FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
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FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
- 55 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 17 [CEF1UT1RETEHZRRIRT S,

Table 17 t¥aUT1{RIEEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
. ASE_INT.1 ST introduction
Security Target - ——
i ASE_OBJ.1 Security objectives for
Evaluation .
the operational
environment
ASE_REQ.1 Stated security
requirements
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Assurance Class Assurance Assurance Components
Components Description
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIVTARIEEHZERT BRI R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE [CHEITPERRROLF1UTDERSN TSN, 12 TOE B H Off

BICREI TV EEZRSNTBETHS,

6.4. tF1UT 1 EHBI (Security Requirement Rationale)

6.4.1.

IREFMEDREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERBRNE
IEENBCTEHREN G MRHLE ., Table 18 (CRET 3.

Table 18 t¥1UT(HAEEHIVR—RY OIS

BEEEHIVR—2RU b

EEEORBEEHIVR—F Vb

BEUBSLUEHRRFF PP THESNTWSEH | & ST HimiT&kFHE IR
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIAEHAFERORBEST | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
Yiak : SV ERBE & R B AR FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BE&ELE1-

FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
[REEELEI—
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BREZEHIVR—2RV b

REEOBBEZEHIVR—R U

BEHBSLUEHETH PP THESNTWSEH | & ST G TkEF M TR
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 oK
RESNTZEEFLIME A
FAU_STG.4 FAU_STG.1 FAU_STG.1 oK
BEETHEXDBALE
FCS_CKM.1(a) [FCS_COP.1(b) #(& | FCS_COP.1(b2) oK
EEGAE (M) | FCS_COP.1(i)] FCS_CKM_EXT.4

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) %%l | FCS_COP.1(a) oK
52 iR A R (R FAEEAR) FCS_COP.1(d) #%l¢ |FCS_COP.1(d)
FCS_COP.1(e) #k(@ | FCS_COP.1(f)
FCS_COP.1(f) #kl# |FCS_COP.1(g)
FCS_COP.1(g) #il¢ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
s 2R #7213 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) %= |FCS_CKM.1(a) oK
YhIE RS SRMEOWME  |[@ FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK

SRR RIE S 1k
'=)

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FCS_COP.1(b1)
S IRIE(BRERREL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

3L

I7— LI DERIRELE
TERASNSARRERAY
(&, TOE SATRUA—1
YER L. TOE RICTBZ
RERTRBLZH,
FCS_CKM.1(a).
FCS_CKM_EXT.4 [C
IKFLIELY,

FCS_COP.1(b2)
EERIE(BRERREL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

OK

FCS_COP.1(c1)
ESEE(\Ya7INTIX
L)

3L

FCS_COP.1(c2)
ESEE( w27 dUX
L)

3L
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BREZEHIVR—2RV b

REEOBBEEHIIR—K D+

BEHBIUEHETH PP THESNTWSEH | & ST G TkEF M TR
FCS_COP.1(d) CS_CKM.1(b) CS_CKM.1(b) oK
g1 (AES F—4B5E2 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it/ ES)
FCS_COP.1(f) CS_CKM.1(b) CS_CKM.1(b) oK
B4k (RIS 2 1L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) CS_CKM.1(b) oK
B 2R (BRI \wYaivt | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—YEREE)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
Yiok FERESNSE HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #fi¢ | FCS_COP.1(f) oK
YRER BRF IV FCS_SMC_EXT.1 %k
(%
FCS_COP.1(i) kI3
FCS_KDF_EXT.1
kU FI&
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
ViR BE SR E (BELEEY b E
)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER BIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
PRSI AL L
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
tF1UF B LB PIER | FMT_MSA.3 FMT_MSA.3
kil
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Yisk: TAAD EDT—RRE
FDP_RIP.1(a) L -
BIy M EFIRRRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
AL R B BFDER DKL
FIA_ATD.1 L -

FIRERMEES
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BREZEHIVR—2RV b

REEOBBEEHIIR—K D+

BEUBIURHBHF PP THEShTVSEM | £ ST IFELTIREME FERME

FIA_PMG_EXT.1 3L -

/0 SUAWAPR - &

FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK

REEDAIIVY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK

REESNTZT1—FN\vD

FIA_UID.1 3L -

#Hrlns13vY

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK

FAFE-YTVIOMNES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 OK

THITAHEEEDSDFVDE | FMT_SMR.1 FMT_SMR.1

H

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK

¥ T RN EE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 3L XET-ADFREEH

FEEMEHE FMT_SMR.1 REEDT 74 Mig®
EEIBH L TERBIE
H. FMT_MSA.1 [Zi&
FLBW L. FEE
HAFEDT I4)L ME
EE R RLREILE
FELBLVEH.
FMT_SMR.1 [C{&#FL
(AN

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK

TSF T-30EE FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 3L -

EEEEEORE

FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK

X1 T1RE

FPT_KYP_EXT.1 3L -

ik B R UMM ORE

FPT_SKP_EXT.1 3L -

YR3R:TSF T—A0D{RE

FPT_STM.1 3L -

=SB LAY T

FPT_TST_EXT.1 3L -
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BEEEHIVR—2RVF KEEOBEZESHIVR—V
BERbIUEHET PP THRESNTVIEH | X ST @i T &kt B

3R TSF FAb
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) OK
ek - SEBE7YIT—F FCS_COP.1(c) FCS_COP.1(c1)
FTA_SSL.3 BL -
TSF EECLBET
FTP_ITC.1 [FCS_IPSEC_EXT.1, |FCS_TLS_EXT.1 OK
TSF MiEEBT vl FrlE FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

=l S

FCS_SSH_EXT.1.

E Sl S

FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
SEENA(EEER) FrE FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

E Sl S

FCS_SSH_EXT.1.

£l S

FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
SEENAGEEEER) FrE FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

FiE

FCS_SSH_EXT.1.

FiE

FCS_HTTPS_EXT.1]

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHZERT 3RS R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITHERRIROLF1UTDERSN TS, 12 TOE B H Off
EICRE TV EERINTNBETHS. PP DHLBZETAICHIRIEPITAETAIEF 1) TAREE
EHEERT SHNBREGHAFEICOVTOREEDOH M4V AR BT ILEHICERSN TS,

- 61 -

Copyright®2023 by FUJIFILM Business Innovation Corp.




1.1.

TOE E#{t+#k (TOE Summary Specification)
AB T, TOE MBHT 3 0F 1T (BB MOV TRA TS,
¥ a1UT1#8E (Security Functions)

Table 19 [CTOE t¥1 e X 1) T HBEEEH ORI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 19 TOE t¥al)T1#aet X1 T4 BEE H DXt IS B &R

1) TH5E

B
H

3=
s A

RE13 EF
s
REE

=]
=

f
f

VAR Xl
t¥a1ly 714 BHE
AbL—Y0LEEFHEE

28 Al

=
=]
T

=
=1

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)

NN NN AR =R

FCS_COP.1(c2)

FCS_COP.1(d)

NANENANENENENENENENEN

FCS_COP.1(f)
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1) TH5E

SFRs

s A

A

EEDEPE

AbL=Y0DLEEEHEE

VAR Xl
t¥a1ly 714 BHE
SE)

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

YR ENEN RN RN RN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN ENENENEN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

\

FPT_STM.1

FPT_TST_EXT.1

- 63 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



1) TH5E

#
U
Kl E i
pi i .
~ & ~ il 2 S
Ih ¥ Ik L op | Wz N
i D r( D 'Il;bl .EE [’Eg |
i 1o ¥ Ao & -
B | & | o | x| W | L
SFRs ®o N o PE | ik | fE ~<
FPT_TUD_EXT.1 d
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a)
FTP_TRP.1(b) v
1.1.1. #AIEE

R FREERERE(R . BFRI SN EDFIAEBZFIC MFD OREZE AT SR ZHIZEBTWIC, #B1E
NIV, FIREDFAPY MO Web UI(*), FUVE— R34 1\Ho1——ID £E1—-H¥—-)\A0—-Fe A BT
BCHRIRRL T HAETHS.

MFD [CEHSN TS FIREFHREEAL T, #ARLEZ1TI.

(*):FAEDFM47V+ PCD Web T35 &MUz MFD O —/\#aE. R L. TMU8—RyF—E
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(4) FIA_UAU.1 Timing of authentication FBEEDRA13IVY.
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FRRE(FIA_UAU.1)&3 R (FIA_UID.1)[FEIRFICEITSN. 3R - REEDM AN LI DA ¢
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(5) FIA_UAU.7 Protected authentication feedback {RESNFRIEI1—F/\wD
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(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROEER(T)

TOE (&, Y37 D T PFIRE QBRI ZREEDRK . AR SNFIRE(CL EEMEEOF AL
¢, Table 20 (CRIEEXMRDFRIOVNT, HEOTEERHRT D, FLBEET SR FRH
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hEesksns]
Scan

Mailbox [Storage and
Retrieval Job #%& 7]
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Device Settings/ Add User
Device Settings/ Delete
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Device Config/ Software
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EEENOJIE., Syslog 7JOPIVERNWCEEY—)INEEENS, 2IEDDEENTDRER. 7.1.7
(3) FTP_ITC.1 [CEEihENn 3, X ESNBEED (L. TOE NERICERFSINDEEOI THIEH.
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(BH:#E9 % TSFI]
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BE(VATLEEENDH)

b) Web UI THlfHlcndHkaE
HWHAREORTR, Va7 KE - BEORTHEE. RyIDAN6DXET—FEUH UEE. TOE 527
TADSR/REMEE(VATLEEEDSH) . 77— L0177y T — MERE (VAT LEEED
)

c) FRABIIMTUEDTI A=A NeERTH1EEE
FABEBFREDIA 7Y DT IVEI— FIAN TR EEERTE LIRRETTUY METRET BL.
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(1) FPT_TST_EXT.1 TSF testing TSF FAF
TSF (& Controller ROM 77— LVI7ICENFERENTHSD. COT7—LIIT7DTEL TR TH L
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TOE (3 TLS H—/)\GEBAZE(CRIAT2IEMHEEL T, [2]ICEEEHDFEMBIRE. L LA, [4]I
S2EHM RSA #BEAWS, CNHDIER TR Web Ul hboD1—H—18 R TEREIND, FEABHIR
BOEMAET [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZHE5, RSA #(3 [4]6.3.1.3 #iD
ERAECHL, ZORTEODNDIRHIE [2]0 B.3.3 ([CENEMSNS, FEABRELT
[2]Appendix.D [Z32#D P-256. P-384. P-521 %, RSA ##E£LT 2048bit. 3072bit &4
iR— kL. Web UL hodl—H—H 0NN —2FEELTERKIETRT D, T, REUREOEL AR
([CIX(14)(CEEE D AES-256 CTR DRBG ZzH L%,

ERROBRERICHNT, TOE HFADILRPRABORERGL,

(B8:&9 % TSFI]
Web UI O 5HIE2E
TIVB— RS54
Web UI O EEEERE
BAENSRILD AT U EE
Web UI Y37 iKEE - BEDFR RHEEE
Web UI Oy 206D XET—ERDH UHkEE
Web UI O77—LI177v7T— MERE
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¥ &hlZ, FAU_GEN.1, FAU_GEN.2 OBSE TSFI $ &%,
(BEEATNERSNSE. TLS BIETEEY -/ \NEET RN, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B55 4
(R EEF)

TOE FAM— VR BRRUSEBEEENTYIaVRELT. FEOEY MINELEERAVS, BiX
BIICIZ. AL— YRS 8 (DEK: Data Encryption Key)® 256 £+, DEK 2551937260
fErE 58 (KEK: Key Encryption Key)® 256 Evhk, TLS ©yYav#OIAA—ELTRIVI—
VAV TRELVERBESARKICIGUT 128-256 EV M EENFNERKT D, ELEIL(14)(CEEED AES-
256 CTR DRBG T4 RT3, 5. 0 DRBG HIEUHENZ DI, (12)ICR#LERTF (V%
AR, R, TLS BIEtyiaVv MRS THd.

(B8:&9 % TSFI]

Web UI Oz 5I525

TIVR—=FAN

Web UI OEEHEE

BERNIY

BAESRIVDAF v UHERE

Web UI O Ua7IKEE - BEDR RikAE

Web UI DRy AN oD X ET—FERNH LikEE

Web UI ®77—LOI77v7T— MéRE

¥ &nlZ, FAU_GEN.1, FAU_GEN.2 OBS#E TSFI £ &%,
(BEEOTNERSNSE. TLS BIETEEY -/ \NEET BN, )

(3) FCS_CKM.4 Cryptographic key destruction R5S#HZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction ES##HOKE
TOE 3 FEXREFESNIBERVBEMHERE(CH LB A THETS(X). TOE [CEXREIND#
RUBHMHEEOWERZE Table 22 (TR, £, ChoD8E R U HHIRE S NEBOEITHFIC
RAM EDOD7—DAEINBENIE—SNTHIAENSA. RAM LOT—4(3 TOE OERETEELICAE
ENHEIBREND,

() AL—URES#(E NVRAM1 R U HDD [CRFFSNSA, (10)ICEEBDBIRES LN B,
AEHORMENET D, Tz, (1)ICEREHD TLS —/\GEAZ (TR AT SRR, (15)DANZ
ALICED NVRAML EICEESIELTREFSNSTZH . REHORRINET B, I7—LII7ERIRIL
(CARVSARBIL. MER. TMR-MESH. BSVUT L EF 1715300 FNICE Y

LBLVEHAZHDOH RN THE.

(BH:&9 % TSFI]
BRI OEEEE
BIRRAY
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Table 22 FXREINIRRUBRHMOWETE

g REFLE WEAACHEER

iR NVRAM2 | BENXIOEBEFEAZ1-MHTIHHRROEE
(KEK:Key [CRTIERZLEE. 7—8%(14)C5EE D DRBG T
Encryption Key) ERUEELBT1E EEETS,

T HERORECRY CLET(AI LOLTOF
—BEMESBLEEKL. T IWER IS
W —F1 VA BRI S RCES T ILENY
Leth, DEK R U KEK R FRE(H 3.,

TLS tyvavi RAM TOE OEFEM CHET S,
TLS EC Diffie- | (1B%)
Hellman #Z & TOE FERMOFRFERTEHEZE TLS vy avERL

37128, TLS £y YaviE R U TLS EC Diffie
Hellman MZERIFREICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
EEIRME(RI MBS 8’S)
TOE (& TLS Oxt#r#Erg&/E=5LT [5](CEEEHD CBC E— FR U [6]ICFEEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(B8:&E9 % TSFI]

Web UI Dz 51525

TIVB—FES4)N

Web Ul DEE#HE

BENRRID AT U EE

Web UI Y37 iKEE - BEDR RHEEE

Web UI Oy 260X ET—FERDH LA

Web Ul O77— L0177y 7T — MékE

X EnlC, FAU_GEN.1, FAU_GEN.2 OR:E TSFI £ &8,
(BEEOTHEREINDE, TLS BIETEEY—)INEIETIEN, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) EERE(EBR%ERHREL)
TOE (77— L0177y77— FOEIEMRRIECH T, [2]ICEEED RSA TIURIINELTHR— T
%, BRI 2048bit Thd, BRIA—IYME [2]5.5(F)ICEEHD RSASSA-PKCS1-v1.5(C
€5,

(BiEY % TSFI]
Web UL O77—LO177v7 75— MiEE
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(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESRE(ZBRERIREL)

TOE (& TLS OEFFEEE. KU EFERER/REECH VT, [2]ICEEH D RSA TIINERZ R
UHEFEERT U B R ICRIE LB R E R R HREEZ1T). 6. RSA B & (& 2048bit Fz(
3072bit. NIST t5Meh#R(Z P256. P384, P521 #HiR— 9%, RSA FTURIIERDER T4—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. f5AMRT VI B L NDE S
A R/HAREER [2]6.4 (C6E5, Chbld TLS BERICEBERFEOXTII-Yav, EFELLE
BEFICE1-Y—DIEECLD. ENENFEATIE R ARNRFES,

(BH:&E9 % TSFI]

Web UI OEE#HE

BAERINDAF v B RE

XEhlZ, FAU_GEN.1, FAU_GEN.2 OREE TSFIL &,

(BEEATDERSNGE. TLS BIETEEY—)INEE TN, )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) SE\YYa7
IVTUZL)
TOE (. 77— L0177y 77— FOEEMREEBEDI7— LIIT7 7Y I T— M A—IT—AD)N\ Y15t
HI(Z SHA256 ZFIAT 5, 0 SHA256 )\WI1{EEELED RSA EEHERELLETIETE
BRI ERITTD, 85 \Wwoa7ITUZXLIE [8]ICEMT S,

(BiEY % TSFI]
Web UL O77—LD177y7 7 — MkRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) SEEN\YY2T
WAV L)

TOE (F(11)ICEEED TLS [CHFHRFEAvE—IFBREA KD\ D1FTEIC
SHA1/SHA256/SHA384 &HiR— 3. @IECFERATS/\WYa7) IV LIIHEFLREOXTVI
—DaAVICEOTRET B, Fo. TOE FEFERER/BRELD/ W15t EIC
SHA256/SHA384/SHA512 &#HiR— L. BRERBEOI-—Y -0 EICLDERTS/\va17
WIVXLHRET B,
TLS [EBF5 8 EAE—IFRRA XD\ V1M BEEFERER/IRED)\Y Y15t BIFIHIIL
THENERICHEABENEDIIENTES, b, \woa7)VTUXLIE [8]ICEMT B,

(BE:&E9 % TSFI]
Web UI Dz AIERE
TIVR— RN
Web UI DEEH#HE
BENRIDOAF v UHEE
Web UI ®YJa7ikRE - BEOR R~HEEE
Web UI ORyDAN6NXET—SEDH LiEEE
Web UI O77—LI177v7T— MEE
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X &hlc, FAU_GEN.1, FAU_GEN.2 OB:&E TSFI £ &8,
(BEEOTHERINSE, TLS BIETEEY—)\NEETHH, )
Hx‘.:

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
Sig1E (AES T-AIES1L1&S)
TOE BARL—VBRBEEDIESARELT, [9]lCEBEINE AES. RU. JOVIRESE—RELT
[10]ICEE & &Nz CBC #HR— 193, BRI 256 EVFTHD. IV IEA—-IDEHAFEBE
DEK #xICEH T3,

(BE:&E9 % TSFI]

TUVR—=RS1 N

BENRILOIE—HEE, JE-ETEEEE. TUV MEBE. AFvUBEE. AF v Uy AR TFHRE. XE
B0 Uiae

BENRILDIITIRE - BEOR TR

Web UI QRN ET—SERDH LHEEE

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) IS &{F (BES
1)
TOE [#(12)[CR&HDEN. A ML — U EL#EAED DEK(256bit)%E [9][CE#EEN: AES Azt
THEE1ET %, K& 256bit THN. JOVIREESE—FIE [10]ICEE&H SN CBC ZHR—FT3,
BEL 256 EYNTHD, IV [2(14)ICEHD AES-256 CTR DRBG h'Hi8EEL M THD.
(12)IC5EE D@D AL —URES{b#4EED DEK(256bit) 2551t T2DId. AL —UES#FT
A3 TOE OFEIREEIRF CHD .

(RH&E9 % TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) EESE/E(ERT)\vYa1AvE—JFREE)
TOE (3 TLS [CHF2 BT EAVE— IR ARELTUTEYR— T3,
& (bit):160. 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Ivt—IH4J1AMR(bit): 160, 256, 384
N7V TUZALIE [11], B ENY DAV E— IR 7TV L(HMAC)IE [12]IC#ERT B,

(B8&E T3 TSFI]

Web UI D AIER5

TIUE—RI4N

Web UI D& EH#HE

BENRRILDOAF v Ui HEE

Web UI ®YaJikEE - [BED R RiEE

Web UI OiRyDAnN6NDXET—SEDH UHEEE
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Web UL 77— LD177v77— MkEE
XEhlC, FAU_GEN.1, FAU_GEN.2 OR8E TSFIL &,
(BEEATNERSNSE. TLS BIETEEY -/ \NEET RN, )

(12) FCS_KYC_EXT.1 Key Chaining #F11>
TOE (AL —YBES§2(DEK) R U DEK ZEES LT 37zthDHEEE 5 (KEK) 2R T/ 0T 3,
BFRRICE TOE FA M —VBESRTIM UNBIES R (BAMICE ., THAEEL RS, I
$ARESRINOEBREAZ1-No TIHHFARORE(CR TR LIZEROEBIK)IC(14)IC5EE
® DRBG T DEK & KEK Z& R L. DEK (3 KEK [ZLD(10)([EH-THES1EL NVRAM1 KU
HDD (C, KEK [FF3IREET NVRAM2 (2, ENENRTFT 5. 2 B B LIROEEFFIZ, NVRAM1
(CEESELTERTFE L7z DEK & NVRAM2 h'ogieds tH L7z KEK T(10)IC-TEST5. BRI
DEK. KEK &4(C 256 EvhTH3, DRBG (I3 (14)(CRELLEN+ 2B IV FOE-HtiEsn3
TZHBRDIRE 256 BV THN., BEFTM4 VDT 256bit BENHEFINS,

(BH:&9 % TSFI]
BIRIRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material R U EDIFE
TOE [F(12)ICEE&H LEED. AN —IREE T4 U1 TOE OF)[EIFEERF(C#£ 8D DRBG T
DEK & KEK Z4 L. DEK (3 KEK THEE1EaN T NVRAM1 R U HDD (C, KEK [ 3TIKEET
NVRAM2 [CENENRET D, EDDA L —IIC DEK, KEK iMREFSNS &L, NVRAM2
FERM IR ATREA FL—ITHBILH. (12)DEF 1MV D—EH TRt IR ATREL A ML — JITFE X
TREFESNZEG L,

(BH:#E9 % TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R4 (ELEEY MR

TOE [FELE A RIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIHT%. Z0O DRBG (&
Derivation Function. Reseed ##t%%& L. Prediction Resistance #BEERZI0, Fo.
Linux #—JL®/dev/random W& &L # &Y — FET 3, /dev/random DIRHEETTHS
Linux Random Number Generator(LRNG) % U LRNG [SFEATIOO090HD030FH H L
g/ M X a&HiceAEIY ME—RET S, D/ XFV T bO17ICENERIMICHERDELDEE
HETEHLDTHD, DRBG lF/dev/random hoiEfaEnizo— k% entropy_input R U
nonce ELTHFIATRN, ELEOIY bAOE—&E(F 256 Evbx1.5 ##8%. [1]8.6.7 DE#FEHL+
NEEAD,
TOE 320 DRBG ZHWVTCA M —VUKEE#E., TLS tyav#aEHT 3,
(12)ICEBE @D, AL — IS REHDHIC DRBG HiEEcNdDIE. A — ISR FI(
VHE TOE O EIREENRFTHD -

(B8:E ¥ % TSFI]
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Web UI O 5HI523

TUVR—RSA4N

Web Ul O EEEERE

BIRRAY

BENRRIVDAF v HERE

Web UI O J374KEE - BED R RHEEE

Web UI Oikyh A 6D XET—SERDH Likse

Web Ul O77—LD177v7T— MégE

% Eh(C, FAU_GEN.1, FAU_GEN.2 ORSE TSFI £ &8,
(BEEOTHERINDE, TLS BIETEEY—)INXIETEEN, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AY LDTF—H{R#
TOE BAM—IFNAALDT—ATOVD B LI THE B/ BB LT 5, EAMICIE. AN —IF )1
ALDEEAE RN —T1 0av(CHTET71 I R U AIT—H0D Read/Write ML TTF—2NDE
Eb/BEELERL. Zi%/\—T12avICxt LTT—A70vD% Read/Write 3%, BESE AR
FCS_COP.1(d)ICfiEd. BEBIER RN —T4 03V EE AN —IT )M SR A AT RETS
NVRAM1 B U HDD THD. NVRAM1 B U HDD LISMIE AT AT RER A ML—IUF N Ald T
LYo
FEDOAMN —IBEELE. BEEICI>TAMN — I SLHREN B MR ESNE% . TOE #1[E
RN LEIET S, BES1L/ESEICRIATS DEK (£(12)ICRREH LLED., BS®F M Uh 0
EHRFICERIND,
2THDEXDFAET—H. FXDIED TSF 7—43E NVRAM1 U HDD LOrEF X%/ —
FAAVICEEFAFNZHEES1EENE, NVRAM1 B U HDD LD IERE S L HERD)S—T1 3y
(2l TOTSLA A= FlfE S5 A—3% KEK £#8EL(10)ICEREHD@EDEE S L SNz DEK O 1
KBS, FXOFRAEBEXETAIRVEXOMED TSF F—2&FE, IH. DEK DRFS 1L
(Z(12)ICEEE LIzED TOE DRE ST 1M VW VEBIBFICITIN D, o, FX KEK DIRFET
H% NVRAM2 [FERHIITIMMATBELR A FL— IT N ATIE B LY,

(R8:&9 % TSFI]

TVI8=FAN

BIRNIY

BAERIOIE-H#EE, JE-BHEMEE. T MERE. A vUHEE. AFvUINVDARTFHEE. XB
ERDH Uiee

BAENRINDOYITIRE - BEDR THEAE

Web UI OiNyD AN X ET—RENH LikAE

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iR&h i HTTPS
Web J50HEDETHEIE F57490% HTTPS TEF17FvxIET B LIIT5REIT B EDAIRE
ThHd, CHREFX Web UL o EEBEDHNITAS, HTTPS & [13][CH-TZRETHD,
D347+ PC O Web T30Y Do EREZ(THE. TOE D317k PCRT TLS BIEOFT
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VI-YaVeEREILL, HTTPS BIE&MET 5. V717V PC o TOE M Web UI (CH(T5
AEFREERLVITATOUE- MEEICH LT, HTTPS BENERING, Fo. YATLEEREN
TOE WEBICHEMSNIZBE RO Z Web Ul hhoid I BR. HTTPS BIEEN BRSNS,

(B89:E9 % TSFI]

Web UI 051585

Web UI DEE#HE

Web UI Y37 iKEE - BEDFR RHEEE

Web UI Oikyh A 6D XET—SERDH Likse
Web UI O77—LII77Y7T— MERE

(2) FCS_TLS_EXT.1 TLS selected &iR&nk TLS

TLS @{EELT [14]D TLS1.2 &Y R—FT 3,

TLS BIETHEATRESAM— MDS14 7Y b H—EO TLS D Yavd(CxTVI—- N3,

TOE (3 TLS ZFI AT %:@IE(CHTIE. TOE (FBEBEICIE UTHIM 7Y MY —NICEIENE S, fi

ZIE. Web UL PHEATIEH— I8, AFvYSCEA— LA ERIRDF1 7Y FELTIRZ 8D,

TOE (¥D31 7Y M oIRESNEEE A — O h ot R— 3@ EE0% 1 2:#IRT S, TOE

MR- TR —MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:&9 % TSFI]

Web UI D RI25

TIVB—= R4

Web UI OEEE#RE

BENRRIVDAT v HERE

Web UI O J374KEE - BED R RHLEE

Web UI QiR AbD3CET—AENH LHEEE
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Web UL 77— LD177v77— MkEE
XEhlC, FAU_GEN.1, FAU_GEN.2 OR8E TSFIL &,
(BEEATNERSNSE. TLS BIETEEY -/ \NEET RN, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSF & {E®EFv=RIL
TOE (3 TOE £BEEH—/\. Mail H— )OI T. L TOREEEESA ML EYR— T3, ChiC
D, IV IV POBRIEBIET - IDRBERSHN DR ENRIISND,
EE&EY—)\: TLS
Mail —)\: TLS

(E8:#E9 % TSFI)
(8#&Y—/%) FAU_GEN.1, FAU_GEN.2 Of8:&E TSFI [Z#3'3

(Mail =/Y) BESRIOAF v 1#HE

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{E#E/\A(EEER)
TOE BEEEDUE— FPCHODOETFIEAMVATI—AICH L. L TOSEBEETOMIILEYR
— ;B CNITED. IV RRI Y FDEBIEBIET ADORBERS AN ODRENMRIISND,
Web UI: TLS/HTTPS

(B8 T3 TSFI]

Web UI D 5I525

Web UI Q& E#AEE

Web UI O J37iKEE - BED R RHEEE

Web UI OiRyD A oD ET—SENH LHEEE
Web Ul ®77—Lo177v77— MEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) &E{EiE/\AGEEEER)
TOE [FFEEBEDVE— FPCHODETIEAMVRII—-AICK L. U TOSEERETO ML EY
R—FF B, SNICED. IV RRAY bPOBEBICRIET - ADRBERS DO DRENMRIISNS,

Web UI: TLS/HTTPS
FIUB—ES4 1D BOEIR]: TLS

(BH:&E9 % TSFI]

Web UI 0#RIF23

TUVR—=FAN

Web UI O JaFiKEE - BEDR Tik#E

Web UI OiNyD AN X ET—RENH LikEE

1.1.8. AFL—YDLEZEE

(1) FDP_RIP.1(a) Subset residual information protection H7ty EFIEHRI1FE
TOE (. YVATLBEEBHICINVITZTEROA N —ID L EEFHERENEDIEIN TS, O
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—HEE. TV MERE. AT v UBREDSR YT T RICRERN—- FTAADEECEESNLRIRAEH
XET S LEEHETS.

XENRFHBETHRASINEXE T —HE. RyDZAEDLORREPERDE UIR4E . BIFREIEICK
SCHIBRSN ., ED#% . TOE B EEEHEEERT S,

AL—YD EEEHEMAEEI EEEEK 1 B(70(TYR)"([CLH LEE)E. 3 E(0-1-ELBUCLS
L EELREL) OBRRAHERD, L. BEEREIEMESNTNSIEE . MIEBELAILTIE. H
=750, 1, ELE) FESESNTREBTEESAING, Fo. N\—FT1AVEE LI, LEEH
EFEOFAZFANET IN—E=HS5, TOE BEHRKIC—BEETFIVILT HERTOFAEH
XETINEETIEAE. LESHENEERITIS,

(B8:&9 % TSFI]

BRNY

BAENRIOTIE—HEE. TV MERE. 2T vUREaE. XEMDH UiEE
BAENRIO VI TIRE - BEDR THERE

Web UI O JaFIKRE - B EDR RHAE

Web UI ORYDAN6DXET—SERDH LikaE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

A EEAR

CcC JED5457)7(Common Criteria)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)

FIPS PUB K EDEFRFRLIEIZEDH ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)

SFP t¥1)T#8ES $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP EFA—ILXETOIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y b(Security Target)

TOE FTifxf % (Target of Evaluation)

TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

S B

WET? TPAIV AT L BREATIN O ROBEEERUNGVLIITHETEIEETET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT SZHOESHED
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FAFISIM7V D Web I35 &N LT, TOE [CRTRIRIENTEZIVATI—ATH
®o

NP YD REIFERHANEAF v XEFLEIE-EREXER TOE NICREFT BIHFTDC

Eo

FERFT I TRGRYDAICHEIMSNEXE G, AFvUXED, IE-BEIXENL
2T, FIAERECISURENRIBETH S, RyDAIL, HEEREC TIETFolder el \o%
MTirftens.

TAR—=FTUV b
(Private Charge
Print)

TUV MERECH VT, FNRIT =327 VMR- AL TR LIEEY bRy TT—3% . MFD DA
Fo—UREIC—BEREL., BEESNZRAEMEERIVINIE T 5FE CHIRIZHA
ER:PAVAW P>

FAFHIXETH

MFD R ML— U BICEREN . FIANE T LIPA VAHIBRENEH, AP~
HEBNCET—SHMRBEL T SREOTET S,

XET—H
(Document data)

— & F A& (U.NORMAL), SA h* MFD OOE—#EERE. ) MEBE. AFvUBERE. XX
ENRFHAEEFIATSMRIC. MFD A#iZ @@ T 22 COERFEREELT —HE. #
MRLTXET —REREET D,

AXvUNXE AXVIUBREC IO T BEFHAAEBRINEXET —H, A TOE [FAFvUXEE Mail
Y= INEE LD, XEORFEENH UREICLDRYD AICRET S REE R D,

E-ER|XE AE-BEMEECLD ., BEFRAANEBRSNEXET -5, A TOE FIE-BHEXEEL.
XEORFERDH UHBEICEDRYD AR EFT SHREEL D,

B5&ENY LWV, D EDLIBIEREATONEVIER (FIZE, I-—Y— 18, EEPERE

BRE)E. B EEHEINCT 4,

FAERE

HANFRELRAE(CEINE TOoN SR E, K TOE T, M EEERE, SA %A,

(User Role) — A AEBRINERIN TS,

M EREERE W EEEN TOE 2R AT 3RICLEBHERZRT . SFR ATIE Key Operator
(Key Operator role EXRITFSNB,

role)

SA &E| SA N TOE ZFIAT3RICHELIERERT,

(SA role)

— R AE®RE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT 3RICHERBHERZRT

FIREHRIFHR
(User Identifier)

FRAEZHA T hDFER, 1——ID,
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W EEEHAE
#

(Key Operator
identifier)

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,

WWEEE
(Key Operator)

MFD O#EE® TOE tF1UT DR E 2 TOEES,

SA

W EEEHSVMIBRICER SNz SA B TPHVY MelER T HENTE, MFD DR
EIEP TOE tFa1 T HEEDR EETOEESE,

VATLEBRE Key Operator & SA D#FF,

(U.ADMIN)

Qs TOE Q& HEEEE AT BRIIC. FIFAE DB R £1T>C TOE OF A ECHIREH

(User (FRTZHDHEEETHS

Authentication) SNEREREEA T Va3V EA VA=V TBIEICEN . RARFREIESNEREREE D2 DD E— FEHR
— ;BN K TOE TIRIARARFBIIE— FTEIET S,

N H

(Local TOE M1—HY—525F% MFD (L& & L1 —1EREFERAL RIS EETIE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE 0)1_'& nLnE’é%anhnEﬂ /\(L%ﬁfibrl 'Ij- 'IH*EEE%LI_CnLnIEMEE&

(RemoteT | SE— k.
Authentication)
AML—UREE REEED—HZREIIAN —JZBEFILTIHEEZRT,

TAVIR— X aE

R—YsBiR E 5 (PDL) CRERSNENRIT— %84T L. EV Iy T T —R(CEH# T 54

Hbo

FAUR—X

FAVIR—AHEREIC LD, R—USEh EEE(PDL) CRE RSN =T — &ML, BV by T
—RICEHTBRE,

#A—MD)T7HRE
(Auto Clear)

BAENKIBLU Web UI hofilt 24 2L LK T—EDR RN @ LIEE, BE)
HIICEREEN DT P SN BHEETH S,

DAMR—IVIZ7?

(Customer MFD OR=F/MEEZITIIVIZT,

Engineer)

WEE WEBEHLE. TOE FERESNTUVBEECRELFERERELPIERATEIETHD.
(attacker) WEHICE., RBINTZFHETEIHSH . COERZRLTPIERATEIELEENS,
BRIV

(Control Panel)

MFD DIRMEICHEIIINEY  SVT BvFRRIVTARAT VA ERE SN RV,

—MRFIREDFATY
b

—RFAESRATEIVIMTP Vb,

YATLEEE
DTV

VATLEBELRFIETEIDIAT7Ur, YATLEEEIE Web 7595 % LV MFD (C
sUT. TOE BRET—HDHERPEEFRZ 1T,

TVIR—=FFAN
(Printer driver)

—RFIREIFA PV b LDT—R%, MFD W' RIRAT R — U5k 53
SNTERIT—R(ICE#RTZYIMNIIT T, MABEDIA PV NCERT S,

E(PDL) CTHERK
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MFD h'EZReIBEB N — U E5E(PDL) CHEBRENET -4, HIRIT—4(X, TOE ®

ENRIT—4 FAVKR—ZTBEETEY MY T T—RICE#EN S,
JE—#EREICENERAHAFNET =8, BLUTVY MEREICIDFIHEZEDISA 7Y bR ES
By bIvTT—4 NEERIT—3%7T IVR—X#EETERLET 4, EvbeyIT—43m B AKX TEE
[EfELTN—FTAADEE TSNS,
[R%5 JE—HEET IIT hoDFZEHAHF DR REBIXEPGE ., EELEETRT,

TOE &EF—4

INIE TSF 7—80—ETHN. TOE &> THEREN L TOE [CBL THER SN T —
5THN. TOE OtF1UT AR BES AR ROBERET .

CREE

BEAERINS 256 EVEDT—H, AP —IRBEADXET HORFHRI(C, COET
—REEALTESIEEITI,

AN

SRRy RD—DERERY M) -DEBRETI—RIICHERATIEEORER,

SLERRY R —D

TOE =BT MR TRHEENERGL., AERY I-DLUSNDORY FI-D%HET,

RERRY D=5

TOE M SR ESNBEBDMAERCHD., S8Ry FI—-DD oD EF1)TA DB BICK LTR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2L ER)E- FOFEBLGY—N
POIAPU PCRIDTFvRIVETRT .

SRE ITU-T #1&0 X.509 [CERSNTHN. ANFHR(FTEBR. A% . BEF). 2FH
B, BDHR. SUTINFVN, VTRTFYEREINTOSIER,
Data on TOE RET—HTH. RRBEFICHIIBFIRAED)AAT— FRERFDR/NXFHD

minimum user
password length

CE:

Key operator

TOE RET—HTHY. HMEEREZIDTHD) AT — FIEHR

Password

SA Password TOE &RET—HTHN. SA RIEEDZHD) N\ AT — FiFHR

U.Normal TOE SRET—ATHD. — A& FIFHE (U.NORMAL)ZREED7=H D) VAT — FiEHR
Password

Data on access
denial due to
authentication
failures

TOE BRET—HTHN. FIAE ID KR ERICERT M AEDH D/ BN DFEEHRE KK
B34 1E R

Data on Auditing

TOE BRET—HTHN. LV, M EDLIBERET DLWV ER WAL, 1——
B BEEPERERLRY) 2. BIGIRT SHMEED AR/ BHDIER.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#aE. AF v UHRES LUTUY MEREEFIAT B/
(C. I—Y—EREHEMICCEREE T LR E 21/ B LU R EDER

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BE7—5TH. KA SN EOREE D) SAT— K
RSO E S/ EHOER.
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Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERCTIMIR—TUY MIBRSESINEIRISE
NN TEFH.

Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-DEICHEETIXET—4. YVaJlEH. EEOIH
LU TOE RFET—REVVIBIET —HERETHEHICHIST 5 —MRIBIESLRIET
ArIVOER/ BNESVREDERSSUEEAE . BELRA/MESE)\2T— K, @i
AV L8

Data on TOE BRET—HTHN. DAY —IV Y71 EHIRIEREDE 1/ B DIFEHR B VRS
Customer N2AD— ROTER

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. AL—ID EEFHEMEEICERRT SHEREDF 2/ EDIF
Overwrite .

Storage

Data on Storage
Data Encryption

TOE RET—HTHN. AL—IYRESIEHEREIC
FfR T 2 EEDH N/ BEHDER,

Data on date and
time

TOE BRET—HTHN. 34 LY —V/YI—31 LEREHMERERZIT-HTHS,

Data on Auto
Clear

TOE FRET—ATHI. BIENRIA— MUPHBED AR/ BIELUD) PRI DTEER.
BLU Web Ul OA— MUTHEEDHR N/ BN DERSLUDY 7R EIDEER

Data on Self Test

TOE BRET—HTHN. BCTAMEREDH M/ EINDIFHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 7PV T— MEREDRE 1FH.
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