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1.

ST #5% (ST Introduction)

AETIE, ST SHE. TOE S8, TOE #i&. $LU TOE Lk ICOWVTEEHRT B,

1.1. ST 3= (ST Reference)
AREITIE ST D AITEHRERIR TS,

FUJIFILM Apeos 3561 / 3061 / 2561 / 2061 / 3561 GK / 3061 GK
B4 bIL / 2561 GK JE—, YU b, I7DA, AFvy AL—IBHETIV
EXaUT8-yMBER/TITPINVT49DtEEIF HCD PP #E&)
N=3y 1.12
®*17H 2026 £7 A 16 H
ERE ELIMVLEYRAM ) R=YavirR a4t

1.2. TOE S

(TOE Reference)

AEIClE TOE OFAIEHREL LTS,

TOE £&

FUJIFILM Apeos 3561

/ 2561 GK E—, FUYk, TPDA, A% vy, ARL—IHBETI

/ 3061 / 2561 / 2061 / 3561 GK / 3061 GK

TOE ON—Y3Y

Controller ROM Ver. 1.

0.4A, Fax ROM Ver. 3.1.0

A TOE [F. LFOVINHDOERTHD

BAREET

7 i

A

ARL—UEHETIV

FUJIFILM Apeos 3061

dE—. FUV k. 77DA (1 |E#) . A¥+¥>. | Controller ROM Ver.

1.0.4A, Fax ROM Ver. 3.1.0

ARL—UEEHETIV

FUJIFILM Apeos 3061

AE—. FIV T7DA(Q2 E#R) . AFv,

ARL—UEEHETIV

FUJIFILM Apeos 3061

JE—. UV 77DAG ER) . AFvY.

ARL—VUBEHETIL

FUJIFILM Apeos 2561

AE—.TIV 7D ER) . AFvy,

ARL—IEEHETIL

FUJIFILM Apeos 2561

JE—. UV 77D Q2 E#R) . AF v,

ARL-IREHETIV

FUJIFILM Apeos 2561

AE—. FIV . T7DA3 EHR) . AFv,

ARL—UEHETIV

FUJIFILM Apeos 2061

AE—. FIV M T7DA(L [B8R) . AFv,

ARL—UEHETI

FUJIFILM Apeos 2061

AE—. FIVE 77D Q2 E#R) . AFv,

FUJIFILM Apeos 2061

JE—. UV I7DAG ER) . AFvY,
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ARL—UEEHETI

PIPIROT49DE RS

[T A EV
FUJIFILM Apeos 3561 JdE—. FUV k. 77DA(1 [E#&) . A¥+¥>. | Controller ROM Ver.
AM—=IEBEHETI 1.0.4A, Fax ROM Ver. 3.1.0

FUJIFILM Apeos 3561 JE—. UV, 77D (3 [EIfR) . AFv2.
AML—IBEETI

FUJIFILM Apeos 3061 JE—. UV, 77D (1 EIfR) . AFv2.
AML—IRBEETI

FUJIFILM Apeos 3061 JF—, FUY bk, 77D (3 ER) . AFvY.
ARL—VBHETIL

FUJIFILM Apeos 2561 JE—, JUV bk, 779 A(1 EfR) . AFv.
AML—IRBEETI

FUJIFILM Apeos 2561 JE—, JUV b, 77D A(3 EfR) . AFv.
AML—IRBEETI

FUJIFILM Apeos 3561 GK JE—, 7YYk, 770 (1 E#R) . AF
YU, ANL-IEEHET IV

FUJIFILM Apeos 3561 GK JE—, 7YYk, 77D (3 EfR) . A%
YU, ANL-IBEHETIV

FUJIFILM Apeos 3061 GK JE—, 7YYk, 770 (1 EfR) . A%
Yo, AR -IBEETIL

FUJIFILM Apeos 3061 GK dF—. UV, 7794 (3 @) . 2F
v, AN —IUBHETIV

FUJIFILM Apeos 2561 GK JE—. 7YYk, 770A(1 EfR) . AF
Yo, ARL-VEEETIL

FUJIFILM Apeos 2561 GK JE—, 7YYk, 770A(3 EfR) . A¥
Yo AN -IRBEETIL

-2 -
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&xl (TOE Type)

A TOE (&, HEO-DIIVP Ry FI—D (LAN) ABEfTSN , JE—H#RE. AT vUikae. T MiggE.
POAERE. XEDRFEIDL UHEE. YR— 9% MFD TH3,

1.3.2. TOE OEREEEELF1T114HE
(Usage and Major Security Features of TOE)

- -

£ VAN v

)

RV
\~_1__¢

>+O

FUUa— RS54 i
Web 7574 L P47

1
—BRAEIFATIE ) :
—_————
— R R

>+O

J 1

EEE ) 1 r

H5ATIh S . TOE

N .~ ‘ TIANEE
‘Web F5% T e Eetale

EEE //\ -~ ,,// R A

| ESER {//////7 o
=== o

‘\\ R ’// g Q
A A

—BFAE  eEs

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUCED T, S 8RRy N =D o B SNIZE RO—DIL TP 2y D -0 (LAN)A
BERSNIRIETHEASND,
F.IPOAEERETHH A}, ARBERREICERINS,

—&FIAE L, MFD ORI P—RFIREDSM 7Y bD Web T50HPT)UA— 54 N&AML
T.MFD OZFEEAREEEEFAT S, T, EEEZ. MFD DRENRKIPEEREDISA 7Y D Web
TI99ENLT. MFD OEE#EEEZF AT 3,

MFD (&, FIRZEOHFOXEICK U, JE—. AFvUEIE. TV M A, T7DATORERE. XEORRE
EBNHL. BEDKREER T D, CNODOXENKRS . BAVERLLT 7. MFD (. FIREZHE
AR T HHEAE., HERRICE KX ET - APHEBEICKH T H7 DL AKIE, MFD ADA ML —YICRE-BIRS
NHIREFBPXET HOESIE, LAN LOBET-I0FRE, EEECRE LX) TR EH
BE. EF2UT/(CBEET BAT % MFD RERCRFT S — 7. TDAT%E MFD SMEROEE Y — ) \NEET
BF1UTAEEEMAE. TSF RITI—RE TSF T—ADE £ M REE. TSF RTI-F7yTTL— FED
ET1-FOEEMREL. 77D AMERE LAN O3 BEHEEER T 5,

BE. AN —JICBBRINTEAFEGBERO L ESHERE. SLUT-ITEHIBRERERIBLEL.
TOE Z#p 28 M, A REL T, RIKFZIEEHMRERELEYR— M T3 h8, K TOE EBRE CIEALEK
AL DHEERT S,

1.3.3. TOE LSNADN—RII7#EREY T bIT7# AL (Required Non-TOE Hardware
and Software)

1 (SR FIAEREICHT TOE (& MFD THD, FEED TOE LISADON—FOI7ELUY T RO 7H
FEIS

(1) —RFAEDSATPUH
N—=FOI7ERAD PC THS,
TVIRDI4T7 U RELTHRIART 35 A(E. MFD [CHULTXET ATV MEKREITIEH, PCILIZT
VIB—FIANEA VAT BREN DD,
MFD @ Web #—/)\#8t2FIA T35 E (. PCIAVAR—ILENTIS Web T30 2ERT 3,
(2) BEEDFATVE
N—FOI7ERAD PC THS.
TOE (CxtUT TOE BET—HNERE., 77— LVIPDEFHEITILHIC. Web FT30UN L EERD,
(3) A=H—=N
AF PN EEA-ITEET BRI AN\ BEERS, N\—FDI7/0S ([LRAD PC Fz3Y
—N\THD. TLS 1.2 TRESNTZ SMTP JOPVESIR— b BA—IY—ERZI VAL TBRE
ALY
(4) BEEY-N
MFD TREUVCEEEZRENETIH. BEEY -/ \WRBEELGS, N\—FI17/0S ([LRAD PC F
2135 —N\THD. MFD (& Syslog 7OV ZRANT. TLS 1.2 [CRELTWSEEY—NICEERT

,— =

MDEEZITI.

A TOE OFHE Tld . EREEON-FOIPHIVYIIIIPELT, UTEFERT S,
-4 -
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(1). Q)O—EFIAEDZM7V P eBEEDZA7V M) OS [F Windows 11 &, Web F30HELT
Microsoft Edge #{# 7%,

(3)DA—JLH—)IF Cent OS 7.9 &. Postfix version 2.10.1 #EA7 3,

(4)DEEY—)NE, Cent OS 7.9 &, rsyslog 8.24.0 THEMSNEEERY—N\&FEHT3,
(DIEBWT ERTEZTIVA—FIMNBELIMIVLE IR A/ R—=2avt MR T2 LERD
UT M N-%&ERT 3,

BA&{ERI(F: “ART EX Print Driver Version 7.1.10”

FPITPINOT1yD4EREIF: “PCL6 Print Driver Version 7.1.10”

-5-

Copyright®2026 by FUJIFILM Business Innovation Corp.



1.4. TOE &t (TOE Description)
ARETIE. TOE OFIAERE. TOE OFmEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOE BE:EDF|AEHRE (User Assumptions)
A ST T.TOE (CHULTEETZFIAEREIE Table 1 (5T 3,
Table 1 FFAZE&KE

B FMAET 575 &
U.NORMAL —RFIRE BAISN. RFEESNEFAET, EEERE
ERFLBVAIRE
U.ADMIN BEE BAISN. RSN F AETERE R

BOoFRE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
RIBMEEE L OURSNEEEDSS ., THRELDHKEEIE AL, TROEVOMEERILF1T11REE
RY . T, TOE EEMIERNCHE—RFIREIFAMPU M BEEDFATPU M A-IS-N BEEY
—N\EFFHR LAN T3,

-6 -
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Fﬂﬁﬂﬁﬁj - BlEE

S

INFREEFH[OIERIA

1.4.2.1.
(1)

(2)

(3)
(4)

(5)

WRBETSA TS EEREI AP XTI - BT
(WebT S TU>H—RS5A)V) (WebJ =) T T
v v v v
o L | | BiEmBE e
I I A
| HBIRT e
'
| PR
0> D EE =D
SN BN EEAEE D [
FollN_ /)" /A — S = = — EEAS
| o= | 77 || S BE
D >= 1
+
g {
| >—smEsk o] BEmomm |
b v i
FIEFAER L —
| x&7—5 || @37 || Ir—s0z7 L
| ToemET—% |[ BAOY |
3 TOE

2 TOE DiRIEAERK

TOE MR 95 E A #eE (Basic Functions)

ok —BAMAEZBIIATI DT )= FIA N oENTZXET—IEZ(TID, F. B1E
NRIDoDIERICHE, ZITEOEXET-ANTLE1— BLUN-FIE-RHAALEHRT S,
A¥vy: BENRIDLOIETRICHED., AFvF—LON-RFIE-XEZHEHAH . EFEAA
EHTDd, AFv I UEXERFTLEI-RRTHENTES,

K TOE TlE. AF v UBEICENEMENLEXE T —HICH U A=)V —)\INEDHERE. XE DR
FERDE UEBEICENDRYDAICRTF T DHEENTETET S,

JE—: BAENRIDLDIERICHKD, AFvF—LEON-FIE-XEEZERHT S,

T79A

TPHAEE: BENRIDOOIETRICHEN., AFv—LEORTEETHAH . 122 PSTN J7DA
JORIZERALVT PSTN 2T PSTN 770 AN ENEIET D, A ANTZXEL, EEFIC
TLE1—RRTBENTES,

T7DASIE: PSTN ZBHTEBEABFENOENLIFDIIINET-FEZEL. XEOREF
ERDH UREEICED . BB ICL TR ESNIZRYIANEINT D, SN X ER T LE1—%
RYTBIENTED, RVDAIL SA BMERULIERYDARIEET B,

XEOVRFEEIDHL: XET-HERVIACKREL BEARIDOOIETR., FZE— KT RAE
D347V b0 Web 509D o0iERICEIE RESNEZXETAICH LT, LTOLIBIEE
ERIREC T HIRETH B,

A TOE TlE. RvDAICRFEINIXET A AFv U HBEEICI TAFYVENEXET 5.7

-7 -
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POAZEHREIC I TRIBLEIPIVIIXET-ADVIT NN THS,

TlEa—: BESRIDLDIERICED, RVDARFSNEXET—HETLEI-KRTT D,
ENR: 2B SRV BDIERICED RVDACRFSNLEXET TV B,

BOHL: —RRFBEIFM7 D Web T50FDo0ERICED, —RRFIREDFM17Y bk
N9,

HIBR: BRIV, —&FIAZBDFMT7Y MO Web FI30UDbDIERICED . RESNEXET
—HEHIFRT %,

1.4.2.2. TOE RT3 F1UT1#8E (Security Functions)
1.4.2.1 OEKEAEEXTIET R, TOE (F. L TOEF1 T HaEEIR M TS,

(1) #AIEEE

FIABEOHRGREL . RUMERST 5. MFD O#EeN'. EEBF(CI>THERM ESNEFAEZEDHIC
POCATRETHIEERELT D FIAEDHAEERELE ., POCAFIEHEEEE R IIOIRMWELTH
FIAESN, 1) T1BEERE MFD OFEREHFEOF RAE(CREEM T3 L TOXIEICE TS, 3
AESBEEE . MFD (LSO TETENS,

TOE (3 AIFREE T B7=(C. 8 RIL. FIAEZEDFM7V rD Web T304, TUVA— R340 3

LB, ID ENAT—FOADERL, NAT—RAAFCNAD— FERTEHICRFERTT ST
41— RN\YDDOHEEE . BRI ITE . U R R ULEIG S . BRI ITER(IT T2 HREZ

BATWS, Tz, /MR- RFREFRTETSHEE. 01 VR IC— ERMREOEMEES(ICEEM
(CATAVEDI7 T B EEZ IR A TS,

TOE Z#ER T2 & M(F. BRI AREL T, RIRFRELEHEREREE 2 R— b T3 hY, K TOE BRZEClE

ARZIEDOHEERT S,

(2) 7HERHIE

PHLEAGIEIG XET-AP XET-HLEICEET I 1EHR (J37) B, BB T7IEAERERFD
FRABEOHIFOEAMRETHIEERILT D,

(3) T-HAREE1E

T—AEE1E(Z. TOE ABICRFETITAPEET AL WEBENRRIELGAVITI—AND
TOEATERWCEERIIT S,

- TSN Rt - KB RER T EREA N —IT M ALOXET AR UVMBZED VAT LIE
HMERELED, COLOETNA AN MFD hofRESNENTIIFEIC. COLOBTIZHRETDH
(CERATNS,

- TS EOBENHEE . BEMICKBINLES 7 IVZALOERICENRIIENS,

- A=YV DRE SRS, ¥ EREENRFFEZE TS H AR O E CRTIERELLRRICERSN ., FHit
RBEAARELG T EBERMEAN —JAICHEBIELTRESNS, TIHEHEFERORECRTIEREZTSC
ET. RFORSRIEEEIN, FBEESRIERIND, T, BEDE SR, ERATIICRK

FeSNh, TOE OERMICLNEESIND,

(4) =21E%EEE

NERYII—D EICHFEAETIXET A, Y37 BEEOVHE LU TOE F[BET—HELWOLBIET 4%
TLS 1.2 7ORIICE-TRET S,

— AR SEBIEIORL(TLS/HTTPS, TLS)IC® T 3,

-8 -
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(5) EF1)T(EE
EEFEVCRAIBLURISNERAZEOH D RENSRIVFZEEEEDSI7Y D Web 757
Yho, TOE BRET—HANDEREREEICT S, —RFABTHTH. BHDNAT—FOEFEIF T8
THd,

(6) tFa1UF(EE
TXI)TACREETZER(BIZIE. FANROXE. BEEEPEEMKECF ALE)E. BEEQY
ELTEBRY—)INEESNREIND, EEOVEERE TLS 1.2 FORIUSLLTHESIESND,
F. BEEOJE TOE NEPDA ML —JICLEETSENAIRET, BEHE L CHAIRIESNZFI A
EDHNEEBEDSIT7Y D Web T50¥ b Ao 00— F?’é«kb\‘(%é TOE NEICERFSNE

BEEOUNEFICEEEE. HFLLEEDTERVGVEEDJ(CLEESN. EENTDEXEN

T 2HReZmA TS,

(7) SEELER
MFD AD 77— L1707y 77T—ME. 7yFT7— FOBRARICY I MIIT7DEEHSERIIT 57250
FEEN B, o MFD (d. ZOEANMEH ATRE G M IEF(C LD RSNV CEZREET 2. BET
AMEETTD,

(8) PSTN J77hA-xykI—HRADS B
MFD (&, PSTN 779 A-2y rO—DREID 5 BE(CBAL. PSTN 70A%F Lh* PSTN & LAN B 7 —

BT IEER T BIEDICEABNCEEIREET D,

1.4.3. TOE O¥iErIEEE (Physical Boundary of the TOE)

TOE O¥EHMBIRFE. MFD ®HEMEERTHS, T1ZIvFEDEF1UTA(CREBEERDA T3y 27 Y

VI3, TOE [C&FL), Table 2 15 Table 4 [C TOE &4 m 3 2 MBMIVR—RV MERE TS,
Table 2 TOE &MY WAV IR—F> H(MFD F{K)

T£mAlr KK N—=Jz3y i BLft A&
7I7PI\Y | FUJIFILM Apeos 3561 1 | Controller ROM | NMFURRKDT77—L | BH#hZ2(HEL
749D E—. FUV k. 77D (1 [E Ver. 1.0.4A, DIV EHANTEN—

). AFvy, ARL—JHEEHTE | Fax ROM Ver. ko177

FIb 3.1.0
737182 | FUJIFILM Apeos 3561 J | Controller ROM | N FURRKDT77—L | w2 (FEL
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7L 3.1.0
BAR FUJIFILM Apeos 3061 1 | Controller ROM | NMFURHKDT77—L | B2 (FiEL

E—. Vb T7DA(2 [ Ver. 1.0.4A, DI EHHANTEN—

). A*vy, ARL—JHEEHTE | Fax ROM Ver. RHT7

FIb 3.1.0
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PIPIRY | E= TV T7DA(3 [ Ver. 1.0.4A, DIV EHBANTEN—
749D ). A*vy, AL—JHEEHE | Fax ROM Ver. RHI7
T 3.1.0
B/ FUJIFILM Apeos 2561 1 | Controller ROM | NMMFHIERDI7—L | ITRthZ(FEL
TIPIY | E—=. YUk, IPDA(L E Ver. 1.0.4A, I PERH AN\~
1499 ). A¥vy . ARL—IUHEETE | Fax ROM Ver. k17
7L 3.1.0
BAR FUJIFILM Apeos 2561 1 | Controller ROM | N TR DT77—L | B2 (FiEL
E—. UV, 77DA(2 | Ver. 1.0.4A, I PEMH AN~
). A*vy, ARL—JHEEHTE | Fax ROM Ver. RHT7
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BA/ FUJIFILM Apeos 2561 1 | Controller ROM | /\MMHIRDT7—L | W Z(FEL
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7L 3.1.0
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BA FUJIFILM Apeos 2061 J | Controller ROM | NMFURKDT77—L | B#Z(FEL
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FIb 3.1.0
BA FUJIFILM Apeos 2061 1 | Controller ROM | NMMFURKDT7—L | TW#=(FEL
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FIb 3.1.0
737182 | FUJIFILM Apeos 3561 Controller ROM | MM FURKDT7—L | BZ(FEL
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BHETI 3.1.0
737Ny | FUJIFILM Apeos 3561 Controller ROM | MM FHURKDT7—L | BW#Z(FEL
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HETI 3.1.0
73713 | FUJIFILM Apeos 3061 Controller ROM | MM FTURKDI7—L | B#h=Z(FEL
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BHETI 3.1.0
7371\ | FUJIFILM Apeos 3061 Controller ROM | MM FHURKDT7—L | BHW#Z(FEL
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7499 GK JE—. UV k. 77DA(3 | Ver. 1.0.4A, DIV HANTEN—

E#R) . AFv>, AL—U$E | Fax ROM Ver. ko177

HETI 3.1.0
73713 | FUJIFILM Apeos 2561 Controller ROM | MM FTURKDT77—L | R#h=Z(FiEL
7499 GK JE—. VU k. 77DA(1 | Ver. 1.0.4A, DIV ERHANTEN—
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HETIW 3.1.0
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HETIL 3.1.0

A TOE OHA5V AL, Table 3, Table 4 (CRTEN, BAFEREEFZRAHD ., BARLERITIZBAREE
W, 7PN 490ERIFZEFERDF A E(CEF SN S,

Table 3 TOE ## Y 3 ¥EHIAVR—R Y M BARERITIHVR)

RERES i Beft A% A3V A% NyalE
GM2087]1-1 | ZIP #2zX(C | Web Bi2{ Apeos 3061/2561/2061 5225c8b9dcea3e2
R Efgesnic 1-Y—-H4 R d18480bfafdfc93c6

HTML 274 25195ef81c174327

% cf7f3876bd592037

GM1955]1-3 | ZIP K I(C | Web B2 VI7LY AT R aff41fecfdd85ed96

%1k EfESNE 07fb5246bda943d
HTML 774 8acc996fa96efc08
)17 80c7ddd891c3fd49
GM2090]1- PDF 774)L | Web E&{t Apeos 3061 d7ff76945f5cc4158
220260305 Apeos 2561 44e976a57e65a1f6
(% 1 k) Apeos 2061 8537051278761b3
XV THEEEE AR 68b637413876534

9
Table 4 TOE ##&/ 3 2BV R—R Y FCEEERITIHVA)

REES e Beft A& AV A% VL |
GM2087E2- | ZIP #xKI(C | Web B2t Apeos 3561/3061/2561 c5ff0e1782e69840
1 Edition 1 EHESNE User Guide c516497243b5fc37

HTML 774 cd66b20018fcfaea

)17 0e69118cefe54d88
GM1955E2- | ZIP #2zX(C | Web Bi2{ Reference Guide 0b1874e5686551d
3 Edition 1 | [E#ESNE fe7f535f185c7a77d

HTML 274 12bac105e3b50c5
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)17 7e78febff3e574d1
e

GM2090E2- | PDF 771J)L | Web E{t Apeos 3561 a3a06131582d03b
2_20260305 Apeos 3061 2f095c018a52f1b5
(Edition 1) Apeos 2561 de258eaa847943b
Security Function 4cd92727613de7b
Supplementary Guide bof
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2.1.

2.2.

#A X3k (Conformance Claim)

CC#E& 5 (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—IZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

ASTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEEFREL. PP DERKENIExact Conformancel THd., FDzsH. TOE &
Alld PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFaUF1EERETEZE (Security Problem Definition)
AETIH, BR. MEOTFIT . FHREHIONTRRTS.
3.1. Z&RB (Threats)
3.1.1. TOE &E (Assets)
& TOE HMRH#T B EE LU FOLBNTHS,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE Xt BEBZ. Table 7 [CEE#h T B,

Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE Wi ESF LB NS LR EF1) T A 8% Table 8 [CEEik T3,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally separation between the PSTN fax line and the LAN.

mandatory)

3.3. HIREMH (Assumptions)

A TOE 08k, ER. BLUFIRICEAT 3RS 4%, Table 9 (AR T 3,
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Table 9 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. tFa)r1xEKAE (Security Objectives)

AETIE. ERAREV XTI EHEHITONTER TS,
ERARBEOEF1UT x4k A &% Table 10 (CEEd TS,

Table 10 ERREOCX1) T4 X KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIVK—#Y M, HCD-PP TEBEENLLDTHS.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES_256_CBC_SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS _DHE _RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256 _CBC_ SHA256

TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS _ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE RSA WITH_AES 256 _CBC _SHA384
TLS ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
#ONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6. 2.

tF*1)71EH (Security Requirements)

AETE, tFa )T HaRES. tF1)TMRAEEHS LTI T ER ROV TER T B,
BE. AETHEATIRENIERLELUTOESITHS,

FEtik
R—IV FE(T. HCD-PP TRAFLIFEFEMIESNTz SFR OF 9 %&RL. JEVDSA4TUTI—F 2 DK
kM SFR EHFLIIILEIVR—RV MESRICEELTNS,

=N F18)y0ZM3 . HCD-PP TR F(EEHM{b Sz SFR O# 7 &, KtF1UT45-TvYMIEH
WOERSN . DD/ FE>SER SN SFR ADTHFAMETRT,

TEYyIZ MRS KeF1)T18-TYMIBWGERSN ., MO/ FREFFTERSNE SFR ADTHFANETR
R

(E. AEF2VT13-HYMIBVT, BIRSNG %z SFR ADTF AT,
18Y00 & P24 =512 HEF . REF1)T158-FyMIBEWTEING 3oz SFR ADTFANERT,

##0RLM(a). (b)ld PP TERSNTL\BED, SHICENERTHEF(al). (a2)DLIICLTLVS,

tXa1UTH#EEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
a) Date and time of the event, type of event, subject
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identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
capability to read all records from the audit records.
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
(for O.AUDIT)
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
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(Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b2) Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement “"NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

FCS_COP.1(c1) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with
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Hierarchical to:
Dependencies:

FCS_COP.1.1(cl)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

FCS_COP.1(f)

FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Hierarchical to:

(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
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Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
NIST SP 800-90A] using
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment: 1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_ SHAZ256

TLS_ECDHE _RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA
TLS _ECDHE_ECDSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA WITH_AES 256 _CBC_SHA384
TLS_ECDHE_RSA WITH_AES_128 GCM_SHAZ256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE_ECDSA_WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects

and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional

rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
. View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Copy Operation: Submit a View Modify Delete
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document for | scanned stored stored
copying image or image image
Release
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: . Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
) Retrieve Modify
Retrieval i Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Table 13 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
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. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax i Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job 3 receive
status/log | job )
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ View Modify Cancel
) ) Create storage
Retrieval | Operation: . . storage / storage / | storage /
/ retrieval job . . .
retrieval retrieval retrieval
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log job job

ed

Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by

Users of the TOE.

Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
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Dependencies:

FDP_FXS_EXT.1.1

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:
Dependencies:

No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

6.2.4. Class FIA: Identification and Authentication

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: user authentication].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.
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FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: "!”, “"@”, “#”, "$”, “"%", "~N", "&”", "*”
"™ ")” [assignment: ” (space)”, "7, " 47, "7 n
YA S S A S
R AT R SRV I
Minimum password length shall be settable by an
Administrator, and have the capability to

require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
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Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:

FMT_MOF.1.1

No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel.

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
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List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier modify, U.ADMIN
delete, creation

User Role modify U.ADMIN

Folder for Fax receive modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
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FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection:
no role] to specify alternative initial values
to override the default values when an object or
information is created.

FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.

Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

U.ADMIN Password modify U.ADMIN

Data on use of password entered | modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | modify U.ADMIN

length

Data on Private Charge Print modify U.ADMIN

Data on Access denial due to modify U.ADMIN
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authentication failure

Data on Customer Engineer modify U.ADMIN
Operation Restriction
Data on date and time modify U.ADMIN
Data on Autoclear modify U.ADMIN
Data on Report Print modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, FAX ROM modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions

enabling and disabling User authentication

enabling and disabling Auditing and modifying the behavior of Auditing

enabling and disabling Trusted communications and modifying the behavior of Trusted
communications

enabling and disabling Storage Data Encryption

enabling and disabling Firmware update

enabling and disabling Self Test

creating, deleting and modifying User identifier

modifying User Role

modifying Folder for Fax receive

modifying U.NORMAL Password

modifying U.ADMIN password

modifying data on use of password entered from MFD control panel in user
authentication

modifying data on minimum user password length

modifying data on Private Charge Print

modifying data on Access denial due to authentication failure

modifying data on Customer Engineer Operation Restriction

modifying data on date and time

modifying data on Autoclear
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modifying data on Report Print

modifying Controller ROM, FAX ROM

FMT_SMR.1

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:

Security roles
(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.
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FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

Class FTA: TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
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[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF,
to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path
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6. 3.

FTP_TRP.1.3(b)

Refinement: The TSF shall require the use of the

trusted path for initial user authentication and all

remote user actions.

tFX1)T(REEEH (Security Assurance Requirements)

Table 18 [CEF1UT/RIIZEHZEBR TS,
Table 18 TX1UT/IRIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
) the operational
Security Target .
Evaluation environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

oD EFIUTARIEEHERT BRI R/NROCFLITAR-AFI VB KR BEDEESNDE
BLAINCETNTVB L, TOE [CEIPERRROLF1UTDEHESNTSHD, i TOE B HOff

EICRE TR EERINTBIETHD,
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6. 4.
6.4.1.

TFIVTIHBEEAMMRTFLCV IR EYS . fIMRFERER R LGV RELL . KTFRFRNE
ENBCTHREEN B VMEHLE, Table 19 (CREHT B,

Table 19 £¥1UFHEE#IVK—% OKEH

TX1UT 1 EHIBH (Security Requirement Rationale)
IKFHEDIREE (Dependencies of Security Functional Requirements)

BEEEHIVR—2RV KEHOBEEH#HIVR—RVE
EUHBIUEHR2T PP CHRESNTL\BEH | X ST Gl kL FERHE

FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK

BEET-HERK

FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK

FAEHFROREE FIA_UID.1 FIA_UID.1

3

FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK

Pak: SVERBEERE ML | FTP_ITC.1 FTP_ITC.1

FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK

BE&ELE1-

FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK

REEELE1I—

FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK

RESN BB BAE K

FAU_STG.4 FAU_STG.1 FAU_STG.1 OK

BEET-IEXOFLE

FCS_CKM.1(a) [FCS_COP.1(b) Fkld |[FCS_COP.1(b2) |OK

ESRER(ERTE | FCS_COP.1(i)] FCS_CKM_EXT.4

A) FCS_CKM_EXT.4

FCS_CKM.1(b) [FCS_COP.1(a) %3 |FCS_coP.1(a) OK

=S @AR(HEEA) | FCS_COP.1(d) #%ld | FCS_COP.1(d)
FCS_COP.1(e) %l | FCS_COP.1(f)
FCS_COP.1(f) £kl | FCS_COP.1(g)
FCS_COP.1(g) %%ld |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1

FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) OK

BB R Ffzld FCS_CKM.1(b)] | FCS_CKM.1(b)

FCS_CKM_EXT.4 [FCS_CKM.1(a) F7l& |FCS_CKM.1(a) OK

RAE  FE S ATHOWE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
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BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
B2 1RV (RIS 2 1L | FCS_CKM_EXT.4 FCS_CKM_EXT.4
SEBE)
FCS_COP.1(b1) FCS_CKM.1(a) 1L RFHERL
EERE(BRER % | FCS_CKM_EXT.4 77—LOI7NDELRRIET
alE) FERINZ NBEERT(E.,

TOE $ TAYA—hVERL
L. TOE RICTBEE B EFT
B,
FCS_CKM.1(a).
FCS_CKM_EXT.4 [tk#E

LELY,
FCS_COP.1(b2) FCS_CKM.1(a) FCS_CKM.1(a) oK
EEIRVE(BLER. 1R | FCS_CKM_EXT.4 FCS_CKM_EXT.4
i)
FCS_COP.1(cl) L -
EERE(\YYaTILTY
Z1s)
FCS_COP.1(c2) KL -
EERE(\YYaTILTY
Z1s)
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
%2124E (AES T—4B5 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
B/ 1ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
&2 R (RIS S 1) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
S22V (BT \9 YAy | FCS_CKM_EXT.4 FCS_CKM_EXT.4
t—YUEREL)
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1.1.

TOE E#{t# (TOE Summary Specification)
AETIE, TOE MR T3 LF 1T (B BRIV TRAT B,
¥ )T7188E (Security Functions)

Table 20 2 TOE 4107 (et 10T (BB HORISERT
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1.1.1. FAIERE
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(2) FIA_ATD.1 User attribute definition FIREEMTEE
FIA_USB.1 User-subject binding F|A&-H7 YD MES
TOE BFIAFICHULT, 1—H—ID L&ENERBHELTER L. TNOEHFIRIL LRI AE IR L
TEfH13,
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BENRIIOEERKRE
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BIENRIOE A
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211\D 3 FEFEN HD,
BIENRIL. FIREDSA47 Y MD Web T30 Tld. MFD #aeDREZEF AT I 5HIIC, ID &/TAD
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Web UI a)uﬁk?:l“nu AR
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ER WAL, BARENKK . BIERTPEEHEOF ALY, BIFCIRT TN EEER M
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Web UI 05525
TIVR—=FIAN

- 69 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



BIENRIOEEEEE
Web UI @%Ii*ﬁéﬁb
BIRNIY

BAENRIIDOIE—HEE. TUV MERE, AXvURE. AT vURYDARFHEEE. J7DAMRE. XER

N Likae

BENRRINDOIITIREE - BEEDR RHEEE
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Device Settings/ Add User
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(5) FAU_STG.4 Prevention of audit data loss (Bf&ET—44B%NHIL)
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%, ®EE. 12— —ID LR INTHN. TOE (FOTAVLEERIRAE(CI—T—ID [CxIE T &2 x4
3%,
HHEEEIITSHAROMAKETERINTBERERIOI-F-THN. ZEIDERE.
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TOF AEHAIFROIERL. HIBRE TSR,

[FMT_SMR.1 (CR§5#ET S TSFI]

Web UI 05525

BAENSRIL O RIFRE

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CEH&Y¥ % TSFI]
BENRIINOEERKRE

Web UI OEE#HE

[FMT_MSA.3 [CEH:&ET % TSFI)

TIVVR—=FIAN

BAESRIOIE-HEAE. AXvURRE. AT v INYDARTFHEE. D7D A AL

DR EBIEER

Table 22 1T EEELRELIE{FRIAER UI

¥ )T1EEHIEH BENSRI | Web UI
AML—URE S L EED A B/ ENDREEITD v -
AAENRRIDHDIREEFRED)SAT— RMERADE X/ BHDEREEITD 4 -
FAERXKICLZ7VEAEROE /B, BLVIEER O 4 4
EZ1TD
HMEREE ID &S\AV-FOEEZT) HHMEEEDH ATHE 4 4
BHEBEEUSNOFAE ID OERK. £E. BIRZIT. N\AT7— R0 v v

EEEITI, T, FIABICEIN S TEREEZ, SA FZRB—HRFAED
RENCEET S,

AN

1-Y—-NAD-FOR/PIXFHHROFEET

\

BIET S LEREOR R/ ER . HLUFMFBEROKEET

TLS ¥ —)\GEBAE DR/ EH DR EE1T o

AN NI NI IR

H A R BE O RIRZEEL DB N/ B DR EEITO

TIAR- TV MEREDZB IR/ IR DR EEIT

B+, BZIDREZEIT

B TAMEREDE R/ BEIDREEITD

T7—LOI77Y7T— MERRDER/ EHDREEITD

Z— D7 HERE BRENRIVE LT Web U DFREZITI

Lik—hHODOEBEERE/FRAEOREETD

DARR—IVIZT7RERIREAEDEREE1TO(HAEDHE R/ E/ &R

SFINAT—-F)

TFIVT EERREOREEITI

(HBEDF N/ E2NIRVE/ TRILE Web UL Ol A hHIR4EFTEE,

Syslog E{EDERTE L. BIE/ IR DHIRIERTRE. )

TPDAERRICH T B RIERVIADIEEETTI, *1 v v
*1):ZERYDADIEE . SA BMERLLIEIRYD AT IINIE GBI,

AN NI NI N NN
ANIEANEERN

AN

\
\
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(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AN{R#
TOE (&, #2558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIRETBH ., TRTOF
AEICHLT, CORESRESRHIETEHDA VAT AZRHELTLVEL, £, NVRAM2 RiFAED
(FEINTWBEMRIE. AL —IEBRIELEERTIIREL,
AML—UrE S8 (DEK: Data Encryption Key)l&, £E52® KEK T AES-CBC AR THES1EL
T.NVRAM1 R SSD [L#RTFT 3, SSD ([CIR7ET D DEK D&/ \WH7PYITHS,
TOE O#2&1#F. NVRAML [CRFSNEEFLSNEA NN —JREEH(E. NVRAM2 [CHDREIES
BTESLIN. BEFIEFEXDIKET DRAM [LHEFIND.
L. IRTOFAFICK LT, TOE (&. DRAM [CRFSINEFEXDA N —IBEESRERHZTA
VRII-ATRBEL TG, Fo. DRAM CRFSNTVREXDA N —IBE RIS, BRZEET
CEICENBEESND,
TLS BIEFICHEATIMERFFEZDIIAEE. 7.1.6 (15)DHEFEICEINES{ESNIKEET
NVRAML [CRFSN., TATOFAEBICH U THEREFRH HTAUA71—ARRELTLVED,
BEICFIASINS TLS tyoaviER U TLS EC Diffie-Hellman #ZF{E(XFE X T DRAM [CIRTF
N3N, TRATOFAEICH LT, TOE &, DRAM [CRTFESNEEXDOCYVaVBERHETA IS
JI—2AZRHELTVELY, £z, DRAM [CRFSNTWBEXDEYYaViRE. BREEZET LICLD
WEIND,

(BE5&E9 3 TSFI]
HHIHL

1.1.5. SERELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller ROM & Fax ROM D220 77— LII7ICENEHRENTHEN., hbH22077—
LOI17 DM ERELT 5,
TOE (%, #&)kEF(C Controller ROM (& 4byte OF 19D L, Fax ROM [ 2byte OF 190 L%
FTEUMENEE—HTINEMHREL. BERFIRENNRICIS- 2R RUEESZFELTS, Fk.
DRBG [CBUT [1]11.3 [CREEHDEEENAETAMEEITL. TAMI KB UZBE(JEENRILCTIS
— R TULESEZEIET S, 5H DRBG Oft#klE 7.1.6 TRY,
NMETESNS CPU hDN\— RO 7DIEEENE(E EFE DRBG DEEENETA MBS LY. 77— LT
POEE RN ENERBICITONSEEZL > THERSN TS, Tz, 77— LD17DSE &M FIY
DY LTHERINSZH. TSF DIEBEMEZHER T 320D+ 2B TAMLE2TLS,

(R8:&E¥ % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update B{S#E7v77—h
FMT_MTD.1 Management of TSF data TSF F—43NEE
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
EEEE. BENSRIDODIRECEID, BIENRIN LETEBIOI7—LIIT7N—J3aVEHRTEC
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ENTED, T, AR TEVANENFH AT ECLH>THIREID D TOE 28R T2 77— LI17
DN—JaVelERTHENTED,

Fro, BAFRAISNEBEOH N, EEEDIM17V D Web UI h i, Controller ROM, Fax
ROM &)\ —3J LN U774 V& TOE ([HEETBEICEN. 77— L0177 &7y T—hFBHien
TZ%,

TOE (&, BEEDFM17V MO Web UL hoiEEEN3 77— LII7 2881 \MFUI7MI 2R{ETHD
&M FIIPACTFENZBEFE R ERALL. REAICKR LSS, PyTT7—Medib L., 12
ENRRINCIS—BRULTELT S, M FUIPMIUF EENTIVVBEFE AL, MF)771 )%
SHA-256 T)\wyalblz/\WwialE%# K 2048bit D ZEHE THES1E Lz RSASSA-PKCS1-
v1.5 5D RSA TIRINELTHD, JOTRIEDFIEZ . 1) N FIIPMIUSHRFSNEEFE
2ET77— LIV ERWRIIA RSA ARRBICTES. 2))\M1FHYI774 )& SHA-256 T/\wa, 3)
BEEHRENYVUETLEL, —BHINERIAD. F—HTHN SR XKLL D,

[FPT_TUD_EXT.1 (CE8:&9 3 TSFI]
BENRIVDI7— LI N—JaViER
Web UL ®77—Lo177v77— MkEE
[FMT_MTD.1, FMT_SMF.1 [CR8: ¥ 3 TSFI)
Web UI O77—LO177v77— MéEE

1.1.6. T—hEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) REES#4%
R (IExtFREE )
TOE (3 TLS RS @ENHEHESL (EC Diffie-Hellman)THUWV3IEXFR#ELT, [2]ICGEEDIE
MR SEER VS, FBAMEROERAE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZfE
5, TLS EC Diffie-Hellman #Z%{&(Z. Linux ®/dev/random hoigE%EY— KeT3(14)(C
5280 AES-256 CTR DRBG TARLEE S TH3, HEME#ELT [2]Appendix.D (C52#:
M P-256. P-384., P-521 #HiR— L., TLS 2TV I—2aV@BETHETS —DONiRES,

TOE (3 TLS #—/\SEBAZICH AT 3 e LT, [2]CREBOEMhEE. £ <. [4](C
S0ED RSA BER S, oD IEFREEIT Web UL hoD1—H—5RTEMINDG ., AR
BOERKA AR [3]5.6.1.2.2 RU [2]Appendix B.4.2 (23, RSA (3 [4]6.3.1.3 &iD
ERAEICHEN, ZORTEONZESIE [2]0 B.3.6 ([CENERENS, FEAB#ERELT
[2]Appendix.D (3280 P-256. P-384., P-521 %, RSA #E£LT 2048bit. 3072bit &4
R— L. Web Ul ho1—H—DWIFNh— 2B ELTERIETRT S, £, FHIREDEL I ERK
[Zl3(14)IC52 80 AES-256 CTR DRBG %f1\3,

ERROBERICHNT, TOE HADILRPRBEORERTL,

(BS:29% TSFI]
Web UI Oz AIEEE
TR =F3AN
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Web UI O EEHRE

BENRIDOAF v UHEEE

Web UI O Ja74KEE - BEEEDR RHEEE

Web UI ORyDI AN ET—2ENE UHEE

Web ULl ®77—LD177v77T— MkEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)\NEETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BES84 K
(RtFEEA)

TOE RAM - VSR EUVESERBENEZYYVAVREELT. MEOEY MIDELHZRA VS, K
BIICIE, AFL—YUE 58 (DEK: Data Encryption Key)® 256 £, DEK #B551L 3 375HD
f#rE 58 (KEK: Key Encryption Key)® 256 Evk, TLS £y aviBOIAR—ELTRIVI—
DAV TREUVEESARICEUT 128-256 EV M ENENERT %, ELEIZ(14)CFEEHD AES-
256 CTR DRBG TXE RT3, BH. ZD DRBG "IFUHINDDIE, (12)ICERE LR FIM V%
TSR KU TLS BIEETY aVEIRRERTHS,

(B8:E ¥ % TSFI]

Web UI Dz 5IE23

TIVR—RFA4N

Web UI D EEHERE

BIRRAY

BENRRIOAT v UHEE

Web UI O Ja7 K58 - BEEEDR RHLEE

Web UI ORyDI AN ET—2ENE UiEE

Web UI ®77—LD177v77— MkEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OESZE TSFI £ &8,
(BEEOTNERSINDE. TLS BIETEEY—)INEETIENH,)

(3) FCS_CKM.4 Cryptographic key destruction RS #IEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction RSSO E
TOE [CEXREFSNIBRUEMEE. EEENTELHIBT UL, TN EEBEDRET
BEINB(*), TOE (CFEXREFESNI R R UBMHEZOWERZEE Table 23 (TRT, . C
NoNHEEUVEM IR S NIEOEITEIC RAM EOT—IATINERIE-SN TRIBSNSH,
RAM ED7—4(3 TOE OEREEEL (CREEGNHEIBREND,

() AL—URES#(E NVRAM1 R U SSD [CRFSNSN, (10)(CEEHMBNEES SN,
AEHOHRRINET D, T, (1)(CERED TLS Y—/\GERAEICFI AT BIERFRHIE. (15)DA N
ALICED NVRAML LICESIELTRESNSLY . REHDORENET B, T7— LVIPERIREL
(CARWS ARG, ER, T3IX-MESHE. BSDUT(OLEF1UTAI5 00T NICEHEE S

LBLVEHAREHDOH RN THD,
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(R8:&¥ % TSFI]
BAERRIOEEEAE

BIRRIY
Table 23 EXHFERENIBERUVBMHEOBERE

e | REFLE WERACHEERR

BERES 5 NVRAM2 | R1ENRIIDEEEZEAZ1— o TIHHFRFDELE

(KEK:Key (CRTHERZELZIR. T—5%(14)ICEEHD DRBG T

Encryption Key) ERUEEL B T1E LEEET S,
THEHRFOREICRT R TI1 AV LOETOT
—REWETILEERL, TARERIIESE
HEN-T13aVERI LB SR TESIILENG
LV, DEK BRU KEK (IFRE(ICR S,

TLS tyoav#E RAM TOE OERE CHET S,

TLS EC Diffie- | (%)

Hellman #Z1E TOE BERMOBRATEIG TLS tyvayzfl
578, TLS EyvYavHE R U TLS EC Diffie
Hellman #ZEERFTREICTES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESIRE(RMERESIEBES)
TOE (3 TLS Oxt#rigrg S5 /85ELT [5]ICERED CBC £— FRU [6]ICEE#EHD GCM E—RFD
AES(128bit, 256bit)&HR— 93, AES (& [7]EHTHD,

(B8:&E T3 TSFI]

Web UI 051525

TIVB—RIA4N

Web UI OEE#HE

BENRRIDORE U HEEE

Web UI QY37 iKEE - BED R RHEEE

Web UI ORI ANoDXET—SERDH UBEEE

Web UI O77— L1777 T — MEEE

¥&hIZ. FAU_GEN.1, FAU_GEN.2 ORE TSFI £ &1,
(BEEOUNEREINDE. TLS BIETEERY—)\NEETILNH, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) ISR E(ER LR RIL)
TOE 77— L0177y 7T— FOEIEMRIECHNT, [2]IC5BED RSA TIUINERZEYR— T
%, BBRK(E 2048bit Thd, B R IA—IvE [2]5.5(F)ICEEE D RSASSA-PKCS1-v1.51(C
w2,
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[E5:&9 % TSFI]
Web Ul O77— L7177y T— MkRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FEESRE(ERERKHREL)

TOE (& TLS OMEF R RU. EFEBERER/REEICHNT. [2]ICERE D RSATIINEL R
VMR T VAN EBRICHIGUEER E R VR Z1T), BH. RSA 2R(d 2048bit (3
3072bit, NIST t5MBh#&(Z P256, P384, P521 #HR— 9%, RSA T IR ELDEL I+—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (L), F7=. t5AHRT U EBELDE S
A R/IREEE [2]16.4 (S8E5. Chbld TLS BIERICRBEMRFENRIVI-Yav . EFELLE
BEFICEI—Y—DIEEICLD. TNENFERATEIE R ARNRES,

(B8:&9 % TSFI)

Web Ul DEEH#EE

BAENRRIDRF v RE

¥ &h(C, FAU_GEN.1, FAU_GEN.2 OE§E TSFI £ &%,

(BEEOTNERSNDE. TLS BIETHEEY ) \NEETHH. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BESEE( W17
WAV L)
TOE (&, 77— LII77v 77— FOEEMSRIEREDI7— LOI7 7Y I T— M A=IT—=R0ON\y Y15t
HI(ZSHA256 #F|HT 3, D SHA256 )\WI1fEEELED RSA EESHRELLETEETE
BRI EETT D, BH. \woa7ITVZLIE [8]ICHEHT B,

(RH:& 9% TSFI]
Web UI ®77—LOI77v7T— Mk

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) HIE&Si&{E(\YI17
WAV L)
TOE (Z(11)ICE2HED TLS [CHFBBFEA - IR ARD\WY1FHEIC
SHA1/SHA256/SHA384 ZHiR— 93, BIEICHERTS/\WY17)I TV LIEHEFLEEOXTVT
—9avICdOTRET S, F2. TOE BEFERER/RIAED/\vVaFHEIC
SHA256/SHA384/SHA512 #HYR— L. BRLERMRO1I-F—DIEECINFERTE/\vD27
WIAVZALWRET B,
TLS [CHF2 A EAVE—IRAARDN\Y VA BEEFEL ER/HMRD/\Y V15t E ML
THBNBEHICHAENERIENTED, IH. N\va7ITVALIE [8]IC#EHT S,

(BE:&E9 3% TSFI]
Web UI o)uﬁkj-:l“nh Y]
TIUBR—=RESAN
Web Ul D EEBHRE
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BIENRIDAF v UBERE

Web UI O Ja7iKEE - BEDR RHEEE

Web UI ORI ANMbDXET—EDH UHRE

Web Ul O77—LO177v77T— MRE

¥ &hlC, FAU_GEN.1, FAU_GEN.2 OB§ZE TSFI £ &8,

(BEEOYHERENDE. TLS BIETEERY—/INEETIEH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S (AES TSI 18S)

TOE BARL—YRBEEDRESARELT, [9]ICEEESINE AES. BV, JOVIREESE—KRELT
[10]ICEE&E SNz CBC #HiR— 1%, #RIE 256 EYNTHD, IV IEAM—IDEHIESE
DEK ZmICEH T3,

(R8:&¥ % TSFI]

TVB—=RAN

BAENRIOIE-HEE, TUV MERE. AFv IR AT vURYIAREEEE. T7D A EE. XER
D Ubee

BAENSRIND Y TIREE - BEDR T AE

Web UI iRy ANoDXET—FERDH LigaE

NREBIEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESigE(BES
1E)
TOE ([F(12)ICEEHDED. A+L—IUBESLHEED DEK(256bit)% [9]ICiE&H SNz AES A=K
E51LT %, BRI 256bit THD. JOVVEESE—FIE [10]ICEESHINE CBC 24 R— M3,
BR(E 256 EYRTHD. IV (E(14)CEEED AES-256 CTR DRBG o FLELETHS,
(12)ICEBE @D, AL — IS 1L #EED DEK(256bit) 2551t T30(E. AL —IEE#FI
AVH B TOE O EIREENRF THD .

(R8:&¥ % TSFI)
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESEEBMF/\vY1AvE—IFREE)
TOE [F TLS [CH12 B EAVE— IR ARXELTUTEYR— T3,
&K (bit): 160, 256, 384
N\y1:SHA-1, SHA-256. SHA-384
*vt—IH1J1AMR(bit): 160, 256, 384
Noa7IVTVZLIE [11]. BFENYD1AvE— YRR 7TV L(HMAC)E [12]IC#EMT B,

(BE:ETS TSFI]
Web UI a)ugkj-:lll FOE
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TIVR—RIA4N

Web UI & EH#AE

BENRRIOAT v UHEE

Web UI O J374KEE - BEDR RHLEE

Web UI ORyIAN6NDXET—SERDH U EE

Web UI ®77—LO177v77— MEE

% Eh(Z, FAU_GEN.1, FAU_GEN.2 OESE TSFI &%,
(BEEOUNERINDE. TLS BIETERY—)\NEIETIEH, )

(12) FCS_KYC_EXT.1 Key Chaining #F11>
TOE (FA ML — Vg S #2(DEK) R U DEK Zi§ 5L 337z DiEiE 5 8 (KEK) 2R FI1ET B,
BARMICE TOE R —IREBRTF M UN B NEB B (BEAMNICIE. THEEYMRESF. £
FIRENRIOBEEA 1Mo TG FFORECR TIREL UL R OEENRF)(C(14)ICEH
® DRBG T DEK & KEK #4 L. DEK (& KEK (C&£D(10)(C#- TS 1L NVRAM1 R U
SSD . KEK (334K RE T NVRAM2 (2, ZNENREFT D, 2 [E B LI O#EENRF(E. NVRAM1
(CREB1E U TRTE L DEK 7 NVRAM2 hoiiid i Lic KEK T(10)ICHE-TEE T3, BEI
DEK. KEK &%I2 256 EY RT3, DRBG CIE(14) ISR &EH ULEEN+ 2B I bOE—htfsns
EHBEDRET 256 EYRTHD., BF M VDT 256bit BEHLMIFIND,

(B8;E9 % TSFI)
BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material $# Xk UMK DIRE
TOE (F(12)ICEE& L@, ARL—IREERFIM UM TOE O EREEIRIC#EZ#® D) DRBG T
DEK & KEK &R L. DEK [& KEK THEE1EENT NVRAM1 B U SSD IC. KEK [FFXHKEET
NVRAM2 [CENFNREFET D, ZDHMDA L —IIZ DEK, KEK hMRESNDCEF L, NVRAM2
(FIRZIEAATEEA L —ITHBLEH. (12)DRFIM1O— IR MR ATRELG A ML —JICEX
TRESNDER L,

(R8:&¥ 3 TSFI)
BIRNIY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R GELBEY MR
TOE (FELEAERIC [1]10.2.1 [C#EHLT AES-256 CTR DRBG %#%|FH9 %, c® DRBG (&
Derivation Function, Reseed ##:% 4 L. Prediction Resistance ##exFL 0 Fk.
Linux 1—%JL®/dev/random Mo B EL.#ZY— TS, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) &R U LRNG [SFEATIH0O99HIVA05FH H L
fifg/ A A e &HiEeAkEIY MIE—RET S, D/ XFY I M7 ICENERMICHERDELSDEE
#4350 THP, DRBG [E/dev/random h o faEshiz o — k& entropy_input & U
nonce ELTHIATSN, ELEDIV bOE—=(3 256 By x 1.5 #8X. [1]8.6.7 DEEHH+
nEEZS,
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TOE (320 DRBG ZAWCA R —YESHE. TLS v aVi#eEHT 5,
(12)(CEEHEDAED, AML— IS REHDEHIC DRBG Hi2EIEN2IDIE. AL —IESEFI
UH3 TOE ORISR THd.

(B8 ¥ % TSFI]

Web UI 05525

TIVB—RIA4N

Web UI OE R HE

BIRRIY

BENRRIOAF v UHEE

Web UI O Ja74KEE - EEEDR RHLEE

Web UI ORyDI AN ET—AENE UHEE

Web UL ®77—Lo177v77— MkEE

¥&B(Z, FAU_GEN.1, FAU_GEN.2 OF8:&E TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)INEIETIENH, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD LDF—5{R#
TOE AN —IF I M A LDT—HATOVH B TR E1L/ESIET S, EEMICIE. AL—ITF)1
ALDEEBIERIEN—T1 AV TBI71 I R U AR T—H0D Read/Write 2 LTT—20D1E
Eb/BEEILEEL. 2%/ \—T12avICx LTTF—270vD% Read/Write 3%, lESL AR
FCS_COP.1(d)IZ%€5, BEBEXIRN—T10aVEeET AN — I TN AL IR R R AT RETS
NVRAM1 B U SSD THD. NVRAM1 KU SSD LISHCIRM AR ATREIR A L—I T N AL
LYo
LEROAN-IEEEE. BEBECLOTAMN - IS LN BRI R ESNZEZ. TOE #1E
BN OBNET D, IS L/ESLICFIATS DEK (F(12)ICEE & LED. BS®|FI( UM
EERFICERIND,
LTHDEXOFAET—H. FXDWED TSF 7—4(& NVRAM1 BU SSD LOREE xR/ -
FAYAVICEEFRAFNZEHEES1EENSD, NVRAM1 R U SSD LDIERES LR D) S—T1av(C
(&, TATS LA A=Y HEEINVTA—2% KEK Z8#EL(10)ICEEEHD@IIE S LSz DEK OH &
M., EFXOFABEBXET IRVEXDWED TSF T2 EFE, BH. DEK DREF1LIE
(12)ICE2&E LzED TOE DR S HF 11 VNG VEBIRFICITIND . Fo. FX KEK ORFLETH
% NVRAM2 (3IF#h 3 A BEB A FL— U T INA ATIE 3L

(B8 ¥ % TSFI]

TIVR—RFA4N

BIRRAY

BENRRIINOIE-HEEE. TUV MERE. AT vUHEE. AT v UMY AREFHERE. J7D AMEE. XER
D LikRE

BENRRINDOIITIRE - BEDR RHEEE

Web UI ORYDANGDXET—EDH UEkEE

NREFEER
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1.1.7. SE8E&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREN7 HTTPS
D47+ PCHhoNEBEEEEADTILAR 7.1.1 #HAIFRAIMEEIC L THIHSNS —FH . EBEE
DERTEICLD, Web T30HEDETDEIE F57190% HTTPS TEFa7FrRIVMET B LIITEHIT
BHIENFIRETHB . CDEREIX Web Ul o BEEEDHNITZAS, HTTPS (3 [13]ICHESTEET
HD. TLS BIEER 7 (2) (SRR ETHD,
D347+ PC D Web 7509 biinEREZ(T5E. TOE D347V + PCRET TLS BEQxT
VI-YavEEIIL, HTTPS BIEERIET 5. V5172 PC hod TOE @ Web UI (CHIF5E
RIS LUTARTDVE— MEEICH LT, HTTPS BENERINS, Fo. BEEEN TOE RERIC
BISNEEDT % Web Ul hoikd H T, HTTPS BEMNEAINS. WINDHZEEE TOE
(& TLS D347 peBEEE Y R— FLIILY,

(&I TSFI]

Web UI O AIFEE

TUVIR—=FIAN

Web UI OE R

Web UI O Ya74KEE - BED R THAE

Web UI iRy ANo0XET—FERDH LigaE
Web UI OT77—LOI77y7T— MiRE

(2) FCS_TLS_EXT.1 TLS selected &iR&n# TLS

TLS @IEELT [14]0 TLS1.2 BHik— T3,

TLS BIEETHEATEIHES A — MOSA4 7Y b H—)\ED TLS IRxDVavdh(cxTVI—- N3,

TOE (X TLS #FI AT 2 BIECHIVTIE, TOE FHEREICIE UTOIM 7Y MIEH—NICEBNFS, 6

ZIE. Web UI PHEATREY—/V. AF vy XEA—LEERCR>YTM1 7Y FELTIRD B,

TOE (D347 bh oIRESNZRE S AM — O hhotiR— 38U EED%E 1 2:#IRT S, TOE

Y R— T35 A1 —MILL T THD,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES 128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
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TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(BE:&E9 3 TSFI]

Web UI 055285

TIVE—RFA4N

Web Ul O EEBHEE

BENRRIOAF v UHEE

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORyI AN ET—2ENE UiRE

Web UI O77—LO177v77— MEE

¥ Eh(C, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &%,
(BEEOUNERSINDE. TLS BIETEEY—)INEETIENH, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSFREIS{EHEFvrRI
TOE (& TOE EBEEY— /N, ALY —NEDR T, LTOSEBEE IO I EYR— M3, F.
BIE(E TOE hoBAtRT %, CNICED. IV RRS Y FOERICEBIE T —ADRBERSAMH DDHREN

REESNS,
BEEY-/\: TLS
A=)F=)\: TLS
(RH:&9 % TSFI)

(8#&4%—/%) FAU_GEN.1, FAU_GEN.2 OE85& TSFI (%33
A== 1N) BIENRIDAF v UHEEE

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{EE/\A(EEER)
TOE [FEEENDVE—FPCHHDE7IEAMVATI—AICK L. U TOREFEEE IO EYR
— ;% INICED. TV RRIY FOFERIEBET —IDRBEHS D ODRENRIISND,
Web UI: TLS/HTTPS

[RH:& 9% TSFI)

Web UI Oz 5IEEE

Web UI OEEHRE

Web UI OYa74KEE - BED R THAE

Web UI OiRyDANMoDOXET—FERDH LigaE
Web UI ®77—LOI77v7T— MékE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%E/\AGEEEER)
TOE 3IEBEEEDUE— FPCHODETILAMVATI—AICK L. L TOSEREEFEIOMN I EY
R—bFFB, TNICED IV FRAY FOFERNERIET - IDRBERS WD DDRENRIEEND,

Web UI: TLS/HTTPS
TUIB— RS54 1N\ oDENRI: TLS/HTTPS
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(BH:& 9% TSFI)

Web UI 051325

TVIB=FAN

Web UI O Y374KEE - BEDR THAE

Web UI DiNyDANbDXET—HENH LikEE

1.1.8. PSTN 77DA-%y h)—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE (. 770ART LHRER S ARBERIREN LT, I77DATADEZEREEZIRET D,
HiR—rF370MUE ITU-T G3 E—RFOHTHB.
TPHAA VR TI—ATEZENHFSNTNZIDE. FIABEBDI7DVIVXEDH THD.
T—AET LBSREIFL T MDD BT —ABEEIVY FME— IR Fa Vs T7DAREED
5 TOE [CRIECPHEATEIEFTERGL, T, TOE ($. AR BERBHEENERY NI—HETT
—REZTEITHETLLEEYD, ARBERRZENZEVCAREHRT—2EREBRYEI—D
EEITELBL,

(R8:&¥ % TSFI)
DR BEEER
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8. STH&EE-HEE (Acronyms And Terminology)

8.1. HR&EE (Acronyms)
K ST [EHTRREEEELLTICEREAT B,

B EHEAR

CcC JEVD347U7(Common Criteria)

DRAM HA4F39D5058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIR)#E A #(Multi Function Device)

NVRAM THERMSVH LT7DEAAE)(Non Volatile Random Access
Memory)

PDL R—YEeak §i&(Page Description Language)

PP 075370774 L(Protection Profile)

SFP t¥al) 7188 #t(Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—I)LEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1M xt % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVIAT L BREATIDNOR ROBEEZUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEEZEDSA17Y D Web TS50 &N UT. TOE [CRTRIEENTERIVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTIPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACKEMSN X EERY M-I EOIVE1-SNbENH S
CENETRETHS . IRVDAIL, HEFEREC ClAMFolder £V B FFCIR SN S,

TIAR=+T)U b
(Private Charge
Print)

UV MERECH T, EIRIT—3%7IVR— XL TR LEEY by T T—5% . MFD DA
fo—VREIC—BERL., BAESNZRABMRENRIVINETT S THRIERHE
EE POV b

XET4H
(Document data)

— & F A& (U.NORMAL). SA h* MFD OOE—#8E. ) MEEE. A¥vUBEEE. 77
DARE. XEDREFHEEZR AT BMEIC. MFD REizRIBT 22 TOERIEHRES
T3 MMULTXE T HERET S,

AFvIUNE AT v UBREICLS T, EFHAALTBEINLEXE T, KA TOE BAFvIXEEA-I
B—IINEELED, XEORFECENE U EEICEIDRYD AR EFT SHEEZEF D,

TPIAREXE D7D AEREICLH>TZIEEN . K TOE THRIMNBIEFHAXDXET—ITHS,

T7DAZIERYIA EHEE(U.ADMIN)ICE THEESNB I7IAZIEXEEZRFETIRYIA, T7DAZIE

(Folder for Fax VD ADERKIE SA NEFELZ TN oL,

receive)

E&ENY THIUTACREETIER (FIZIE, HAIFEOLK ., BIERESPEEREOF AL

&) e, BHEEEINLET 4,

FRERE

HAFRRELEFIAEICEIN S TOoNS KR E], A TOE Tl M EEERE. SA %K.

(User Role) —RRFAERINVERINTD,
HHEEERE BB EEREEOER. NI ADRE, BBEEED) AT FEEL AR,
SA &Z| BHEEELRR. MFD O TOE tX1)T(#EEGED Y AT LR EEEEER/EE T

EHHER, 120, thBFBORYDADRE . M EBEONAD— FERIITERL,
S E " #EEIEDIER (System Administrator)"&&RiEEN 3,

—MRFIAERE

—R&FIAE(U.NORMAL)N TOE ZFI AT 3RRICHEBIERERT

FIFAEHAER
(User Identifier)

FRAEEHANTIHDIFEHR, 1—F—ID,

W EEE
(Key Operator)

MFD O TOE E¥ 1T/ HBERED VAT LR EEZE K/ ER CEH 1 —THN. T
SHERE TR — B HRIN TR 1Y —THd, HHMEEE ID ELVOERIICERSN
E1—H—ID #FHT3, EHEEZORHAERINEETETELL,

&M E(E”Administrator’E&RiE SN 3,
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SA SA REIZEIN L TONERIE1—Y—,
EEE HWEEE®E. FE., SA &EZEDFRE 11—, Key Operator & SA D#FR,
(U.ADMIN)

ARL—YBES

REBED—BEREFIIAN -—VEHESILTIHAEETT,

TAVIR— At RE

R—YREik S35 (PDL) THERSNIENRI T —3& T L. EVvT 7 —RICE BT 4

)
AEo

TAVIR=X

TAVIR—ZAREEEICED . R—JFEh FEFE(PDL) CHE RSN T —AZ @ L. Ev by T T
—BICEBTBE,

ZA—MDVUTHRE
(Auto Clear)

BAENRILBLY Web U hofilt @2 LB LR T—EOR RN B LLEEE, BE)
HIICEREEN DT 7 FENBHBETH S,

AAMNR—TIVIZ?

(Customer MFD QR=F/MEEZITIIVIZT,
Engineer)
WEE ] , .
WEELI. TOE FIMRESNTVBEECFEGFREELTPIELATSETHS.
(attacker)
BENRI

(Control Panel)

MFD DIEECHEIRIY . SVT  BvFRNRIVTFART VA DEEE SN %L,

—MWRFAEIIATY

—RFAENFATEIIIMT UL,

|\
EEE EBENFATSEDIMTU b, EEEF Web IS5 %L MFD (LT, TOE &%
D347k ET—ADHERPEESHRAET,

TVR—=FF4N
(Printer driver)

—MRFAEDSA7 b LDT—R%, MFD WMEIRATEIGA— YECik S5 (PDL) TRk
SNEENRIT—RICE#RTZVINIITTHD. —RFIREISFMT7VMTHEAT S,

MFD Hh'EZIRAIBEGR— YRR E 55 (PDL) THERSNET—4, EIRIT—3(. TOE @

ENRIT—% FAVR—AHEETEY MY T F—ACEHEND,
JE—HBEICEDZFHRAENET—5, BLUTUY MEBECIDFIRE DS 7Y M DEIES
By Iy ITF—4 NERRIF—3%EFIVR—A#EETERULET—4, EyhIy/F—ad B AR TEE
EMELTN— FFAADEBCKMEND,
B IE—H4EET 1T hBDZEHAH DR REBZ N EPKE, BELBEERT,

TOE B3 5—4

ZhlE TSF F—80—ETHN. TOE (&> THE RSN TOE [CRAL TR SN T —
5THY. TOE O ¥1UTHEREICE BE 5 AP TRELOHIRET S,

ER=

BEIAERMINS 256 EVPDT—H, AL—IKRBEADXET - AOREFHRIC. CORET
—REERALES1EZEIT,

FYRDJ—D

NEBRYED-DERE RV M) -DERETE—RMICHERTIHEORE,

SERRYED—D

TOE 2 &I M CIEENHELG V., RERY RI-DLUSNORY I -DEHT,

RERRY FD—5

TOE 'SR ESNAHEBOMRERCHD ., SRRy bI—DD oD EF1IT1DBBICK L TR
ESNTLR XY MI—DRAD, MFD & MFD A7DE AWM ER)E—- FOBERBGY—N
POI47V PCRIDFvRIVERET

NREFEER
AR EEEE R
PSTN

TPDAEIE . TPDAREDT AN RN S EREABRINS .
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(public telephone

line)

ARERT—H TP AN N RERBERNDEZIEDT—H,

(fax data)

SFERZE ITU-T #8150 X.509 ICEZSNTHD. KAFEM(FIEMAR. HAla. Lar%E). 26
8. BEAR. DITIFVN, VTR FYENREFNTLDIER,

Data on TOE HET—ATHN. RMRRIIRFICH(F2FIRABEDNAT— FEREFO RN FHOD

minimum user &%k

password length

U.ADMIN TOE &RET—HATHN., EEZE(U.ADMIN)ZREED=6H D) AT — PR
Password

U.NORMAL TOE EBET—ATHN., — A& FFAE(U.NORMAL)ZEEDHDI AT — FiFHR
Password

Data on access
denial due to
authentication
failures

TOE BRET—ATHN., FIAHE ID BAERKICEIRT 2HAEEDH 2/ ESDIFHMER K
8] 34 1H ¥

User
authentication

TOE (Lb‘jé ngkﬂu aics umﬁﬁgmx{iﬂm n].—tf Fa)l—t
TOE O&#AEEHEA T HHIC, TOE OAKICEFINLFI AEFREEA LA
AEEITOMAETHD,

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE ERET—HTHN . KENKIVDoDFZFER D) SAD— RERHEAEDH 1/ EHDIF
o

Data on Private
Charge Print

TOE RET—HTHN, TIV TR ERKICTIA - TV MIE
DR EIFH.

BSESDERISE

Data on
Customer
Engineer
Operation
Restriction

TOE BjET—ATHN. DAMY—IYIZ TR EHIRIREDE £/ ESDIER R VRS
/YRU_ F@'I‘ﬁ #&o

Data on date and
time

TOE SRET—ATHN. WEDB . BZIZTRT,

Data on Auto
Clear

TOE BRET—HTHD. BIENSRIA— MUTHEEDE R/ BB LU 7R OEHR.
BLU Web UL 07— MUPHREDE 3/ BANDEBRE LU DT OIE R

Data on Report
Print

TOE BEF—4THN. Lifi— M NEAEDOREER.
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