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Designation Definition
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2.

Conformance claims

2.1. CC Conformance claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I AT 5,

CC version : Version 3.1 Release 5
CC conformance : Part2 (CCMB-2017-04-002) Extended,
and Part3 (CCMB-2017-04-003) Conformant

2.2. PP claim

A ST 1, LR PPIZEA T2,

PP identification

PP Title : Protection Profile for Hardcopy Devices

PP registration

PP version : 1.0 dated September 10, 2015

Date ! September 10, 2015

Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance rationale

PP NERTALL FOSM2T 2L, PP Bk iEY Exact Conformance| Thb, +D7-H . TOE fERIIL PP &
—HL T2,

3.

REE

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage

Optional Uses

7L

Security Problem Definition

T, FIHE LR RE PEDE R, ARSI, B MOt =27 RN OV TREE T %,

3.1. Users

TOE OFIHE X, LLFOIIFHES NS,

Table 3-1 User Categories

Designation Asset category Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
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administrative role

3.2. Assets

38 & PEIT . User Data, TSF Data Thd, FEEITLL FTOIIICERIND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% FiC 2 DOFEBINORERSILD,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data (% F52 2 DOFRINLERIILD,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of
the TOE, but for which disclosure is acceptable
D.TSF.CONF [ Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation

Definition
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T.UNAUTHORIZED_
ACCESS

An attacker may access (read, modify, or delete) User Document Data or change
(modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate while in a degraded state.

T.UNAUTHORIZED_
UPDATE

An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMIS
E

An attacker may access data in transit or otherwise compromise the security of

the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the
threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

PAUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.
The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECT

ION
PSTORAGE_ENCRY | If the TOE stores User Document Data or Confidential TSF Data on Field-
PTION Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this

Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores

or processes, 1s assumed to be provided by the environment.
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ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN _TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.

OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.
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5. Extended components definition

AFETIE JLEL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be Iimited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are
implemented by the TOE), no other DH groups).

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
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= There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key
combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in
FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FCS RBG _EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

5.6. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FDP_DSK _EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
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Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case

Copyright ©2026 KONICA MINOLTA, INC., All Rights Reserved
26 / 71



KONICA MINOLTA AccurioPress C5080 / AccurioPress C5070 / AccurioPrint C5065 with UK-112 Security Target

“p ok

letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(« ) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:

use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
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shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no

plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1
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FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST _EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a

suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FPT _TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing T'SF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in

Table 6-1, [assignment: other specifically defined auditable events].
[assignment: other specifically defined auditable events)

" none

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gf applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in

Table 6-1, [assignment: other audit relevant information).

[assignment: other audit relevant information]

" none

Table 6-1 Audit data requirements

Auditable event Relevant SFR Additional Details

Copyright ©2026 KONICA MINOLTA, INC., All Rights Reserved
32/ 171



KONICA MINOLTA AccurioPress C5080 / AccurioPress C5070 / AccurioPrint C5065 with UK-112 Security Target

information
Job completion FDP_ACF.1 Type of job aB—D5ET
AFXDET
cabt—Ta T DIRTE
ARTFY a7 OFHL
ARIEV a7 OHIR
ARV a7 OHIER
RAFT a7 OEE R (B
)
Unsuccessful User authentication | FIA_UAU.1 None 17 AL DY)
B 7 A DI
Unsuccessful User identification FIA_UID.1 None BT A DR
BT A DRI
Use of management functions FMT_SMF.1 None <X VT B RE O
Modification to the group of Users | FMT_SMR.1 None 2— P —DRBNOLEEHERBLTFIEL
that are part of a role TRNAFLEITA TN
Changes to the time FPT_STM.1 None - RO
Failure to establish session FTP_ITC.1, Reason for | «iBfEHEST DI ORI D ER H

FTP_TRP.1(a)

failure

FAU_STG_EXT.1

FAU_STG_EXT.1.1

FCS_CKM.1(a)

FAU_GEN.2
(for 0.AUDIT)
Hierarchical to
Dependencies
FAU_GEN.2.1

User identity association

No other components
FAU_GEN.1 Audit data generation
FTIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

(for 0.AUDIT)
Hierarchical to

Dependencies

Extended: External Audit Trail Storage

No other components
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

a trusted channel according to FTP_ITC.1.

Hierarchical to

Dependencies

6.1.2. Class FCS: Cryptographic support

No other components.

[ECS_CKM-2 Cryptographie key-distribution,or
FCS_COP.1(b) Cryptographic Operation (for signature

generation/ verification),

The TSF shall be able to transmit the generated audit data to an External IT Entity using

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)
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FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_CKM.1.1(a) The TSF shall generate asymmetric cryptographic keys used for key establishment in
Refinement: accordance with [selection:

] NIST Special Publication 800-564, ‘“Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;y

] NIST Special Publication 800-564, ‘“Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves/ (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

] NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key

strength of 112 bits.

[selection: NIST Special ..]

] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes

] NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
Dependencies : [ECS_CKM-2 Cryptographie key-distribution,or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FCS_CKM.1.1(b) The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as
Refinement specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256
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FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

bif that meet the following: No Standard.
[selection: 128 bit, 256 bif]

= 128bit

= 256 bit

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, lassignment: other mechanism that ensures keys are destroyed]).

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG _EXT.1), a static
pattern], followed by a [selection: read-verify; nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory; ...]

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are

destroyedi]

] powering off a device

[selection: single, three or more times]

= single

[selection: a pseudo random pattern using the TSFs RBG (as specified in
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FCS_COP.1(a)

FCS COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS _COP.1.1(b)

Refinement

FCS _RBG _EXT 1), a static pattern]

. a static pattern

[selection: read-verify, nonel

*  none

[selection: NIST SP800-88, no standardl

] no standard

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user- datawithout-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: ome or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

=  FIPS PUB 197, “Advanced Encryption Standard (AES)”

. [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-

38D
[assignment: one or more modes]
. CBC

[Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
. NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [EDPITC 1 Import-ofuser-data-without-seeurity-attributes,or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
»  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
] RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greaterl, or
] Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greaterl]
that meets the following [selection:
Case: Digital Signature Algorithm
L] FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

] FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm

L] FIPS PUB 186-4, “Digital Signature Standard”

= The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no other
curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

]

[selection: Digital Signature ...]

L] RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]

= 2048bits

[selection: Case: Digital ...]

] FIPS PUB 186-4, “Digital Signature Standard”

Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)l.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]

. NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC _DRBG (any), CTR_DRBG (AES))

= CTR_DRBG (AES)

The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/TEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]

. [assignment: number of software-based sources) software-based noise source(s)

[assignment: number of software-based sources]

" one
[selection: 7128 bits, 256 bits]
. 256 bits

6.1.3. Class FDP: User data protection

FDP_ACC.1

FDP_ACC.1.1

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : FDP_ACEF.1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP on subjects, objects, and
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Refinement operations among subjects and objects specified in Table 6-2 and Table 6-3.
FDP_ACFE.1 Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components
Dependencies FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
FDP_ACF.1.1 The TSF shall enforce the User Data Access Control SFP to objects based on the following:
Refinement subjects, objects, and attributes specified in Table 6-2 and Table 6-3.
FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among controlled
Refinement subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
in Table 6-2 and Table 6-3.
FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the following
Refinement additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFE based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFB based on
security attributes, that explicitly authorise access of subjects to objects]
= L
FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the following additional
Refinement rules: [assignment: rules that do not conflict with the User Data Access Control SFE based
on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]
= 2L
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
Scan Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image Iimage Iimage
scanning
Job owner (note 2) denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Copy Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image or | image Image
copying Release printed
copy output
Job owner (note 2) denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Storage / | Operation : Store document | Retrieve stored | Modify stored Delete stored
retrieval document document document
Job owner (note 1)
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U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

[#fi/2] Table6-2 1%, FRLOIRILTOH SFP ZiLilkL T2,
*  Scan: AFYUHEREEZHVT, AX Y RERICH LY aT O T — 212kt %5 SFP
= Copy: =ZE—HREREZAWT, ZUCMENLIZ a7 OEET —2I12x%4 5 SFP
] Storage / retrieval :
ab— A¥xylr | RIFHEREE VT, —RERTEHDD RIFL7ea” OfEfig T —XIZx4 5 SFP
%A TOE 1% FAX BEAEZ#5H L QU 72 /=9 [Fax send ] [Fax receive | FEDEE K N7 7 B AHINIAFIEL 72\, FI2% v b
— I HOHIRIBEREZ 5L T 72U 20 [ Print | FEOERE R O T 72 AHENITFEL2,

Table 6-3 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Scan Operation : Create scan job | View scan | Modify scan job | Cancel scan job
status / log
Job owner (note 2) denied denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Copy Operation : Create copy job | View copy | Modify copy job | Cancel copy job
status / log
Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Storage / | Operation : Create storage /| View storage /| Modify storage/ | Cancel storage /
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied

[#Hi/2] Table6-3 iX, FRLOIRILTD SFP Lk L T D,
*  Scan: AFXYIHEREZHWT, AXYURERICH LY aT OvaT T —21Z%t % SFP
*  Copy: =ZE—HEZHWT, SV ar ovay 7 —2Zx4 % SFP
] Storage / retrieval :
ar—, A%y RIEEREE VT, —BRTEHDD (RIFL7cY a7 ovar 5 —H#ix4 % SFP
A TOE 1% FAX B REA8H L Qi 2b [Fax send] [ Fax receive | FEDHAE K N7 78 AHINIFE LRV, T2 b
— 7O RIBERE 2SI L TR = [ Print ) RO HE K N7 7 & AHIENIFAE L2,

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process
of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or

retrieval Job.
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6.1.4. Class FIA: Identification and authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer numberl, an
administrator configurable positive integer within [assignment: range of acceptable
valuesl] unsuccessful authentication attempts occur related to [assignment: Zist of
authentication events).
[selection: [assignment: positive integer number], an administrator configurable positive
integer within[assignment: range of acceptable values|]
[assignment: positive integer numberl,
] Refer to Table 6-4
[assignment: list of authentication events]
L] Refer to Table 6-4
FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection:
met, surpassed], the TSF shall [assignment: ist of actions].
[selection: met, surpassed]
. met
[assignment: list of actions]
L] Refer to Table 6-4
Table 6-4 Authentication failure handling
authentication events positive integer list of actions]
number
BAE SRR D —F —FERE R OVE B FEAE | 1 5 T DFBRESE 1k
Web Connection {231} 5% LA SREE 1 5 M ORFEE 11
BB SRR D — P —FREE 3 Thyrhouay s
(FHF R EEE BV TRy 7 R
TEIC RV iEBR S D)
FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : No dependencies
FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual

FIA_PMG_EXT.1

users: [assignment: /ist of security attributes].
[assignment: list of security attributesl.

. % 27 @M (User ID, Admin ID)

. #%%E|(UNORMAL., U.ADMIN)

Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components
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FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

Refinement

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

Dependencies : No dependencies
The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “”,
“&”, ¥ “(“ “) [assignment: other charactersll;

* Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “I”, “@”, ‘¥, “$”, “%”, “7”, “&”, “*” (¢, )", [assignment: other characters]]

. “WC@, W, P, U, N “&D, 7 (¢ ) and [assignment: other characters)

[assignment: other characters]

w9 wxr :c[» :c]” 2 T T T I TY (TR T L R 11 L R T L B TS L 1] | 9w “{n “}n CRE T R TR U
[ - N — ~
b ¥ b ’ b b L) ’ D / b I b b 2 b b b b + b < b > I . and
@ » (%Eﬁ%)
{313 et 1Y BN T b ITEE A {T N TAE S TS P 1Y [T T SR 14 bR A T b TS b B T IS A TS bE A TS A 11 b T IR A {3 L A T T 11 “f)”
.« [, “I7, « =7, 4 4
’ ¥ 2 K 2 2 L) 0 c / b 2 b 2 2 ’ b 2 b + 2 < K > 2 . and

(BRI

Timing of authentication
(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF. CONEF, and do not

change any TSF datal on behalf of the user to be performed before the user is

authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access

Control SFE and do not provide access to D.TSF. CONE, and do not change any TSF datal

*  TOE OIREERERR L ORI RFEOBRE

. Ax v VEAEIC L D AR ¥ T — X ORERBE, a BRI LRI, BRF
YA SNIZY a TORETH L RHAEE, HABTETLTW WY a 7OHNT
IO E

" A=tV Ey MEMORE

" X2 VT o BERRICER LRV EDOMRE - X

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

Protected authentication feedback

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: Zist of feedback]
" ATTENTZLFT — 2 1 CFERE SR OFRR

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)
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FIA_UID.1.1

Refinement

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF. CONEF, and do not

change any TSF datal on behalf of the user to be performed before the user is identified.

lassignment: list of TSF-mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF.CONE, and do not change any TSF datal

»  TOE DIREEMERI L ORFRFEDOHRE

. A% Y VHEIEIC L D AR ¥ T = OREFIRIE, 2 € —EEIC LD MINEE, A F
YreASNEY a TORIETH DRMDBERE, HABRETLTW RN a 70T
KOS

" F— Uty MEHORE

v X2 VT A ERRICER LR VBRE DR - AR

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: list of user security attributes].

[assignment: list of user security attributes).

= & 2 7 J&tE(User ID, Admin ID)

= %#&(UNORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes.

[assignment: rules for the initial association of attributes)

*  Admin ID(1 SO Z[EE) CRIES Nz HE, %E UADMIN Z BEAHT %

. Z Ofio> ID TREGE S 11723565 H UNORMAL % B#fHT 5.

The TSF shall enforce the following rules governing changes to the user security attributes
with the subjects acting on behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes]
= L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour
(for 0.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of disable,
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Refinement

enable, modify the behaviour ofl the functions [assignment: Jist of functions] to
U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour ofl
= Refer to Table 6-5

[assignment: Jist of functions]

= Refer to Table 6-5

Table 6-5 Management of Security Functions behavior

Security Functions Operations

X2 VT o bRk ERERE disable, enable

P—ERu A AR ERRE disable, enable

FMT_MSA.1

FMT_MSA.1.1

Refinement

Management of security attributes

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, e
EDP_EC.1 Subsetinformation flow eontrol]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change_default, query, modify; delete, [assignment: other operations]] the
security attributes [assignment: /ist of security attributes] to [assignment: the authorised
identified roles).
[selection: change default, query, modify, delete, [assignment: other operations/|
= Refer to Table 6-6
lassignment: list of security attributes)
= Refer to Table 6-6
[assignment: the authorized identified roles]
= Refer to Table 6-6

Table 6-6 Management of Object Security Attribute

Security Attribute Authorized Identified Roles Operations

User ID

U.ADMIN 4%, modify. delete

FMT_MSA.3

FMT_MSA.3.1

Refinement

FMT_MSA.3.2

Static attribute initialisation

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one
of: restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
= restrictive

The TSF shall allow the [selection: ILADMIN, no rolel to specify alternative initial
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Refinement

FMT_MTD.1

FMT_MTD.1.1

Refinement

values to override the default values when an object or information is created.
[selection: U.ADMIN, no rolel

. no role

Management of TSF data
(for 0.ACCESS_CONTROL)
Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to perform the specified operations on the specified TSF
Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

Table 6-7 Operation of TSF Data (1)

TSF Data owned by a U NORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
UNORMAL ®uZ A2 /82T —R Modify the owning UNORMAL.
UNORMAL ®wuZ A2 /SR —R ek, Modify U.ADMIN,
Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL
TSF Data Operations Authorized Roles
F R modify U.ADMIN
K 5#(KEK) modify U.ADMIN
5 5 #E(KEK/DEK) Delete U.ADMIN
BT 7 DR(E S 4%, modify U.ADMIN
TN — I RIE ik, modify U.ADMIN
AT =R modify U.ADMIN
U. ADMIN OEHEH/SAT —R Modify U.ADMIN
Ty ha sy 7R FAT U.ADMIN,

Table 6-9 Operation of TSF Data (3)

TSF Data: software, firmware, and related configuration data

TSF Data

Operations

Authorized Roles

TOE O77—240 =7 BT L7 —4# (H
BXRROT77—L0=7)

modify

U.ADMIN

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment:
Refinement list of management functions provided by the TSH.

[assignment: list of management functions provided by the TSF]
= refer to Table 6-10
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Table 6-10 list of management functions

management functions

UADMIN 2 L 5EFx = VU 7 ¢ {3t EieE
UADMIN IZ X2 T A0 kw7 fEEREERE
UADMIN I LBV —b R0 J A R ek e
U.ADMIN (Z & % = —F — & EpE ™
UNORMAL (2 L5 HE DO v 7 A L /82D — KDL FERERE
U.ADMIN {Z & % H R 0 22 TR
U.ADMIN (Z K % K558 D28 FHSHE
U.ADMIN (Z & % B 7 =15 e Dk - 25 B RE
UADMIN (2 L5 R > b U— T 3REDR G « 2 HEHEGE

iz

iz

iz

U.ADMIN (2 & % /82 U — NBLKIZE R AE

U.ADMIN (2 k B8 HE AT — ROZEHHERE

UADMIN 2L 27 7—2 0 =T 7 v 7T — MERE

Mo —F—FHHAEICIZ, UADMIN (255 UNORMAL ® i 27 A L3820 — ROFH, 7 Vx2 hotx
2 )7 4 BHEOFENE D,

FMT_SMR.1 Security roles
(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U. ADMIN, U NORMAL.

Refinement

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT SKP EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
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the correct operation of the TSF.

FPT TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT _TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.

FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.

[selection: published hash, no other functions]

] no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to No other components
Dependencies No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: #time interval of user
Inactivityl.

[assignment: time interval of user inactivityl
- BRME R DBA,
> —FIHE TR ER L ORI EIC K D ALBERSET LT D 1~9 53 DILE D
R AIREE AT RE 7 IE
> EREIIEMEREC L D ABEARTET LTH S 30 43
= Web Connection DIGE ., *fihitz v a Ui n

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS| to provide a trusted

Refinement communication channel between itself and authorized IT entities supporting the following
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capabilities: [selection: authentication server, [assignment: other capabilities]l that is
logically distinct from other communication channels and provides assured identification
of its end points and protection of the channel data from disclosure and detection of
modification of the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]

L] IPsec

[selection: authentication server, [assignment: other capabilities]]

. [assignment: other capabilities]

lassignment: other capabilities]

= 77 A% —,3—(WebDAV, FTP, SMB)

= B o /Y — 3—(syslog)

FTP_ITC.1.2 The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via
Refinement the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for [assignment: list of
Refinement services for which the TSF is able to initiate communications).

lassignment: list of services for which the TSF is able to initiate communications]
= ETCEREERE
" e m 7 o — N — ik {E R

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
Refinement provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and detection of
modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

] IPsec
FTP_TRP.1.2(a) The TSF shall permit remote administrators to initiate communication via the trusted
Refinement path.
FTP_TRP.1.3(a) The TSF shall require the use of the trusted path for initial administrator authentication
Refinement and all remote administration actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable

Nonvolatile Storage Devices) >

6.1.9. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
(for O.KEY_MATERIAL)

Hierarchical to : No other components.
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FPT_KYP_EXT.1.1

Refinement

Dependencies : No dependencies.
The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1

FCS_KYC_EXT.1.1

Extended: Key Chaining
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1() Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using

the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key

combining as specified in FCS_SMC_EXT 1, key encryption as specified in FCS_COPR1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in

FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate ...]

] intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1G)]

[selection: key wrapping as specified in FCS_COPRI1(e), key combining as specified in

FCS SMC _EXT. 1, key encryption as specified in FCS_COP1(), key derivation as specified

in FOS_KDF EXT. 1, key transport as specified in FCS_COP1()]

=  key encryption as specified in FCS_COP.1(f)

[selection: 128 bits, 256 bits]

. 256bit

6.1.11. Class FDP: User data protection

FDP_DSK_EXT.1

FDP_DSK_EXT.1.1

Extended: Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in accordance with FCS_ COP.1(d), use a

self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC

certified to conform to the FDE EE cPH, such that any Field-Replaceable Nonvolatile
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FDP_DSK_EXT.1.2

Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP

] perform encryption in accordance with FCS_COP.1(d)

The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile

Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d)

FCS COP.1.1(d)

FCS_COP.1(®

FCS_COP.1.1(®)

Refinement

Cryptographic operation (AES Data Encryption/Decryption)

(for O.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user-data-without-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [selection: CBC, GCM, XTSl mode and cryptographic

key sizes [selection: 128 bits, 256 bitsl that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC

19772, and XTS as specified in IEEE 1619).

[selection: CBC, GCM, XTS]

= CBC
[selection: 128 bits, 256 bits]
] 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619
] CBC as specified in ISO/IEC 10116

Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDPITC 1 Import-ofuser-data-without-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform key encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /TEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
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19774.

[selection: CBC, GCMI

. CBC

[selection: 128 bits, 256 bits]

= 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772
] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >

6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
[selection: tunnel mode, transport model
] transport mode
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106)
L] the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC
] AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC
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FCS_IPSEC_EXT.1.5

FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs

for extended sequence numbers, RFC 4304 for extended sequence numbersl, and

[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ as

defined in RFCs 5996 {with-mandatory-support-torNAT traversal as-speciiedin seetion

2-28)—4307 [selection’ with no support for NAT traversal, with mandatory support for

NAT traversal as specified in section 2.25/, and [selection: no other RFCs for hash

functions, RFC 4868 for hash functionsl].

[selection: IKEVI as defined ...; IKEVZ as defined]

] IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers), and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended

sequence numbers]

L] RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

] RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithml).

[selection: IKEv1, IKEvZ

. IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)

] no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of

packets/number of bytes; length of time, where the time values can be limited to: 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAs); IKEvl SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,
where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for Phase

2845l

] IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

= length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (3584-

bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are

implemented by the TOE), no other DH groups).
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[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP), 5 (1536-bit MODP), [assignment: other DH groups that are implemented
by the TOE), no other DH groups]
] no other DH groups
[assignment: other DH groups that are implemented by the TOE]
" none

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.
[selection: BSA, ECDSA]
= RSA

6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components
Dependencies : [(EDP_ITC 1 Import-of user-data-without-seeurity-attributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(g) The TSF shall perform keyed-hash message authentication in accordance with a specified
Refinement cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

512\, key size [assignment: key size (in bits) used in HMAC], and message digest sizes
[selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS PUB 198-1, “The
Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]
= SHA-1

=  SHA-256

= SHA-384

= SHA-512

[assignment: key size (in bits) used in HMAC]
= 160~512bits
[selection: 160, 224, 256, 384, 512

) 160
) 256
. 384
) 512

6.1.15. Class FIA: Identification and authentication

FIA PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
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Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
] 22 characters in length and [selection: [assignment: other supported lengths], no
other lengthsl;
] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “~”, “&”, “*” “(“, and “)”).
[selection: [assignment: other supported lengthsl, no other lengths)
= no other lengths
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].
[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text stringl]

. SHA-1
. SHA-256
. SHA-512

- [assignment: method of conditioning text string]

[assignment: method of conditioning text string]

. SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS_RBG_EXT 1

= use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components

Dependencies : No dependencies.
FCS_COP.1.1(c) The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
Refinement 1, SHA-256, SHA-384, SHA-512 that meet the following: [ISO/IEC 10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384, SHA-512

6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-11 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
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Components
Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
Documents AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE & =207 ABRREZ MR OMAFRERE TR IR

Table 6-12 The dependencies of security requirements

R E KAFRAR ST Tl IR TFERILR | IRIFEBIFRZT 7oL T e B

FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A

FAU_GEN.2 FPT_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1

FAU_STG_EXT.1 | FPT_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1

FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1()] FCS_CKM_EXT.4
FCS_CKM_EXT.4

FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(e)
or FCS_COP.1(f), FCS_COP.1(f)
or FCS_COP.1(g), FCS_COP.1(g)
or FCS_COP.1(h)] FCS_CKM_EXT.4
FCS_CKM_EXT.4 FCS_RBG_EXT.1
FCS_RBG_EXT.1

FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4

FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
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PRREZL(: IR ST Tz HAFBIR | IKEFBIRZINIZL TR B
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsec 1&{Z (FCS_IPSEC_EXT.1) ©¥%;

FCS_CKM_EXT4

FCS_CKM_EXT.4

B, Ty 7T — MEHE
(FPT_TUD_EXT.1) D313,
FCS_CKM.1(a), FCS_CKM_EXT.4 %
i A=ANTRVINNE 1 2 45 S St & YA RV X5
FEZ2 N,

FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3
FIA_AFL.1 FIA UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_PMG_EXT.1 No dependencies. No dependencies. N/A
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT_TST_EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A

or FCS_TLS_EXT.1,
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PRREZL(:

A7 RIS

ST Cii7= 3 ZRIR

IRAFBEMRZA 72 L CU RO B

or FCS_SSH_EXT.1,

or

FCS_HTTPS_EXT.1]

FPT_KYP_EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(f) N/A
FCS_SMC_EXT.1,
FCS_COP.1(),
FCS_KDF_EXT.1,
and/or
FCS_COP.1()]
FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Ile v MERERE W ZE Y R — 2D
AT SRR I Qe ad,

FCS_COP.1(c)

No dependencies.

No dependencies.

N/A
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7. TOE Summary specification
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o HEHORREORER (RSN -V a7 DR iE FARRL A N O A AR B2 YY)

. i’«%riﬁ@aﬁfﬁ“(&/%/\zw@ BB

v X2 UTAERRICBIR LR VIR E OMERR - AT (BE SR D — Y — R E I CRRE FTREZR B
TaT7 AR E R AT ar OEWER ERE OEIRNCEb 7% E)

» AXRUBEICID AT v T —FORERE, v — BB M NBE, kv SN a7 O
JECHLRENEE, HANZETL TN RN a7 O FRIOME

» S —NEyMEFOKE

72k, FIHEN—RFAIHZELL T TOE OFHZF TSI CODIREE CEELE OB R EE 1T T2 85 A 12T,

—FIHEZELL TO TOE OFHMPAFIRE (mZ 7R IRAEL 720 | BIOFIHFE LU CTEBBERELZ T ISV o 70D,

EHREREOR K TRIC T O — %A FE LU T TOE 23R CEA IR DZ Lidian,

-
=

£\

3

< EHE DFRRIFREE

B ORI nE@ﬁfEJ% VR ORRBIFEREE 272D,

BAE KR web 777 (Web Connection f# HIRF) (2350 VT, FII I 23 E BB RE ORI H CE LM ICER 5
BE. TOE 1 IFIHEICEHE AT —RDO AN %R D, HEEE AT —REMLFHE N T RbbEEE LD E
ZTHY, EBE R E W I ES T 8ER RERBIEIR 25720 22 TR —F =4 DO ATNET RO (— %
FAEITEHEEMED DR OZLTTERY), TOE 1%, FIHENOEHE AT —R 2 BS L CARIKRERIE )T
RUTLDFRBFEREEAT VN, MRAED#E F A HLE L WS 725721 TOE O EREERE ORI A FF vl 95, FIl & 138
E L, DT web 777 (Web Connection i FHRE) & W CTEELE /SAY —R% TOE (ZAJ) 7%, TOE
B ERS NI EHE AT — R — T DT L2 MR T D, iFRAEE FAT RN — OV E B REZTHOZ LIT TERL,
7285, Rl DN B RE ORI FH 2 7F TSV CODARBE Cld— %R & LU GRIIGEIEBRIER T FIL TE 0 (F
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BEDMFIELZRNY)

<BHHET LA o F—T = — R LHHE>

o HEASFOL  EHEICL D ASAT— FREE, —BFIAEIC L DA T — R
*  WebConnection : HHHFIZ L D /32T — Fi&i

FIA_AFL.1

TOE (B (RS I habSTh E)’:@ff%%&()“:f-“—ﬁ: PRk, &Y Web Connection (2815 HH R BIFEAEICE
WT, R ,m:ﬁaam lﬁl)uz & TOE [IF AR TROFRFEATTE 5 BB EITLAR, o, B1E 11z
B H2—HP—FRETRB VTR &7))9%5&(3 mhEH) L7z354 . TOE (3R HE DT w7 hMery 7 UBGEAS Al REL 72
b, By DFEFRICITE SR EW mIZBWTT AT hay 7 fREREER M,
<Ph#ETEHA X —T = — R L HERE >
o HBMESFL EBHEICELDNAT— RFEGE, —BRAIHEIC L DA T — REEGE, TH Yy bu oy 7R

Hne

e WebConnection : HFEHIZ L H /XA T — FiEi

FIA_PMG_EXT.1
TOE 1%, FRLOFIHE /SAT—RIZT VT 7y "D K ILTFE/NCTF BT R OLL T QR SCT AL G-
LFHNERTETED,

Table 7-2 /SAT—RIZff I CX DR LT

EHLE AT — Rl T 2 Rk ST (32 305
! @ # $ % A & * ( ) - ¥
[ ] : ; , . / “ ‘ = ~ |

— MR A SAT — I CE DR T(32 30F)
! @ # $ % A & * ( ) - ¥
[ ] : ; , ) / AN=R ‘ = ~ |

F72 TOE [FFIHZE D TRLORHE AT —RE5RE, HOWIFTE L ZITOHE | FITHESND/SAT — R IR

AT — R e/ NCFH 7R B LA E DO SCTF MR EATO(OSAT — R/ U0, EEFICL ST 8 F~64 XL

FOHFPTHIESND), FIEMI-SIWIGEITREL AT BREEZERTHA -V EFRT D,

= HEEARRT—R

. P — X2 —R

<BHET LA H—T = — R LIKRE>

o BMESZOVEEEICK D2 — R, BEEICL2EHE SR T — ROL TR, FEHEIC
XA — FEHIETKE, —RABAEICE28HO0 7 A XA Y — RO TIKEE

FIA_USB.1

TOE 3R] H#F O BIERREE . FIHEEZRIT T2 A7 12— —ilk B 7 (User ID) K UM% E] UNORMAL AR
HSTHND, Fio, FEE OMBIRGEZ X, FIAEEZRITT 52 A7 Admin ID K OMEE U.ADMIN 73
SFbND, RBRIHEERAT T DIAINIA L Z—T = — A I BT B D4, Web Connection TOEFLE

AR BIFERE I SR D — A B OB LA OB RRREZ F 352 LH Al HETHH (7255, Web Connection (2
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BT, 77— 727 =23 ORERDO B RNFHETHD),

<BHET DA H—T = — A LIERE>

o HEASFOL  EHEICL D ASAT— FREE, —BFIAEIC L DA T — R
*  WebConnection : HHHFIZ L D /32T — Fi&i

FIA_UAU.7

TOE &, FIHE D EIE SRV web 7 TUFNOLORBFED T2/ SAT — R & AT 58, AL CF0R0YIC
IR E=" 0>5':%§C%(*)Ti'%rﬁ“é

<BIET DA v H—T = — R LR

o BESxL o EEEIC otz)/\xv RERE, —RFIMEIC L 5327 — Nl

*  WebConnection : HHHFIZ L H /32T — Fi&i

FTA_SSL.3

TOE (ZffE/3x/L, Web Connection CTikBERFESIV=RIAE DL FORMGEETT-LIZSBE . TDO® v ar a#k

T7%,

» BESRVOSE | —BAI A F IR EIC LA AE T L b 145 #% (E COFFHE DA — R B M
REZ BN UTZRE) | HHVIIRES N4 — Ny MER UL E ORI HE D 155 ~9 53O T E TX )03
WL72GART T U NSND, FIE BB IR BRIEICIDLENE TL TS 30 H&ICeT TURSIL, il
RENERS D,

*  Web Connection DA #BIGRAENKEIL, 7TV T 7— L0 =T N —Var 2 FoR Lo EZRICeZ Tk
W)

<BETLHA L H—T = — R LIEE>

 BESRRLEBEFICL e Ay B RIAEIC L De A v

2. 77 & ZHEEE

FDP_ACC.1, FDP_ACF.1

TOE I Table 6-2, Table 6-3 |ZFC#SN7=FIHHE T —427 7 AN I SE, FIAE L CRIA#E CET

—2LRRF a7 T = ~OBEEGIRT 5, &T —F~O7 7 BATERIESXNVEH N TORERTED,

(1) #BfESHZNFIAREORAE LET —%, KOFIAE a7 T — X2 ~OEAEH] R

» BERRVTAF YL, I — RIS B U REE ST T A B T AERICIE TOE ~OfBIEREEN
FURSI, RRGECEMEEZFIH THZ LI TE RV, FLIOLEEHE AT —RTEIRI A THZEET
N (B HEREZ R T2 &I k72,

» FIHEYVaT T AR OFIHE SCET — 2 OERICBN T, &7 — XA ETEHREL T User ID 23iLiRS
D,

o EEIEIIERAIGEGER ., ERE R EW E IZBWTC, —RFIHE IS HDD (RIFVa 7 o—E (Pad 1 =
HOY LARAVEER, 774V T B R 22 TED) OF R, KUK Va7 ORIBREFEITTES,
Flo RAFva7 BEHIREIMAZRE T 52828, —EHMZRE TR AF a7 IR T HIENTED, 72
B, HDD (2R fFSN R #E LET — 2 R ORI HE Va7 7 — 22U, Modify 1 UF 2AMFEETEITT
SYANAN

= HDD IZRFESNIFIAE LET —2 K ORI H#E a7 7 —2IZ% L, Job owner |% Read, Modify, Delete
NTEDH, HDD R1FYa7 O—EFRoREEICBV T, Pa7 ORAE /B HUERE, X OH AR5 TL TV
WaT OB TFHRIOERNBTEDH, ZOM [ CTlErs AR A N ERERTRER Va7 O BN F RSO
FRAF A a7 I3E RS, BB UF BNEELRWEZDMOR AE A Va7 ORIE,/ B HUESEE
FATTER, FEHANRET LT RW a7 OH PR T, Read, Modify, Delete 3572 I/F 37
TEL7RW = RATTERRN,
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= Job owner %, A —BIEICIVIERSNTRIHE LET —F R ORHE a7 T —8% Ay T RE 2
T925ZL125Y Delete T2, 7272L. Job owner Th-> That —E/EIZIVIERSNI-FIHE CET —4
® Read, Modify, FIH# a7 7 —#® Modify 1% I/F NFAELIRN 2O FEITTER0,

= Job owner THo> THAF Y U HAEIZIVERSII-FIHE SLET — 2 Read, Modify, Delete, FIHE V=
77 —4® Modify, Delete 1% I/F BFAEL72W oD AT TR0,

» AR UBEICLAAT v T A OREERE, 2 —BEIC LA M IERE, iRk ENTcTaT Dl
JECHLARM DIBIE, BN ETLTHRW a7 O FRIERZEGE— Y —2 3D ThE T&5,

»  HDD R{Fva”7 O I EEIIRZRGE— =23 D THIHE T& 5,

FIA_ATD.1

TOE 13FI 25U, FIZE AT 2227 D% 227 B (User ID. Admin ID) & OM%#(U.NORMAL.

U.ADMIN) #@itEEL CERT D, FAZBIELLEI DB XA 713 F it

» RRIAE . FEENEESRND Y — DB ERET TR FIFE BELL C=—272 UserID &
[ EDEEILL T UNORMAL #5104 THND

» %Eﬁ%l %fi%bi AdminID 75 1 /)flﬂj'ﬁ\ﬁ{jéb\ ﬁﬂu%ﬁ”%bi‘@%fib\o H/CE@’T&%U&L"C UADMIN 7
FHYTHRTND

<P oA v —T = — R LikEE>

L (A VI - 315l Nl Qe e A 05 i

7.3. 2 b L =Y BES1tEE

AR — T A 2B EALHREIL TOE BB | ARG T 7— 20 =TI AR N TR BAL T AT FDI2 L~ T
B, BIUL DX AL T TIIET NAADK; BALRI R IR T 7 EATHZEIETE RV, TS RICEZIA
TeHNCT — A &R B b L, T A RS AH LEICT — 252 EH 535, ZOMEIL, KT A A ZEEIAL G
HL 28 TORE AL S 7 — 2Tt L CIThivs, 22 TIENE S LEERE I 9~ 21 B8 DR 7 B R T
TR CREMZ LT 95,

FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FPT_KYP_EXT.1

TOE (2L F OG- B T L TY X L2 F24E L TD, 723 CTR_DRBG % V=S5 sl LB 521 T
DOEIZIE, Y7 =7 = b —JE BB L7ZE 1024bit OE Y RIEZARK L, 77— =T NDOTA T IV Tk
=7 (SafeZone FIPS Cryptographic Module) D ELE A R BIEUIC A J1 352 L TEEE LT 5,

Table 7-3 KL T AITYX A

Algorithm Standard SFR Reference
CTR_DRBG NIST SP 800-90A FCS_RBG_EXT.1
AES-CBC 256bits ISO/TEC 10116 FCS_COP.1(d)

FCS_COP.1(f)

TOE 1ZAN — Y DI Sk A FEBLT 57 Table 7-4 2 S -E B84 AL TVW5,

Table 7-4 Ah— VR SLICH 550 58

Hfd Mt

DEK(256bit) AP =T TFNAR EOT —ZEEFICfE R, TOE ©#iE TR O
CTR_DRBG(AES-256)(ZHit~ 7= LI A R & AT L TAERK,

KEK(256bit) DEK RO SLIZfEH, TOE o fliE T2 0727 CTR_DRBG(AES-256)
VAT BLE AR AR AT L CA A
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EHE L TOE OF FRs, TS #EZ RRE | 2 RT3 22812k 43 KEK OFAREITIRD  HAX L ATTHE
NEND, ZOKREZE BLE N FAT T HILICED FREDLENFEITSND,

(1) QSPI Flash (2f&fF&h 7= KEK %582 A %, RAM _EICRFET %,

(2) QSPI Flash b5tz DEK #@tiA#, EREO#EIZTE 5k, RAM IZERHT 5,

(3) CTR_DRBG(AES-256)IZHt > 7= &L A aliZ 31T T 256bit » KEK #7212 K L DEK 28 51k3 5,
(4) QSPI Flash |2 KEK &, K5 5{kL7z DEK #1773 %,

FROFBEICL>TERS N2 5813 TOE EEFHIZ OPIHHEAE O h T T DI ICH i sh s,

(1) TOE OFE|EJ ON 207 —hn—F NEHIL, SSD D7 7 — A0 = 7 B HIEI) 54 77— L0 = 7 % 3518 H
F1TT 5,

(2) TOE ®77—27=71% QSPI Flash 7°5 KEK ##% 7t #~1A 7, RAM _EIZ7FT 5,

(3) QSPI Flash 2615 5{tah/z DEK ##tia 2, KEK (2T 51{t, RAM IZEH T2,

(4) TOE 77— =7 1%, #H5{bEn7= DEK Z T SSD KT NVRAM ([CIRfESNI- R E G lAa1E 51k
L. TOE OEXx a7 4BREA & T2 COMRED LA FEM, 56 T % #E S VI AR R AR <L, FIH
F) TOE OREZFIH rIRE7 R BEE 35,

EFRIORLIZERIT

*»  KEK #% TOE ®OHA LD QSPI Flash I[ZAHHIEILD0, BLHIZZ Al iEZR RNFHEFEMEA N — 2 T /A RIT3%
YT DRI RAFE IV W S EHZEZ S T DB DIFTFEL R,

*  DEK #3 TOE O3 > QSPI Flash (ZHF SALS AU RBE TRONE N D3, BLHIAS Ha T REZ R IR FEPEA R
L— U T NA ALY T HEARIIBRAFS Ve 0, SR EHZEE S T D0 DIXFFIEL RV,

= @Ak DEK 81X RAM O A IZRIFEND, BLHIAH Al REZR R MEA N — 2 7 /S A RIZE% Y T D i
RIZITRAFS 20,

»  KEK/DEK OHIIANE ST 7 EATHA 2 —T = — A TAEELIRN,

PLEDZENBIE S IRESN TN D EE DD,

<G HA L H—T = — ALNERE >

o BBV GBS TR RE

e HEIEJH OFF/ON

FDP_DSK_EXT.1

TOE %, Table 7-4 fiL#OW; S84 HL 7 — X OB 5L E21T,

TOE (28T, B B bR RERDRIHE LET —X RO TSF 7 — X% ARFERIHE/2 T /A AL B HI A #a ]
R NI MEA N — T 328725 SSD/HDD & ONBLH AZHA AT RE7R N FEPEARL — T SARITEE S L2
NVRAM/QSPI Flash THAHRAM Lo TSF 7 —XXFIFEW OFF LTI EIND), ZIIZHET 72T A ALk
1% TSF a2 H b, HULITFIFEI OFF BjiZ TSF 7 — 2 2R E5 4D N & Fi > T W AR B{boxi g iL
TR, BT NAADRE 5L DRI SR E725HT — 2O Table 7-5, Table 7-6 (2787,

Table 7-5 &7 A Z(BUHAZ B F RBR R EREMEA N — VT AR DAL R LRDT —F

Storage | P - fEHIK W SIS E | e VA=V R (eSS
SSD SSD v AT Al (=T 13a | By B{bxt st - - -
VT —T V)
77— =T DR R lavoE TN — - -
TOE S E i as i sk (2 | W 75{b7 7 (/LA | DEK AES(CBC) | #Hf
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R E DR EBARAT) 7T A
SWAP f sk (12h1b) FefH - - -
a2 hr—F5HR(TOE O%y U | 5t 7 711 % | DEK AES(CBC) R
—JRE ., BEEF—ATRL | T4
A 7RAT—R)
ARHI SRR GRRET — %) K=k 774132 | DEK AES(CBC) IR
T
A=A I B E{L7 7441 A | DEK AES(CBC) I
T
HDD VaTZ R AR (a7 EE T — | fhE 5L DEK AES(CBC) IR
(RAID 0) | ¥#-varm?l)
Ta T RIFEB(E BT — & - | MhE EE DEK AES(CBC) IR
LRAI)

Table 7-6 %7 /N A A (B HZZ M AT RERTIERBIEA N — DT A R) OREBALR RERDT —F

Device P2 - I (e P SRS I gt THAIVR A | BEEAbSA:
NVRAM | TOE & EFHEMEMEE (= —Y | XAT =R #l% | DEK AES(CBC) R
—RRFEE PR SATY =R #H, A | B BAL L THRAFE
XU RREsE St AR BRE | (ERRICEY LA
JEEEAE) U730
QSPI DEK =Y (AP Y KEK AES(CBC) W
Flash
KEK EXDFE - — —

Table 7-5. Table 7-6 (ZFE&E N7~ & HIZOW TR A,

v BEEET AN AT DL B SRS T EINC TR AT 7 AV AT L LRSIV TV D R —T 1 a (T
) 2 CDO7 7 A1 Read/Write ZEFEL | ZDEEME b - 7 AL Z LT i T 57 7 ANV AT LY TR
T THY, KL SV ER A [ CE DAL H—T 2 — AIMFIEL 72\, BB L7 7 AV AT AT LD
B EALALEE X, 2 =B 2O TIHIZEBWT TOE Ol TROZTH LSS (DEK SO ERk LR 5
{E7 7 AN AT A TORMABREBITONID) , £ 0 %8 HE D S LEEREL A b T 28 FIT B (i
T HFEBFIELRY),

»  HDD OIVa/{ffEfak(Ca 7 @8y — % -varnl) | 130a 7 8l 7 —2 A %A 2 —T7 = — |
Lo b - B b EfiES D, YaT BT — 23 LA A —T7 2—ATETD Read/Write #1TV), &
DEEKE St - 1 AL R A T F 5720 | K5 b - 18 B LR Z Bl CE DA ¥ — T = — A I(FEL R
W, Vav BT — 2 A A H—T 2 — A XM S X, 2 =HI v Z2 O TIHIZE W T TOE oflid
TRORNTHENMEEND (DEK #BOERKEYa 7 EHT —Z A A2 —7 2—ATOR AR ELITDR
%) ED X EIE DK SRR E AT DT L B W (L T2 FBEBFIEL 2,

*  HDD O Va7 RFHEEEHR T — & - 23 AV) JIFHEGR T —X AN &2 T DA X —T7 2 — AL D5k
BEALNFERS NG, BT —Z% LA Z#—T 2 — A TETD Read/Write 1T\, F DR 21b - 15 5
(LA Z T F e 5720 Bk - 18 BALILBR 2 B8 CEDA L F— 7 = — AFAFELR W, BT —F A
HAA L2 —T 2= R LD AL, 2= V2D THHIZEBWT TOE oflE TROLN TS
N5 (DEK BOEMETa 7 EHT —H AN AL Z—T 2—ATOR AR ELITOND) , D54 EBE N
T REE A N T DB EIT L 7o (B L D FEEBAFTEL 72\,

*  SSD O 77 —A0xT OFMGER | 1XRE S b AT THR\WEIK ChD, i%24 T 2EkIE OS =T 7 AL AT
LITE~>TRead/Write 217925, FIF XL CEEET 7 ANV T 78 REATOA L Z—7 = — AT RS2,

<PBHEGHAL A —T = — ALBERE >
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o HE/xL:[Table7-13 xS Fg— & | ISl - v/ 2 A RS A ek
e WebConnection : EHEIZ X H /32T — REEE

FCS_RBG_EXT.1

TOE I, NIST SP 800-90A (Z#E#l 9% CTR DRBG(AES-256)-. 1 DDV TRy =7 A RPEDHAFRLS 11D
RBG # #4542, L3 CTR DRBG I1, Derivation Function & Reseed ## 4273, Prediction Resistance
PEREITENEL 722\, Y7 by =7 /A XYL, CPU OWERRRBICH A 5 A DKMy — N E DRI /a7
ARSIV L — VBRI FEEE L CTRY  — TV TR DX S S & & ay 7 h o 2 — ik CEUE
L. raw 7 —#%%55, v 7NMNERE XOR AW raw 7 —XIZE ENH bt —2 by M, JEHE 35
avTava=r T EFERL, By RO hae — Ry Bk, = hre—fEEL THITIT 5,

TOE (%, Z® RBG ZFIHL TELEZEAEMKL, 58t KEK &K O S8 DEK@EE 256bit) 4 %I CFH 3%,
TOE MNELEEK T2, CTR DRBG Ty —K~<7U7 /L (Entropy Input & Nonce) 3N E(I/x~T-54. /AR
WELTRHAT DY 7 =7 2B, LB A XD het—E2BEL AT, 2oz e’ —fEid,
NIST SP800-90A ™ 10.2.1 (Z/R&EN S Instantiate & Reseed |2/ /= vt —&(TOE D4, ¥
U788 LFIL 256bit) A/ TRV, +7e=r hrt — R EEh T,
<BIET LA H—T = — ALK >
o BRE VRS S R RE

FCS_CKM.4, FCS_CKM_EXT.4

TOE 2B\ T, AR — VI 5L EERE IS SV A RS 588 KEK |38 HIZZHA A 7] 72 QSPI Flash 27734,
X2V T 58 bR EREIZR DL T TOE OEARFIEICELIREBTWE S LA T —FOREICFIHINDS,
KEK &} O DEK $#OR1F I Lil#E S (7 % TableT-7 (2787,

EHFIIHAL AT TOE OFEFERC 2T —F L EXHIRE LTI 2RBNEIN TN,

Table 7-7 BDRIFI L
# RIESE WFEL A7 WFED Ik
KEK HrCE0) QSPI Flash | TOE #§3Eky 0x00 T 1 [A] FEXHIER
HrCE30) RAM BN T L2 HEH(TOE OF| | TOE O EIEIRERHIZLY
TR RAM 7541 B
DEK AR A d Wb INL) QSPI Flash | TOE #ZERy 0x00 T 1 [a] EEEHIBR
— RAM BENREL72HIR(TOE OFl | TOE @ g TR R IcXY
"R P L) RAM 75HIBR

<PAEETEHA L H—T = — AL HERE >
o EMENSARL AT —X FEXHIRR
i FlEJR OFF/ON

1.4. BIsHEEHEE

FPT_SKP_EXT.1

TOE O @B EHMIE CHEHSND T X COFATHAHE, SR, K774 X—MiET RAM & SSD @
oy b —Z IR TES NS, SSD O b —F Ik X BAL 7 7 A VY AT A IV RESIL TS GERIZ AR
— UK EALEERED TSS #&M), /2. RAM KO SSD IZRIFSN TR 8IS T 78 AT DA —T =—AIFF
TELZR,

PLEDZ LB ST ARES N TNDEE X HND,

FCS_CKM.1(a)
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TOE (%, Web Connection @ PKI %255 IPsec 15 O#EMESNT THUD IPsec sEFAEDARKIZBWT,
NIST SP800-56B, Revision 2 ® 6.3.1.3 HilZF#i D rsakpgl-crt F=UZFLH D LT, #EE 2048bit © RSA
FExIFREEE £ T D, F7o, IPsec @5 (FTP_ITC.1 SR O#ERELIZH5U T, NIST SP800-56A, Revision 3 @
5.6.1.1.1 EiiZit#® Using the Approved Safe-Prime Groups (Zit# D 715 T, Diffie-Hellman 7 /1 —7" 14
\ZRDIE R Z AR AT D,
<PHE T DAL H—T = — ALHERE >
RSA ##E 5%

e WebConnection : PKI 3 & (3% & F#i & i D A E i 7] AE

DH ##/£5L

o EME/SRL:[Table7-13 Bs X G54 — % | ISRl /- n/ 2 S 2 E([TPsec &y a ffEnr
DIRB ) 2 BR<)

*  WebConnection: PKI 5% EGR & Fhe X H O LI AIRE) . 77— L0 =7 /38— a L HeB i he

FCS_CKM.1(b)

TOE 1%, IPsec 15 Oi@(E BAARHFTP_ITC.1 2 /), HLULSA T A7 XA Lkl % O 8RN IZ 3\ T, DRBG
FI%0(CTR DRBG(AES-256))%F-OMHLC DRBG TELEZ AL L, 128bit L<IE 256bit O xFRlT 584 A4 ik
T5,
<EET DAL H—T = — AR >
o HfE/x/L:[Table7-13 Bkl GHig & | ICilfich B n /2 sl S 58 E([TPsec > al ffEnL

DIRBR ) 7 FR<)
e WebConnection: PKI 5% EGXE e X H O A Ff il HE), 77— AU =7 /3— a8 He

FCS_RBG_EXT.1

TOE %, NIST SP 800-90A (Z##l9-% CTR DRBG(AES-256)&, 1 DDV 7 hy =7 /A RIFMDAERLE D
RBG #4542, L3 CTR DRBG I1. Derivation Function & Reseed ## 4273, Prediction Resistance
BEREIFENMEL 22V, Y 7Ry =7 /A XPEIE, CPU OWHBIRIBICR B E 52 D&My — NS0 Fdklray 7y
A —E B AL AL — T ALEE NI F2EE L TRY | L — T B EI TR DIES & A ray 7 v Z— i THRS
L. raw 7 —¥ %435, V7 MNEFE XOR #H\WCraw 7 —ZIZ & ENH T bt —2E y M IRICHE R, [EHE 35
arFaa=y 7 EFERL, By RO e — gy B = b —EEL T T,
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<PHHET DAL —T = —ALRERE >
*  WebConnection: PKI 5% EGR & Fhex HOAFEMERRE), 77— L0 =T /3—a L FBHERE
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<IKEv1 i RO % &>

IKEv1 K51t 7 =Y X AES_CBC-128. AES_CBC-256
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“opr, “nr 9w (<) Bdl o T SUT ) 71X HEX |
- Mo )ik SHA-1, SHA-256, SHA-384, SHA-512
<PBET DAL A —T = — ALFERE >
*  WebConnection: WebConnection O & (2L 5F A

FCS_CKM.4, FCS_CKM_EXT.4

TOE 128\ T, @EHRE MR SN DK 58k O O BHE SSD o= b —Jfiikb LI RAM
PRSI, PRAEBRIGENLIRF ORI, FREE, HDOWITHE OB SR &5, IPsec @15 CTHIH 3248k, 4t
MEFORTFE S LIZED J5{E% Table 7-10 (23T, BHF IZL > TR ESNT-Fait A #E, IPsec iEHED T 74
AN —hgEL, SSD [TRTES IV, RELRDBHAI V1L TOE #EIETHFICREIND, TOE OFEIERIIEHEE
\ZR2T — X EEXHIREEMTHIEENAX LV ATRERANINTND, &7 —¥ EEZHIBRCIL, K 58 R Tk %
EEM0)T 1 [ EEXAUHAZLTH, IPSec 7oL TEHSNLD By a S (— Rk 5-801X RAM  EICRIFEN
5o ZNH1E TOE OEIEIR OFF (ZL0 R/ D - BRSNS,

Table 7-10 &DIRTESE & MREE

e TRAFHE WFHA T egED Fr ik

IPsec fEE DT SSD TOE fif #Es 0x00 T k3t & Hilkk

IPsec Sali3LH # SSD TOE s 0x00 C L& X HIkx

IPsec cookie/nonce RAM HENRE L2 HEF(TOE OF| | TOE ORIEJERTIZIY

FEYFHE TIE) RAM 7541

IKE FH L4 fils g RAM BN AR L2 HRHTOE OFl | TOE @ g FEFHERrIc XY
(IKEvl 7 =—X 1 TAKEN5) BRI IEE TIRE) RAM HDHIER

IPsec H A Fibs g RAM BENAREL72HRHTOE OFI | TOE O g FEFHERrIc XY

Copyright ©2026 KONICA MINOLTA, INC., All Rights Reserved
66 / 71



KONICA MINOLTA AccurioPress C5080 / AccurioPress C5070 / AccurioPrint C5065 with UK-112 Security Target

it PRAE WL AT WD 1L
(IKEvl 7 =— X 2 TAEKEND) BRI HE TIRE) RAM M5 HIIBR
IPsec @ Diffie-Hellman 74 ## RAM BENAFELLIE(TOE OfN | TOE @ gl IR LY
BRI TIRE) RAM M 5HIIBR

<G HA L H—T = — ARERE >
o EMENAXL AT —H FEXIR
*  FI&EJR OFF/ON

75. %27 1 EEHEE

FMT_MOF.1, FMT _SMF.1, FMT_SMR.1, FMT MSA.1, FMT MSA.3, FMT MTD.1

TOE 1 3FIHAHF AL T TR0 B EMEEZ AT 5, TN E OB B EILRREIN A F —T = —2N5D
HERIEFIRE T D, BIE/ SRV C T RO B RS REZR 34T T 2 B [ZER T D BRICIX TOE ~OBIFRGEA ZR X
. RBAECEFMEREA R A T2 T&E20, & E|(U.ADMIN, UNORMAL) L, = —V —FHREIC L
HHTFOBREENEND, %E(UADMIN, UNORMAL) ORI EN I/ A B T, TOE (ZZEnFhnonik
RSN ABEDO R N Al e — Y — (L X —T = — A% R4 5, T2, BEMTT OB Ie S T
FETHEFFS LD, FIHZE ORENREES N TR WE BREEREZFIH 322813 T&E72\, TOE (X, Table 6-2, Table
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Table 7-11 U.ADMIN (Z#RHLEn 2% FMSRE

(e T N PPl SN | BERTRE A ¥
1= =T se=2
X2V T R LR EW | B2 )T o ks E DAL B AT, L BE L
i3
B/ 5B OBk | AT BHMERTE (FEEY——0 IP TRLVR% | £H BlE oL
75 H Rk RE DFy NT— I3 E) 1T,
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