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Normal User
A User who has been identified and authenticated

and does not have an administrative role
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Administrator A User who has been identified and authenticated

and has an administrative role

A

A TOE OAEET 5 (RlBE2 # 32, % 33, £ 3-4 1077, TOE ORH#EMEIC
. # 32 1RT &S ICRMFET— 2 & TSF 7 —2 0 2 llR b 5. £, FIM
H7—#13% 33, TSF 7 — X 3% 3-4 10RT X512, SHITiy SN,




JISEC-CC-CRP-C0873-01-2026

®3-2 REEE

A R el EF
D.USER FMET—4 TSFOEMEIC L KIF S 720, FIREOT-DI12F]
RFEIZL > TR SN Te T — X
Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —#% TSFOEMEICZ L 52 56 LitZewy, TOEDT=
 DTOEIC & » THER S L7 7 — 4
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 REZEFRET—F)
4 PR el EFe
D.USER.DOC | FIH#EZGET — | ETMELII N — Fav—oRX T, FIHEFEOGE
7 WCEENDEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fijH#H v a7 FIRFE OSCGEF 1213 3CGERE Y o 7 2B 2 (F#H
=
7 Information related to a User’s Document or
User Job Data Document Processing Job
=34 REEETSFT—4)
G2Xis el EF
D.TSF.PROT | {Ri#EXi7= TSF | T— X D& CHLEHERKETHL2WAAEIZ X
T4 HME /N TOE O F 2 VT 4 I[CHBE RITT
H LAV, BRITFFA CTX 5 TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7 — | T — X OfiAHE THLEBERETHL 2 WFIHEIZ X

7

Confidential TSF
Data

HEBEIIIUS AN TOE O X = U T ¢ 1T
2 FAETH LAIVRWTSEF 7 — 4
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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.
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An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.
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A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.
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An attacker may cause the
unauthorized software on the TOE.
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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Users must be authorized before performing
Document Processing and administrative functions.
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Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.
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The TOE must be able to identify itself to other
devices on the LAN.
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.
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Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.




4.1

4.2

JISEC-CC-CRP-C0873-01-2026

AR St & AT mEE R ) AR

ARETIE, FBET D58 A TOE OFHOHWHZAH M tFH s LT, KATOE %
T 5 72 ORISR M OSBRI SV TRER T 5,

FRARVREICEAYT SAREH

A TOE Z T HEOFHRSRMFZ L 4-1 17T, 2D ORHESRMUN - S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

x4-1 mIREH

Gk

i g
T

A.PHYSICAL

TOE. K OTOEMMRF £ ITERT 57 — & OfffifiE
WZHRGSTBE X2 U T 43, BREIZ K- Tk
SINDHZEEEET D,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.
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The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.
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TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS
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Authorized Users are trained to use the TOE
according to site security policies.
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