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1.

ST #5% (ST Introduction)

AETIE, ST SHE. TOE S8, TOE #i&. $LU TOE Lk ICOWVTEEHRT B,

1.1. ST 3= (ST Reference)
AREITIE ST D AITEHRERIR TS,

FUJIFILM Apeos C7070 / C6570 / C5570 / C4570 / C3570/
C3070 / C2570 / C7070 GK / C6570 GK / C5570 GK / C4570 GK /
"4 bV C3570 GK / C3070 GK
AE—TUU R TPDA AF vy ARL—ID L EEHEHEEEHET I
XV TA3-HYNBER/TIPIROT4904E AT 2025)
N=v3y 1.18
#*17H 2026 6 A 1H
YERE EETTMVLEIRZM ) R=YavskA 4t

1.2. TOE S

(TOE Reference)

AEI Tl TOE O ANEHREL IR T D,

TOE £&

FUJIFILM Apeos C7070 / C6570 / C5570 / C4570 / C3570 /
C3070 / C2570 / C7070 GK / C6570 GK / C5570 GK / C4570 GK /
C3570 GK / C3070 GK

AE— FIVM TPDAR A0y ARL—ID L EEHEEHEERERET I

TOE ON—Y3aY

Controller ROM Ver. 1.51.1, Fax ROM Ver. 2.2.1

A TOE I, UTFOVWINDDERTHD,

BARLET

7 i N=3y

FUJIFILM Apeos C7070 JE—. 7YY b, 77D A(1 El#R) . A¥¥ | Controller ROM Ver.
VAN =YD EEEFHERERETETIV 1.51.1, Fax ROM Ver. 2.2.1

FUJIFILM Apeos C7070 dE—. UV, 779 (2 @) . A%+
V. AN =YUD L EFHEMEERHTTI

FUJIFILM Apeos C7070 JE—. 7YYk, 77DA(3 EIfR) . AF¥
V. AN YD EEEHEMEERETTI

FUJIFILM Apeos C6570 JE—. 7YV b, 77DA(1 EIfR) . AF¥
U ARL—UD EEEHEMEERRETIL

FUJIFILM Apeos C6570 JE—. UV b, J7DA(2 EIfR) . AF¥
VAN YD EEEHEMEEREETI

FUJIFILM Apeos C6570 JE—. JUV b, 77D A(3 EI#R) . AFv
VAN —UDEEEFHEREEREETETIL

FUJIFILM Apeos C5570 JE—. 7YV b, 77D9A(1 [EI4R) . AFv
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VAN YD EEEHEMEEREERET I

FUJIFILM Apeos C5570 JE—. 7YV bk, 77D (2 E#f) . A¥v
V. ARL=UD EEEHEEREEERET I

FUJIFILM Apeos C5570 JE—. 7YYk, 779A(3 E#R) . A¥v
V. ARL=UD EEEHEEREEERTET I

FUJIFILM Apeos C4570 JE—. 7YV k. 77DA(1 EIfR) . AF¥
U AN YD EEEHEMEERET I

FUJIFILM Apeos C4570 JE—. 7YV b, 77DA(2 EIfR) . AF¥
U ARL—UD EEEHEMEERRET L

FUJIFILM Apeos C4570 JE—. UV b, 77DA(3 EIfR) . AF¥
UV ARL—UD EEEHEREERRET L

FUJIFILM Apeos C3570 JE—. 7YYk, 77DA(1 E#f) . A¥v
VAN YD EEEHEMEEREEET I

FUJIFILM Apeos C3570 JE—. 7YV bk, 77DA(2 @) . A¥v
V. ARL=UD EEEHEEREEERET I

FUJIFILM Apeos C3570 JE—., 7YYk, J7D9A(3 E#R) . A%y
V. ARL=UD EEEHEEREEERET I

FUJIFILM Apeos C3070 JE—. 7YYk, 77DA(1 EIfR) . AF¥
U AN YD EEEHEMEERET I

FUJIFILM Apeos C3070 JE—. 7YYk, 77DA(2 EIfR) . AF¥
U ARL—UD EEEHERERRET L

FUJIFILM Apeos C3070 JE—. UV k. 779A(3 EIfR) . AF¥
U ARL—UD EEEHEREERRET L

FUJIFILM Apeos C2570 JE—. 7YV bk, 77DA(1 E#f) . A¥v
VAN YD EEEHEMEERERET I

FUJIFILM Apeos C2570 JE—. 7YV bk, 77DA(2 E#f) . A¥v
V. ARL=UD EEEHEEREERET L

FUJIFILM Apeos C2570 dtE—. 7YYk, 779 (3 @) . 2%+
V. AN =YD EEFHERERESTETIV

PIPIROI49DE RS

i il N—=J3vy
FUJIFILM Apeos C7070 JE—. 7YY b, 77D A(1 El#R) . A¥¥ | Controller ROM Ver.
VAN =YD EEEFHERERETETIV 1.51.1, Fax ROM Ver. 2.2.1

FUJIFILM Apeos C7070 dE—. 7YYk, 779 (2 @) . A¥+
V. AN =YD L EFHEMEERHTTI

FUJIFILM Apeos C7070 JE—. 7YYk, 77DA(3 EIfR) . AF¥
V. AN YD EEEHEMEERETTI

FUJIFILM Apeos C6570 JE—. 7YV b, 77DA(1 EIfR) . AF¥
UV ARL—UD EEEHEWEERRET I

FUJIFILM Apeos C6570 JE—. UV k. 77DA(2 EIfR) . AF¥
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VAN YD EEEHEMEEREERET I

FUJIFILM Apeos C6570 JE—. JUV b, 77D A(3 [EI#R) . AFv
VAN —IDLEEFHEHERETTI

FUJIFILM Apeos C5570 dtE—. UV k. 779 (1 @) . A%+
V. AN =YD EEEFHERERESTETIV

FUJIFILM Apeos C5570 JE—. 7YYk, 77DA(2 EIfR) . AF¥
U AN YD EEEHEMEERET I

FUJIFILM Apeos C5570 JE—. 7YYk, 77DA(3 EIfR) . AF¥
U ARL—UD EEEHEMEERRET L

FUJIFILM Apeos C4570 JE—. UV b, 77DA(1 EIfR) . AF¥
UV ARL—UD EEEHEREERRET L

FUJIFILM Apeos C4570 JE—. 7YV bk, 77D (2 @) . A¥v
VAN YD EEEHEMEEREEET I

FUJIFILM Apeos C4570 JE—. 7YV b, 77D A(3 [EI#R) . AFv
VAN —IDLEEFHEHERETTI

FUJIFILM Apeos C3570 dE—. 7YYk, 779 (1 @) . A%+
V. AN =YD EEEFHERERESTETIV

FUJIFILM Apeos C3570 JE—. 7YV k. 77DA(2 EIfR) . AF¥
U AN YD EEEHEMEERET I

FUJIFILM Apeos C3570 JE—. 7YYk, 77DA(3 EIfR) . AF¥
U ARL—UD EEEHERERRET L

FUJIFILM Apeos C3070 JE—. UV b, 779A(1 EIfR) . AF¥
U ARL—UD EEEHEREERRET L

FUJIFILM Apeos C3070 JE—. 7YV bk, 77DA(2 E#f) . A¥v
VAN YD EEEHEMEERERET I

FUJIFILM Apeos C3070 JE—. 7YV b, 77D A(3 [EI#R) . AF+
VAN —IDLEEFHEHERETTI

FUJIFILM Apeos C7070 GK JF—. FUY k. 779A(1 E#) . 2
Iy, A —JDLEFHEMBEREETIL

FUJIFILM Apeos C7070 GK JE—. 7YV 77D (2 EIfR) . A
FrU, AN -V EEEHEMERRTT I

FUJIFILM Apeos C7070 GK JE—. 7YV 77D (3 EIfR) . A
vV, AN -V EEEHEMEERERET I

FUJIFILM Apeos C6570 GK JE—. 7YYk, 77D (1 EIfR) . A
FrU, AN -V EEEHEEEEERERET I

FUJIFILM Apeos C6570 GK JE—. 7YV b, 77D (2 EIfR) . A
v ARL—UD EEEHEWEERERTET I

FUJIFILM Apeos C6570 GK JE—, Uk, I7DA(3 [E#R) . A
FrU, AN VD LEEFHEMEERETTIV

FUJIFILM Apeos C5570 GK JF—. FUY k. 779A(1 E#) . 2
Iy, A —JDLEFHEMBERIETIL
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FUJIFILM Apeos C5570 GK JE—. 7YV 77D (2 EIfR) . A
FrU, AN -V EEEHEEEERERET I

FUJIFILM Apeos C5570 GK JE—. 7YV b 77D (3 EIfR) . A
FrU, AN -V EEEHEMEERERET I

FUJIFILM Apeos C4570 GK JE—. 7YV b, 77D (1 EIfR) . A
v ARL—UD EEEHEMEEREERTET I

FUJIFILM Apeos C4570 GK JE—., FUV k., 77D (2 [E#R) . A
FrU, AN VD LEEFHEMEERETTI

FUJIFILM Apeos C4570 GK JE—. 7)Y, 77D A(3 EIfR) . A
vy, ANL—YDLEEHEHEEBRET I

FUJIFILM Apeos C3570 GK JF—. FUV k. 779A(1 E#) . 2
Fro, ARV LEFEHEMEERETTIL

FUJIFILM Apeos C3570 GK JE—. 7YV 77D (2 EIfR) . A
FrU, AN -V EEEHEMEERERET I

FUJIFILM Apeos C3570 GK JE—. 7YYk, 77D (3 EIfR) . A
FrU, AN -V EEEHEMEERERET I

FUJIFILM Apeos C3070 GK JE—. 7YYk 77D (1 EIR) . A
v ARL—UD EEEHEWEEREERTET I

FUJIFILM Apeos C3070 GK JE—. 7)Y b 77DA(2 EIfR) . A
vV ARL—ID EEEHEMEERERETI

FUJIFILM Apeos C3070 GK JE—. 7)Yk, 77D A(3 EIfR) . A
vy, AL—YDLEEHEHEEBRET I
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&xl (TOE Type)

A TOE [, HHEO-DILIV7 Ry DD (LAN) AEEfTSN . JE—H#8E. AFvURae. TV MERE. T
POAERE. XEDRFEIDL UHEE. YR— 9% MFD TH3,

1.3.2. TOE OEREEEELF1T114HE
(Usage and Major Security Features of TOE)

o N
\Ruko-5
S
|
|
g —BRRIAEISATUR ) |
—_———
A =JUIR—FSM N ! ;
-Web 75754 L P !
—EFIFAE ) L A=l
g BEEDSATIR ) 1 .
— PR - TOE
A -Web 7554 \' LAN N FTIRIINEEH
EIRE /\ - _/,/ \... A
== /
( &&9-1 )
;O AREE
N §R L g Q
—BFAE  mEE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUCED T, S 8RRy N =D o B SNIZE RO—DIL TP 2y D -0 (LAN)A
BERSNIRIETHEASND,
F.IPOAEERETHH A}, ARBERREICERINS,

—&FIAE L, MFD ORI P—RFIREDSM 7Y bD Web T50HPT)UA— 54 N&AML
T.MFD OZFEEAREEEEFAT S, T, EEHZ. MFD DRENRIPEREDISA 7V D Web
TI99ENLT. MFD OEE#EEEZF AT 3,

MFD (&, FIRZEOHFOXEICK U, JE—. AFvUEIE. TV M A, T7DATORERE. XEORRE
EBNHL. BEDKREER T D, CNODOXENKRS . BAVERLLT 7. MFD (. FIREZHE
AR T HHEAE., HERRICE KX ET - APHEBEICKH T H7 DL AKIE, MFD ADA ML —YICRE-BIRS
NHIREFBPXET HOESIE, LAN LOBET-I0FRE, EEECRE LX) TR EH
BE. EF2UT/(CBEET BAT % MFD RERCRFT S — 7. TDAT%E MFD SMEROEE Y — ) \NEET
BF1UTAEEEMAE. TSF RITI—RE TSF T—ADE £ M REE. TSF RTI-F7yTTL— FED
ET1-FOEEMREE. 77D AERE LAN D57 BEHEE, AL —VICBERSNTRFERFERO L
ETHEMRRERT S,

BEH. T EHIREAEEIAE UL,

EREEGERELETHEERTIEN. AN —JDLEEFEEHEZRAIN. T-ILEEEESY
PEBATILEN DD,

TOE Z#p 3 2 M3, FREEAREL T, RIKFZIEEHMEREREL Y R— b T3 h8, K TOE BRE CIIAAR
RALDHEERT S,

1.3.3. TOE LSADN—RII7#EREY T bIT7# AL (Required Non-TOE Hardware
and Software)

1 (SR FIRIRRICHT TOE (X MFD THD, TEED TOE LS DN—FOI7ELUY T oI 7h
FEIS

(1) —RFAEDSATPUH
N—=FOI7[ERAD PC TH,
TVIRD34T7 U RELTHRIAT 35 A (E. MFD [CHULTXET-ADT )Y MEKREITIEH. PCILIZT
VUR—FIANEA VAT BRENDHD,
MFD @ Web #—)\#8e2FIFA Y315 &S, PCIAVAR—ILENTIVS Web T30 2ERT 3,
(2) EEEDFATPUH
N—FOI7ERAD PC THS.
TOE [CXULT TOE BRET—RNERE. J7— LVIVDEFHE(TIHIC. Web TS50FHBEERS,
(3) A=H—=N
AF v XEZA N TEETBICE AT - BEERS, N—FDI7/0S [FRAD PC 3 Y
—N\THD. TLS 1.2 TRESNTZ SMTP JOPVESIR— b BA—IY—ERZI VAT BRE
h%H3.
(4) BEEY-N
MFD TREUVCEEFRENETIH. BEEY -/ \WBEERGS, N\—FDIIP/0S [LRAD PC %
I3 —)\THD. MFD (& Syslog 7O FILERANT, TLS 1.2 (G LTWBEEY - NICEERY
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A TOE OFHfE Cld. LEON—FII7HLVYIII7ELT, LTEFERT S,

(1). Q)O—REFIABEDZM7V P eBEEEDZA7V M) OS [F Windows 11 &, Web F3H¢eLT
Microsoft Edge #ER 73,

(3)DA—JLH—)IF Cent OS 7.9 &. Postfix version 2.10.1 #EA7 3,

(H)DEAEY—/)NE. Cent OS 7.9 &, rsyslog 8.24.0 TR INLEERY—/\&EAT3,
(DICBWT FERTZTIVA—RIINRBELIMIVLE IR ) R=Davt MR T2 LR
LUTRSAN-&ERT 3,

HA{MIF: “ART EX Print Driver Version 7.1.8"

PIPINDT1yD4ERFIT: “PCL6 Print Driver Version 7.1.8"
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1.4. TOE &t (TOE Description)
ARETIE. TOE OFIAERE. TOE OFmEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOE BE:EDF|AEHRE (User Assumptions)
A ST T.TOE (CHULTEETZFIAEREIE Table 1 (5T 3,
Table 1 FFAZE&KE

B FMAET 575 &
U.NORMAL —RFIRE BAISN. RFEESNEFAET, EEERE
ERFLBVAIRE
U.ADMIN BEE BAISN. RSN F AETERE R

BOoFRE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
RIBMEEE L OURSNEEEDSS ., THRELDHKEEIE AL, TROEVOMEERILF1T11REE
RY . T, TOE EEMIERNCHE—RFIREIFAMPU M BEEDFATPU M A-IS-N BEEY
—N\EFFHR LAN T3,
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Hﬁ*]ﬁﬁj - E1RE

S

AR

1.4.2.1.
(1)

(2)

(3)
(4)

(5)

EEESS AT

| .

—BAIBE S 7 AL - E_’jﬁbt_)\
(WebDStF, U A — RS5A)Y) (WebJ S5 9H) T
v v v ¢
o B | | BISHBIE o
I I A
| BB |
'
| TR
EEE —] [ZEauza e
- =g Exd1/)7A
| BEIEEL | Moo || xEoREE = T EE
T onE 25 mOHU Y
3 —
7 h
RIBFMZ P L—S
| x&=7 - I7—LIT7
| ToEHZ—% || A0 :
T TOE
2 TOE QamERItE R
TOE MR 95 E A #eE (Basic Functions)
TUVL: —RFNIREBDIAT7 MDTIVRA— A N oEDNEXET—HEZ(TED, £, 1B1E

NRIDHDIETRICHEL, ZHELEZXET-IDTLEL— BLUN-FIE-FHKAE#RT S,
AFvy: BIENRRIVDOOIERICHED, AFvF—EON-FIE-XEEHEHAH . EFHAA
TiT 3, AFvIULEXERTVEI-RTRTHENTES,

A TOE Tld, AF v UBREICLNEMENTEXET AU, A-I -/ INE S EE. XEDR
FFERDH LR BEICEDRYD AICIRTF T S RN F1ET B,

dE—: BENRDLDIETRICHEN., AFvF—LON-FIE—XEZERT B,
T7DOA
T7OAEE . BENRIVDODIERICHEL., AF VT — LORBEERHAH . 1Z4E PSTN 77D

JARVZERALVT PSTN #2HT PSTN 77D ADSEHENEET %, A AN X EL . FEERIIC

TLE1I-RTRIBIEHNTES,

T7DA%ZAE: PSTN EHTHEEHEFHEIOEONTIFPIVIIXET -FEREL. XEOREF

EENH UM REICED . BB (LI THRESNLRYIANEMT B, SN X ERTLE1—FK
RIBENTES, RUDAIL SA BMERLLIZIRYDARIEE T %o

XEMRFEIOEL: XET-IERYDACREL. BIE/RIDODIER, FEE—ERFIRAE
D347V D Web T30 D oDERICEIE, RESNEXET-RCHLT. UTOLIGHEE
EMREC T HHBETHS.

A TOE Tl NIAICREFENSOXET—

BE AR v BBEIC SO TAF Y Y ENEXET 4. 7
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POAZEHREIC I TRIBLEIPIVIIXET-ADVIT NN THS,

TlEa—: BESRIDLDIERICED, RVDARFSNEXET—HETLEI-KRTT D,
ENR: 2B SRV BDIERICED RVDACRFSNLEXET TV B,

BOHL: —RRFBEIFM7 D Web T50FDo0ERICED, —RRFIREDFM17Y bk
N9,

HIBR: BRIV, —&FIAZBDFMT7Y MO Web FI30UDbDIERICED . RESNEXET
—HEHIFRT %,

1.4.2.2. TOE RT3 F1UT1#8E (Security Functions)
1.4.2.1 OEKEAEETIET R, TOE (E. L TOEF1 T HaEEIR TS,

(1) #AIEEE

FABEOHRREL . RUMERST 5. MFD O#EEN. EEBF(CLH>THERM ESNLEFAEZEDHIC
POCATRETHIEZRELT D, FIAEDHAEERELE ., POCAFIEHEEEE KR BIOIRMELTH
FIASN, 1) T1BEERE MFD OFEREHFEOF RAE(CREEM TP ETOXIEICEES. 3
RESBEEE . MFD (L& TETENS,

TOE (&3 AIFREE T 372(C. 8 E RV, FIAEZEDFM47V bD Web T30, FUVA—F34 10D 3
LB, ID ENAT—FOANERL, NAT—RAAFCNAD— FERTEHICRFERTTSHT
1= RN\YDDOHEEE . BRI ITE . ERU R R ULEIG S . BRI ITER(IT T2 HREZ
BATWS, Tz, R/MNAT—-RFREFRTETSHEE. 01 VR IC— ERMREOE VG E(ICEEM
(CATAVEDI7 T B EEZ IR A TS,

TOE ##8R T2 R, NEREREEA T VavEBMA VA M-IV BIEICED, BB AKELT, REER
SEESVEREEEEE Y IR— M BN, K TOE RETIIAR KR DHEHEHT S,

(2) 7HERHIE

PHLEAGIEIG XET-AP XET-HNEICEET B 1EHR (J37) B, BB TIEAERERFD
FABEOHITOEARMRETHIEERILT D,

(3) T-HAREE1E

T—HEE1E(Z. TOE ABBICRFETITAPEET AU LT. WEBENRRIELGAVITI—AND
TOEATERNWCERRILT,

- TSN Rt - KB AR EREA N —IT M ALOXETF AR UVMBZED VAT LIE
HMERELRED, COLOLTNA AN MFD hofRESNENTIIFEIC. COLOBTIEHRETZH
(CERATNS,

- TS EOEDHEE . BEMICKBINLES 7 ITVZALOFERICENRIIENS,

- A=YV DRE SRS, ¥ EREENRFFEE TG H AR DR E (CR T e R 2 ULIRICE RSN ., ity
RPEAARELG TR EBERMEAN —JAICHEBIELTREIND, THEHEERHOREICRTIERETSC
ET. RFORSRIGEEIN, FBEESRIERIND, T, BEDHE SR, ERATUICRK
FEN. TOE OERMICLNEESIND,
(4) =21EEBE

NERYII—D EICHFAETIXET A, Y37 BEEOVHE LU TOE BET—HELVWOBIET 4%
TLS 1.2 7ORIICE-TRET S,

— AR SEBIEIORIL(TLS/HTTPS, TLS)ICx T 3,

- 10 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



(5) tF1UT EE
EEFEVCRABLURISNERAZEOH D RESRIVFZEEEEDSI7V MO Web 757
Yho, TOE BRET—HANDEREREEICT S, —RFABTHTH. BHDNAT—FOEFEIF T8
THd,

(6) tFa1UF(EE
TXI)TACREETZER(BIZIE. FANROXE. BEEEPEEMKECF ALE)E. BEEQY
ELTEBRY—)INEESNREIND, EEOVEERE TLS 1.2 FORIUSLLTHESIESND,
F. BEEOJE TOE NERDA ML —JICLETETSENAIRET, BEFHE L CHAIRIESNZFI A
EDHNEEBEDSIT7Y D Web T50¥ b Ao 00— F?’é«kb\‘(%é TOE NEICERFSNE

BEEOUNEFICEEEE. HFLLEEDTERVGVEEDJ(CLEESN. EENTDEXEN

T 2HReZmA TS,

(7) SEELER
MFD AD 77— L1707y 77T—ME. 7yFT7— FOBRARICY I MIIT7DEEHSERIIT 57250
FEEN B, o MFD (d. ZOEANMEH ATRE G M IEF(C LD RSNV CEZREET 2. BET
AMEETTD,

(8) PSTN J77hA-xykI—HRADS B
MFD (&, PSTN 779 A-2y rO—DREID 5 BE(CBAL. PSTN 70A%F Lh* PSTN & LAN B 7 —
BTy IERERTREDIEZABNCEERIET S,

(9) ARL—VDLEEEFHE

AE—. TUUEBLUAF v FDE KD (ER. REIAN—JICE

DEZBEHEET,

1.4.3. TOE O#Epy&iF (Physical Boundary of the TOE)

TOE O¥EMIBIRAIF . MFD HE2ATHE, T1ZIvFDTLF1UTA/ICIERBFRDA T Va7 RE

BNHREHOXET—H

UlE. TOE [C&FL), Table 2 1o Table 4 [C TOE 24T MBI VR—x Y iRk T 3,
Table 2 TOE Z#8p 9 3 MMV R—% Y F(MFD A{K)

tm ARIK N=J3y i BLfT A&
BA/ FUJIFILM Apeos C7070 Controller ROM | NMFURRKDT7—L | WH=Z(FEL
7IPIRY | AE—. FUUR. TFHA(QE | Ver. 1.51.1, I PERH AN\~
1499 ). AFvo,  AFL—-YOD L Fax ROM Ver. Roz7

ETHEMERRERETIL 2.2.1
B&/ FUJIFILM Apeos C7070 | Controller ROM | N+ DT77—L | IHHZ(FEL
7I7IRY | A=YV J7DA(2 [E Ver. 1.51.1, DIV EBANTEN—
749D ). AF¥vy, AL—YODLE | Fax ROM Ver. ko177
ETHERERHETIL 2.2.1
BA/ FUJIFILM Apeos C7070 | Controller ROM | NMFURHKDT77—L | TihZ(FEL
7I7IRY | A= TYV M J7DA(B [E Ver. 1.51.1, DIV EHBANTEN—
49D ). AFvy, AML—-YOD L Fax ROM Ver. koI7
ETHERRERHETIL 2.2.1
BA/ FUJIFILM Apeos C6570 | Controller ROM | N TR DT77—L | B2 (FiEL
- 11 -
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7IPIRY | AE—. FUUR. IFHA(QE | Ver. 1.51.1, I PERAH AN\~
4979 ). AF¥vyy, ARL—YODLE | Fax ROM Ver. RoT7

ETHEMEERERETI 2.2.1
B&/ FUJIFILM Apeos C6570 | Controller ROM | N+ DT77—L | IHHZ(FEL
7I7IRY | A=YV 77DA(2 [E Ver. 1.51.1, DIV EHANTEN—
71497 ). A¥vy, AL—JODLE | Fax ROM Ver. RHI7

ETHERERHETIL 2.2.1
BA/ FUJIFILM Apeos C6570 | Controller ROM | N+ DT77—L | w2 (FEL
7I7IRY | A=YV J7DA(B [E Ver. 1.51.1, DIV EHBANTEN—
21499 ). AFvy AML—JD L Fax ROM Ver. k17

ETHERERHETIL 2.2.1
B&/ FUJIFILM Apeos C5570 | Controller ROM | N+ DT77—L | IHHZ(FEL
7I7IRY | A= TYV . 77D A(1 [E Ver. 1.51.1, DIV EHANTEN—
71497 ). A¥vy, AL—JODLE | Fax ROM Ver. RHI7

ETHEMREERETI 2.2.1
BA/ FUJIFILM Apeos C5570 | Controller ROM | NMFURRDT77—L | TW#=2(HEL
7I7IRY | A= TUV M J7DA(2 [E Ver. 1.51.1, DIV ERBANTEN—
749D ). AFvy, ARL—IDE Fax ROM Ver. RHI7

ETHERRERHETIL 2.2.1
BA/ FUJIFILM Apeos C5570 Controller ROM | NMMFPUBHKDT7—L | B2 (FEL
7IPIRY | A= FUVUF. IPHABE | Ver. 1.51.1, I PERH AN\~
21499 ). AFvo,  AFL—-YOD L Fax ROM Ver. k1T 7

ETHEMEERERETI 2.2.1
BA/ FUJIFILM Apeos C4570 | Controller ROM | NMFURRDT7—L | W#=2(HEL
7I7IRY | A=YV 77D A(1 [E Ver. 1.51.1, DIV EBANTEN—
749D ). AFvy, AML—JD L Fax ROM Ver. RHI7

EEHERERHETIL 2.2.1
BA/ FUJIFILM Apeos C4570 | Controller ROM | NMFURHKDT77—L | T2 (FEL
7IPIRY | AE—. FUUR. TFHAQRE | Ver. 1.51.1, I PERH AN\~
21499 ). AFvy,  AML—JD L Fax ROM Ver. k17

ETHEMEEERETI 2.2.1
B&/ FUJIFILM Apeos C4570 | Controller ROM | N UKD T77—L | IHHZ(FEL
7I7IRY | A= TYV M 77DA(B [E Ver. 1.51.1, DIV EHANTEN—
71497 ). A¥vy, AL—JDLE | Fax ROM Ver. RHI7

ETHEMREERETI 2.2.1
BA/ FUJIFILM Apeos C3570 | Controller ROM | N+ DT77—L | Tih2(FEL
7I7IRY | A= TYV M J7DA(1 [E Ver. 1.51.1, DIV ERBANTEN—
21499 ). AFvy, ALY L Fax ROM Ver. k17

ETHERERHETIL 2.2.1
BA/ FUJIFILM Apeos C3570 Controller ROM | N FURHKDT7—L | B2 (FEL
7IPNRY | AE=. UV TJFDA(2[E | Ver. 1.51.1, DI EHHANTEN—

- 12 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.




71497 ). AF¥vy ., AML—-ID L Fax ROM Ver. RHT7
EEHERERHETIL 2.2.1
BA/ FUJIFILM Apeos C3570 | Controller ROM | NMFU)RRKDT77—L | BihZ(FiEL
7I7IRY | A=YV J7DA(B E Ver. 1.51.1, D17 EHANTZN—
21499 ). AFvy,  AML—JD L Fax ROM Ver. k17
EEHERRERHETIL 2.2.1
BA/ FUJIFILM Apeos C3070 | Controller ROM | NMFURRKDT7—L | TW#=Z(FEL
7I7IRY | A= TYV M 77DA(1 [E Ver. 1.51.1, DIV EHBANTEN—
1499 ). AFvy,  AL—-YOD L Fax ROM Ver. k17
ETHEMREERETI 2.2.1
BA/ FUJIFILM Apeos C3070 | Controller ROM | NMFURRDT7—L | W#=Z2(HEL
7I7IRY | A= TUV M J7DA(2 [E Ver. 1.51.1, D17 e HANTZN—
749D ). AFvy, AML—JDE Fax ROM Ver. RHI7
ETHERERHETIL 2.2.1
BA/ FUJIFILM Apeos C3070 Controller ROM | NMMFUBKDT7—L | B2 (FEL
7IPIRY | A= FUV . IPHABE | Ver. 1.51.1, I PERH AN\~
21499 ). AFvo,  AL—-YODE Fax ROM Ver. k1T 7
ETHEMEERERETI 2.2.1
=N FUJIFILM Apeos C2570 | Controller ROM | N FURKDT77—L | BR#h=Z(FEL
=TIV 77DA(1 [H Ver. 1.51.1, D17 EHANTEN—
). AF¥vy, AML—ID L Fax ROM Ver. RHI7
ETHERERHETIL 2.2.1
BAR FUJIFILM Apeos C2570 Controller ROM | NMFYURERDT7—L | WHZ(FEL
JE—. YV, 77DA(2E | Ver. 1.51.1, DI7EHHANEN—
). AFvy, ALY L Fax ROM Ver. RoI7
ETHEMRERERETI 2.2.1
=N FUJIFILM Apeos C2570 | Controller ROM | N FURKDT77—L | BR#h=Z(FEL
JE—. FUU. 779AGBE | Ver. 1.51.1, IR ANEIN—
). AF¥vy ., AML—JD L Fax ROM Ver. RHI7
ETHEMRERERETI 2.2.1
7Y71\Y | FUJIFILM Apeos C7070 | Controller ROM | N FURKD 77— L | BHithZ(FEL
7499 GK dE—. Uk, 77DA(1 | Ver. 1.51.1, DIV ERHANTEN—
E#R) . AFvY. ARL—ID | Fax ROM Ver. RHT7
FEFHEMEERERETI 2.2.1
73713 | FUJIFILM Apeos C7070 Controller ROM | NMMFURHKDT7—L | B2 (FEL
7499 GK JE—. YUk, 77DA(2 | Ver. 1.51.1, DIV EBANTEN—
E#R) . A¥vy, AL—ID | Fax ROM Ver. ko177
EEFHEMEERETI 2.2.1
7Y71\Y | FUJIFILM Apeos C7070 | Controller ROM | N +URKD 77— L | BHithZ(FEL
7499 GK dE—. VU bk, 77DA(3 | Ver. 1.51.1, D17 EMHANTEN—
E#R) . AFvo. ARL—JD | Fax ROM Ver. RHT7
- 13 -
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FEFHEMEEERETI 2.2.1
73713 | FUJIFILM Apeos C6570 Controller ROM | NMMFUBKDT7—L | B2 (FEL
7499 GK JE—. YUk, 77DA(1 | Ver. 1.51.1, DIV EHANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. ko177

EEFHEMEERETI 2.2.1
7Y71\Y | FUJIFILM Apeos C6570 | Controller ROM | N +HURKD 77— L | BHithZ(FEL
7499 GK JE—. YU k. 77DA(2 | Ver. 1.51.1, DIV ERHANTEIN—

E#R) . AFvY. ARL—JD | Fax ROM Ver. RHT7

FEEFHERRERSETI 2.2.1
73713 | FUJIFILM Apeos C6570 Controller ROM | NMFURHKDT7—L | Bt Z(FEL
7499 GK JE—. U k. 77DA(3 | Ver. 1.51.1, DIV EHANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. ko177

EEEFHEMEERETI 2.2.1
737Ny | FUJIFILM Apeos C5570 | Controller ROM | N FURKD77—L | B#h=Z(FEL
7499 GK JE—. UV k. 77DA(1 | Ver. 1.51.1, DIV ERHANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. RHI7

FEEHERRERBETIL 2.2.1
73718 | FUJIFILM Apeos C5570 | Controller ROM | N+ DT77—L | Bih=Z(FEL
749D GK -, VU, 77DA(2 | Ver. 1.51.1, DIV HANTEN—

El#R) . AFvY. ARL—3I®D | Fax ROM Ver. RH17

FEFHEMEERERETI 2.2.1
7371\ | FUJIFILM Apeos C5570 | Controller ROM | N FURKD77—L | B#h=Z(FEL
7499 GK JE—. YU k. 77DA(3 | Ver. 1.51.1, DIV EBANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. RHI7

EEFHEMEERETI 2.2.1
7Y71\Y | FUJIFILM Apeos C4570 | Controller ROM | N FURKD 77— L | BHith=Z(FEL
7499 GK JE—. VU, 77DA(1 | Ver. 1.51.1, DIV EHHANTEN—

El#R) . AFvY. ARL—ID | Fax ROM Ver. RHT7

FEFHEMEERERETI 2.2.1
73713 | FUJIFILM Apeos C4570 Controller ROM | NMFUBHKDT7—L | B2 (FEL
7499 GK JE—. U k. 77DA(2 | Ver. 1.51.1, DIV ERHANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. ko177

EFEEFHEMEERETI 2.2.1
737182 | FUJIFILM Apeos C4570 | Controller ROM | N+ DT77—L | w2 (FEL
7499 GK 1dE—-. VU bk, 77DA(3 | Ver. 1.51.1, DIV EBANTEN—

E#R) . AFvY. ARL—ID | Fax ROM Ver. k17

FEEHERRERBETIL 2.2.1
7Y71\Y | FUJIFILM Apeos C3570 | Controller ROM | N FURKD 77— L | BHith=Z(FEL
7499 GK JE—. Uk, 77DA(1 | Ver. 1.51.1, DIV ERHANTEN—

EI#R) . AFvY. ARL—ID | Fax ROM Ver. RH17

EEEFHEMEERETI 2.2.1
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7Y71\Y | FUJIFILM Apeos C3570 | Controller ROM | N FURKD 77— L | BHithZ(FEL
749D GK JE—. VU k. 77DA(2 | Ver. 1.51.1, DIV HANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. k17

FEEFHERREREBETIL 2.2.1
73713 | FUJIFILM Apeos C3570 Controller ROM | NMMFUBHKDT7—L | Bt Z(FEL
7499 GK JE—. U k. 77DA(3 | Ver. 1.51.1, DIV HANTEN—

E#R) . AFv>, AL—ID | Fax ROM Ver. ko177

FEFHEERERETI 2.2.1
7371\ | FUJIFILM Apeos C3070 | Controller ROM | NMFURKDT77—L | B#h=Z(FEL
7499 GK JE—. YUk, 77DA(1 | Ver. 1.51.1, DIV EBANTEIN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. ko177

FEEHERRERBETIL 2.2.1
7Y7I\Y | FUJIFILM Apeos C3070 | Controller ROM | N FURKD 77— L | BHith=Z(FEL
7499 GK JE—. Uk, 77DA(2 | Ver. 1.51.1, DIV HANTEN—

E#R) . AFvY . ARL—3I®D | Fax ROM Ver. k17

FEFHEERERETI 2.2.1
7371\ | FUJIFILM Apeos C3070 | Controller ROM | NMFURKDT77—L | B#h=Z(FEL
7499 GK JE—. YUk, 77DA(3 | Ver. 1.51.1, DIV ERHANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. RoT7

EEFHEMEERETI 2.2.1

A TOE OHAH VAL, Table 3, Table 4 (CRTED. BAFEREEFZMRAHD, BARLERAITIEBAEE
iR, PI7INO 7490 R I EEERRDFI AE (CEE TSNS,

Table 3 TOE Z# I 3MEHIVR—RY M ARERAIIVA)

REES = Beft A& A5V 24 NyYafE
GM104731-7 | PDF 774)1 | Web E&{t VI7LYAHAF 8db631bf45e67d9
% 1R 1B 78aa9a1b4786566

Apeos C7070 14950c32408ac30
Apeos C6570 b4fc71eb163cbdc6
Apeos C5570 fle
Apeos C4570
Apeos C3570
Apeos C3070
Apeos C2570
GM1046]1- | PDF 774J)L | Web E&{+ DIPLIATA R 1c9313bfdb8388f3
10 1k NN da480890de5c2cfc
Apeos C7070 e642ed4b4399925
Apeos C6570 44c5bf11367142e9
Apeos C5570 C
Apeos C4570
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Apeos C3570
Apeos C3070
Apeos C2570

GM1050]1- | PDF 774JL | Web &g {+ Apeos C7070 c0cd3e3e4f2fcofdf
1_20260318 Apeos C6570 87b3e6df38c72f70
(% 1HR) Apeos C5570 5013bd6b748e813
Apeos C4570 d198600bbcabaedf
Apeos C3570
Apeos C3070
Apeos C2570
X1 TAHERER R TR
Table 4 TOE Z#Ep T 5TV R— Y MEEBRIIHVA)

RERES = Beft A% AV A% NyalE
GM1047E2- | PDF 771Jl | Web E2fF Reference Guide 0fc6b31028e9743c
6 Edition 1 Operations 21dccOff2f0095cc8

Apeos C7070 293dal1e8b84f368c
Apeos C6570 dbfda3fa0e3d382
Apeos C5570
Apeos C4570
Apeos C3570
Apeos C3070
Apeos C2570
GM1046E2- | PDF 774JL | Web E{ Reference Guide 996b77df2b93a17
7 Edition 2 Main Unit 4a22f57fc5a0cbad
Apeos C7070 4161f61e95c009c5
Apeos C6570 f901c4b8f238808a
Apeos C5570 8
Apeos C4570
Apeos C3570
Apeos C3070
Apeos C2570
GM1050E2- | PDF 774V | Web E&{+ Apeos C7070 056d33d537c4934
1 20260302 Apeos C6570 abbfa7de0b62b377
(Edition 1) Apeos C5570 a010345fec3923ac
Apeos C4570 fc614657b551724c
Apeos C3570 2

Apeos C3070
Security Function
Supplementary Guide
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2.1.

2.2.

#A X3k (Conformance Claim)

CC#E& 5 (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—IZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

ASTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEEFREL. PP DERKENIExact Conformancel THd., FDzsH. TOE &
Alld PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFaUF1ERETEZE (Security Problem Definition)
AETIH, BR. MEOTFIT . FHREHIONTRRTS.
3.1. Z&RB (Threats)
3.1.1. TOE &E (Assets)
& TOE HMRH#T B EE LU FOLBNTHS,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE Xt BEBZ. Table 7 [CEE#h T B,

Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE Wi ESF LB NS LR EF1) T A 8% Table 8 [CEEik T3,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
& TOE Ok, BA. bLURIAICET 31125 H %, Table 9 (CFB T3,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.

- 21 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



4. tFa)r1xEKAE (Security Objectives)

AETIE. ERABREV XTI EAEHITOWTER R TS,
ERARBEOEF1UT x4k A &% Table 10 (CEEd TS,

Table 10 ERREOCX1) T4 X KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIVK—#Y M, HCD-PP TEBEENLLDTHS.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 28 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES_256_CBC_SHA

TLS _DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS _DHE _RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256_CBC_ SHA256

TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS _ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE RSA _WITH_AES 256 _CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
HONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

tF*1)71EH (Security Requirements)

AETE., CF1UTHEREE S, tF 1T RAIEGB LIV EF 1) T EHBRCONTEE RT3,
BE AETHERTIABOEEILUTOERBNTHD.

FEtik
R—IV FE(T. HCD-PP TRAFLIFEFEMIESNTz SFR OF 9 %&RL. JEVDSA4TUTI—F 2 DK
kM SFR EHFLIIILEIVR—RV MESRICEELTNS,
=N F18)y0F 3 HCD-PP TEpkF= 3 5L SNz SFR OEH &, AtF1UT48—FYMIH
WGERSN, O/ FRESEMSNE SFR NOTFAMNETRT,
T2V Z ML, REF1)T =TI MIBWVGEIRSN, IO/ FEESERENSE SFR ADTFA MR
7,

E. AEF2VT1=FYMIBWT, FEIRSNE M= SFR ADTFARETRT .

18D & PoA—F1 0 ZFE . REF1)T13—=TYMIBWTEIDGF TNk SFR ADTHAMETRT,

#&NEL?(a). (b)IE PP TEZEINTLSHM, SHICEIRTIH I (al). (a2)DLIICLTLVD,

tra)T1H#EEEH (Security Functional Requirements)
A TOE MRETIEF1 )T HEEEHZUTICRRT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
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failure) of the event; and

b) For each audit event type, based on the auditable

event definitions of the functional components included

in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
capability to read all records from the audit records.
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
(for O.AUDIT)
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key
establishment schemes
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

Hierarchical to:

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for 0.COMMS_PROTECTION)

No other components.
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Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)"”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b2) Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

V4
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or
-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]
that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

FCS_COP.1(c1) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(cl)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

FCS_COP.1(f)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Hierarchical to:
Dependencies:

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

- 46 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:

NIST SP 800-90A] using
[selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment: 1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
Ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:

TLS_RSA_WITH_AES_256_CBC_SHA
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TLS _RSA _WITH_AES_128 CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE _RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA
TLS_ECDHE _RSA WITH_AES 128 CBC_SHA256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS _ECDHE_ECDSA_WITH_AES 128 GCM_SHAZ256
TLS_ECDHE _ECDSA _WITH_AES 256 _GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS _ECDHE_ECDSA_WITH_AES _256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
View image Delete
Submit a 9€ | Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Submit a View Modify Delete
Operation:
document for | scanned stored stored
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copying image or image image
Release
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: . Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage Delete
i ge/ Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Table 13 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
Operation: Create print View print | Modify Cancel
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job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . i
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job i
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . } . . .
/ retrieval job | retrieval retrieval retrieval
log job job
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Job owner (note 1) denied

U.ADMIN denied

U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of

initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by

Users of the TOE.

Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:
Dependencies:

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.
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FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: user authentication].

When the defined number of unsuccessful
authentication attempts has been [selection: met

1, the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.
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FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:

User Identifier, User Role].

Password Management

(for 0.USER_I&A)

No other components.

No dependencies.

The TSF shall provide the following password
management capabilities for User passwords:

Passwords shall be able to be composed of any
combination of upper and lower case letters,

numbers, and the following special characters:

7N 7N 77N WA/ N [\ 34
@ / # V4 $ 4 /O / / & 4 /

n I 7 N

[selection: "/”,

“(“/ n /// [assignment: ” (SDace)lll “/I/I, “I//, “+

V/ AN\ /A |
L L/

n w 7z “/// W,/ Ww,/7 N < 7o NW_ /7 > 7N ?// “/'" “¥// n 7//
L 7 L 7/ L/ ——' L L2 L L L

L

n V/ AR\ /4 “{'“ n | 77 N } ” “N //7 .
L Vi L L L ’

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

No other components.

FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on

behalf of the user to be performed before the user is

authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated

actions on behalf of that user.

Protected authentication feedback

(for 0.USER_I&A)

No other components.
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Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel.

Security Management

Management of security functions behavior
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Hierarchical to:
Dependencies:

(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assighment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes

Operation ‘ Role
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User identifier

modify, U.ADMIN
delete, creation

User Role

modify U.ADMIN

Folder for Fax receive

modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modify U.ADMIN, the
owning
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U.NORMAL.

TSF Data not owned by a U.NORMAL

U.ADMIN Password modify U.ADMIN

Data on use of password entered | modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | modify U.ADMIN

length

Data on Private Charge Print modify U.ADMIN

Data on Access denial due to modify U.ADMIN

authentication failure

Data on Customer Engineer modif U.ADMIN

Operation Restriction

Data on date and time modify U.ADMIN

Data on Autoclear modify U.ADMIN

Data on Report Print modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, FAX ROM modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

No other components.
No dependencies.

The TSF shall be capable of performing the following
management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions

enabling and disabling User authentication

enabling and disabling Auditing and modifying the behavior of Auditing

enabling and disabling Trusted communications and modifying the behavior of

Trusted communications

enabling and disabling Storage Data Encryption
enabling and disabling Overwrite Storage and modifying the behavior of Overwrite

Storage

enabling and disabling Firmware update
enabling and disabling Self Test
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creating, deleting and modifying User identifier

modifying User Role

modifying Folder for Fax receive

modifying U.NORMAL Password

modifying U.ADMIN password

modifying data on use of password entered from MFD control panel in user
authentication

modifying data on minimum user password length

modifying data on Private Charge Print

modifying data on Access denial due to authentication failure

modifying data on Customer Engineer Operation Restriction

modifying data on date and time

modifying data on Autoclear

modifying data on Report Print

modifying Controller ROM, FAX ROM

FMT_SMR.1 Security roles
(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles

U.ADMIN, U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Protection of Key and Key Material
(for O.KEY_MATERIAL)

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that

are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

FPT_SKP_EXT.1 Protection of TSF Data
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Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:
Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.O.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.
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FPT_TUD_EXT.1.3

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

6.2.7. Class FTA: TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

Refinement: The TSF shall permit the TSF
, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
TLS/HTTPS] to
provide a trusted communication path between itself

least one of:

and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
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FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1UT1REIEEHZERLRT D,
Table 18 X1UT1RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for

the operational

Security Target )
environment

Evaluation
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional

specification
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Assurance Class Assurance Assurance Components
Components Description
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEF1ITHRIEEHERIRTIENE. ZRDBOCLF1UTARK-ASI UK KEEDEEINDE
BLANINCETNTVSE, TOE (BT ERRBEDLF1VT(MEHIN TSI, hhD TOE B B0
EICRE2TILVBEEESNTILVBETHD,

6. 4.
6.4.1.

TX1UT 1 EHIBH (Security Requirement Rationale)
&KFHEDREE (Dependencies of Security Functional Requirements)

TFIVTIHBEEAMRTFLCV IR EY . IMRFEFRERR LGV EELL . KTFRERNE
IESNBTHREN VMR #LE, Table 19 [CEE# T 3,

Table 19 t¥i1)T/#aEEH/HIVR—R Y bOEREFN

BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHUHIUEHRET PP CHRESNTL\BEH | X ST Gl kL FERHE
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEET-HERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FAEHFROBREE FIA_UID.1 FIA_UID.1
3
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
Piak: SV ERBEEREBME N | FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELEL-

FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REEELELI—

FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNZBE B BAE I

FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
BEET-HEXOBLE

FCS_CKM.1(a) [FCS_COP.1(b) %kl& |[FCS_COP.1(b2) |OK
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BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY
S ERER(ENFE | FCS_COP.1(i)] FCS_CKM_EXT.4
Jz2)) FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #ild |FCS_COP.1(a) oK
G2 R (R FAEA) | FCS_COP.1(d) $klE | FCS_COP.1(d)
FCS_COP.1(e) #kld | FCS_COP.1(f)
FCS_COP.1(f) ¥kl | FCS_COP.1(g)
FCS_COP.1(g) #%l@ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
BRI F7=l4 FCS_CKM.1(b)] |FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) kI |FCS_CKM.1(a) oK
YRR RS S RAHOWE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
5242 VE (RIS 2 1L | FCS_CKM_EXT.4 FCS_CKM_EXT.4
SEE)
FCS_COP.1(b1) FCS_CKM.1(a) 1L RAEFHERL
EEIRE(BLER B | FCS_CKM_EXT.4 J7— LI DE LRI T
i) ERASNS REBERT (.

TOE S} TRUA—h R
L. TOE RICIBZ R
BLVED.
FCS_CKM.1(a).
FCS_CKM_EXT.4 (Jik7E
Lzl

FCS_COP.1(b2) FCS_CKM.1(a) FCS_CKM.1(a) oK
EEIRE(BRER B | FCS_CKM_EXT.4 FCS_CKM_EXT.4

i)

FCS_COP.1(c1) L -
EEEE(\YYa7ILTY

ZL)

FCS_COP.1(c2) L -
EEEBE(\YaT7IVTY

L)

FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK

&5 121 (AES T—5H5
St/ ES)

FCS_CKM_EXT.4

FCS_CKM_EXT.4
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BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B2 IR E (IR E L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
S22 VE (BT )\ YAy | FCS_CKM_EXT.4 FCS_CKM_EXT.4
t—JEREE)

FCS_HTTPS_EXT.1 |FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
YLk EIRSNZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #kl# |FCS_COP.1(f) oK
YRER BT IV FCS_SMC_EXT.1 k(&
FCS_COP.1(i) #kl&
FCS_KDF_EXT.1
RU/FE
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Viok B SR 1E (BEL#EY
MERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER SBIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
HJty 7Ot A% E
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
LF1UTABHICEZTY | FMT_MSA.3 FMT_MSA.3
%
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Yiak: TAAD EDT—HR
%
FDP_FXS_EXT.1 L -
Yisg: 77D A5 B
FDP_RIP.1(a) KL -
Bty MNRFIERIRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
SRR R BERRFDER DR LY
FIA_ATD.1 {8 -
FRERMESR
FIA_PMG_EXT.1 KL -
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BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHHIUEHREH | PP THESNTISEHR | F ST HELTIREHE FEEM

W3R : )2 — FEE

FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK

SR DI(IVY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK

RESNTZ1—EN\YD

FIA_UID.1 3L -

ARV

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK

FIRE-9IIIOMNES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 OK

TFIVTAHEEDSDFELY | FMT_SMR.1 FMT_SMR.1

NEHE

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK

tFIUTIRIEDEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 3L XET-0mBEEHEMNE

MHRRMEHE FMT_SMR.1 HOTIAHIMEEEET D
CEFTERLVEN,
FMT_MSA.1 [CIR7F LG
W Fz. TR & HHR
DT 74V MBEZEE AT RETS
BEGTFELLBLVZN,
FMT_SMR.1 [C{&k#EF LTS
LYo

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK

TSF 7—50%EE FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 3L -

EEEEEORE

FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK

*1)T11%E

FPT_KYP_EXT.1 3L -

ok BRUBMHORK

&

FPT_SKP_EXT.1 3L -

i3k : TSF T—A0{RE

FPT_STM.1 3L -

= SRS LAY T

FPT_TST_EXT.1 3L -

fLak:TSF FAb
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WEEEHIVR—RVE EEFHOBEEHIVR—RI b
EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY

FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
YLER: BIEE7YIT—F | FCS_COP.1(c) FCS_COP.1(cl)
FTA_SSL.3 L -
TSF #ENCLDIRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
TSF RIEE®@EF vl | @ FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

F(E

FCS_SSH_EXT.1.

Fr

FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
SIEEA(E®ER) | FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

Fr

FCS_SSH_EXT.1.

Fr

FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, |FCS_TLS_EXT.1 oK
SIEEAEEEER) | #1d FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

Fr

FCS_SSH_EXT.1.

Fr&

FCS_HTTPS_EXT.1]

6.4.2. TFIVT(RIEEHIRI (Security Assurance Requirements Rationale)

NoNEFIVTARAIZHERIRT SR, R/NROTLF1IIFAR-AFA VIR BEORESINGE
BLAINCETNTIVSCE, TOE (CHE TP ERRROLF 1T DERSNTHD, 1D TOE B X Offf
BEICRESTVBEERINTBETHD, PP DHoPBECAICHBIRIETITIET1 > EF2)T/RELE
BEHEERTIHNAEGIAFEIC OV TOREDOT/ AV AR T HHICERSIN TS,
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1.1.

TOE E#{t# (TOE Summary Specification)
AETIE, TOE MR T3 LF 1T (B BRIV TRAT B,
¥ )T7188E (Security Functions)

Table 20 2 TOE 4107 (et 10T (BB HORISERT
AETCHITS TOE LH1UT(HEER 6.1 BICRAENZ UF1UT BB HERETLOTHS,

Table 20 TOE *a)718aet X 1T B BEE DXL B R

tFaUT 185

FEOER
=

B

=]

f
f

7Dt A

t¥a1ly 74 BEE

PSTNZ 7 D A-%v 0 =D EO 575
AML—=Y0DLEEHEE

=
=1
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

B I 22
<l EFaY 7F4 EEE

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

DN N N N N N N N I N BN N

FCS_COP.1(f)
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t¥al)Ti#8EE

SFRs

=¥y

8 Al

EERE DY -

t¥a1ly 74 BEE

e

=
PSTNZ 7 D ZA-%v 0 —D RE0 78
AML—=Y0DLEEHEE

7Dt A

FCS_COP.1(g)

FCS_HTTPS_EXT.1

\

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NENENENENENEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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tFaUT 185

B
R
S
o=
I\
|
S
- B2
= #u
ol iy T | o
E il < | 4
~ & ~ HE == o S
Ik ¥ N b iy o IO
T oD < D 1’;0[ .Eﬂ [’g, IRy |
i M &N M s 2R P 2
B | &+ | o | & | o | N I
SFRs i N A N JIE 11N e a ~
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. FRIEEEE

HAIEREEA AR . EFRISNIZR E DRI AETZIFIC MFD OHREEE R T HERZH B HHIC, 121
N2V FABEDSAT7V D Web UI(*), TUVE— RS54 \h61—-%—ID £1—-%—)IA0—-FEA SIS
BCEHRIREE T AETHS.

MFD [CESFSNTLSFI AEFEREEAL T, B#AIRLEEIT,

(*):MAFEDFMTV PC D Web F50H5%N Uz MFD OH —/\#gE, "t TM15—2yMM—E
ALEVHB TR NS REICEWTEIARRE LR, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (EREEEREFDENIRLY)
TOE JFIAEN TOEAPDELATBHIIC, FIREBEDRIZITON, SRR THF D FREE 5k BURT G
BEZIRHELTLVS,
FIREDORIKRRIEICHTHRA L ERE L. VI AET R THRESN TS EE (1~10 [E])
DEFRBISETDE, BRAAFOHANZRIICREALTE. TOE OERYIE/BRAFTZHTIE
133,

(B8:E3 3 TSFI]
BAENSRIL D RIERE
Web UI 0 5IF2E
TUVIR—=FIAN
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(2) FIA_ATD.1 User attribute definition FIREEMTEE
FIA_USB.1 User-subject binding F|A&-H7 YD MES
TOE BFIAFICHULT, 1—H—ID L&ENERBHELTER L. TNOEHFIRIL LRI AE IR L
TEfH13,

[FIA_ATD.1 [CE8:&Y % TSFI]
BENRIIOEERKRE

Web UI OEE#HE
[FIA_USB.1 [CEd:&Y % TSFI]
BAENRIV DR ERE

Web UI Oz 5IEEE

(3) FIA_PMG_EXT.1 Password Management /i20—FE&EE
TOE [CEWVT, MM EEZED/NAD— FERE, FLEARKRRAOF AEEHZ-EERFO/IAT—F
[E. LTOXFOMEAEDETHERT S ENTES,
NAT— RICHEE ATRER X F !
PIITPRY MDA X FENXF, HF . RURDEFFHXF
“17, “@”, “#7, “$7, “Y%7, N7, &7, KT, (4, 1), " (space)”, VT, YT, N N,

A\Y \\ A\ /B \ N N/ B\ U / S\ W 14 \\<II A\} ” \\>II \\?II nwrw \\¥II A\Se IV /\ nmo\\Jr o\ A\ \\|II A\Y ” \\ Il)
rot I'III = rooc ’ I —

. EBEQEIRDNIAD-FRE0~63 X%@EEI'C&E?’%’)«_EJD"C%%O
TOE [FCDERFEICLN 15 XF L LICRETH_ENTES,

(BE:&E9 3 TSFI]
BIENRIOE A
Web UI @%IE*% He

(4) FIA_UAU.1 Timing of authentication ZBEEDHSIVY.
FIA_UID.1 Timing of identification ANV

TOE BFIAZEDFEARIAARELT, KRR AREYR— T3,
BRI EERSINDBM VATI— AL NIV, FIREDFA47V D Web T304, FUUa—F
211\D 3 FEFEN HD,
BIENRIL. FIREDSA47 Y MD Web T30 Tld. MFD #aeDREZEF AT I 5HIIC, ID &/TAD
—RFEADEEBT. AHASNE ID E)SAT—RH, TOE [CEFIN TV FIHEERE—HTIEE
I R
F  DFMATU L PCHoDT)Y MF—AICF 58NS ID £/SAT— FIZENT A K= )Y MDA
FRENITHNS,
FREE(FIA_UAU.1)&E# R (FIA_UID. 1) 3 EFFICE TSN, iR - ZREE DM A H R Y LI D 12
EHWEFRISN B,
NREFENLD FAX OZEICDOLTIE, TOE (F. #AIFREIETIC. FAX T—3%2{ET 3,

(RHEY % TSFI]
BRAENSRILDHRIFRE
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Web UI @uﬁk?:lljuu A8
TIUBR—REAN
ANREBIELER

(5) FIA_UAU.7 Protected authentication feedback {RESNZFRIET1—F/\wD
TOE (F21—Y—ER5ERF(C, SAT—RERTHIC. NAT—FELTAASNEXFHER D" @
(bullet) "z ##4E) IR Web J50HICRTTIHEEEZIRHE TS,

(BH:&E T3 TSFI]
BENRILOFRIFEE
Web UI a)uﬁk?:l“nu AR

(6) FTA_SSL.3 TSF-initiated termination TSF #Z#(CL3$T
TOE (& Web 7394%hH Web UI [C—EBEE(1~240 2 TEHRERHE) D7 AN E NSO
D4V (FRitty ay) e )7 VBRI EERT D,
FIAREN R DO—ERFRE (10~900 P TR EFTRE) DR N E NG S (S, BEIRILDEEHLD
U7SNFEREEEARS,
TIVB—=RSANReDEYYavFRFET . TV MOBERDBEREELICEY IV ER T T3,

(B8:E ¥ % TSFI]
1:*1?/ ﬁ;? )W);:ﬁU'J'] B
Web UI 051335

1.1.2. tF1U745&

TFIVTAEE AR, EEEICLSIRECHL, IATO TOE MAHCH LT, tF1UT/(CEETS
ER WA, BARENKK. BIERTPEEREOF ALY €, BIFCIRT 12N TR M)
EEE

(1) FAU_GEN.1 Audit data generation (BE&EF—34%R)
FAU_GEN.2 User identity association (F|fH#&#31EROBEER(T)

TOE (&, Ya7D#E T v FIFAE DRI OKRE. A RSN AFCLIIEEREEDF AL
E.Table 21 [CRTEEMRDBRIOVNT, BEENJERHRT D, TLEREETHICE. FTERHE
OB, BROER ., FRESIFECLZFIAE (ATEETHNE) . bLUEROBERN L RN
B,
TOE REEINEEENFEREEEOJTELTRETIHIC. ZORREELSTF AEDOHE A IER
(CRAEfHTTREERLTLVD,

(R8:&¥ % TSFI]
BRIV O RIFRE
Web UI 05525
TIVR—=FIAN
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BIENRIOEEEEE
Web UI @%Ii*ﬁéﬁb
BIRNIY

BAENRIIDOIE—HEE. TUV MERE, AXvURE. AT vURYDARFHEEE. J7DAMRE. XER

N Likae

BENRRINOIITIRE - BEEDR RHEEE
Web UI QY37 iKEE - BEDR RHEEE

Web UI ORyIAN6DXET—SERDH U EE
Web UI 77— L1777 7— MkRE

AREFEER
Table 21 EEEOJDEEHA
HRER RBRINIBEEERA EEERFM
B A MBEDICENEIRT System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJ0#T Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

*Ijm%le ITIIE% E&
FI A& 5 AN < BR
(1845152, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIRETERE
| A B K BR
(FVUBES11\h5)

Job Status/ Print /Aborted

EE RO A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EESNTZREMHEELTID,
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“Password”, “Name"h'i2$x&
na]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TOHRE
[ZEESINEEMHELT Role"H
FLERSNB]
BZNER Device Settings/ Adjust
Time
tOaVHEL DK Communication/ Trusted Failed
(TLS) Communication [7ORDIL, BIESE. RO

HYR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1-)
EEEE. Web UL TOYM V. Web UI hoMDIRIEICED. TOE RERICERFESNETATOEEEN
DeESRHHTENTED,
EEOYEIATRUNOTFARI7AIELTAYYO—- kSN, BEEOTEAYYO- KT 355, TLS
BEFEMCHESNTVILENDHD,

(BH:&9 % TSFI)
Web UI OEEHEE

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TOE RFICHRFSNLEEOTDFHH H UREER . RSN EEBRBEDHIRESNSD,
F  BEEOTADOTPIEAZ. Web Ul O#FEAFRET, BIENRINDTIEATHIEFH KL,

[B3:&E 93 TSFI]
Web UI O%& B RS

(4) FAU_STG.1 Protected audit trail storage (fR#ESN=EE I IHEHA)
TOE RERICRFSNEEEOTANDTPOLARL . Fidr H UHEEDH THY. HlIRRHSLMEEH AR TR
LW, CNIZED. EENT DR ELHIBRERENHRESN TS,

[RH:E 9% TSFI)
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BIChU

(5) FAU_STG.4 Prevention of audit data loss (Bf&ET—44B%NHIL)
TOE RERICERFESNEEENOVIE. &KX 15,000 H2REFTIENE KD, BEEOTHERICH-
EBE. RUEGRERSNEEER T A LEEZLT, HLLEEDIMER TEEBEREREND.

(BH& 9% TSFI]

BAENRIVDHRIERE

Web UI O 5IFEE

TVI8—=RAN

BRI EEERE

Web UI &R #E

BIRRAY

BAENRIOIE-HEE. TV MERE. 2T vURERE. AXvUIRVDAREFHEE. D7D AMEE . XEE
N Likee
BENRIND Y TIREE - BEDR THAE

Web UI OYa7iKEE - BED R TH#E

Web UI DiNyIANbDXET—RERNH LiRE
Web UI ®77—LOI77v7T— MMk
NREBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BE52 SEBRHEHA
EEENYJE, Syslog 7O IVERANTEEY—)INEEIND, XIETOEENTDREF. 7.1.7
(3) FTP_ITC.1 [CEEikEN D, X ESNBEEENOVE. TOE NEICRFSNIEENT THBILH.
EENT0FHHH LDEIEIF(3) FAU_SAR.2, BEENY DA ERHIBRERENCDIREDENE(E
(4) FAU_STG.1, BEEAVDEMICE-IZI5 S DENEIL(5) FAU_STG.4 ([CEEiiend, BE&AY
[F. BEEY—)INEFESN ikt TOE WEBICHES,

EENKBLEZEE. B T3FTEENER TN EEN KK ULZREEOEEDTN
13,500 HI(SETBEARENRIUCIS—2FRRL. MFD (2L T%., COi5EE . MFD & Syslog
Y—NEEEECEKTEZIREICL. MFD 2B TETIS—3fRET S,

(RH&9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps SE#EAM LAY T
EENCEERNRBRZEEOTELTCREHER IS8T, TOE M2 TLVSIOVIMEEIC LD M LA
BT HITT DHERERIRIT D,

FZIOREEEI 7.1.4 (1)ICINEBEOHNATRETHS.

(BH&9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%
BIENRIDEERE
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1.1.3. 7POrAHIE

HAFREEDN R LIEFIAE OH N T sLDRE = AR RECT3 %, TSF ICPDEAT R VRT1—AZE(C,

FIRATTRE(CBBHREN R D,

a) AKEBEENRILTHIESN S HERE
JE—-HEEE. J7DABEE(EIR) . AT v MR, XEORAFEIMDE ULHEE. TV MERE(TUVA
— FSANT ORI ERDERE N KM THOENRIFFIRIE) IRV TEREET %, FRELLBIMG S
RSN, ). JaFIREE - BEDR RiAE

b) Web UI THlfElshdtkaE
Y7 IREE - BEDR AL, NYDANLDXET —SEH U AR

c) —MRAABEIFATPUIDTIVE-RIANEFERTHHEAEE
—RFAEN—RFIABEISA 7Y DT IVEI— FIAN TR EEERTE LIREETTUY ME
TEYBHE. MFD [RFEAI RN Y LIS & [COH ZIET—AEEY YT T—RCEH(TIVR
—2)LTA—Y—ID CEDMEYURI MIICEET B,

(1) FDP_ACC.1 Subset access control %7ty 7Dt 2%

FDP_ACF.1 Security attribute based access control t¥aiUF/BHECLBZ 7t AHIE
BREERBETROINDG VaTEXET I, BREEEEB LR RAEEZS—FT—ELTEINM T 7
—F—FLREBELINVDEAREER D, L, BT Uadd, —RFIAENEETIENT
T%, T, JPOAZEROT A, EEELINTPIVEAAREEL S,

TV MEREICHEWNTIE . DF147V b PC oI ASNS TV MT—ARICFIREZRET572H01—
H—ID &EFND, 7)Y MEREICHIFR VaTmBEER. TV M -RCEEFNS1—F—ID [CLOT
BHEINS,

AFvUBSRE. JE—HEBE. D7D AR EREEICHTD YT’ BERMCOT (1o LE1— 1D K,
FDA—F—ELTEMDFoNS,

TPHAZEFDIITR., I70AEEERE VL AEMFETELLVEY., BREEENT—F &
LTEINDIIHpNS,

TPIAZEVTRESNSI7IAZET G REFETERVIACEIN A TON TS I—Y—ID 17
—F—=ELTEMfIoN B,

TPIARETAeRETEIRVDAE SA BMERKTIDLENDHD,

TPHARIEDY3TEHT—A% TOE sihniEnndizth. TOE DFIAETHILNITNDI1-H -+, 7
DAREDIITELUT—AZERTBER TERL,

XNEORFEIMOH ULHEEIL. AF v U X E . TPV AR EXEDRYD ARIFEZOEDH LR Z Al
RECT B
RYDACAF YO XEEERT IR MM EEEITRTORYI2AN, —RFAEFLE SARBES
DB T HNYD AN ERAIREC B S,
FIFRAEBAF X EEREFTIRVIAEERL. AFv VR FER1TTN. BRULLRYIAOME
ENAEr XN EORFHITED,
TPDAREREECHVTE, T7DAREXERI7DARERNYDAILREFING TP ARIERYD
ADFRBEN. TP AREXEOHREELLD,
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NYDACRFSNIET—HOEOH L, TLE1—. TUV METR. HIFR. TUY METRT 3RO A
HROERS, FTAEFCEEMEBRBELINRITTES, SA REEBLN, thADRYDAADT—

RIIRIETELL,

TV b AF0D  TPDAELE . TP AR EOEEXET HOTLE 1k A EFREEEL
NE{TTES,

TV I7DAZAE . XEORFEEDH L. WTNORECHNTEL. XET - F&RETHHEER
RESNGL,

AFvY, TPDAEIE. TPDARIE . XEVRFERNH LOFIEIVITERNE T MRS G
LYo

AE—-Ja7BAESLIVEEREN, YU IE-DEERICHREE T ENTED,

(R8:&¥ % TSFI]

TUVIR—=FIAN

BRI OIE—HEEE. TV MERE. AT vUBEE. AFvUIRVOARTFHEEE. J7DAMEE. XER
N Likae

BAENRIND Y TIREE - BEDR T AL

Web UI O Ya7KEE - BED R RHRE

Web UI DiRyIANMbDXET—RERNH LiRE

DR EBIEER

1.1.4. twF1U7(EHE

(1) FMT_MOF.1 Management of security functions behavior t¥iUT(#%gen53%\D

&1

FMT_MTD.1 Management of TSF data TSF F—A20&EE

FMT_SMF.1 Specification of Management Functions EE#REDYEE

FMT_MSA.1 Management of security attributes tF*aUT1BHEDEE

FMT_MSA.3 Static attribute initialization &rIEE#EI1E

FMT_SMR.1 Security roles t*a1UF1D&EE|
TOE (3 BRI SNEEENDH(C, FEE Table 22 [TRY TOE 1T #REICREZR T %2
UT1EEMEENDRTELE R, FLUSHEDHERBEREZRE TSI -1 U371—AZR T3,
F, HMARREESN— R FIAEIERDIAT-FERDHAIRETHB,
NODREEEICED, BRENZEF 1T EEEEEZIRIET S,
TOE (. RIEEARBEEETIRIMND VaTEXETAOMABFHIEROT 74)L MEELT, &H48E
EREEUVFI AERAFRERE TS, T /4 MEZIEE LZEICERE T MBS IRESNE L, 55
L. T7.1.3. 7OEAHI#E (1) FDP_ACC.1 Subset access control Y7ty b 70t A%
FDP_ACF.1 Security attribute based access control £¥1)T1BICLBTHTAHIE ]
ESROIE,
TOE 3. BEEE(MWMEEE. SA). —KRFARAEORINEELLRAEICEEMT, EnNEHHFT
%, %EIE, 1—H—ID &I WTHN. TOE (FOJA Y LERIRFICI—H—ID IR G T 2% B =4
J3%,
BREEEQIITSHERZOMNPARETERINTUVBERERIOI-F-THD. REIDEE,
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TOF AEHAIFROIERL. HIBRE TSR,

[FMT_SMR.1 (CR§5#ET S TSFI]

Web UI 05525

BAENSRIL O RIFRE

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CEH&Y¥ % TSFI]
BENRIINOEERKRE

Web UI OEE#HE

[FMT_MSA.3 [CEH:&ET % TSFI)

TIVVR—=FIAN

BAESRIOIE-HEAE. AXvURRE. AT v INYDARTFHEE. D7D A AL

DR EBIEER

Table 22 1T EEELRELIE{FRIAER UI

¥ )T1EEHIEH BENSRI | Web UI
AML—JDLEEFHEHREEDAN/EMN. LEZRBOEREEIT 4 4
AML—UBEBLEEEDB N/ BMDEREZITO 4 -
KN RIDDDEREERED/ AT — RMERDE XN/ B’NDREEITD 4 -
FAEZRXRKICLZ7VEAIEROEM/EMN. BLTIEBRRDE v v
EEITO
WWEEE ID ENAD-FOERZIT) HWMEEEDH AR v v
BHEBEFELNOFIAE ID OERK. 8. HIBRETI, IAT7—F0D v 4
ERZTI. T, FIAEICEINE TL&EZ. SA FZE—RAAED
JRENCEET S,
A-Y—NAD)—FOR/NMXFHFIBRDEREZITD 4 v
BIET IS ILEEOER/ED . bLUFHHBEROEZEZIT v v
TLS =) \GEBAEDIER/ EFDEREEIT o - v
AR BE DA AL DA B/ BDREEITD v v
TIANR— TV MEBEDETE/ R DR EEITO v -
Bft. BZIDREETD 4 -
B TAMEREOE M/ EBIDREEIT 4 v
T7—LO177v7 7 — MEBEDB XN/ B’NDEEEITD 4 v
ZA—oU7HEEE BRIENRILB LT Web UI) DR EEITD v v
LiR— M AOEBERE/FAEOHREZIT 4 -
NANR—IVIZPREFIRREREDER EEITO(BBED B X/ BX/ R 4 v
SFIAT—F)
X TAEEREEDEREEITD 4 4
(BEEDH TN/ ENTIEME)\RILE Web UI O A D HIRVERTEE,
Syslog X EDERTE . RIENRIDHIZIERTEE, )
T7DABHRICK TR ZIERVDADIEEZITI *1 4 v
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*1): RIENYDADIEEL. SA BMERLIZRYIATRIINEB5EL,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—AN{R#
TOE (%, #5588 (KEK: Key Encryption Key)%¥3X T NVRAM2 [CIRTFETBH . TATOF
RAECLT. COBBRERHIETZHDMIATI—AERFELTLVEL, £, NVRAM2 KlFAKED
(FESN TS EMRIE. AL— BB BELZERTEGELY,
AL—YrEE 8 (DEK: Data Encryption Key)ld. E32M KEK T AES-CBC AR THS1EL
T.NVRAM1 RU HDD (L& 7FET 5. HDD LR %FE T3 DEK ORZEIEI N7y I THB,
TOE OEEFHFF, NVRAML [CREFENLESESNEAN —JES 8. NVRAM2 (CHIHEIES
B TESIEEIN. BEDIEFEXDIKEET DRAM [CREFIND.
L. IRTOFAEFICK LT, TOE (. DRAM [CRFSNEEXDA N —IREBSREHGHTZTS
RII-ATRBEL TG, Fo. DRAM [CRFESNTVIEXDA N —JBEERIE. BRZEEET
CEICENHESNS,
TLS BIEF(ICHERATIMERTEOIEAER. 7.1.6 (15)DHEIEICLNIESILSNZIRRET
NVRAML [CRFFSN., TATOFIRAFE(CH L TMEHERBERH HTA U371 —AFRELTLELY,
BIEICFIRASINS TLS tyYav#ER U TLS EC Diffie-Hellman #FEE X T DRAM (CIR7E
SNBH, TRTOFIAEICH LT, TOE (&, DRAM [CRBFSNEEXD LYYV BEHRHETI 4
JI—AZRMBLTIVELY, £z, DRAM [CRFSN TR EX DY YaVvRE. BRZEHET ECLD
WEIND,

(B8:&E ¥ 3 TSFI]
L

1.1.5. SEELER

(1) FPT_TST_EXT.1 TSF testing TSF FAFk
TSF (& Controller ROM & Fax ROM D220 77— LII7ICENEBRSNTHD. o220 T77—
LOI7 DL MEEEET S,
TOE (%, #®2E)RF(C Controller ROM (& 4byte ®F1v0Y L, Fax ROM (& 2byte OF 1904 L%
HEUMENEE—HTINEMHREL. BERFEIREN RIS 2R RUEEZFELTD, Fk.
DRBG [CBEUT [1]11.3 [CREEHDBEEENAETAMERITL. TAMI K UEZB & (JRENRIUCTIS
— &R TUEBZE1ETS, 55 DRBG OfE#k(3 7.1.6 TRT,
NohETENS CPU tiDN\— RO 7DIEFEEE(E EFE DRBG DEXENETA S LU, 77— LT
POSEEMRIILENEREICITINIEZL THERSIN TS, T 77— LVI7OEEEEFIY
DY LTHERSNSTZH. TSF DIEBEMEZERTEZHD+ 2B TAME2TS,

(R8:&9 % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update &{E®E7YST—F
FMT_MTD.1 Management of TSF data TSF F—50EE
FMT_SMF.1 Specification of Management Functions EIE#EEDIFE
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EEET. BENRIDODIRECED., BIENRIN L TEREBDOT7— LOIT7N—JaVEHERTE
ENNTED, o, WEERTEVANENFHE N TR ECIH>THIRE S D TOE 288K 5 77— LI17
DN—=Ia R TIIENTED,

Frz, BRI SN ZEEBEOHN, BEEDSM17V D Web UL i, Controller ROM, Fax
ROM Z)\Wwir—3JLiz)NM U774 V& TOE ([GEETBEICEN., 77— L0177 &7y T T—hFdHIen
T&3,

TOE (&. BEEEDFM17V D Web UL hoEESNB3 77— L1772 881\ MFUI7M\ 2R{ETS
EMMFITPAETFTENZBFE R EIRALL. HREACKRKRULIEIH S, PyTTF—MedLEL. 1§
FENRRIUNCIS—BRULTELETS, MM FUIPMIUFESN TR EFE AL, MM F)T771 )%
SHA-256 T)\woalle/\woafE%#E K 2048bit DFZEHE TS 1L Lz RSASSA-PKCS1-
v1.5 AX®D RSA TIRINELTHD JOTRIEDFIEZ . 1) MM FIITPMIUSHFSNEEFE
27— LI 7ERAWRIIA RSA ARBICTES. 2))\M1FHYI771 )% SHA-256 T/\wa, 3)
BERERE)N\YAEELEERL. —BINEREEKD . F— B THNIERIIRREL S,

[FPT_TUD_EXT.1 CEEH:&E 9% TSFI)
BENRRIDI7— LI N—JaViER
Web UL ®77—LO177v77T— MkRE
[FMT_MTD.1. FMT_SMF.1 &9 % TSFI)
Web UI 77— LI177v77— MkRE

1.1.6. T—AEE1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
R (IExIFREE )
TOE (3 TLS EES-@BIENHEFEL(EC Diffie-Hellman) TRV IERFRHEELT, [2]ICEEHNIE
MR =R VS, FBAMEREOERAE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZfE
5, TLS EC Diffie-Hellman ##Z{E(Z. Linux ®/dev/random h'oEEEY—FETE(14)IC
SCE D AES-256 CTR DRBG TH R ULELETHD . FBHB#RELT [2]Appendix.D [CEEE;
M P-256, P-384. P-521 #HiR—tL., TLS 2TV I—YaViEBETHIHAT 3 —DONiRES,

TOE (X TLS —/)\GIBAE(CRIATIIERMMBELT, [2]ICRRBDFEMBIRSE. £ LT, [4]I1C
SCEM) RSA BEA S, CNHDIER TR Web UL hoD1—H—$5RTEREIND, FEABhIR
BOERAEE [3]15.6.1.2.2 BRU [2]Appendix B.4.2 [T#5, RSA #(3 [4]6.3.1.3 &
ERAECHRD, Z0HhTEONZFRHIE [2]0 B.3.6 (CLDERENDS, FEABIRELT
[2]Appendix.D [CE2#;M P-256. P-384. P-521 %. RSA #E£LT 2048bit, 3072bit &4
iR— kU, Web UL ho1—H—h\INH—2FIEE LTERIERT %, Fo. REEHDELBE R
(ClX(14)ICE2 &M AES-256 CTR DRBG A%,

EEEOSBERICHVT, TOE HAMRRPRBEOREEL .

(BH:&E 9% TSFI]
Web UI @uﬁkﬂljuh A8
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TIVR—RIA4N

Web UI & EH#AE

BENRRIOAT v UHEE

Web UI O J374KEE - BEDR RHLEE

Web UI ORyIAN6NDXET—SERDH U EE

Web UI ®77—LO177v77— MEE

% Eh(Z, FAU_GEN.1, FAU_GEN.2 OESE TSFI &%,
(BEEOUNERINDE. TLS BIETERY—)INEETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BES# 4
(xIFRE2M)

TOE (AL —VRBESREUVSEFEEEOTYIaVRBELT. FTEOEY MIDELEERALVS, B
BIICIE. ARL—YUREES 8 (DEK: Data Encryption Key)® 256 E'w k., DEK 2855 1L 9 375H0D
#2558 (KEK: Key Encryption Key)® 256 Ewk, TLS tyvavinIA—eLTxI VI~
DIV TREUVERESARICEUT 128-256 EV M ENENERKT B, ELEIE(14)(CEEEHD AES-
256 CTR DRBG T4 T3, BH. 20 DRBG HFUHENZDIE, (12)ICRHELEEF 1 U%
AR R, RU.TLS BIEtyYaVERR R THd.

(R8:&¥ % TSFI)

Web UI 0z 5IF2E

TIUB—=FRFAN

Web UI OEERRE

BIRRAY

BAENRILDAF v UHERE

Web UI Y3758 - BED R RHRE

Web UI OikyDAN6OXET—FERDH UigaE

Web UI O77—LOI77v7T— MR

X &h|Z, FAU_GEN.1, FAU_GEN.2 OB:&E TSFI $ &%,
(BEEATNERSNSE. TLS BIETEEY —)\NEETHN, )

(3) FCS_CKM.4 Cryptographic key destruction FES#E3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction BSSE#¥IDIKE
TOE [CEXREFSNIBRRFEMFE. EERENRTELHIBT U, TNICHEIEEEDRET
IRESINS(*), TOE [CEXRFESNIBRUBMBEEDOWER % Table 23 ([RT . F=. C
NoNE R VMBS NIEOETEIC RAM LOT—DATINEHNIE-SN TR AINZH,
RAM EDO7T—4(3 TOE OEREREEL (R EELDEIBREND,

(F) ARL—URES8(E NVRAM1 R U HDD [CfRTFSNSH, (10)ICEEEHDBIRESILSNBH.
AREHGORENET S, T, (1)ICEEED TLS Y—N\GEAZICF AT S IEXFRERIE. (15)DANZ
ALICED NVRAML ECHESAELTIRFSNDTSH . REUOMRINET S, T7—LVIT7ERRELE
(CARVSARBIE., MEBER, T5MRA-MESH. BSIUT( L1715 A800WFNCEH %S
LBUWVEHABRHOXM RN THD.
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(RH:& 9% TSFI)
BAENRIDEEEE

BIRRAY
Table 23 FXHFRFINIERUBEMHBOBER X

Bz REL B R EE S

BERE S5 NVRAM2 | R1ESRIIDEEZEAZ1—H o TIHHFRFDELE

(KEK:Key (CRTIERZLERR. T—3%(14)ICE2ED DRBG T

Encryption Key) ERUEELBT1E EEETS,
ITHERBEOREICRTERT/ AV LDLTOT
—REWETIEEEKRL, TAHERIIESE
HEN—T43aVERILIEFHRTESITILENG
LWz, DEK RU KEK (FFREICHE S,

TLS ©yavig RAM TOE OEEE THET S,

TLS EC Diffie- | (&%)

Hellman f4Z & TOE [FEREOEF R CHEZG TLS £yYav =AU
BH.TLS £y Yav#E kR U TLS EC Diffie
Hellman MZEERTEICES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B BRECIHEIESE 1ES)
TOE (& TLS Oxt#h#rg=/8=5E LT [5]ICEEEHD CBC £— FRU [6]ICEEHD GCM E—FD
AES(128bit. 256bit)zHR—F3%, AES (& [7]EHTHD,

(BE:&E9 % TSFI]

Web UI 05525

TIVB— R4

Web UI OEEH#AE

BENRRIDOAT v UHEE

Web UI O Ja74KEE - BEEEDR RHLEE

Web UI ORyDI AN ET—2ENE UHEE

Web UL ®77—Lo177v77— MkEE

¥&B(Z, FAU_GEN.1, FAU_GEN.2 OF8:&E TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)INEETIENH, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BESRVE(F R LR REL)
TOE @77— L0177y 77— FOEIEMRIECH T, [2]ICEE&HD RSA FIELZEYIR— M
%, B K% 2048bit ThHd, EERLI7+—IvhE [2]5.5(F)ICEEE D RSASSA-PKCS1-v1.5(C
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w3,

(RH:&9 % TSFI)
Web UI O77—LOI77v7T— MéEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESRE(ERE/R.KREL)

TOE (X TLS OMEFFEEE. KU, EFERER/REEICHNT. [2]ICEED RSA TIINEZ R
BT VB R ICRIG LEE R ER R RIEZ1T), BH. RSA B &(& 2048bit F7z(&
3072bit, NIST ¥ Hh#&(& P256. P384, P521 #HiR—F93%, RSA TIRINEBERLDEL T4+ —
Iy ML [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 (L), F. t5AHRT U E L DE S
A R/RREEE [2]6.4 IC6E5. Cnold TLS BIERCIEFSHEFEOXTVI-Yay, EFELAE
BRI I—Y—DIEEICLD. ENENFERTEIER ARNRFS,

(B8 T3 TSFI]

Web Ul DEEHEEE

BENRIDOAF v UHEEE

¥&hIZ, FAU_GEN.1, FAU_GEN.2 ORS:E TSFI £ &%,
(BEEOTNERSINDE. TLS BIETEEY—)INEETILH,)

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) E5&#4 (/\v>a7
WAV L)
TOE (&. 77— L0177y 7 7 — FOBEIEMBRIIBED I7— LOIT7 7T T— MA=IT—AD)\va1 5t
BI(Z SHA256 #F|AT 3, 0 SHA256 /\vYa1{BEELED RSA EEHERELLKTIETE
BRIIERITT S, BH. \WYa7ITUZLIE [8]IC#ENT S,

(RH& 9% TSFI)
Web UI O77—LOI77v7T— MéEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) E5S#4(/\vYa7
IVIYZXL)

TOE (Z(11)ICE2HED TLS [CHFHBFEAVE— IR ARD\WY1FTEIC
SHA1/SHA256/SHA384 &#Hh— 3, EIEICERTS/\v a7V JUXLIHEFEEDRXT VI
—9avlld TRET S, F2. TOE BEFE R ERK/RIED/\wYaFHEIC
SHA256/SHA384/SHA512 Z#HiR— L. BREKFO1I-—Y—DEEICLINFERTS/\va17
WIVZALWRET B,
TLS [EHT3BFEAE—IVRBAARD/\VV1Ft BEBFER ER/RD)\Y Y15t EFMIIL
THNEHRICHEAENBRENTES, BH. N\yYa7ITYXLIE [8]IC#ERLT S,

(BS:&E 9% TSFI]
Web UI Oz AI5EE
TVB—=RAN
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Web UI OEEHEE

BRENRIVDOAEF v U HEERE

Web UI O Y37IKEE - BEDR ~HEHE

Web UI ORyIANoDX ET—SERDH UHEE

Web ULl ®77—LD177v77T— MkEE

X EnlZ, FAU_GEN.1, FAU_GEN.2 OB E TSFI &8,

(BEEOTNERSNGE. TLS BIETEET—)\NEFETILH,)

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &
S (AES T-AlESLES)

TOE BAML—IREEDREFTARXELT, [9]ICEEEHSNE AES. RU. JOVIREFE—FELT
[10]ICEE& SN CBC #HR— 193, BRI 256 EVMTHD, IV EAM —JDEVIFEFL
DEK ZxtlcEH T3,

(R8:&9 % TSFI]

TUVIR—=FIAN

BAESRIOIE-HEE. TUY MERE. AFvUEE. AXvURYD AR FHEE. TrDARRE. XERR
D Likae

BRIV TRE - BEDR THEAE

Web UI DiNyIAN6DXET—RENH LiAE

DR BEEEIR

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESigE (BES
1)
TOE (Z(12)ICE2&E @D, AL—IUES1E#EED DEK(256bit)% [9]ICii&E SN AES AR
THEE1LT 5. BRI 256bit THN. FOVIEEEE—RIE [10]ICEE& SNz CBC #HR—13,
BRI 256 EYNTHD, IV (F(14)(C5EEED AES-256 CTR DRBG o B ELEITHS,
(12)ICEBEHDED., ArL—IURES L4 EED DEK(256bit) 2155 1LT2D(E. AL — IS E#FT
AVH 3\ TOE O EIFEENRE CTHD .o

(RH& 9% TSFI)
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RES#E(RIH \vYarvE—IREE)
TOE [ TLS [CH (T 8T EAvE— VB ARXELTUT 2 R— M3,
£ (bit):160. 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Ayt—JH4JTAMR(bit): 160, 256, 384
N7V VLG [11]. 8FEN\y Y1 AvE—IRBEE7ITVZAL(HMAC)E [12]IC#EMT B,

(B9:&E9 % TSFI]
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Web UI Dz AIE25

TIVB—RIA4N

Web UI D& e

BENRRIOAF v H#EE

Web UI @ Y37 ikRE - BEOR ~&HE

Web UI ORI AoDXET—SERDH UBEEE

Web UL ®77—Lo177v77— MEE

X&hlZ, FAU_GEN.1, FAU_GEN.2 OBE TSFI £ &%,
(BEOUNEREINDE. TLS BIETEERY—)\NEETIENH, )

(12) FCS_KYC_EXT.1 Key Chaining #F1M>
TOE 3 AL — YRS S8 (DEK) R U DEK 25 F L T3z DIRIE S R (KEK) 2R F 11 0T 3,
BRMIZE TOE A — IR B BRTFIM VN B VEBIB(EAMNICIE., THEEMRESE. £
FRENRIOBEBEEAZ 1 - TIHHFFORECR TIREZULROEENNF)(C(14)ICESH
M DRBG T DEK & KEK &#4 L. DEK (3 KEK (C&D(10)IC#-THES1EL NVRAML R U
HDD [Z. KEK (33X KEET NVRAM2 [C. TNENRFT S, 2 [ B LIE DO ENHF (L. NVRAM1
(CHE S 1L LTRTE L DEK &% NVRAM2 Mot LTz KEK T(10)ICRE-THEB T3, E(
DEK. KEK &%(2 256 Y T#H3, DRBG [Cld(14)ICEE&E L@+ 2RIV aE—hit#aans
TEHBOREL 256 YR THN., EF11 VDT 256bit iBENHFIND,

(R8:&¥ 3 TSFI]
BIRNIY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material Xk UM HDRE
TOE ((12)IC52 8 LE@N. AL — USSR F 1/ VA1 TOE QX ERBIEC#% %) DRBG T
DEK & KEK 4R L. DEK |3 KEK THEE1EEN T NVRAM1 KU HDD [, KEK (& 3IKEET
NVRAM2 [CENEFNRFT D, ZDMDA L —JIC DEK, KEK hMREFESN S CEF L, NVRAM2
(FRZEAATEEA N —ITHBRILH. (12)DRF 1M1 VO—EHNER MR ATRELG A M —JICEX
TREINDEGL,

(BH:& 9% TSFI]
BIRRAY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &%
B ELEEY MERD

TOE [F&ELEARKIC [1]10.2.1 (C#EHL]= AES-256 CTR DRBG %#|FH9%. C® DRBG (&
Derivation Function., Reseed ##t%# L. Prediction Resistance ##ae%#F 11\, .,
Linux A—xJL®/dev/random hoGEL#E Y — kTS, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) & U LRNG [Z3EATE009909 0305 H H L
fifR/ A A &HieAEIY E—RET S, D/ XFY I PO 7 ICENERMNICHERDIELSDEE
FHET2EDTHD, DRBG [F/dev/random Hriofft#aEnizo— k% entropy_input U
nonce ELTHIATSN, ELEDIV bOE—=(3 256 Evhx1.5 28X, [1]8.6.7 DEEH L+
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FEEZB.

TOE (3Z®D DRBG ZAWCA L — YRGS HE. TLS ylaVigzEH T35,

(12)(CEEHMBED, AML—IESHREHDZHIC DRBG Wi2EIch2DId, AL — IS # T/
U3 TOE O#IEIEE R THS,

(BE:ETS TSFI]

Web UI Dz AIE25

OV EIA

Web UI OEE#EHE

BIRRIY

BENRRIOAF v UHEE

Web UI O Ja7iKEE - BEDR RHLEE

Web UI ORYDANbDXET BN UHkEE

Web Ul O77—LO177v77— MEE

X&hlZ, FAU_GEN.1, FAU_GEN.2 OB&E TSFI £ &%,
(BEEOUNERSINDE. TLS BIETEERY—)INEETIENH, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD EDTF—45{%#
TOE ZAM—IF I MALDT—HATOVH BT E1L/EEIL TS, EEMICE, AL—ITFT )4
ALDBEBALIRIN—T1avICTET71 IR U AT —A0D Read/Write Z{ - LTTF—20D1E
Eb/BEEIEEREL. H5%)—T12avIC LTF—A70vD% Read/Write 3%, BEELARK(E
FCS_COP.1(d)Ic€5, BEBIEXMRIN—T140aVEECA N —IT N AR R AT RETS
NVRAM1 R U HDD T#&HhD. NVRAM1 KU HDD LISHCIR AR ATRER A RL—I T INM AT
A
LEOAN—-IBEEE. BEEFICIO>TAMN I BLHEEN A MR TSN, TOE #)[E
EEIRFDOHET D, BESE/ESEICFIATS DEK [F(12)ICEE & L&D, SR F 1M UH L
EBRFICERIND,
L2THOEXDHFAET . FXDIED TSF 7—4E NVRAM1 R HDD LOREE xR/ —
7"4’/3‘/(2%%5&&*%#&)!3“%“:3*15 NVRAM1 KU HDD ELDIERESILRIRD/I—T12aY
(CIE. TATS LA A=, HE)IS5A—2 KEK 28EL(10)ICEEHD@NEE S 1SN DEK OHH
SN, 3F$C0)$IJFH%‘$C§T ARUVEXDMWEZED TSF T—AZ& R, iH. DEK OIFF1E
((12)ICEE#E Lz@ED TOE OIS HF 14 VNG VEBIFFICITIN G, Fo. X KEK ORFEFET
%% NVRAM2 (IR IR ATREG A FL— I T NA ATIRELY,

(B8:E 9% TSFI]

TIVR—FFA4N

BIRNIY

BAENRRIIOIE-HERE. TUV MERE. AFvIUEE. AFvUNYD ARFHERE. J7D AR%EE. XEE
N Ligae

BAERRINDOIITIRE - BREDR TS

Web UI ORyIANoDXET—SERDH UHEE

ARBEIEEIR
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1.1.7. SE8E&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREh7 HTTPS
D47+ PCHhoNEBEBEEADTILAR 7.1.1 #HAIFRAIREEIC L THIHSNS —FH . EEE
DERTEICLD, Web T30HEDETDEIE F57190% HTTPS TEFa7FrRIVMET B LIITEHIT
BIENFTRETHB . CDERTEIX Web UI o BEEEDHNITZAS, HTTPS (3 [13]ICHESTEET
HD. TLS BIEER 7 (2)[CRTEETHD,
D347+ PC D Web 7509 biginEREZ(T5E. TOE 9347V PCRET TLS BEQxT
VI-YavEHEIIL, HTTPS BIEERIET 5. V517 PC hod TOE @ Web UI (CHIF5E
RFREES SUTARTOVE—MEEICK LT, HTTPS BENE RSN, I, BEEEN TOE RERIC
BISNZEEDT % Web Ul hoikd T, HTTPS BENERAINS. WINDHZEEE TOE
(& TLS D347 peBEEE Y R— LTI,

(BE&E9 % TSFI]

Web UI 051525

TIVR—RFA4N

Web UI OEEH#AE

Web UI O Ja74KEE - BEEDR RHLEE

Web UI ORI ANoDXET—SERDH UBEEE
Web Ul ®77—Lo177v77— MEE

(2) FCS_TLS_EXT.1 TLS selected @iR&n# TLS

TLS @EELT [14]0 TLS1.2 BHik— T3,

TLS BIEETHEATEIHES A — MEOSA4 7Y b —)\ED TLS IRxDVavdh(crTVI—- N3,

TOE (3 TLS ##IfAT 3 @IECHU T, TOE [RHEEEICR UTHI4 7Y MY —IcE 50183, 6

ZIE. Web UL POEATIET =N, AF v XEA-IEERFICEDI17V MeUTIRD D,

TOE (D347 b oIRESNZRE S AM — O otR— 38U EE0% 1 2:#IRT S, TOE

Y R—FT 35 A1 —MILL T CTHD,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES 128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8 ¥ % TSFI]

Web UI 051525

TIVB—RIA4N

Web UI OEE#HE

BENRRIDORE Y HEEE

Web UI O Ja7iKEE - BEDR RHEEE

Web UI ORI ANoDXET—SERDH UBEEE

Web UI O77—LD177v77— MEE

¥&hIZ, FAU_GEN.1, FAU_GEN.2 OR:E TSFI £ &1,
(BEEOTNERINDE, TLS BIETEEY—)INEETIENH,)

(3) FTP_ITC.1 Inter-TSF trusted channel TSF & {EEFv=RIl
TOE (3 TOE EBEEH -, A-ILY— DT, U TOREBEEEIOIEYR— M3, Fk.
BIE(F TOE hofAtad 3, CNICED. IV RRA YV FOBEBRICEE T - IDRBERS VN DDREN
RIS 3,
EEY—)\: TLS
A==\ TLS

[(RH:& 9% TSFI)
(88&Y—/)\) FAU_GEN.1, FAU_GEN.2 OBS:E TSFI [C%£9'3

A= =) BESRIVDAF v UHRE

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEEA)
TOE R EEEND)E— FPCHHDETHEAM VATI—AICK L, U TOSEEEETOFILEYR
— ;% ChICED. IV RRI Y FDEBIEBIE T —ADRBERS WD ODRENMRIISND,
Web UI: TLS/HTTPS

(BH:&E 3% TSFI]

Web UI 05525

Web UI OEEH#EE

Web UI O Ja74KEE - BEDR RHEEE

Web UI ORyIAN6NDXET—SERDH UHEEE
Web Ul ®77—Lo177v77— MEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%E/\AGEEEER)
TOE ($EEEEDIE— FPCHODETHEAMVATI—-AICK L. U TOSEEEE IO ILEY
R—FFB, TNICED. TV FRIV FOFERIEBIET - IDRBERS WD DD RENRIIEND,

Web UI: TLS/HTTPS
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TVR—= R4 N bDENRI: TLS/HTTPS

(R8:&¥ % TSFI)

Web UI O 5IFEE

TVB=RAN

Web UI 0 Y374KEE - BEDR RHERE

Web UI OiRyDANMoDXET—FERDHE UigRE

1.1.8. PSTN 77DA-2yrI—DRED 5 Bt

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE [F. 7702 T LREEHS . ARBERREN LT, I7DAT-IDEZEHEEZIRET S,
BiR—1r9%70RILIE ITU-T G3 E—ROH THD,
T7DAA VR ITI—ATEZENHFSINTNBDE. FIAEZEDI7IVIIXEDHTHD,
TRET LEEREEY . S B oOR BT —AEFE IV MI— 12 T, J7DAE R
D TOE [CARIEICTPDEATBRERTERGL, £, TOE X, AREEERBHEEANET Y FI—DREITT
—RERFETHEELLEIVEY), ARBERRZENZEVCAREHET —2IREBRYLI-D
EEITELBL,

(R8:&¥ % TSFI)

DR EBIEER

1.1.9. AFL—YDLEZHEE

(1) FDP_RIP.1(a) Subset residual information protection %7ty NEfFiERIEE
TOE (3. BEEICINVITRETHRDAN — IO LEEHEMENFHNIEIN TS, IE—#EEE.
UV MERE. AF v UBEE. D7D ABEDE U3 T RICHNENN\— FFA AV EBEICERSNLF A
BHXET-H2LEEHETD,

XENRFHEETHASNEXET AL, RYDAEN ORI ELERDE UIRE. HIBREIEICE
STHIBRESN, 2D#%. TOE (G L EEHEEEERT S,

AML—YDLEEFHERKREERG EEZFRM 1 B("0(FO)"(CLELEF)E. 3 EI(0-1-ELEICLD
EEEFEREL) OBIRNHKD, 2ZL. BEELBEENANEENTVRIGE . MELAILTE. E
E7-5(0, 1, ELE) BREBIESNIKEBTEERAEND, Fo. N\—RT1AVEELIC, LEEH
EFEDFAEHXET-AN—E5EFE. TOE EBERFIC—EEFIVILT HERT ORI AEH
NET-HINFEETIHEEE. LESHENEEZRTT S,

(B:E9 % TSFI]
BERREY
B \RILOOE—HEEE. TV MERE. AFvUREE. T7DAMEE. SKEERDH Uikae
BAESRIOIITRE - BEDR THAE
Web UI O Ya74K % - BEDR R AE
Web UI ORyDANHDXET—SEDH LiaE
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8. STH&EE-HEE (Acronyms And Terminology)

8.1. HR&EE (Acronyms)
K ST [EHTRREEEELLTICEREAT B,

B EHEAR

CcC JEVD347U7(Common Criteria)

DRAM HA4F39D5058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIR)#E A #(Multi Function Device)

NVRAM THERMSVH LT7DEAAE)(Non Volatile Random Access
Memory)

PDL R—YEeak §i&(Page Description Language)

PP 075370774 )L(Protection Profile)

SFP t¥al) 7188 #t(Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP BEFA—I)LEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1M xt % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVIAT L BREATIDNOR ROBEEZUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEEZEDSA17Y D Web TS50 &N UT. TOE [CRTRIEENTERIVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTIPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACKEMSN X EERY M-I EOIVE1-SNbENH S
CENETRETHS . IRVDAIL, HEFEREC ClAMFolder £V B FFCIR SN S,

TIAR=+T)U b
(Private Charge
Print)

UV MERECH T, EIRIT—3%7IVR— XL TR LEEY by T T—5% . MFD DA
fo—VREIC—BERL., BAESNZRABMRENRIVINETT S THRIERHE
EE POV b

XET4H
(Document data)

— & F A& (U.NORMAL). SA h* MFD OOE—#8E. ) MEEE. A¥vUBEEE. 77
DARE. XEDREFHEEZR AT BMEIC. MFD REizRIBT 22 TOERIEHRES
T3 MMULTXE T HERET S,

AFvIUNE AT v UBREICLS T, EFHAALTBEINLEXE T, KA TOE BAFvIXEEA-I
B—IINEELED, XEORFECENE U EEICEIDRYD AR EFT SHEEZEF D,

TPIAREXE D7D AEREICLH>TZIEEN . K TOE THRIMNBIEFHAXDXET—ITHS,

T7DAZIERYIA EEE(U.ADMIN)ICE THEESNB I7IAZIEXEEZRFETIRYIA, T7DAZIE

(Folder for Fax VD ADERKIE SA NEFELZ TN oL,

receive)

E&ENY THIUTACREETIER (FIZIE, HAIFEOLK ., BIERESPEEREOF AL

&) e, BHEEEINLET 4,

FRERE

HAFRRELEFIAEICEIN S TOoNS KR E], A TOE Tl M EEERE. SA %K.

(User Role) —RRFAERINVERINTD,
HHEEERE BB EEREEOER. NI ADRE, BBEEED) AT FEEL AR,
SA &Z| BHEEELRR. MFD O TOE tX1)T(#EEGED Y AT LR EEEEER/EE T

EHHER, 120, thBFBORYDADRE . M EBEONAD— FERIITERL,
S E " #EEIEDIER (System Administrator)"&&RiEEN 3,

—MRFIAERE

—R&FIAE(U.NORMAL)N TOE ZFI AT 3RRICHEBIERERT

FIFAEHAER
(User Identifier)

FRAEEHANTIHDIFEHR, 1—F—ID,

W EEE
(Key Operator)

MFD @ TOE £¥1UT/HEERED VAT LR EEEEF/EE TEH1-F-ThHN. T
SHEHRETHE—ZEHINTNSI1-Y-Th3,

WREESE ID EVVORAICERSNZI-Y-ID 2ERAT%. BMEEZEOFAER
BFEETEEL,
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g8 FlX"Administrator’&&Rs2sNn 3,

SA SA EEIEZIN L TONERTI—F—,
EBE MM SIEERE, FE. SA ZEEL DRI 1——, Key Operator & SA O,
(U.ADMIN)

ArL—YBES

REEED—MERFIDIAN-—VERSILITIHAEERT .

TAVR—XHERE

N—YRCik S35 (PDL) TR SNENRI T — &M T U, EvbIvT T —R(CE T 54

)
AEo

TAVR-X

TAVR—ABEBEICED . R— IR EFE(PDL) CRERSNIZT—AZ @ L. Ev by T T
—BICKMT DS,

Z— M7 HRE
(Auto Clear)

BAENRIVBLY Web U hofilt 2L VRET—EOR RN B LIEE, BE)
BIICEREEN DT 7 SN BHBETH S,

NAMR—IVIZ7

(Customer MFD OR=F/MEEBEITIIVIZT,

Engineer)

REE . e e -

(attacker) WEELE. TOE FLIRESNTUBEECFELGFEREELTIIVERATIETHS.
24613 ) ] )

izzﬁntrol panel) MFD ODIEEICHERRIY ., VT BVF R TAAT LA B ERE SN %R,

—BRFIRE DT> ,,

X BHREIATY  _ mmannmsasa7ut,

HEE ST EWEDNFATEIVIATV b+, EEEF Web F59H%E L MFD (I LT, TOE 3RE
B

TADHERPETHRZEITI.

T)R—=FF4N
(Printer driver)

—RRFREIIAT7VLDT—R%. MFD HERATREBR— ULk E55(PDL) THERL
SNIEENRIT—AICE#RTIVIMIITTHI., —RFIREISMT7VMTEAT S,

MFD DMEIRATREBAR— Y EL R E55(PDL) TR INTZT -4, HIRIT—4(Z. TOE ®

ENRIT—4 FAUR—AEETEY bRy T F—AICE#EN D,
JE—HEBEICENFEHAFNET 2. BLUTUY MEREICEIDFIAEZ D17V Mo EE

EvbvIT—4 NEENRIT =327 IVR—AHEETERLET -4, EvbeyT TR mB AKX TEIER
[EfELTN— FTFAADEEICHEMSIND,

"% JE—#EEET IIT MDA AH DX REB DN EPICE ., BEREETT,

TOE x=5—4 NIE TSF T—30—ETHN. TOE [CL>THEREINED TOE [CB L THER SN =T —
STHN. TOE DF1)T1HBEICHEEE 5 A3 DH IR ET o

. BEIERIND 256 EVrDT—H, AR —IJEBEAOXNET-IDRERIC. CORT
—REFERALTIESIEETD,

*9kI—5 HNERRYFI—DERF RV I—DEEETEI—RMICHERTIEEORE,

HNERRYRD—H

TOE =BT MM TR EENERGL., AERYFI-DLUSNDORY FI-D%HET,

RERRY FD—D

TOE A SR ESN 2 EBOMRERCHD., SRRy bD—DD oD EF1ITADBBICK LTR
EINTLR XY MI—DAOD. MFD &£ MFD A7DE AWM ER)E—- MOFEREY—N
P47 PCRIDFrRIVETRT

NREBIEER
3R EFE A #R

TPDAEIE . TPDAREOT AN RN S EREIBRINS .
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PSTN
(public telephone

line)

ARERT—H IPDANARERBEERNSGEZEDT—3,

(fax data)

S[ERZE ITU-T #1&ED X.509 [CEESNTHED. KANFR(FTEHERE. BiRl2 . 2E1F). 2FH
8. BDEAR. JITPINFVN DTRFYENREFNTVRIER.

Data on TOE BRET—ATHD . KARIARICHITRFAED AT - FEREHROR/NXFHD

minimum user
password length

EE

U.ADMIN TOE FRET—ATHN, EEE(U.ADMIN)ZRIED=6H D) AT — FiEHR
Password

U.NORMAL TOE :RET—ATHN. — A& FIFHE (U.NORMAL)FEFEDT=H D) VAT — FiEER
Password

Data on access
denial due to
authentication
failures

TOE BET—ATHN. FIFAE ID B RKICEART 2 EEDF R/ BENDEHREK K
B 1EER

User
authentication

TOE [CH (T3 R BE D R IRZEREE— FDZE,
TOE D& #REZFE AT SATIC. TOE OFRKICEFSINZRAEFREFERAL TR
AEEITOHRETHD.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BEET—HTHD. RKNRI D bDFREERF D) AT — R

F#EED A XN/ BIDIER.

Data on Private
Charge Print

TOE BET—HTHN. TV T —AZERICTIAR- TV MIE
51)\0);&% ﬁ*&o

HSEdNERISE

Data on TOE BET—ATHN. DAY —IVIZ 7R EHIRBEREDH %1/ BN DIF TR KR PRSP
Customer NAD— FDIER,

Engineer

Operation

Restriction

Data on date and TOE EET—ATHN. 3 LY -/ —54 LR ERBERERZIT—HTHD,
time

Data on Auto TOE ET—ATHN. ENRIA— MYUPBBEO B %/ BB LUDU 7S DIEHR.

Clear

BLU Web UL 07— FMUPHREDE 3/ BANDEBRE LU D7 DOIER.

Data on Report
Print

TOE BRET—ATHN. Lik— M NDEEDREIER.
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