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1. ST #E% (ST Introduction)
ARETIE,. ST SR, TOESE, TOEMIE, LU TOE sikicoWCERHR TS,

1.1. ST =M (ST Reference)
AREITIE ST D AITEHRERIR TS,

FUJIFILM Apeos 5570 / 4570 / 3570 / 5570 GK / 4570 GK
54 M JAE—.TUURM IPDA AFvY AL YD EEEEEHERERET IV
EXaIT8-5YMBER/TIPINVT49DtE AT 2025)
N=3y 1.18
®*17H 2026 %6 A 1AH
ERE ELIMVLEYRAM ) R=YavirR a4t

1.2. TOE £ (TOE Reference)
ARHEITIZ TOE OFANEHZEC R T,

FUJIFILM Apeos 5570/ 4570/ 3570 / 5570 GK / 4570 GK
AE— TV TPDA AFvY ARL—YD L EEFHEKEERHTTIV
TOE ®)\—¥3v | Controller ROM Ver. 1.51.1, Fax ROM Ver. 2.2.1

TOE £&

A TOE [F. LFOVINHDOERTHD

BAREM(F
7 & IACEW,
FUJIFILM Apeos 4570 JE—. FJY b, 77D A(1 EIf#R) . AF+v>. | Controller ROM Ver.
AN —YDLEFHEMEEREET I 1.51.1, Fax ROM Ver. 2.2.1

FUJIFILM Apeos 4570 JE—. UV k. 77D (2 [EIfR) . A¥v2.
APL—IDEEEFBEEBEEERETTIL
FUJIFILM Apeos 4570 JE—. 7YV k. 77D A(3 [E#R) . AFv.
APL—IDLEEEFEEBEERBETTIL
FUJIFILM Apeos 3570 JE—. 7YV k. 77D A(1 [E#R) . AFv.
APL—ID L EEFHEMEEBERTTIV
FUJIFILM Apeos 3570 JE—. 7YYk, 77DA(2 @) . ¥+,
APL—IDLEEFHEHERETTI
FUJIFILM Apeos 3570 JE—. UV k. 77D (3 [EI#R) . AFv2.
APL—IDLEEFHEHERETTI

PIPIROT49D4E AT

P &h N=J3y
FUJIFILM Apeos 5570 JE—. )k, 77D (1 EI#R) . AF¥+>. | Controller ROM Ver.
AN —VDELEEFHEMEERBEET IV 1.51.1, Fax ROM Ver. 2.2.1
-1 -
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FUJIFILM Apeos 5570 Jt—. 7YV b, 77D (2 BIfR) . AFv,
ARL—ID EEEHEMEERET I

FUJIFILM Apeos 5570 JE—. 7YV bk, 77D (3 E#R) . AFv,
ARL—ID EEEHERBERRET I

FUJIFILM Apeos 4570 JE—. 7YV b, 77D (1 [E#R) . AFv2,
ARL—ID EEEHEMERRETIL

FUJIFILM Apeos 4570 JE—. FUV k. 77D A(2 [E#R) . AFv.
APL—ID LEEFHEBEEBERTETIV

FUJIFILM Apeos 4570 JF—, FUY k., 77D (3 ER) . AF v,
ARL—JD EEEFHEREREETIL

FUJIFILM Apeos 5570 GK JE—. 7YY (1 @) . 77HA. A%
YO, AR =IO LEFHEREEREHTTIL

FUJIFILM Apeos 5570 GK JE—. 7YV (2 EIfR) . I7DA, A+
YO ARL—UD EEEHEMEERETT I

FUJIFILM Apeos 5570 GK JE—, 7YV (3 EIfR) . 77DA, A%
YO ARL—UD EEEHEMEERETTI

FUJIFILM Apeos 4570 GK JE—. 7YV (1 BI#R) . T7DA. A%
YO, AN =IO EEEHEMERETTIL

FUJIFILM Apeos 4570 GK JE—, 7YV (2 EIfR) . 77D, A%
YO ARL—UD EEEHEMBEERTT I

FUJIFILM Apeos 4570 GK JE—, 7YV (3 EI#R) . 77D, A%
YO ARL—UD LEEEHEMEERTT I
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&xl (TOE Type)

A TOE [, HHEO-DILIV7 Ry DD (LAN) AEEfTSN . JE—H#8E. AFvURae. TV MERE. T
POAERE. XEDRFEIDL UHEE. YR— 9% MFD TH3,

1.3.2. TOE OEREEEELF1T114HE
(Usage and Major Security Features of TOE)

o N
\Ruko-5
S
|
|
g —BRRIAEISATUR ) |
—_———
A =JUIR—FSM N ! ;
-Web 75754 L P !
—EFIFAE ) L A=l
g BEEDSATIR ) 1 .
— PR - TOE
A -Web 7554 \' LAN N FTIRIINEEH
EIRE /\ - _/,/ \... A
== /
( &&9-1 )
;O AREE
N §R L g Q
—BFAE  mEE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUCED T, S 8RRy N =D o B SNIZE RO—DIL TP 2y D -0 (LAN)A
BERSNIRIETHEASND,
F.IPOAEERETHH A}, ARBERREICERINS,

—&FIAE L, MFD ORI P—RFIREDSM 7Y bD Web T50HPT)UA— 54 N&AML
T.MFD OZFEEAREEEEFAT S, T, EEHZ. MFD DRENRIPEREDISA 7V D Web
TI99ENLT. MFD OEE#EEEZF AT 3,

MFD (&, FIRZEOHOXEICK U, AE—, AFvUEE. TV M A, T7DATORERE. XEORRE
EBNHL. BEDKREER T D, CNODOXENKRS . BAVERLLT 7. MFD (. FIREZHE
AR T HHEAE., HERRICE KX ET - APHEBEICKH T H7 DL AKIE, MFD ADA ML —YICRE-BIRS
NHIREFBPXET HOESIE, LAN LOBET-I0FRE, EEECRE LX) TR EH
BE. EF2UT/(CBEET BAT % MFD RERCRFT S — 7. TDAT%E MFD SMEROEE Y — ) \NEET
BF1UTAEEEMAE. TSF RITI—RE TSF T—ADTE£MRELE. TSF RTI-F7vTTL— FED
ET1-FOEEMREE. 77D AERE LAN D57 BEHEE, AL —VICBERSNTRFERFERO L
ETHEMRRERT S,

BEH. T EHIREAEEIAE UL,

EREEGERELETHEERTIEN. AN —JDLEEFEEHEZRAIN. T-ILEEEESY
PEBATILEN DD,

TOE Z#p 3 2 M3, FREEAREL T, RIKFZIEEHMEREREL Y R— b T3 h8, K TOE BRE CIIAAR
RALDHEERT S,

1.3.3. TOE LSADN—RII7#EREY T bIT7# AL (Required Non-TOE Hardware
and Software)

1 (SR FIRIRRICHT TOE (X MFD THD, TEED TOE LS DN—FOI7ELUY T oI 7h
FEIS

(1) —RFAEDSATPUH
N—=FOI7[ERAD PC TH,
TVIRD34T7 U RELTHRIAT 35 A (E. MFD [CHULTXET-ADT )Y MEKREITIEH. PCILIZT
VUR—FIANEA VAT BRENDHD,
MFD @ Web #—)\#8e2FIFA Y315 &S, PCIAVAR—ILENTIVS Web T30 2ERT 3,
(2) EEEDFATPUH
N—FOI7ERAD PC THS.
TOE [CXULT TOE BRET—RNERE. J7— LVIVDEFHE(TIHIC. Web TS50FHBEERS,
(3) A=H—=N
AF v XEZA N TEETBICE AT - BEERS, N—FDI7/0S [FRAD PC 3 Y
—N\THD. TLS 1.2 TRESNTZ SMTP JOPVESIR— b BA—IY—ERZI VAT BRE
h%H3.
(4) BEEY-N
MFD TREUVCEEFRENETIH. BEEY -/ \WBEERGS, N\—FDIIP/0S [LRAD PC %
I3 —)\THD. MFD (& Syslog 7O FILERANT, TLS 1.2 (G LTWBEEY - NICEERY
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A TOE OFHfE Cld. LEON—FII7HLVYIII7ELT, LTEFERT S,

(1). Q)O—REFIABEDZM7V P eBEEEDZA7V M) OS [F Windows 11 &, Web F3H¢eLT
Microsoft Edge #ER 73,

(3)DA—JLH—)IF Cent OS 7.9 &. Postfix version 2.10.1 #EA7 3,

(H)DEAEY—/)NE. Cent OS 7.9 &, rsyslog 8.24.0 TR INLEERY—/\&EAT3,
(DICBWT FERTZTIVA—RIINRBELIMIVLE IR ) R=Davt MR T2 LR
LUTRSAN-&ERT 3,

HA{MIF: “ART EX Print Driver Version 7.1.8"

PIPINDT1yD4ERFIT: “PCL6 Print Driver Version 7.1.8"

-5-
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1.4. TOE &t (TOE Description)
ARETIE. TOE OFIAERE. TOE OFmEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOE BE:EDF|AEHRE (User Assumptions)
A ST T.TOE (CHULTEETZFIAEREIE Table 1 (5T 3,
Table 1 FFAZE&KE

B FMAET 575 &
U.NORMAL —RFIRE BAISN. RFEESNEFAET, EEERE
ERFLBVAIRE
U.ADMIN BEE BAISN. RSN F AETERE R

BOoFRE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
RIBMEEE L OURSNEEEDSS ., THRELDHKEEIE AL, TROEVOMEERILF1T11REE
RY . T, TOE EEMIERNCHE—RFIREIFAMPU M BEEDFATPU M A-IS-N BEEY
—N\EFFHR LAN T3,

-6 -
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H%‘Jﬁﬁj - BEE

®

S OlERAE

iy

1.4.2.1.
(1)

(2)

(3)
(4)

(5)

BEHISAT

AL

—BABET AT 5177 AWK BT
(Web S8 TUSAH—RSA)N) (WebJSH) T T
v v v I
G | SEmEE o
I I A A
| SHRIZRET |=
v
| 7ot 2l
!
EZE —] [EFauzs T
- =1 LxaV>+1
| BENZEEA | [ SRR TEORGE = I m=a
T oo ZMs MmOt Y
- I
S [ zoems | o BemeEm |
3 v v t
TIBRNER NL—
|§z§~?‘ 5 || 537 || Jr—sor7 |
|TOE ) || ErE ) |=
? TOE
2 TOE Dim¥E I8 AL
TOE ME# 95 E K #aE (Basic Functions)
TR —RFIBEBBDIAT DTV VA= R4 N oEONEXET—AEZ (TS, T, 121F

RRIVDLDIERICHEN ., ZITESEXET-30TLE1— BLVN-FIE-BHAEHRT S,
AEvy: BERRIVDOOERICHED, AFvF—EON-FIE-XEZHEHAH . BEFHAA
TihT 3, AFvILEXERTVELI-RTRITHENTES,

A TOE Tld, AF v UHBEICENEIMSNEXET —RTH U, A—IbY—)1INE SRR XEDR

FERDE UVBREICEDINYD AILRTF T DHREN FET D,

JE—: BENRIDDOIERICHEN, AFvF—EDN-RFIE-XEZERT S,

TP

TPOREE: BENRIUDLOIERICHED, AFvF— LORERESH Z# PSTN J75A

AH
JORIVERT PSTN #2EB T PSTN 77D ANDIEHENEIET D, 5 JA/u EXE (. EERIIC

TLE1—-RRTBENTED,

IJ7DAZIE: PSTN BHETHERHEFENOEONLIFPIIIINETHEZEL. XEVRE

ERNH UREEEICED . BEEICL TR ESNIZRVIZINEINT D, SN XER I LE1—%
TRYBENTED, RYDAIL SA BERLIERYDAZIRE T B,

XEMRFEINHL: XET-AERIAKREFEL BEENRIDOOIER. FE—BRFAE
D47V r0D Web T390 oDIERICEDIE, RESNEXETAH LT, LTOLIBIEE
ERIBEC T HHERETH D,

A TOE TlE. KD AICRFEINBIXET A AF v UHBEEICL TAF v ESNEXE
THAZEMEEICSOTRIELEIZD VIR ET-IOVWTNNTHD,

j__"_g\ 7

-7 -
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TlEa—: BENRRIDLDIERICED RYDARTFSNEXET-HETLE1I-KRTT S,
ENR: 2 AE SR IUDBDIERICED RVDACRFSNEXET 5TV B,

BOHL: —&FAEIS170 D Web T30 oDIERICED, —RFBEDIS17Y i
NHT,

HIBR: #B4ENRIL, —FIAZEDFM17V D Web T530UDoDIERICED . REFSNEXET
—HEHIFRT 3,

1.4.2.2. TOE MR#ET5t+1UT188E (Security Functions)
1.4.2.1 OEKREAEEXIET R0, TOE (F. L TOEF1 T HaERIR TS,

(1) #EAIERR

FRAEDBAIFEEL . RUERS 5(E. MFD O##en', EEF(CI>THERM S SNEFIAEDH(C
POLARBETHIEERIT D, FIAEDHEAIEFRELL . PO EAHHEE R FERBIORIAELTE
FASN., tF1)TBHEERE MFD OEREFEOF RAE(CREM T L TOIRICE TS, &
AIEEREEX. MFD [CE-TETENS,

TOE (£ BIEREE T 2720(C. RV, FIAEZEDFM47V bD Web T30, FUVE3—FS54 130D 3
EENHD. ID t/bw— ROARDEREL. )SAT— Mm#uﬁw— RERT U)Mk%’éiT?’é?
41— RN\vODBEEE  FREEE1THF. B U CEREER R LIEIZ S . FRELSRTE R (TF (T <la 58t
BZATWS, e, RINAT— RRERTE T AL, D'J’f/fﬁ‘u ;EE%F'HEH*VEG)%L\%@L@EJJE@
(CATAVEDI7 T 2HEEEERA TV,

TOE %1/ T 28 f(E. S EREREEA T VavEBMA VA M—ILTBEICED, BBEEARELT, AIKER
SEEMNEREREI Y R— M BN, K TOE RETEIARKZRENHEFERT 3,

(2) 7Ot

PHEAGIEIE, XET AP, XET-HNEICEETZ1ER (J37) B BULGTIERAEREFD
FRAEBEOHCTOLATEETHIEERILT B,

(3) T-HREEIL

T—HEEE1ElZ. TOE WEBICRFETEITAPEETARLT HBENRIERSVITI—AND
TPOEATERWCEERELIT .

- TSN R - KB AR T EREMEA N —IT I M ALOXET IR UBED Y AT LIE
MERELED, COLET I AN MFD hoRESNENTIIEEIC. COLOLBT—IEHRETIH
(CEASND,

- TS EDA . BREMICRBEINLEES 7TV LOERICENRIESNS,

- AN—JDIEE 8. MERERFFLE TISHFHORECRTIEREVERICERSN . Hith
TP ARELRFER AN —IRNICHEBIELUTRESND, TIHEHERFOREICRTIERET S
EC.REFEORSRITEEIN, FLEBSRIERIND, Fr. BIEOESEE. ERATUIE
FEh . TOE OFERKICENEESND,
(4) SEEEE

RERYRI—D EICHFEATIXNET L. Y37 BEEOVHS LU TOE B/ET—HELWEBIET 4%
TLS 1.2 7AORVICE-TRET S,

— B EE B BIETO FL(TLS/HTTPS, TLS)ICH ST 3.
(5) tFa)T1EE

-8 -
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1.4.3

ERFELVCRAINBLURISNERAEZEOH D IRENRINFZEEEEDZIT7Y MO Web 757
P TOE BRET—IDERZAREICT D, — Mk FIABETHO>TEH. B DNAT—FOEEITATRE
THd.

(6) EFIVTEE
TXI)TACREETIER(BIZIE, FANREOXE . BEEEPEEMKECH ALY, BEEOY
ELTEERY—)INEESNRFESND, EENVEERE TLS 1.2 FORIUL-THEBEENS,
Fz. BEENVIE TOE REBDA M —JICHEFETH N AIRET. EEEELCRAIRREE SN =R A
BEOINEBEDIATY D Web T30t A 00— RTEENTED, TOE REBICRFSNE
BEEOUNEFICEEEE. HFLLEBEDTERVGVEEDV(CLEEESN. EENTDIEXEN
IEFBHEEZRA TS,

(7) S1EERER
MFD AD77— L1707y 7T— M. Py7T7— bOBERREINCY I MII7DEIE M ERE T BN
FEEN B, o MFD (3. ZOEANMEH ATRE G M IEF(C LD RSN GV CEZREET 2. BET
APEETTS,

(8) PSTN 77DA-%vy =005 B
MFD (&, PSTN 779 A-%y F)—DREIO 7 B#(CREL. PSTN 77D 2E7 Lh' PSTN & LAN D7 —
By IERERTREDIFEZBNCEERIET 3.

(9) APL—YDLEZFHEE
IE—. TIVIMBLUAF vV EDBHEEDENMER . NEBA ML —JICEESNFIAEHOXET 4
DLEEFHEZTI,

. TOE Y29 EEE (Physical Boundary of the TOE)

TOE 0¥EMBIRFE. MFD HEMEERTHS, T ZIvFENLF1UTA(CRERBERDTTav 07 RF
UlE. TOE [C& %\, Table 2 1'b Table 4 [C TOE Z#& 9 MBIV R—V MBI S,

Table 2 TOE Z# 3 3MEHIVR—R Y F{(MFD Z{K)

e 1by KK N=J3y i Bl A
7I7PI\Y | FUJIFILM Apeos 5570 O | Controller ROM | NMFURRDT77—L | THW#h=2(HEL
749D E—. 7V T7DA(1 [ Ver. 1.51.1, DI EHHANEN—

). AF¥vy, AML—-ID L Fax ROM Ver. RHI7

EEHERERHETIL 2.2.1
7YPINY | FUJIFILM Apeos 5570 1 | Controller ROM | MM FURRKDT77—L | TWh2(HEL
7499 E—. VU k. 77DA(2 [H Ver. 1.51.1, DIV EHHANTEN—

). AFvy,  AML—JD L Fax ROM Ver. RHI7

ETHEMRERERETI 2.2.1
7I7PI\Y | FUJIFILM Apeos 5570 1 | Controller ROM | M FURRKDT77—L | WHh=2(HEL
749D E—. UV k. 77D (3 [E Ver. 1.51.1, DIV EHANTEN—

#8). AFvyY. AL—IYDLE | Fax ROM Ver. ko177

ETHEMERHETETIL 2.2.1
B/ FUJIFILM Apeos 4570 1 | Controller ROM | NMFURRDT77—L | W#=Z(FEL
PIPIRY | E= TV T7DA(1 [| Ver. 1.51.1, DIV EHHANTEN—
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71497 ). AF¥vy ., AML—-ID L Fax ROM Ver. RHT7
EEHERERHETIL 2.2.1
BA/ FUJIFILM Apeos 4570 1 | Controller ROM | /\MM IR DT7—L | W Z(FEL
PIPIRY | E= TV T7DA(2 [| Ver. 1.51.1, D17 EHANTZN—
21499 ). AFvy, AML—JD L Fax ROM Ver. k17
EEHERRERHETIL 2.2.1
BA/ FUJIFILM Apeos 4570 1 | Controller ROM | /MM IR DT7—L | W2 (FEL
PITRY | E= TV TPHA(3 E Ver. 1.51.1, DI7EHHAANTEN—
1499 ). AFvy, AL—-YOD L Fax ROM Ver. Ry 7
ETHEMREERETI 2.2.1
BX FUJIFILM Apeos 3570 1 | Controller ROM | NMFURRDT77—L | W#h=2(HEL
E—. VU k. 7791 [H Ver. 1.51.1, DIV EHHANTEN—
). AFvy, AML—-ID L Fax ROM Ver. RHT7
ETHERERHETIL 2.2.1
BA FUJIFILM Apeos 3570 1 | Controller ROM | NMFURRKDT7—L | TW#=(FEL
E—. 7Yk, 77D (2 [ Ver. 1.51.1, I PERAH AN\~
#8). AFvyY. AL—YDLE | Fax ROM Ver. ReoT7
ETHEMEERERETI 2.2.1
BAR FUJIFILM Apeos 3570 1 | Controller ROM | NMFURHKDT77—L | B2 (FiEL
E—. UV . 77D (3 [E Ver. 1.51.1, D17 EHANTEN—
). AF¥vy, AML—-JD L Fax ROM Ver. RHT7
ETHERERHETIL 2.2.1
7Y7N1\Y | FUJIFILM Apeos 5570 Controller ROM | MM FHURKDT7—L | BW#Z(FEL
7499 GK JE—. Uk, 77DA(1 | Ver. 1.51.1, DIV EHBANTEN—
E#R) . AFvY. ARL—ID | Fax ROM Ver. RHI7
EEEFHEMEERETI 2.2.1
73713 | FUJIFILM Apeos 5570 Controller ROM | NMMFTURKXDT77—L | B#h=Z(FEL
749D GK JE—. YUk, 77DA(2 | Ver. 1.51.1, DIV EBANTEN—
E#R) . A¥vy, AL—3D | Fax ROM Ver. RHI7
EEFHEMEERETI 2.2.1
737182 | FUJIFILM Apeos 5570 Controller ROM | \MMFTURKDT77—L | B#Z(FEL
7499 GK IE—. VU, 77DA(3 | Ver. 1.51.1, DIV EHBANTEN—
E#R) . AF¥vo. ARL—ID | Fax ROM Ver. RHT7
FEFHEMEERERETI 2.2.1
73713 | FUJIFILM Apeos 4570 Controller ROM | NMMFURHKDT7—L | B2 (FEL
749D GK JE—. YUk, 77DA(1 | Ver. 1.51.1, DIV EBANTEN—
E#R) . A¥vy, AL—ID | Fax ROM Ver. ko177
EEFHEMEERETI 2.2.1
737182 | FUJIFILM Apeos 4570 Controller ROM | MM FTURKDT7—L | B#Z(FEL
7499 GK JE—. YUk, 77DA(2 | Ver. 1.51.1, DIV ERHANTEIN—
E#R) . AFvo. ARL—JD | Fax ROM Ver. RHT7
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FEFHEHBREREHTETI 2.2.1
73713 | FUJIFILM Apeos 4570 Controller ROM | NMMFUBKDT7—L | B2 (FEL
749D GK JE—. Uk, 77DA(3 | Ver. 1.51.1, DIV EHANTEN—

E#R) . A¥vy, AL—ID | Fax ROM Ver. Rz 7

FEXEERERETTIL 2.2.1

A TOE OHAHV AL, Table 3, Table 4 (CRT &N, BAFEREEFZRAHD, BARLERITIEBAREE
iR, PI7INO 7490 A I EEERRAF A& (LB SN,

Table 3 TOE Z# Y 3 ¥WEHIVR—2 Y M BAREBRIIHVA)

REES i Beft A& AV A% NyafE
GM1359]1-5 | PDF 771)L | Web B24+ VIPLIAHA R c6a7d2cc4db3668e
% 1R 1B aa06b780ac975dfb

Apeos 4570 41259a94b295577
Apeos 3570 8b8908155126c4a
48
GM1357]1-7 | PDF 7714)L | Web B24+ VIPLIAHA R 5b133b8b4b98f37
£ 1k ¥V N bb2af9a5bcd50888
Apeos 4570 277b63a02a2aabfc
Apeos 3570 8449b1c4f719328a
8
GM1361J1- | PDF 774)lL | Web B2+ Apeos 4570 a5059825calb62b
1_20260318 Apeos 3570 4236ae0c5ff67424
(% 1R) X1 T R R AR 9ed7dc5ebdab60d
3300144135b0622
071
Table 4 TOE Z#E 3 MBI VR—R Y M(EEBIRTIHVR)

RERES i Beft A% A3V A% NyalE
GM1359E2- | PDF 771JL | Web B2 Reference Guide 8fb02f4873c1731a
5 Edition 1 Operations ccfa31d4187elfa7

Apeos 5570 9ala94dbaed1194
Apeos 4570 8a07fa5f395dc928
1
GM1357E2- | PDF 774JL | Web & { Reference Guide c8d35b94de31426
7 Edition 1 Main Unit €1791d70a9da68c
Apeos 5570 5b8a99c185850f55
Apeos 4570 d7c11b0d9067d00
c40
GM1361E2- | PDF 774J)L | Web &4t Apeos 5570 b441fea3cbc86997
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1_20260302 Apeos 4570 21366026b5232df
(Edition 1) Security Function dd274089cebb2a5
Supplementary Guide 3b517f23e3e5e0cc
78
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2.1.

2.2.

#A X3k (Conformance Claim)

CC#E& 5 (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—IZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

ASTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEEFREL. PP DERKENIExact Conformancel THd., FDzsH. TOE &
Alld PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 13 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.


http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFaUF1EERETEZE (Security Problem Definition)
AETIH, BR. MEOTFIT . FHREHIONTRRTS.
3.1. Z&RB (Threats)
3.1.1. TOE &E (Assets)
& TOE HMRH#T B EE LU FOLBNTHS,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE Xt BEBZ. Table 7 [CEE#h T B,

Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE Wi ESF LB NS LR EF1) T A 8% Table 8 [CEEik T3,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
& TOE Ok, BA. bLURIAICET 31125 H %, Table 9 (CFB T3,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. tFa)r1xEKAE (Security Objectives)

AETIE. ERAREV XTI EHEHITONTER TS,
ERARBEOEF1UT x4k A &% Table 10 (CEEd TS,

Table 10 ERREOCX1) T4 X KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIVK—#Y M, HCD-PP TEBEENLLDTHS.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:

- 19 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES_256_CBC_SHA

TLS _DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS _DHE _RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256_CBC_ SHA256

TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS _ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE RSA _WITH_AES 256 _CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES _256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
HONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];

- 27 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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tra)T1H#EEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
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failure) of the event; and

b) For each audit event type, based on the auditable

event definitions of the functional components included

in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
capability to read all records from the audit records.
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
(for O.AUDIT)
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key
establishment schemes
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

Hierarchical to:

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for 0.COMMS_PROTECTION)

No other components.
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Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)"”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b2) Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

V4
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or
-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]
that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

FCS_COP.1(c1) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(cl)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

FCS_COP.1(f)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

- 40 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Hierarchical to:
Dependencies:

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
FCS_TLS_EXT.1 Extended: TLS selected
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FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:

NIST SP 800-90A] using
[selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment: 1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:

TLS_RSA_WITH_AES_256_CBC_SHA
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TLS_RSA _WITH_AES_128 CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE _RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA
TLS _ECDHE_RSA WITH_AES 128 CBC_SHA256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS _ECDHE_ECDSA _WITH_AES_128 GCM_SHAZ256
TLS _ECDHE _ECDSA _WITH_AES 256 _GCM_SHA384
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES _256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
View image Delete
Submit a 9€ | Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Submit a View Modify Delete
Operation:
document for | scanned stored stored
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copying image or image image
Release
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: . Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage Delete
i ge/ Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Table 13 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
Operation: Create print View print | Modify Cancel
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job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . i
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job i
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
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Job owner (note 1) denied

U.ADMIN denied

U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of

initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by

Users of the TOE.

Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:
Dependencies:

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.
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FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: user authentication].

When the defined number of unsuccessful
authentication attempts has been [selection: met

1, the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.
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FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:

User Identifier, User Role].

Password Management

(for 0.USER_I&A)

No other components.

No dependencies.

The TSF shall provide the following password
management capabilities for User passwords:

Passwords shall be able to be composed of any
combination of upper and lower case letters,

numbers, and the following special characters:

7N 7N 77N WA/ N [\ 34
@ / # V4 $ 4 /O / / & 4 /

n I 7 N

[selection: "/”,

“(“/ n /// [assignment: ” (SDace)lll “/I/I, “I//, “+

V/ AN\ /A |
L L/

n w 7z “/// W,/ Ww,/7 N < 7o NW_ /7 > 7 N ?// “/'“ “¥// " 7//
L 7 L 7/ L/ ——' L -7 L L L

L

n V/ AR\ /4 “{'“ n | 77 N } ” “N //7 .
L Vi L L L ’

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

No other components.

FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on

behalf of the user to be performed before the user is

authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated

actions on behalf of that user.

Protected authentication feedback

(for 0.USER_I&A)

No other components.
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Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel.

Security Management

Management of security functions behavior
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Hierarchical to:
Dependencies:

(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assighment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes

Operation ‘ Role
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User identifier

modify, U.ADMIN
delete, creation

User Role

modify U.ADMIN

Folder for Fax receive

modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modify U.ADMIN, the
owning
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U.NORMAL.
TSF Data not owned by a U.NORMAL
U.ADMIN Password modify U.ADMIN
Data on use of password entered | modify U.ADMIN
from MFD control panel in user
authentication
Data on minimum user password | modify U.ADMIN
length
Data on Private Charge Print modify U.ADMIN
Data on Access denial due to modify U.ADMIN
authentication failure
Data on Customer Engineer modif U.ADMIN
Operation Restriction
Data on date and time modify U.ADMIN
Data on Autoclear modify U.ADMIN
Data on Report Print modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, FAX ROM modify U.ADMIN
FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions
enabling and disabling User authentication

enabling and disabling Auditing and modifying the behavior of Auditing

enabling and disabling Trusted communications and modifying the behavior of
Trusted communications

enabling and disabling Storage Data Encryption

enabling and disabling Overwrite Storage and modifying the behavior of Overwrite
Storage

enabling and disabling Firmware update

enabling and disabling Self Test

creating, deleting and modifying User identifier
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modifying User Role

modifying Folder for Fax receive

modifying U.NORMAL Password

modifying U.ADMIN password

modifying data on use of password entered from MFD control panel in user

authentication

modifying data on minimum user password length

modifying data on Private Charge Print

modifying data on Access denial due to authentication failure

modifying data on Customer Engineer Operation Restriction

modifying data on date and time

modifying data on Autoclear

modifying data on Report Print

modifying Controller ROM, FAX ROM

FMT_SMR.1

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Security roles
(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)
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Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
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firmware/software updates to the TOE using a digital
signature mechanism and [selection:
no other functions] prior to installing those updates.

6.2.7. Class FTA: TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for 0O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

Refinement: The TSF shall permit the TSF,
to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
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FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TFi1UT/REIEH (Security Assurance Requirements)
Table 18 [CEF1UT1REEEHZRRT D,
Table 18 tFaUT1{RIEEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for

the operational

Security Target .
environment

Evaluation -
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
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Assurance Class Assurance Assurance Components
Components Description
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

oD EFIUTARIEEHERT BRI R/NROCFLITAR-AFI VB KR BEDEESNDE
BLAINCETNTIVB L, TOE [CEIPERRROLF1UTDEHESN TSI, i TOE B H O
EICRE TR EERINTBETHD,

6. 4.
6.4.1.

i) T+ EHER (Security Requirement Rationale)
IKFHEDIREE (Dependencies of Security Functional Requirements)

THIVTERREMMRIFLTO SRS SITREFRFRERR UG VVEREEGL IRTFEFRENE
IESNBSTHREN G VVMR#LE . Table 19 [CREHT 3.

Table 19 £#1UT (BB IV K% rOHKIEHE

BEEEHIVR—FKI b

REFEOMBEEH I M-

BEUHSUEHRRTF PP THREINTL\SEH | & ST WmlkIikFtt FERHE
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIRAEH A B ERODBEE FIA_UID.1 FIA_UID.1
3
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
ViR S ERBEE I MK | FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELE1-

FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REEELEI—

FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNTEE BRI BME N

FAU_STG.4 FAU_STG.1 FAU_STG.1 OK

BEET-IEKOIHLE

FCS_CKM.1(a) [FCS_COP.1(b) #kld |[FCS_COP.1(b2) |OK
S ERAERMGERME | FCS_COP.1(i)] FCS_CKM_EXT.4
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BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY
) FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #kid |FCS_COP.1(a) oK
G2 R (R FARAI) | FCS_COP.1(d) $klF | FCS_COP.1(d)
FCS_COP.1(e) #:(& |FCS_COP.1(f)
FCS_COP.1(f) ¥ |FCS_COP.1(g)
FCS_COP.1(g) #%@ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
EE R F7l4 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) Fr(d |FCS_CKM.1(a) oK
YRR BE S M BIOREE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
EEIR (RIS 2L | FCS_CKM_EXT.4 FCS_CKM_EXT.4
S1EF)
FCS_COP.1(b1) FCS_CKM.1(a) iU REHERL
EEIRE(BRERK# | FCS_CKM_EXT.4 J7— LIV DE LR T
i) ERASNS AREBEART (.

TOE AATRUA—HMERL
U. TOE AT BRER
{RV)N
FCS_CKM.1(a).
FCS_CKM_EXT.4 [Ci&k7F
LY,

FCS_COP.1(b2) FCS_CKM.1(a) FCS_CKM.1(a) oK
2R VE(BLER. R | FCS_CKM_EXT.4 FCS_CKM_EXT.4

H13)

FCS_COP.1(cl) L -
EEEE(\YYa7ILTY

Z1s)

FCS_COP.1(c2) L -
EE2E(\YYa7ILTY

ZL)

FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK

5 124E (AES 7—305
SiE/1ES)

FCS_CKM_EXT.4

FCS_CKM_EXT.4

- 61 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.




BEEEHIVR—RV b

EEFEOMBERH I MR-V

EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B2 IR E (IR E L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
S22 VE (BT )\ YAy | FCS_CKM_EXT.4 FCS_CKM_EXT.4
t—JEREE)

FCS_HTTPS_EXT.1 |FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
YLk EIRSNZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #kl# |FCS_COP.1(f) oK
YRER BT IV FCS_SMC_EXT.1 k(&
FCS_COP.1(i) #kl&
FCS_KDF_EXT.1
RU/FE
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Viok B SR 1E (BEL#EY
MERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER SBIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
HJty 7Ot A% E
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
LF1UTABHICEZTY | FMT_MSA.3 FMT_MSA.3
%
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Yiak: TAAD EDT—HR
%
FDP_FXS_EXT.1 L -
Yisg: 77D A5 B
FDP_RIP.1(a) KL -
Bty MNRFIERIRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
SRR R BERRFDER DR LY
FIA_ATD.1 {8 -
FRERMESR
FIA_PMG_EXT.1 KL -

- 62 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.




BEEEHIVR—RV b

EEFEOMBERH I MR-V

EUBIURHBH PP THESNTL\SEH | & ST W ELTKREFH FERE

PiaR: )\ AD— FEHE

FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK

REEDRAIVY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK

REESNIET1—FI\wD

FIA_UID.1 3L -

4l DL KRV

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK

FAE-STIIOMNES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 OK

T¥1UTHEEDSBFELY | FMT_SMR.1 FMT_SMR.1

DEHE

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK

XTI RHEOEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 3L XET-AOMBEEHANE

AR AIEE FMT_SMR.1 HWOTIAIMEEZEETD
CE>TERLEN.
FMT_MSA.1 [Ci&k#FLTE
W T, A& HAFHR
DT 77 MEEEZ B A RELS
REILFELBLVEY,
FMT_SMR.1 [C&k#FLE
LYo

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK

TSF 7 —A0EHE FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 3L -

BN E

FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK

F2)T1RE

FPT_KYP_EXT.1 L -

iR - B2 R USEM B DR

&

FPT_SKP_EXT.1 3L -

¥L3k:TSF T—AD{RE

FPT_STM.1 3L -

=EEAMLARVT

FPT_TST_EXT.1 3L -

Y5k TSF TAb

- 63 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.




WEEEHIVR—RVE EEFHOBEEHIVR—RI b
EHBIUEHRTH PP THRESNTWSEH | & ST i@ TikES FRMY

FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
YLER: BIEE7YIT—F | FCS_COP.1(c) FCS_COP.1(cl)
FTA_SSL.3 L -
TSF #ENCLDIRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
TSF RIEE®@EF vl | @ FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

F(E

FCS_SSH_EXT.1.

Fr

FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
SIEEA(E®ER) | FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

Fr

FCS_SSH_EXT.1.

Fr

FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, |FCS_TLS_EXT.1 oK
SIEEAEEEER) | #1d FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

Fr

FCS_SSH_EXT.1.

Fr&

FCS_HTTPS_EXT.1]

6.4.2. TFIVT(RIEEHIRI (Security Assurance Requirements Rationale)

NoNEFIVTARAIZHERIRT SR, R/NROTLF1IIFAR-AFA VIR BEORESINGE
BLAINCETNTIVSCE, TOE (CHE TP ERRROLF 1T DERSNTHD, 1D TOE B X Offf
BEICRESTVBEERINTBETHD, PP DHoPBECAICHBIRIETITIET1 > EF2)T/RELE
BEHEERTIHNAEGIAFEIC OV TOREDOT/ AV AR T HHICERSIN TS,

- 64 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



1.1.

TOE E#{t# (TOE Summary Specification)
AETIE, TOE MR T3 LF 1T (B BRIV TRAT B,
¥ )T7188E (Security Functions)

Table 20 2 TOE 4107 (et 10T (BB HORISERT
AETCHITS TOE LH1UT(HEER 6.1 BICRAENZ UF1UT BB HERETLOTHS,

Table 20 TOE *a)718aet X 1T B BEE DXL B R

tFaUT 185

FEOER
=

B

=]

f
f

7Dt A

t¥a1ly 74 BEE

PSTNZ 7 D A-%v 0 =D EO 575
AML—=Y0DLEEHEE

=
=1
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

B I 22
<l EFaY 7F4 EEE

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

DN N N N N N N N I N BN N

FCS_COP.1(f)

- 65 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



t¥al)Ti#8EE

SFRs

=¥y

8 Al

EERE DY -

t¥a1ly 74 BEE

e

=
PSTNZ 7 D ZA-%v 0 —D RE0 78
AML—=Y0DLEEHEE

7Dt A

FCS_COP.1(g)

FCS_HTTPS_EXT.1

\

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NENENENENENEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1

- 66 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



tFaUT 185

B
R
S
o=
I\
|
S
- B2
= #u
ol iy T | o
E il < | 4
~ & ~ HE == o S
Ik ¥ N b iy o IO
T oD < D 1’;0[ .Eﬂ [’g, IRy |
i M &N M s 2R P 2
B | &+ | o | & | o | N I
SFRs i N A N JIE 11N e a ~
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. FRIEEEE

HAIEREEA AR . EFRISNIZR E DRI AETZIFIC MFD OHREEE R T HERZH B HHIC, 121
N2V FABEDSAT7V D Web UI(*), TUVE— RS54 \h61—-%—ID £1—-%—)IA0—-FEA SIS
BCEHRIREE T AETHS.

MFD [CESFSNTLSFI AEFEREEAL T, B#AIRLEEIT,

(*):MAFEDFMTV PC D Web F50H5%N Uz MFD OH —/\#gE, "t TM15—2yMM—E
ALEVHB TR NS REICEWTEIARRE LR, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (EREEEREFDENIRLY)
TOE JFIAEN TOEAPDELATBHIIC, FIREBEDRIZITON, SRR THF D FREE 5k BURT G
BEZIRHELTLVS,
FIREDORIKRRIEICHTHRA L ERE L. VI AET R THRESN TS EE (1~10 [E])
DEFRBISETDE, BRAAFOHANZRIICREALTE. TOE OERYIE/BRAFTZHTIE
133,

(B8:E3 3 TSFI]
BAENSRIL D RIERE
Web UI 0 5IF2E
TUVIR—=FIAN

- 67 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



(2) FIA_ATD.1 User attribute definition FIREEMTEE
FIA_USB.1 User-subject binding F|A&-H7 YD MES
TOE BFIAFICHULT, 1—H—ID L&ENERBHELTER L. TNOEHFIRIL LRI AE IR L
TEfH13,

[FIA_ATD.1 [CE8:&Y % TSFI]
BENRIIOEERKRE

Web UI OEE#HE
[FIA_USB.1 [CEd:&Y % TSFI]
BAENRIV DR ERE

Web UI Oz 5IEEE

(3) FIA_PMG_EXT.1 Password Management /i20—FE&EE
TOE [CEWVT, MM EEZED/NAD— FERE, FLEARKRRAOF AEEHZ-EERFO/IAT—F
[E. LTOXFOMEAEDETHERT S ENTES,
NAT— RICHEE ATRER X F !
PIITPRY MDA X FENXF, HF . RURDEFFHXF
“17, “@”, “#7, “$7, “Y%7, N7, &7, KT, (4, 1), " (space)”, VT, YT, N N,

A\Y \\ A\ /B \ N N/ B\ U / S\ W 14 \\<II A\} ” \\>II \\?II nwrw \\¥II A\Se IV /\ nmo\\Jr o\ A\ \\|II A\Y ” \\ Il)
rot I'III = rooc ’ I —

. EBEQEIRDNIAD-FRE0~63 X%@EEI'C&E?’%’)«_EJD"C%%O
TOE [FCDERFEICLN 15 XF L LICRETH_ENTES,

(BE:&E9 3 TSFI]
BIENRIOE A
Web UI @%IE*% He

(4) FIA_UAU.1 Timing of authentication ZBEEDHSIVY.
FIA_UID.1 Timing of identification ANV

TOE BFIAZEDFEARIAARELT, KRR AREYR— T3,
BRI EERSINDBM VATI— AL NIV, FIREDFA47V D Web T304, FUUa—F
211\D 3 FEFEN HD,
BIENRIL. FIREDSA47 Y MD Web T30 Tld. MFD #aeDREZEF AT I 5HIIC, ID &/TAD
—RFEADEEBT. AHASNE ID E)SAT—RH, TOE [CEFIN TV FIHEERE—HTIEE
I R
F  DFMATU L PCHoDT)Y MF—AICF 58NS ID £/SAT— FIZENT A K= )Y MDA
FRENITHNS,
FREE(FIA_UAU.1)&E# R (FIA_UID. 1) 3 EFFICE TSN, iR - ZREE DM A H R Y LI D 12
EHWEFRISN B,
NREFENLD FAX OZEICDOLTIE, TOE (F. #AIFREIETIC. FAX T—3%2{ET 3,

(RHEY % TSFI]
BRAENSRILDHRIFRE

- 68 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



Web UI @uﬁk?:lljuu A8
TIUBR—REAN
ANREBIELER

(5) FIA_UAU.7 Protected authentication feedback {RESNZFRIET1—F/\wD
TOE (F21—Y—ER5ERF(C, SAT—RERTHIC. NAT—FELTAASNEXFHER D" @
(bullet) "z ##4E) IR Web J50HICRTTIHEEEZIRHE TS,

(BH:&E T3 TSFI]
BENRILOFRIFEE
Web UI a)uﬁk?:l“nu AR

(6) FTA_SSL.3 TSF-initiated termination TSF #Z#(CL3$T
TOE (& Web 7394%hH Web UI [C—EBEE(1~240 2 TEHRERHE) D7 AN E NSO
D4V (FRitty ay) e )7 VBRI EERT D,
FIAREN R DO—ERFRE (10~900 P TR EFTRE) DR N E NG S (S, BEIRILDEEHLD
U7SNFEREEEARS,
TIVB—=RSANReDEYYavFRFET . TV MOBERDBEREELICEY IV ER T T3,

(B8:E ¥ % TSFI]
1:*1?/ ﬁ;? )W);:ﬁU'J'] B
Web UI 051335

1.1.2. tF1U745&

TFIVTAEE AR, EEEICLSIRECHL, IATO TOE MAHCH LT, tF1UT/(CEETS
ER WA, BARENKK. BIERTPEEREOF ALY €, BIFCIRT 12N TR M)
EEE

(1) FAU_GEN.1 Audit data generation (BE&EF—34%R)
FAU_GEN.2 User identity association (F|fH#&#31EROBEER(T)

TOE (&, Ya7D#E T v FIFAE DRI OKRE. A RSN AFCLIIEEREEDF AL
E.Table 21 [CRTEEMRDBRIOVNT, BEENJERHRT D, TLEREETHICE. FTERHE
OB, BROER ., FRESIFECLZFIAE (ATEETHNE) . bLUEROBERN L RN
B,
TOE REEINEEENFEREEEOJTELTRETIHIC. ZORREELSTF AEDOHE A IER
(CRAEfHTTREERLTLVD,

(R8:&¥ % TSFI]
BRIV O RIFRE
Web UI 05525
TIVR—=FIAN

- 69 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



BIENRIOEEEEE
Web UI @%Ii*ﬁéﬁb
BIRNIY

BAENRIIDOIE—HEE. TUV MERE, AXvURE. AT vURYDARFHEEE. J7DAMRE. XER

N Likae

BENRRINDOIITIREE - BEEDR RHEEE
Web UI QY37 iKEE - BEDR RHEEE

Web UI ORyIAN6DXET—SERDH U EE
Web UI 77— L1777 7— MkRE

AREFEER
Table 21 EEEOJDEEHA
HRER RBRINIBEEERA EEERFM
B A MBEDICENEIRT System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJ0#T Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

*Ijm%le ITIIE% E&
FI A& 5 AN < BR
(1845152, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIRETERE
| A B K BR
(FVUBES11\h5)

Job Status/ Print /Aborted

EE RO A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EESNTZREMHEELTID,

- 70 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.




“Password”, “Name"h'i2$x&
na]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TOHRE
[ZEESINEEMHELT Role"H
FLERSNB]
BZNER Device Settings/ Adjust
Time
tOaVHEL DK Communication/ Trusted Failed
(TLS) Communication [7ORDIL, BIESE. RO

HYR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1-)
EEEE. Web UL TOYM V. Web UI hoMDIRIEICED. TOE RERICERFESNETATOEEEN
DeESRHHTENTED,
EEOYEIATRUNOTFARI7AIELTAYYO—- kSN, BEEOTEAYYO- KT 355, TLS
BEFEMCHESNTVILENDHD,

(BH:&9 % TSFI)
Web UI OEEHEE

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TOE RFICHRFSNLEEOTDFHH H UREER . RSN EEBRBEDHIRESNSD,
F  BEEOTADOTPIEAZ. Web Ul OH#FERAFRET, BIAENSNRINDTIEATHIEFH KL,

[B3:&E 93 TSFI]
Web UI O%& B RS

(4) FAU_STG.1 Protected audit trail storage (fR#ESN=EE I IHEHA)
TOE RERICRFSNEEEOTANDTPOLARL . Fidr H UHEEDH THY. HlIRRHSLMEEH AR TR
LW, CNIZED. EENT DR ELHIBRERENHRESN TS,

(B§:&E9 3 TSFI]
- 71 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



BIChU

(5) FAU_STG.4 Prevention of audit data loss (Bf&ET—44B%NHIL)
TOE RERICERFESNEEENOVIE. &KX 15,000 H2REFTIENE KD, BEEOTHERICH-
EBE. RUEGRERSNEEER T A LEEZLT, HLLEEDIMER TEEBEREREND.

(BH& 9% TSFI]

BAENRIVDHRIERE

Web UI O 5IFEE

TVI8—=RAN

BRI EEERE

Web UI &R #E

BIRRAY

BAENRIOIE-HEE. TV MERE. 2T vURERE. AXvUIRVDAREFHEE. D7D AMEE . XEE
N Likee
BENRIND Y TIREE - BEDR THAE

Web UI OYa7iKEE - BED R TH#E

Web UI DiNyIANbDXET—RERNH LiRE
Web UI ®77—LOI77v7T— MMk
NREBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BE52 SEBRHEHA
EEENYJE, Syslog 7O IVERANTEEY—)INEEIND, XIETOEENTDREF. 7.1.7
(3) FTP_ITC.1 [CEEikEN D, X ESNBEEENOVE. TOE NEICRFSNIEENT THBILH.
EENT0FHHH LDEIEIF(3) FAU_SAR.2, BEENY DA ERHIBRERENCDIREDENE(E
(4) FAU_STG.1, BEEAVDEMICE-IZI5 S DENEIL(5) FAU_STG.4 ([CEEiiend, BE&AY
[F. BEEY—)INEFESN ikt TOE WEBICHES,

EENKBLEZEE. B T3FTEENER TN EEN KK ULZREEOEEDTN
13,500 HI(SETBEARENRIUCIS—2FRRL. MFD (2L T%., COi5EE . MFD & Syslog
Y—NEEEECEKTEZIREICL. MFD 2B TETIS—3fRET S,

(RH&9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps SE#EAM LAY T
EENCEERNRBRZEEOTELTCREHER IS8T, TOE M2 TLVSIOVIMEEIC LD M LA
BT HITT DHERERIRIT D,

FZIOREEEI 7.1.4 (1)ICINEBEOHNATRETHS.

(BH&9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%
BIENRIDEERE

- 72 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



1.1.3. 7POrAHIE

HAFREEDN R LIEFIAE OH N T sLDRE = AR RECT3 %, TSF ICPDEAT R VRT1—AZE(C,

FIRATTRE(CBBHREN R D,

a) AKEBEENRILTHIESN S HERE
JE—-HEEE. J7DABEE(EIR) . AT v MR, XEORAFEIMDE ULHEE. TV MERE(TUVA
— FSANT ORI ERDERE N KM THOENRIFFIRIE) IRV TEREET %, FRELLBIMG S
RSN, ). JaFIREE - BEDR RiAE

b) Web UI THlfElshdtkaE
Y7 IREE - BEDR AL, NYDANLDXET —SEH U AR

c) —MRAABEIFATPUIDTIVE-RIANEFERTHHEAEE
—RFAEN—RFIABEISA 7Y DT IVEI— FIAN TR EEERTE LIREETTUY ME
TEYBHE. MFD [RFEAI RN Y LIS & [COH ZIET—AEEY YT T—RCEH(TIVR
—2)LTA—Y—ID CEDMEYURI MIICEET B,

(1) FDP_ACC.1 Subset access control %7ty 7Dt 2%

FDP_ACF.1 Security attribute based access control t¥aiUF/BHECLBZ 7t AHIE
BREERBETROINDG VaTEXET I, BREEEEB LR RAEEZS—FT—ELTEINM T 7
—F—FLREBELINVDEAREER D, L, BT Uadd, —RFIAENEETIENT
T%, T, JPOAZEROT A, EEELINTPIVEAAREEL S,

TV MEREICHEWNTIE . DF147V b PC oI ASNS TV MT—ARICFIREZRET572H01—
H—ID &EFND, 7)Y MEREICHIFR VaTmBEER. TV M -RCEEFNS1—F—ID [CLOT
BHEINS,

AFvUBSRE. JE—HEBE. D7D AR EREEICHTD YT’ BERMCOT (1o LE1— 1D K,
FDA—F—ELTEMDFoNS,

TPHAZEFDIITR., I70AEEERE VL AEMFETELLVEY., BREEENT—F &
LTEINDIIHpNS,

TPIAZEVTRESNSI7IAZET G REFETERVIACEIN A TON TS I—Y—ID 17
—F—=ELTEMfIoN B,

TPIARETAeRETEIRVDAE SA BMERKTIDLENDHD,

TPHARIEDY3TEHT—A% TOE sihniEnndizth. TOE DFIAETHILNITNDI1-H -+, 7
DAREDIITELUT—AZERTBER TERL,

XNEORFEIMOH ULHEEIL. AF v U X E . TPV AR EXEDRYD ARIFEZOEDH LR Z Al
RECT B
RYDACAF YO XEEERT IR MM EEEITRTORYI2AN, —RFAEFLE SARBES
DB T HNYD AN ERAIREC B S,
FIFRAEBAF X EEREFTIRVIAEERL. AFv VR FER1TTN. BRULLRYIAOME
ENAEr XN EORFHITED,
TPDAREREECHVTE, T7DAREXERI7DARERNYDAILREFING TP ARIERYD
ADFRBEN. TP AREXEOHREELLD,

- 73 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



NYDACRFSNIET—HOEOH L, TLE1—. TUV METR. HIFR. TUY METRT 3RO A
HROERS, FTAEFCEEMEBRBELINRITTES, SA REEBLN, thADRYDAADT—

RIIRIETELL,

TV b AF0D  TPDAELE . TP AR EOEEXET HOTLE 1k A EFREEEL
NE{TTES,

TV I7DAZAE . XEORFEEDH L. WTNORECHNTEL. XET - F&RETHHEER
RESNGL,

AFvY, TPDAEIE. TPDARIE . XEVRFERNH LOFIEIVITERNE T MRS G
LYo

AE—-Ja7BAESLIVEEREN, YU IE-DEERICHREE T ENTED,

(R8:&¥ % TSFI]

TUVIR—=FIAN

BRI OIE—HEEE. TV MERE. AT vUBEE. AFvUIRVOARTFHEEE. J7DAMEE. XER
N Likae

BAENRIND Y TIREE - BEDR T AL

Web UI O Ya7KEE - BED R RHRE

Web UI DiRyIANMbDXET—RERNH LiRE

DR EBIEER

1.1.4. twF1U7(EHE

(1) FMT_MOF.1 Management of security functions behavior t¥iUT(#%gen53%\D

&1

FMT_MTD.1 Management of TSF data TSF F—A20&EE

FMT_SMF.1 Specification of Management Functions EE#REDYEE

FMT_MSA.1 Management of security attributes tF*aUT1BHEDEE

FMT_MSA.3 Static attribute initialization &rIEE#EI1E

FMT_SMR.1 Security roles t*a1UF1D&EE|
TOE (3 BRI SNEEENDH(C, FEE Table 22 [TRY TOE 1T #REICREZR T %2
UT1EEMEENDRTELE R, FLUSHEDHERBEREZRE TSI -1 U371—AZR T3,
F, HMARREESN— R FIAEIERDIAT-FERDHAIRETHB,
NODREEEICED, BRENZEF 1T EEEEEZIRIET S,
TOE (. RIEEARBEEETIRIMND VaTEXETAOMABFHIEROT 74)L MEELT, &H48E
EREEUVFI AERAFRERE TS, T /4 MEZIEE LZEICERE T MBS IRESNE L, 55
L. T7.1.3. 7OEAHI#E (1) FDP_ACC.1 Subset access control Y7ty b 70t A%
FDP_ACF.1 Security attribute based access control £¥1)T1BICLBTHTAHIE ]
ESROIE,
TOE (3. BEE (BWMEEE. SA) . —BFAEORENZE LG ABCREEMT. TNEHEFT
%, %EIE. 1—H—ID &I WTHN, TOE (FOJ4 YV LERIRFICI—H—ID [ IET 2% B =4
3%,
BHEREIISHETROMAREBTERINTVZERERIDI-T-THN, REDEE.
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TOF AEHAIFROIERL. HIBRE TSR,

[FMT_SMR.1 (CR§5#ET S TSFI]

Web UI 05525

BAENSRIL O RIFRE

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CEH&Y¥ % TSFI]
BENRIINOEERKRE

Web UI OEE#HE

[FMT_MSA.3 [CEH:&ET % TSFI)

TIVVR—=FIAN

BAESRIOIE-HEAE. AXvURRE. AT v INYDARTFHEE. D7D A AL

DR EBIEER

Table 22 1T EEELRELIE{FRIAER UI

¥ )T1EEHIEH BENSRI | Web UI
AML—JDLEEFHEHREEDAN/EMN. LEZRBOEREEIT 4 4
AML—UBEBLEEEDB N/ BMDEREZITO 4 -
KN RIDDDEREERED/ AT — RMERDE XN/ B’NDREEITD 4 -
FAEZRXRKICLZ7VEAIEROEM/EMN. BLTIEBRRDE v v
EEITO
WWEEE ID ENAD-FOERZIT) HWMEEEDH AR v v
BHEBEFELNOFIAE ID OERK. 8. HIBRETI, IAT7—F0D v 4
ERZTI. T, FIAEICEINE TL&EZ. SA FZE—RAAED
JRENCEET S,
A-Y—NAD)—FOR/NMXFHFIBRDEREZITD 4 v
BIET IS ILEEOER/ED . bLUFHHBEROEZEZIT v v
TLS =) \GEBAEDIER/ EFDEREEIT o - v
AR BE DA AL DA B/ BDREEITD v v
TIANR— TV MEBEDETE/ R DR EEITO v -
Bft. BZIDREETD 4 -
B TAMEREOE M/ EBIDREEIT 4 v
T7—LO177v7 7 — MEBEDB XN/ B’NDEEEITD 4 v
ZA—oU7HEEE BRIENRILB LT Web UI) DR EEITD v v
LiR— M AOEBERE/FAEOHREZIT 4 -
NANR—IVIZPREFIRREREDER EEITO(BBED B X/ BX/ R 4 v
SFIAT—F)
X TAEEREEDEREEITD 4 4
(BEEDH TN/ ENTIEME)\RILE Web UI O A D HIRVERTEE,
Syslog X EDERTE . RIENRIDHIZIERTEE, )
T7DABHRICK TR ZIERVDADIEEZITI *1 4 v
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*1): RIENYDADIEEL. SA BMERLIZRYIATRIINEB5EL,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—AN{R#
TOE (%, #5588 (KEK: Key Encryption Key)%¥3X T NVRAM2 [CIRTFETBH . TATOF
RAECLT. COBBRERHIETZHDMIATI—AERFELTLVEL, £, NVRAM2 KlFAKED
(FESN TS EMRIE. AL— BB BELZERTEGELY,
AL—YrEE 8 (DEK: Data Encryption Key)ld. E32M KEK T AES-CBC AR THS1EL
T.NVRAM1 RU HDD (L& 7FET 5. HDD LR %FE T3 DEK ORZEIEI N7y I THB,
TOE OEEFHFF, NVRAML [CREFENLESESNEAN —JES 8. NVRAM2 (CHIHEIES
B TESIEEIN. BEDIEFEXDIKEET DRAM [CREFIND.
L. IRTOFAEFICK LT, TOE (. DRAM [CRFSNEEXDA N —IREBSREHGHTZTS
RII-ATRBEL TG, Fo. DRAM [CRFESNTVIEXDA N —JBEERIE. BRZEEET
CEICENHESNS,
TLS BIEF(ICHERATIMERTEOIEAER. 7.1.6 (15)DHEIEICLNIESILSNZIRRET
NVRAML [CRFFSN., TATOFIRAFE(CH L TMEHERBERH HTA U371 —AFRELTLELY,
BIEICFIRASINS TLS tyYav#ER U TLS EC Diffie-Hellman #FEE X T DRAM (CIR7E
SNBH, TRTOFIAEICH LT, TOE (&, DRAM [CRBFSNEEXD LYYV BEHRHETI 4
JI—AZRMBLTIVELY, £z, DRAM [CRFSN TR EX DY YaVvRE. BRZEHET ECLD
WEIND,

(B8:&E ¥ 3 TSFI]
L

1.1.5. SEELER

(1) FPT_TST_EXT.1 TSF testing TSF FAFk
TSF (& Controller ROM & Fax ROM D220 77— LII7ICENEBRSNTHD. o220 T77—
LOI7 DL MEEEET S,
TOE (%, #®2E)RF(C Controller ROM (& 4byte ®F1v0Y L, Fax ROM (& 2byte OF 1904 L%
HEUMENEE—HTINEMHREL. BERFEIREN RIS 2R RUEEZFELTD, Fk.
DRBG [CBEUT [1]11.3 [CREEHDBEEENAETAMERITL. TAMI K UEZB & (JRENRIUCTIS
— &R TUEBZE1ETS, 55 DRBG OfE#k(3 7.1.6 TRT,
NohETENS CPU tiDN\— RO 7DIEFEEE(E EFE DRBG DEXENETA S LU, 77— LT
POSEEMRIILENEREICITINIEZL THERSIN TS, T 77— LVI7OEEEEFIY
DY LTHERSNSTZH. TSF DIEBEMEZERTEZHD+ 2B TAME2TS,
(BH:&E 3% TSFI]
BIRINIY

(2) FPT_TUD_EXT.1 Trusted Update B{S#E7v77—h
FMT_MTD.1 Management of TSF data TSF F—43NEE
FMT_SMF.1 Specification of Management Functions EIE#EEDIFTE
EEEE. BENSRIDODIRECEID, BIENRIN LETEBIOI7—LIIT7N—J3aVEHRTEC
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ENTED, T, AR TEVANENFH AT ECLH>THIREID D TOE 28R T2 77— LI17
DN—JaVelERTHENTED,

Fro, BAFRAISNEBEOH N, EEEDIM17V D Web UI h i, Controller ROM, Fax
ROM &)\ —3J LN U774 V& TOE ([HEETBEICEN. 77— L0177 &7y T—hFBHien
TZ%,

TOE (&, BEEDFM17V MO Web UL hoiEEEN3 77— LII7 2881 \MFUI7MI 2R{ETHD
&M FIIPACTFENZBEFE R ERALL. REAICKR LSS, PyTT7—Medib L., 12
ENRRINCIS—BRULTELT S, M FUIPMIUF EENTIVVBEFE AL, MF)771 )%
SHA-256 T)\wyalblz/\WwialE%# K 2048bit D ZEHE THES1E Lz RSASSA-PKCS1-
v1.5 5D RSA TIRINELTHD, JOTRIEDFIEZ . 1)\ FIIPMIUSHFSNEEFE
2ET77— LIV ERWRIIA RSA ARRBICTES. 2))\M1FHYI774 )& SHA-256 T/\wa, 3)
BEEHRENYVUETLEL, —BHINERIAD. F—HTHN SR XKLL D,

[FPT_TUD_EXT.1 (CE8:&9 3 TSFI]
BENRIVDI7— LI N—JaViER
Web UL ®77—Lo177v77— MkEE
[FMT_MTD.1, FMT_SMF.1 [CR8: ¥ 3 TSFI)
Web UI O77—LO177v77— MéEE

1.1.6. T—hEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) REES#4%
R (IExIFREE )
TOE (3 TLS kS @ENHEHESL (EC Diffie-Hellman) TRV IEXFR#EELT, [2]ICGEEDIE
MR SEER VS, FBAMEREOERAE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZfE
5, TLS EC Diffie-Hellman #ZZ{&(Z. Linux ®/dev/random ho&E%EY— KT 3(14)(C
S2#.0 AES-256 CTR DRBG TARLEEL S TH3, HME#ELT [2]Appendix.D (C52#:
M P-256, P-384. P-521 #HiR— L., TLS 2TV I—2aV@BETHETS —O2NiRES,

TOE (3 TLS #—/\EBAZICH AT 3 I FREE LT, [2]CREBOEMEE. £ <. [4]1C
S0ED RSA BER S, CNoDIEFREEIT Web UL hoD1—H—5RTEMINDS ., AR
BOERAEE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [Z4¢5, RSA (3 [4]6.3.1.3 #0
ERAEICHEN, ZORTEONEESIE [2]0 B.3.6 ([CENERENS, FEMB#ERELT
[2]Appendix.D [CE2#i0 P-256. P-384. P-521 %, RSA #E£LT 2048bit. 3072bit &4
R—bU. Web Ul hod1—H—DWIFNh— 2B ELTERIETRT S, £, FHIREDEL N ERK
[Z((14)Ic52 80 AES-256 CTR DRBG %f1\3,

EERROBERICHNT, TOE FADILRPRBORERTLY,

(E8i&9 3 TSFI]
Web UT 0351585
TUvB— k541
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Web UI O EEHRE

BENRIDOAF v UHEEE

Web UI O Ja74KEE - BEEEDR RHEEE

Web UI ORyDI AN ET—2ENE UHEE

Web ULl ®77—LD177v77T— MkEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)\NEETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BES84 K
(RtFEEA)

TOE RAM - VSR EUVESERBENEZYYVAVREELT. MEOEY MIDELHZRA VS, K
BIICIE, AFL—YUE 58 (DEK: Data Encryption Key)® 256 £, DEK #B551L 3 375HD
f#rE 58 (KEK: Key Encryption Key)® 256 Evk, TLS £y aviBOIAR—ELTRIVI—
DAV TREUVEESARICEUT 128-256 EV M ENENERT %, ELEIZ(14)CFEEHD AES-
256 CTR DRBG TXE RT3, BH. ZD DRBG "IFUHINDDIE, (12)ICERE LR FIM V%
TSR KU TLS BIEETY aVEIRRERTHS,

(B8:E ¥ % TSFI]

Web UI Dz 5IE23

TIVR—RFA4N

Web UI D EEHERE

BIRRAY

BENRRIOAT v UHEE

Web UI O Ja7 K58 - BEEEDR RHLEE

Web UI ORyDI AN ET—2ENE UiEE

Web UI ®77—LD177v77— MkEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OESZE TSFI £ &%,
(BEEOTNERSINDE. TLS BIETEEY—)INEETIENH,)

(3) FCS_CKM.4 Cryptographic key destruction RS #IEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction RSSO E
TOE [CEXREFSNIBRUEMEE. EEEFTELHIBT UL, ZNCEIEEBEDRAET
BEINB(*), TOE (CFEXREFESINI R R UBEMHEZOWERZEE Table 23 (TRT, . C
NoNEEVEM IR S NIEOEITEIC RAM EOT—IATINERIE-SN TRIBSNSH,
RAM ED7—4(3 TOE OEREEEL (CREEGNEIBREND,

() APL—URES#(E NVRAM1 B U HDD [CRFFSNSAY. (10)ICEEBDBIRES LN B,
AEHOHRRINET S, T, (1)(CEREHD TLS Y—/\GERAEICFI AT BIERFREIT. (15)DANZ
ALICED NVRAML LICESIELTRESNSLD . ZREHDORENET D, T7— LVIPERIREL
(CARWS ARG, ER, T5MX—-MESHE. BSDUT(OLEF1UTAI5 00T NICEHEE S

LBLWVEHAREHDOH RN THD,
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(R8:&¥ % TSFI]
BAERRIOEEEAE

BIRRIY
Table 23 EXHFERENIBERUVBMHEOBERE

e | REFLE WERACHEERR

BERES 5 NVRAM2 | R1ENRIIDEEEZEAZ1— o TIHHFRFDELE

(KEK:Key (CRTHERZELZIR. T—5%(14)ICEEHD DRBG T

Encryption Key) ERUEEL B T1E LEEET S,
THEHRFOREICRT R TI1 AV LOETOT
—REWETILEERL, TARERIIESE
HEN-T13aVERI LB SR TESIILENG
LV, DEK BRU KEK (IFRE(ICR S,

TLS tyoav#E RAM TOE OERE CHET S,

TLS EC Diffie- | (%)

Hellman #Z1E TOE BERMOBRATEIG TLS tyvayzfl
578, TLS EyvYavHE R U TLS EC Diffie
Hellman #ZEERFTREICTES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESIRE(RMERESIEBES)
TOE (3 TLS Oxt#rigrg S5 /85ELT [5]ICERED CBC £— FRU [6]ICEE#EHD GCM E—RFD
AES(128bit, 256bit)&HR— 93, AES (& [7]EHTHD,

(B8:&E T3 TSFI]

Web UI 051525

TIVB—RIA4N

Web UI OEE#HE

BENRRIDORE U HEEE

Web UI QY37 iKEE - BED R RHEEE

Web UI ORI ANoDXET—SERDH UBEEE

Web UI O77— L1777 T — MEEE

¥&hIZ. FAU_GEN.1, FAU_GEN.2 ORE TSFI £ &1,
(BEEOUNEREINDE. TLS BIETEERY—)\NEETILNH, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) ISR E(ER LR RIL)
TOE 77— L0177y 7T— FOEIEMRIECHNT, [2]IC5BED RSA TIUINERZEYR— T
%, BBRK(E 2048bit Thd, B R IA—IvE [2]5.5(F)ICEEE D RSASSA-PKCS1-v1.51(C
w2,
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[E5:&9 % TSFI]
Web Ul O77— L7177y T— MkRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FEESRE(ERERKHREL)

TOE (& TLS OMEF R RU. EFEBERER/REEICHNT. [2]ICERE D RSATIINEL R
VMR T VAN EBRICHIGUEER E R VR Z1T), BH. RSA 2R(d 2048bit (3
3072bit, NIST t5MBh#&(Z P256, P384, P521 #HR— 9%, RSA T IR ELDEL I+—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (L), F7=. t5AHRT U EBELDE S
A R/IREEE [2]16.4 (S8E5. Chbld TLS BIERICRBEMRFENRIVI-Yav . EFELLE
BEFICEI—Y—DIEEICLD. TNENFERATEIE R ARNRES,

(B8:&9 % TSFI)

Web Ul DEEH#EE

BAENRRIDRF v RE

¥ &h(C, FAU_GEN.1, FAU_GEN.2 OE§E TSFI £ &%,

(BEEOTNERSNDE. TLS BIETHEEY ) \NEETHH. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BESEE( W17
WAV L)
TOE (&, 77— LII77v 77— FOEEMSRIEREDI7— LOI7 7Y I T— M A=IT—=R0ON\y Y15t
HI(ZSHA256 #F|HT 3, D SHA256 )\WI1fEEELED RSA EESHRELLETEETE
BRI EETT D, BH. \woa7ITVZLIE [8]ICHEHT B,

(RH:& 9% TSFI]
Web UI ®77—LOI77v7T— Mk

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) HIE&Si&{E(\YI17
WAV L)
TOE (Z(11)ICE2HED TLS [CHFBBFEA - IR ARD\WY1FHEIC
SHA1/SHA256/SHA384 ZHiR— 93, BIEICHERTS/\WY17)I TV LIEHEFLEEOXTVT
—9avICdOTRET S, F2. TOE BEFERER/RIAED/\vVaFHEIC
SHA256/SHA384/SHA512 #HYR— L. BRLERMRO1I-F—DIEECINFERTE/\vD27
WIAVZALWRET B,
TLS [CHF2 A EAVE—IRAARDN\Y VA BEEFEL ER/HMRD/\Y V15t E ML
THBNBEHICHAENERIENTED, IH. N\va7ITVALIE [8]IC#EHT S,

(BE:&E9 3% TSFI]
Web UI o)uﬁkj-:l“nh Y]
TIUBR—=RESAN
Web Ul D EEBHRE
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BIENRIDAF v UBERE

Web UI O Ja7iKEE - BEDR RHEEE

Web UI ORI ANMbDXET—EDH UHRE

Web Ul O77—LO177v77T— MRE

¥ &hlC, FAU_GEN.1, FAU_GEN.2 OB§ZE TSFI £ &8,

(BEEOYHERENDE. TLS BIETEERY—/INEETIEH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S (AES TSI 18S)

TOE BARL—YRBEEDRESARELT, [9]ICEEESINE AES. BV, JOVIREESE—KRELT
[10]ICEE&E SNz CBC #HiR— 1%, #RIE 256 EYNTHD, IV IEAM—IDEHIESE
DEK ZmICEH T3,

(R8:&¥ % TSFI]

TVB—=RAN

BAENRIOIE-HEE, TUV MERE. AFv IR AT vURYIAREEEE. T7D A EE. XER
D Ubee

BAENSRIND Y TIREE - BEDR T AE

Web UI iRy ANoDXET—FERDH LigaE

NREBIEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESigE(BES
1E)
TOE ([F(12)ICEEHDED. A+L—IUBESLHEED DEK(256bit)% [9]ICiE&H SNz AES A=K
E51LT %, BRI 256bit THD. JOVVEESE—FIE [10]ICEESHINE CBC 24 R— M3,
BR(E 256 EYRTHD. IV (E(14)CEEED AES-256 CTR DRBG o FLELETHS,
(12)ICEBE @D, AL — IS 1L #EED DEK(256bit) 2551t T30(E. AL —IEE#FI
AVH B TOE O EIREENRF THD .

(R8:&¥ % TSFI)
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESEEBMF/\vY1AvE—IFREE)
TOE [F TLS [CH12 B EAVE— IR ARXELTUTEYR— T3,
&K (bit): 160, 256, 384
N\y1:SHA-1, SHA-256. SHA-384
*vt—IH1J1AMR(bit): 160, 256, 384
Noa7IVTVZLIE [11]. BFENYD1AvE— YRR 7TV L(HMAC)E [12]IC#EMT B,

(BE:ETS TSFI]
Web UI a)ugkj-:lll FOE

- 81 -

Copyright® 2026 by FUJIFILM Business Innovation Corp.



TIVR—RIA4N

Web UI & EH#AE

BENRRIOAT v UHEE

Web UI O J374KEE - BEDR RHLEE

Web UI ORyIAN6NDXET—SERDH U EE

Web UI ®77—LO177v77— MEE

% Eh(Z, FAU_GEN.1, FAU_GEN.2 OESE TSFI &%,
(BEEOUNERINDE. TLS BIETERY—)\NEIETIEH, )

(12) FCS_KYC_EXT.1 Key Chaining #F11>
TOE (FA ML — Vg S #2(DEK) R U DEK Zi§ 5L 337z DiEiE 5 8 (KEK) 2R FI1ET B,
BARMICE TOE R —IREBRTF M UN B NEB B (BEAMNICIE. THEEYMRESF. £
FIRENRIOBEEA 1Mo TG FFORECR TIREL UL R OEENRF)(C(14)ICEH
® DRBG T DEK & KEK #4 L. DEK (& KEK (C&£D(10)(C#- TS 1L NVRAM1 R U
HDD (2. KEK [FFEXHKEET NVRAM2 [C, TNENRTFT S, 2 [ B LIEO#EENFF(E. NVRAM1
(CREB1E U TRTE L DEK 7 NVRAM2 hoiid i Lic KEK T(10)ICHE-TEE T3, BEI
DEK. KEK &%12 256 EY RT3, DRBG ICIE(14) ISR &EH ULEEN+ 2B I bAE—ht N
EHBEDRET 256 EYMTHD., BF 1M VDHT 256bit BEHLMIFIND,

(B8;E9 % TSFI]
BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material $# Xk UMK DIRE
TOE (F(12)ICEE& L@, ARL—IREERFIM UM TOE O EREEIRIC#EZ#® D) DRBG T
DEK & KEK &R L. DEK [& KEK THEE1£EN T NVRAM1 KU HDD [, KEK (& 3XIKRET
NVRAM2 [CENFNREFET D, ZOMDA L —IIC DEK, KEK WMREFESNDCEF L, NVRAM2
(FIRZIEAATEEA L —ITHBRLH. (12)DRF1M1VO— IR MR ATRELG A ML —JICEX
TRESNDIER L,

(R8:&¥ % TSFI]
BIRNIY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R GELBEY MR
TOE (FELEAERIC [1]10.2.1 [C#EHLT AES-256 CTR DRBG %#%|FH9 %, c® DRBG (&
Derivation Function, Reseed ##:% % L. Prediction Resistance ##exFLL 0, Fk.
Linux 1—%JL®/dev/random N #BEL.#ZY— kT3, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) &R U LRNG [SFEATIHO90HIVA05F5H H L
fifg/ A A e &HEeAEIY MIE—RET S, D/ XFY I MO 7ICENERMICHERDIELDEE
FHETEEDTHD., DRBG [F/dev/random hoit#aENiz— k& entropy_input U
nonce ELTHRIATEN, ELEOIY bAOE—E(E 256 Evbx1.5 ##8%. [1]8.6.7 DE#EHL+
nEEAS,
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TOE (320 DRBG ZAWCA R —YESHE. TLS v aVi#eEHT 5,
(12)(CEEHEDAED, AML— IS REHDEHIC DRBG Hi2EIEN2IDIE. AL —IESEFI
UH3 TOE ORISR THd.

(B8 ¥ % TSFI]

Web UI 05525

TIVB—RIA4N

Web UI OEE#RE

BIRRIY

BENRRIOAF v UHEE

Web UI O Ja74KEE - EEEDR RHLEE

Web UI ORyDI AN ET—AENE UHEE

Web UL ®77—Lo177v77— MkEE

¥&B(Z, FAU_GEN.1, FAU_GEN.2 OF8:&E TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)INEIETIENH, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD LDF—5{R#
TOE AN —IF I M A LDT—HATOVH B TR E1L/ESIET S, EEMICIE. AL—ITF)1
ALDEEBIERIEN—T1 AV TBI71 I R U AR T—H0D Read/Write 2 LTT—20D1E
Eb/BEEILEEL. 2%/ \—T12avICx LTTF—270vD% Read/Write 3%, lESL AR
FCS_COP.1(d)IZ%€5, BEBEXIRN—T10aVEeET AN — I TN AL IR R R AT RETS
NVRAM1 B U HDD T#&%hD. NVRAM1 KU HDD UUAMIIR AT RER A ML — I T I M Al
LYo
LEROAN IS, BEBECLOTAMN —IESLEEN BRI ESNZE. TOE #1E
BN OBNET D, IS 1L/ESLICFIATS DEK (F(12)ICEE & L&D, BES®|F M UM
EBRFICERIND,
2TOEXDHFAET—H. FXOZED TSF 7—4(& NVRAM1 XU HDD LOrES{bxtR/—
FAYAVICEEFAFNZHEES1LENE, NVRAM1 B U HDD LD EREEILHED/IN—T1V3y
(ZIE. FOTS LA A=Y, Hl{E)IS5A—2% KEK #8EUL(10)ICEREHDENES{LENz DEK O H
B#Sh. TXOFRABXETIRVEXOWED TSF 7—32&FE 0\, TH. DEK DEFS 1L
(F(12)ICEE&E Lz@ED TOE OIS HF 14 UM VEBIRFICITIOMN D, Fo. FX KEK ORFFSET
%3 NVRAM2 (LRI ATRERB A ML — I T\ M AT LY,

(B8:E ¥ % TSFI]

TIVR—RFA4N

BIRRAY

BENRRIINOIE-HEEE. TV MERE. AT v UEE. AT vUNvD AREFHEE. TP AR%EE. SXEE
N LBERE

BENRRIINDIITIRE - BEDR RHEEE

Web UI ORYDANGDOXET—EDH UikEE

NREFZER
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1.1.7. SE8E&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREN7 HTTPS

D47+ PCHhoNEBEEEEADTPILAR 7.1.1 #HAIFRAIREEICL THIHSNS —FH . EEE
DERFEICLD, Web T30HEDETDEIE F57190% HTTPS TEFa7FrRIVMET B LIITEHIT

BIENFIRETHB . CDEREIX Web UI o BEEEDHNITZAS, HTTPS (3 [13]ICHESTEET

HD. TLS BIEER 7 (2) (SRR ETHD

D347+ PC D Web 7509 biginEREZ(T5E. TOE 9347V~ PCRET TLS BEEQxT

VI-YavEHEIIL, HTTPS BIEERIET 5. V517 PC hod TOE @ Web UI (CHIF5E

RFREES SUTARTOVE—MEEICK LT, HTTPS BENE RSN, Fc. EEEN TOE RERIC

BINSNZEEDTZ Web Ul ik H T, HTTPS BENERAINS. WINDHZEEE TOE

(& TLS D347 peBEEES R— LTI,

(&Y TSFI]

Web UI O 5IFEE

TUVR—=FIAN

Web UI ODE R

Web UI OYa74KEE - BED R THAE

Web UI iRy ANoDXET—FERDH LigaE
Web UI OT77—LOI77y7T— MiRE

(2) FCS_TLS_EXT.1 TLS selected &iR&n# TLS

TLS @EELT [14]0 TLS1.2 BHik— T3,

TLS BIEETHEATEIHES A — MEOSA4 7Y b —=)\BD TLS IRxDVavdh(crTVI—- N3,

TOE (X TLS #FI AT 2 BIE(CHVTIE, TOE (FHEREICIEUTOIM 7Y MEH—=NIZERBNFS .

ZIE. Web UI PHEATEY—/5. AF vy XEA—LEERCR>DFM1 7Y FELTIRB B,

TOE (D347 bh oIRESNERE S AM — rOhhotiR— 28U EE0% 1 2:#IRT S, TOE

Y R—FT 35 A1 —MILL T THD,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES 128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
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TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(BE:&E9 3 TSFI]

Web UI 055285

TIVE—RFA4N

Web Ul O EEBHEE

BENRRIOAF v UHEE

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORyI AN ET—2ENE UiRE

Web UI O77—LO177v77— MEE

¥ Eh(C, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &%,
(BEEOUNERSINDE. TLS BIETEERY—)INEETIENH, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSFREIS{EEFvrRI
TOE (& TOE £BEEY— /N, ALY —NEDR T, LTOSEBEE IO I EYR— M3, F.
BIE(E TOE hoBAtRT %, CNICED. IV RRS Y FOERICEBIE T —ADRBERSAMH DDHREN

REESNS,
BEEY-/\: TLS
A=)F=)\: TLS
(RH:&9 % TSFI)

(8#&4%—/%) FAU_GEN.1, FAU_GEN.2 OE85& TSFI (%33
A== 1N) BIENRIDAF v UHEEE

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(EEER)
TOE [FEEENDVE—FPCHHDE7IEAMVATI—AICK L. U TOREFEEE IO EYR
— ;% INICED. TV RRIY FOFERIEBET —IDRBEHS D ODRENRIISND,
Web UI: TLS/HTTPS

[RH:& 9% TSFI)

Web UI Oz 5IEEE

Web UI OEEHRE

Web UI OYa74KEE - BED R THAE

Web UI OiRyDANMoDOXET—FERDH LigaE
Web UI ®77—LOI77v7T— MékE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%E/\AGEEEER)
TOE 3IEBEEEDUE— FPCHODETILAMVATI—AICK L. L TOSEREEFEIOMN I EY
R—bFFB, TNICED IV FRAY FOFERNERIET - IDRBERS WD DDRENRIEEND,

Web UI: TLS/HTTPS
TUIB— RS54 1N\ oDENRI: TLS/HTTPS
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(BH:& 9% TSFI)

Web UI 051325

TVIB=FAN

Web UI O Y374KEE - BEDR THAE

Web UI DiNyDANbDXET—HENH LikEE

1.1.8. PSTN 77DA-%y h)—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE (. 770ART LHRER S ARBERIREN LT, I77DATADEZEREEZIRET D,
HiR—rF370MUE ITU-T G3 E—RFOHTHB.
TPHAA VR TI—ATEZENHFSNTNZIDE. FIABEBDI7DVIVXEDH THD.
T—AET LBSREIFL T MDD BT —ABEEIVY FME— IR Fa Vs T7DAREED
5 TOE [CRIECPHEATEIEFTERGL, T, TOE ($. AR BERBHEENERY NI—HETT
—REZTEITHETLLEEYD, ARBERRZENZEVCAREHRT—2EREBRYEI—D
EEITELBL,

(R8:&¥ % TSFI)
DR BEEER

1.1.9. APL—YDEEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty NETFiE#RIEE
TOE . EEECLN VTR THROAN - LEEHEBEENELIN TS, JE—#EEE.
UV MERE. AF v UL, D7D ABBEDE U3 T RICRENN\— FTA AV EBICERSINLFI A
BHXET-HELEEHEETD,

NEORFEMEETRASNEXET -G RyDAENOOENRIRMEPCEDE UIR1E. HIBRRMEICK
STHIBRSN., Z0%. TOE (G LEFHEEERET 3,

AML—YDLEEFHEEHEEG EEEEE 1 B(70(TFA)"(CLP LEEF)E. 3 EI(0-1-ELEKICLD
EEEEREL) OBIRNHKD, 2L, BB EBEENANIESNTVSIGE . MELAILTE, H
E7-5(0, 1, ELE) BREBLSNIIKBEBTEERAEND, Fo. N\—RT1AVEBELIC. LEEH
EFENFRAFHNET-INO—EEEFS. TOE BEHBIC—EEFIVILT HERTOF AFH
XET-ANEFETIHER. LETHELNEZETTS,

(R8:&¥ 3 TSFI)

BIRNIY

BRI DOIE-HEE, TV MERE. AFvUHRE. J7DAMAE. XEENH LiaE
BAENRINOYITIRE - BEDR THAE

Web UI O Ya7KEE - BED R RHRE

Web UI DiNyD AN X ET—HENH LikAE
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8. STH&EE-HEE (Acronyms And Terminology)

8.1. HR&EE (Acronyms)
K ST [EHTRREEEELLTICEREAT B,

B EHEAR

CcC JEVD347U7(Common Criteria)

DRAM HA4F39D5058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIR)#E A #(Multi Function Device)

NVRAM THERMSVH LT7DEAAE)(Non Volatile Random Access
Memory)

PDL R—YEeak §i&(Page Description Language)

PP 075370774 )L(Protection Profile)

SFP t¥a) 7188 #t(Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—I)LEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1M xt % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVIAT L BREATIDNOR ROBEEZUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEEZEDSA17Y D Web TS50 &N UT. TOE [CRTRIEENTERIVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTIPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACKEMSN X EERY M-I EOIVE1-SNbENH S
CENETRETHS . IRVDAIL, HEFEREC ClAMFolder £V B FFCIR SN S,

TIAR=+T)U b
(Private Charge
Print)

UV MERECH T, EIRIT—3%7IVR— XL TR LEEY by T T—5% . MFD DA
fo—VREIC—BERL., BAESNZRABMRENRIVINETT S THRIERHE
EE POV b

XET4H
(Document data)

— & F A& (U.NORMAL). SA h* MFD OOE—#8E. ) MEEE. A¥vUBEEE. 77
DARE. XEDREFHEEZR AT BMEIC. MFD REizRIBT 22 TOERIEHRES
T3 MMULTXE T HERET S,

AFvIUNE AT v UBREICLS T, EFHAALTBEINLEXE T, KA TOE BAFvIXEEA-I
B—IINEELED, XEORFECENE U EEICEIDRYD AR EFT SHEEZEF D,

TPIAREXE D7D AEREICLH>TZIEEN . K TOE THRIMNBIEFHAXDXET—ITHS,

T7DAZIERYIA EEE(U.ADMIN)ICE THEESNB I7IAZIEXEEZRFETIRYIA, T7DAZIE

(Folder for Fax VD ADERKIE SA NEFELZ TN oL,

receive)

E&ENY THIUTACREETIER (FIZIE, HAIFEOLK ., BIERESPEEREOF AL

&) e, BHEEEINLET 4,

FRERE

HAFRRELEFIAEICEIN S TOoNS KR E], A TOE Tl M EEERE. SA %K.

(User Role) —RRFAERINVERINTD,
HHEEERE BB EEREEOER. NI ADRE, BBEEED) AT FEEL AR,
SA &Z| BHEEELRR. MFD O TOE tX1)T(#EEGED Y AT LR EEEEER/EE T

EHHER, 120, thBFBORYDADRE . M EBEONAD— FERIITERL,
S E " #EEIEDIER (System Administrator)"&&RiEEN 3,

—MRFIAERE

—R&FIAE(U.NORMAL)N TOE ZFI AT 3RRICHEBIERERT

FIFAEHAER
(User Identifier)

FRAEEHANTIHDIFEHR, 1—F—ID,

W EEE
(Key Operator)

MFD @ TOE £¥1UT/HEERED VAT LR EEEEF/EE TEH1-F-ThHN. T
SHEHRETHE—ZEHINTNSI1-Y-Th3,

WREESE ID EVVORAICERSNZI-Y-ID 2ERAT%. BMEEZEOFAER
BFEETEEL,
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g8 FlX"Administrator’&&Rs2sNn 3,

SA SA EEIEZIN L TONERTI—F—,
EBE MM SIEERE, FE. SA ZEEL DRI 1——, Key Operator & SA O,
(U.ADMIN)

ArL—YBES

REEED—MERFIDIAN-—VERSILITIHAEERT .

TAVR—XHERE

N—YRCik S35 (PDL) TR SNENRI T — &M T U, EvbIvT T —R(CE T 54

)
AEo

TAVR-X

TAVR—ABEBEICED . R— IR EFE(PDL) CRERSNIZT—AZ @ L. Ev by T T
—BICKMT DS,

Z— M7 HRE
(Auto Clear)

BAENRIVBLY Web U hofilt 2L VRET—EOR RN B LIEE, BE)
BIICEREEN DT 7 SN BHBETH S,

NAMR—IVIZ7

(Customer MFD OR=F/MEEBEITIIVIZT,

Engineer)

REE . e e -

(attacker) WEELE. TOE FLIRESNTUBEECFELGFEREELTIIVERATIETHS.
24613 ) ] )

izzﬁntrol panel) MFD ODIEEICHERRIY ., VT BVF R TAAT LA B ERE SN %R,

—BRFIRE DT> ,,

X BHREIATY  _ mmannmsasa7ut,

HEE ST EWEDNFATEIVIATV b+, EEEF Web F59H%E L MFD (I LT, TOE 3RE
B

TADHERPETHRZEITI.

T)R—=FF4N
(Printer driver)

—RRFREIIAT7VLDT—R%. MFD HERATREBR— ULk E55(PDL) THERL
SNIEENRIT—AICE#RTIVIMIITTHI., —RFIREISMT7VMTEAT S,

MFD DMEIRATREBAR— Y EL R E55(PDL) TR INTZT -4, HIRIT—4(Z. TOE ®

ENRIT—4 FAUR—AEETEY bRy T F—AICE#EN D,
JE—HEREICENFHAFNET =2, BLUETUY MEREICEDRIBEZ D17V MR ES

EvbvIT—4 NEENRIT =327 IVR—AHEETERLET -4, EvbeyT TR mB AKX TEIER
[EfELTN— FTFAADEEICHEMSIND,

"% JE—#EEET IIT MDA AH DX REB DN EPICE ., BEREETT,

TOE x=5—4 NIE TSF T—30—ETHN. TOE [CL>THEREINED TOE [CB L THER SN =T —
STHN. TOE DF1)T1HBEICHEEE 5 A3 DH IR ET o

. BEIERIND 256 EVrDT—H, AR —IJEBEAOXNET-IDRERIC. CORT
—REFERALTIESIEETD,

*9kI—5 HNERRYFI—DERF RV I—DEEETEI—RMICHERTIEEORE,

HNERRYRD—H

TOE =BT MM TR EENERGL., AERYFI-DLUSNDORY FI-D%HET,

RERRY FD—D

TOE A SR ESN 2 EBOMRERCHD., SRRy bD—DD oD EF1ITADBBICK LTR
EINTLR XY MI—DAOD. MFD &£ MFD A7DE AWM ER)E—- MOFEREY—N
P47 PCRIDFrRIVETRT

NREBIEER
3R EFE A #R

TPDAEIE . TPDAREOT AN RN S EREIBRINS .
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PSTN
(public telephone

line)

ARERT—H IPDANARERBEERNSGEZEDT—3,

(fax data)

S[ERZE ITU-T #1&ED X.509 [CEESNTHED. KANFR(FTEHERE. BiRl2 . 2E1F). 2FH
8. BDEAR. JITPINFVN DTRFYENREFNTVRIER.

Data on TOE BRET—ATHD . KARIARICHITRFAED AT - FEREHROR/NXFHD

minimum user
password length

EE

U.ADMIN TOE FRET—ATHN, EEE(U.ADMIN)ZRIED=6H D) AT — FiEHR
Password

U.NORMAL TOE :RET—ATHN. — A& FIFHE (U.NORMAL)FEFEDT=H D) VAT — FiEER
Password

Data on access
denial due to
authentication
failures

TOE BET—ATHN. FIFAE ID B RKICEART 2 EEDF R/ BENDEHREK K
B 1EER

User
authentication

TOE [CH (T3 R BE D R IRZEREE— FDZE,
TOE D& #REZFE AT SATIC. TOE OFRKICEFSINZRAEFREFERAL TR
AEEITOHRETHD.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BEET—HTHD. RKNRI D bDFREERF D) AT — R

F#EED A XN/ BIDIER.

Data on Private
Charge Print

TOE BET—HTHN. TV T —AZERICTIAR- TV MIE
51)\0);&% ﬁ*&o

HSEdNERISE

Data on TOE BET—ATHN. DAY —IVIZ 7R EHIRBEREDH %1/ BN DIF TR KR PRSP
Customer NAD— FDIER,

Engineer

Operation

Restriction

Data on date and TOE EET—ATHN. 3 LY -/ —54 LR ERBERERZIT—HTHD,
time

Data on Auto TOE ET—ATHN. ENRIA— MYUPBBEO B %/ BB LUDU 7S DIEHR.

Clear

BLU Web UL 07— FMUPHREDE 3/ BANDEBRE LU D7 DOIER.

Data on Report
Print

TOE BRET—ATHN. Lik— M NDEEDREIER.
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