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Users guidance

1.4.2. TOE oimIERVEH
1.4.2.1. TOE BSZEH|AE 0%HE|
TARZ AL —VEBICERT2HE LT ARST TIEUTO XS 2FAFEZEEL T
%2, KTOE CTlE, ¥ 2V 7 4 BREEEMFICRID 2RERITOBEHHEL LT, ¥ 2V 74
EHE (SRR, AL UEHE@IHEE). Ehe 7EHE (SR - ). Ry (=
=)D 4 Oo0u—VBFEHET S, UTR 6 ICEHMHT KB ZEILHT 2,

F 6 TOEDu—1L

# o —)L Bz
¥ a2l 74 EHE(ZE - | Web GUI £721% REST APl #Fl\w<C, EHET H v
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2 | A PL—VEHE (W | Web GUI %7213 REST API # HW\"C, ¥4 A2 X b
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RINT B A v — Y DFRIE R & DYIIRE &2 T s
5 EHH.

3 | Eifrn S EHE (B - ) | Web GUI %7213 REST APL 2 Hi\wC, Efiu s/ ox
vyma—F, BXUOEAER 7S NICBTARER L
A ML —VEBECERT S EAER JICBT 2RE R
FEht 3 2 EEH,

4 | R (=) Web GUI 2 fl\2C, 712 7 Loglds & 02— {3
SPIESE & K3 % HERH,

1.4.2.2. TOE 252l 3 2 * 2V 7 4 t&he

14221, €% 27487

X2 VT 4EEEL I TOE Ok ¥ 2V 7 4 RAEICBIES 2 FE 2 3 FR 2 BEAEBRE
Ltk L. TOE NEICER T 2 AECTH 2, lfkL 2EhE T — X 3EHER L Y v o —
FC&, £7- Syslog 7u b a A% LT TOE A 7/ — S~l5kd 5 2 & 28
T% %,

TOE Dfitt v 7 I3 HF 2 AT L 2 EHE O 2 — YIEM. B0EICHE 5 W o A EHR. xf
ROBME, B L OUH O HRE X CBIFEZEM L - HRERS & T 5, TOE ofifn 7
I HAE - RERNE SR M 5 2 b, TOE W0 Eitim 77 7 4 Vickif v 7 % B HNCRld
TRHEBSFE L RS, b ETVWERe 7% EEE L CORTOER e 72508k T 5,
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14222 EESHR—Fb
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—oNe D TLS %[ L 72505, TSF 7 — X D{R#ED =D Il T %,

14223, #3) &5

P L FRAE L T E— P EEE S IO ANV ERET AV bou 4 VFFICT ) 22—
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vic, 2—=FID & XRY — V2R L Z#0 - RaE Xz 3K -1+ LT3, TOE 12V
T— MEHEZE O - RALCBE L < EHET AT v P OANRY — FREHT 3L
¥ a2 U T 4 EEEDE L 7z ZAE IR RS DA e L CRERRIC R L = EEE T Y v
FeXa) 74 BHENERLZKRe Yy 277 M3 o ERIET 5,

¥ 7z, TOE % x509v3 GEHEZHH L 2 8E v 79 — S ol - JEERF I, Bifim 79—
AEHE D RIMRAED 7281 OCSP L 2K v £ %7213 CRLDP % — & O@E %175, il
HORE L T 5513 TOE INROEE T 79— & O 2 ER 3 5,

14224, %2074 BE
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e, WEERITOWRETD 2, HIHICHELZAREICT 27201, TOEICiZt*2 ) T4 8
FBSREDEE R 35 1 — L R HERE L - SEREHEAE CRERE S L7z TOE o FFwl I Ik
ST BHERER H B, $7-. TOE REHET AV vV F DR — FRY & —%FKET 5 HEE
LA R DO FE B X OEHRAI M REIC 2 B £ TORR 2 RET A WEE R Y DX 2 )
7T 4 ERERE R LT 5,

14225 TSF iRz

TSF O & 13 TOE 23%¢2 TSF 5 X O TSF 7 — 2 2 fRH#E T 2 720 OLUT O X 5 ZetET
H5,

- TOE OEFEFICIT) 77— 2T DAV T 7V T4 TAMBIVEST AT XD
BERIfE T A b
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14226, TOE7 27t

TOE 7 7+« & &% Web GUI/REST APl Z#ffifHL 7z ) E— }/m—AVEMET 7€ R

BT 2ty ayoEHETIOEEEE -3 TOE ~D T 7 & ARFICEBE 33 E L 7= TOE

FRICRET 2EEEH AL 2T 7 2 AANF —ICFKRT 2HEETH 5,

TOE FEHET 7 v RAICHT 2Ly v a vEEHT 220U TO X ) e IRIET 2,
- EHET 7 v RORRGE L RIS o2 v v 2 v O

- EHERe ST P EEMT L TITI Y V2 VOIE

14227. b5 AT v KRR/ F v )b
FSRF Y FXZR/F 3023 TOE &V E— &EH PC M o@{Eic HTTPS #. TOE &
BEu 7Y — "L oBfEIC TLS 2/ L GRfER 2 RET 2ETH 5,

2. WEIK

21. CCEéaFik

A ST 1T T oK ICEAS 5,

Common Criteria for Information Technology Security Evaluation,

Partl : Introduction and general model, CCMB-2017-04-001, Version 3.1 Revision 5, April
2017

Part2 : Security functional requirements, CCMB-2017-04-002, Version 3.1 Revision 5, April
2017

Part3 : Security assurance requirements, CCMB-2017-04-003, Version 3.1 Revision 5, April
2017

¥ =) T 4 HEREEE ¢ Part2 R

¥ a2 )7 4 RAEEMA 0 Part3 @A

22. PP FEik

A ST 3L TOE 235G 3 5 PP I TICRTE B TH S
PP Reference: collaborative Protection Profile for Network Devices
PPVersion: 3.0e

PP Date: 06-December-2023

¥ 72, AR ST & X U TOE (% Network Device International Community 2> 5 F¥fT T\ 3
LIF @ Technical Decisions % 3 H 3 %
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£ 7 W3 % Technical Decisions

# ID £ A4 b
RFI1#202401 Redundant requirements in FPT_TST_EXT.1

2 RF1#202402a Separation of test definitions for TLSv1.2 v1.3
(renegotiation) Client

3 RF1#202402b Separation of test definitions for TLSv1.2 v1.3
(renegotiation) Server

4 RFI1#202405 Clarification of audit selections in FMT SMF.1.1

5 RFI#202409 Correction of FCS_TLSS _EXT.1.4

6 RF1#202413 Missing section header in NDcPP Appendix B

7 RF1#202415 FCS_COP.1.1/SigGen Needs assignment added

8 RFI1#202418 FAU_STG_EXT.1

23. Ny —TFR
AKSTIZEWTHEHAER FIRT 25y 7 =23k,

24. BEERRM

PP BRI 3 LUAT 0 EA %L L, PP %K@ b [ Exact Conformance | T» % 7z, TOE

TERZ NDcPP v3.0e & —H LT3,

a) TOE 4] : TOE 13V £— PEHLEET — 2% ERATo4ry 7 —7#iEEZ B L T
B, AV NI =0 F AL ZXTHB, (1.3 HilciH)

b) ¥ a7 EER B AR Mo * 2 ) 7 4 7#HT DWW T NDcPP @
NAEXEELHL W5, 3EICHH)

o Fa2UTAMESE X2 ) T A XEHEITDOWT NDPP O WA Z [E#ERLHE L
TWwb, (4EICEHE)

d) X2 V748 eF2) 74 EFICOWT NDPP O NAZEELZHL TEHY ., B
MOEHIZ V)& TN, (6 FICEEHR)

3. ¥ VT4 REERE

31, ZH,
TOE X ZDEIT/RL 2B L TWwW 5,

T.UNAUTHORIZED_ADMINISTRATOR_ACCESS
Threat agents may attempt to gain Administrator access to the Network Device by nefarious

means such as masquerading as an Administrator to the device, masquerading as the device
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to an Administrator, replaying an administrative session (in its entirety, or selected portions),
or performing man-in-the-middle attacks, which would provide access to the administrative
session, or sessions between Network Devices. Successfully gaining Administrator access
allows malicious actions that compromise the security functionality of the device and the

network on which it resides.

T.WEAK_CRYPTOGRAPHY

Threat agents may exploit weak cryptographic algorithms or perform a cryptographic exhaust
against the key space. Poorly chosen encryption algorithms, modes, and key sizes will allow
attackers to compromise the algorithms, or brute force exhaust the key space and give them
unauthorized access allowing them to read, manipulate and/or control the traffic with minimal

effort.

T.UNTRUSTED_COMMUNICATION_CHANNELS

Threat agents may attempt to target Network Devices that do not use standardized secure
tunnelling protocols to protect the critical network traffic. Attackers may take advantage of
poorly designed protocols or poor key management to successfully perform man-in-the-
middle attacks, replay attacks, etc. Successful attacks will result in loss of confidentiality and
integrity of the critical network traffic, and potentially could lead to a compromise of the

Network Device itself

T.WEAK_AUTHENTICATION_ENDPOINTS

Threat agents may take advantage of secure protocols that use weak methods to authenticate
the endpoints, e.g. a shared password that is guessable or transported as plaintext. The
consequences are the same as a poorly designed protocol, the attacker could masquerade as
the Administrator or another device, and the attacker could insert themselves into the network
stream and perform a man-in-the-middle attack. The result is the critical network traffic is
exposed and there could be a loss of confidentiality and integrity, and potentially the Network

Device itself could be compromised.

T.UPDATE_COMPROMISE

Threat agents may attempt to provide a compromised update of the software or firmware
which undermines the security functionality of the device. Nonvalidated updates or updates
validated using non-secure or weak cryptography leave the update firmware vulnerable to

surreptitious alteration.
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T.UNDETECTED_ACTIVITY

Threat agents may attempt to access, change, and/or modify the security functionality of the
Network Device without Administrator awareness. This could result in the attacker finding
an avenue (e.g., misconfiguration, flaw in the product) to compromise the device and the

Administrator would have no knowledge that the device has been compromised.

T.SECURITY_FUNCTIONALITY COMPROMISE

Threat agents may compromise credentials and device data enabling continued access to the
Network Device and its critical data. The compromise of credentials includes replacing
existing credentials with an attacker’s credentials, modifying existing credentials, or obtaining
the Administrator or device credentials for use by the attacker. Threat agents may also be able

to take advantage of weak administrative passwords to gain privileged access to the device.

T.SECURITY_FUNCTIONALITY FAILURE

An external, unauthorized entity could make use of failed or compromised security
functionality and might therefore subsequently use or abuse security functions without prior
authentication to access, change or modify device data, critical network traffic or security

functionality of the device.

32. BIREH

A.PHYSICAL_PROTECTION

The Network Device is assumed to be physically protected in its operational environment and
not subject to physical attacks that compromise the security or interfere with the device’s
physical interconnections and correct operation. This protection is assumed to be sufficient
to protect the device and the data it contains. As a result, the cPP does not include any
requirements on physical tamper protection or other physical attack mitigations. The cPP
does not expect the product to defend against physical access to the device that allows
unauthorized entities to extract data, bypass other controls, or otherwise manipulate the

device. For vNDs, this assumption applies to the physical platform on which the VM runs.

A.LIMITED_FUNCTIONALITY

The device is assumed to provide networking functionality as its core function and not provide
functionality/services that could be deemed as general purpose computing. For example, the
device should not provide a computing platform for general purpose applications (unrelated
to networking functionality).

If a virtual TOE evaluated as a pND, following Case 2 vNDs, the VS is considered part of the
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TOE with only one vND instance for each physical hardware platform. The exception being
where components of a distributed TOE run inside more than one virtual machine (VM) on

a single VS. In Case 2 vND, no non-TOE guest VMs are allowed on the platform.

ANO_THRU_TRAFFIC_PROTECTION

A standard/generic Network Device does not provide any assurance regarding the protection
of traffic that traverses it. The intent is for the Network Device to protect data that originates
on or is destined to the device itself, to include administrative data and audit data. Traffic that
is traversing the Network Device, destined for another network entity, is not covered by the
ND cPP. It is assumed that this protection will be covered by cPPs and PP-Modules for

particular types of Network Devices (e.g., firewall).

A. TRUSTED_ADMINISTRATOR

The Security Administrator(s) for the Network Device are assumed to be trusted and to act
in the best interest of security for the organization. This includes appropriately trained,
following policy, and adhering to guidance documentation. Administrators are trusted to
ensure passwords/credentials have sufficient strength and entropy and to lack malicious
intent when administering the device. The Network Device is not expected to be capable of
defending against a malicious Administrator that actively works to bypass or compromise the
security of the device. For TOEs supporting X.509v3 certificate-based authentication, the
Security Administrator(s) are expected to fully validate (e.g. offline verification) any CA
certificate (root CA certificate or intermediate CA certificate) loaded into the TOE’s trust
store (aka 'root store', ' trusted CA Key Store', or similar) as a trust anchor prior to use (e.g.

offline verification).

A.REGULAR_UPDATES
The Network Device firmware and software is assumed to be updated by an Administrator on

a regular basis in response to the release of product updates due to known vulnerabilities.

A.ADMIN_CREDENTIALS SECURE
The Administrator’s credentials (private key) used to access the Network Device are

protected by the platform on which they reside.

A.RESIDUAL_INFORMATION
The Administrator must ensure that there is no unauthorized access possible for sensitive

residual information (e.g. cryptographic keys, keying material, PINs, passwords etc.) on
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networking equipment when the equipment is discarded or removed from its operational

environment.

33, MEotEFa )T 4 FHE
P.ACCESS_BANNER
The TOE shall display an initial banner describing restrictions of use, legal agreements, or

any other appropriate information to which Administrator consent by accessing the TOE.

4. wFa VT4 WEKAH

41, BRBREOEF 21U T 4 WEAL
OE.PHYSICAL
Physical security, commensurate with the value of the TOE and the data it contains, is

provided by the environment.

OE.NO_GENERAL_PURPOSE

There are no general-purpose computing capabilities (e.g., compilers or user applications)
available on the TOE, other than those services necessary for the operation, administration
and support of the TOE. Note: For vNDs the TOE includes only the contents of the its own
VM, and does not include other VMs or the VS.

OE.NO_THRU_TRAFFIC_PROTECTION
The TOE does not provide any protection of traffic that traverses it. It is assumed that
protection of this traffic will be covered by other security and assurance measures in the

operational environment.

OE.TRUSTED_ADMIN

Security Administrators are trusted to follow and apply all guidance documentation in a
trusted manner. For vINDs, this includes the VS Administrator responsible for configuring the
VMs that implement ND functionality. For TOEs supporting X.509v3 certificate-based
authentication, the Security Administrator(s) are assumed to monitor the revocation status of
all certificates in the TOE's trust store and to remove any certificate from the TOE’s trust

store in case such certificate can no longer be trusted

OE.UPDATES

The TOE firmware and software is updated by an Administrator on a regular basis in response
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to the release of product updates due to known vulnerabilities.

OE.ADMIN_CREDENTIALS_SECURE
The Administrator’s credentials (private key) used to access the TOE must be protected on

any other platform on which they reside.

OE.RESIDUAL_INFORMATION

The Security Administrator ensures that there is no unauthorized access possible for sensitive
residual information (e.g. cryptographic keys, keying material, PINs, passwords etc.) on
networking equipment when the equipment is discarded or removed from its operational
environment. For vNDs, this applies when the physical platform on which the VM runs is

removed from its operational environment.

B, ROV R—F v FERHR

5.1.  Security Audit (FAU)

5.1.1. Protected Audit Event Storage(FAU_STG_EXT)

Family Behaviour

This component defines the requirements for the TSF to be able to securely transmit audit
data between the TOE and an external IT entity.

Component Levelling

FAU STG EXT Protected Audit Event Storage 3

FAU_STG_EXT.1 Protected audit event storage requires the TSF to use a trusted channel
implementing a secure protocol.

FAU_STG_EXT.2 Counting lost audit data requires the TSF to provide information about
auditrecords affected when the audit log becomes full.

FAU_STG_EXT.3 Action in case of possible audit data loss requires the TSF to generate a
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warning before the audit trail exceeds the local storage capacity.
FAU_STG_EXT .4 Protected Local audit event storage for distributed TOEs requires the TSF
to use a trusted channel to protect audit transfer to another TOE component.
FAU_STG_EXT.5 Protected Remote audit event storage for distributed TOEs requires the
TSF to use a trusted channel to protect audit transfer to another TOE component.
Management: FAU_STG_EXT.1, FAU_STG_EXT.2, FAU_STG_EXT.3,FAU_STG_EXT /4,
FAU_STG_EXT.5
The following actions could be considered for the management functions in FMT:

a. The TSF shall have the ability to configure the cryptographic functionality.
Audit: FAU_STG_EXT.1, FAU_STG_EXT.2, FAU_STG_EXT.3, FAU_STG_EXT.4.
FAU_STG_EXT.5
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Event Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FTP_ITC.1 Inter-TSF Trusted Channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an external
IT entity using a trusted channel according to FTP_ITC.1
FAU_STG_EXT.1.2 The TSF shall be able to store generated audit data on the TOE itself. In
addition [selection:
® The TOE shall consist of a single standalone component that
stores audit data locally,
® The TOE shall be a distributed TOE that stores audit data on the
following TOE components: [assignment: identification of TOE
components],
® The TOE shall be a distributed TOE with storage of audit data
provided externally for the following TOE components:
[assignment: list of TOE components that do not store audit data
locally and the other TOE components to which they transmit
their generated audit data].
FAU_STG_EXT.1.3 The TSF shall maintain a [selection: log file, database, buffer,
[assignment:other local logging method]] of audit records in the event

that an interruption of communication with the remote audit server
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occurs.

FAU_STG_EXT.1.4 The TSF shall be able to store [selection: persistent, nonpersistent] audit
records locally with a minimum storage size of [assignment: number of
records and/or file/buffer size(s)].

FAU_STG_EXT.1.5 The TSF shall [selection: drop new audit data, overwrite previous audit
records according to the following rule: [assignment: rule for overwriting
previous audit records], [assignment: other action]] when the local
storage space for audit data is full.

FAU_STG_EXT.1.6 The TSF shall provide the following mechanisms for administrative
access to locally stored audit records [selection: none, manual export,

ability to view locally].

5.2.  Cryptographic Support (FCS)

5.2.1. Random Bit Generation (FCS_RBG_EXT)

Family Behaviour

Components in this family address the requirements for random bit/number generation. This
is a new family defined for the FCS class.

Component Levelling

FCS RBG EXT RandomBit Generation — 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed
in accordance with selected standards and seeded by an entropy source.
Management: FCS_RBG_EXT.1
The following actions could be considered for the management functions in FMT:
a. There are no management activities foreseen
Audit: FCS_RBG_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. There are no auditable events foreseen.

FCS RBG EXT.1 Random Bit Generation

Hierarchical to: No other components

Dependencies: No other components

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services
in accordance with ISO/IEC 18031:2011 using [selection: Hash_DRBG
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[selection: SHA-256, SHA-384, SHA-512], HMAC_DRBG [selection:
SHA-256, SHA384, SHA-512], CTR_DRBG (AES)].
FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [selection: [assignment: number of
software-based sources] software-based noise source, [assignment:
number of platform-based sources] platform-based noise source] with
a minimum of [selection: 128 bits, 192 bits, 256 bits] of entropy at least
equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of

the keys and hashes that it will generate.

5.2.2. Cryptographic Protocols (FCS_HTTPS_EXT, FCS TLSC EXT, FCS TLSS EXT)

5.2.2.1. FCS_HTTPS_EXT.1 HTTPS Protocol

Family Behaviour

Components in this family define the requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes how HTTPS
will be implemented. This is a new family defined for the FCS Class.

Component Levelling

FCS HTTPS EXTHTTPS Protocol — 1

FCS_HTTPS_EXT.1 HTTPS Protocol requires that HTTPS be implemented according to
RFC 2818 and supports TLS.
Management: FCS_HTTPS_EXT.1
The following actions could be considered for the management functions in FMT:
a. There are no management activities foreseen.
Audit: FCS_HTTPS_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. There are no auditable events foreseen.

FCS_HTTPS_EXT.1 HTTPS Protocol
Hierarchical to: No other components
Dependencies: [FCS_TLSC EXT.1 TLS Client Protocol, or FCS_TLSS EXT.1 TLS
Server Protocol]
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with
RFC 2818.
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FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS.

5.2.2.2. FCS_TLSC_EXT TLS Client Protocol

Family Behaviour

The component in this family addresses the ability for a client to use TLS to protect data
between the client and a server using the TLS protocol. This is a new family defined for the
FCS class.

Component Levelling

1
FCS _TLSC EXT TLS Client Protocol <
2

FCS_TLSC_EXT.1 TLS Client Protocol requires that the client side of TLS be implemented
as specified.
FCS_TLSC_EXT.2 TLS Client Support for Mutual Authentication requires that the client
side of the TLS implementation include mutual authentication.
Management: FCS_TLSC_EXT.1, FCS_TLSC_EXT.2
The following actions could be considered for the management functions in FMT:

a. There are no management activities foreseen.
Audit: FCS_TLSC_EXT.1, FCS_TLSC_EXT.2
The following actions should be considered for audit if FAU_GEN Security audit data
generation is included in the PP/ST:

a. Failure of TLS session establishment

b. TLS session establishment

c. TLS session termination

FCS _TLSC EXT.1 TLS Client Protocol
Hierarchical to: No other components
Dependencies:
® FCS_CKM.1 Cryptographic Key Generation
® FCS_CKM.2 Cryptographic Key Establishment
® FCS_COP.1/DataEncryption Cryptographic operation (AES Data
encryption/decryption)
® FCS_COP.1/SigGen  Cryptographic  operation  (Signature
Generation and Verification)

® FCS_COP.1/Hash Cryptographic operation (Hash Algorithm)
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°

°

°
FCS_TLSC _EXT.1.1

FCS_COP.1/KeyedHash Cryptographic operation (Keyed Hash
Algorithm)

FCS_RBG _EXT.1 Random Bit Generation

FIA X509 EXT.1 X.509 Certificate Validation

FIA X509 EXT.2 X.509 Certificate Authentication

The TSF shall implement [selection: TLS 1.3 (RFC 8446), TLS 1.2
(RFC 5246)] supporting the following ciphersuites:

[selection:

TLS RSA_ WITH_AES 128 CBC_SHA as defined in RFC 3268
TLS RSA_ WITH_AES 256 CBC_SHA as defined in RFC 3268
TLS DHE RSA WITH_AES 128 CBC_SHA as defined in RFC

3268

TLS_DHE_RSA_WITH_AES_256_CBC_SHA as defined in RFC
3268

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA as defined in
RFC 8422

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA as defined in
RFC 8422

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA as defined in
RFC 8422

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA as defined in
RFC 8422

TLS_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC
5246

TLS_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC
5246

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 as defined in
RFC 5246

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 as defined in
RFC 5246

TLS_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC
5288

TLS_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC
5288

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 as defined in
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RFC 5288

® TLS DHE RSA WITH_AES 256 GCM_SHA384 as defined in
RFC 5288

® TLS ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 as
defined in RFC 5289

® TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as
defined in RFC 5289

® TLS ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 as
defined in RFC 5289

® TLS ECDHE_ECDSA_WITH_AES 256 _GCM_SHA384 as
defined in RFC 5289

® TLS ECDHE_RSA WITH_AES_128 GCM_SHA256 as defined
in RFC 5289

® TLS ECDHE_RSA WITH_AES_256_GCM_SHA384 as defined
in RFC 5289

® TLS ECDHE_RSA WITH_AES_128_CBC_SHAZ256 as defined in
RFC 5289

® TLS ECDHE_RSA WITH_AES_256_CBC_SHA384 as defined in
RFC 5289

® TLS AES_128 GCM_SHA256
® TLS AES_256_GCM_SHA384
® TLS AES_128 CCM_SHA256
TLS_AES_128_CCM_8_SHA256] and no other ciphersuites.
FCS_TLSC_EXT.1.2 The TSF shall verify that the presented identifier matches [selection:
the reference identifier per RFC 6125 Section 6, IPv4 address in the CN
or in the SAN, IPv6 address in the CN or in the SAN, IPv4 address in
the SAN, IPv6 address in the SAN, the identifier per RFC 5280
Appendix A using [selection: id-at-commonName, id-at-countryName,
id-at-dnQualifier, id-at-generationQualifier, id-at-givenName, id-at-
initials, id-at-localityName, id-at-name, id-at-organizationalUnitName,
id-at-organizationName, id-at-pseudonym, id-at-serialNumber, id-at-
stateOrProvinceName, id-at-surname, id-at-title] and no other
attribute types].
FCS_TLSC _EXT.1.3 The TSF shall not establish a trusted channel if the server certificate is
invalid [selection:

® Without any administrator override mechanism
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® except with the following administrator override: If the TSF fails to
determine the revocation status the TSF shall allow the
administrator to provide override authorization to establish the
connection on a per certificate basis.
1.

FCS_TLSC_EXT.1.4 The TSF shall [selection: not present the Supported Groups Extension,
present the Supported Groups Extension with the following
curves/groups: [selection: secp256r1, secp384rl, secp521rl,
ffdhe2048, ffdhe3072, ffdhe4096, ffdhe6144, ffdhe8192] and no other
curves/groups] in the Client Hello.

FCS_TLSC EXT.1.5 The TSF shall [selection:
® present the signature_algorithms extension with support for the

following algorithms:
[selection:
O rsa_pkesl with sha256(0x0401),

rsa_pkcs1with sha384(0x0501),

rsa_pkcs1 with sha512(0x0601),

ecdsa_secp256r1 with sha256(0x0403),

ecdsa_secp384r1 with sha384(0x0503),

ecdsa_secp521r1 with sha512(0x0603),

rsa_pss_rsae with sha256(0x0804),

rsa_pss_rsae with sha384(0x0805),

rsa_pss_rsae with sha512(0x0806),

rsa_pss_pss with sha256(0x0809),

rsa_pss_pss with sha384(0x080a),

rsa_pss_pss with sha512(0x080b)

] and no other algorithms;

OO O0OO0OO0OO0OO0OO0OO0OO0OO0oOOo

® present the signature_algorithms_cert extension with the
following Signature Schemes:
[selection:
O rsa_pkesl with sha256(0x0401),
O rsa_pkecslwith sha384(0x0501),
O rsa_pkesl with sha512(0x0601),
O ecdsa_secp256r1 with sha256(0x0403),
O ecdsa_secp384rl with sha384(0x0503),
O ecdsa_secp521rl with sha512(0x0603),
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rsa_pss_rsae with sha256(0x0804),
rsa_pss_rsae with sha384(0x0805),
rsa_pss_rsae with sha512(0x0806),
rsa_pss_pss with sha256(0x0809),
rsa_pss_pss with sha384(0x080a),
rsa_pss_pss with sha512(0x080b)

] and no other SignatureSchemes

O O O OO0 0 Oo

1.
FCS_TLSC_EXT.1.6 The TSF [selection: provides, does not provide] the ability to
configure the list of supported ciphersuites as defined in
FCS_TLSC_EXT.1.1.
FCS_TLSC_EXT.1.7 The TSF shall prohibit the use of the following extensions:
® Early data extension
® Post-handshake client authentication according to RFC 8446,
Section 4.2.6.
FCS_TLSC_EXT.1.8 The TSF shall [selection: not use PSKs, only use PSKs in TLS 1.3
session resumption with forward secrecy].
FCS_TLSC_EXT.1.9 The TSF shall [selection: support TLS 1.2 secure renegotiation
through use of the “renegotiation_info” TLS extension in accordance
with RFC 5746, reject [selection: TLS 1.2, TLS 1.3] renegotiation

attempts].

FCS_TLSC_EXT.2 TLS Client Support for Mutual Authentication
Hierarchical to: No other components
Dependencies:
® FCS_CKM.1 Cryptographic Key Generation
® FCS_CKM.2 Cryptographic Key Establishment
® FCS_COP.1/DataEncryption Cryptographic operation (AES Data
encryption/decryption)
® FCS_COP.1/SigGen  Cryptographic  operation  (Signature
Generation and Verification)
® FCS_COP.1/Hash Cryptographic operation (Hash Algorithm)
® FCS_COP.1/KeyedHash Cryptographic operation (Keyed Hash
Algorithm)
® FCS RBG_EXT.1 Random Bit Generation
® FCS_TLSC_EXT.1 TLS Client Protocol
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® FIA X509 EXT.1X.509 Certificate Validation
® FIA X509 EXT.2 X.509 Certificate Authentication

FCS_TLSC_EXT.2.1 The TSF shall support TLS communication with mutual authentication

using X.509v3 certificates.

5.2.2.3. FCS_TLSS EXT TLS Server Protocol

Family Behaviour

The component in this family addresses the ability for a server to use TLS to protect data
between a client and the server using the TLS protocol. This is a new family defined for the
FCS class.

Component Levelling

1
FCS TLSS EXTTLS ServerProtocol <

2

FCS_TLSS_EXT.1 TLS Server Protocol requires that the server side of TLS be implemented
as specified.
Management: FCS_TLSS_EXT.1
The following actions could be considered for the management functions in FMT:
a. There are no management activities foreseen.
Audit: FCS_TLSS_EXT.1
The following actions should be considered for audit if FAU_GEN Security audit data
generation is included in the PP/ST:
a. Failure of TLS session establishment
b. TLS session establishment

c. TLS session termination

FCS_TLSS EXT.1 TLS Server Protocol
Hierarchical to: No other components
Dependencies:
® FCS_CKM.1 Cryptographic Key Generation
® FCS_CKM.2 Cryptographic Key Establishment
® FCS_COP.1/DataEncryption Cryptographic operation (AES Data
encryption/decryption)
® FCS_COP.1/SigGen  Cryptographic  operation  (Signature
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Generation and Verification)

FCS_COP.1/Hash Cryptographic operation (Hash Algorithm)
FCS_COP.1/KeyedHash Cryptographic operation (Keyed Hash
Algorithm)

FCS_RBG_EXT.1 Random Bit Generation

FIA X509 EXT.1 X.509 Certificate Validation

FIA X509 EXT.2 X.509 Certificate Authentication

FCS_TLSS_EXT.1.1 The TSF shall implement [selection: TLS 1.3 (RFC 8446), TLS 1.2
(RFC 5246)] and reject all other TLS and SSL versions. The TLS

implementation will support the following ciphersuites:

[selection:

TLS_RSA_WITH_AES 128 CBC_SHA as defined in RFC 3268
TLS_RSA WITH_AES 256 CBC SHA as defined in RFC 3268
TLS_DHE RSA_WITH_AES 128 CBC_SHA as defined in RFC
3268

TLS_DHE _RSA_WITH_AES 256_CBC_SHA as defined in RFC
3268

TLS_ECDHE _RSA WITH_AES_128 CBC_SHA as defined in RFC
8422

TLS_ECDHE RSA WITH_AES_256_CBC_SHA as defined in RFC
8422

TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA as defined in
RFC 8422

TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA as defined in
RFC 8422

TLS_RSA_WITH_AES 128 CBC_SHA256 as defined in RFC 5246
TLS_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 as defined in
RFC 5246

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 as defined in
RFC 5246

TLS_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC
5288

TLS_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC
5288
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TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 as defined in

RFC 5288

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 as defined in
RFC 5288

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 as defined
in RFC 5289
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as defined
in RFC 5289

TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 as
defined in RFC 5289
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as
defined in RFC 5289
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 as defined in
RFC 5289

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in
RFC 5289

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256 as defined in
RFC 5289

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 as defined in
RFC 5289

TLS_AES_128_GCM_SHAZ256
TLS_AES_256_GCM_SHA384
TLS_AES_128_CCM_SHA256
TLS_AES_128_CCM_8_SHA256

] and no other ciphersuites.
FCS_TLSS_EXT.1.2 The TSF shall authenticate itself using X.509 certificate(s) using
[selection: RSA with key size [selection: 2048, 3072, 4096] bits; ECDSA

over NIST curves [selection: secp256rl, secp384rl, secp521r1] and no

other curves].
FCS_TLSS_EXT.1.3 The TSF shall perform key exchange using;:

[selection:

RSA key exchange with key size [selection: 2048, 3072, 4096] bits;
EC Diffie-Hellman key agreement over NIST curves [selection:
secp256rl, secp384rl, secp521r1] and no other curves;
Diffie-Hellman parameters [selection: of size 2048 bits, of size 3072
bits, of size 4096 bits, of size 6144 bits, of size 8192 bits, ffdhe2048,
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ffdhe3072, ffdhe4096, ffdhe6144, ffdhe8192]
1.

FCS_TLSS_EXT.1.4 The TSF shall support [selection: no session resumption, session
resumption based on session IDs according to RFC 5246 (TLS 1.2),
session resumption based on session tickets according to RFC 5077 (TLS
1.2), session resumption according to RFC 8446 (TLS 1.3)].

FCS_TLSS_EXT.1.5 The TSF [selection: provides, does not provide] the ability to configure
the list of supported ciphersuites as defined in FCS_TLSS_EXT.1.1.

FCS_TLSS_EXT.1.6 The TSF shall prohibit the use of the following extensions:

® Early data extension

FCS_TLSS_EXT.1.7 The TSF shall [selection: not use PSKs, only use PSKs in TLS 1.3
session resumption with forward secrecy].

FCS_TLSS_EXT.1.8 The TSF shall [selection: support secure renegotiation in accordance
with RFC 5746 by always including the “renegotiation_info” TLS
extension in TLS 1.2 ServerHello messages, reject [selection: TLS 1.2,

TLS 1.3] renegotiation attempts].

5.3. ldentification and Authentication (FIA)

5.3.1. Password Management (FIA_PMG_EXT)

Family Behaviour

The TOE defines the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained. This is a new family defined
for the FIA class.

Component Levelling

FIA PMG EXT Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with
varying composition requirements, minimum lengths, maximum lifetime, and similarity
constraints.

Management: FIA_PMG_EXT.1

There are no management functions foreseen.

Audit: FIA_PMG_EXT.1

There are no auditable events foreseen.

FIA_PMG_EXT.1 Password Management

Hierarchical to: No other components.
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Dependencies: No other components
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities
for administrative passwords:
a. Passwords shall be able to be composed of any combination of upper
and lower case letters, numbers, and the following special characters:
[selection: “I”, “@”, “#”, “$”, “%”, “/\", “&”, “*”, “(“, “)”, [assignment:
other characters]];
b. Minimum password length shall be configurable to between
[assignment: minimum number of characters supported by the TOE]
and [assignment: number of characters greater than or equal to 15]

characters.

5.3.2.  User Identification and Authentication (FIA_UIA EXT)

Family Behaviour

The TSF allows certain specified actions before the non-TOE entity goes through the
identification and authentication process. This is a new family defined for the FIA class.

Component Levelling

FIA UIA EXT Userldentificationand Authentication 1

FIA_UIA_EXT.1 User Identification and Authentication requires Administrators (including
remote Administrators) to be identified and authenticated by the TOE, providing assurance
for that end of the communication path. It also ensures that every user is identified and
authenticated before the TOE performs any mediated functions.
Management: FIA_UIA_EXT.1
The following actions could be considered for the management functions in FMT:

a. Ability to configure the list of TOE services available before an entity is identified

and authenticated

Audit: FIA_UIA_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. All use of the identification and authentication mechanism

b. Provided user identity, origin of the attempt (e.g. IP address)

FIA UIA _EXT.1 User Identification and Authentication
Hierarchical to: No other components.

Dependencies: FTA_TAB.1 Default TOE Access Banners
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FIA_UIA_EXT.1.1 The TSF shall allow the following actions prior to requiring the non-TOE
entity to initiate the identification and authentication process:
® Display the warning banner in accordance with FTA_TAB.1;
® [selection: no other actions, automated generation of cryptographic

keys, [assignment: list of services, actions performed by the TSF in
response to non-TOE requests]].

FIA_UIA_EXT.1.2 The TSF shall require each administrative user to be successfully
identified and authenticated before allowing any other TSF-mediated
actions on behalf of that administrative user.

FIA_UIA_EXT.1.3 The TSF shall provide the following remote authentication mechanisms
[selection: Web GUI password, SSH password, SSH public key, X.509
certificate, [assignment: other authentication mechanism]] and local
authentication mechanisms [selection: none, password-based,
[assignment: other authentication mechanism]].

FIA_UIA_EXT.1.4 The TSF shall authenticate any administrative user’s claimed identity
according to each authentication mechanism specified in
FIA_UIA_EXT.1.3.

5.3.3. Authentication using X.509 certificates (FIA_X509 EXT)

Family Behaviour

This family defines the behaviour, management, and use of X.509 certificates for functions to
be performed by the TSF. Components in this family require validation of certificates
according to a specified set of rules, use of certificates for authentication for protocols and
integrity verification, and the generation of certificate requests. This is a new family defined
for the FIA class.

Component Levelling

FIA X509 EXT X509 Certificate 2

FIA_X509_EXT.1 X509 Certificate Validation, requires the TSF to check and validate
certificates in accordance with the RFCs and rules specified in the component.
FIA_X509_EXT.2 X509 Certificate Authentication, requires the TSF to use certificates to

authenticate peers in protocols that support certificates, as well as for integrity verification
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and potentially other functions that require certificates.
FIA_X509_EXT.3 X509 Certificate Requests, requires the TSF to be able to generate
Certificate Request Messages and validate responses.

Management: FIA X509 EXT.1, FIA X509 EXT.2, FIA X509 _EXT.3

The following actions could be considered for the management functions in FMT:

a. Remove imported X.509v3 certificates

b. Approve import and removal of X.509v3 certificates

c. Initiate certificate requests
Audit: FIA_X509_EXT.1, FIA_X509_EXT.2, FIA_X509_EXT.3
The following actions should be auditable if FAU_GEN Security audit data generation is

included in the PP/ST:

a. There are no auditable functions foreseen.

FIA X509 EXT.1 X.509 Certificate Validation

Hierarchical to: No other components
Dependencies: FIA_X509_EXT.2 X.509 Certificate Authentication
FIA_X509_EXT.1.1 The TSF shall validate certificates in accordance with the following rules:
® RFC 5280 certificate validation and certification path validation.
® The certification path must terminate with a trusted CA certificate
designated as a trust anchor.
® The TSF shall validate a certification path by ensuring that all CA
certificates in the certification path contain the basicConstraints
extension with the CA flag set to TRUE.
® The TSF shall validate the revocation status of the certificate using
[selection: the Online Certificate Status Protocol (OCSP) as
specified in RFC 6960, a Certificate Revocation List (CRL) as
specified in RFC 5280 Section 6.3, Certificate Revocation List
(CRL) as specified in RFC 5759 Section 5, no revocation method].
® The TSF shall validate the extendedKeyUsage field according to

the following rules: [assignment: rules that govern contents of the

extendedKeyUsage field that need to be verified]

FIA_X509_EXT.1.2 The TSF shall only treat a certificate as a CA certificate if the

basicConstraints extension is present and the CA flag is set to TRUE.

FIA X509 EXT.2 X.509 Certificate Authentication
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Hierarchical to: No other components

Dependencies: FIA X509 EXT.1 X.509 Certificate Validation

FIA_X509_EXT.2.1 The TSF shall use X.509v3 certificates as defined by RFC 5280 to support
authentication for [selection: DTLS, HTTPS, IPsec,SSH,TLS,no
protocols], and [selection: code signing for system software updates
[assignment: other uses], no additional uses].

FIA_X509_EXT.2.2 When the TSF cannot establish a connection to determine the validity of
a certificate, the TSF shall [selection: allow the Administrator to choose
whether to accept the certificate in these cases, accept the certificate,

not accept the certificate]

FIA_X509_EXT.3 X.509 Certificate Requests

Hierarchical to: No other components

Dependencies:
® FCS_CKM.1 Cryptographic Key Generation
® FIA X509 EXT.1 X.509 Certificate Validation

FIA_X509_EXT.3.1 The TSF shall generate a Certificate Request as specified by RFC 2986
and be able to provide the following information in the request: public
key and [selection: device-specific information, Common Name,
Organization, Organizational Unit, Country].

FIA_X509_EXT.3.2 The TSF shall validate the chain of certificates from the Root CA upon

receiving the CA Certificate Response.

5.4. Protection of the TSF (FPT)

5.4.1. Protection of TSF Data (FPT_SKP_EXT)

Family Behaviour

Components in this family address the requirements for managing and protecting TSF data,
such as cryptographic keys. This is a new family modelled after the FPT_PTD Class.

Component Levelling

FPT SKP EXT Protectionof TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is the only component
of this family.

Management: FPT_SKP_EXT.1

The following actions could be considered for the management functions in FMT:
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a. There are no management activities foreseen.
Audit: FPT_SKP_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data (for reading of all symmetric keys)

Hierarchical to: No other components.

Dependencies: No other components.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,

and private keys.

5.4.2. Protection of Administrator Passwords (FPT_APW_EXT)

Family Behaviour

Components in this family ensure that the TSF will protect plaintext credential data such as
passwords from unauthorized disclosure. This is a new family defined for the FPT class.

Component Levelling

FPT APW _EXT Protection of Administrator Passwords |— 1

FPT_APW_EXT.1 Protection of Administrator passwords requires that the TSF prevent
plaintext credential data from being read by any user or subject.
Management: FPT_APW_EXT.1
The following actions could be considered for the management functions in FMT:
a. There are no management functions foreseen.
Audit: FPT_APW_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. There are no auditable events foreseen.

FPT APW_EXT.1 Protection of Administrator Passwords

Hierarchical to: No other components

Dependencies: No other components.

FPT_APW_EXT.1.1 The TSF shall store administrative passwords in non-plaintext form.
FPT_APW_EXT.1.2 The TSF shall prevent the reading of plaintext administrative passwords.
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5.4.3. TSF Self-Test (FPT_TST_EXT)

Family Behaviour

Components in this family address the requirements for self-testing the TSF for selected
correct operation. This is a new family defined for the FPT class.

Component Levelling

FPT TST EXT TSF Self Test 1

FPT_TST_EXT.1 TSF Self-Test requires a suite of self-tests to be run during initial start-up
in order to demonstrate correct operation of the TSF.
Management: FPT_TST_EXT.1
The following actions could be considered for the management functions in FMT:
a. There are no management functions foreseen.
Audit: FPT_TST_EXT.1
The following actions should be considered for audit if FAU_GEN Security audit data
generation is included in the PP/ST:
a. Indication that TSF self-test was completed

b. Failure of self-test

FPT_TST_EXT.1 TSF Testing

Hierarchical to: No other components.

Dependencies: No other components.

FPT_TST_EXT.1.1 The TSF shall run a suite of the following self-tests:

®  During initial start-up (on power on) to verify the integrity of the
TOE firmware and software;

° Prior to providing any cryptographic service and [selection: at no
other time, on-demand, continuously, [assignment: conditions
under which self-tests should occur]] to verify correct operation of
cryptographic implementation necessary to fulfil the TSF;

® [selection: no other, start-up, on-demand, continuous, at the
conditions [assignment: conditions under which self-tests should
occur]] self-tests [assignment: ‘list an identifier for each self-test
that is additional to those identified in the first two bullet points’].

to demonstrate the correct operation of the TSF.

FPT_TST_EXT.1.2 The TSF shall respond to [selection: all failures, [assignment: list of

failures detected by self-tests]] by [selection: entering a maintenance
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mode, rebooting, [assignment: other methods to enter a secure state] ].

54.4. Trusted Update (FPT_TUD_EXT)

Family Behaviour

Components in this family address the requirements for updating the TOE firmware and/or
software. This is a new family defined for the FPT class.

Component Levelling

1
FPT TUD EXT Trusted Update <
2

FPT_TUD_EXT.1 Trusted Update requires management tools be provided to update the

TOE firmware and software, including the ability to verify the updates prior to installation.
FPT_TUD_EXT.2 Trusted update based on certificates applies when using certificates as

part of trusted update and requires that the update does not install if a certificate is invalid.

Management: FPT_TUD_EXT.1, FPT _TUD_EXT.2
The following actions could be considered for the management functions in FMT:
Ability to update the TOE and to verify the updates
b. Ability to update the TOE and to verify the updates using the digital signature
capability (FCS_COP.1/SigGen) and [selection: no other functions, [assignment:
other cryptographic functions (or other functions) used to support the update
capability]]
c. Ability to update the TOE, and to verify the updates using [selection: digital
signature, no other mechanism] capability prior to installing those updates
Audit: FPT_TUD_EXT.1, FPT_TUD_EXT.2
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:
a. Initiation of the update process.

b. Any failure to verify the integrity of the update

FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components

Dependencies: FCS_COP.1/SigGen Cryptographic operation (for Cryptographic
Signature and Verification), or FCS_COP.1/Hash Cryptographic
operation (for cryptographic hashing)
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FPT_TUD_EXT.1.1 The TSF shall provide [assignment: Administrators] the ability to query
the currently executing version of the TOE firmware/software and
[selection: the most recently installed version of the TOE
firmware/software; no other TOE firmware/software version].

FPT_TUD_EXT.1.2 The TSF shall provide [assignment: Administrators] the ability to
manually initiate updates to TOE firmware/software and [selection:
support automatic checking for updates, support automatic updates, no
other update mechanism].

FPT_TUD_EXT.1.3 The TSF shall provide means to authenticate firmware/software updates
to the TOE using a [selection: X.509 certificate, digital signature] prior

to installing those updates.

5.45. Time stamps (FPT_STM_EXT)

Family Behaviour

Components in this family extend FPT_STM requirements by describing the source of time
used in timestamps. This is a new family defined for the FPT class.

Component Levelling

FPT STM_EXT Time Stamps 1

FPT_STM_EXT.1 Reliable Time Stamps is hierarchic to FPT_STM.1: it requires that the
TSF provide reliable time stamps for TSF and identifies the source of the time used in those
timestamps.
Management: FPT_STM_EXT.1
The following actions could be considered for the management functions in FMT:

a. Management of the time

b. Administrator setting of the time.
Audit: FPT_STM_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. Discontinuous changes to the time.

FPT_STM_EXT.1 Reliable Time Stamps

Hierarchical to: No other components

Dependencies: No other components.

FPT_STM_EXT.1.1 The TSF shall be able to provide reliable time stamps for its own use.
FPT_STM_EXT.1.2 The TSF shall [selection: allow the Security Administrator to set the
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time, synchronise time with an NTP server, obtain time from the

underlying virtualization system].

5.5.  TOE Access (FTA)

5.5.1. TSF-initiated Session Locking (FTA_SSL_EXT)

Family Behaviour

Components in this family address the requirements for TSF-initiated and userinitiated
locking, unlocking, and termination of interactive sessions. The extended FTA_SSL_EXT
family is based on the FTA_SSL family.

Component Levelling

FTA SSL_ EXT TSF-initiated session locking 1

FTA_SSL_EXT.1 TSF-initiated session locking, requires system initiated locking of an
interactive session after a specified period of inactivity. It is the only component of this family.
Management: FTA_SSL_EXT.1
The following actions could be considered for the management functions in FMT:

a. Specification of the time of user inactivity after which lock-out occurs for an

individual user.

Audit: FTA_SSL_EXT.1
The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a. Any attempts at unlocking an interactive session.

FTA_SSL_EXT.1 TSF-initiated Session Locking
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication
FTA_SSL_EXT.1.1 The TSF shall, for local interactive sessions, [selection:
® lock the session - disable any activity of the Administrator’s data
access/display devices other than unlocking the session, and
requiring that the Administrator reauthenticate to the TSF prior to
unlocking the session;
® terminate the session]

after a Security Administrator-specified time period of inactivity.
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FAU GEN.1 Audit Data Generation
FAU_GEN.2 User identity association
FAU_STG.1 Protected Audit Trail Storage
FCS_CKM.1 Cryptographic Key Generation
FCS_CKM.2 Cryptographic Key Establishment
FCS_CKM.4 Cryptographic Key Destruction

FCS_COP.1/DataEncryption

Cryptographic Operation (AES Data Encryption/
Decryption)

FCS_COP.1/SigGen

Cryptographic Operation (Signature Generation and

Verification)

FCS_COP.1/Hash

Cryptographic Operation (Hash Algorithm)

FCS_COP.1/KeyedHash

Cryptographic Operation (Keyed Hash Algorithm)

FIA_AFL.1

Authentication Failure Management

FIA_UAU.7

Protected Authentication Feedback

FMT_MOF.1/ManualUpdate

Management of Security Functions Behaviour

FMT_ MOF.1/Functions

Management of Security Functions Behaviour

FMT MTD.1/CoreData

Management of TSF Data

FMT_MTD.1/CryptoKeys

Management of TSF Data

FMT_SMF.1

Specification of Management Functions
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FMT_SMR.2 Restrictions on Security Roles
FTA_SSL.3 TSF-initiated Termination
FTA_SSL.4 User-initiated Termination
FTA TAB.1 Default TOE Access Banners
FTP_ITC.1 Inter-TSF Trusted Channel
FTP _TRP.1/Admin Trusted Path

LLTFToayvR—3%vF I CC—1 2DHETH 5,
& 9TOE 2842t 3 2 ¥ 2 V 7 1 HLIBEREE

FAU STG_EXT.1 Protected Audit Event Storage

FCS_HTTPS_EXT.1 HTTPS Protocol

FCS RBG EXT.1 Random Bit Generation

FCS_TLSC EXT.1 TLS Client Protocol

FCS_TLSC_EXT.2 TLS Client Support for Mutual Authentication

FCS_TLSS_EXT.1 TLS Server Protocol

FIA_ PMG _EXT.1 Password Management

FIA UIA_EXT.1 User Identification and Authentication

FIA X509 EXT.1/Rev X.509 Certificate Validation

FIA X509 EXT.2 X.509 Certificate Authentication

FIA X509 EXT.3 X.509 Certificate Requests

FPT_SKP_EXT.1 Protection of TSF Data (for reading of all pre-shared,
symmetric and private keys)

FPT APW EXT.1 Protection of Administrator Passwords

FPT_TST_EXT.1 TSF Testing

FPT TUD EXT.1 Trusted Update

FPT STM_EXT.1 Reliable Time Stamps

FTA_SSL _EXT.1 TSF-initiated Session Locking

6.2.1.  Security Audit (FAU)

FAU _GEN.1 Audit Data Generation

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following
auditable events:
a. Start-up and shut-down of the audit functions;

b. All auditable events for the [not specified] level of audit; and
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c. [All administrative actions comprising:

<> Administrative login and logout (name of Administrator account

shall be logged if individual accounts are required for

Administrators).

<~ Changes to TSF data related to configuration changes (in addition

to the information that a change occurred it shall be logged what

has been changed).

< Generating/import of, changing, or deleting of cryptographic

keys (in addition to the action itself a unique key name or key

reference shall be logged).

< [Resetting passwords (name of related Administrator account
shall be logged).]

]

d. [Specifically defined auditable events listed in Table 3 10.]

£ 10 EENRER

Requirement Auditable Events Additional Audit Record
Contents

FAU GEN.1 None None

FAU GEN.2 None None

FAU STG.1 None None

FAU_STG_EXT.1

Configuration of local audit

Identity of account making

settings. changes to the audit
configuration.
FCS_CKM.1 None None
FCS_CKM.2 None None
FCS_CKM.4 None None
FCS_COP.1/DataEncryption | None None
FCS_COP.1/SigGen None None
FCS _COP.1/Hash None None
FCS_COP.1/KeyedHash None None

FCS_HTTPS_EXT.1

Failure to establish a

HTTPS Session.

Reason for failure

FCS_RBG_EXT.1

None

None

FCS_TLSC_EXT.1

Failure to establish a TLS

Session

Reason for failure

FCS_TLSC_EXT.2

None

None
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FCS_TLSS_EXT.1

Failure to establish a TLS

Session

Reason for failure

FIA_AFL.1

Unsuccessful login
attempts limit is met or

exceeded.

Origin of the attempt (e.g.,
IP address).

FIA_PMG_EXT.1

None

None

FIA_UIA_EXT.1

All use of identification and

authentication mechanism.

Origin of the attempt (e.g.,
IP address).

FIA_UAU.7

None

None

FIA_ X509 EXT.1/Rev

® Unsuccessful attempt
to validate a certificate

® Any addition,
replacement or
removal of trust
anchors in the TOE's

trust store

® Reason for failure of
certificate validation

® Identification of

added,

replaced or removed as

certificates

trust anchor in the

TOE's trust store

of the update attempt

(success or failure)

FIA_X509_EXT.2 None None
FIA_X509_EXT.3 None None
FMT_MOF.1/ManualUpdate | Any attempt to initiate a None
manual update
FMT_MOF.1/Functions None None
FMT MTD.1/CoreData None None
FMT_MTD.1/CryptoKeys None None
FMT_SMF.1 All management activities | None
of TSF data
FMT _SMR.2 None None
FPT SKP EXT.1 None None
FPT APW EXT.1 None None
FPT TST EXT.1 None None
FPT TUD EXT.1 Initiation of update; result | None

FPT_STM_EXT.1

Discontinuous changes to
time Administrator

actuated

For discontinuous changes
to time: The old and new

values for the time. Origin
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of the attempt to change
time for success and failure
(e.g., IP address).

® Termination of the
trusted channel.
® Failure of the trusted

channel functions.

FTA_SSL.3 The termination of a None
remote session by the
session locking mechanism

FTA SSL.4 The termination of an None
interactive session.

FTA_SSL _EXT.1 The termination of a local None
session by the session lock

FTA_TAB.1 None None

FTP_ITC.1 ® Initiation of the ® None

trusted channel. ® None

® Reason for failure

FTP_TRP.1/Admin

® Initiation of the
trusted path.

® Termination of the

® None
None

Reason for failure

trusted path.
® Failure of the trusted

path functions.

FAU_GEN.1.2  The TSF shall record within each audit record at least the following
information:
a. Date and time of the event, type of event, subject identity €if
——applicable); and the outcome (success or failure) of the event; and
b. For each audit event type, based on the auditable event definitions of
the functional components included in the cPP/ST, [information
specified in column three of Table & 10.]
FAU_GEN.2 User identity association
FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall

be able to associate each auditable event with the identity of the user that

caused the event.
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FAU_STG.1 Protected Audit Trail Storage

FAU_STG.1.1

The TSF shall protect the stored audit records in the audit trail from

unauthorized deletion.

FAU_STG.1.2

The TSF shall be able to [prevent] unauthorized modifications to the

stored audit records in the audit trail.

FAU_STG_EXT.1
FAU_STG_EXT.1.1

FAU_STG_EXT.1.2

FAU_STG_EXT.1.3

FAU_STG_EXT.1.4

FAU_STG_EXT.1.5

FAU_STG_EXT.1.6

Protected Audit Event Storage

The TSF shall be able to transmit the generated audit data to an
external I'T entity using a trusted channel according to FTP_ITC.1.
The TSF shall be able to store generated audit data on the TOE itself.
In addition

[

® The TOE shall consist of a single standalone component that

stores audit data locally.

]
The TSF shall maintain a [/og file] of audit records in the event that an
interruption of communication with the remote audit server occurs.
The TSF shall be able to store [ persistent] audit records locally with a
minimum storage size of [ 250000 records].

The TSF shall [overwrite previous audit records according to the
following rule: [ overwrite oldest record first]] when the local storage
space for audit data is full.
The TSF shall provide the following mechanisms for administrative

access to locally stored audit records [ manual export].

6.2.2.  Cryptographic Support (FCS)
FCS_CKM.1 Cryptographic Key Generation
FCS_CKM.1.1 The TSF shall generate asymmetric cryptographic keys in accordance with

a specified cryptographic key generation algorithm:

[

RSA schemes using cryptographic key sizes of [2048-bit, 3072bit,
4096bit] that meet the following: FIPS PUB 186-4, “Digital Signature
Standard (DSS)”, Appendix B.3;

ECC schemes using ‘NIST curves’ | P-256, P-384, P-521] that meet
the following: FIPS PUB 186-4, “Digital Signature Standard (DSS)”,
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FCS_CKM.2
FCS_CKM.2.1

FCS_CKM .4
FCS_CKM 4.1

Appendix B.4;

FFC schemes using cryptographic key sizes of 2048-bit or greater that
meet the following: FIPS PUB 186-4, “Digital Signature Standard
(DSS)”, Appendix B.1;

FFC Schemes using ‘safe-prime’ groups that meet the following:
“NIST Special Publication 800-56A Revision 3, Recommendation for
Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography” and | RFC 7919].

| and fred il +resfassi : Ll

Cryptographic Key Establishment

The TSF shall perform cryptographic key establishment in accordance with

a specified cryptographic key establishment method:

[

Elliptic curve-based key establishment schemes that meet the
following: NIST Special Publication 800-56A Revision 3,
“Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography”;

FFC Schemes using “FIPS 186-Type” parameter-size sets that meet
the following: NIST Special Publication 800-56A Revision 3,
“Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography”;

FFC Schemes using “safe-prime” groups that meet the following:
NIST Special Publication 800-56A Revision 3, “Recommendation for
Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography” and | groups listed in RFC 7919].

] that meets-the foltowing: fassignment: tist of standardst.

Cryptographic Key Destruction

The TSF shall destroy cryptographic keys in accordance with a specified

cryptographic key destruction method

[

® For plaintext keys in volatile storage, the destruction shall be executed

by a [single overwrite consisting of zeros] ;
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® For plaintext keys in non-volatile storage, the destruction shall be

executed by the invocation of an interface provided by a part of the
TSF that

[
O logically addresses the storage location of the key and
performs a [ single| overwrite consisting of [ a new value of

the keyl ;

]

that meets the following:[No Standard.]

FCS_COP.1/DataEncryption Cryptographic Operation (AES Data Encryption/ Decryption)

FCS_COP.1.1/DataEncryption The TSF shall perform [encryption/decryption] in
accordance with a specified cryptographic algorithm [AES usedin [CT7R,
GCM] mode] and cryptographic key sizes [ 128 bits, 256 bits] that meet
the following: [AES as specified in ISO 18033-3, [ CTR as specified in ISO
10116, GCM as specified in ISO 19772]].

FCS_COP.1/SigGen Cryptographic Operation (Signature Generation and Verification)
FCS_COP.1.1/SigGen The TSF shall perform [cryptographic signature services
(generation and verification)] in accordance with a specified
cryptographic algorithm
[
® RSA Digital Signature Algorithm

® FElliptic Curve Digital Signature Algorithm
]

and cryptographic key sizes

[

®  For RSA: [2048 bits, 3072bits, 4096bits],
® For ECDSA: [256 bits, 384bits, 521bits]
]

that meet the following:

[
® For RSA schemes: FIPS PUB 186-4, “Digital Signature Standard
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(DSS)’, Section 5.5, using PKCS #1 v2.1 Signature Schemes RSASSA-
PSS and/or RSASSA-PKCS1v1_5; ISO/IEC 9796-2, Digital signature
scheme 2 or Digital Signature scheme 3,

® [For ECDSA schemes: FIPS PUB 186-4, “Digital Signature Standard
(DSS)”, Section 6 and Appendix D, Implementing “NIST curves” [ P-
256, P-384, P-521]; ISO/IEC 14888-3, Section 6.4

FCS_COP.1/Hash  Cryptographic Operation (Hash Algorithm)

FCS_COP.1.1/Hash The TSF shall perform [cryptographic hashing services] in accordance
with a specified cryptographic algorithm [ SHA-256, SHA-384, SHA-512)
and-—cryptographic—keysizes—fassignment:—cryptographickey-sizes} and
message digest sizes [256, 384, 512] bits that meet the following:
[ISO/IEC 10118-3:2004].

FCS_COP.1/KeydHash Cryptographic Operation (Keyed Hash Algorithm)

FCS_COP.1.1/KeyedHash The TSF shall perform [keyed-hash message authentication] in
accordance with a specified cryptographic algorithm [ HMAC-SHA-256,
HMAC-SHA-384] and cryptographic key sizes [256, 384] and message
digest sizes [ 256, 384] bits that meet the following: [I[SO/IEC 9797-2:2011,
Section 7 “MAC Algorithm 2”.]

FCS_HTTPS_EXT.1 HTTPS Protocol

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with
RFC 2818.

FCS_HTTPS_EXT.1.2  The TSF shall implement the HTTPS using TLS.

FCS_RBG _EXT.1 Random Bit Generation

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services 1in accordance with ISO/IEC 18031:2011 using
[CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [[ 7] platform-based noise source]
with a minimum of [256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table
C.1 “Security Strength Table for Hash Functions”, of the keys and
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FCS_TLSC_EXT.1
FCS_TLSC_EXT.1.1

FCS_TLSC_EXT.1.2

FCS_TLSC_EXT.1.3

FCS_TLSC_EXT.1.4

FCS_TLSC_EXT.1.5

hashes that it will generate.

TLS Client Protocol
The TSF shall implement [7LS 1.3 (RFC 8446), TLS 1.2 (RFC
5246)) supporting the following ciphersuites:

[
® T7LS DHE RSA WITH AES 128 GCM_SHA256 as defined

n RFC 5288

® T7LS DHE RSA WITH AES 256_GCM_SHA384 as defined
in RFC 5288

® TLS ECDHE ECDSA WITH AES 128 GCM_SHAZ256  as
defined in RFC 5289

® TLS ECDHE ECDSA WITH AES 256 GCM_SHA384  as
defined in RFC 5289

® T7LS ECDHE RSA WITH AES 128 GCM_SHAZ256 as
defined in RFC 5289

® TLS ECDHE RSA WITH AES 256 GCM_SHA354 as
defined in RFC 5289

® TLS AES 128 GCM_SHAZ256

® TLS AES 256 GCM _SHA384

]

The TSF shall verify that the presented identifier matches [ the IPv4

address in the SAN, IPv6 address in the SAM].

The TSF shall not establish a trusted channel if the server certificate
is invalid [ without any administrator override mechanism).

The TSF shall [present the Supported Groups Extension with the
following curves/groups: [secp256rl, secp384rl, secp521rl,
fdhe3072, ftdhe4096) and no other curves/groups] in the Client
Hello.

The TSF shall [
® present the signature algorithms extension with support for
the following algorithms:
[
O rsa_pkcsl with sha256(0x0401),
O  rsa_pkcslwith sha384(0x0501),
O rsa_pkcsl with sha512(0x0601),
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FCS_TLSC_EXT.1.6

FCS_TLSC_EXT.1.7

FCS_TLSC_EXT.1.8
FCS_TLSC_EXT.1.9

FCS_TLSC_EXT.2

FCS_TLSC_EXT.2.1

FCS_TLSS_EXT.1
FCS_TLSS_EXT.1.1

ecdsa_secp256r1 with sha256 (0x0403),
ecdsa_secp384rl with sha384(0x0503),
ecdsa_secp521rl with sha512(0x0603),
rsa_pss_rsae with sha256 (0x0804),
rsa_pss_rsae with sha384(0x0805),
rsa_pss_rsae with sha512(0x0806),
rsa_pss_pss with sha256(0x0809),
rsa_pss_pss with sha384(0x080a),
rsa_pss_pss with sha512(0x080b)

] and no other algorithms;

OO O O0OO0OO0OO0OO0oOO0oOO0

]
The TSF [does not provide] the ability to configure the list of
supported ciphersuites as defined in FCS_TLSC_EXT.1.1.
The TSF shall prohibit the use of the following extensions:
® Early data extension
® Post-handshake client authentication according to RFC 8446,
Section 4.2.6.
The TSF shall [ not use PSKs].
The TSF shall [reject [ TLS 1.2, TLS 1.3] renegotiation attempts].

TLS Client Support for Mutual Authentication

The TSF shall support TLS communication with mutual

authentication using X.509v3 certificates.

TLS Server Protocol

The TSF shall implement [7LS 1.3 (RFC 8446), TLS 1.2 (RFC
5246)] and reject all other TLS and SSL versions. The TLS
implementation will support the following ciphersuites:

[

® T7LS DHE RSA WITH AES 128 GCM_SHA256 as defined

in RFC 5288

® 7LS DHE RSA WITH AES 256_GCM_SHA384 as defined
in RFC 5288

® T7LS ECDHE ECDSA WITH AES 128 GCM _SHA256  as
defined in RFC 5289

® 7LS ECDHE ECDSA WITH AES 256 GCM_SHA384  as
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FCS_TLSS_EXT.1.2

FCS_TLSS_EXT.1.3

FCS_TLSS_EXT.1.4

FCS_TLSS_EXT.1.5

FCS_TLSS_EXT.1.6

FCS_TLSS_EXT.1.7

FCS_TLSS_EXT.1.8

defined in RFC 5289

® T7LS ECDHE RSA WITH AES 128 GCM_SHA256 as
defined in RFC 5289

® T7LS ECDHE RSA WITH AES 256 GCM _SHA384 as
defined in RFC 5289

® TLS AES 128 GCM _SHA256

® TLS AES 256 GCM _SHA384

] and no other ciphersuites.

The TSF shall authenticate itself using X.509 certificate(s) using

[RSA with key size [2048, 3072, 4096] bits; ECDSA over NIST
curves [ secp256r1, secp384rl, secp521rl| and no other curves].

The TSF shall perform key exchange using: [

® EC Diffie-Hellman key agreement over NIST curves [ secp256r1,

secp384rl, secp521rl] and no other curves;

® Diffie-Hellman parameters [of size 2048 bits, ##dhe3072,

ftdhe4096]

1.

The TSF shall support [session resumption based on session tickets
according to RFC 5077 (TLS 1.2), session resumption according to
RFC 8446 (TLS 1.3)].

The TSF [does not provide] the ability to configure the list of
supported ciphersuites as defined in FCS_TLSS_EXT.1.1.

The TSF shall prohibit the use of the following extensions:

® Early data extension

The TSF shall [only use PSKs in TLS 1.3 session resumption with
forward secrecyl].

The TSF shall [support secure renegotiation in accordance with RFC
5746 by always including the ‘“renegotiation_info” TLS extension in
TLS 1.2 ServerHello messagesl].

6.2.3. Identification and Authentication (FIA)

FIA_AFL.1
FIA_AFL.1.1

Authentication Failure Handling

The TSF shall detect when [an Administrator configurable positive

integer within [7-999]] unsuccessful authentication attempts occur
related to [Administrators attempting to authenticate remotely using a

password].
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FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been met, the TSF shall [prevent the offending Administrator from
successtully establishing a remote session using any authentication
method that involves a password until an Administrator defined time

period has elapsed ].

FIA_PMG_EXT.1  Password Management
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities
for administrative passwords:
® Passwords shall be able to be composed of any combination of upper
and lower case letters, numbers, and the following special characters:
(417 “@", “#7, “§7 g7 N7 Q7w A(h W)« mr s
R R R CR P
® Minimum password length shall be [configurable to between [ 6] and
[ 63] characters].

FIA UIA_EXT.1 User Identification and Authentication

FIA_UIA_EXT.1.1  The TSF shall allow the following actions prior to requiring the non-
TOE entity to initiate the identification and authentication process:
® Display the warning banner in accordance with FTA_TAB.1;
® [/CMP echo, REST API(GET/configuration/version, GET

/v1/objects/storages)].

FIA_UIA_EXT.1.2 The TSF shall require each administrative user to be successfully
identified and authenticated before allowing any other TSF-mediated
actions on behalf of that administrative user.

FIA_UIA_EXT.1.3 The TSF shall provide the following remote authentication mechanisms
[ Web GUI password,| REST API password]] and local authentication
mechanisms [ password-based].

FIA_UIA_EXT.1.4 The TSF shall authenticate any administrative user’s claimed identity
according to each authentication mechanism specified in
FIA_UIA_EXT.1.3.

FIA_UAU.7.1 The TSF shall provide only obscured feedback to the administrative user

while the authentication is in progress at the local console.

FIA_ X509 EXT.1/Rev  X.509 Certificate Validation

57 / 104



Hitachi Virtual Storage Platform One Block 23/24/26/28 % = ) 7 4 X —4%" v b

FIA_X509_EXT.1.1/Rev The TSF shall validate certificates in accordance with the following

rules:

RFC 5280 certificate validation and certification path validation

supporting a minimum path length of three certificates.

The certification path must terminate with a trusted CA certificate

designated as a trust anchor.

The TSF shall validate a certification path by ensuring that all CA

certificates in the certification path contain the basicConstraints

extension with the CA flag set to TRUE.

The TSF shall validate the revocation status of the certificate using

[the Online Certificate Status Protocol (OCSP) as specified in

RFC 6960, a Certificate Revocation List (CRL) as specified in RFC

5280 Section 6.3].

The TSF shall validate the extendedKeyUsage field according to

the following rules:

[

O Certificates used for trusted updates and executable code
integrity verification shall have the Code Signing purpose (id-
kp 3 with OID 1.3.6.1.5.5.7.3.3) in the extendedKeyUsage
field.

O Server certificates presented for DTLS/TLS shall have the
Server Authentication purpose (id-kp 1 with OID
1.3.6.1.5.5.7.3.1) in the extendedKeyUsage field.

O Client certificates presented for DTLS/TLS shall have the
Client Authentication purpose (id-kp 2 with OID
1.3.6.1.5.5.7.3.2) in the extendedKeyUsage field.

O OCSP certificates presented for OCSP responses shall have
the OCSP Signing purpose (id-kp 9 with OID
1.3.6.1.5.5.7.3.9) in the extendedKeyUsage field.

]

FIA_X509_EXT.1.2/Rev The TSF shall only treat a certificate as a CA certificate if the

basicConstraints extension is present and the CA flag is set to TRUE.

FIA X509 EXT.2  X.509 Certificate Authentication
FIA_X509_EXT.2.1 The TSF shall use X.509v3 certificates as defined by RFC 5280 to support
authentication for [H7TTPS, TLS| and [ no additional uses).
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FIA_X509_EXT.2.2 When the TSF cannot establish a connection to determine the validity of

a certificate, the TSF shall [ not accept the certificatel].

FIA_X509_EXT.3  X.509 Certificate Requests

FIA_X509_EXT.3.1 The TSF shall generate a Certificate Request as specified by RFC 2986
and be able to provide the following information in the request: public
key and [ Common Name, Organization, Organizational Unit, Country].

FIA_X509_EXT.3.2 The TSF shall validate the chain of certificates from the Root CA upon

receiving the CA Certificate Response.

6.2.4. Security Management (FMT)
FMT_MOF.1/ManualUpdate Management of Security Functions Behaviour
FMT_MOF.1.1/ManualUpdate The TSF shall restrict the ability to [enable] the functions [to

perform manual updates] to [Security Administrators].

FMT_MOF.1/Functions Management of Security Functions Behaviour
FMT_MOF.1.1/Functions The TSF shall restrict the ability to [ modify the behaviour
of] the functions [transmission of audit data to an external

IT entity] to [Security Administrators].

FMT_MTD.1/CoreData Management of TSF Data
FMT_MTD.1.1/CoreData The TSF shall restrict the ability to [manage] the [TSF data]

to [Security Administrators].

FMT_MTD.1/CryptoKeys Management of TSF Data
FMT_MTD.1.1/CryptoKeys The TSF shall restrict the ability to [manage] the
[cryptographic keys] to [Security Administrators].

FMT_SMF.1 Specification of Management Functions
FMT_SMF.1.1 The TSF shall be capable of performing the following
management functions:
® Ability to administer the TOE remotely;
®  Ability to configure the access banner;
® Ability to configure the remote session inactivity time
before session termination;

® Ability to update the TOE, and to verify the updates
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using digital signature capability prior to installing
those updates;
o |

O Ability to modify the behaviour of the
transmission of audit data to an external IT entity;

O  Ability to manage the cryptographic keys;

O Ability to set the time which is used for time-
stamps;

O Ability to configure the reference identitfier for
the peer;

O Ability to manage the TOE’s trust store and
designate X509.v3 certificates as trust anchors;

O Ability to generate Certificate Signing Request
(CSR) and process CA certificate response;

O  Ability to administer the TOE locally,

O  Ability to configure the local session inactivity
time before session termination or locking;

O Ability to configure the authentication failure
parameters for FIA_AFL.1

FMT_SMR.2 Restrictions on Security Roles
FMT SMR.2.1 The TSF shall maintain the roles:
[
® Security Administrator.
1.
FMT SMR.2.2 The TSF shall be able to associate users with roles.
FMT SMR.2.3 The TSF shall ensure that the conditions

® The Security Administrator role shall be able to administer the
TOE remotely

are satisfied.

6.2.5. Protection of the TSF (FPT)
FPT_SKP_EXT.1 Protection of TSF Data (for reading of all symmetric keys)
FPT_SKP_EXT.1.1  The TSF shall prevent reading of all pre-shared keys, symmetric keys,

and private keys.
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FPT_APW_EXT.1
FPT_APW_EXT.1.1
FPT_APW_EXT.1.2

FPT_TST_EXT.1
FPT_TST_EXT.1.1

FPT_TST_EXT.1.2

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

FPT_STM_EXT.1
FPT_STM_EXT.1.1
FPT_STM_EXT.1.2

Protection of Administrator Passwords
The TSF shall store administrative passwords in non-plaintext form.
The TSF shall prevent the reading of plaintext administrative

passwords.

TSF Testing
The TSF shall run a suite of the following self-tests

® During initial start-up (on power on) to verify the integrity of
the TOE firmware and software;

® Prior to providing any cryptographic service and [at no other
time] to verify correct operation of cryptographic
implementation necessary to fulfil the TSF;

® [no other] self-tests

to demonstrate the correct operation of the TSF.
The TSF shall respond to [all failures] by [ rebooting].

Trusted Update
The TSF shall provide [Security Administrators] the ability to query
the currently executing version of the TOE firmware/software
and [ no other TOE firmware/software version).
The TSF shall provide [Security Administrators] the ability to
manually initiate updates to TOE firmware/software and [no other
update mechanism).
The TSF shall provide means to authenticate firmware/software
updates to the TOE using a [ digital signature] prior to installing

those updates.

Reliable Time Stamps
The TSF shall be able to provide reliable time stamps for its own use.

The TSF shall [allow the Security Administrator to set the time).

6.2.6. TOE Access (FTA)

FTA_SSL.3

TSF-initiated Termination
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FTA_SSL.3.1

FTA_SSL.4
FTA_SSL.4.1

FTA_SSL_EXT.1.1

FTA_TAB.1
FTA_TAB.1.1

The TSF shall terminate a remote interactive session after a
[Security Administrator-configurable time interval of session
inactivity].

User-initiated Termination
The TSF shall allow user Administrator-initiated termination of the

user’s Administrator’s own interactive session.

The TSF shall, for local interactive sessions, [ terminate the session]

after a Security Administrator-specified time period of inactivity.

Default TOE Access Banners
Before establishing an administrative user session the TSF shall
display a Security Administrator-specified advisory notice and

consent warning message regarding umauthortsed use of the TOE.

6.2.7. Trusted Path/Channels (FTP)

FTP_ITC.1
FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1/Admin
FTP_TRP.1.1/Admin

Inter-TSF Trusted Channel

The TSF shall be capable of using [ 7LS] to provide a trusted
communication channel between itself and another—trusted1T
product authorized IT entities supporting the following
capabilities: audit server, [no other capabilities] that is logically
distinct from other communication channels and provides assured
identification of its end points and protection of the channel data
from modiftcationor disclosure and detection of modification of
the channel data.

The TSF shall permit [the TSF] to initiate communication via the

trusted channel.

The TSF shall initiate communication via the trusted channel for

[ audit server].

Trusted Path

The TSF shall be capable of using [H77PS] to provide a
communication path between itself and authorized [remote]
Administrators users that is logically distinct from other
communication paths and provides assured identification of its end

points and protection of the communicated data from [disclosure]
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and provides detection of modification of the channel data.

FTP_TRP.1.2/Admin The TSF shall permit [remote Administrators users] to initiate
communication via the trusted path.

FTP_TRP.1.3/Admin The TSF shall require the use of the trusted path for [initial

Administrator authentication and all remote administration actions].

6.3. tF¥aUT 1 (RAEEHF
TOE ¥ =2V 7 4 RALE(FZ LT R 11175,

R 11 e*a) 74 RAEM
Assurance Component
Conformance claims (ASE_CCL.1)
Extended components definition (ASE_ECD.1)
ST introduction (ASE_INT.1)
Security objectives for the operational environment
(ASE_OB]J.1)
Stated security requirements (ASE_REQ.1)
Security Problem Definition (ASE_SPD.1)
TOE summary specification (ASE_TSS.1)
Basic functional specification (ADV_FSP.1)
Operational user guidance (AGD_OPE.1)
Preparative procedures (AGD_PRE.1)
Labelling of the TOE (ALC_CMC.1)
TOE CM coverage (ALC_CMS.1)
Independent testing — conformance (ATE_IND.1)
Vulnerability survey (AVA_VAN.1)

Assurance Class

Security Target (ASE)

Development (ADV)
Guidance Documents (AGD)

Life Cycle Support (ALC)

Tests (ATE)
Vulnerability Assessment (AVA)

6.4. ¥ 2T 4 HEEAEEMARIL
TOE & ¥ = U 5 4 BEEEFIcOWT, KSTICHB T A2 IKELO IR AR 12 10T,
£ 12 ¥ 2V 7 1 BEEEARHL

(LERLDIRRTH Y |
B CTh EHETE
LRALARRZYTD
RitrZEFIcE T

TOE & ¥ =V 7 4 BERE | 2k X 1 2 (KFAE ST Ti7=LTw3 | ST Tz nigwn
Ciis R AEE A
FAU_GEN.1 FPT STM.1 FPT STM_EXT.1 L
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%)
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, L
FIA_UID.1 FIA_UIA_EXT.1
(EHchHs2—¥
DI 2 A4 I v 7H
HFicaEhs)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 L
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1, L
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1 FCS_CKM.2 or FCS_CKM.2, =L
FCS_COP.1, FCS_CKM.4
FCS_CKM.4
FCS_CKM.2 FDP_ITC.1 or FCS_CKM.1, L
FDP_ITC.2 or FCS_CKM .4
FCS_CKM.1,
FCS_CKM .4
FCS_CKM.4 FDP_ITC.1 or FCS_CKM.1 L
FDP _ITC.2 or
FCS_CKM.1
FCS_COP.1/ FDP_ITC.1 or FCS_CKM.4 FCS_CKM.1
DataEncryption FDP_ITC.2 or (TLS @f5HRC 7 —
FCS_CKM.1, s DG HL/E 5 IC
FCS_CKM .4 fii H 3 2 #
FCS_CKM.1 i #4jL
L 7z B Pt < i
7z <, FCS_CKM.2
ICHERL U 7= B TE 37
THESNL L 72 X Fr i
AT 2720,
FCS_CKM.1 ofCH
h 1T FCS_CKM.2
ML IR
ZfERS 5, )
FCS_COP.1/SigGen FDP_ITC.1 or FCS_CKM.1, =L
FDP_ITC.2 or FCS_CKM 4
FCS_CKM.1,

64 / 104




Hitachi Virtual Storage Platform One Block 23/24/26/28 % = ) 7 4 X —4%" v b

FCS_CKM.4
FCS_COP.1/Hash FDP_ITC.1 or L 7L
FDP_ITC.2 or (zo» SFR (% —
FCS_CKM.1, L2~y v 2B R
FCS_CKM.4 BELTWE 720,
* — DY & e
R R, )
FCS_COP.1/ FDP_ITC.1 or FCS_CKM.4 FCS_CKM.1
KeyedHash FDP_ITC.2 or (HMAC <3 2%
FCS_CKM.1, i 13 FCS_CKM.1
FCS_CKM.4 ICHEHL L 7= JE SR

S G > s N G
FCS_CKM.2 i #EfjlL
L 7z B 7 R
U 7z xf F 6 % i
3T 35 = ®
FCS_CKM.1 oftb
h 1 FCS_CKM.2
AL RN
*IRRT 5, )

FCS_RBG_EXT.1,
FIA_X509_EXT.1,

FCS_RBG_EXT.1,
FIA_X509_EXT.1/R

ev,

FCS_HTTPS_EXT.1 FCS_TLSC_EXT.1 | FCS_TLSS_EXT.1 =L
or
FCS_TLSS_EXT.1

FCS_RBG_EXT.1 L =L L

FCS_TLSC_EXT.1 FCS_CKM.1, FCS_CKM.1, =L
FCS_CKM.2, FCS_CKM.2,
FCS_COP.1/ FCS_COP.1/
DataEncryption, DataEncryption,
FCS_COP.1/ FCS_COP.1/
SigGen, SigGen,
FCS_COP.1/Hash, | FCS _COP.1/Hash,
FCS_COP.1/ FCS_COP.1/
KeyedHash, KeyedHash,
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FIA_X509_EXT.2

FIA_X509_EXT.2

FCS_TLSC_EXT.2 FCS_CKM.1, FCS_CKM.1, =L
FCS_CKM.2, FCS_CKM.2,
FCS _COP.1/DataE | FCS_COP.1/DataE
ncryption, ncryption,
FCS_COP.1/SigGe | FCS_COP.1/SigGe
n, n,
FCS_COP.1/Hash, | FCS_COP.1/Hash,
FCS_COP.1/Keyed | FCS_COP.1/Keyed
Hash, Hash,
FCS_RBG_EXT.1, FCS_RBG_EXT.1,
FCS_TLSC_EXT.1, | FCS_TLSC_EXT.1,
FIA_X509 _EXT.1, FIA_X509_EXT.1/R
ev,
FIA_X509_EXT.2, FIA_X509_EXT.2,
FIA_X509_EXT.3 FIA_X509_EXT.3
FCS_TLSS_EXT.1 FCS_CKM.1, FCS_CKM.1, =L
FCS_CKM.2, FCS_CKM.2,
FCS_COP.1/ FCS_COP.1/
DataEncryption, DataEncryption,
FCS_COP.1/ FCS_COP.1/
SigGen, SigGen,
FCS_COP.1/Hash, | FCS_COP.1/Hash,
FCS_COP.1/ FCS_COP.1/
KeyedHash, KeyedHash,
FCS_RBG_EXT.1, FCS_RBG_EXT.1,
FIA_X509 _EXT.1, FIA_X509_EXT.1/R
FIA_X509_EXT.2 ev,
FIA_X509 _EXT.2
FIA_AFL.1 FIA_UAU.1 FIA_UIA_EXT.1 =L
(EchHr2—¥
DIRFER A 2 v Ips
ZFicEEND)
FIA_PMG_EXT.1 L L L
FIA_UIA_EXT.1 FTA_TAB.1 FTA_TAB.1 =L
FIA_UAU.7 FIA_UAU.1 FIA_UIA_EXT.1 =L
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HrcaEEng)
FIA X509 EXT.1/Rev | FIA_X509_EXT.2 FIA X509 EXT.2 L
FIA_X509_EXT.2 FIA_X509_EXT.1 FIA X509 EXT.1/R | 7 L
ev
FIA_X509_EXT.3 FCS_CKM.1, FCS_CKM.1, L

FIA_X509_EXT.1 FIA_X509_EXT.1/R

ev
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FMT_SMF.1
FMT_SMF.1 =L =L =L
FMT_SMR.2 FIA_UID.1 FIA_UIA_EXT.1 L

(BETHhH 2 2—¥
DHMN LA 2 v 7B
HFicaEhng)

FPT_SKP_EXT.1 L L L
FPT_APW_EXT.1 L L L
FPT_TST_EXT.1 L L L
FPT TUD_EXT.1 FCS_COP.1/ FCS_COP.1/ L
SigGen SigGen,
or FCS_COP.1/Hash
FCS_COP.1/Hash
FPT_STM_EXT.1 L L L
FTA_SSL.3 L L L
FTA_SSL.4 L L 2L
FTA_SSL_EXT.1 FIA_UAU.1 FIA_UIA_EXT.1 =L

(BEfkchra—F
DRFER A I v 7
FRIcEEND)

FTA_TAB.1 L L =L
FTP_ITC.1 L L =L
FTP_TRP.1/Admin L L =L
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-3 13#10
R DRI

[Error] 2%%C
I,

11

FPT_STM_EXT.1

HAF & Rl D45

Maintenance

Set Up Date
& Time

Z RO H
5 B O

12

FTA_SSL.3

TSF ick3 V) E—+}
vy avokT

BASE

Logout

- K 13 #11
EKfEICH A b
A AR s 22
il

kY a v
XA LT T b
L7z —35
V& — bR
DY A&

[ Session
Type=Remote
Session | 7%EC
frI N5,

13

FTA_SSL.4

EHECXZEY v
a VikT

#1 OEHFEDO T 7T v b S

14

FTA_SSL_EXT.1

TSF icksue—7n
vy avokT

BASE

Logout

- & 13 #11
KfEICH A b
AN 1 e 23 22
il

Ry vav
2 A LT T b
L7z —#h
o — 71 v
DB A&
[ Session
Type=Local
Session] 7230
I,
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15 | FTP_ITC.1 EEHHF v+ L D | BASE TLS FfEE O
4 Connection o7y -~
Establishment | @ #7511 #H
BEHET ¥ AL OfE | #3318
VRHL
E{EHHT ¥ A L DK | BASE TLS L ACFHAY
T Connection Ho sy —n
Termination DEHAIE R
16 | FTP_TRP.1/ EiSE AR | BASE TLS P E{STT D
Admin Connection AR
Establishment
ES MY 2 OHESLK | #2 S
g
EEEAZ DT BASE TLS PG EEPINOE:
Connection I H
Termination

7.1.2. FAU_GEN.2
K 13 1R Y, TOE 34K 2 BEEHICN L TR EENRERDHFR & 7o 72 EH
HT A v roa—FID %1535,

7.1.3. FAU STG.1
TOE i, BEHEGCHFOLHE, HIBREFEITT 24 v 27 2 — A %R L v,
F7-. TOE NERIicifET 3 xR adsko I3, 7.1.4FAU STG EXT.1 IcEi#+ 3,

0 — A NRTE I N ER v 2 I3k ICREEE N B,

7.1.4. FAU STG EXT1
TOE 1. UToEHEMELHT 5,

TOE (#Ei&itst % FTP_ITC.1 iR $# Y, TLSHFIC Xk o TSk a Nzt F 27
F X A NVEERAL OOMNBOEEED 79— "~Y T XA LIk T 5, Mok R e
7Y —N~DHGKITE Syslog 7v b a3 5, TOE (ZEEEGERZ KT 2 A
iZ, TOE WERICIRTF T % L RIRFIC B SFE OB R v /' — ~N~%kET 5, 7k, TOE
WKIEERER 7Y — "% 25X CERT LI ENRTE S, BEe /I — 02 58X
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NTw 354, TOE ZMToEE R 7% — S ~EEL#HRZAET 2,

7% WNEREE T 5, LB ERRITEUCIEL 7285
O“C*ﬁbb‘lﬁ?ﬁ%hi%ﬂ“%f’&b WU EER i(ﬁ%éﬂ%

LA RO Bk IR T 250,000 17
2. RIFEZBB L 7217
(777777VFﬁﬁ%

TOE I, BE&ERLHZ e — I NVIRFT 2 H—DA XYy TR Y -
RKEnb,

I VER—F v THE

TOE i34 v b7 — 7 AR ¥ CER O 7Y — S~EHIDGFOXRENLMT 2854
2T, B PC FICERIHE LAY vo— N3 321t 2, TOE 32 0Efn
FORYT va— NEREDEE R EE n JEHE (B8 - e oRricHa T 5,

TOE 3EEHELSR A ME T - 1IHIRT 24 v & 7 2 — 2% FAZRIFICELE L 22w,
W ERTT

V< i

TOEDu—Arua o7+ —<y b Z77A0ERTHD, REFKAEY
I3,

72. BEEHRE— F(FCS)

7.21. FCS_CKM.1

TOE 3% 15 TR $IENRBOER A F — 22 F K-+ T3,
# 15 TOE o4 miAk

Pt Bl A4 X SFR F—E 2 fii %
A F— L
RSA 2048 bit, 3072 | FCS_COP.1 | TLS&#fgkfo | FIPS PUB 186-4, “Digital
bit, 4096 bit /SingGen RSA H 445K | Signature Standard (DSS)”,
/FREE & Appendix B.3 12 #EHlL
FFC 2048bit FCS_CKM.2 | TLS i#{SKfo | FIPS PUB 186-4, “Digital
DH ##7%c#2H | Signature Standard (DSS)”,
& Appendix B.1 IZ #E#L
FFC 3072 bit, 4096 | FCS_CKM.2 | TLS j@f5K;® | NIST Special Publication
(safe- bit DH ##2c#5 | 800-56A Revision 3 I L OF
prime) & RFC 7919 i #EHL
ECC 256bit, 384bit, | FCS_CKM.2 | TLS j@{5Ki® | FIPS PUB 186-4, “Digital
521bit ECDH ##7%c#t | Signature Standard (DSS)”,
(P-256/P- & Appendix B.4 1Z #EHL
384/P-521)
256bit, 384bit, | FCS_COP.1 | TLS #{EFD
521bit /SingGen ECDSA &4
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(P-256/P- A B/ AR
384/P-521) %
722, FCS CKM.2

TOE ZAFICRTHE LA F — L2 FK— T 3,
# 16 TOE 0§71

PEMENL A ¥ — A SFR F—E X
DH(FIPS 186- | NIST Special Publication | FCS_TLSS_EXT.1 | & PC@f3
Type) 800-56A Revision 3 (ZHEHL
DH(safe-prime) | NIST Special Publication | FCS_TLSC_EXT.1 | Efsw 74—
800-56A Revision 3 & X O° HE
RFC 7919 icHEfL FCS_TLSS EXT.1 | & PCi#if5
ECDH NIST Special Publication | FCS_TLSC_EXT.1 | i v 79—
800-56A Revision 3 IZ #EHL W
FCS_TLSS_EXT.1 | &8 PCi#f5
7.23. FCS_CKMA4
TOE I T Ok Z I F— 325,
% 17 TOE D SR
PO | HERTT REES E DR | WETE
TLS +« v | FCS_RBG_EXT.1 ® RAM TLS v |07 —4D 1ED
va v | DRBG vavo | k#EE
ey
TLS FCS_RBG_EXT.1 @ RAM TLS v |07 —4D 1ED
ECDH f# | DRBG vavo | L#EE
i Y
TLSDH#: | FCS_RBG_EXT.1 @ RAM TLS v |07 —4D 1ED
i DRBG vavo | LEx
7’y
7 7 4 7 | FCS_RBG_EXT.1 © RAM TLS v |07 —4D 1ED
v + o f | DRBG vavo | L#EE
T T
SSD EEFIC|HLV#EO1ED
XoamE | EER
# oD T
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Web ¥ — | FCS_RBG_EXT.1 ® RAM TLS v |0 7 —42D 1 ED
X @ b % | DRBG vavo| kEX

i "
SSD BEHHEIC|HLOEDO1IED
XoamE | LER

H oo FHHT
TOE 7 54 7 v + OWEHE 7213 Web ¥ — SOz * 2 ) 7 4 HEEH (R - HE)
23 TOE OWE#OESMEREZHH L CTEKT 2WE#TH 5, FRI NWEH#RIT SSD
SIS D, ROMEHIT, ~T L2 0% RO 7 74 7 v FiEHE £ 7213, Web
P — NiEHEZ TOEICT vy 77— N335 2 L CTHEEr 73— L 0EECEHE PC L 0
fEICEFMIREIC 2 %,

FEF AR T3 2 HE1% OpenSSL @ OPENSSL _cleanse() #ffHL T, 0 77— D 1 FED
FEXCXoTHIBRT 2, HREE EOMIZ TLS £y v a vORTRICHTIEES W, #
BB RICT 2 & 72 (SR EE AN IE 3 B e S tE 12 o,

FEFREBICHRET 2813, X2 ) 7 4 EHE (S - %) 2 Web GUI 2 L THI L
WA ERST 218E%2 1T 9 &, TOE WHEBT fwrite B 2 L CH W7 7 A LD 7 7 4
NN ZGHET FL2)ICH L WilERE 1 B EHE T2 e HIRT 2, HIBRE
PEIZ M D EAE DMUBR I 13K M T 2 23, fthOEIEDE T L 7212 I FEM I LIZHIBR T % 5,
¥/, HOT7 7 ANEHLVHOMECTEEEZRICY 2T LRY VY IICX>TT FLARE
boTLEoBAIKIE, HAR—VaL sy avyoRtEE clOHIRINELS 3,

7.24. FCS _COP1/DataEncryption
TOE 12, RITRTHKE—FT, 128 ¥ 1,256 £ v } AESISO 18033-3 ICHEHL) % i L
NP S X OISR SRt T %,
CTR,GCM & — FEO#HOR I L iR %X 18 IR,
# 18 E—FEOEORE X LA®
E—F HoRx | A&
CTR ISO 10116 IZHEHL | 256 bit FURELE Y P DERL
GCM | ISO 19772 i #&§L | 128 bit HTTPS/TLS %{HH L 7- ig=58{5
256 bit

7.25. FCS_COP1/SigGen
TOE i3, T OMROMES T A=) XL 2R L 72 B4 ER/MEEY — e 2 28245 5.
a) RSA 71 =) X L(FIPS PUB 186-4 Section 5.5 & ISO/IEC 9796-2 I #EfL)
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> A X 2048 v v b, 3072 € v b, 4096 £ v b

b) ECDSA 7A=Y X 4 (FIPS PUB 186-4 Section 6, Appendix D NIST Curves [P-256, P-
384, P-521] & ISO/IEC 14888-3 Section 6.4 i HE#lL)
> BV A X256 €y b, 384y b, 521 vy b

TOE 1 FacH& M 3 ic RSA & ECDSA O B4 AR/Bt % — v 2 22t 4 3,
ATy T 474 D TLS 7v b aroifE (TOERZ 247 v Mtk b6, =N
72 2 5B DT
-HCT A b
TOE DT v 77—+ 7 7 A ViRGE
BUER/BGEEY — e R, FEHAEICEE CERT 25 70T XA ZLTICRT,

£ 19 BLRER/MREEY — CADEET7 AT Y X LNGHR
#—bvZx | TOE(F—-)D |TOE(Z7A4AT7v M)Dd | HET A b TOEDT v 7
TLS 7m b2 |TLS e b an FT—bF7 74
IARGIE

FEH AR | RSA:2048,3072, | RSA:2048,3072, - -
P —¥r & | 4096 bit 4096 bit
ECDSA:256,384, | ECDSA:256,384,
521 bit 521 bit

B ARG - RSA:2048,3072, RSA:4096 bit | RSA:4096 bit
P—E X 4096 bit
ECDSA:256,384,
521 bit

7.2.6. FCS_COP1/Hash
TOE %, ISO/IEC 10118-3:2004 I #£§L L 7= SHA-256, SHA-384, SHA-512 % f\»7-#55
Ny vafbt— e R ERMET 2,
TOE @~ v & 2 B LA T oS RE T T 11 5,
R 20 »~v v 2 B L EES LB REDRAR

Ny vaBB | Xy — Y X4 | SR 5 FH i adk
VIAMFAX
SHA-256 256 bit HMAC #§e TLS W fE 12 B 1J 3

HMAC %ZfER L7z % v
=YDy v afl

RSA B AR/ B4 MGE | TLS BiE/HE 7T A b
FERE /TOE © 7 v 75 — b
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7 7 A VEREEIC BT B
T4 Y RNEB LR
DNy v aql

TLS #f51c B F 3
DH/ECDH #52#a
FAE~DFE XN G MO
MREERF Do~ v & 2 fl

ECDSA EX A/ &4
FRAILHERE

TLS J@EiICH T 57 4
Y XN LR D

V4 VJ{K

TLS WBfE i B F 3
DH/ECDH #5210 2y
M~ EFE XS RO
BRERED -~ v & 21t

SHA-384

384 bit

HMAC #¥HE

TLS @ {Ec 1 3
HMAC % L7z 2 v
t—y Dy ail

RSA B4 4 i/ 4 Bk
HRE

TLS s#f5icEs T 57 4
¥ ZNE L REER D

V4 Vl'fK

TLS @51 B J 3
DH/ECDH #5512y
FASE~DF /A G MO
BEERF D~ v & 24l

ECDSA ZFH# 4L/ E4
BRALRAE

TLS s#f5icEs T 57 4
¥ ZNE L REER D

v 2t

TLS #E {5 1 B 1F 3
DH/ECDH ##58#aD 2y
bt~ DE A G R
BGEERF D~ v & 24U

SHA-512

512 bit

RSA F 4 B R/ B IRGE
fnE

TLS @f5ic s %7 4
U 5 BAREEE ©

v 21k

TLS #E {5 1 B 1F 3
DH/ECDH $#78#ad 23
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FAE~DFE XA G MO
MREERF Do~ v & 2l
ECDSA E#A/E4% | TLS @fFics1) %7 4
WAL RE ¥ R VE LR D o~
v ¥ afl

TLS WfE i B F 3
DH/ECDH #5223
A~ DX A5 RO
MREERF D~ v o 24k
NRZT—=Fyva EEF AT — F D

V4 VJ{K

7.27. FCS_COP1/KeyedHash
TOE IZ, ISO/IEC 10118-3:2004 i #£#lL L 7= HMAC-SHA-256, HMAC-SHA-384 % {#if] L
ST E Ny v 2 Ay v — VR — v R &Rt 3 5, HMAC 12 TLS 7'u b 3 L THEEEX
nTw3, TOE T2 HMAC %% 21 iITRT,

% 21 TOE ® HMAC -4

TATY XL Ny va |#HoOEX | 7Tuyv ¥4 | HHINLS MACE
B3k x

HMAC-SHA-256 | SHA-256 | 256 bits 512 bits 256 bits

HMAC-SHA-384 | SHA-384 | 384 bits 1024 bits 384 bits

7.28. FCS_HTTPS_EXT.1
TOE ® Web 4 v & 7 = — 213, FCS_TLSS_EXT.1 Ic X o Cidibx 7= TLS EHEAHH
LT, HTTPS ¥tz ML CT7 7+ Ax&b, TOE 39— BEfEL L CTDA HTTPS ¥ —
CRERMEL, 7 T4 7 v FERET HTTPS Z{HEH L 7\,
TOE © Web #—-%i% RFC 2818 C#EJL L 72 HTTPS 7' m b a ViEE % 23 2,
RFC2818 ~DHEJPLNEICD W CTLAFICR T,

% 22 TOE ® HTTPS £

EJ s TOE D FLENHE

Connection Initiation T RTCTD HTTPS 7 — £ IX"application data” & L CTikf}3
%,

Connection Closure TLS i D 7 v — XHiIC Talert close notify] #27 74 7 v
FEREETS, b, TOE Xy v a vHlZYFR—F
%,
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Server Behavior TOE I TLS &kt D 7 v — XIfic [alert close notify | %1%
52,

Port Number TOE % 443 K — + T HTTPS £ 22 Ff11J %,

URI Format TOE @ Web #—- 33 https” 7 + ——~ v + @ URI Tk
TZ 5,

Endpoint Identification TOE i HTTPS #—-v& L T Web % — "% {35 , TOE
D Web 3 — 3% TLS HARRGEZ ¥ — F L7z,

7.29. FCS_RBG_EXT.1

TOE 1% ISO/IEC 18031:2011 ic#fL L 7= CTR_DRBG(AES 256)T 256 v v s OELE % 4
KT 27201256 ¥y POy bube—lMzT/ vARFICEF 2 T4 8ED 1/2 %
TH5 128y b, AFF384 vy by Y —2NHEICk 5, TOE ® DRBG IX, NXP
semiconductors #:® CPU TH % LS1046A Z =¥ bt v —jJie& LCfiHL, =~ bubr—
25384 vy by —F2HSET 5, LS1046A o1z 7rzvy buv—1CH D, 384
Yy b —FiiEdAaEd 384yt —2REEn5,

7.2.10. FCS_TLSC_EXT.1
TOE R TLS ®27 747 v MEREZ B v 79 — N & OfE TR T %,
TLS 7 747 ¥ P& TLS 7 & b ar—v 3 v 1.2(RFC5246) 5 & U 1.3(RFC 8446) D &
ZRFAS 5, 72l U AT I —vavEFFR—F LAV,
TOE BUTIKRIFA 77 —ZAA = DAPF— b L, BECHEHTLIA4 77 -2 4 —
N RET AL 2 v, E e, BESCHRIC PSK 2RI L 7w,

£ 23 774AT7VIMERETYR—-+FB59 477 -4 —}

YA 77 —ZAA4—}F

TLS_DHE_RSA_WITH_AES_128_GCM_SHAZ256 as defined in RFC 5288

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5288

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289

TLS_AES_128_GCM_SHA256

XN s W|N| = R

TLS_AES_256_GCM_SHA384

Lrzyvibob—tid, 7—223F 2B REIIRAT, Fovy Fyfiory F226F
HT2ZeBnTERNT—XEET,
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TOE BUTFICRTELT VT Y XL EFF— T 5,
TOE B3EHT V=Y XL ZEHET 5 B0ERREZ Rz 72\
R 24 VY KR—+TE3FB3HT7LTY XL

# | BHTAITY XL | BE

1 | RSA 2048bit
2 3072bit
3 4096bit
4 | ECDSA 256bit
5 384bit
6 521bit

TOE o signature_algorithms R IZA ISR T T AT ) XL %I KR—F L TEH, LUTIC
RTTATY ZLLIMIEAL v,
B, TOE ZFEL TN T ) XL ELHE T S HREIER 727\,

& 25 signature_algorithms JLERBZ VR —+F T 574 Y X 4
# TLS Ty XL
TrbtarnN—Yav
1.2 rsa_pkcs1 with sha256 (0x0401)
rsa_pkcsIwith sha384(0x0501)
rsa_pkcs1 with sha512(0x0601)
1.2/1.3 ecdsa_secp256rl with sha256(0x0403)
ecdsa_secp384rl with sha384(0x0503)
ecdsa_secp521rl with sha512(0x0603)
rsa_pss_rsae with sha256(0x0804)
rsa_pss_rsae with sha384(0x0805)
rsa_pss_rsae with sha512(0x0806)
1.3 rsa_pss_pss with sha256(0x0809)
rsa_pss_pss with sha384(0x080a)
rsa_pss_pss with sha512(0x080b)

O[O0 | || W[N]~

—_
()

—_
—_

—_
[\

TOE 3L Tic/Rnd TLS ik % ¥R — b L T b, Early data extension, RFC 8446,
Section 4.2.6 @ Post-handshake client authentication 7z & D % D fthd TLS HEEZHH L 7x
Uy,
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& 26 K-+ 73 TLS iR
# | TLS TLS #i5%

Ja harN—Y gy

1.2 signature_algorithms

supported_groups

1.3 signature_algorithms

supported_versions

supported_groups

N | AW

key_share

TOE %, §ifiw 74— & O@ERICIEHF OMGAEZ M3 5, GEHE OMEENZE IO W
Tld, £ 30 TLS » v Fv = 4 7 RFORGEENE & R OREHE %2 20d, TOE I$EEHE DR
AEICRI L 7256, ¥ 2 7TEE O LOFRICO W TEHEDONET 2 /ML 7% { TOE
X ¥ 2 THE R L R,

TOE 132 M:#5]1 & L . SAN(subjectAlternativeName) % 4+ — b 323, Efvo /EH
#(ZW - ) X 2EfE e Y — N ORERFIC Web GUI 2 b S HERA T 2 BUE T &,
B —"OHERICIP 7 FLRATHRET LI ENTED, 7272L, IPTFLRAZRET
256, IP 7 FLAHIHCOIRESLY 74y PR 27 2ETIP T FLADIREIXTE &
WV, ek, BEEu 7EHE SR - RE) R F 2 ) 74 EHE SR - R 8V — 5
EZATHIE, - IFEEHEZIER T 5B, TOE | RFC5952 & RFC3986 ICHEHLL 7= AT
(F5RA L 75,

TOE 3% — "0 63— NGEHEZZMHET 5 L, T IEHENIC SAN ODERFIET 0%
MR L. SAN OfA & EN 254X, SAN DfEHICO VT F 2 U 7 4 EHE (B -
B)DKE L 2SI T & — T 20 %2 WAET %, HED SANDfie ¥ 2V 74 &
HE (S - ) ORKE L = S FEHRA —B L 2 WS I IIMEES RS 5, A
FHMICT SAN DEBFEE L R WEGEICH AR L, ¥ — L DlfE % Lx\,
ST & LCIP 7 FLRZIEET 256, TOE it ¥ 2V 7 4 BHE (SR - %)
DFRELEZIP T FLRAEZTXFAMRHALLA Y P T =74 b A =X =D 4 F VI
ICZ L T, SAN DfE & thikF 5, IP 7 F L A E IPv4, IPv6 Dilifi ¥ +K—+ 335,

¥ 72 TOE I%.secp256rl,secp384rl,secp521rl DMK O ffdhe 7V — 7' D ffdhe3072,
ffdhe4096 # ¥+ —+ L TH Y, Client Hello X v t—ICH K —+ LT\ 2R KR D
TN—=TPROT VT Y XL EMEFIC L MRz HE L T IHRIRT 5, BEMHFOY
— 2B TOE ¥ F— 3% 7 — 73R (Supported Groups Extension) % ¥ — b L T\»
20 E TOE IR O Y — L D@FICKMT 5, 73k TLS 1.2 DA, ¥ —o 5 Hikft
XN 5% Server Key Exchange © DHE2048 ¥ 7z 1% ffdhe3072 Tix TOE I3t v > 3 v 17
T2, IO DHE ¥ X — 2345 E ST 284, TOE Ll 2#4 73 5,
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it m 7EHE (S - W) B R0E T 230 713, Bl e 7Y — N OEE I OLLT Tk
35,
o Eftu /¥ — NoEMIE

> HAM4 /IP T F LA

7.2.11. FCS_TLSC_EXT.2
TOE [3E#F v 79— L oilifEkic, HAERIEZITI .
TOE iFEifE v 7/ —NL D TLS ~N v F v = 4 ZIRFIC X509v3 D 7 5 4 7 v FEAE % B
o7 — N C kA B, B S — N IZTOED 2 54 7 v FafEZBREE L. BEE %17
Do
TOE FIHF I3EE v 79— & D TLS @EREZ KT 2720 LY 0B 2/ 7
FAT v MAFBHEZER L. UTFOE{E#ZIC TOE LT v 7a— N3 2308035 3,
O WEHE + CSREt* 2 ) 7 4 HHE (S - i) » TOE fF L. CSR %X
vya—F
@ Xy vm—FL7%&CSR%#EAn 7EHE(SH - wWE) ICHEL, BEhv /7EHE (S
e - W) 2MEHETE 5 CA TH4
Q) Ehrn 7EHE SR - RE)IIELINEIHEEZT vy 7o -}
Z D791 TOE FIH#E 1, TOE T#~7 KO CSR AR L& CAICEL L TH bW,
Hi1En=2 747 v FitBHE%Z TOEKC T v 7’m—F3 3%,
o HHEEHENFES 2561k, PHEEHEZ A LIHE T = — v TR I i, B4
i & NFSGREAEZ #EH L <B T &,
® Ty7u—FF22747 Y MiEAEOHET = — v oRSEEIZ. v— 1+ CA FEH
HregoT 20 EEUTTH L Z L,
® Tyv7u—VF3327747 v ilHED NGRS 72 RSA-ECDSA ThH 32 L,
® /747 v FikBHE® Common Name & Subject Alternative Name i ESM o IP
T FLAZFREL TSI L,

7.2.12. FCS_TLSS_EXT.1
TOE 1% TLS O — RE% B PC L 0iEfE T3 5%,
TLS % —-3(% TLS 7' v F 2 "—3 2 v 1.2(RFC5246) 3 X OF 1.3(RFC 8446) D 4 % ZF 0]
T5, ¥/, VrTvT—vaviEIFR—-FT 5,
TOE U TICRTHA 77 —AA4 — DAY K-+ 3,
# 27T ¥ —EETYHF—+TBE3H 477 —X4—}

# YA 77— —F

TLS_DHE_RSA_WITH_AES_128_GCM_SHAZ256 as defined in RFC 5288

2 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5288
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TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256 as defined in RFC 5289

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289

TLS_AES_128_GCM_SHA256

XN |||~ W

TLS_AES_256_GCM_SHA384

TOE X, TLS "Y' Fy 2 A JRRC 2 FA TV FDIEET 27 v b ar =Y aveH (7
7—AA—F%F v 7L, E\SSL @ — 5 v (SSL 1.0, SSL 2.0, SSL3.0), #w» TLS
D= = v TLS 1.0, TLS1.1) %#§E X h=BicilfE 24435, TOE i3 TLS1.2 i
BWT, vy av ID ZEHALZEy > a YEHBI(RFC5246) %+ — k Lz, 7272 L.
TOE 1 TLS 1.2 eI bty vavFry F2FHHALE® Y > a2 vHRBRFC5077) &,
TLS13 Tty avFiry F2HALEZEy Y a3 VHHRFC8446) %+ FK— b+ 35, &
v a vFr v biE. AES-256-GCM Z TS5k L3, TOE (X TLSL.3 @ EZHD & v
v oa VBRI HT B A R 72912 PSK & X O° DHE $##5c#a% v %, il 2 135 o F
Y ANV FB CTRE X L7z PSK Z{# ] L 725 13570 L 72\, TOE 1& RFC5077 D 4 fii
WCHEPL T 2 5E % R — F 35, TOE BEIFEDR vy v a v e 7 74T v b 3MEE LR
WNRDOEyva vy ORMARZHER L, BRIV T 25&IE7 v~ v Pz A2
kD2, e, TOE ZE VT FAPCTHIZILZEy Y a vy yvaxfib, 1 20
aVTFXRALNCHEN L7z yvavEftoarysF A P CHETIZEIITE RN,
TOE 1% TLS1.2 @ Server Hello 12, RFC5746 IZfi\»“renegotiation_info LR % & @ %,
TOE X, DHE/ECDHE 2 &Y% A4 77 —ZAA =t 2 ¥ FR—brL T3S, LA 77
—AA =P ERFREEET LI LI TE R, WHETHLHR—FLTWE 7 V— TR
%I 5L, TOE ZUTOEEEICHESE X2 ) T 4 BEOROERIET L) X 4
L CHEAL, AT 2T VT X L2 ZH T 2B 2720, D L, M\
ThoHHR—FLTwb DHE @ 7V — 7Yk % % L m Wi id, TOE (315 2 kM &
H5, B¥a ) T4 MERFREOTALTY XLIFEEDOE D DEERT 5, TOE icH1F
5 TLS N— a v T & DA DRSO EREZ U T IR T,

# 28 BT AT Y X LDOERE

# | R AT ) X | HE B o K| & & K| ffdhe & M hik
VA _TLS1.3 _TLS1.2 TN—7

1 | DHE 2048bit* — 4 - -

2 3072bit 5 — ffdhe3072 | -

3 4096bit 3 — ffdhe4096 | -

4 | ECDHE 256bit 4 3 - secp256rl

5 384bit 2 2 - secp384rl
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6 521bit 1 1 - secp521rl
*$2 2048bit © DHE % i 3 2 $#2c#ix TLS 1.2 DilfSHFIc 0 HERWRETH 2,

TOE 3% 28 IR HEILLICHE S THAT 2HREAR L2FENT 2 &, v —ricionT

BIRL7-AEE YT A — %% TLS1.2 085413 Server Key Exchange ¢, TLS1.3 o8& 13

Key Share Extension T2 7 4 7 v F ~@H T 5,

TOE LBV THKR—FINTVREIFELTATY XL %I TITRT,

R 2 YFR—FPLTCWBEBLTALTY XL

# | BT ADY XL | HE

1] RsA 2048 bit
2] 3072 bit
3] 4096 bit

4 | ECDSA 256bit
5| 384bit
6 | 521bit

TOE % Early data extension DR %5513 %,

TOE ix, TOE B DFFEIC RSA O#E~T 5 X, ESDSA O#~T OifHE 2<%
%, ¥4 — 1+ 32 RSA DR F X U ECDSA O IZ AT i v

- RSA : 2048bit/3072bit/4096bit

- ECDSA : secp256r1/secp384r1/secp521rl

7.3, #B & FRAE(FIA)

73.1. FIA_AFL.1

TOE i3, V®— MEHEIC K 5 Web GUI % 7213 REST API 2> & OREGEARM % BT 5,
¥ a2l 74 EHE(SE - RE)AERL BEEQ [\]~999 [H) A i FREEIC e L <Al
LEEHET A v M, %2 ) 7 4 EHE (SR - ) 23E#E L 72K (60 #5~345600
Mavyrzinsg, kb, L 2R BRI ERET AT v M %ﬂ/)“(

TOE v v 7 INEEHEET A v v Mokt U CGERERITIZEF T 2 28, ICRRERM % G
%35, nyﬁéhkl-%@ﬂyﬁhﬁ#%u?%’kﬁﬁFTOE:77&16%50
BB, By 7 INEINROEHET A v MIRAEICKIL - 4ZEHRET ATV P OA
CTHOEHET ATV M iIn 4 v TE S,

v — AV 2 3 2 45 ACiTﬁvvrnyﬁﬁﬁiLmén&wo:@tbél_
FTHhH VPR Yy 73NTLE>RGATH, B —AAEMICX - T TOE 0 EHRE
Rt s,

7.3.2. FIA_PMG_EXT.1
TOE i3, BEETH Y v P OSRY — FEHEBEREY HT 2,
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EIF AR — FOSCFREIL, WACTF RN CTF, BT FEs [ ] [@] T#] T$]
(%) [ T&S T*) T DYy T+ Ly T-0 T 1/ T T T<d T=1 T>1 12 T
¥ T T DT T T T~] oftEolAGbE CHKRT 22X TE S,

NAT — FORNCFEIL, ¥ 2 ) 74 HHE (S - H%E)ICX > T6~63 LFETHER
EHEURETH Y., £F 2 ) 74 EHFESH - RE)ORE L ZXFR I VEFRTDS
ATV = FIIBEETE R\, b, mAXFEIL 63 XFHEETH 5,

73.3. FIA_UIA_EXT1

TOE 13 TOE ~D V== F 2L DEHET 7 2D 7291 Web GUI & REST API @ 4 v~
R 2 — AR TEN, FAVEZ T2 —RICT 7 AT 50101, EHFIZ2—FID
ERNZAT = FERMEHL T, @A  FEAEI N DTN H L, WebGUI TiE, 7F A bFy
722 —HID &R = V2 AN L v 4 vFR& %4, RESTAPI T, =—+
ID LAY —=FaHEDPOST AV v FERITLEy v avilifsd s, Web4 v &7 <
—ZBXURESTAPI A v 2 72— R L B ICEHPC LD Y E— MERTHRT 5,
¥7-. TOE i TOE ~Du — A5 5 DEMET 72 AD 701 Web GUI 22t L T
D, BHEFZZ—FID ARV —FE2TFA MRy 7 RCA L4 vRx v 2L
T, Al - BALE N2 LD D B,

TOE 1%, ICMP echo %K% 3ZmH L 7%, BRITHFA/GRAE S N2 EHE £ 7213 IT = v~
T4 T A DE2ICED 53 ICMP echo EXRICISE T 5, T7-. RilAT 0 EHE S Web

GULIZT 72 A L 72K, Web GUI Liciz = + L — VEBE WIHHZRE) BHATNICHET
Avke—=y%u 7 A VHEIOT 7 ANF—EICKRRT S, 074 VICRYIT 5 L&
MZHRR~T 5,

REST API Z {3 254, @l - RAERTOEHE ICIZUToa< v Fo st L, TOE
¥ 2 Y7 4 BREIIREE L 7,

- REST API ® 3 — 3 = v {5 0 S

« T4 A7 AL —VEO -EEROIE

AR DOEHFICIZ, TOE € F 2V 7 4 HRe % & O S HE /SRR 2 2t 3 2,

7.3.4. FIA_UAU.Y
= ANVEBETIRR, v VIR R INE XRY — FIIMEXXFTERRING,

7.35. FIA_X509_EXT.1/Rev

TOE T D& 4 3 v ¢ X509 GFHEDOMREE 21T 5 o
(a) HMEAEHED 4 v R — b Ef

(b) TLS ™y Fv =4 71
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BEEN R DFEHED T = — VIEAF O ATH U — ZiltHF O A0 A& T h . TOE 13
HF =2 —VILEEN T X TOIHEOHGLZ TV, Wihd 1 D OFEE T b REESMT
7 X I WIS ILAFAERGERR E T8, 20O, BEENR OREAE D F = — VR

D

AHTHY —T7AtHFEDOADEATH ., MAENAESRCHRELED S Z & ldm\v, T2, 4V

F— MBI, AV Py oA 7IRRICEBRBEEZ TV, GEHES F 7 X7 v 1—$TIEL
(DR >T w3 T & ZlEts 5, TOE i3 3 BRU L OREAEF = — ViRt 2 K — F 3 5,

(a)

HEHED 4 v R — FERICERT 2 BEEE 2 LT ICR T,

TOE 23— FEFAED L O F = — VK 2 & T Web ¥ — NEEHE, Efo 74—

(IE -

B 547 v FilHE, Exuo 7Y —~CE - B)or— FEFHEY 12324 v

A= T2 TE AV F—F LZEAFIX TOENTHRZS L IcEHI NS, —
SNHEAE ZREE T = — v T v e — F IR BRICT = — v DiInds CAREIHE TH 25
LERBGES 5, BEn Y — NAEERER T, 2 747 v MitEZAEAE T = — v T

T

77— F$ERRICT = — v Oifkind CAREETH 2 2 L 2 WEET 5, FatHED 4

vAE— K, TOE I TORKIFEHZ 1 D Th iz T R WEFIAEIZf v R—F LW,

(b)

AHET = — v IcEEh 53T OAHEOE A IRGE
basicConstraints ® CA 7 5 7 Okl (CA ZFHE 11X CA 7 5 2% TRUE % T X h
T3 Z & ORGE)

TLS ~v Py x4 ZRPICHEET 2 BGEEEB 2 LT ISR 3,

TOE 2L N OMEHHE %72 T WA, v F 2 THEZ2HZIL RV, BEAv 73—
F—NIFHEEZELZBEIE, Do LoEREe /Yy — NHEHETERI LTV —
FEIFHEECF = — VAR I N T W B 2 & 2WREES %, e, AT iv it #l o J0iE 13,
OCSP Do #& RFC6960 iIcHEHLL T3 Y. CRL 0 RFC5280 ICHERL L 7-MEF %2 1T 5 .

L.

TOE 234 — N7 2 B4

TOE 239 —NIC 7 256, b—NitHEOKGEIX 7 724 7 v MilcHEE L5 72, TOE
Y Py o4 7T NOGEHE ORGEE D Ehi L 72\,

II.

1.
il.

1il.

1v.

TOE22 74 7 v Mick 34564
AIEBFEE O A %0 B BR ARG
AEIAE O U IREE(F = — v IREE)
basicConstraints D Rk
@D basicConstraints LR FE L. CA 7 7 7 23"TRUETH 5 Z &
2 basicConstraints LR FE L. CA 7 7 7 23"FALSE"TH % Z &
OCSP/CRL % fdiff] L 7= RANIREE
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V. extendedKeyUsage DL
(D Server Authentication Purpose DRl

@

FECHREEE & DRERAE T L C

OCSP Signing Purpose Ok (OCSP)

T2 7203, TR LBV TH S,
£ 30TLS »v F¥ x4 7EEORIENR & WNROIEHE

AEEAE LTOEZZ 747 v bl 3856
) Ehdv sy | B sy | EAde sy | EAo 279 [OCSP L 2
Wi —ADF — | = ANEP D | =SSO Y — | =D Y — | F LT
o NHIE |2 TAT v | NEAESF | NEET | E
I EEEAE = VG |z —VviCE
T — | Fh b
~ CAGEHIE | CA GEEHE
i O X X O O
ii O X X O O
1@ X X X O X
i@ O X X X X
v O X X O X
v® O X X X X
0 X X X X O
MBI O = BREERTSR
X WEER RS

TOE i35 v 7 — o3 —~GEHE, BEfo 7y — o3 —jIHEF - vicidIh
2 Hift] CA GEBHE D LBhIRREIC D WwT, OCSP %7213 CRL % H\\» THRGES 2 HEEER VK —
FLTW3,

OCSP % > 72 RNRAE 24T 9 72 1T 1, 112458 Y TOE oF|fEEES 1 OCSP L =
R ZRFEL, AV VT = ERINTOIBERD S, 72, RMBEEOITRIC L 720
AEAHE @ AuthorityInfoAccess JR7RAEIKIC OCSP @ URL 38X E S N TV EHERDH 5,
CRL ZH W7 RhRIAEZIT 5 720 iciz, K 1 i@ bY TOE oFf| AR I CRL
DP(Distribution Point) #— "% F%E L. * v b7 — 7R IN T ER0ERH 5, iz,
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F i REE DX R IC L 72 W EFBHE © CRL DP #53EfHIKIC CRL DP % —-Yd URL 233%E X L
TWERERD D,

AEBAEIC AuthorityInfoAccess $LRFH D {F#Hd CRL DP LRAIHOEHR D & F 1 2 56
TOE 1% OCSP O &WiiiEr # 85e3 %, OCSP L 2 E Y X0 bk F = v 7 DI # G T
Z 7286, TOE 3% DIFM TR %W 3%, OCSP L AR v X & DR AN TE 7n
4. TOE 13Xic CRL DP ~7 7+ 2 LT CRL 5 L&%hF = v 7 #1795, CRL DP
2*b CRL ZHUST& 72854, TOE 3% DIEM TR ZHWT3 %2, CRL DP & D A3
VLT E R WA RBEEIRK T 5,

FIMREEIC R L 72 85A. TOE (ZFMREEN R 72 o 728 HF 2 Z I AT, NROGAE
ERRLZIT VT 47 4 & DBIERTE L 72\,

OCSP v 2+ v &GEHE £ 7213 CRL 0FEH4RGEEIZ, OCSP L 2K ¥ 2 £ 713 CRL %17
L7- CARBDGEHE. $74bb (V)3 () DitHFZHH T 2,

TOE IZPA T @ extendedKeyUsage (ZHF—F L Tz,
+ Code Signing purpose

- Client Authentication purpose

7.3.6. FIA_X509_EXT2

TOE (¥ HTTPS/TLS i {2 Wf i RFC5280 I #t #l L 7= x509v3 ZF B &
SAN (subjectAlternativeName) JE IR THIR % ] U ClB{EMHF OHEREREZ 1T 5 . SAN HLEE
W L 7= BEEREREE D FEM IC DV TiE 7.2.10 & SR,

¥72, 735 ICHEHEHOEY . TOE icid Web % —~EEE, Bk o /49— ~0E - @) o s
A7 v VAFBHE, Bfrn S —N(F B oL — FiFHEY 1 oFo4 vE—FFT 322
NTE, TOERZNZN 1RO ZEHT L, Z0kd, EOFFHERHEHT 2 5,
BT 3RRICL>TC—ETHY. TOE cii\%{éﬁ%c:%ﬂ)ﬂ%%%#ﬂ@“é X0 BB ETDR Y,
TOE 23EEHE ZFIH 3 2 7 0 OB 2 #5532 20t iHFERZEX T 5729
DT 74—} CAFERBHE L 75, TOE oF|FHE iffﬁy{ibt7 74— CARR
JICRFAEE R 2 &AM L CEA 2 0FEHELZERS L, TOE K4 v F—1+F 2,
OCSP/CRL % ffifH L 7= i Ehe 3 2 Haicid, X 11R 3738 ) TOE oF|HERE &
L CTOCSP LRF v &% CRLDP #—-% % TOE & ¥#id 2 LERH %,

FIMREEIC OCSP L 2 F ¥ £ %7213 CRL DP #— 0D &b 6 h D A4 5K, TOE 28
WA Y T 4 7 4 & OIBIEHHETL TE e, RIIREEIZEM S 2, OCSP L 2K v XL
CRL DP % — Dl %3 2k, OCSP L 2K XL CRLDP +— "D W\Fn & bl
fECE WIS, RIMEEIZEMT 2,
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7.3.7. FIA_X509_EXT3

TOE i3 Web GUI 41 L T, RFC2986 THIE 7z CSR 2T 54 v 27 = — A% f
fit9-%, TOE T CSR #/ERKT 2%, CSRICIILATOWNE 2G5 &R TE 5 (ENMIT
TOE DMK Z ISR S ). bk, CSRICINFEL &L L,

- Country Name([E %)

» Organization Name (f1#%%)

- Organization Unit Name (Gff["14 )

-+ Common Name (—%%4)
TOE (3 7.3.5 ICid#kod Y . GEHEZ A v R — b LZZBRICHROGEHEF = —vicEEh
53X COFEHFOELRAEZ1T I o

74, €F¥a2VUT 4 EEFMT)

TOE 3#fEL v — L DOXIGEERZPNERICHi > TH 0, EHERD 2 ELER L 28541,
EHH O — % FICNROBEME O TR % Ik 5,

74.1. FMT _MOFR1/ManualUpdate

TOE ., 77—V T T v 77— eFTT28N% 77— L7 = TEFROFETHEREZ
FOoRF (22— OHICHIRL CTH Y MO BEHEOMHHT 24 v X7 2 —A0 5137 7 —
LY zTDT v 7T = %7 TERTER,

FEMIZ 7.4.5 FMT_SMF.1 0% 31 &4,

7.4.2. FMT_MOF1/Functions

TOE I, B&EGRDOINEEEY — N ~DX G2 ZLH (FX/8%) J 28N 2fikn 78
B (B - RE) ICHRL T, thoBEHEDOHHT 24 v 2 72— A0 b I3EHETE A
W,

FEMIZ 7.4.5 FMT_SMF.1 0% 31 &4,

74.3. FMT _MTD.1/CoreData
TOE BUTZEMT 28N %2t * 2 ) 7 4 EHESH - HE) ICHEBLCEY ., fhoEH
FHOMHT 24 v 27 2 —AnLEHTE L,
v = a—F N =T REN T = I — T DR
s A —FDMER (2—HFID KU — FOFKE, 2—F 27N — 7 ORBEMN )
CEBE AN — FOR/NANRT — FRRE
- EMEICIXHFG DR T — FOAH
cNXAT—FD Yty b(IFEDONRT — FDOEH)
CEHERy L a VIR TETOIET 2T 4 THEORE
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- EIH ORI O RE, FRAEA IR IC FRERE RTRE I 72 6 £ CORFH DO RE

- Web % — D3 —~FFHHED £ ¥ K —

*TOE®D F 7 A P AFT~Web #— GFiEFEDO L — FFHEEZ 4 v A=}/ F 7 A F
b7 22 Web 4 — ~SFFHE DO L — b AEE A HIFR(EEE I X 5 0)

TOE I T2 EH T 2R 2 BE e /7EHE (S - HE) ICHIRL TB 0., hoBHED
T34V 27 2 — 2D HITEHTE R,

CEMFICL2HE DAY — FOZH

BB 7Y — NORE

BB =D 74T v FIEHED A v R — b

TOE © b 7 A bR T ~EEER 7Y —NGEHEO L — FIEAEFEZ A VR—F/F 7R
FRFTHLERD Y —NEHEO L — FEFHER SR (EEZICX 5 T)

TOE U TZ2EMT 28 % A b L — VEHE WHRRE) ICHIRL <Y, fthoERE D
T 24 V27 2 — 2D HITEHTE R0,

CEWFICL2HEDNRYT — FOLEH

T I RANF—ICRRT B A v — Y DFRE

- HAT & R 0 30E

TOE 3T 2&EMH T 28 2 HF (22— ICHIRLTE Y, thoBEHEOFHT L4 v &
7z — A b T E A,
CEBEICL2HE DR — FOLEH

FEMIZ 7.4.5 FMT_SMF.1 0% 31 &4,

73, PA7.3.3 FIA_UIA_EXT.1 C/R$@E Y. AT OX%HERE T EHH ORPREATICiR it 2 1 5
25, LUTHERE IZTE D GET YV 2 22+ ICMP ~DIG&EDATH Y, TSF F—x % EX
Wz L3TERV, $72. GET)V 7R FTT 2712 R$T 57 FLRIZTSF 7F— 2 05&
INEMERi2 720, UTHREZMHHLCTSEF 7 —225aid iz cEiwn,

Web GUI Tu 7' 4 VEHEI~DT 7t AL XU0Ru 74 VHEDOT 7 &2 F— FIcKR

AN Ave—Y DS

ICMP echo

AT o REST APl #ffiH{L 72 GET Y 7 = X }

/configuration/version

/configuration/storages
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744, FMT MTD.1/CryptoKeys
TOE (%, X.509 FFAHEE K (CSR) % RSA - ECDSA $# 0 A %17 5 WHEAE S %2, Web GUI
AL TeF 2l 74 BHE SR - RE)ICHRL TH Y, thoBHEOFHT 24 v 27
= AP HIFERTE 0,
TOE ICRFHEZ 4 v R — 325 & T3, MIEOAICTF = — VK OGIHELY 7 v 7a—F
TLUEDLD D,
TOE ic4 v & — b+ 3 2iEHFIZ, GEHEOHEHICKX > TA vR— T 5720 1CFlrm —
VBRI B, FAAFE O 4 vk — FMRFICLE e — v %2 TRICR T, Mo v — A MUAo
OBEHEDMHT 24 v 27 2 — AL IXRETE R,

RO S — RO — FAHE/ 2 A4 T v PaEHEOL - FEFHER L O F = —
WEED) i 7 EHE (SH - HE)

-TOE ® Web 4 — ~ZFHEOL— FiEHE» LD F = — VIR ZED) i F 2 ) T4 &
HE SR - W)
ZEMAIE 7.4.5 FMT_SMF.1 % 31 &I,

745 FMT_SMF1

TOE (¥ WebGUI £7:13 RESTAPI ® ) £ — & [ v 2 7 = — 22N L CTUTIORTE
HIBERE 2 S E ~1R Mt 4 %, £72, TOE 12 WebGUI O u —H AEBAL v 27 2 — %L
TUANICOR T EEERE 2 BT~ T 2, (FXTo WebGUI HHEH TV € — P EH
AvET72—RATh, a—AAEHA V27 2 —2THRRICIRMEEINS)

kB, a—ANVEHA VAT 2 —Z%MEHT 57201k, TOE L E#H PC % LAN 7 —7
LCHEAET 2 HERH 5,

# 31 BEBMELA VA7 R0 —LOWNIER

# | EHBERE AVRT 2 —2R BAFIC R E
Web GUI i | REST API oo — v
a<w v F

Ability to administer the TOE remotely

1 (g—nta—¥rn—7%EEM | — /vl/objects/u | ®¥ =V T
J7za—3 27— 7 DK ser-groups 4 EME

(S -
%)

2 | 2—FfE (= —4 ID KT ¥ & | [Maintenance /vl/objects/u | €¥ =V 7
7 — FDOEE, 2—F 77— 7D | Utlity] - [EH] | sers 4 EHE
AT - [ — R (M -

i %)
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LER] - [m7
Avriye—v
i E5% 8 1 |

3 | BHE AT — FDOH/N Y27 — | [Maintenance — ¥ VT
FRE& Utility] - 4 B E
[EB] - [2— (1 - i
FT AT VbR %)
V-]
4 | EBHEICIA2HE DAY — FD | [Maintenance — ¥ U7
25 Utility] - [ % = I
2—]-[v=27F (M- H
L] - [o¥ 2 £ArL
7 — N2 ] — VEME
(¥ B &%
TE )
Eifw g
HE (S -
LTEIR
fRef (2 —
)
5 | 27 —=FoDV 4ty ({th#H o vz | [Maintenance — t¥FalT
7 — N DZH) Utility] - [ 8] 4 B E
- [ — R (M- H
1] %)
Ability to configure the access banner
6 | 77 vANF—ICEKINT D A v+t | [Maintenance — AbhL—Y
— Y DFIE Utility] - [ = HE ()
a—]-[v27F WBEE)

Ability to configure the remote session inactivity time before session termination/Ability

to configure the local session inactivity time before session termination or locking

7

VE—F/ u—ALEHELY V3
VKT ETCOIET 2T 4 THEE D
HEWeb 4 v 27 = —X)

[Maintenance
Utility] -
[A=a—]-
[v 27 LEH]
- [y av
2ALT YLK

tFx ol T
4 B M
(| -

%)

95 / 104




Hitachi Virtual Storage Platform One Block 23/24/26/28 % = ) 7 4 X —4%" v b

fi7 ]

Ability to update the TOE, and to verify the updates using digital signature capability prior

to installing those updates

8 |TOE 7 7 —2v =77 v 77— | [Maintenance — R (= —
Ty FTF— R 7 7 — 27 | Utlity] - [48E] )
x 7 DOIGEE -[77—2v =
7 ]
Ability to configure the authentication failure parameters for FIA_AFL.1
9 | BHE ORI RIE DK E. il | [Maintenance — ¥ VT
S B i FENEE AT REIC 72 % ¥ T | Utility] - 4 H
iRf ] D ERAE [EE] - [2— (W - H
FT AT bE %)
Jv—]
Ability to modify the behavior of the transmission of audit data to an external I'T entity
1 | BEEr 7y —"~0XEFED0HF/#E | [Maintenance | — Eifro 7
0 | %h Utility] - [##] HE (S
- [BifE o /3B0E LIES)

e} |

Ability to manage the cryptographic keys

Ability to generate Certificate Signing Request (CSR) and process CA certificate response;

1 | CSR X TF RSA - ECDSA ##d{Ef%/ | [Maintenance — ¥ VT
1| HiIBx Utility] - 4 M
[A==a2—] - (W - R
[v 27 2 %)
- [CSR fER &
XU HCEAILE
Rk
BEf g 7 — N EE [Maintenance — Exo g
2 | + 2 FATVIIEHED A v R — 1 | Udlity] - [%#] (S0 -
(7747 v FaEAED 4 v R — | - [EErw 7 H%E )
FIRFIC L — b EEIIE B & OS] CA | ]
AFHEAE DT = — VR TA v
K—1+32) X1
TOE ® Web #— ~ZEBHEDFEH | [Maintenance | — tFa VT
3 | - Web % —<EEHED 4 v A — | Utility] - £ H Y
(Web ¥— NEEHEDO 4 v R =1+ | [A =2 —] - (=W -
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e |

RFIC v — b REAE 35 X O CAGE | [+ 2 7 LB L)
HEZELF = — v CcAvE |- [EEHEFE 7 7
—F3F3) X1 A L EEHT]
Ability to set the time which is used for time-stamps
1 | AT AT 2 HA &R OKE [Maintenance — A bhL—v
4 | - ZALRAR YT DR Utility] - [ ] EHE W
* R O A B IR o Bk - [ H R 3% € HAERAE)
1]
Ability to configure the reference identifier for the peer
1 | BE&Ea 77— NORE [Maintenance | — fitim 7
5 |+ IP7FL = Utility] - [ 8] HE (S -
(IE/H 2 & £ CTRIETTHE) - [ e 7 3OE LTES)

Ability to manage the TOE’s trust store and designate X509.v3 certificates as trust anchors

1 | BE&e 77— "or— 1+ CAGEHZE | [Maintenance | — Bifrw 7
6 | (FfH CA FERAE £ 7213 —N3ERH | Utdlity] - [&8E] HE (SR
EEBL)A vAE— b EEr Y | - B 7RE i)

—~OIE/El 2 BETA vF— Al | ]
AE) X1
1 | TOE @ Web % — - EFBHE D L — + | [Maintenance — ¥ TF
7 |FEHED 4 v AR — b+ (Web ¥ — 3G | Utility] - 4 HME
BHEDO A v R — PRIV —FEERA | [ A = 2 =] - (W - R
HB L UOHH CAGIHEZE DT = | [ A7 2 HH] %)
—VHEKTA v R—-1+F2) X1 |- [GEEHET 7
A NV EEHT]
X1 FTCICEEHELA VR =P EINTWLBRETH L WAEBHEO A v R—F 2175 &,

VI EDSHIR X BT L WIEHE CEH I nE §,

7.4.6.
TOE Tid, v ¥ 2V 74 HFHESH - HE). X b L — YV HFHE W

FMT_SMR.2

). Eifro SEH

HEEEH WL, RF (=)o — A ERE LT —F V=TI LT — 3% BEf
F2Z T —FEERT 2, 51, Y —Fou 7 [ VIIcw —AHBEAN T oz
DEEMN I e 7Ty b3 ETHRifiT 5, TOE ZZNbic X ) 2 —H L v — L BEff
F MRS 5,

KX ) T A EHEIITOEZ ) E— FEHT A28 TX 5,
TOE 0o &HEEIc /o — gD\ iE 7.4.5 FMT _SMF.1 ®3% 31 24,
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75. TSF D1R#(FPT)

75.1. FPT_SKP_EXT1

7.2.3FCS_CKM.4 ICFL#k L 72 17 0 iIc &% RAM £ 7213 SSD LIicfRfFL T %,
TOE 12 RAM |/SSD L% &8+ 2 4 v 2 7 = — 2 &2 FIHEFEFICERE L 2w,

752, FPT_APW_EXT1

BEME DR — FF#IZ. TOENT vy v a b SN TREI NS 720, FLANART —
FesEd 5283 TcE v, £/, TOE 3RV = FisAH Tz —hL/) £—
FEBA V27 —22RELEV, B, BHZF A NRT7—-Foy vaflid
PBKDF2(Password-Based Key Derivation Function 2) #{#if L T3 9, PBKDF2 N C{#
T3y v 2 BIRUCIE SHASI2 245 E L T %,

753. FPT_TST_EXT1
TOE I3 3B LU T ICRiil s 2 HE T 2 P 2T 5.,

Q) 77—LVITDAVFIVF4TFALD
b) FTLOMETA DY X LOBAET 2 b

(7) AES

(1) DRBG

(7) RSA

(=) ECDSA

(#+) HMAC

(#) DH

(¥) ECDH
DT AL TEIAFBEEMLC7 7 — 27 =7 IS 274 VXA ELZRGET 5
ETT77 =LV T ORENET AT 5, HIRO LRI, 77— L7 =T OFELERGE
T2701c, TOEICTFHA VA=A INTOWEHTHE, LT 7— L7 = THKIA
INTVEIRETFETHRVEAICIE, 74 VX VEL TORGEET A MICRKT 5, KKK I,
Y7 — bR CETHRIET A 2HEMT 2, 77 -4 =2 7 OMGENRICIZ, OS 27
— AN EERBL TSF 2T 27 7 -2V = T2kPE&EN 5, TSF OBIERE L 22
OSSH—ANEEL 77 —L V2T 2EDA VT 7V T4 TAMNEEBLTEN, A VT
)T AT A EFEMT 5 LT TSF O&MERERTE 2R RECIRMEnRETH 5 2 L 2 IRGE
TZ 2,

b)DF Ak Tlx TOE 248t 4 2 KHES T A2 Y X aicnt LCBEAIRT 2 + 2 Efis 5, i
FT7NTY XL BRI B 2541, BEEESIELCEEL Thin/d
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T A MRS 5, KWRHE, V7 — P 2{T5 2 L TREMIMET R+ 2 iEMT 5, TSF 25
M3 2% TOE O SHEELZ KT 2 2 COEST AT ) XL 2HHET A L TE Y, KT
A+ %FEMT 5 Z & TTOE OIS SHERENSIEL <EIfFT 5 2 &L 2 {RAETE 5,

FRHROTFA NI ARL =T 4V U RT LR T 7 — LY 2 TICEERMA LN T W
WZl, TAMEADI—FDOANR TSFICk s TEfTINTWE &, LR —F
vxTHAOSEr—FL, FMHET AP ZIELSUECE S 2 L 2ERT L LT, 7
AZADIEL WEIEZ EET 5,

7 A FRHEICIE TOE & TOE HHOE#HZMIEL 7 7 — LT =2 THERTRVED
SIM(Service Information Message) #icék L 72 L C, v A7 2%V 77—+ &8 2%, V) 7=+
FRicdh a)B XU b) o7 R M %2FEET %5, TOE BIEFICEE L 2854, TOED 7 7 — 24w
T TICEE R0 T L U TOE ot 3 2 iS5 Haes IE L <EIfE L, IEL < Eiff 9 % TSF
DR CE 2 2 L 2 RIET B,

754. FPT_TUD_EXT.1

TOE ii&Com— (¥ =) 7 4 EHF S - i)/ A b v — VERE WIHHHRE) /A
o ZEIE (B - RE) /ST (2 —9)) 28 Web GUI 205 8N — ¥ a v &R L 72%ic, TOE
WBIRTET 77 4 77 TOE N—=Y a3 v RIEET 5,

77 =LY =T HHORTHERZ R ORTF (2 — ) IZEE PC 220 8HHNRDO 7 7 — LY
2T DATATHMEHL T 77—V = T OFEEHZIT5, 77— L7 = TRAINE L.
WEEBIFICIT ) TEUMEEONAE L RIS TH v, MAETiEE 7.5.3 FPT_TST_EXT.1 I<5d
#HLTWw3,

(=) 7 7 — LY = T OFFNEH % Web GUI 225f5R"$5 &, TOE 37 7 — 24
v = 7 EHUE O BT EAPERGE 2 1T\ ERMEREEICH T 2 & 7 7 — L7 = 7 HHIL
MEITS, 77— 27 =7 OERMERGEEICKKT 254, TOE (X FW BEHTULE % S L 7«
Vo, HHIENSET7 7LV 2T IEA VAN —ADBRET LEEERILT 2T 4 7B,

755, FPT_STM_EXT.1

TOE o AT otse CIIHAT  RRIABFIH I NS,

a) EHELVa—PFICEHT 544 L R% v THERE

b) GEBHE O F NIRRT RE

TOE ¥, Eido 2 #aecHIH I N2 BT & R 2 BB 2 7= 0 I NFFIRERT 2 B L T
5, HfF E AN DFEAEIT A b L —VEREWIHRGE) D AR Y E— FEEA v 27 = —
ABIOR—ANVEHA v 27 2 — A0 b EARETH Y. TOE X HAT & FR| DREZLHE
BT BRIcEE v 7ICiiikT %,

Q) MO b) DREREIZNESEFEF 2 L. TOE 28NjE 3 % RTC (Real Time Clock) 25 1EHfE 75 ¢
WNeiitd 2720, FHETE 2 Hf ATl E R 725, 58T 2 HIT LK
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ZICREAE O AR REL T 5 o

76. TOE 72+t Z(FTA)

7.6.1. FTA_SSL.3

Web 4 v 2 7 = =204, TOE I, 5E S hi-kfifdEtkic, 72774 7V E—}
DWeb 4 v 27 2—ADkyaviTE8s5, 24 L7 7 MalztF 2V 71 HHHE
(B - 82560 23, 90 73, 120 PO hhoHET S LB TE 3,

REST API o5&, f8E & - efilf#tzic, 72774 77 ) £— P D RESTAPL £ v X
T —ADkyavik&TE8¢5%, RESTAPIO Xty a2 4 L7y FRRIE. £y
2 VEART 2BICEEEE N 1 H~300 DO THET L LB TE 5,

76.2. FTA_SSL4

Web 4/ v 27 = — 204, HHEIX Web GUI Tu 27 v MEE2 T 222 T, WO T
QAT D Yy v a vEKRTIEEILBTE S,

REST API o5&, EHEIIBEG v 74 VIFIZCTOEIC X > THITEI N2k v o a VIFR
(b= V)RR L TRy vy a vRTOBREZITIZLICkoTwOoThr I TV FT 5
enTEL, Web 4 v A 72 —ABXUPRESTAPIf v A7 2 —RLHICEHPC 5
DY E— MEHTHENT 2,

7.6.3. FTA_SSL_EXT1

o — AN v v oa ik, JBE S eI, ET 2T 4 Thhu—Ah D Web 4
VAT z—ADEyavEKTIEE, 24 LTV MRt F ) T A EHESH R
E)H605r. 9057, 120 7D hLHET L LHNTE B,

7.6.4. FTA_TAB.1

TOE #EFH T 2-0DKVE— [ VR T 2—ABIXUPE AN VR T 2 —RITDONWT,
B4 VEIDORA Y 2 —VICB T 2 FEERLITICEHET 5,

a)Web 4 v &2 7 = — Z2DHH

TOE ¥, R b L —VEHEWIHIRE) B ERNICHE T 2 TOE O I3 3 FEHEHES
LEA Yy —V %, WebGUI TOR 74 VHTICH 7' A VDN F— FICKRT 5, A%
IV E— P VR T2 —RATHE—INA VR T2 —ATHELTH S,

b) RESTAPI 4 v %2 7 = — ZDé

TOE X, VE—bEHA VX2 72— %N L7 RESTAPI TD 7T 7 & ZAKFICiI v 774 Vi
DAY E—=VFR%E LR,
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77. FIRFT v ERR/F v 2IL(FTP)

7.71. FTP_ITC1

TOE i3, B v /') — " ~DEHRn V7 OEE0 01 TLSBEZMFH L 7-€ F = 7 ilfs
Y HE— T2, £7-. TOE IZER 0 27/ — 30 5 3% AF X N2 F — ZFBHE IO WT 7.3.5
FIA_X509_EXT.1/Rev TR 3 O ICREAERGEEZ/T S < &L CHlfGHTF L R o EEr 79—
NEREET 5, - — SAFHE O A T1% 7.2.10FCS_TLSC_EXT.1 icit# L Tw %,
%72, TOE 3§ v 7% — L o TLS @ERFICHARERE 21T 5. Bt n /% — L oA
FAEICEE S 2 EAARIZ 7.2.11FCS_TLSC_EXT.2 ICZ0# L T\ 3,

7.7.2. FTP_TRP1/Admin

TOE X Web GUI 3 X 1" REST API %# il L 7z TOE ¥ i X %2 TOE D Y £ — FEH D
oo, HTTPS#ER AL - ¥ 2 7l 2 9 K-+ 92, Thdbb, EHE
ou A ViRt Er U TORET 72 a vick LT HTTPS {2 2 2t 4 3,

8. FE

81 ST HMAE

Administrator Security Administrator % g,

TOE &% 2V 7 4 #46E SFRDIEL WEED 7z I G AT il R b

(TOE security functionality) | TOE D3 XCON—=Fy =T, VY7 by =T, RUI7
7 — L =7 DEAERE, [CC¥—F 1 DHFE]

TSF 57— % SFR Efi0sMkfr 2 TOED 53 WD dDF — &,
[CCo¥—} 1 DHEE
SAN Subject Alternative Name D, X.509 v3 GEBHE IC BT 2

k7 4 =V FD—>, SAN Zffi5 2 & T, 1 DDA
FETEBO VA4 v P T FL A% LD TRl T
ERER

Security Administrator AFE I, [Administrator] & [Security Administrator] &
V) FHEEIZBIRE S Tl R — o B e L CH Y. TOE
I L CERERS L OEHER 2 E T 2720 DIEN R T

7 e AR ZHT 54,

SIM Service Information Message Dlig, 7 4 A7 A L —
18 DIRSF S B 72 R IC Maintenance Utility _FICH 77 &
NnNdAve—3,

E B TOE 25&M & 585, [CC-¥— 1 DJEE]

Wy T 474 TOE DAMFIcH - C TOE L NGET 2 2 & A TE 5 A
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¥/ IT oxv 7474, [CC¥— L+ 1 DRG]

2] BREICEWCEZELZ SIS ThEIT)LDTE 2T

(threat agent) VT AT 4, [CCo%—F 1 DEE

MOIRL BRORLG 282 RT 2720 CavFR—3% v}
AT 2L, [CCoN—F 1 DHEE

EfE#ET ¥ 2 v TSF &iEMEOEHETE 5 1T 82, LEREEEZ D -
THET 2 LB TEZFR, [CC— 1 DHIGE]

RS 2 FIAZE & TSF BB 2 F#H% b o Glfs 3 2 FB, [CC

=+ 1 0 fRE]

AVER=T ¥y —¥

TOEDavtrtu—J7FK—F, Y747, BR2ERT
LERTH D,

wEAL avHE—F Y MM AENT S, [CCo—F 1D
FHEE
IR IVR—FVIFHDOY R b5 1 2F - I3EKOEE %

HET B2, [CCo— T 1 DHEE]

Hikoex 2V 7 14 J78f

M2 F 20 74 AL FheE. 23548
F4 vty b, [CCo—1F 1 DHEE

1

¥ o) T4 HE

TOE 5Ll X5 & d 35StV 74 O
., W REECTERTBE AT — AV b, [CCoe—
F 1 o HEE]

¥ 2 VT 40K

BBl XN TA 2. K/ 33NN
7A€ X 2 U 7 4 R M/ F 72 T RIS & il 72
TZEERHWETEZRAT— AV b, [CCo—F1DH

=h.
=1

¥V T4 B

TOE O+t *x 2V 7 4 KGO ZERICHENT 5729
. L X N EEEIC Y o Tk RSB, [CC ¥
—+ 1 oHEE]

NIATHKRy 7R

FoA47%8T 5K, TOEZavbr—Fv v —v
b T4 TERRCE B2, Y RTFAD KT 4 TR
BUHET 27201 ay bu—F v v — IR ATRE AR 2
hThd,

k. KERKIFIAT~OT -2 0HEHEAZETHIO
AT, AR ST ICFi# 3 2 SFR # 2k 2 HAE % Fi 7z 7
W,

AR &

(target of evaluation)

HAZVABEI ZERDHELY 7Yy 2T, 77—L47
=27, k723 —Fv 27Dy b, [CCo¥—F
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1 Dl

7 7 A NF % F N/ASCSI

Storage Area Network Z 23 2 70 DAy M7 — 72

T /uY—,

JurrsavryarzrAn

TOE OREHICH T3 F 2V F 4 =—RICONTDE
HEIKIELRWAT— R AV b, [CCot—+ 1 DFZE

LHRR CC @—F 2 CE&ENTL IR WEERESM, R/ E7-
T CC o ¥— 1} 3 icEdEN TR WIREEEA%Z, ST
FIZPPIBINT 3L, [CCo— L 1 OFEE

AT (CC D)avFR—rv L FEHNOHEI Nz T

A—2ERESTSE L, [CCo—1+ 1 DHZE]

Maintenance Utility

AP =V RT LR Y P — 2 DEKE. T —PIHFEHR
PIA RV ARAF—RERT L ENTE S Web GUI T
»3,

VSP One Block

AP =YY AT LD Y — R BET LR

Administrator T&% % WebGUITH %,
8.2. BEFE
COXHTIERDOMEEPEDN TS,
API Application Programming Interface
CC Common Criteria
cPP collaborative PP
CRL Certificate Revocation List
CRL DP CRL Distribution Point
CSR Certificate Signing Request
DKC Disk Controller
ESM Embedded Storage Manager
FIPS Federal Information Processing Standardization
FW Firmware
GMT Greenwich Mean Time
GUI Graphical User Interface
HTTPS Hypertext Transfer Protocol Secure
ICMP Internet Control Message Protocol
LAN Local Area Network
NDcPP collaborative Protection Profile for Network Devices
NIST National Institute of Standards and Technology
NIST SP NIST Special Publication
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OCSP Online Certificate Status Protocol
PC Personal Computer

PP Protection Profile

REST Representational State Transfer
REST API RESTful API

RFC Request for Comments

SAN Subject Alternative Name

SIM Service Information Message
SSD Solid State Drive

SSL Secure Sockets Layer

ST Security Target

SFR Security Functional Requirement
TLS Transport Layer Security

TOE Target of Evaluation

TSF TOE security functionality

VSP Virtual Storage Platform

104 / 104



