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KEERE

Version | B ft SIEE EERERE

0.0.0 2024/09/02 | BH FS 2 MR E B

0.1.0 2024/10/01 | B ORIZ® 9 BHIEE (ST RhR)

0.2.0 2024/10/25 | B ORIz HIEIE (FFTMR)

0.3.0 2024/10/30 | HH ORIZx T HIEIE (K5 TMR)

0.3.1 2024/11/25 | B#H, =Lt FTEEIE (FZT7MR)

0.3.2 2024/12/25 | B, =k, %K | ORIZX T HIEIE (K TMR)

04.0 2025/02/02 | A, =k, %K [ ORIZX T HIEIE (FZTMR)

0.5.0 2025/03/10 | B, &K ORIz HIEIE (FFTMR)

0.5.1 2025/03/14 | B ORIZx 9 HIEIE (K5 T MR)
F1EMNLEOEDRIEIEIE (FSTMR)

0.5.2 2025/03/19 | A+ ORIz HIEIE (FFTMR)

0.6.0 2025/03/27 | Hh FETEDIRIIEE (FFTMR)

1.0.0 2025/03/28 | A #hR

1.0.1 2025/04/24 | B ORIz T HIELE

1.1.0 2025/05/16 | B#, =k ORI T HIEIE

1.2.0 2025/05/30 | H#, =k ORI T HIELE

1.2.1 2025/06/06 | B#, = L, #2H ORIz T HIEIE

1.2.2 2025/06/13 | HH, =L, #3H | ORIZx 9 HIEIE

1.2.3 2025/06/20 | Hth, =k, ¥AH ORIZx T HIEIE

1.2.4 2025/06/27 | H#, =L, #3H | ORIZx 9 HIEIE

1.25 2025/07/02 | B, =L, #XH | ORIZx I HIEIE

1.2.6 2025/07/03 | B#, = Lk, #2H ORIz T HIEIE

1.2.7 2025/07/04 | B, =L, #XH | ORIZx 9 HIEIE

1.2.8 2025/07/11 | B9, =k, #2H ORIZx T HIEIE

1.2.9 2025/07/18 | HH, =L, #8H | ORIZx 9 HIEIE

1.3.0 2025/07/29 | Hth, =k, ¥AH ORIZX 9 HIEE
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1.3.1 2025/08/01 Ao, =+, #\H ORIZx ¥ BHIEIE

1.3.2 2025/08/06 | A, =k, ¥2H ORIZX 3 BIEIE

1.3.3 2025/08/14 | @B, =k, #2H ORIZx§ BHIE1E

1.34 2025/08/21 =F, At NRAD—RRIZCET5EEHEHTIELE
RPM/ Ny — ) LD Y —b

1.3.5 2025/08/27 | =L, B, #2H ORIZx ¥ BHIEIE
BRERIUVAKRKDIEILE

14.0 2025/08/29 | =Lk, B+, ¥AH ORIZx§ BIE1E

141 2025/09/03 | =Lk, A ORIZ® 9 BIE1E

1.4.2 2025/09/05 | =k BREBLUVARHDEBIE

14.3 2025/09/10 | A& ORIZx ¥ BHIE1IE

144 2025/09/17 | B+ ORIZx§ BHIE1E

145 2025/09/22 | =, A ORIZx{ 9 HIE1E

1.4.6 2025/09/25 | =k, Heh ORIZX 9 A{EIE

147 2025/09/29 | =L, He ORIZx§ BIE1E

14.8 2025/10/01 | =L, #AHA, A= ORIZx ¥ BHIEIE
1.4.1 TOEQYIBEREE(ZEM/ ST —P D
FC k38 0

1.5.0 2025/10/02 | H+, #AH ORIZx ¥ BHIEIE

1.5.1 2025/10/03 | =k BHAZ 2 RADIN—23>, SHA256SUMTEZE
BE

15.2 2025/10/06 | =Lt ORIZXI 9§ BIE1E
BHAZVZAD/N—23> SHA256SUMIEZE
BE

15.3 2025/10/08 | #AH, He ORIZX§ BIE1E
AlamLinux OS Updates X5 — 0 Fi %

154 2025/10/08 | #2H, He ORIZx ¥ BHIEIE
AlamLinux OS Update/S\ws—< D %

1.5.5 2025/10/16 | ¥AH, Hd ORIZx{ 9 HIE1E
OSE #H/ v —[Zshim-x64% B N

1.5.6 2025/10/20 | #AH, B+ RENYT—TDOHIBR

TSSMOIEIE
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15.7 2025/10/23 | A+, ¥2A ORIZx ¥ BHIEIE
Ay REICBET SR DIEIE

REPNDEILE

1.5.8 2025/10/30 | HH, #AH ORIZ*X 9 HIEIE

1.5.9 2025/11/05 | Heh ORIZ*X§ HIEIE

1.6.0 2025/11/10 | B+, #AH ORI T HIEIE

1.6.1 2025/11/10 | B, #AH ORIZ*X ¥ HIEIE

1.6.2 2025/11/25 | B, 2H ORI T HIEIE
/3y —2URLZvault.almalinux.org~NZE#

1.6.3 2025/12/02 | Heh ORIZ*X ¢ HIEIE

1.6.4 2025/12/15 | Hep BHAZVRDIN—=Da V=B H

1.6.5 2025/12/18 | B, #AH CCHARZ UV ADIN—aVEEH;
TSSMIREEIE

1.6.6 2026/01/07 | Htp ORIZ*X 9 HIEIE
CCHAZ UV RDIN—Da B

1.6.7 2026/01/07 | Hep ORI T HIEIE

1.6.8 2026/01/27 | Heh ORIZ*X 9 HIEIE

1.6.9 2026/01/28 | Heh ORIZX ¥ HIEIE
CCHAZ UV AMDIN—aVE R

1.7.0 2026/02/16 | Hh ORIZ*X ¥ HIEIE
EHAZTVADIN—CaVEEH

1.7.1 2026/02/25 | H#, =k ORIZ® 9 HIEIE

1.7.2 2026/02/25 | B, =L, #2H | ORIZxt9 HELE

1.7.3 2026/02/26 | HH ORIZ® I HEE
1.7.4 2026/03/02 | HH CCHARUVADIN—avEE#H
1.7.5 2026/03/04 | HH CCHARUVADIN—aVEEH
FRECDELE
1.7.6 2026/03/05 | HH CCHAZVADIN—IaVEEH
1.7.7 2026/03/05 | HH CCHAZVADIN—DaVvEEH
1.7.8 2026/03/10 | H# ORIZx 9 HEIE
1.7.9 2026/03/26 | HH ORIZx 9 HEE
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1.7.10 |2026/04/04 | H ORIZX ¥ HIEIE
1.7.11 | 2026/04/06 | EH ORIZx 9 HEIE
1.7.12 | 2026/04/09 | H+ ORIZ® 9 HEIE
1.7.13 | 2026/04/09 | B ORIZx 9 HIEIE
1.7.14 | 2026/04/10 | EH ORIZx 9 HEE
1.7.15 |2026/04/13 | B ORIZX ¥ HIEIE
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1 STHEER

1.1 ST
ASTOHAERELUTISRT

Table 1: ST B F

ST Title AlmaLinux OS 9.2 for x86_64 Compatible FIPS140-3
TXaUTA8—F vk

ST Version 1.7.15

ST Date 2026/04/13

ST Author YAN— SR GRS

1.2 TOEZHE
TOED#EAMIBEHRE UL TIZRT

Table 2: TOE:: Bl F

TOE Identifier | AlmaLinux OS 9.2 for x86_64 Compatible FIPS140-3 1.00

RPM/ v —T 4
aide

attr

bind-libs
bind-license
bind-utils
binutils
binutils-gold
bzip2-libs

cpp

cryptsetup
dbus
dbus-common
dbus-libs
device-mapper

device-mapper-event

FIPS140-3 &4 AlmaLinux OS 9.2 for x86_64M 7y —S%/A—ay
1.00&L. AFISRT,

N—3>
0.16-103.el9_6.2
2.5.1-3.el9
9.16.23-31.el9_6
9.16.23-31.el9 6
9.16.23-31.el9_6
2.35.2-63.el9
2.35.2-63.el9
1.0.8-10.el9_5
11.5.0-5.el9_5.alma.1
2.6.0-2.el9
1.12.20-8.el9
1.12.20-8.el9
1.12.20-8.el9
1.02.202-6.el9
1.02.202-6.el9
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device-mapper-event-libs

device-mapper-libs
dmidecode
dosfstools

expat

file

file-libs

gcc

glib2

glibc
glibc-common
glibc-devel
glibc-gconv-extra
glibc-headers
glibc-langpack-en
gmp

gnutls
gnutls-dane
gnutls-utils
grub2-common
grub2-efi-x64
grub2-tools
grub2-tools-minimal
ima-evm-utils
iputils
iwl1000-firmware
iwl100-firmware
iwl105-firmware
iwl135-firmware
iwl2000-firmware
iwl2030-firmware
iwl3160-firmware
iwl5000-firmware
iwl5150-firmware

iwl6000g2a-firmware

iwl6050-firmware
iwl7260-firmware

1.02.202-6.el9
1.02.202-6.el9
3.6-1.el9

4.2-3.el9

2.5.0-5.el9_6
5.39-16.el9
5.39-16.¢el9
11.5.0-5.el9_5.alma.1
2.68.4-16.el9 6.2
2.34-168.el9_6.23
2.34-168.el9_6.23
2.34-168.el9_6.23
2.34-168.el9_6.23
2.34-168.el9_6.23
2.34-168.el9_6.23
6.2.0-13.el9
3.8.3-6.el9

3.8.3-6.el9

3.8.3-6.el9
2.06-104.el9_6.alma.1
2.06-104.el9_6.alma.1
2.06-104.el9_6.alma.1
2.06-104.el9_6.alma.1
1.5-3.el9
20210202-11.el9_6.1
39.31.5.1-151.3.el9_6
39.31.5.1-151.3.el9_6
18.168.6.1-151.3.el9_6
18.168.6.1-151.3.el9_6
18.168.6.1-151.3.el9_6
18.168.6.1-151.3.el9_6
25.30.13.0-151.3.el9_6
8.83.5.1_1-151.3.el9 6
8.24.2.2-151.3.el9_6
18.168.6.1-151.3.el9_6
41.28.5.1-151.3.el9_6
25.30.13.0-151.3.el9_6

kernel 5.14.0-284.11.1.el9_2.tuxcare.5
kernel-core 5.14.0-284.11.1.el9_2.tuxcare.5
kernel-headers 5.14.0-284.11.1.el9_2.tuxcare.5
kernel-modules 5.14.0-284.11.1.el9_2.tuxcare.5
kernel-modules-core 5.14.0-284.11.1.el9_2.tuxcare.5
keyutils 1.6.3-1.el9

krb5-libs 1.21.1-8.el9_6
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less

libarchive
libblkid

libcap
libcap-ng-utils
libdnf-plugin-subscription-manager
libeconf
libfastjson
libfdisk

libgcc
libgerypt
libgomp

libicu

libmount
libmpc

libndp
libnghttp2
libnvme
libpkgconf
libgb
libsmartcols
libsss_certmap
libsss_idmap
libsss nss_idmap
libsss sudo
libstdc++
libtasn1
libtevent
libuuid

libuv
libxcrypt-devel
libxml2

libxslt
linux-firmware
linux-firmware-whence
Isof

lvm2

Ivm2-libs
make
man-pages
microcode_ctl
mlocate
ncurses
ncurses-base

590-5.el9
3.5.3-6.el9_6
2.37.4-21.el9
2.48-9.el9 2
0.8.2-7.el9
1.29.45.1-1.el9_6.alma.1
0.4.1-4.el9
0.99.9-5.el9
2.37.4-21.el9
11.5.0-5.el9_5.alma.1
1.10.0-11.el9
11.5.0-5.el9_5.alma.1
67.1-10.el9_6
2.37.4-21.el9
1.2.1-4.el9

1.9-1.el9

1.43.0-6.el9
1.11.1-1.el9
1.7.3-10.el9
2.0.8-1.el9
2.37.4-21.el9
2.9.6-4.el9 6.2
2.9.6-4.el9 6.2
2.9.6-4.el9 6.2
2.9.6-4.el9 6.2
11.5.0-5.el9_5.alma.1
4.16.0-9.el9
0.16.1-1.el9
2.37.4-21.el9
1.42.0-2.el9 4
4.4.18-3.el9
2.9.13-12.el9_6
1.1.34-13.el9_6
20250716-151.3.el9_6
20250716-151.3.el9_6
4.94.0-3.el9
2.03.28-6.€l9
2.03.28-6.€l9

4.3-8.el9

5.10-6.el9
20250211-1.20250512.1.el9_6
0.26-30.el9
6.2-10.20210508.el9_6.2
6.2-10.20210508.el9_6.2
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ncurses-libs

nettle
NetworkManager
NetworkManager-libnm
NetworkManager-team
NetworkManager-tui
openssh
openssh-clients
openssh-server
openssl

openssl-libs

pam

pciutils

pkgconf

pkgconf-m4
pkgconf-pkg-config
postfix

procps-ng

protobuf

protobuf-c

python3
python3-cloud-what
python3-idna
python3-libs
python3-pip-wheel
python3-requests
python3-rpm
python3-setuptools
python3-setuptools-wheel

python3-subscription-manager-rhsm

python3-urllib3

python-unversioned-command

quota

rpm

rpm-build-libs
rom-libs
rpom-plugin-audit
rpm-plugin-fapolicyd
rom-plugin-selinux
rpm-plugin-systemd-inhibit
rpm-sign-libs

rsync

rsyslog-gnutls

scrub

6.2-10.20210508.e19_6.2
3.10.1-1.el9
1.52.0-5.el9_6
1.52.0-5.el9_6
1.52.0-5.el9_6
1.52.0-5.el9_6
8.7p1-45.el9
8.7p1-45.el9
8.7p1-45.el9
3.0.7-20.el9_2.tuxcare.1
3.0.7-20.el9_2.tuxcare.1
1.5.1-26.el9_6
3.7.0-5.el9

1.7.3-10.el9
1.7.3-10.el9
1.7.3-10.el9
3.5.25-1.el9
3.3.17-14.¢el9
3.14.0-16.¢el9
1.3.3-13.el9
3.9.21-2.el9 6.2
1.29.45.1-1.el9_6.alma.1
2.10-7.el9 4.1
3.9.21-2.el9 6.2
21.3.1-1.el9
2.25.1-10.el9_6
4.16.1.3-37.el9
53.0.0-13.el9_6.1
53.0.0-13.el9_6.1
1.29.45.1-1.el9_6.alma.1
1.26.5-6.el9
3.9.21-2.el9 6.2
4.06-6.el9
4.16.1.3-37.¢el9
4.16.1.3-37.el9
4.16.1.3-37.¢el9
4.16.1.3-37.el9
4.16.1.3-37.el9
4.16.1.3-37.¢el9
4.16.1.3-37.el9
4.16.1.3-37.¢el9
3.2.5-3.el9
8.2102.0-111.el9
2.6.1-4.el9
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shadow-utils
shim-x64
smartmontools
sqlite-libs
squashfs-tools
sssd-client
sssd-common
sssd-kcm
subscription-manager
sudo

systemd
systemd-libs
systemd-pam
systemd-rpm-macros
systemd-udev
tar

tpm2-tss
traceroute
unbound-libs
usbutils
util-linux
util-linux-core
vim-common
vim-enhanced
vim-filesystem
vim-minimal
wget

4.9-12.el9
15.8-4.el9_3.alma.2
7.2-6.el9
3.34.1-8.el9_6
4.4-10.git1.el9
2.9.6-4.el9 6.2
2.9.6-4.el9 6.2
2.9.6-4.el9 6.2
1.29.45.1-1.el9_6.alma.1
1.9.5p2-10.el9_6.1
252-51.el9_6.1.alma.1
252-51.el9_6.1.alma.1
252-51.el9_6.1.alma.1
252-51.el9_6.1.alma.1
252-51.el9_6.1.alma.1
1.34-6.el9_1
3.2.3-1.el9
2.1.1-1.el9
1.16.2-19.el9_6.1
013-4.el9
2.37.4-21.el9
2.37.4-21.el9
8.2.2637-22.el9 6
8.2.2637-22.el9_6
8.2.2637-22.el9_6
8.2.2637-22.el9_6
1.21.1-8.el9_4

1.3 TOE®IE

1.3.1 TOEFE 5

TOEX. VILFA—H—=EFT)r—230 D007 7 AFE, EEMEED T R—, LU
EEHRE(C K DSecure Shel(SSH)ZERAL-tX 1 7R )E—FOT AV  TLSHEEDEFT
BRYRI =93 —ERZR T BLnUxR—ZADRBARL—F4U T AT L(0OS)TH S,

132TOEMFERAERUVEEL X T1#EE

1.3.21 TOEQFER A%

TOEIE. —f3 Y —N—RABRBIZARL—TAV T VAT LELTAVR—LEN, Ryb
D—IIEHRSNDEEFEELTLNS, ARL—F AU T VR T L(OS) A —H —MNEITLI=L
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TI)r—avic LRI - BRIELIZN—F O 7RERD ., ERNGT T ) r—ay -4
BIATSVORE ., EFa) T HEEZ RIS 5,

1.3.2.2 TEGEX 1) TR

o tXaTIERE
o ‘12;\:1')7'455 BEBEANNUIEEXa)T(EEDJ 2R
o MEEHR—
o TOEO)t#:L')'T'ﬂﬂ%ﬁE’éﬂ'Tﬁ—Fé'éf:&)@H‘é‘%—ﬁ%fﬁ
o 1—H—T—ANDRE
o FFANLEIUVTALIRIIZHLTOT IR
® nﬁkﬂ”&nun
o HIIEHMEAVNVEA—Y—FIFIE—FIUOTATDHANEER
o XaTAEE
o BEEFIIFEILI—Y—DHIZLS. TOEDEF1TsHEEDHEEE
e TOE7/O+tR
o A—HY—tyla MR KRBAFERICETIEEERT
o TSFD{R:E
o T—ARABIUVEFTINZYINIITERETSH-ODECHREAN=XL
o EEE/NR/[FyRIL
o TOELA—H—ITZUTA4T(RBIZEBEIN-BERKREZER

1.3.2.3 TOEFHili [ & FN7EL Vi AE
AT OTOE#BE (X EHM #EER (< & Fh 7y,

a) SELinux

SELinuxI&LSM(Linux Security Module) L TEIKES 21— )LD —DTHY . B— LR ASUIZK
BIRNIAR—RDR)—ERFEICL-T, &% 7t {E(Mandatory Access Control: MAC)
EEEND . FET I/ EAGIEEYLE DN DM WHIREZTOEXIZNTHEEETH D,

b) OS{R#E{LA12T5
KVM(Kernel-based Virtual Machine)*> QEMU(Quick Emulator), libvirtii& DA —T ) —=X
DVIL I THEZRBL RELREDAIVISEEETLIHETIRET S,

c) AT HEALTS
Open Container Initiative A SR E L TWSIRE IV TFAA—VRKITEL S, 2V THREBLIRE
ERETILODEERY—IL-SUBA LA A—DERY—IVBED Y I Iz THERRT 5,

d) FS74hL1—HF—A22—T1 4 X(GnomeT A7y TIRIEE)
G374hNA—HF—A203—T x4 RAREIL. X Window SystemEf=[EWayland&fH EHE
TREIN. GUIY—IILFYROSATSY BRICRATEIRENLET IV r—2320 (T35
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P TERARNITAR A—F— T7A45— REBEI—ZFILF)EEH. AXFFAVERNTIC
A—HY—AREMICFIATESGnomeT AV M TRIEFZIRET 5,
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1.3.3 TOEE{FIRIE

TOE(Z. Table 4MPlatform LAV A— LN TENET B, TOEN B ET HEFIREZRIC
=9,

OCSPHLvEdE -
CAH—/i—  |o CTBUEDE T ol ocsPH—si— | | NTPH—/i—

(E A=k
—~ >

rm e T T
P A=A T —Y

| Almalinux # Susr—=is o=l

WAL R ) H—ri— H—ii=
S5H 55H
TOE BS LTk H—si—
TOE Platform

X1: TOEE{ERLE
TOERBODZE Y —N—EZLTIZEET .
Table 3: TOEE{FIRIBEDHIE

TOEFFIREBEDERER BMZE

TOE Platform TOEZZETI 5-HITHELGYEBMIRIETHY . CPU- A

TY-BAATNARFEDN—FIT7 . ELVENLZ ]
$B2I77— LT THERENS,

AlmaLinux OS/S\wsr— LInux®RPM/ w4 —O R ICE T - BET 570D
BHFHAURSR)H—i— H—/N\—, TOEIZTLSZ AWV =\ —SEBY— )LE R

LT UE—RIRSHY EIEBEOO—AILYRSHY
WS =S DAV A= ILOEHFET,

HBOO—AILURDR)(F)E—FJERIR) Zreposynca
TUREFEALTAE—LA—AILRYET—IRIZHEEL
LD T.TOENSRT H5EA—NILYRINIIZEET
BETUE—MIRSMDOROYERT EHIENTES,
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SSHY—/\—

SSHTOFILZERALTISA T UMD LD ERERER
[FAN, BEREZITV, EFaT7EBEZRET IHELR
if:-'j-_/ (_o

SSHY—/N\—[F, EEEMNTOEN LY E—MIH A MY —
N—IZHLTEF1T7ERF-EEEZERERITHEEICLE
£ %,

SSHIZA47 2k

SSHZBRILEFALTY—N—LDEFaT7HBES
ML T SREZ IR T A RANE X7 T r—2ar,

SSHYSA 7 E, EEEN)E—FDEEHIFRADL,
TOEIZHLTEFa 7R RT-EHEXERIDEEITHE
E13%,

BEENSH—/—

EEVATLICEEOTZEIETS=6. TLSTALLIC
KU SN =X T7HEERBEELT. V54720
NoEEENT 25T HHEELIRIET 59 —/\—,

NTPH—/\—

NTP (Network Time Protocol) ZFf|FHLTOSA T DS
DEZREIEREZEL., EELEZIIEREIZH T 5
BEEEOH—/N\—,

TOEMERREICENT NTPY—N\—DOYEH - iHE
MIECE (T EDOEKICRESNGL. FIAETEBOE
FA)TABBIZEDE ABR YR T —IADNTPH—
N—DFRE. FENBOEESN-BFLBEROFIMRE
ERICERTHENTEETH S,

KE1TIINEBOEFEESNINTPY—N\ZFERT IEHZE
~LTWS,

OCSPHY—/N\—/LRARUA

D54 T DR RLUI-X 509EBAEBMRICE DS, £IK
BBEYTILAALIZHERETESR Y —ERFIZTIT 59—

IN—,

TOEMEAREIZE LT, OCSPH—/N\—ILSERDPKI
(NFRRER) NMRBI I —ERZFRTHILERIRE
5. TN, FHGEBRAGRY . TOEOZEAIZH
o THRIRABEBIERIIZOCSPHY —/N\—Z1EBEEFRT L
Ay AN

CAH—/\—

ARARER (PK) DEFELTARBIIAEDREIT. &
AEBRUVEMFRORMPETOIV—/N\— ChITKY. &
ERREL. S LR LVEFERDEEEEERT D,
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A A

TOEMERARFEIZHE T, CAY—/\—[FHEDPKI(2
FRBERE) ARET S —EREFATHLERNIRET
. EDT=0 . FHGEEMNGZRY, TOEDQBAIZH

o THIREMNERIZCAY —N—ZBE-ERTILE

1.3.4 BWEGZTOELSNDIN—KI2T /) I T/ 77—LoTT

TOEZEEMiE R CTEIESE 571=8 . TOEDPlatform. B KU ELFMarR—R D /N—FK
HIF7 IR TEUTICRY .

Table 4: TOE® Platform

Hardware HEAR(E HREIE

CPU 1CPULLE Intel x86_64 7—FTUF+ MDCPUT
HBHIE

AEl) 1.5GBLLE N2ZGECPU LLEDEBS.
15/ CPU [ZD= ., 1GBZ#ELE
(45 HCPU 7754GB)

TARY 20GBL. E UEFI R T LIZEWNT 4—45vbT 4

AIMGPT(GUID/S—F«arT—
TIEFRALTWAILEHERT S,
—EDOUEFIZ7—Lz7 (&
UEFI/MBRT —rZHR—KL7ALY,

Table 5: TAFENT=/\—FH 7

vz ]| £ AR

APk BABESHASH

Hmb FC-R16W

CPU Intel Xeon 7A+v+H— E5-2680 v4
(x86_64 7—F T F %, 14#IECPU. 28Thread. it 28 FHIE
CPU)

AEY 16GB

HDD 600GBx2(RAID1)

TJ7—LDIT R

R24W-R16W1)—XF <H—/R—F Firmware (FPGA)

TJ7— Loz T7iRHET

BABSHA R

Table 6: TOEEHiIRECHERAL-Y I+ DT
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H—n\—

YILHx7

AlmaLinux OS/\y4sr—o Apache 2.4.65

B ARSI —i—

SSHHY—/\— OpenSSH 10.0p2
SSHYZ47 2k OpenSSH 10.0p2
EEOJY—/nN— rsyslogd 8.2504.0
NTPH—/3— chronyd 4.4
OCSPH—/\— OpenSSL 3.5.1-1
(OCSPLRRUA)

CAY—/\— OpenSSL 3.5.1-1
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1.4 TOE&Z 1R

1.4.1 TOE®D Y38 i) &1 B
TOEX. ARARL—TFT ATV RATLTHY . UTDVRTLYIRIITER—RET B,
e AlmaLinux OS 9.2 for x86_64

TOEZHEH T S5V Ik 7Id, Table 7ICEE &SN T-URLZEL T, ISO/ A= 2K . RPM/ Ry
F—  BLUIZRPMNYS —CELZRITANDGPGRELTEfMESNS, £-. TOEOHAZ Y
AXE(L, Table MIZEREINT-AEZTAFAEETH D, ISOMA—DERAWNTAURAM—ILLT=
IRIE(Z., Table 8, Table 9, Table 1012 ARENF=RPM/\yr—UFBMA 2V AM—ILTHZE
T.Table 2: TOE#AIF IIZRI TOERBAEETES,

TOEZHEAHT BV Ir VLT . BELUVHAF U RZLT D TablelZR Y,

Table 7: TOEZ1ER I 5V 7+W 17— &
No.1 | &7l AW AlmaLinux OS 9.2 for x86_64

T74IL 4 AlmaLinux-9.2-x86_64-dvd.iso

IN—3Y 9.2

EEfAE | R ISOA A—
URL https://vault.almalinux.org/9.2/isos/x86_64/
No.2 | 731 e FIPSX isRPM/ Sy —o

J7M4IL% [Table 8: FIPSX iERPM/ A\ — —& |58

BfAE | B RPM/ Sy —o
URL https://repo.tuxcare.com/fips/9.2/x86_64/Packages/
No.3 | &5l AR FIPSxt i RPM/ N4 — FIGPGEE

T74IL 4 RPM-GPG-KEY-TuxCare

B AE | R TXANTF7AIL
URL https://repo.tuxcare.com/fips/
No.4 | &3l 2 ¥ AlmaLinux OS Update/\w/r—

T7A4IL% [Table 9: AimaLinux OS Update/S\y4s—L—& |25 1B

BfTAE | B RPM/ Sy —
URL https://vault.almalinux.org/9.6/BaseOS/x86 _64/os/Packa
ges/
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https://vault.almalinux.org/9.2/isos/x86_64/
https://repo.tuxcare.com/fips/9.2/x86_64/Packages/
https://repo.tuxcare.com/fips/
https://vault.almalinux.org/9.6/BaseOS/x86_64/os/Packages/
https://vault.almalinux.org/9.6/BaseOS/x86_64/os/Packages/

https://vault.almalinux.org/9.6/AppStream/x86_64/os/Pa
ckages/
No.5 | 5l & RRREEE/ VT —D
T7A4IL% [Table 10: ARREBEBE/ \vr—C -8B 1258
BfTAE | B RPM/ Sy —o

URL https://vault.almalinux.org/9.6/BaseOS/x86_64/os/Packa
ges/
https://vault.almalinux.org/9.6/AppStream/x86 64/os/Pa
ckages/

Table 8: FIPSxt & RPM/\wir—o —&

No.

RPM/\w/r—2 25

kernel-5.14.0-284.11.1.el9_2.tuxcare.5.x86_64.rpm

kernel-core-5.14.0-284.11.1.el9_2.tuxcare.5.x86_64.rpm

kernel-headers-5.14.0-284.11.1.el9_2.tuxcare.5.x86_64.rpm

Al WD

kernel-modules-5.14.0-284.11.1.el9_2.tuxcare.5.x86_64.rpm

kernel-modules-core-5.14.0-284.11.1.el9_2.tuxcare.5.x86_64.rpm

openssl-3.0.7-20.el9_2.tuxcare.1.x86_64.rpm

openssl-libs-3.0.7-20.el9_2.tuxcare.1.x86_64.rpm

Table 9: AlmaLinux OS Update RPM/\w4 —L—&

No.

RPM/ N\ — & Fh

1

aide-0.16-103.¢19_6.2.x86_64.rpm

2

attr-2.5.1-3.e19.x86_64.rpm

w

bind-libs-9.16.23-31.el9_6.x86_64.rpm

bind-license-9.16.23-31.el9_6.noarch.rpm

bind-utils-9.16.23-31.e19_6.x86_64.rpm

binutils-2.35.2-63.e19.x86_64.rpm

binutils-gold-2.35.2-63.e19.x86_64.rpm
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https://vault.almalinux.org/9.6/AppStream/x86_64/os/Packages/
https://vault.almalinux.org/9.6/AppStream/x86_64/os/Packages/
https://vault.almalinux.org/9.6/BaseOS/x86_64/os/Packages/
https://vault.almalinux.org/9.6/BaseOS/x86_64/os/Packages/
https://vault.almalinux.org/9.6/AppStream/x86_64/os/Packages/
https://vault.almalinux.org/9.6/AppStream/x86_64/os/Packages/

bzip2-libs-1.0.8-10.el9_5.x86_64.rpm

curl-minimal-7.76.1-29.el9_4.1.x86_64.rpm

10

dbus-1.12.20-8.e19.x86_64.rpm

11 | dbus-common-1.12.20-8.el9.noarch.rpm

12 | dbus-libs-1.12.20-8.€19.x86_64.rpm

13 | device-mapper-1.02.202-6.e19.x86_64.rpm

14 | device-mapper-event-1.02.202-6.e19.x86_64.rpm
15 | device-mapper-event-libs-1.02.202-6.e19.x86_64.rpm
16 | device-mapper-libs-1.02.202-6.€19.x86_64.rpm

17 | dmidecode-3.6-1.el9.x86_64.rpm

18 | expat-2.5.0-5.el9_6.x86_64.rpm

19 | file-5.39-16.€19.x86_64.rpm

20 | file-libs-5.39-16.€19.x86_64.rpm

21 | glib2-2.68.4-16.el9_6.2.x86_64.rpm

22 | glibc-2.34-168.e19_6.23.x86_64.rpm

23 | glibc-common-2.34-168.el9_6.23.x86_64.rpm

24 | glibc-gconv-extra-2.34-168.el9_6.23.x86_64.rpm
25 | glibc-langpack-en-2.34-168.el9_6.23.x86_64.rpm
26 | gmp-6.2.0-13.e19.x86_64.rpm

27 | gnutls-3.8.3-6.e19.x86_64.rpm

28 | gnutls-dane-3.8.3-6.e19.x86_64.rpm

29 | gnutls-utils-3.8.3-6.e19.x86_64.rpm

30 | grub2-common-2.06-104.el9_6.alma.1.noarch.rpm
31 | grub2-efi-x64-2.06-104.el9_6.alma.1.x86_64.rpm
32 | grub2-tools-2.06-104.el9_6.alma.1.x86_64.rpm

33 | grub2-tools-minimal-2.06-104.el9_6.alma.1.x86_64.rpm
34 | ima-evm-utils-1.5-3.el9.x86_64.rpm
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35

iputils-20210202-11.€l9_6.1.x86_64.rpm

36

iwl1000-firmware-39.31.5.1-151.3.el9_6.noarch.rpm

37

iwl100-firmware-39.31.5.1-151.3.el9_6.noarch.rpm

38 | iwl105-firmware-18.168.6.1-151.3.el9_6.noarch.rpm
39 | iwl135-firmware-18.168.6.1-151.3.el9_6.noarch.rpm
40 | iwl2000-firmware-18.168.6.1-151.3.el9_6.noarch.rpm
41 | iwl2030-firmware-18.168.6.1-151.3.el9_6.noarch.rpm
42 | iwl3160-firmware-25.30.13.0-151.3.el9_6.noarch.rpm
43 | iwl5000-firmware-8.83.5.1_1-151.3.el9_6.noarch.rpm
44 | iwl5150-firmware-8.24.2.2-151.3.el9_6.noarch.rpm
45 | iwl6000g2a-firmware-18.168.6.1-151.3.el9_6.noarch.rpm
46 | iwl6050-firmware-41.28.5.1-151.3.el9_6.noarch.rpm
47 | iwl7260-firmware-25.30.13.0-151.3.el9_6.noarch.rpm
48 | krb5-libs-1.21.1-8.el9_6.x86_64.rpm

49 | less-590-5.e19.x86_64.rpm

50 | libarchive-3.5.3-6.el9_6.x86_64.rpm

51 | libblkid-2.37.4-21.e19.x86_64.rpm

52 | libcap-2.48-9.el9_2.x86_64.rpm

53 | libcurl-minimal-7.76.1-29.el9_4.1.x86_64.rpm

54 | libdnf-plugin-subscription-manager-1.29.45.1-1.el9_6.alma.1.x86_64.rpm
55 | libeconf-0.4.1-4.el9.x86_64.rpm

56 | libfastjson-0.99.9-5.e19.x86_64.rpm

57 | libfdisk-2.37.4-21.e19.x86_64.rpm

58 | libgcc-11.5.0-5.el9_5.alma.1.x86_64.rpm

59 | libgerypt-1.10.0-11.el9.x86_64.rpm

60 | libgomp-11.5.0-5.el9_5.alma.1.x86_64.rpm

61 | libicu-67.1-10.el9_6.x86_64.rpm
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62

libmount-2.37.4-21.el9.x86_64.rpm

63 | libndp-1.9-1.el9.x86_64.rpm

64 | libnghttp2-1.43.0-6.€19.x86_64.rpm

65 | libnvme-1.11.1-1.e19.x86_64.rpm

66 | libgb-2.0.8-1.e19.x86_64.rpm

67 | libsmartcols-2.37.4-21.el9.x86_64.rpm

68 | libsss_certmap-2.9.6-4.el9_6.2.x86_64.rpm

69 | libsss_idmap-2.9.6-4.el9_6.2.x86_64.rpm

70 | libsss_nss_idmap-2.9.6-4.el9_6.2.x86_64.rpm

71 | libsss_sudo-2.9.6-4.el9_6.2.x86_64.rpm

72 | libstdc++-11.5.0-5.el9_5.alma.1.x86_64.rpm

73 | libtasn1-4.16.0-9.e19.x86_64.rpm

74 | libtevent-0.16.1-1.el9.x86_64.rpm

75 | libuuid-2.37.4-21.e19.x86_64.rpm

76 | libuv-1.42.0-2.el9_4.x86_64.rpm

77 | libxml2-2.9.13-12.el9_6.x86_64.rpm

78 | libxslt-1.1.34-13.el9_6.x86_64.rpm

79 | linux-firmware-20250716-151.3.el9_6.noarch.rpm
80 [ linux-firmware-whence-20250716-151.3.el9_6.noarch.rpm
81 | lvm2-2.03.28-6.€19.x86_64.rpm

82

lvm2-libs-2.03.28-6.€19.x86_64.rpm

83

microcode_ctl-20250211-1.20250512.1.el9_6.noarch.rpm

84

ncurses-6.2-10.20210508.e19_6.2.x86_64.rpm

85

ncurses-base-6.2-10.20210508.el9_6.2.noarch.rpm

86

ncurses-libs-6.2-10.20210508.el9_6.2.x86_64.rpm

87

nettle-3.10.1-1.el9.x86_64.rpm

88

NetworkManager-1.52.0-5.el9_6.x86_64.rpm

Copyright 2025 Cybertrust Japan Co., Ltd. All rights reserved

24



89

NetworkManager-libnm-1.52.0-5.el9_6.x86_64.rpm

90

NetworkManager-team-1.52.0-5.el9_6.x86_64.rpm

91

NetworkManager-tui-1.52.0-5.el9_6.x86_64.rpm

92

openssh-8.7p1-45.e19.x86_64.rpm

93

openssh-clients-8.7p1-45.e19.x86_64.rpm

94

openssh-server-8.7p1-45.e19.x86_64.rpm

95

pam-1.5.1-26.el9_6.x86_64.rpm

96

postfix-3.5.25-1.e19.x86_64.rpm

97

procps-ng-3.3.17-14.e19.x86_64.rpm

98

protobuf-3.14.0-16.el9.x86_64.rpm

99

protobuf-c-1.3.3-13.e19.x86_64.rpm

100

python3-3.9.21-2.el9_6.2.x86_64.rpm

101

python3-cloud-what-1.29.45.1-1.el9_6.alma.1.x86_64.rpm

102

python3-idna-2.10-7.el9_4.1.noarch.rpm

103

python3-libs-3.9.21-2.el9_6.2.x86_64.rpm

104

python3-pip-wheel-21.3.1-1.el9.noarch.rpm

105

python3-requests-2.25.1-10.el9_6.noarch.rpm

106

python3-rpm-4.16.1.3-37.e19.x86_64.rpm

107

python3-setuptools-53.0.0-13.el9_6.1.noarch.rpm

108

python3-setuptools-wheel-53.0.0-13.el9_6.1.noarch.rpm

109

python3-subscription-manager-rhsm-1.29.45.1-1.el9_6.alma.1.x86_64.rpm

110

python3-urllib3-1.26.5-6.el9.noarch.rpm

111

python-unversioned-command-3.9.21-2.el9_6.2.noarch.rpm

112

rom-4.16.1.3-37.e19.x86_64.rpm

113

rpm-build-libs-4.16.1.3-37.e19.x86_64.rpm

114

rpm-libs-4.16.1.3-37.e19.x86_64.rpm

115

rpom-plugin-audit-4.16.1.3-37.el9.x86_64.rpm
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116

rom-plugin-fapolicyd-4.16.1.3-37.el19.x86_64.rpm

117

rpm-plugin-selinux-4.16.1.3-37.e19.x86_64.rpm

118

rpom-plugin-systemd-inhibit-4.16.1.3-37.e19.x86_64.rpm

119

rpm-sign-libs-4.16.1.3-37.e19.x86_64.rpm

120

rsync-3.2.5-3.el9.x86_64.rpm

121

shadow-utils-4.9-12.e19.x86_64.rpm

122

shim-x64-15.8-4.el9_3.alma.2.x86_64.rpm

123

sqlite-libs-3.34.1-8.el9_6.x86_64.rpm

124

squashfs-tools-4.4-10.git1.e19.x86_64.rpm

125

sssd-client-2.9.6-4.el9_6.2.x86_64.rpm

126

sssd-common-2.9.6-4.el9 6.2.x86_64.rpm

127

sssd-kcm-2.9.6-4.el9_6.2.x86_64.rpm

128

subscription-manager-1.29.45.1-1.el9_6.alma.1.x86_64.rpm

129

sudo-1.9.5p2-10.el9_6.1.x86_64.rpm

130

systemd-252-51.el9_6.1.alma.1.x86_64.rpm

131

systemd-libs-252-51.el9_6.1.alma.1.x86_64.rpm

132

systemd-pam-252-51.el9_6.1.alma.1.x86_64.rpm

133

systemd-rpm-macros-252-51.el9_6.1.alma.1.noarch.rpm

134

systemd-udev-252-51.el9_6.1.alma.1.x86_64.rpm

135

tpm2-tss-3.2.3-1.el9.x86_64.rpm

136

traceroute-2.1.1-1.el9.x86_64.rpm

137

unbound-libs-1.16.2-19.el9_6.1.x86_64.rpm

138

util-linux-2.37.4-21.el9.x86_64.rpm

139

util-linux-core-2.37.4-21.e19.x86_64.rpm

140

vim-common-8.2.2637-22.el9_6.x86_64.rpm

141

vim-enhanced-8.2.2637-22.el9_6.x86_64.rpm

142

vim-filesystem-8.2.2637-22.el9_6.noarch.rpm
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143

vim-minimal-8.2.2637-22.el9_6.x86_64.rpm

144

wget-1.21.1-8.el9_4.x86_64.rpm

Table 10: FRRBEERPM/N\Vr—o—&

No.

RPM/ w4 —2 & Fh

1

cpp-11.5.0-5.el9_5.alma.1.x86_64.rpm

2

gce-11.5.0-5.el9_5.alma.1.x86_64.rpm

glibc-devel-2.34-168.el9_6.23.x86_64.rpm

glibc-headers-2.34-168.el9_6.23.x86_64.rpm

5 [ libmpc-1.2.1-4.el9.x86_64.rpm

6 | libpkgconf-1.7.3-10.e19.x86_64.rpm

7 | libxcrypt-devel-4.4.18-3.e19.x86_64.rpm
8 | make-4.3-8.e19.x86_64.rpm

pkgconf-1.7.3-10.el9.x86_64.rpm

10

pkgconf-m4-1.7.3-10.el9.noarch.rpm

1

pkgconf-pkg-config-1.7.3-10.el19.x86_64.rpm

Table 11: TOEZ KT 5H(F X —&

No.1

%l A

AlmaLinux OS 9.2 for x86_64 Compatible FIPS140-3
Common Criteria HA4 %> X

T77M4IL%

almalinux_os 92 for x86 64 compatible fips140-3 co
mmon_criteria_guidance.pdf

N—o3v

1.43

Bofriz =

PDF

BfT 33k

YAN—FSAMERRHLYBAZAT IV O—FURLE
&40

No.2

%l A

AlmaLinux OS 9.2 for x86_64 Compatible FIPS140-3
—RERAAAT R

T77M4ILE

almalinux_os_92 for_x86_64 compatible fips140-3_gen
eral_guidance.pdf
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N—o3v 114

Bo iz =X PDF
BCft 50k YAN—FSAMMAEHIYBAZAF YV O0—-FURLE
BN

1.4.2 TOE®D i 318 p &

1.4.2.1 TOEtL¥ ) FoHHE
TOEIXU T DX 1T 4EEEIZ2HT 5,

a) t¥aUT(4EE
TOEIX. UFISRT EX1UTAAEDEBEANNUIELERL. ThoZEERT ELTREET
Do

EEWRERORI—LTVTEvIbT Y

FREEA N (/R ER)

FEMFRERAARVEDOFER (X2 T+  EE. BREEORUNERK)
FHEFIFIO—ILDIRAL—2av AR (IR

RPM/Sy 7 —2 DAV Ah— )L EEBBIREEICEET S ANk (DI R ER)
SSHIZMRICET AER ANV RBOHEIEIVKRKR. yaliT)

BEELA—FICE ARV BE, ANVEDAAT BT IMDOHA (BRETHEE) . B&
VARV DORER (BRUWFERFERBONEEND,

b) iS5 HHR—bk

TOEIX. RFL—UHE B b B, SSHY—/N\—#8E. SSHYSA T U MEEE. WL UIZTLS DYS
AT MR TR T S, T CNOITEHET HHAELL T LI TOHEEZIRIE T 5,
JEXTFRBRD £ R

EERDEILRAF—L

BEIUVBITITILDHEE
EET7ILIdVALEZRAN:=T—2DE 5L - 5kt

Ny T ITYRX L

BEFERLRT7INTIVRL

Ny aryt—UF8E

REROSUF LEYRERK

¢) 1—H—F—2D R

TOEIL #ER DGV I—HF—DD I —HF—DIT7MILOTALIMNIITT VLR TELNKSHE
RERET 57 7L RAHBERET 5. 75w RHBIE. TOEAIRES 3DACEET 7 AH)
) k> T b, 1—H— B EATET 5I71 L OTAL TN DT 7L AEEEET 5,
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d) kA &EREE

TOEIX, A—H—RBHAXELTNART—FRIAS LU LAHBRLEEYR—rT 5, /ARAT—F
AT, PAKKROBRMAFTENREISZELIGE., Y% 1—F—THHoorEOvI 7ok
I 5, Fl=. TOEIL., TLSEH A L UHTTPSIEHEDUE—FIUTATARIEARELT
X.509v3EERAZE(C KD B EYR—rT 5, SEBAZE D L %hHEZEIL. OCSP Staplingl2&Y1T5,

e) E¥xa)T4EE
EHEFIIFEL T —DAN. TOEQEF 1) T HEEICBTOUTORELZEETE
%
e Enable/disable [session timeout]
o tYLAVBALT VMDA -BWMELDETE
e Configure [session] inactivity timeout
o twiavDIETITATRALT I EEIDERE
e Import keys/secrets into the secure key storage
o WMERBIVIHAEZAUR—IIHEE
e Configure local audit storage capacity
o BEOVEREIDANL—CODHAXERE
e Configure minimum password length
o NRAT—FDHR/NEDETE
e Configure minimum number of special characters in password
o NARAT—FIZEFINLESDRPMBDERE
e Configure minimum number of numeric characters in password
o NRAT—FIZEFNIHFDHRNBDHKE
e Configure minimum number of uppercase characters in password
o NRAT—FIZEENIRARXFOR/NHDETE
e Configure minimum number of lowercase characters in password
o NAT—=FIZEFNIR/NIXFOR/NEDERTE
e Configure lockout policy for unsuccessful authentication attempts through [timeouts
between attempts]
o RREERMEOOVITIMNRIS—THS. ZM LTI EFEE—ELHBMADHIT
[E] 2% O PR E% TE
e Configure host-based firewall
o RAMRFEDIFATIA—ILDETE
e Configure name/address of audit/logging server to which to send audit/logging
records
o BEERJY—N—0DFRE
e Configure audit rules
o EBEEOJDIL—IDERE
e Configure name/address of network time server
o TS NTP H—/I\—DHREL.NTPH—/N\—DSDBEZIIMEDEZ - 8
&
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e Enable/disable automatic software update
o dnfautomatic [C&BY I 7DEEHEHDE - BHLDHRTE
e Configuration of object ownership and allowed access
o TFFAI-TALIM) DRBELHFASINIZTIERICE DTV AFHEDEE
e Configuration of the roles that may manage the behavior of the TSF management
functions

o EEMEDSDFEVZEZEERTLIO-—ILDEKRE

f) TOE7 &R
TOEld, 1—¥—htyiar s RIT BRI, RBAEAICET 2 EEESCERNT—%
E@ECRTT 5L THIEISIERESETS.

g) TSFO{RE

TOE(X. TOEIZ& - TERITENDYII YT TITH T DHE, FFAISN TLVELWY IV T DR
TRELUTSFT =R/ T BT ET IV EROHEANCRET 570 L TOESREAN=X
LERBT S,

e Access controls
o VRATLITAIDRE
e Address Space Layout Randomization(ASLR)
o FRLAEMEEDIH LE
e Stack Buffer Overflow Protection
o RAVIAFTUTERWNIZREYIIN\YIT7A—/IN\—DTJ0O0—{RE&
e Software Restriction Policies
o BRRFERIFEBEINETIVS—2a30 DHEET
e Boot Integrity
o tXaFI—hk
e Trusted Update
o TOEBW®ETF T —2ar-JYINIZT7DT7ITT—rDHEEDHEDR
o TUANEBRIZEKB/N\YT—DREE

h) &8/ SR IF¥HIL

TOE(E. SSHV2E LU TLS 1.2IC &Y BERREMBSIEL. FAISh=ITIOT4T4ED Y E—
FMEEZRETISEEFIrRLZRET L. SEEFYrRILOFAFELTII. EEDSZ
TLS 1 z%xmruwt_ FEEOTH—N—~"RLIZERETIHAENETFOND, £, TOEIE.
REEFEAL—T—ICHENICOBSN-SEE/\RZEHT S, BEE/RIZ. 0—H)L1—
*f—(_(;tn 7J)|/:u‘/—)|/~ JE—h1—H—[Z[ESSHV2IZKViRtESh , BEE(XEEHE/N
AZBELTCTOEZ R 2T E—MNEETED,
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1.5 BBF

Table 12: 88=F

on

BT E&E

ACL Access Control List

AES Advanced Encryption Standard

API Application Programming Interface
ASLR Address Space Layout Randomization
CA Certificate Authorities

CC Common Criteria

CMC Certificate Management over CMS
CMS Cryptographic Message Syntax

CN Common Names

CSP Critical Security Parameters

CVE Common Vulnerabilities and Exposures
DAC Discretionary Access Control

DHE Diffie-Hellman Ephemeral

DNS Domain Name System

DRBG Deterministic Random Bit Generator
DSS Digital Signature Standard

DTLS Datagram Transport Layer Security
ECDHE Elliptic Curve Diffie-Hellman Ephemeral
ECDSA Elliptic Curve Digital Signature Algorithm
EST Enroliment over Secure Transport

FFC Finite Field Cryptosystems

FIPS Federal Information Processing Standards
FP Functional Package
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GCM

Galois/Counter Mode

HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

IP Internet Protocol

LAF Lightweight Audit Framework

NIAP National Information Assurance Partnership
NIST National Institute of Standards and Technology
OCSP Online Certificate Status Protocol

OE Operational Environment

OID Object Identifier

(O] Operating System

PAM Pluggable Authentication Module

PKI Public Key Infrastructure

PP Protection Profile

RBG Random Bit Generator

RFC Request for Comment

S/MIME Secure/Multi-purpose Internet Mail Extensions
SAN Subiject Alternative Name

SAR Security Assurance Requirement

SFR Security Functional Requirement

SHA Secure Hash Algorithm

SSL Secure Socket Layer

SSH Secure Shell

ST Security Target
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TLS Transport Layer Security

TOE Target of Evaluation

TSF TOE Security Functionality

TSFI TSF Interface

TSS TOE Summary Specification

UEFI Unified Extensible Firmware Interface
URI Uniform Resource Identifier

URL Uniform Resource Locator

VPN Virtual Private Network
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1.6 FHEE
Table 13: FHEE

FAsE B

H—s\— A—H— LY —ERZRETHaE1—4

TV r—3y A—H—ZTH L TEET D AV ILIZT

S4731) VIR 7 DNAMGEO—FEBEFHATEIHERRICLE-TOY
7N

h—=2IL ARV—=FAVTVRTFLORDLELTEEL, 7T Ir— a0 n
BETHRDYIZN—FRIzT7DEELMFILZELTETOIS
N

JOo+Xx HMEDAEYERE)Y—REFH>ERTHh0 TS5 LDaE—

FET7OER X)) TARBEIC KO THIESNSEEE RIS D AETHEHL
TITHNSIRE

7R RZER TOEANFERTELAE) DEH

*—n—ono— T—ADIEIMNTEDTRLAEMZBATESTAENSIEER

NYIT7A—/N\—2J0—

F—N—=T0—I2&Y  BETIAEVEEELEEL. TOTS LA
AERLGVBEARETIER

1—H—ZE/H

TV r—av NEE Y SBEERET

Ry BEHECHLPO—HILEHDOERBIZERAIND AT FEE

UEFI AVEL—3DT—+ 7O REEEBTL5=HDA0F—T1—2R,
HEEDBIOSIZRHZEDTHY. LYSELHESCEX L) T4%
BIE9 5,

tXxa7I—hk UEFIDBEBELL TEESIN TS BLSINTULVEMELAY—D
TILIT7DEBZEH S EF ) ToHEEE

J—bFz—> AVEA—NEREANTHOARL—TAV IV RTLERS
TEHETO—EDTOEROFIE

NESEH EELLEBICELGOBESREMES. ERHMEERAICELTL
S 5Bl DES 5

Z4 TORINEBLZDIELEZIEL. BEFEMICHIANIN TR,

OHEORESREF DEEANCIOTERSNIZILERIETS
5300
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root1—H— TOELAR~NDEHIBDEREZFEL. ETDI7AIL-Ta4LUK)-
TOEAANTHRTESLL—H—
I BEEX, LELERTARL—TFTAVIVRTLIZERIN TS

Administrator

RULD—DHRTERE,. EBEREZELTL, EBEIL, DRATLN
BRSO —%2ETEEBY—N\—&FNLTJE—ITEREZST
S5CEHTES, EEEFX. EEFEUNDA—Y—HA LESTER
WEREEVATLALISERTHENTEST

aA—H—

user

A—H—[F, BEEBIZLOTARL—TAVI VAT LIZERSN
DERR)—DORRELGED BEEDERDATLTIE BED
A—H—N—BHICEEBEIERICEETEDEENH D, TDIH
B.EFDEIBEA—F—(XEEELHALSND,
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2 EEEK

2.1 CCES X5k
ASTIELLTDCCHEEEERT B,

Table 14: CCE& X3k

CC version

CC Version 3.1 Revision 5

CC conformance

Part2 (CCMB-2017-04-002) Extended
Part3 (CCMB-2017-04-003) Extended

addenda

CC and CEM addenda -Exact Conformance, Selection-Based SFRs,
Optional SFRs(Version: 2.0 , Date of issue: 2021-Sep-30)

2.2 PPE&XE

ASTIX. L FDPPIZ5E 28 & (Exact Conformance)d 5%,
e [PPOS] Protection Profile for General Purpose Operating Systems, Version 4.3

B R (ZH 1T BH[PPOS]DNIAP Techinical Decisions& i AR #LE LI T ISR,

Table 15: NIAP Technical Decisions

TD# Name Source Applicability
Rationale
TD0442 | Updated TLS Ciphersuites for PKG_TLS V1.1 Applicable
TLS Package
TD0469 | Modification of test activity for PKG_TLS V1.1 Not Applicable -
FCS_TLSS_EXT.1.1 test 4.1 FCS_TLSS EXT
not claimed.
TD0499 | Testing with pinned certificates PKG_TLS V11 Applicable
TD0513 | CA Certificate loading PKG_TLS V1.1 Applicable
TD0675 | Make FPT_WAX_EXT.1 Optional | PP_OS V4.3 Applicable
TD0682 | Addressing Ambiguity in PKG_SSH V1.0 Applicable
FCS_SSHS_EXT.1 Tests
TD0691 | OSPP 4.3 Conditional PP_OS_V4.3 Applicable
authentication testing
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TD0693 | Typos in OSPP 4.3 PP_OS V4.3 Applicable
TD0695 | Choice of 128 or 256 bit size in PKG_SSH V1.0 Applicable
AES-CTR in SSH Functional
Package.
TD0696 | Removal of 160 bit selection PP_OS V4.3 Applicable
from FCS_COP.1/HASH &
FCS_COP.1/KEYHMAC
TDO0701 | Incomplete selection references | PP_OS V4.3 Applicable
in FCS_CKM_EXT.4 TSS
activities
TDO712 | Support for Bluetooth Standard PP_OS V4.3 Applicable
5.3
TDO0713 | Functional Package SFR PP_OS V4.3 Applicable
mappings to objectives
TDO0726 | Corrections to (D)TLSS SFRs in | PKG_TLS V1.1 Not Applicable -
TLS 1.1 FP FCS_TLSS EXT
not claimed.
TDO0732 | FCS_SSHS EXT.1.3 Test 2 PKG_SSH V1.0 Applicable
Update
TDO0739 | PKG_TLS V1.1 has 2 different PKG_TLS V1.1 Not Applicable -
publication dates FCS_TLSS_EXT
not claimed.
TDO770 | TLSS.2 connection with no client | PKG_TLS V1.1 Not Applicable -
cert FCS TLSS EXT.2
not claimed.
TDO773 | Updates to FIA_X509 EXT.1 for | PP_OS V4.3 Applicable
Exception Processing and Test
Conditions
TDOQ777 | Clarification to Selections for PKG_SSH V1.0 Applicable
Auditable Events for
FCS_SSH_EXT.1
TDO779 | Updated Session Resumption PKG_TLS V1.1 Not Applicable -

Support in TLS package V1.1

FCS_TLSS EXT
not claimed.
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TDO0789 | Correction to TLS Selection in PP_OS V4.3 Applicable
FIA X509 EXT.2.1

TDO0812 | Updated CC Conformance PP_OS V4.3 Applicable
Claims in PP_OS V4.3

TDO0821 | Corrections to ECD for PP_OS V4.3 Applicable
PP_OS V4.3

TDO0839 | Clarification for Local PP_OS V4.3 Applicable
Administration in FTP_TRP.1.3

TDO0844 | Addition of Assurance Package PP_OS V4.3 Not Applicable to
for Flaw Remediation V1.0 this Security Target
Conformance Claim

TD0904 | Addition of MOD_VPNC _V2.5t0 | PP_OS V4.3 Applicable
Conformance Claims

TDO0906 | Clarification to List of Examples PP_OS V4.3 Applicable
in FPT_SBOP_EXT.1

TD0955 | Adding FIPS 186-5 in PP_OS V4.3 Applicable

PP_OS_V4.3
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2.3 1\whr—IUBEEER

ASTIFLLTO#EE/N\vr—VISBEZTEERT S,
e [PKGSSH] Functional Package for Secure Shell (SSH), Version 1.0
e [PKGTLS] Functional Package for Transport Layer Security (TLS) 1.1

2.4 EH EIRIRA

PPE & EIRICEAL T, UTFICIRMERT

2.4.1 TOEE A

TOEIZ. B1ETHEIN TS RAARL—FTAVF Y RFLTHY . [PPOS]. [PKGSSH]H &
U[PKGTLS]EEE LTS,

242 EF1T A REEE
EIEITRBMOLEY, XU T REEBOBE. BIUHIREH . [PPOS|LVERRELT,

243 X al)TaxtKAE

EABICREBEDOESY., EX 1Tt E AL, [PPOS|&YEREE LT,

244 X)) T4EH

FOEICEEHDERLY . F1)TAHEEE ML, [PPOS]. [PKGSSH]E LU [PKGTLSIAN - TD%E

WAL TIREEZTE TLISFRIMEREIN TS, iz, X2 TR ZEH(SAR)IL[PPOS|D
AENSEBMPEIEZLTEST . [PPOS|E—EL TS,
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3tF¥al) T4 RETEE

XU TARREERIL. [PPOS]. [PKGTLS],E LU [PKGSSH]&VEREEL =1 D% LLF D Table
[2RY,

3.1 BE
Table 16: &R [PPOS]

Identifier Description

T.NETWORK_ATTACK [ An attacker is positioned on a communications channel or
elsewhere on the network infrastructure. Attackers may engage
in communications with applications and services running on or
part of the OS with the intent of compromise. Engagement may
consist of altering existing legitimate communications.

T.NETWORK _ An attacker is positioned on a communications channel or
EAVESDROP elsewhere on the network infrastructure. Attackers may monitor
and gain access to data exchanged between applications and
services that are running on or part of the OS.

T.LOCAL_ATTACK An attacker may compromise applications running on the OS.
The compromised application may provide maliciously formatted
input to the OS through a variety of channels including
unprivileged system calls and messaging via the file system.

T.LIMITED_ An attacker may attempt to access data on the OS while having
PHYSICAL_ACCESS | a limited amount of time with the physical device.

[PKGSSH]E[PKGTLSIZEWTIE, EBIEFEEZESN TULVELY,

Copyright 2025 Cybertrust Japan Co., Ltd. All rights reserved

40



3.2 iR

Table 17: B & 4 [PPOS]

Identifier

Description

A.PLATFORM

The OS relies upon a trustworthy computing platform for its
execution. This underlying platform is out of scope of this PP.

A.PROPER_USER The user of the OS is not willfully negligent or hostile, and uses

the software in compliance with the applied enterprise security
policy. At the same time, malicious software could act as the
user, so requirements which confine malicious subjects are still
in scope.

A.PROPER_ADMIN The administrator of the OS is not careless, willfully negligent or

hostile, and administers the OS within compliance of the applied
enterprise security policy.

[PKGSSHIE[PKGTLSIZH UV TIE. BTHZRHEEE I TULVALY,

3.3 M DEx)T1AEt

[PPOS]. [PKGTLS
LVELY,

18 EV[PKGSSH]IZE W TIE., B X 1) T4 A EH(OSP)FEESNT

Copyright 2025 Cybertrust Japan Co., Ltd. All rights reserved

41




4 LX) Ta4xRAGE

X TARERAEIL, [PPOS[ a4k YEREEL =, [PKGSSH]E[PKGTLS]IZE LTI,
XAV TARRAHEERSN TG,

41 TOEDFa)T4xRKA &
t3 2T AR S HHX[PPOS S a4 1 EYERE L=,

Table 18: TOED ¥ 1) F 1%t E 48t [PPOS]

Identifier

Description

O.ACCOUNTABILITY

Conformant OSes ensure that information exists that allows
administrators to discover unintentional issues with the
configuration and operation of the operating system and
discover its cause. Gathering event information and immediately
transmitting it to another system can also enable incident
response in the event of system compromise.

O.INTEGRITY

Conformant OSes ensure the integrity of their update packages.
OSes are seldom if ever shipped without errors, and the ability
to deploy patches and updates with integrity is critical to
enterprise network security. Conformant OSes provide execution
environment-based mitigations that increase the cost to
attackers by adding complexity to the task of compromising
systems.

O.MANAGEMENT

To facilitate management by users and the enterprise,
conformant OSes provide consistent and supported interfaces
for their security-relevant configuration and maintenance. This
includes the deployment of applications and application updates
through the use of platform-supported deployment mechanisms
and formats, as well as providing mechanisms for configuration
and application execution control.

O.PROTECTED_STO
RAGE

To address the issue of loss of confidentiality of credentials in
the event of loss of physical control of the storage medium,
conformant OSes provide data-at-rest protection for credentials.
Conformant OSes also provide access controls which allow
users to keep their files private from other users of the same
system.

O.PROTECTED_COM
MS

To address both passive (eavesdropping) and active (packet
modification) network attack threats, conformant OSes provide
mechanisms to create trusted channels for CSP and sensitive
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data. Both CSP and sensitive data should not be exposed
outside of the platform.

4.2 BRRED X1 T4 R/ KA
BRBHEOLF1UTAHEH T [PPOS] €5 a4 28 ERLL,

The following security objectives for the operational environment assist the OS in correctly
providing its security functionality. These track with the assumptions about the environment.

Table 19: :EBIRiE

DEF2)T4xEKFG & [PPOS]

Identifier

Description

OE.PLATFORM

The OS relies on being installed on trusted hardware.

OE.PROPER_USER The user of the OS is not willfully negligent or hostile, and uses

the software within compliance of the applied enterprise security
policy. Standard user accounts are provisioned in accordance
with the least privilege model. Users requiring higher levels of
access should have a separate account dedicated for that use.

OE.PROPER_ADMIN [ The administrator of the OS is not careless, willfully negligent or

hostile, and administers the OS within compliance of the applied
enterprise security policy.
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4.3 X2 ) T4 X RFEHRH

X2 T4 KA SIRIIT [PPOS] 034 3K VERFELT=,

This section describes how the assumptions, threats, and organizational security policies

map to the security objectives.

Table 20: &2 T4 %t KA &HEHL

Threat, Assumption, or Security Objectives Rationale
OSP
TNETWORK_ATTACK O.PROTECTED_COMMS The threat

T.NETWORK_ATTACK is
countered by
O.PROTECTED_COMMS
as this provides for integrity
of transmitted data.

O.INTEGRITY

The threat
T.NETWORK_ATTACK is
countered by O.INTEGRITY
as this provides for integrity
of software that is installed
onto the system from the
network.

O.MANAGEMENT

The threat
T.NETWORK_ATTACK is
countered by
O.MANAGEMENT as this
provides for the ability to
configure the OS to defend
against network attack.

O.ACCOUNTABILITY

The threat
T.NETWORK_ATTACK is
countered by
O.ACCOUNTABILITY as
this provides a mechanism
for the OS to report behavior
that may indicate a network
attack has occurred.

T.NETWORK_EAVESDROP

O.PROTECTED_COMMS

The threat
T.NETWORK_EAVESDROP
is countered by
O.PROTECTED_COMMS
as this provides for
confidentiality of transmitted
data.
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O.MANAGEMENT

The threat
T.NETWORK_EAVESDROP
is countered by
O.MANAGEMENT as this
provides for the ability to
configure the OS to protect
the confidentiality of its
transmitted data.

T.LOCAL_ATTACK

O.INTEGRITY

The objective O.INTEGRITY
protects against the use of
mechanisms that weaken
the TOE with regard to
attack by other software on
the platform.

O.ACCOUNTABILITY

The objective
O.ACCOUNTABILITY
protects against local
attacks by providing a
mechanism to report
behavior that may indicate a
local attack is occurring or
has occurred.

T.LIMITED_PHYSICAL_AC
CESS

O.PROTECTED_STORAGE

The objective
O.PROTECTED_STORAGE
protects against
unauthorized attempts to
access physical storage
used by the TOE.

A.PLATFORM

OE.PLATFORM

The operational
environment objective
OE.PLATFORM is realized
through A.PLATFORM.

A.PROPER_USER

OE.PROPER_USER

The operational
environment objective
OE.PROPER_USER is
realized through
A.PROPER_USER.

A.PROPER_ADMIN

OE.PROPER_ADMIN

The operational
environment objective
OE.PROPER_ADMIN is
realized through
A.PROPER_ADMIN.
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5 HhsRaR—2RY

~

oo
EFR

5.1 #hisktF 1) ToHREa R—R b

Background and Scope

ARSTCEASNI=FT R TOIRRIAVR—RUMILLT DTable THESN S,

Table 21: Extended Component Definitions

Functional Class

Functional Components

Cryptographic Support (FCS)

FCS_CKM_EXT.4 Cryptographic Key Management

FCS_RBG_EXT.1 Random Bit Generation

FCS_STO_EXT.1 Storage of Sensitive Data

FCS_SSH_EXT.1 SSH Protocol

FCS_SSHC_EXT.1 SSH Client Protocol

FCS_SSHS_EXT.1 SSH Server Protocol

FCS_TLS_EXT.1 TLS Protocol

FCS_TLSC_EXT.1 TLS Client Protocol

FCS_TLSC_EXT.3 TLS Client Support for Signature Algorithms
Extension

FCS_TLSC_EXT.5 TLS Client Support for Supported Groups Extension

User Data Protection (FDP)

FDP_ACF_EXT.1 Access Controls for Protecting User Data

Identification and Authentication (FIA)

FIA_X509_EXT.1 Authentication Using X.509 Certificates

Security Management (FMT)

FMT_MOF_EXT.1 Management of Functions Behavior

FMT_SMF_EXT.1 Specification of Management Functions

Protection of the TSF (FPT)

FPT_ACF_EXT.1 Access Controls

FPT_ASLR_EXT.1 Address Space Layout Randomization

FPT_SBOP_EXT.1 Stack Buffer Overflow Protection

FPT_SRP_EXT.1 Software Restriction Policies

FPT_TST_EXT.1 Boot Integrity

FPT_TUD_EXT.1 Integrity for Installation and Update
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FPT_TUD_EXT.2 Integrity for Installation and Update of Application
Software

Trusted Path/Channels (FTP)

FTP_ITC_EXT.1 Trusted Channel Communication
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Extended Component Definitions

Class FCS: Cryptographic Support
FCS_CKM_EXT Cryptographic Key Management

Family Behavior

This family defines requirements for key management. It differs from FCS_CKM in CC Part 2 by
defining technology-specific details for the implementation of these functions.

Component Leveling

FCS5_CKM_EXT Cryptographic Key
Management

FCS_CKM_EXT.4, Cryptographic Key Destruction, requires the TSF to destroy cryptographic keys
based on one or more specific methods, depending on the physical medium on which the key data
is stored. Note that 4 was chosen for the family’s sole component number to show that this
requirement is similar to FCS_CKM.4, from which it was originally derived.

Management: FCS_CKM_EXT.4

There are no management activities foreseen.
Audit: FCS_CKM_EXT.4

There are no auditable events foreseen.
FCS_CKM_EXT.4 Cryptographic Key Destruction
Hierarchical to: No other components

Dependencies:

FCS_CKM.1 Cryptographic Key Generation

FCS_CKM_EXT.4.1 The OS shall destroy cryptographic keys and key material in accordance
with a specified cryptographic key destruction method [selection:

* For volatile memory, the destruction shall be executed by a [selection:

o single overwrite consisting of [selection: a pseudo-random pattern using the TSF’s
DRBG, zeroes, ones, a new value of a key [assignment: any value that does not
contain any CSP]]

o removal of power to the memory

o destruction of reference to the key direction followed by a request for garbage

collection ]
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* For non-volatile memory that consists of [selection:

o destruction of all key encrypting keys (KEKs) protecting the target key
according to FCS_CKM_EXT.4.1, where none of the KEKs protecting the target key
are derived o the invocation of an interface provided by the underlying platform

that [selection:

* logically addresses the storage location of the key and performs a

[selection: single, [assignment: ST author defined multi-pass] overwrite
consisting of
[selection: zeroes, ones, pseud-random pattern, a new value of a key of the
same size, [assignment: any value that does not contain any CSP]]]

= instructs the underlying platform to destroy the abstraction that represents

the key

1.

FCS_CKM_EXT.4.2 The OS shall destroy all keys and key material when no longer needed.
FCS_RBG_EXT Random Bit Generation

Family Behavior

Components in this family address the requirements for random bit and number generation.
This is a new family defined for the FCS class.

Component Leveling

FC5_RBG_EXT Random Bit Generation 1

FCS_RBG_EXT.1, Random Bit Generation, requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management: FCS_RBG_EXT.1

There are no management activities foreseen.

Audit: FCS_RBG_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in

the PP/ST:
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* Failure of the randomization process

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components
Dependencies: No dependencies

FCS_RBG_EXT.1.1 The OS shall perform all deterministic random bit generation (DRBG)
services in accordance with NIST Special Publication 800-90A using [selection:

* Hash_DRBG (any)
« HMAC_DRBG (any)

* CTR_DRBG (AES)

I

FCS_RBG_EXT.1.2 The deterministic RBG used by the OS shall be seeded by an entropy source
that accumulates entropy from a [selection:

* software-based noise source

* platform-based noise source

] with a minimum of 256 bits of entropy at least equal to the greatest security strength
(according to NIST SP 800-57) of the keys and hashes that it will generate.

FCS_STO_EXT Storage of Sensitive Data
Family Behavior

Components in this family describe the requirements for storing sensitive data (such as
cryptographic keys). This is a new family defined for the FCS class.

Component Leveling

FC3_STO_EXT Storage of Sensitive
Data

FCS_STO_EXT.1, Storage of Sensitive Data, requires the TSF to include a mechanism that
encrypts sensitive data and that can be invoked by third-party applications in addition to
internal TSF usage.

Management: FCS_STO_EXT.1
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There are no management activities foreseen.
Audit: FCS_STO_EXT.1

There are no auditable events foreseen.
FCS_STO_EXT.1 Storage of Sensitive Data
Hierarchical to: No other components

Dependencies:
FCS_COP.1 Cryptographic Operation

FCS_STO_EXT.1.1 The OS shall implement functionality to encrypt sensitive data stored in
non-volatile storage and provide interfaces to applications to invoke this functionality.

FCS SSH EXT SSH Protocol
Family Behavior

This family defines requirements for implementation of the SSH protocol that goes beyond the
level of detail specified for trusted communications in CC Part 2.

Component Leveling

FC5_S3H_EXT 55H Protocol 1

FCS_SSH_EXT.1, SSH Protocol, requires the TSF to specify the details of its SSH protocol
implementation.

Management: FCS_SSH_EXT.1
No specific management functions are identified.
Audit: FCS_SSH_EXT.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included
in the PP, PP-Module, FP, or ST:

Failure to establish SSH connection
Establishment of SSH connection

Termination of SSH connection

Dropping of packets outside defined size limits

FCS_SSH_EXT.1 SSH Protocol
Hierarchical to: No other components.

Dependencies:
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FCS_CKM.1 Cryptographic Key Generation

FCS_CKM.2 Cryptographic Key Derivation

FCS_COP.1 Cryptographic Operation

FCS_RBG_EXT.1 Random Bit Generation
FCS_SSH_EXT.1.1

The TOE shall implement SSH acting as a [selection: client, server] in accordance with that
complies with RFCs 4251, 4252, 4253, 4254, [selection: 4256, 4344, 5647, 5656, 6187, 6668,
8268, 8308, 8332, 8709, 8731, no other RFCs] and [no other standard].

FCS_SSH_EXT.1.2

The TSF shall ensure that the SSH protocol implementation supports the following authentication
methods: [selection:

® “password” (RFC 4252),
e “keyboard-interactive” (RFC 4256),
® “publickey” (RFC 4252): [selection:

o ssh-rsa (RFC 4253),
rsa-sha2-256 (RFC 8332),
rsa-sha2-512 (RFC 8332),
ecdsa-sha2-nistp256 (RFC 5656),
ecdsa-sha2-nistp384 (RFC 5656),
ecdsa-sha2-nistp521 (RFC 5656),
ssh-ed25519 (RFC 8709),
ssh-ed448 (RFC 8709),
x509v3-ecdsa-sha2-nistp256 (RFC 6187),
x509v3-ecdsa-sha2-nistp384 (RFC 6187),
x509v3-ecdsa-sha2-nistp521 (RFC 6187),
x509v3-rsa2048-sha256 (RFC 6187)

O O 0O OO0 O 0O O O O O

]

] and no other methods.
FCS_SSH_EXT.1.3

The TSF shall ensure that, as described in RFC 4253, packets greater than [assignment: number of
bytes between 35,000 and 1 GB (inclusive)] in an SSH transport connection are dropped.

FCS_SSH_EXT.1.4

The TSF shall protect data in transit from unauthorised disclosure using the following
mechanisms: [selection:

aes128-ctr (RFC 4344),
aes256-ctr (RFC 4344),
aes128-cbc (RFC 4253),
aes256-cbc (RFC 4253),
AEAD_AES 128 GCM (RFC 5647),
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® AEAD _AES 256 _GCM (RFC 5647),
® qagesl128-gcm@openssh.com (RFC 5647),
® ges256-gcm@openssh.com (RFC 5647)

] and no other mechanisms.
FCS_SSH_EXT.1.5
The TSF shall protect data in transit from modification, deletion, and insertion using: [selection:

hmac-sha2-256 (RFC 6668),
hmac-sha2-512 (RFC 6668),
AEAD _AES 128 GCM (RFC 5647),
AEAD _AES 256 _GCM (RFC 5647),
implicit

] and no other mechanisms.
FCS_SSH_EXT.1.6
The TSF shall establish a shared secret with its peer using: [selection:

diffie-hellman-group14-sha256 (RFC 8268),
diffie-hellman-group15-sha512 (RFC 8268),
diffie-hellman-group16-sha512 (RFC 8268),
diffie-hellman-group17-sha512 (RFC 8268),
diffie-hellman-group18-sha512 (RFC 8268),
ecdh-sha2-nistp256 (RFC 5656),
ecdh-sha2-nistp384 (RFC 5656),
ecdh-sha2-nistp521 (RFC 5656),
curve25519-sha256 (RFC 8731),
curve448-sha512 (RFC 8731)

] and no other mechanisms.
FCS_SSH_EXT.1.7
The TSF shall use SSH KDF as defined in [selection:

® RFC 4253 (Section 7.2),
® RFC 5656 (Section 4)

] to derive the following cryptographic keys from a shared secret: session keys.
FCS_SSH_EXT.1.8
The TSF shall ensure that [selection:

® arekey of the session keys,
® connection termination

] occurs when any of the following thresholds are met:

e one hour connection time
® no more than one gigabyte of transmitted data, or
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® no more than one gigabyte of received data.

FCS_SSHC_EXT SSH Client Protocol
Family Behavior

This family defines requirements for implementation of the SSH protocol when the TSF is acting
as a client.

Component Leveling

FCS_SSHC_EXT 55H Client Protocol 1

FCS_SSHC_EXT.1, SSH Client Protocol, requires the TSF to specify the details of its SSH client
implementation.

Management: FCS_SSHC_EXT.1
No specific management functions are identified.
Audit: FCS_SSHC_EXT.1
There are no auditable events foreseen.
FCS_SSHC_EXT.1 SSH Client Protocol
Hierarchical to: No other components.
Dependencies:

FCS_SSH_EXT.1 SSH Protocol
FCS_SSHC_EXT.1.1

The TSF shall authenticate its peer (SSH server) using: [assignment: peer authentication method]
as described in RFC 4251, Section 4.1.

FCS_SSHS_EXT SSH Server Protocol
Family Behavior

This family defines requirements for implementation of the SSH protocol when the TSF is acting
as a server.

Component Leveling

FCS5_55H5_EXT 55H Server Protocol 1

FCS_SSHS_EXT.1, SSH Server Protocol, requires the TSF to specify the details of its SSH server
implementation.
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Management: FCS_SSHS_EXT.1
No specific management functions are identified.
Audit: FCS_SSHS_EXT.1
There are no auditable events foreseen.
FCS_SSHS_EXT.1 SSH Server Protocol
Hierarchical to: No other components.
Dependencies:

FCS_SSH_EXT.1 SSH Protocol
FCS_SSHS_EXT.1.1

The TSF shall authenticate itself to its peer (SSH client) using: [assignment: peer authentication
method].
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FCS_TLS EXT TLS Protocol
Family Behavior
This family defines the TLS claims that can be made by a conformant TOE.

Component Leveling

FCS_TLS_EXT TLS Protocol 1

FCS_TLS_EXT.1, TLS Protocol, requires the TSF to specify whether it implements TLS or DTLS as a
client or as a server.

Management: FCS_TLS_EXT.1

No specific management functions are identified.
Audit: FCS_TLS_EXT.1

There are no auditable events foreseen.
FCS_TLS_EXT.1 TLS Protocol

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_TLS_EXT.1.1

The TSF shall implement [selection:

TLS as a client
TLS as a server
DTLS as a client
DTLS as a server

FCS_TLSC _EXT TLS Client Protocol
Family Behavior
This family defines requirements for implementation of TLS as a client.

Component Leveling
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FCS_TLSC_EXT TLS Client Protocol 3

FCS_TLSC_EXT.1, TLS Protocol, requires the TSF to specify whether it implements TLS as a client.

FCS_TLSC_EXT.3, TLS Client Support for signature_algorithms extension, is required to be in Client
Hello.

FCS_TLSC_EXT.5, TLS Client Support for Supported Groups Extension, is required to be in Client
Hello.

Management: FCS_TLSC_EXT.1
No specific management functions are identified.
Audit: FCS_TLSC_EXT.1
There are no auditable events foreseen.
FCS_TLSC_EXT.1 TLS Client Protocol
Hierarchical to: No other components.
Dependencies:
FCS_TLS_EXT.1 TLS Protocol
FCS_CKM.1 Cryptographic Key Generation
FCS_CKM.2 Cryptographic Key Derivation
FCS_COP.1 Cryptographic Operation
FCS_RBG_EXT.1 Random Bit Generation
FIA_X509_EXT.1 X.509 Certificate Validation
FIA_X509_ EXT.2 X.509 Certificate Authentication
FCS_TLSC_EXT.1.1

The product shall implement TLS 1.2 (RFC 5246) and [selection: TLS 1.1 (RFC 4346), no earlier TLS
versions] as a client that supports the cipher suites [selection:

TLS_RSA_WITH_AES_128 CBC_SHA as defined in RFC 5246,
TLS_RSA_WITH_AES_128 CBC_SHA256 as defined in RFC 5246,

TLS RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246,

TLS RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5288,
TLS _DHE_RSA_WITH_AES_128 CBC_SHAZ256 as defined in RFC 5246,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246,
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TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5288,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHAZ256 as defined in RFC 5289,
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 as defined in RFC 5289,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 as defined in RFC 5289,
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 as defined in RFC 5289,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289

] and also supports functionality for [selection:

e mutual authentication,
® session renegotiation,
® none

1.
FCS_TLSC_EXT.1.2

The product shall verify that the presented identifier matches the reference identifier according
to RFC 6125.

FCS_TLSC_EXT.1.3
The product shall not establish a trusted channel if the server certificate is invalid [selection:

® with no exceptions,
e except when override is authorized

1.

Management: FCS_TLSC_EXT.3

No specific management functions are identified.

Audit: FCS_TLSC_EXT.3

There are no auditable events foreseen.

FCS_TLSC_EXT.3 TLS Client Support for Signature Algorithms Extension
Hierarchical to: No other components.

Dependencies: FCS_TLSC_EXT.1 TLS Client Protocol

FCS_TLSC_EXT.3.1

The product shall present the signature_algorithms extension in the Client Hello with the
supported_signature_algorithms value containing the following hash algorithms: [selection:
SHA256, SHA384, SHA512] and no other hash algorithms.

Management: FCS_TLSC_EXT.5

No specific management functions are identified.
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Audit: FCS_TLSC_EXT.5

There are no auditable events foreseen.

FCS_TLSC_EXT.5 TLS Client Support for Supported Groups Extension
Hierarchical to: No other components.

Dependencies: FCS_TLSC_EXT.1 TLS Client Protocol
FCS_TLSC_EXT.5.1

The product shall present the Supported Groups Extension in the Client Hello with the supported
groups [selection:

secp256rl,
secp384r1,
secp521r1,
ffdhe2048(256),
ffdhe3072(257),
ffdhe4096(258),
ffdhe6144(259),
ffdhe8192(260)

Class FDP: User Data Protection
FDP _ACF_EXT Access Controls for Protecting User Data

Family Behavior

This family specifies methods for ensuring that data stored or maintained by the TSF cannot be
accessed without authorization. This family differs from FDP_ACF in CC Part 2 by defining
technology-specific details for the implementation of these functions.

Component Leveling

FOP_ACF_EXT Access Controls for
Protecting User Data

FDP_ACF_EXT.1, Access Controls for Protecting User Data, requires the TSF to prevent unprivileged
users from accessing operating system objects owned by other users.

Management: FDP_ACF_EXT.1

The following actions could be considered for the management functions in

FMT: » Configuration of object ownership and allowed access

Copyright 2025 Cybertrust Japan Co., Ltd. All rights reserved

59



Audit: FDP_ACF_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Successful and unsuccessful attempts to access data

FDP_ACF_EXT.1 Access Controls for Protecting User Data
Hierarchical to: No other components
Dependencies: No dependencies

FDP_ACF_EXT.1.1 The OS shall implement access controls which can prohibit unprivileged users
from accessing files and directories owned by other users.
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Class FIA: Identification and Authentication
FIA_X509 EXT Authentication Using X.509 Certificates

Family Behavior

This family defines the behavior, management, and use of X.509 certificates for functions to be
performed by the TSF. Components in this family require validation of certificates according to a
specified set of rules and use of certificates for authentication for protocols and integrity
verification. This is a new family defined for the FIA class.

Component Leveling

Fla_X509 EXT Authentication LIsing
X.509 Certificates

FIA_X509_EXT.1, X.509 Certificate Validation, requires the TSF to check and validate
certificates in accordance with the RFCs and rules specified in the component.

FIA_X509 EXT.2, X.509 Certificate Authentication, requires the TSF to use certificates for
authentication functions.

Management: FIA_X509_EXT.1

The following actions could be considered for the management functions in FMT:

* Import and removal of X.509v3 certificates

* Approval of import and removal of X.509v3 certificates

Audit: FIA_X509_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in

the PP/ST:

* Failure of certificate validation

Management: FIA_X509_EXT.2

The following actions could be considered for the management functions in FMT:

* Import and removal of X.509v3 certificates

* Approval of import and removal of X.509v3 certificates
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Audit: FIA_X509_EXT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Success or failure of authentication attempt

FIA_X509_EXT.1 X.509 Certificate Validation
Hierarchical to: No other components

Dependencies:

FCS_COP.1 Cryptographic Operation

FIA_X509_EXT.1.1 The OS shall implement functionality to validate certificates in accordance
with the following rules:

* RFC 5280 certificate validation and certificate path validation
* The certificate path must terminate with a trusted CA certificate

* The OS shall validate a certificate path by ensuring the presence of the basicConstraints

extension, that the CA flag is set to TRUE for all CA certificates, and that any path
constraints are met.

* The TSF shall validate that any CA certificate includes "Certificate Signing" as a purpose the

key usage field

* The OS shall validate the revocation status of the certificate using [selection: OCSP as

specified in RFC 6960, CRL as specified in RFC 8603, an OCSP TLS Status Request Extension
(OCSP stapling) as specified in RFC 6066, OCSP TLS Multi-Certificate Status Request
Extension (i.e., OCSP Multi Stapling) as specified in RFC 6961] with [selection: no
exceptions, [assignment: exceptional use cases and alternative status check])

* The OS shall validate the extendedKeyUsage field according to the following rules:

o Certificates used for trusted updates and executable code integrity verification
shall have the Code Signing Purpose (id-kp 3 with OID 1.3.6.1.5.5.7.3.3) in the
extendedKeyUsage field.
o Server certificates presented for TLS shall have the Server Authentication purpose
(id-kp 1 with OID 1.3.6.1.5.5.7.3.1) in the extendedKeyUsage field.
o Client certificates presented for TLS shall have the Client Authentication purpose
(id-kp 2 with OID 1.3.6.1.5.5.7.3.2) in the EKU field.
o S/MIME certificates presented for email encryption and signature shall have the
Email Protection purpose (id-kp 4 with OID 1.3.6.1.5.5.7.3.4) in the EKU field.

o OCSP certificates presented for OCSP responses shall have the OCSP Signing Purpose

(id kp 9 with OID 1.3.6.1.5.5.7.3.9) in the EKU field.
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o Server certificates presented for EST shall have the CMC Registration Authority
(RA) purpose (id-kp-cmcRA with OID 1.3.6.1.5.5.7.3.28) in the EKU field.
(conditional)

FIA_X509_EXT.1.2 The OS shall only treat a certificate as a CA certificate if the
basicConstraints extension is present and the CA flag is set to TRUE.

FIA_X509_EXT.2 X.509 Certificate Authentication
Hierarchical to: No other components
Dependencies: FIA_X509_EXT.1 Certificate Validation

FIA_X509_EXT.2.1 The OS shall use X.509v3 certificates as defined by RFC 5280 to
support authentication for [selection: TLS, DTLS, HTTPS, [assignment: other
protocols]] connections.
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Class FMT: Security Management
FMT MOF _EXT Management of Functions Behavior

Family Behavior

This family defines the administrative privileges required to modify the behavior of the
security functions that are defined specifically for operating systems.

Component Leveling

FMT_MOF_EXT Managameant of
Functions Behawvior

FMT_MOF_EXT.1, Management of Security Functions Behavior, requires the TSF to define a
set of management functions for the TOE and the privileges that are required to administer
them.

Management: FMT_MOF_EXT.1

The following actions could be considered for the management functions in FMT: ¢

Configuration of the roles that may manage the behavior of the TSF management functions

Audit: FMT_MOF_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Successful or unsuccessful management of the behavior of any TOE functions

* Change in permissions to set of users that have the ability to manage a given

function FMT_MOF_EXT.1 Management of Functions Behavior

Hierarchical to: No other components
Dependencies: FMT_SMF_EXT.1 Specification of Management Functions

FMT_MOF_EXT.1.1 The OS shall restrict the ability to perform the function indicated
in the “Administrator” column in FMT_SMF_EXT.1.1 to the administrator.

FMT SMF _EXT Specification of Management Functions
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Family Behavior

This family defines management functions that are defined specifically for operating systems.

Component Leveling

FMT_SMF_EXT Specification of
Management Functions

FMT_SMF_EXT.1, Specification of Management Functions, requires the TSF to define a set of
management functions for the TOE.

Management: FMT_SMF_EXT.1

There are no management activities foreseen.

Audit: FMT_SMF_EXT.1

There are no auditable events foreseen.

FMT_SMF_EXT.1 Specification of Management Functions
Hierarchical to: No other components

Dependencies: No dependencies

FMT_SMF_EXT.1.1 The OS shall be capable of performing the following management functions:

# Management Function Administrator User
1 Enable/disable [selection: screen lock, session timeout] M 0]
2 Configure [selection: screen lock, session] inactivity timeout M 0]
3 Import keys/secrets into the secure key storage 0 0]
4 Configure local audit storage capacity 0 0]
5 Configure minimum password length 0 0]
6 Configure minimum number of special characters in password 0 0]
7 Configure minimum number of numeric characters in password 0] 0]
# Management Function Administrator User
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8 Configure minimum number of uppercase characters in password 0]
9 Configure minimum number of lowercase characters in password 0]
10 Configure lockout policy for unsuccessful authentication ]
attempts through [selection: timeouts between attempts,
limiting number of attempts during a time period]
11 Configure host-based firewall 0]
12 Configure name/address of directory server with which to bind 0]
13 Configure name/address of remote management server 0]
from which to receive management settings
14 Configure name/address of audit/logging server to which to 0]
send audit/logging records
15 Configure audit rules 0]
16 Configure name/address of network time server o]
17 Enable/disable automatic software update 0]
18 Configure Wi-Fi interface 0]
19 Enable/disable Bluetooth interface o
20 Enable/disable [assignment: list of other external interfaces] 0]
21 [assignment: list of other management functions to be provided 0]

by the TSF]
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Class FPT: Protection of the TSF
FPT ACF _EXT Access Controls
Family Behavior

This family defines specific TOE components that are protected against unprivileged access. This is a
new family defined for the FPT class.

Component Leveling

FPT_ACF _EXT Access Conftrols 1

FPT_ACF_EXT.1, Access Controls, requires the TSF to prohibit unauthorized users from
reading or modifying specific TSF data.

Management: FPT_ACF_EXT.1
No specific management functions are identified.
Audit: FPT_ACF_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Unauthorized attempts to perform operations against protected data
FPT_ACF_EXT.1 Access Controls

Hierarchical to: No other components
Dependencies: No dependencies

FPT_ACF_EXT.1.1 The OS shall implement access controls which prohibit unprivileged users
from modifying:

« Kernel and its drivers/modules

* Security audit logs

* Shared libraries

* System executables

* System configuration files

* [assignment: other objects]
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FPT_ACF_EXT.1.2 The OS shall implement access controls which prohibit unprivileged users
from reading:

* Security audit logs
* System-wide credential repositories

« [assignment: list of other objects]

FPT _ASLR EXT Address Space Layout Randomization
Family Behavior

This family defines the ability of the TOE to implement address space layout randomization (ASLR).
This is a new family defined for the FPT class.

Component Leveling

FPT_ASLR_EXT Address Space Layout
Randomization

FPT_ASLR_EXT.1, Address Space Layout Randomization, defines the ability of the TOE to use
ASLR as well as the objects that ASLR is applied to.

Management: FPT_ASLR_EXT.1
There are no management functions foreseen.
Audit: FPT_ASLR_EXT.1

There are no auditable events foreseen.
FPT_ASLR_EXT.1 Address Space Layout Randomization

Hierarchical to: No other components
Dependencies: No dependencies
FPT_ASLR_EXT.1.1 The OS shall always randomize process address space memory locations

with [selection: 8, [assignment: number greater than 8]] bits of entropy except for
[assignment: list of explicit exceptions].

FPT SBOP_EXT Stack Buffer Overflow Protection

Family Behavior
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This family requires the TSF to be compiled using stack-based buffer overflow protections. This is a
new family defined for the FPT class.

Component Leveling

FPT_SBOP_EXT Stack Buffer Overflow
Protection

FPT_SBOP_EXT.1, Stack Buffer Overflow Protection, requires the TSF to be compiled using
stack-based buffer overflow protections or to store data in such a manner that a stack-based buffer
overflow cannot compromise the TSF.

Management: FPT_SBOP_EXT.1

There are no management functions foreseen.
Audit: FPT_SBOP_EXT.1

There are no auditable events foreseen.
FPT_SBOP_EXT.1 Stack Buffer Overflow Protection
Hierarchical to: No other components
Dependencies: No dependencies

FPT_SBOP_EXT.1.1 The OS shall [selection: employ stack-based buffer overflow protections,
not store parameters/variables in the same data structures as control values].

FPT SRP_EXT Software Restriction Policies
Family Behavior

This family defines the ability of the TOE to restrict the execution of software unless it meets
defined criteria. This is a new family defined for the FPT class.

Component Leveling

FPT_SRP_EXT Software Restriction
Policies

FPT_SRP_EXT.1, Software Restriction Policies, defines the criteria the TSF can use to prevent
execution of restricted programs.

Management: FPT_SRP_EXT.1
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The following actions could be considered for the management functions in

FMT: « Specification of restriction policies

Audit: FPT_SRP_EXT.1

There are no auditable events foreseen.
FPT_SRP_EXT.1 Software Restriction Policies
Hierarchical to: No other components
Dependencies: No dependencies

FPT_SRP_EXT.1.1 The OS shall restrict execution to only programs which match an
administrator specified [selection:

* file path

* file digital signature
* version

* hash

* [assignment: other characteristics]

1.
FPT TST EXT Boot Integrity
Family Behavior

This family defines the ability of the TOE to provide a mechanism that can be used to verify its
integrity when started.

Component Leveling

FPT_TST_EXT Boot Inteqgrity 1

FPT_TST_EXT.1, Boot Integrity, defines the mechanisms that the TSF uses to assert its own integrity

at startup.
Management: FPT_TST_EXT.1

There are no management functions foreseen.
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Audit: FPT_TST_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Failure of the integrity checking mechanism

FPT_TST_EXT.1 Boot Integrity

Hierarchical to: No other components
Dependencies:

FCS_COP.1 Cryptographic Operation

FIA_X509 EXT.1 X.509 Certificate Validation

FPT_TST_EXT.1.1 The OS shall verify the integrity of the bootchain up through the OS kernel
and [selection:

* all executable code stored in mutable media

* [assignment: list of other executable code]

* no other executable code

] prior to its execution through the use of [selection:

* a digital signature using a hardware-protected asymmetric key

* a digital signature using an X509 certificate with hardware-based

protection

* a hardware-protected hash

].
FPT TUD _EXT Trusted Update

Family Behavior

This family defines the ability of the TOE to provide mechanisms for assuring the integrity of
updates to the TSF or to non-TOE components that that rely on the TSF to function. This is a new
family defined for the FPT class.

Component Leveling
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FPT_TUD_EXT Trusted Update

FPT_TUD_EXT.1, Trusted Update, requires the TOE to provide a mechanism to verify the integrity of
updates to itself.

FPT_TUD_EXT.2, Trusted Update for Application Software, requires the TOE to provide a
mechanism to verify the integrity of updates to non-TSF applications that are running on the TOE.

Management: FPT_TUD_EXT.1

The following actions could be considered for the management functions in FMT:

* Configuration of update checking mechanism

* Initiation of update

Audit: FPT_TUD_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Failure of the integrity checking mechanism
* Successful completion of updates

Management: FPT_TUD_EXT.2

The following actions could be considered for the management functions in FMT:
* Configuration of update checking mechanism
* Initiation of update

Audit: FPT_TUD_EXT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Failure of the integrity checking mechanism

* Successful completion of updates
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FPT_TUD_EXT.1 Integrity for Installation and Update
Hierarchical to: No other components

Dependencies:

FCS_COP.1 Cryptographic Operation

FPT_TUD_EXT.1.1 The OS shall provide the ability to check for updates to the OS software itself
and shall use a digital signature scheme specified in FCS_COP.1/SIGN to validate the
authenticity of the response.

FPT_TUD_EXT.1.2 The OS shall [selection: cryptographically verify, invoke platform-provided
functionality to cryptographically verify] updates to itself using a digital signature prior to
installation using schemes specified in FCS_COP.1/SIGN.

FPT_TUD_EXT.2 Integrity for Installation and Update of Application Software
Hierarchical to: No other components

Dependencies:

FCS_COP.1 Cryptographic Operation

FPT_TUD_EXT.2.1 The OS shall provide the ability to check for updates to application software and

shall use a digital signature scheme specified in FCS_COP.1 to validate the authenticity of the
response.

FPT_TUD_EXT.2.2 The OS shall cryptographically verify the integrity of updates to applications
using a digital signature specified by FCS_COP.1 prior to installation.
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Class FTP: Trusted Path/Channels
FTP_ITC _EXT Trusted Channel Communication

Family Behavior

This family defines the ability of the TOE to use specific trusted communications channels to
communicate with specific non-TOE entities in the Operational Environment. This family differs
from FTP_ITC in Part 2 by defining technology-specific details for the implementation of these
functions.

Component Leveling

FTP_ITC_EXT Trusted Channel
Communications

FTP_ITC_EXT.1, Trusted channel communications, defines the specific secure communications
protocols the TSF uses to communicate with a specific set of non-TOE entities in the Operational
Environment.

Management: FTP_ITC_EXT.1
No specific management functions are identified.
Audit: FTP_ITC_EXT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in
the PP/ST:

* Initiation of trusted channel

* Termination of trusted channel

* Failure of trusted channel functions
FTP_ITC_EXT.1 Trusted Channel Communication
Hierarchical to: No other components
Dependencies:

[FCS_DTLS_EXT.1 DTLS Implementation or
FCS_IPSEC_EXT.1 IPsec or

FCS_SSH_EXT.1 SSH Protocol or
FCS_TLSC_EXT.1 TLS Client Protocol]

FTP_ITC_EXT.1.1 The OS shall use [selection:
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* TLS as conforming to the Functional Package for Transport Layer Security (TLS), version 1.1 as

a [selection: client, server]

* DTLS as conforming to the Functional Package for Transport Layer Security (TLS), version 1.1 as

a [selection: client, server]

* |Psec as conforming to the PP-Module for Virtual Private Network (VPN) Clients, version 2.4 ¢

SSH as conforming to the Functional Package for Secure Shell (SSH), version 1.0 as a
[selection: client, server]
] to provide a trusted communication channel between itself and authorized IT entities supporting

the following capabilities: [selection: audit server, authentication server, management server,
[assignment: other capabilities]] that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data from disclosure
and detection of modification of the channel data.
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5.2 HRERREEIVR—R b

RAREAVR—RPDO—EZLUTITRY,

Table 22: iR RO R—FR b

Requirements source Descriptions

ALC_TSU_EXT.1 [PPOS] Timely Security Updates

Timely Security Updates (ALC_TSU_EXT)
Objectives

This component requires the OS developer, in conjunction with any other necessary parties, to
provide information as to how the end-user devices are updated to address security issues in a
timely manner. The documentation describes the process of providing updates to the public from
the time a security flaw is reported/discovered, to the time an update is released. This description
includes the parties involved (e.g., the developer, carriers(s)) and the steps that are performed
(e.g., developer testing, carrier testing), including worst case time periods, before an update is
made available to the public.

Component Leveling

This family contains only one component.
Application Notes:

None.

ALC_TSU_EXT.1 Timely Security Updates
Dependencies: No dependencies

Developer action elements:

ALC_TSU_EXT.1.1D

The developer shall provide a description in the TSS of how timely security
updates are made to the OS.

ALC_TSU_EXT.1.2D

The developer shall provide a description in the TSS of how users are notified
when updates change security properties or the configuration of the product.

Content and presentation elements:
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ALC_TSU_EXT.1.1C

The description shall include the process for creating and deploying security
updates for the OS software.

ALC_TSU_EXT.1.2C

The description shall include the mechanisms publicly available for reporting
security issues pertaining to the OS.

Note: The reporting mechanism could include web sites, email addresses, as
well as a means to protect the sensitive nature of the report (e.g., public keys
that could be used to encrypt the details of a proof-of-concept exploit).

Evaluator action elements:

ALC_TSU_EXT.1.1E

The evaluator will confirm that the information provided meets all
requirements for content and presentation of evidence.

Evaluation Activities

ALC_TSU_EXT.1

The evaluator will verify that the TSS contains a description of the timely security update process
used by the developer to create and deploy security updates. The evaluator will verify that this
description addresses the entire application. The evaluator will also verify that, in addition to the
OS developer's process, any third-party processes are also addressed in the description. The
evaluator will also verify that each mechanism for deployment of security updates is described.
The evaluator will verify that, for each deployment mechanism described for the update process,
the TSS lists a time between public disclosure of a vulnerability and public availability of the
security update to the OS patching this vulnerability, to include any third-party or carrier delays in
deployment. The evaluator will verify that this time is expressed in a number or range of days.
The evaluator will verify that this description includes the publicly available mechanisms (including
either an email address or website) for reporting security issues related to the OS.The evaluator
will verify that the description of this mechanism includes a method for protecting the report
either using a public key for encrypting email or a trusted channel for a website.
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Table 23: TX 1) T/ REEH DB E
Requirement Title
FAU_GEN.1 Audit Data Generation (Refined)
FCS_CKM.1 Cryptographic Key Generation (Refined)
FCS_CKM.2 Cryptographic Key Establishment (Refined)
FCS_CKM_EXTA4 Cryptographic Key Destruction

FCS_COP.1/ENCRYPT | Cryptographic Operation - Encryption/Decryption (Refined)

FCS_COP.1/HASH Cryptographic Operation - Hashing (Refined)

FCS_COP.1/SIGN Cryptographic Operation - Signing (Refined)

FCS_COP.1/KEYHMAC | Cryptographic Operation - Keyed-Hash Message
Authentication (Refined)

FCS_RBG_EXT.1/KCAPI | Random Bit Generation (Kernel)

FCS_RBG_EXT.1/0OSSL | Random Bit Generation (OpenSSL)

FCS_STO_EXTA1 Storage of Sensitive Data

FCS_SSH_EXTA1 SSH Protocol
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FCS_SSHC_EXT.1

SSH Protocol - Client

FCS_SSHS_EXT.1

SSH Protocol - Server

FCS_TLS_EXT.1

TLS Protocol

FCS_TLSC_EXT.1

TLS Client Protocol

FCS_TLSC_EXT.3

TLS Client Support for Signature Algorithms Extension

FCS_TLSC_EXT5

TLS Client Support for Supported Groups Extension

FDP_ACF_EXT.1

Access Controls for Protecting User Data

FIA_AFL.1

Authentication failure handling (Refined)

FIA_UAU.5

Multiple Authentication Mechanisms (Refined)

FIA_X509_EXT.1

X.509 Certificate Validation

FIA_ X509 EXT.2

X.509 Certificate Authentication

FMT_MOF_EXT.1

Management of security functions behavior

FMT_SMF_EXT.1

Specification of Management Functions

FPT_ACF_EXT.1

Access controls

FPT_ASLR_EXT.1

Address Space Layout Randomization

FPT_SBOP_EXT.1

Stack Buffer Overflow Protection

FPT_SRP_EXT.1

Software Restriction Policies

FPT_TST_EXT.1

Boot Integrity

FPT_TUD_EXT.1

Trusted Update

FPT_TUD EXT.2

Trusted Update for Application Software

FTA TAB.1 Default TOE access banners
FTP_ITC EXT.1 Trusted channel communication
FTP_TRP1 Trusted Path
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6.2.1 Security Audit (FAU)

FAU_GEN.1

Audit Data Generation (Refined)

FAU_GEN.1.1

The OS shall be able to generate an audit record of the
following auditable events:

a) Start-up and shut-down of the audit functions;
b) All auditable events for the not specified level of audit; and [
c)
Authentication events (Success/Failure);
e Use of privileged/special rights events (Successful and
unsuccessful security, audit, and configuration changes);
e Privilege or role escalation events (Success/Failure);
[ ]
[

o File and object events (Successful and
unsuccessful attempts to create, access, delete,
modify, modify permissions)

o User and Group management events
(Successful and unsuccessful add, delete,
modify, disable, enable, and credential change)

o Audit and log data access events
(Success/Failure)

o Cryptographic verification of software
(Success/Failure)

o Attempted application invocation with arguments
(Success/Failure e.g. due to software restriction
policy)

o System reboot, restart, and shutdown events
(Success/Failure)

o Kernel module loading and unloading events
(Success/Failure)

o Administrator or root-level access events
(Success/Failure)

o [assignment: specifically defined auditable
events listed in Table 24].

]

FAU_GEN.1.2

The OS shall record within each audit record at least the
following information:

a) Date and time of the event, type of event, subject
identity (if applicable), and outcome (success or failure)
of the event;

and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, [assignment: information specified in
column 3 of Table 24]
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Table 24. SSH Auditable Events

Requirement

Auditable Events

Additional Audit Record Contents

FCS_SSH_EXT.1

[Failure to establish SSH
connection]

[Reason for failure and Non-TOE
endpoint of attempted connection (IP
Address)]

FCS_SSH_EXT.1

[Establishment of SSH
connection]

[Non-TOE endpoint of connection (IP
Address)]

FCS_SSH_EXT.1

[Termination of SSH
connection session]

[Non-TOE endpoint of connection (IP
Address)]

FCS_SSH_EXT.1

[No events specified.]

[None]

FCS_SSHC_EXT.1

[No events specified.]

[None]

FCS_SSHS_EXT.1

[No events specified.]

[None]

Application Note: This table has been modified by TDO777.

6.2.2 Cryptographic Support (FCS)

FCS_CKM.1

Cryptographic Key Generation (Refined)

FCS_CKM.1.1

algorithm [

Schemes']

1

The OS shall generate asymmetric cryptographic keys in
accordance with a specified cryptographic key generation

e RSA schemes using cryptographic key sizes of 3072-bit
and 4096-bit that meet the following: FIPS PUB 186-5,
"Digital Signature Standard (DSS)", Appendix A.1

e ECC schemes using "NIST curves" P-384 and [P-521]
that meet the following: FIPS PUB 186-5, "Digital
Signature Standard (DSS)", Appendix A.2

e FFC schemes using [safe primes that meet the
following: NIST Special Publication 800-56A Revision 3,
“‘Recommendation for Pair-Wise Key Establishment

Application Note: This SFR has been modified by TD0955 and TD0712.

FCS_CKM.2

Cryptographic Key Establishment (Refined)

FCS_CKM.2.1

The OS shall implement functionality to perform
cryptographic key establishment in accordance with a
specified cryptographic key establishment method: |

e FElliptic curve-based key establishment schemes that
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meets the following: NIST Special Publication 800-56A
Revision 3, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography”

e Finite field-based key establishment schemes that
meets NIST Special Publication 800-56A Revision 3,
“Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography”

FCS_CKM_EXT.4

Cryptographic Key Destruction

FCS_CKM_EXT.4.1

The OS shall destroy cryptographic keys and key material in
accordance with a specified cryptographic key destruction
method [
e For volatile memory, the destruction shall be executed
byal[
o single overwrite consisting of [zeroes]
o removal of power to the memory
I
e For non-volatile memory that consists of [
o the invocation of an interface provided by the
underlying platform that [
m Jogically addresses the storage location

of the key and performs a [[assignment:

administrator specified number (default
of 3) of]] overwrite consisting of
[pseudo-random pattern]
I
I
1.

FCS_CKM_EXT.4.2

The OS shall destroy all keys and key material when no longer
needed.

FCS_COP.1/ENCRYPT

Cryptographic Operation — Encryption/Decryption
(Refined)

FCS_COP.1.1/ENCRYPT

The OS shall perform encryption/decryption services for
data in accordance with a specified cryptographic algorithm [
e AES-XTS (as defined in NIST SP 800-38E)
e AES-CBC (as defined in NIST SP 800-38A)
e AES-CTR (as defined in NIST SP 800-38A)
]and [
e AES-GCM (as defined in NIST SP 800-38D)
] and cryptographic key sizes 256-bit and [no other bit size]
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Application Note: This SFR has been modified by TD0712.

FCS_COP.1/HASH

Cryptographic Operation — Hashing (Refined)

FCS_COP.1.1/HASH

The OS shall perform cryptographic hashing services in
accordance with a specified cryptographic algorithm [
e SHA-256
e SHA-384
e SHA-512
] and message digest sizes [
e 256 bits
e 384 bits
e 512 bits
] that meet the following: FIPS Pub 180-4.

Application Note: This SFR has been modified by TD0696.

FCS_COP.1/SIGN

Cryptographic Operation — Signing (Refined)

FCS_COP.1.1/SIGN

The OS shall perform cryptographic signature services
(generation and verification) in accordance with a specified
cryptographic algorithm [
e RSA schemes using cryptographic key sizes of
[2048-bit (for secure boot only) or greater] that meet
the following: FIPS PUB 186-4 or FIPS PUB 186-5,
"Digital Signature Standard (DSS)", Section 5
e ECDSA schemes using "NIST curves” P-384 and
[P-521] that meet the following: FIPS PUB 186-4 or
FIPS PUB 186-5, "Digital Signature Standard (DSS)",
Section 6, SP 800-186 Section 3
] and-eryptegraphickey-sizesfassignmenteryptographic
standards].

Application Note: This SFR has been modified by TD0955.

FCS_COP.1/KEYHMAC

Cryptographic Operation — Keyed-Hash Message
Authentication (Refined)

FCS_COP.1.1/KEYHMAC

The OS shall perform keyed-hash message authentication
services in accordance with a specified cryptographic
algorithm [SHA-256, SHA-384, SHA-512] with key sizes
[assignment: 256-bits, 384-bits,512-bits] and message
digest sizes [256 bits, 384 bits,512 bits] that meet the
following: [FIPS Pub 198-1 The Keyed-Hash Message
Authentication Code and FIPS Pub 180-4 Secure Hash
Standard)].

Application Note: This SFR has been modified by TD0696.
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FCS_RBG_EXT.1/KCAPI

Random Bit Generation (Kernel)

FCS_RBG_EXT.1.1/KCAPI

The OS shall perform all deterministic random bit generation
(DRBG) services in accordance with NIST Special
Publication 800-90A using [

e HMAC_DRBG (SHA-512)
1.

FCS_RBG_EXT.1.2/KCAPI

The deterministic RBG used by the OS shall be seeded by
an entropy source that accumulates entropy from a [

e software-based noise source
] with a minimum of 256 bits of entropy at least equal to the
greatest security strength (according to NIST SP 800-57) of
the keys and hashes that it will generate.

FCS_RBG_EXT.1/0SSL

Random Bit Generation (OpenSSL)

FCS_RBG_EXT.1.1/0SSL

The OS shall perform all deterministic random bit generation
(DRBG) services in accordance with NIST Special
Publication 800-90A using [

e CTR_DRBG (AES)
1.

FCS_RBG_EXT.1.2/0SSL

The deterministic RBG used by the OS shall be seeded by
an entropy source that accumulates entropy from a [

e software-based noise source
] with a minimum of 256 bits of entropy at least equal to the
greatest security strength (according to NIST SP 800-57) of
the keys and hashes that it will generate.

FCS_STO_EXT.1 Storage of Sensitive Data

FCS_STO EXT.1.1 The OS shall implement functionality to encrypt sensitive data

stored in non-volatile storage and provide interfaces to
applications to invoke this functionality.

FCS_SSH_EXT.A1 SSH Protocol

FCS_SSH_EXT.1.1 The TOE shall implement SSH acting as a [client, server] in

accordance with that complies with RFCs 4251, 4252, 4253,
4254, [4344, 5647, 5656, 6668, 8268, 8308, 8332] and [no
other standard].
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FCS_SSH_EXT.1.2

The TSF shall ensure that the SSH protocol implementation
supports the following authentication methods: |
e ‘password” (RFC 4252),
e “publickey” (RFC 4252): [
o rsa-sha2-256 (RFC 8332),
o rsa-sha2-512 (RFC 8332),
o ecdsa-shaz-nistp384 (RFC 5656),
o ecdsa-sha2-nistp521 (RFC 5656),

] and no other methods.

FCS_SSH_EXT.1.3

The TSF shall ensure that, as described in RFC 4253, packets
greater than [assignment: 2627144 bytes] in an SSH transport
connection are dropped.

FCS_SSH_EXT.1.4

The TSF shall protect data in transit from unauthorised
disclosure using the following mechanisms: |

e aes256-ctr (RFC 4344),

e aes256-gcm@openssh.com (RFC 5647)
] and no other mechanisms.

FCS_SSH_EXT.1.5

The TSF shall protect data in transit from modification, deletion,
and insertion using: [

e hmac-sha2-256 (RFC 6668),

e hmac-sha2-512 (RFC 6668),

e Implicit
] and no other mechanisms.

FCS_SSH_EXT.1.6

The TSF shall establish a shared secret with its peer using: [
e diffie-hellman-group16-sha512 (RFC 8268),
e (diffie-hellman-group18-sha512 (RFC 8268),
e ecdh-sha2-nistp384 (RFC 5656),
e ecdh-sha2-nistp521 (RFC 5656),
] and no other mechanisms.

FCS_SSH_EXT.1.7

The TSF shall use SSH KDF as defined in [

o RFC 4253 (Section 7.2),

e RFC 5656 (Section 4)
] to derive the following cryptographic keys from a shared
secret: session keys.

FCS_SSH_EXT.1.8

The TSF shall ensure that |
e arekey of the session keys
] occurs when any of the following thresholds are met:
e one hour connection time
e no more than one gigabyte of transmitted data, or
e no more than one gigabyte of received data.

FCS_SSHC_EXT.1

SSH Protocol - Client
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FCS_SSHC_EXT.1.1

The TSF shall authenticate its peer (SSH server) using: [
e using a local database by associating each host name
with a public key corresponding to the following list: [
rsa-sha2-256 (RFC 8332),
rsa-sha2-512 (RFC 8332),
ecdsa-sha2-nistp384 (RFC 5656),
ecdsa-sha2-nistp521 (RFC 5656),

o O O O

1,
] as described in RFC 4251 Section 4.1.

FCS_SSHS_EXT.1

SSH Protocol - Server

FCS_SSHS_EXT.1.1

The TSF shall authenticate itself to its peer (SSH Client) using: [
rsa-sha2-256 (RFC 8332),

rsa-sha2-512 (RFC 8332),

ecdsa-sha2-nistp384 (RFC 5656),

ecdsa-sha2-nistp521 (RFC 5656),

FCS_TLS_EXT.1

TLS Protocol

FCS_TLS_EXT.1.1

The product shall implement [
e TLS as a client,
]

FCS_TLSC_EXT.1

TLS Client Protocol

FCS_TLSC_EXT.1.1

The product shall implement TLS 1.2 (RFC 5246) and [no earlier
TLS versions] as a client that supports the cipher suites [
o TLS DHE RSA WITH_AES 256 _GCM_SHA384 as
defined in RFC 5288,
e TLS ECDHE ECDSA WITH_AES 256 _GCM_SHA384
as defined in RFC 5289,
e TLS ECDHE RSA WITH _AES 256 GCM_SHA384 as
defined in RFC 5289
] and also supports functionality for [
® hone
]

FCS_TLSC_EXT.1.2

The product shall verify that the presented identifier matches the
reference identifier according to RFC 6125.

FCS_TLSC_EXT.1.3

The product shall not establish a trusted channel if the server
certificate is invalid [
e with no exceptions,
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1

Application Note: This SFR has been modified by TD0442.

FCS_TLSC_EXT.3

TLS Client Support for Signature Algorithms Extension

FCS_TLSC_EXT.3.1

The product shall present the signature_algorithms extension in
the Client Hello with the supported_signature_algorithms value
containing the following hash algorithms: [SHA256, SHA384,
SHA512] and no other hash algorithms.

FCS_TLSC_EXT.5

TLS Client Support for Supported Groups Extension

FCS_TLSC_EXT.5.1

The product shall present the Supported Groups Extension in
the Client Hello with the supported groups [

e secp384ri

e secpb21ri

6.2.3 User Data Protection (FDP)

FDP_ACF_EXT.1

Access Controls for Protecting User Data

FDP_ACF_EXT.1.1

The OS shall implement access controls which can prohibit
unprivileged users from accessing files and directories owned
by other users.

6.2.4 Identification and Authentication (FIA)

FIA_AFL.1

Authentication Failure Handling (Refined)

FIA_AFL.1.1

The OS shall detect when [
e an administrator configurable positive integer within
[assignment: 1 — 65,535]
] unsuccessful authentication attempts occur related to events
with [
e authentication based on user name and password
1.

FIA_AFL.1.2

When the defined number of unsuccessful authentication
attempts for an account has been met, the OS shall: [Account
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Lockouft].

FIA_UAU.5

Multiple Authentication Mechanisms (Refined)

FIA_UAU.5.1

The OS shall provide the following authentication mechanisms [
e authentication based on username and password
e for use in SSH only, SSH public key-based
authentication as specified by the Functional
Package for Secure Shell (SSH), version 1.0
] to support user authentication.

FIA_UAU.5.2

The OS shall authenticate any user's claimed identity according
to the [assignment: username and password: used at the local
console and over SSH: the TOE locally verifies the password
hash matches the stored password hash associated with the
provided username;

SSH public key: used over SSH: the TOE verifies the signature
can be verified using a public key in the authorized_keys file
associated with the provided username].

FIA_X509_EXT.1

X.509 Certificate Validation

FIA_ X509 EXT.1.1

The OS shall implement functionality to validate certificates in
accordance with the following rules:
e RFC 5280 certificate validation and certificate path
validation
e The certificate path must terminate with a trusted CA
certificate
e The OS shall validate a certificate path by ensuring the
presence of the basicConstraints extension, that the CA
flag is set to TRUE for all CA certificates, and that any
path constraints are met.
e The TSF shall validate that any CA certificate includes
"Certificate Signing" as a purpose the key usage field
e The OS shall validate the revocation status of the
certificate using [an OCSP TLS Status Request
Extension (OCSP stapling) as specified in RFC 6066]
with [no exceptions]
e The OS shall validate the extendedKeyUsage field
according to the following rules:

o Certificates used for trusted updates and
executable code integrity verification shall have
the Code Signing Purpose (id-kp 3 with OID
1.3.6.1.5.5.7.3.3) in the extendedKeyUsage field.

o Server certificates presented for TLS shall have
the Server Authentication purpose (id-kp 1 with
OID 1.3.6.1.5.5.7.3.1) in the extendedKeyUsage
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field.

o Client certificates presented for TLS shall have
the Client Authentication purpose (id-kp 2 with
OID 1.3.6.1.5.5.7.3.2) in the EKU field.

o S/MIME certificates presented for email
encryption and signature shall have the Email
Protection purpose (id-kp 4 with OID
1.3.6.1.5.5.7.3.4) in the EKU field.

o OCSP certificates presented for OCSP
responses shall have the OCSP Signing Purpose
(id-kp 9 with OID 1.3.6.1.5.5.7.3.9) in the EKU
field.

o Server certificates presented for EST shall have
the CMC Registration Authority (RA) purpose
(id-kp-cmcRA with OID 1.3.6.1.5.5.7.3.28) in the
EKU field.(conditional)

FIA_ X509 EXT.1.2

The OS shall only treat a certificate as a CA certificate if the
basicConstraints extension is present and the CA flag is set to
TRUE.

FIA_X509_EXT.2

X.509 Certificate Authentication

FIA_ X509 EXT.2.1

The OS shall use X.509v3 certificates as defined by RFC 5280
to support authentication for [TLS, HTTPS] connections.

Application Note: This SFR has been modified by TD0789.

6.2.5 Security Management (FMT)

FMT_MOF_EXT.1

Management of Security Functions Behavior

FMT_MOF_EXT.1.1

The OS shall restrict the ability to perform the function indicated
in the "Administrator" column in FMT_SMF_EXT.1.1 to the
administrator.

FMT_SMF_EXT.1

Specification of Management Functions

FMT_SMF_EXT.1.1

The OS shall be capable of performing the following
management functions:

Table 25: Management Functions
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# Management Function Administrator User

1 Enable/disable [session timeout] M -

2 Configure [session] inactivity timeout M -

3 Import keys/secrets into the secure key storage M -

4 Configure local audit storage capacity M -

5 | Configure minimum password length M -

6 Configure minimum number of special characters in M -
password

7 Configure minimum number of numeric characters in M -
password

8 Configure minimum number of uppercase characters M -
in password

9 Configure minimum number of lowercase characters M -
in password

10 | Configure lockout policy for unsuccessful M -
authentication attempts through [timeouts between
attempts]

11 | Configure host-based firewall M -

12 | Configure name/address of directory server with - -
which to bind

13 | Configure name/address of remote management - -
server from which to receive management settings

14 | Configure name/address of audit/logging server to M -
which to send audit/logging records

15 | Configure audit rules M -

16 | Configure name/address of network time server -

17 | Enable/disable automatic software update M -

18 | Configure WiFi interface - -

19 | Enable/disable Bluetooth interface - -

20 | Enable/disable [assignment: no other external - -
interfaces]

21 | [assignment: Configuration of object ownership and M -
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functions]

allowed access, Configuration of the roles that may
manage the behavior of the TSF management

Application Note: This table has been modified by TD0693.

6.2.6 Protection of the TSF (FPT)

FPT_ACF_EXT.1

Access Controls

FPT_ACF_EXT.1.1

The OS shall implement access controls which prohibit
unprivileged users from modifying:
e Kernel and its drivers/modules
Security audit logs
Shared libraries
System executables
System configuration files
[assignment: no other objects]

FPT_ACF_EXT.1.2

The OS shall implement access controls which prohibit
unprivileged users from reading:

e Security audit logs

e System-wide credential repositories

e [assighment: no other objects]

FPT_ASLR_EXT.1

Address Space Layout Randomization

FPT_ASLR_EXT.1.1

The OS shall always randomize process address space memory
locations with [[assignment: at least 22]] bits of entropy except
for [assignment: no exceptions].

FPT_SBOP_EXTA

Stack Buffer Overflow Protection

FPT_SBOP_EXT.1.1

The OS shall [employ stack-based buffer overflow protections].

FPT_SRP_EXT.1

Software Restriction Policies

FPT_SRP_EXT.1.1

The OS shall restrict execution to only programs which match
an administrator-specified [

e file path

e hash

FPT_TST_EXT.1

Boot Integrity

FPT_TST_EXT.1.1

The OS shall verify the integrity of the bootchain up through the
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OS kernel and |
e no other executable code
] prior to its execution through the use of |
e a digital signature using a hardware-protected
asymmetric key

FPT_TUD_EXT.1

Trusted Update

FPT_TUD_EXT.1.1

The OS shall provide the ability to check for updates to the OS
software itself and shall use a digital signature scheme specified
in FCS_COP.1/SIGN to validate the authenticity of the response.

FPT_TUD_EXT.1.2

The OS shall [cryptographically verify] updates to itself using a
digital signature prior to installation using schemes specified in
FCS_COP.1/SIGN.

FPT_TUD_EXT.2

Trusted Update for Application Software

FPT_TUD_EXT.2.1

The OS shall provide the ability to check for updates to
application software and shall use a digital signature scheme
specified in FCS_COP.1/SIGN to validate the authenticity of the
response.

FPT_TUD_EXT.2.2

The OS shall cryptographically verify the integrity of updates to
applications using a digital signature specified by
FCS_COP.1/SIGN prior to installation.

6.2.7 TOE Access (FTA)

FTA_TAB.1

Default TOE Access Banners

FTA_TAB.1.1

Before establishing a user session, the OS shall display an
advisory warning message regarding unauthorized use of the
OS.
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6.2.8 Trusted Path/Channels (FTP)

FTP_ITC_EXTA

Trusted Channel Communication

FTP_ITC_EXT.1.1

The OS shall use [
e TLS as conforming to the Functional Package for
Transport Layer Security (TLS), version 1.1 as a [client]
I
and [
e SSH as conforming to the Functional Package for
Secure Shell (SSH), version 1.0 as a [client, server]
I
] to provide a trusted communication channel between itself and
authorized IT entities supporting the following capabilities: [audit
server, [assignment: application initiated TLS, software
updates, remote administration via SSH, connections to remote
SSH servers]] that is logically distinct from other communication
channels and provides assured identification of its end points
and protection of the channel data from disclosure and detection
of modification of the channel data.

Application Note: This SFR has been modified by TD0789.

FTP_TRP1

Trusted Path

FTP_TRP.1.1

The OS shall provide a communication path between itself and
[remote, local] users that is logically distinct from other
communication paths and provides assured identification of its
endpoints and protection of the communicated data from
modification, disclosure.

FTP_TRP.1.2

The OS shall permit [local users, remote users] to initiate
communication via the trusted path.

FTP_TRP.1.3

The OS shall require use of the trusted path for [initial user
authentication, all remote administrative actions].

Application Note: This SFR has been modified by TD0839.
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6.3 TX 1T HEEEHDIKEFHE

Table 261%. Common CriteriaDN i E T2 X 1) TR EHICERINDIKEFMEEL, TOET
=L TWAIREN IRTEMEZ#E-LTUWAEWERZRT, Table 27(%. TOEM K EFHEE =L
TWENZEDTE L M%RT 50 TPPOS] Appendix. D& YEERLT=, Zhid2D D Tablel. &
AEEmEELTODEN X2 TH#EEEH R ICKURIGF TEN 5,

Table 26: {kKFER XK

HEREE M BEREINDIKRFHE TOETimzLTL\S RFEZm-LT
&kEFHE (AVAYRE::Y=:]
FAU_GEN.1 FPT_STM.1 L Table 27588
(FPT_STM.1- Reliable
timestamps)
FCS_CKM.1 [FCS_CKM.2 or FCS_CKM.2 FCS_CKM.41%. #E3ka
FCS_COP.1] UiR—R Uk
FCS_CKM.4 FCS_CKM_EXTA4HTE
EINTWS1=0, K7E
HEBHELTLVEKTE
FIRELELN,
FCS_CKM.2 [FDP_ITC.1 or FCS_CKM.1 FCS_CKM.41%. #i5Ea
FDP_ITC.2 or Uik—Rok
FCS_CKM.1] FCS_CKM_EXTA4ATE
FCS_CKM.4 EINTLSO. KT
HEFELTLVEKTE
FIREAEL,
FCS_CKM_EXT4 FCS_CKM.1 FCS_CKM.1
FCS_COP.1/ [FDP_ITC.1 or FCS_CKM.1 FCS_CKM.41%. #i3ka
ENCRYPT FDP_ITC.2 or D7 e S
FCS_CKM.1] FCS_CKM_EXTAME
FCS_CKM.4 EINTWS1=0., K7E
HEHEZLTLVEKTE
FIRELLN,
FCS_COP.1/HASH [FDP_ITC.1 or FCS_CKM.1 FCS_CKM.41%. #i5Ra
FDP_ITC.2 or Uik—RUk
FCS_CKM.1] FCS_CKM_EXTA4AE
FCS_CKM.4 EINTLSO. KT
HEBELTULVEKTE
Sl AN
FCS_COP.1/SIGN [FDP_ITC.1 or FCS_CKM.1 FCS_CKM.41%. #E3ka
FDP_ITC.2 or UiR—3RUk
FCS_CKM.1] FCS_CKM_EXTAME
FCS_CKM.4 EINTWS1=0., K7E
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HZi#E-LTULVEKTE
RAREZILY,

FCS_COP.1/ [FDP_ITC.1 or FCS_CKM.1 FCS_CKM.4[%. 3&a
KEYHMAC FDP_ITC.2 or S SIS
FCS_CKM.1] FCS_CKM_EXTANE
FCS_CKM.4 BEIN TS0, KTF
HEE-LTULVELTE
RARRELY,
FCS_RBG_EXT.1/KCAPI | %L HL
FCS_RBG_EXT.1/0SSL | %L HL
FCS_STO_EXT.1 FCS_COP.1 FCS_COP.1/ENCRYPT
FCS_COP.1/HASH
FCS_COP.1/KEYHMAC
FCS_SSH_EXT.1 FCS_CKM.1 FCS_CKM.1
FCS_CKM.2 FCS_CKM.2
FCS_COP1 FCS_COP.1/ENCRYPT

FCS_RBG_EXT.1

FCS_COP.1/HASH
FCS_COP.1/SIGN
FCS_COP.1/KEYHMAC
FCS_RBG_EXT.1/0SSL

FCS_SSHC_EXT.1

FCS_SSH_EXT.1

FCS_SSH_EXT.1

FCS_SSHS_EXT.1

FCS_SSH_EXT.1

FCS_SSH_EXT.1

FCS_TLS_EXT.1

Tl

Izl

FCS_TLSC_EXTA

FCS_TLS_EXT.1
FCS_CKM.1
FCS_CKM.2
FCS_COP.1
FCS_RBG_EXT.1
FIA_X509_EXT.1
FIA_X509_EXT.2

FCS_TLS_EXT.1
FCS_CKM.1
FCS_CKM.2
FCS_COP.1/ENCRYPT
FCS_COP.1/HASH
FCS_COP.1/SIGN
FCS_COP.1/KEYHMAC
FCS_RBG_EXT.1/0SSL
FIA X509 EXT.1

FIA X509 EXT.2

FCS_TLSC_EXT.3

FCS_TLSC_EXTA

FCS_TLSC_EXTA

FCS_TLSC_EXT.5

FCS_TLSC_EXTA

FCS_TLSC_EXTA

FDP_ACF_EXT.1

FL

Tl

FIA_AFL.1

FIA_UAU.1

Tl

Table 2758
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(FIA_UAU.1 - Timing
of authentication)

FIA_UAU.5

7L

7L

FIA_ X509 EXT.1

FCS_COP-1

FCS_COP.1/HASH
FCS_COP.1/SIGN

FIA_X509_EXT.2

FIA_X509_EXT.1

FIA_X509_EXT.1

FMT_MOF_EXT.1

FMT_SMF_EXT.1

FMT_SMF_EXT.1

FMT_SMF_EXT.1 AL KL
FPT_ACF_EXT.1 AL HL
FPT_ASLR_EXT.1 AL KL
FPT_SBOP_EXT.1 AL KL
FPT_SRP_EXT.1 #HL KL
FPT_TST_EXT.1 FCS_COP.1 FCS_COP.1/HASH

FIA_X509_EXT.1

FCS_COP.1/SIGN
FIA_X509_EXT.1

FPT_TUD_EXT.1 FCS_COP.1 FCS_COP.1/HASH
FCS_COP.1/SIGN
FPT_TUD_EXT.2 FCS_COP.1 FCS_COP.1/HASH
FCS_COP.1/SIGN
FTA_TAB.1 AL HL
FTP_ITC_EXT.1 [FCS_DTLS_EXT.1 or | FCS_SSH_EXT.1
FCS_IPSEC_EXT.1 or | FCS_TLSC_EXT.1
FCS_SSH_EXT.1 or
FCS_TLSC_EXT.1]
FTP_TRP.1 HL HL
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Table 27 vF 1 TAEZHDIKEFRFEABESNTOVENCENE S

Requirement

Rationale for Satisfaction

FIA_UAU.1 - Timing
of authentication

FIA_AFL.1 implicitly requires that the OS perform all necessary actions,
including those on behalf of the user who has not been authenticated, in
order to authenticate; therefore it is duplicative to include these actions as a
separate assignment and test.

FIA_UID.1 - Timing
of identification

FIA_AFL.1 implicitly requires that the OS perform all necessary actions,
including those on behalf of the user who has not been identified, in order to
authenticate; therefore it is duplicative to include these actions as a
separate assignment and test.

FMT_SMR.1 -
Security roles

FMT_MOF_EXT.1 specifies role-based management functions that implicitly
defines user and privileged accounts; therefore, it is duplicative to include
separate role requirements.

FPT_STM.1 - FAU_GEN.1.2 explicitly requires that the OS associate timestamps with
Reliable time audit records; therefore it is duplicative to include a separate timestamp
stamps requirement.

FTA_SSL.1 - FMT_MOF_EXT.1 defines requirements for managing session locking;
TSF-initiated therefore, it is duplicative to include a separate session locking requirement.

session locking

FTA SSL.2 - FMT_MOF_EXT.1 defines requirements for user-initiated session locking;
User-initiated therefore, it is duplicative to include a separate session locking requirement.
locking

FAU_STG.1 - FPT_ACF_EXT.1 defines a requirement to protect audit logs; therefore, it is

Protected audit trail
storage

duplicative to include a separate protection of audit trail requirements.

FAU_GEN.2 - User
identity association

FAU_GEN.1.2 explicitly requires that the OS record any user account
associated with each event; therefore, it is duplicative to include a separate
requirement to associate a user account with each event.

FAU_SAR.1 - Audit
review

FPT_ACF_EXT.1.2 requires that audit logs (and other objects) are protected
from reading by unprivileged users; therefore, it is duplicative to include a
separate requirement to protect only the audit information.

6.4 EXa)TAIREIEH

ZHDSTOTOEtEF 1) TA4REFZE (X, Common Criteria Version 3.1, Revision 5IZE& DU \f-
[PPOS]&kYEREEL Tz, EREELI-TOEFa) TR E 4 (L. [PPOS|CEIRSN-F )T+«
RITEHZERLTLNS, [PKGTLS]E[PKGSSH]IE, TOEEF T4 REEZEB/HFTEEZLLLY,
LT DTablelCTOELF ) T4 R EHDOBMEERT,
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Table 28: TOEEF 1) TARIIEH

REEVS R R R—RUb
Class ASE: Conformance claims (ASE_CCL.1)
Security Target

Extended components definition (ASE_ECD.1)

ST introduction (ASE_INT.1)

Security objectives (ASE_OBJ.2)

Derived security requirements (ASE_REQ.2)

Security Problem Definition (ASE_SPD.1)

TOE summary specification (ASE_TSS.1)

Class ADV: Development

Basic Functional Specification (ADV_FSP.1)

Class AGD:
Guidance Documentation

Operational User Guidance (AGD_OPE.1)

Preparative Procedures (AGD_PRE.1)

Class ALC:
Life-cycle Support

Labeling of the TOE (ALC_CMC.1)

TOE CM Coverage (ALC_CMS.1)

Timely Security Updates (ALC_TSU_EXT.1)

Class ATE: Tests

Independent Testing - Conformance (ATE_IND.1)

Class AVA:
Vulnerability Assessment

Vulnerability Survey (AVA_VAN.1)
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6.5 X)) T4 EHIEHL
TOED+%21) 71 REEE# (SAR)(E. [PPOS]I= CEIRS -t X 1) FARIEHEZDEY

I:$1_§§E L/T:o

LT MTable TTOEDEF 1Y TAHEEEEH(SFR)B L URBD * EZE R T, [PPOS]LYEREEL

1=

Table 29: tX 1 UTAHREEHDRAL

Objective

Addressed By

Rationale

O.ACCOUNTABILITY

FAU_GEN. Supports the objective by requiring that
critical event information be gathered
by the TOE.

FTP_ITC_EXTA Supports the objective by ensuring that

audit information can be securely
transmitted to remote systems for
analysis.

O.INTEGRITY

FPT_SBOP_EXT.1
FPT_ASLR_EXT.1

Supports the objective by requiring that
OS applications be hardened against
buffer overflow attacks

FPT_TUD_EXT.1

Supports the objective by requiring that
the OS be able to check for critical
updates.

FPT_TUD_EXT.2

Supports the objective by requiring that
the OS verify updates before applying
them.

FCS_COP.1/HASH

Supports the objective by requiring the
TSF to implement hash algorithms that
are used in support of protected
communications.

FCS_COP.1/SIGN

Supports the objective by requiring the
TSF to implement digital signature
algorithms that are used in support of
protected communications.

FCS_COP.1/KEYHMAC

Supports the objective by requiring the
TSF to implement HMAC algorithms
that are used in support of protected
communications.

FPT_ACF_EXT.1

Supports the objective by requiring the
TSF restrict unprivileged users from
changing critical components.
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FPT_SRP_EXT.1 Supports the objective by requiring the
TSF to implement a configurable
allowlist mechanism.

FIA_X509_EXT.1 Supports the objective by requiring the
TSF to validate certificates using
industry standards.

FPT _TST _EXT.1 Supports the objective by requiring the
TSF to verify executable code critical
to its operation.

FTP_ITC_EXTA Supports the objective by requiring the
OS to provide a trusted channel for
critical communication.

FIA_AFL.A1 Supports the objective by requiring the
TSF to respond accordingly when the
number of failed authentication
attempts reaches a specified threshold.

FIA_UAU.5 Supports the objective by requiring the
OS to provide standard authentication
mechanisms.

O.MANAGEMENT FMT_MOF_EXT.1 Supports this objective by requiring the
TOE to restrict the ability to perform
certain management functions to a
privileged user.

FMT_SMF_EXT.A1 Supports this objective by requiring the
TOE to implement specific
management functions.

FTA_TAB.1 Supports this objective by requiring the
TOE to implement a trusted path
between itself and users.

FTP_TRPA Supports this objective by requiring a
trusted path between users and the
Os.
O.PROTECTED _STO | FCS_STO_EXTA1 Supports this objective by requiring the
RAGE OS to provide encrypted storage.
FCS_RBG_EXT.1/ Supports this objective by requiring the
KCAPI OS to generate random bits according
FCS_RBG_EXT.1/ to industry standards.
OSSL

FCS_COP.1/ENCRYPT [ Supports this objective by requiring the
OS to perform encryption according to
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industry standards.

FDP_ACF_EXT.1

Supports this objective by requiring the
OS to implement access controls.

O.PROTECTED_CO
MMS

FCS_RBG_EXT.1/
KCAPI

Supports this objective by requiring the
OS to generate random bits according
to industry standards.

FCS_RBG_EXT.1/
oSSL

Supports this objective by requiring the
OS to generate random bits according
to industry standards.

FCS_CKM.1 Supports this objective by requiring the
TSF to generate asymmetric
cryptographic keys to industry
standards.

FCS_CKM.2 Supports this objective by requiring the

TSF to perform key establishment
according to industry standards.

FCS_CKM_EXT.4

Supports this objective by requiring the
TSF to destroy key material according
to industry standards.

FCS_COP.1/ENCRYPT

Supports this objective by requiring the
TSF to encrypt data according to
industry standards

FCS_COP.1/HASH

Supports this objective by requiring the
TSF to hash data according to industry
standards.

FCS_COP.1/SIGN

Supports this objective by requiring the
TSF to cryptographically sign data
according to industry standards.

FCS_COP.1/KEYHMAC

Supports this objective by requiring the
TSF to perform keyed hashes
according to industry standards.

FIA_X509_EXT.1

Supports the objective by requiring the
TSF to validate certificates using
industry standards.

FIA_X509_EXT.2

Supports this objective by requiring the
TSF to validate TLS and related
encrypted connections with x509
certificates.

FTP_ITC_EXT.1

Supports the objective by requiring the
OS to provide a trusted channel for
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critical communication.

FCS_TLS_EXT.1 Supports the objective by defining the
(TLS Package) TOE’s implementation of TLS and
DTLS if this protocol is used for
protected communications.

FCS_TLSC_EXT.1 FCS_TLSC_EXT.1 supports the
(TLS Package) objective by defining the TOE's
implementation of TLS as a client for
protected communications.

FCS_TLSC_EXT.3 FCS_TLSC_EXT.3 supports the
(TLS Package) objective by requiring the TSF to
(Objective) support the TLS signature algorithms

extension as part of establishing TLS
protected communications.

FCS_TLSC EXT.5 FCS_TLSC_EXT.5 supports the
(TLS Package) objective by defining the TOE’s
implementation of supported groups
extension for TLS as a client for
protected communications.

FCS_SSH_EXTA1 FCS_SSH_EXT.1 supports the
(SSH Package) objective by defining the TOE’s
implementation of SSH if this protocol
is used for protected communications.

FCS_SSHC_EXTA1 FCS_SSHC_EXT.1 supports the
(SSH Package) objective by defining the TOE’s
implementation of SSH as a client if
this protocol is used for protected
communications.

FCS_SSHS EXT.1 FCS_SSHS_EXT.1 supports the
(SSH Package) objective by defining the TOE’s
implementation of SSH as a server if
this protocol is used for protected
communications.

NOTE: Table 29 has been modified by TD0713 from its original presentation in [PPOS]. The
table has also been modified to reflect the claimed SFRs.
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7 TOEE#9{: %k

AETIE. TOEAEILaV6. 21 RHEINTWDESFREED LSICHE=I AEFHFRT 5,

71 %) T4E&

7.1.1 FAU_GEN.1

TOEIF. U TDARVNEELEERLBREERT S, :
a) BEEWMEEDORIBMETANIE
b) ERFEDRKI/KEARU
c) tF¥alT+.E&E (fetc/audit/) . R EZEE (sudo/su, pam, sshd, BEEILRS—DE
. passwdt>shadowZ EOEBINT=T —IR—XDER) (CEET DA MI/EKLTZ
ARUNEETIHFENSRIER O A
d) ‘sudo'aTURP'suaATUR RICEBEH T IR UIMEECHE/O—ILDOFIE~D DI/

KA
) IFANBRUATOzVPER(BUMRVOREYID. o, 7VtX, BIRR. £E.
TORAEREEDHRT)
i) A—HYF—BIVITIL—TOEESRULGEMN. IR, £E. BENL. L. &

FUERBEROEREDINELE)

i) EBEERUOTT—EANDTIELRABR(FI%RK)

iv)  BIEERESITIIVT—avB8EDOEA (VIR THIRKR) S —2E 12K DR
Ih. KB

V) A—FRILED2—I/ILOA—FRUVT7UA—FEZR (KT XLEK)

e) RPM/Sur—S DAV RM—ILEERRIEICET 54U (LD KB

f) RICE(FHSSHERICEATHIER -1 b
i) SSHEMOMEIL (HKIEHREDIETOETURKRAUFDIPFTRLR)
i) SSHEHOHEILDRM(HHRERAITORRNEHSIVIFTOET VRSV
DIP7RLR)
i) SSH#E# Y av DR T (AEEHRODIETOETURRAIUEDIPTRLR)

FCS_SSHC_EXT.AH&UFCS_SSHS_EXTAICEALTIFEESIN-ER - A RNUMILLY,

TOENEEMEEL BT HD=DICIX. TOEZHBHEHLIz/N\—FOT7DEREZRET 5,
F1-. TOENEEHEEEH T 35710 (ZIX. shutdown/poweroff/reboot/servicea~v > FIZ&kY .
BIROFFD= DREE L. BEBREZITS.

TOEIZ. Lightweight Audit Framework (LAF) L CEEE AN bEO—AIL
[CERL. RTFET . LAFIF. A—F—ZEREFE[RETHARUED)TIA4X
LCRELIY . EBEENERLIL—IILTHEESNV AT LAO—ILEAVE—
TIRLIZY T BTSN TS ERSNTZARNUNE BEET—EUMN
TH¥21—LTAJIZEZATET. h—RULONAYYAT F1—ITEMND, BEE
A7 -IUM)EBRMICNETHOOBRRESLVLR— - 2—T1)T1%
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BATVND, COTIL—LT—UTR, BETDIRUIERIRT HEMNTES,

BEEBEAARNUME, "keyword=value"FBs XD T4—ILRZEL 1T EDTF XM
La—R) Mol IND, LTORRIE. TRXTOEELI—FRIZTEEFNDS:

a) 244~ :SYSCALL. PATH. USER_LOGIN. LOGIN#E LN o=/ R D IESE
b) B4 LRAV T BB ERINT-B F LR (IR BEAIE TEEER)

c) YT INFoN—E—FZ- B (ECIVRR)DARUERY)E=0IZ. ZA LR
BT MEN D —BEDHIEHEAF .

d) Auid(Login ID) : 1—H#—ASZ D KIZKBE D 1—H—IDFFH G 1—H—IDZ
EELENADDET, A—F =AY RT LISRHICRIELI=2—F —ID,

e) tylavID:ARUVEREDOAT Aoty avIZBT AN EHBNT H-OD—EDH
AFo

fyUid: EBEARUIDRELBRTOTAEAOEI—H—ID
g) Pid: ARUNERESE YT/ O TOEXID
h) LRRU R T/ REDFER

i) ARV DIBREITH L T DA TS a1EH
AR BREE =T AL R BT o722 R T La— )L

i) 4TS THRDY L—TID
iil) T IDBRIEDEITICHEALIZARR NG F IR E
iv) BEEIL-1REICBE I 2 1EHR

KARVEDEEBICHLT, LROATLaVvEBAEFNDEENHD. (EFENEL
BELHD) . F ATV BERIFLEOABRICRESNALY,
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7.2 EEEYR—F

7.2.1 FCS_CKM.1
TOE(E, LT DIERFRBAERT LTI X LERHET S,

e FIPS PUB 186-5 “Digital Signature Standard (DSS) Appendix A.1"[Z#H#LL fzRSAX
F—Ls

e FIPS PUB 186-5 “Digital Signature Standard (DSS) Appendix A.2"[ZZ##LLT-ECCX
*—L

e NIST SP 800-56A rev 3, "Recommendation for Pair-Wise Key Establishment
Schemes"I[Z#EMLF-FFCRH— L

TOEIX. U TDIERMBDEREITD,
Table 30: S4B A%

e BE &

RSA -3072 SSHTOY—/\—REE/ V547 ER%
-4096

ECC -384(P-384f5 M Eh#R) | TLSERDHELL

-521(P-521#5FIHiR) | SSHEODFeL
SSHTDH—/\—REI 517 MBi

FFC -4096 MODP TLS# DL
(safe primes) | (DH Group16) SSHEE D #E L
-8192 MODP

(DH Group18)

7.2.2 FCS_CKM.2

TOEIL. U T DB SHREILRAT—LEZRET S,
e NIST SP 800-56A rev 3, "Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography"[Z#E#LL 1=, P-384F KU P-521%
AW -1 ER—ADREEI X+ —LA
e NIST SP 800-56A rev 3, "Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography"|Z##LL -, 2 &K4096, £ X 18192
EvbDRERBEAVARER—RORBHEILRAX—L

TOEIX. TLSEBIES LUSSHEEICH TAHBEIRFT—LELT, FAMBARA—IBLUVER
ER—ZDAKEYR—+T 5,
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7.2.3 FCS_CKM_EXT.4

UTORELUVEITUTILIE, TLSNAUR A UhZERBSh., EXEEATY LICREFSA
5, TOEIZ. TATHER SN T —2ZBREEATIAOESLUVBITITILORETITIC
EEETHILICTRY ., BB ERET L, £ BREUATDOBRMNEMINT-IZE ., A
EVLEDBEFIVESTITIVIL, EREAT)DHEICKYREBESNTEXTTEEELS,

e TLS Diffie-Hellman Private Key

e TLS Pre-Master Secret

e TLS Session Keys

UTOBREIUVRBITITZILIE, TERMEATVICREIND, Y—/N\—HEHER(L. sshd—E
ADEEIZYMIF>TEHBEMSN DD BOEFEFICEEE Hissh-keygenav U R EE A
LTFETERT D, ARSIz —N\—FER (L. F—/ —LED/etc/sshTAL IR IZRES
Nd, 1——WERE. 12— LBHERIZEFI AT S, ssh-keygena YU F THERK
SN, &1 —D~/sshTALIRNIIZRFSIND, CNEDSSHIBE # (X, SSHEED/\UF
DIAVBIIFEREAT)NOA—REIN ., FIGRICEHFINIGESICIEHEINS, TOE
(. shreda< U RZFEAL CSSHMZR DO MEBELIEQTr—avEHET b HEIE.
/deviurandomZRWTER SN = UT VS LN F—2(2&kY TIAILTIED LEE%1T
SCETERESINDS,

e SSH Server Private Key

e SSH User Private Key

UTOESIUVBETTUTILIE, SSHEIEDSSHNAU R A IRIZERSIN, BRMEAE) L
[CRESNS, TOEF, EOTHEASN =T —2ZEXUATINORESLVRTTITILORK
BIVTICLEEZTHILICEY, BB ERET 5, F- ERXMUAT)DERNEHINT-15
B HZAT)LOBRBLVRBITITILE EXEAT)DRFEICKYRFSNT EXTEES
5%,

e SSH ephemeral Diffie-Hellman Private Key

e SSH Shared Secret

e SSH Session Keys

FiiTablel=, £RENHRITONTO ., EEETORRLNAEERLT=,

Table 31: FE = D 3£

miE {F &R A E REFSFT HERZE
TLS BEREILBOME |FCS_CKM.A & | EHMEAEY OlI2kD EEEH
Diffie-Hellman | i FCS_CKM.2 [Z E.F-EAFY
Private Key FOoTHRIESIN D TR E BT
AHDRBGIZ &5
77
TLS Pre-Master | $2ZR5F&B D HE | Diffie-HellmanZ | & AT OIZ&LBLEEEH
Secret 3 FRALTOREL E.F-lTAEY
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TLS Session TLStwS avEg | TLS Pre-Master | EFEAEY OlZ&kBLEEH
Keys 51t Secreth b DIk =, FTAEY
a D E TR 8
SSH Server SSHtwi 3 88 [ FCS_CKM.1 (2 | REFRMEAEY pseudoo 4 L
Private Key 1 FOTHESN |(FFAULPRT | 12—VI2&B
ADRBGIZ&D | LAPI) LTEFHEE
/. XIET774
IV RT LS
na—K
SSH User SSHtwiav iR [FCS CKM.1 12 | FEHMATEY |pseudoSo% L
Private Key =N FOTHRESN | (FFAILLRT | INF—2IT&D
AHDRBGIZ &5 L API) FTEZHEE
£k, XIET774
IV RT LS
no—K
SSH ephemeral | EREIEBDOME | FCS_CKM.1 & | #EHMEATEY OlckB EEEH
Diffie-Hellman | 3L FCS_CKM.2 [Z E.F =T AEY
Private K ck?ffﬁ.*g'éh @%/ﬁﬁlﬂf
rivate ey BDRBGI=& 3
£
SSH Shared SSHtwiavEg | Diffie-Hellman% | i ATEY) OlI2kB EEZEEH
Secret =2 | FERALTOREL E.F=EAEY
D E TR 8 B
SSH Session SSHtwi a kg | SSH Shared EEREATY OlZ&kBLEEEH
Keys =1t Secreth oDk E.FTAEY
4 D E R b

TEFEMEATYICRADAEASNSE R, RITSNIROWEITEENRLET HATREMEM

Hdo

7.2.4 FCS_COP.1/ENCRYPT
TOE(. 256E VDA EAT HAESO L TOEEFAE—FERET S,

NIST PUB SP 800-38EIZZE#LL F=AES-XTS
NIST PUB SP 800-38AIZ##LL 1=AES-CBC
NIST PUB SP 800-38AIZ#H#LL7=AES-CTR
NIST PUB SP 800-38DIZ##LL f-AES-GCM

TOE (. TLSASSSHIZKBBIET —2. 774, TAVITNAR LD ERDODESILE XVIE
SIZCAES (AT 5,

7.2.5 FCS_COP.1/HASH

TOEIZ. FIPS PUB 180-4[CERLI=LU T D/ \w a7 LT X LERHET 5,
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e SHA-256
SHA-384
SHA-512

TOEIZHEIFH/ w2 a7 )LTYX LK. LTORFIZHASNS,

T7A4ILELUTLS/SSHEIET —2 DT HEREL
T74ILELUTLS/SSHBIET —2 DRI AEH
TLS/SSHIZH 1T 5L H LU BEH

OSAVAM—ILE LV T VT T—rEIZE T ErpmI\vr—S DR L ML
A5 AV INAT—FDOMEL

X509 FEAEFHBANT BT ORI T« H—T) Uk

TOEIX, Ny a7 ITNVRALERAWTIZALE LUV T—EADTERERIET 5. /\v>aTIL
OUXLIE, TLS/SSHEERICEWT. BEMIKEOT O ELRIBLUVEET —HDTESE
MREEICFI SN D, OSDAURM—ILE LV TYTT—FTIE rpm/ v —DIT7/4ILD5E
SHRIEICHAIND, Tz, \wPaT7 )TV LDOFEDRAH (L, TLS/SSHiE S K D i
BHEARICKDBER. BEUOT AV IRRT—REN\YY 1 ELTRETBEIZEKBTHIY
FOZEMHERISERAIND, S5IT X509 EHED /v A {EX, ZDFHBAEDT ORI T4
VA=) RELTERIASN D,

7.2.6 FCS_COP.1/SIGN
TOElX. UFOBEFBE7 LTI LERHEL. BFBEOHERERTETS.

e FIPS PUB 186-5 Digital Signature Standard (DSS) Section 4 TigEE S 1=RSAE £
) 3
o HEIX. 2048 EvMtEFaT7T—FDH). 3072 Ewk, 4096 EvkEHHR—k
o NwaF7)LTYXLlE. SHA-256, SHA-384, SHA-512%HR—k
e SP 800-186 Section 3TIEE SN T-ECDSAZE & D & L LR EE
o IEMBRERIE. P-384F K UP-521%HR—bk
o NwiaF7)LdYXLIL, SHA-384, SHA-512%HR—bk

TOEIX, BFERATNITIVXLERVWTHEAEPYIFIITICEREHL . HSALLEYTEL
DFEH ., EHICEEDILEEERIRT S, TLS/SSHRAEHF X, BIEBFOIAZTDHITTMNE
LTHY. REASNTWVENC LR T HIETRIAEITI EFXF 27T —FTIH DAT LR
BROVILNIITOEBEFERERILT AETARERIA—RAERITINDZEEMHC, = V7T
FOTT7EH T BHO7AIVDEFERERA I DETEHRIFAULNERDRBEICEL
2LDTHY . BEASNTWEWNILEZHERT 5,

7.2.7 FCS_COP.1/KEYHMAC

TOEI[X. FIPS PUB 198-1 "The Keyed-Hash Message Authentication Code" & FIPS PUB
180-4 "Secure Hash Standard"IZ#EHL =B FE/ v 2 AvE—DRBEAFIRET S,

e HMAC-SHA-256
e HMAC-SHA-384
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e HMAC-SHA-512

TOEF. B E/NYL 2 Ay E—URFECL ST, TLSWOSSHDOBIET —2DTE M ELELH
ZIREET B,

7.2.8 FCS_RBG_EXT.1/KCAPI

TOE[X., A—FRILIZEE SN T=NIST SP 800-90A [Z#EHLF-=HMAC_DRBG (SHA-512) % {# F8
LTRERNVS T LEYMNERZITS, ZCODRBGIE, KernelAIZRESNI=AEYTIEAD
LM E /A XTETDEBERBOSH ASNZEHES—FEL, Th(TDHLEE256E v
NDIVAAE—%F9 %, ZTLC. BEPHNICKRELRUEKREERT 5. ERSN=HLIELE
XTNARIT7AIBRATI—Y—EREIZAREND, 7TU5—av(d., getrandom() AT
Lsa—)L . /devirandom X [& /dev/urandom T /31 X, &LL< libkcapi 5473 D NG
NHITEKY HEEELEHERETED,

7.2.9 FCS_RBG_EXT.1/0OSSL

TOEIL. NIST SP 800-90AIZ##LL 7=-CTR-DRBG (AES-256) £ %L 1=OpenSSLSA4 T 5%
1249 %, OpenSSLS 4T 5') MDRBGIZ. getrandom()> AT LsT—JLIZ &Y B 7{E4,256E
FOIUPOE—ZH 0B BZMBLTO—REL. RELTRLUEBZEIRE T S, getrandom()
25 La—)LiE. EROFCS RBG EXTA/KCAPIDEEZEFIFAL . ELEUE RN D hEh
EL#EL—FEL,. hmacDRBGICTHEE#HEERLFEVEHLTAE T S,
FIT)r—3v1d, OpenSSLSA 7S BE#EFO—IL 9 5L TCDRBGHE KT BEE S F /I
REWRLEABZRATES, BFIC. TLSTORNIZE T Y a3 F—EITIATILFT—D
AR,/ VREVSFREIVNAE—EROLN DIV RAVRIZHERT %,

7.2.10 FCS_STO_EXT.1

TOE(&. AES-XTS(256E V) [Tk DT A RVEFLBRET IR I 5, TOEM |RSHE T — 2 L.
TARVEEILHEEICKYVRESN =T RIVIZRESNS, AT, TOEXBEELZIFZAILTH

TRHEEICKY, YT —EINDT I EREEBESLVEEZT 2RI EI7TIr— 3>
DHIZBRET S,

LT ®DTablelZ, TOEICRBFESNIHEZET—2DFBBEMNETRT . MET—2(L. TARIEBES
EREIZ LY T AYITNA AR TEBHICEESIELTRESIN., 7ML T IR GIH TR
Exnb,

Table 32: #ZT—2DFABEBME LIV REAR

wET—42 MAB®

A—H—/FIWV—TIRRT—F | 0SO1—H4—R:T
(INRT—F/vyia)

SSHHBZ & H—/\—ZREF
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77’(7/[“/\Bﬁﬁmb A0

TLSEEBRE IR T iR | —/\—525

9547 NEBRE AT

BREIFAIL SSHT—EV  BEBERUBESEREDLOILVATLENR
2B BERTE

oy 274 DRATLOTBEVEEREODST DRTE

7.2.11 FCS_SSH_EXT.1, FCS_SSHC_EXT.1, FCS_SSHS_EXT.1

TOE(&. SSHY—N\—E LV IS/ T MEREZIRI| T 5, JE— b1 —H—[&. SSHTALaL
FEALTRELEEZEILTOEIZTV+ERT %,

Table 33: H7R—h&h BSSHTORa/L
B | a5~ N B (RFC 4252)

JSAT—FK (RFC 4252)

T ILTY X L aes256-ctr (RFC 4344)

aes256-gcm@openssh.com (RFC 5647)

AR T7ILTYX L | rsa-sha2-256 (RFC 8332)

rsa-sha2-512 (RFC 8332)

ecdsa-sha2-nistp384 (RFC 5656)

ecdsa-sha2-nistp521 (RFC 5656)

MAC hmac-sha2-256 (RFC 6668)

hmac-sha2-512 (RFC 6668)

Implicit (aes256-gcm@openssh.com)

BRMBDFE diffie-hellman-group16-sha512 (RFC 8268)

diffie-hellman-group18-sha512 (RFC 8268)

ecdh-sha2-nistp384 (RFC 5656)

ecdh-sha2-nistp521 (RFC 5656)

TOEIL. RFC 42538 &K U'RFC 5656 ##LL F-SSHi# & H % (KDF) 2 AL . B THEDS
nNr-LHWERISEY VR EBESLE. HVACEZEH T 5, TOEK., /N ybH A4 XM
262,144/\A B A BHSSHIN YR ET S, -, TOEILSSHEYL a3 VBN B (
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Rekey) 3ASV T EETED, SSHY —N—BLUPIFITURDEEIT7AILIZENT
RekeyLimitA 72 av @I E T HET. TOEKX Y av B O EAREMBEREB A
BE.FFT L EN1GBZEA =155 (CRekey LB ZRAIET 5.
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7.2.12 FCS_TLS_EXT.1, FCS_TLSC_EXT.1, FCS_TLSC_EXT.3,
FCS TLSC _EXT5

TOE(E. TLS 1.27 8L DISAT U MEREE IR T 5, TLS1.20514 7 U ME . LT D Table
[CRYBESRAA—baHR—rL, Y—N\—FIAEDENMZRII T S TL—H—LEERSE
[CREGTBEEZRHMT S,

Table 34: Y R—rENBEERS—F

BB RXA—r 4 RFC
TLS_DHE_RSA_WITH_AES 256_GCM_SHA384 RFC 5288
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 RFC 5289
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 RFC 5289

TOEIZ. Client HelloAvyt—2 12 & FEh Bsupported_groupsthifZFAL T, LT OEMBRER
EE DR AN EREET S,

e secp384r1i
e secp521r1

TOEIL. TLSMDClient HelloAyt—T 12 & F bsignature_algorithms#iak Z{E AL T, TOEA
T EIELTILTVALENY 2 BHOBEAHEHLEES—/N\—ITEHT D, TOEA R ]
BT ILTYRXLIE, FIPSE—REHDBSILR)—FEERTHRI—RTE(
letc/crypto-policies/back-ends/opensslcnf.config) IZE DLWV TRESN S,

TOED T IAI MR ETCHICAREGELZ 7 ILT) X LE/NY BB OBEHFEDHOEEZLUTIZR
9, RSADER(X3072R V4096F Y R—rF 3,

ECDSA-SECP384R1-SHA384
ECDSA-SECP521R1-SHA512
RSA_PSS_PSS_SHA256
RSA_PSS_PSS_SHA384
RSA_PSS_PSS_SHA512
RSA_PSS_RSAE_SHA256
RSA_PSS_RSAE_SHA384
RSA_PSS_RSAE_SHA512
RSA_PKCS1_SHA256
RSA_PKCS1_SHA384
RSA_PKCS1_SHA512

FIPSE—REHDEESLR) S —IF LTFOIATURICEY YR T v TSNS,
# fips-mode-setup --enable

TOEIE, 4 —N—HARTR T DAEABICEFENSHA FICOVT, LT DEBYIREEEITI. 5
BAENENLTIE . TOERBEEF v RILEHILAL,

o TLSH—/\—DODNSEZF-IZIP7PRLRZEBITLTSHBHENFEEEIT D
o SANMTFHETHIHEE. SHEHAF(L. SANEBEIND
e SANMEELAWGS. SHREA FIIDNSOCNEEEIND
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o SHHAFMNIPTRLADEBZE . SANITHLTOAHANFERET S
o H—N\—R(IAEDDNSZDTAIIFA—FFEHYR—rENDB
o URIZERHEAF. SRVEEHIF. BLVEIAEOE =T [FHR—rShi
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7.3 A—4—T—3{x:#& (FDP)

7.3.1 FDP_ACF_EXT.1

TOEIL. DACO1 D DX EFIRET ExfsT7MILL AT LEERT S,
T7AIWRTLIZEFBT7IRAFEHIZDNTIE, UnixiERIZEKZT7MILET AL IR IZX T
BEKRMWLETHEREIEE, POSIXBALT DT 7t AHIHE) APOSIX ACL)IZ& S 7 7t X il
#HR—kLTLVS,

7.3.1.1 Unix#ERRICKDIT7AILET AL IR T DERBIGT 7 Al

731 1A EBEE . AT IL—T . N\—3vyPay

TOETHHIZFALBEIVTALINIIFREE. AT IL—T . "—3vavaRkEFL.Is D3
RURICRYCNLDEREHER T HENTED,

$ 1s -1 /etc/passwd
-rw-r--r--. 1 root root 2471 Mar 25 12:59 /etc/passwd

EEROHEAIZENTIE ABZE DO IT4—ILE(-rW-r--r--)h3/\—3w 3> 3% H (root), 4% B
(root)DT1— LR ENZENFBEE. AT IL—TERT,

W= aVIF1MED X FIZE>TRESNS, —BEDIXELI7AINIATTHY . ZYD
IXFHIIXFTO2OATIYFREBEDN—=Zv a3y AT IL—TD/IR—3vi3r ZDih
DIN—Z92aV)ERT, EXFOEKRELUTDTablelZRY,

Table 35: /8—3wi v —&

- | BEOIFAI

d |[T4LIKY

N A% S/ 27
T7ANEALT b [FAYITNART7AIL

c |FNIURTINART7AIL

S UNIXKAL Y bk
p | BEIMFENAT

IFLILDEBED r | Z7MILDOREES AR
MAEHED/S—Ivay w | I7AVICEEEMZ BT LN AEE
z?f‘j»_jwl\_:\y X | FPANERTTEHIENARE
FODMD/IN—3v 3y . FERRAL
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TALIOR)DIZEED R |TALYNRDT7AILS A AIEE
MAED/A—IvYay | W | FALIRRIZI7 A AR AT B
AT —T D—3y : -
av X | T4LIRMIA~NDEEND ATEE
FDMD/IN—3v a3y . FERRAL

EiDletclpasswdI7AILDIHZE . RO LS EF 1) T1BIEE LD,

e rootl—H—HERHRAH ., EZIAHARE( -rw-r--r-- D KXFE )

o rooty IL—TICFTET B —F —HERAHRAAHATBE( -rw-r--r-- D KX FEB5)

o rootl—H—TILHL, rooty IL—T IR LGN I —H —D B A A A AT BE( -rw-r--r-- DX
XFEB5)

Ff=. CON—ZYLIVIEFNEFNIMOBBEBTREINDZEELEHY . r=4, w=2, x=1, -=0&L T
BELI-ETRYT, LitD/etc/passwd 77 M ILDIFE . REBED/A—Iyi3r=rw-=4+2+0 =
6. FTATIL—TD/IN—3y> 3y =r-—-=4+0+0 =4, FDMD/S—3I vy 3> =r-—- = 4+0+0 =4¢&
LT.644LRIBT 5,

7.3.1.1.2 setuid / setgid

T7A1ILDEHKE/N—3va LT, setuid/setgidMTEEL. Is -IAX R THETHIENT
5,

$ 1s -1 /usr/bin/passwd
-rwsr-xr-x. 1 root root 32656 Apr 14 2022 /usr/bin/passwd

FIAED/IN—3vavDEITERIZAE SN TULVS s MisetuidE &R L . setuidh ftinEhnt=7
AYSLZRTLEES. £ERENTOANRETE1—F—IDIX. ZDI7MILDFREE
LRI—E4%, EEEDpasswdaAR U RDBE . EQL—HF—NEFTTIIEETEH EREhdT
At XDERR [roote#i 5,

setuidFI#%(Z. setgidDIF A (FERSINDTOLRDTOERNREFTES IL—TIDA, ZD
T7AILDREBET IV—TER—IZ% 5,

setuid/setgid/ A\ —3w2av(ETAY S LICKELGEREZ 5 RS LLAEETHI LML, FH
HEEREZDEEX 1) TATR—ILIZHRZZENH D=0 FHRICEBLTITEIENDLETH S,
$512. Setuid-root& M (EN 5 EEEER TEITTE Ssetuid/\—2yaV (I BETHULVRYE
AT RETIEALY,

73113 AT4vF—E vk

TALIRM) DEBRLG/N—Zya LT RATavdF—EVYRAEEL.Is -1OTURTHRT L
ENTES,

$ 1s -1 /
drwxrwxrwt. 12 root root 4096 Jul 9 10:32 tmp

ZOMDIN—2v2aV DETHERITAESNTOES TN ATy F—EVrERL, AT4vF—
EvbBFEEINFTALINITITEREINT7MILIE, ERAAERDHEHTALIRTD
T7AILTHOTH. FTAEBETHEVRYEIBRZITICEATELRLY,
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73114 IZ7AILEIVTALIN)FHBIERBO T I4ILED /A —2yI 3y

T7ALVE LV TALIM)ZEERLIBED T IHILED/IN—2vSav(d, FNEN666, 7T77E%
U, ZD%. umaskDEEZSIWN-ENKEMNLET IHILED /A=y a L5,

T I4ILETIZ. letc/bashrclZTumaskD{E(E 022 [ZERESNTEY. COumaskDEFZFNF
NBIKTET,. I7AILIK 644 (2. TALIRIIX 755 IZRTESN D, £f-. COumaskDEFZEE
THET. 2THDA—HY—BEENMERT 774 TALIR) DT IAILMEZHIET S
ZENTEEEE D,

=1L, 274 IR L CTETHERZFTE T SumaskDEF R EL-BE . 774 ILAERREIZIL.
LEZ/N—Iv2avIlE 1 SNFENERESN ., ETHERNTEINGEOESITHEHIND,

731154871 —R
o TJ7AIIL. RIFTALIUM)ZFRETHaTUK,

7.3.1.2 POSIX 247 DT X&) A(POSIX ACL) IZ&B7 Ut R HillfH

POSIXZA T DT 7 XHI{EH) AR(LLT . POSIX ACL )&, 74 ILOTALIMNI DT IRl
HELVHENEET DDA THS, POSIXACLEZFIAT HE FHEDL—F—ITxt
L. 771 DEIBROHEHF AL TEERAAEREIETHENFFIHMNTREE LD,

POSIX ACL Tl&. ACL( Access Control List )ICE &SN -, HEHDACLTU M) —[ZHDINT
T7AI-TALIORNIDT O RAFHEITS,
ACLTIVR)—IE, EITXRDIEE THEREINS,
o AJRAT
o ENHEANBHINDINETEET S, EHFTEATIZIERDEDIH S,
o A—H—HBHENDI—H—IIxXFTHIUR)—
o JIL—THEDITIL—TIZRHTEIUMI—
o YR TIN—TIUM)—IZERASNSEREZFHIRT DD —
o FOMBFEDNDI—F—PIIL—TIZHRELEZVETODI—F—IZHTEHIUH
I)_

o ATBATITHELT,. HEDI—HF—RFIETIL—TEaNEESND, =EZ
X, 2—H—I M) —DFEFI—HF—Z JIL—TIUN—DFAFY
IW—TE&HAS,

o WRIZHLTHEINDIEARMLGIERZRT , —MRMTIERICITUTRH S,
o #A#EY(read): 771 ILDNBEHAHIDIER,

o EBEAH(write): TFAMILDARELEE T HHER,

o EfT(execute): 77 ILERITTHER (RIVVTLOTOISLDEE),

o RARVIF.TIN—TIUN)—IZEREINDIEREZFIEITH-OD4ERTIT UL
J—THb. TRIIE. T I—TI2x T 2EREHIET 5-DIZFEHIN ., BF
[EITm:1TRES,
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Ff=. TIHILFACLEWSIED N H D, TIAHILRACLIZ. BEDTALIMIZERESh ., ZD
TALORIRIZHLLIEREN D T7MIL O TTFAL IR IR L TEBMIZERINS, Zhic
KUY, A—HF—FHLWI7AILOTALIN ) DIEREFHTRETILEN LD, BFED
ACLIVRN)—¢RABIC. 2—H— JIL—T IR FOMDIVN)—FELTENTES,
CNIZEY . BEDL—H—0SIL—T I L TEYGIEREZHRE TES, T I4I/LFACLE S
HT5ET . HBEDTALINIADIZAILOY T TALIMNIZHT BT IAEREZ—EL
TEHETES,

7312140871 —R
o TJ7AIIL. RIFTALIURM)ZERETHaTUK,
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7.4 SR\ EFERE

7.4.1 FIA_AFL.1

TOEIX. A—AILaVY— LB L USSHERICK D) E—FIVY—I)LETOIINRT—KR—ZD
FREEIZREEL T. /etc/security/faillock.conf7 71 JLIZT. denyfBx 6 E T HLTA1—H—R L
INATD—RIZE DRI VXX T —REREE) TR B L= [E$ A3, fail_intervallE (7)) DREIC 1~
65,535E D EF CEEBEN R E UL EHRIZELCELEZRETES, IBESN R LKA
BIZETDHETOEFZEDTHO U EOVIT D, T4 EDdenylElL 3 ITERESN TS
&. TIHILTIE BEERKTHETAVUMEIOVIEND,

7.4.2 FIA_UAU.5

TOEIX. A—ALaVY— LB XUVSSHERKICKD)E—FaVY—IILLTDA—H—FE/IR
D—RIZE DR EYR—FL TS, =, TOEL TIE. TOEIZ&ZE L TL So0penssh server
MSSHY —/N\—ELTEMEL., NFBR—XDOEIEHLYR—FL TS,

TOEIX. A—hILOREFEREVMNEFERALT. 2 ——L E/NXRT—FDRIAEEITT S, /N
AT—RER—=2Z20OT A2 TlE, A—HF—H E/NRT—REPRET HPAMED 12— /L (Pluggable
Authentication Module) T#hdpam_unixEZ 12— ILAEUHEN S, pam_unixEPa—ILIE,
A—HF—MNNRRT—F - F—EAR=RIZHEIMESIIERERL. RESNF/IRT—FD /v
EELFETICREEINIZNART—RD /N1 EZLET 5, LERLIHER. —BL LRI,
A—H—DREEARILIzEHIBL, A —H—(XOT (20T BIENTES, —BLETNIE, /8
AT—FDBANZERT .

TOELMDSSHY —N\—[ERFHABAR—RDRBIAETHEIENTES, A—HF—H0TF L&
ETBENRRT—FREADNTEEDYIC. ELAYDSSH_MSG_USERAUTH_REQUEST A
—O%&#EIET D, TOELDSSHY—/N\—H 2 —H —D~/.ssh/authorized_keys 774 JLIZH
ANHBEFE - TETNERERIITEHE. TOELDSSHY —N\—[XZFD1—HF—nD R}
NRLIzERET,

TOEIZT., ARBBIEAENICL TS5 A . ~/.ssh/authorized_keysIZTOE#E#RT (V547>
M DOARBAEZFINTOLRWMES (X, /SRD—FEEEFTS.

TOEIZT. ARBEMZENICLTLTHA D NRT—RERFEZE UL LELTNAIGEEIZE LT,
DIATUNDARBNEFIATOENMEEIEX, OT 10 TELLY,

7.4.3 FIA_X509_EXT.1

TLSHERE ICH LN TX 509V EEBAZE MR REN -5 S . TOEIZFERAZE /XA DIREEZ TV, LLTD
IL—ILIZEDWTCIERAZERIETO R EHERET 5,

e RFC5280(CEDGIBHAEZE S KU IBHAE/NXDREE
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o NRABTINTIVXLEINTA—E
o EIBAEDAZNHEARM
e RFC 6066(-%2<OCSP Staplingl=Z&AiEBAE D K 3HIR R

o KIMKRDHEBNTELRTNIXIEBHETEETIND
SIBAE/NRHAERETEACASIBAE TR TLTWAZE
SEBAZE (CbasicConstraints LY AT av N EEL, CATS T MTRUEIZERESN TLY
BELEDEZTMNCASIBAZLLTHRON S L
SERAZE/NRROFEKMEINTNSEIE
keyUsage 71— JLR[ZCertificate Signingh R E SN TLV\DEDACASEBHELL TR
hadlé

TOEIX. L TFDIL—ILIZHE > TextendedKeyUsage 74— LR ZREE T 5,

o BEHET7YIT—IRUETAIREI—FOZELHERIIICAVONDIIHAEL.
extendedKeyUsage 7+ —JLK[ZCode Signing Purpose (id-kp 3 with OID
1.3.6.1.5.5.7.3.3) ZHFAGn (FEoily

o TLSIZIRERENSH—/\—FEBAE L. extendedKeyUsage 71— /L [ZServer
Authentication purpose (id-kp 1 with OID 1.3.6.1.5.5.7.3.1) Z# - (T (X554

o TLSICIRTRENEITAT7UMEBAZIL. EKUZ4—JLKIZClient Authentication purpose
(id-kp 2 with OID 1.3.6.1.5.5.7.3.2) £ =12+ M [E 1S

o EFA-IDBEEBILRVERAICRRIINSS/MMEERE(L. EKUZ4—ILFIZEmail
Protection purpose (id-kp 4 with OID 1.3.6.1.5.5.7.3.4) Z# =1+ h (LS4

e OCSPIGZEICIRRENSHOCSPEEAZE (X . EKUZ4—JLKFIZOCSP Signing
Purpose(id-kp 9 with OID1.3.6.1.5.5.7.3.9) =72 [+ 1L (XA 5480

e EST(Enrollment over Secure Transport)IZ{g  RENn % U —/\—FEBAZE (X, EKUT/— )L
K IZCMCRegistration Authority (RA) purpose (id-kp-cmcRA with OID
1.3.6.1.5.5.7.3.28) =1 (TN IEEDA, (EHATE)

TOE (F. X.509;EAZ /S ADREEICK KL= E . HREARDRRETT Avt—VERTL.
TLSEREESLIZYIN T 5,

7.4.4 FIA_X509 EXT.2

TOEIL. TLSIEHRH LUHTTPSEHKED) E—FIT T4 TREEICH LT, AR ESRE (PKI)
TIGLFIHEEN TLVBRFC 528012 ML F-X.509v3sEBAE A F AT 5, X.509v3EFEBZ D %%
KEEIL. OCSP StaplinglZ&kWUiREESN 5, KD FIBALI-IZE . TLSUSA T URINI D oA
H%FRIEL HTTPSYSA 7 UM EREERLTEEERTT S,
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75 tXxal) (B

7.5.1 FMT_MOF_EXT.1

TOEIX. FMT_SMF_EXTAMZEEHIN TS TR THOEEHEES . wheel T IL—T DA /N—
THAIL—H—IZEIRTE, COTI—TDAVN—IEEBEELALEN, TIL—T DA —
2752 ET. Yiza—H—Id, sudoav U RFFEEIEsuav FZ2FEHALTEEREERALRE
THIENTES0. TOEXEETAENTES,

7.5.2 FMT_SMF_EXT.1

ERELLFHEREZSAoN-1—Y—(F ULTICRY EEBREZRET S ENTEDL B
BHREDREI7MILOHREEVIAIVFERWNTETI %,

1. Enable/disable [session timeout]
Ty a AL LTI LD FIEIL, /etc/systemd/logind.conf® StopldleSessionSec T1T
Do
o Yl IAVAALTINERNICTLHEE
o StopldleSessionSeclZtzyiar N/ LTI+ HEEERET D,
o Yl IAVAALTINEREMNICTEHEE
o StopldleSessionSeclZinfinityZ X E 3 %,
o StopldleSessionSecD{TEIAVNT I ME=IFHIBRT 5o

2. Configure [session] inactivity timeout
letc/systemd/logind.conf® StopldleSessionSeclZt v 3w N7 A K JLIREEIZH > TH
SRAALT I T)TEAETCORMERET b, 1—H—H SSHIZKSHBT 1V FTf-
[FAVV—ILERICLDAT AU ETo- &R RELERREETT7ARIVKEN RS, B
BMIcEyarhag 7o,

3. Import keys/secrets into the secure key storage
opensslaYUREIX. gpga YU FEAWNT. MEROCIIBHELVR—rT 5,

4. Configure local audit storage capacity
letc/audit/auditd.conf®max_log_filelZ&x KAT 774 LY A4 X(MB)ZE&E L . serviced
T REAWTauditdeBiEE T 5.

5. Configure minimum password length
letc/security/pwquality.conf®min_lenlZ/SAT—RF DR /INREEHRFTHEET 5.

6. Configure minimum number of special characters in password
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10.

11.

12.

13.

14.

15.

letc/security/pwquality.conf®ocreditiZB DM F THR/INEERTET 5.

Configure minimum number of numeric characters in password
letc/security/pwquality.conf® dcrediti B D F CHR/INEERET 5,

Configure minimum number of uppercase characters in password
letc/security/pwquality.conf®ucrediti ZE DM F TR/INEZEHRET 5.

Configure minimum number of lowercase characters in password
letc/security/pwquality.conf®lcreditiCE DM FETR/IMERET 5.

Configure lockout policy for unsuccessful authentication attempts through [timeouts

between attempts]
authselectaY U RFERAWTTHOU AV I T IO MEREE B ML T 5, TD..

letc/security/faillock.conf®deny 2027 ~EI$L. unlock_timelZOv o7 ) MEBREF

ZREYT S,

Configure host-based firewall
firewall-cmda< U RIZKY . 74T 04— IILDREEZITI,

Configure name/address of audit/logging server to which to send audit/logging

records

TOE L Mauditdh 58 & R4 FrsysloglZifi 9 7= (2. /etc/audit/plugins.d/syslog.confz
wET B, £1-. TOELDrsysloghbEEOYS H—/N\—ZEEOTEEIET B=0HI,

letc/rsyslog.d/audit.conf7 71 JLEFFRIERKL .. BEYZHRET D,

Configure audit rules
letc/audit/audit.rules 77 ILEHREL . BEEZTEM-BIFR-EET S,

Configure name/address of network time server
letc/chrony.conflZ, NTPH—/N\—DR ALV ZF=IXIPTRLRZHRET 5,

Enable/disable automatic software update
systemctlaA< U RIC&Y ., VI DT O BEIT7YT T—bDES/EDEITS,
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16.

17.

Configuration of object ownership and allowed access

chowna¥URIZkY. 7ML RIETALINIDFREBEEIMBEIIN—TEET S,
chmodavw URIZ&KY ., BIT/EEZAA/GHIAHEREEE T S, chgrpav U RIZkY,
T74I . RIFTALINIDFRBI IN—TEEET S,

getfacla<w U RIZkY ., 774V RIETALIMNIDT7ANT IR A—)L) R bE
W9 %, setfaclavRIZ&Y ., 7ML, RIFTFALIR)DI7AILTHERavra—
W RALEHRTET S,

Configuration of the roles that may manage the behavior of the TSF management
functions
EEEIERTEELEERTTEDSUdoaT U R ERIEsuav U REF AT 516 X &R
1—H—%wheelV IL—TITEMT %,
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7.6 TSFOD{R:&

7.6.1 FPT_ACF_EXT.1

7.6.1.1 FPT_ACF_EXT.1.1

TOEIIxfsT7AIV AT LEFAL., 774, XIET4LYR)IZxLTFDP_ACF_EXT.1 TR
EENT=/IN—3ZYaVERTET S, 770 RIFTALIRM)ZFEET HaA<TURE,. ZD/8—
Syl auIZE KT IERFEIZEY, A—F— 2K REX[NRI7AILOTALINIDEESE
fHiEd 3,

TOEX. UFTALIMICHLTEEEEICLLIEREZRE LT ET I RGIHERET 5,

a) h—RILEFDRZA N/ EDa2—)L
e /boot
e /lib/modules
b) E¥a)T«EEERY
e /var/log/audit
c) #ES1T3Y
o /lib
e /usr/lib
e /1lib64
e /usr/lib64
d) VAT LEITERET 7ML
e /sbin
e /usr/sbin
e /bin
e /usr/bin
e) VAT LEHI7AIL
e /etc

7.6.1.2 FPT_ACF_EXT.1.2

TOEIIxfsT7A IV R T LEFAL. 7704 RIETALYRJIZX L TFDP_ACF_EXT.1T#
ESNF/IN—ZYLavERTET D, I7MIL RIETALIMNIFEREET HaTURIE, ZD/8—
Sy AVICEIKTIERFIHIZKY, A—F—C KD REX[RI7MILOTAL IR DERHA
HERIET B,

TOE[E. L FTALIMIB LUV IT7AIVICH L TEFHEL—F—DRA LA EEILETET I+
AHIHZERMET D,

a)tE¥alT4EERY
e /var/log/audit
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b) VAT LEKRDRILERE S VHET 7ML
® /etc/grub.d

/etc/gshadow

/etc/shadow

/etc/sssd

/etc/pki/tls/private/localhost.key

/etc/pki/CA/private

/etc/ssh/ssh host ecdsa key

/etc/ssh/ssh_host rsa key

/etc/ssh/sshd_config

/etc/sysconfig/sshd

/etc/fapolicyd

/etc/audit

/etc/libaudit.conf

/etc/crypttab
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7.6.2 FPT_ASLR_EXT.1

TOEIX. 7OSSLEFEIZTOERADTZRLAZERANIZEITAAEYMEBOREES VY Lk
FTBHET. N\YI7A—N\—oO0—FDHREIZHTHMMEERLSES,

SR LEDFRELEDAE)FEEELUTIZRT . SV LIEDA TV TRLRIE.
Iproc/sys/vm/mmap_rnd_bitsIZ&YHI IS, x86_64F7 —FTIF¥IZHWLTIE, 28EvhET
THILMBEEL T, 280 532E VD EFE TR ERIRETH .

o ETTFAIL
Iproc/sys/vm/mmap_rnd_bitsIZERESN-E VMDD EE AT, a—RF T AV LB LU
T—RETAVCDRABTRFLANS A LI,

o HEFSA4TS(s0T7AIL)
HESATSUDRKBT KL RIZ. /proc/sysivm/mmap_rnd_bitsIZEREShi-E v #D
HEERNTIUF LEEhd,

e mmapfEi
mmapY AT LOA—JLIZK>TEIYETONS AR EFEOBEBTRLRIE,
/proc/sys/vm/mmap_rnd_bitsIZERESNT-EVF D EERN TSV LlEEh b,

o E—TfEHE
E—TfEEBORIBTRLRIL, 25EVRDERATI VS LlkEh b,

o RAVYIEME
AV MEB ORI T RL R (., 22E YD EBERN TS Litsh b,

7.6.3 FPT_SBOP_EXT.1
TOEIZ. RBYIR—ZAD/INYIT7A—/IN—DJO—RED=-ODREYIAFT)TZERINTIS,

TOE(E. 2T HRPM/\v4r—JE JLREFIZ, LT D Z D M stack-protector-strong&pieas /8
A5—FTavERVTEY. CRICKYRIVIREEITOTLVS,

1. stack-protector-strongZ35%7 (&, RAVIREBAREZTOISLADOERICEEE T,
AV REDRAI—TEILITH=OICHFEINT=,
{51) -fstack-protector-strong --param=ssp-buffer-size=4

2. ASLR(Address Space Layout Randomization)(d, *E® DS H LiLET IR IREIC
BLTETI7AINDEX ) T1ERET S,
151 -fpie -WI,-pie

UTICREY I RESNTWEWANLF)=T70L, TN RYT D/ \0r—DREEDERE
G
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attrCIXLL T DNAF ) —D7AILNZKET D, RAVIRNIZENNZEE =9 EHELTREVIE
A ELLAL,
lusr/bin/setfattr

bind-utils/ Ay —C TIELULTDNAF =74 ILEZEH T S, named-nzd2nzflE—D D AL
BB EMMDBEDLENNSF)—T7MILTEERAEINDIA T ILT7A LD BRSNS, C
DA ERIER AV IR ZH-T . ERELTRIVIREZVLELLEL,
/usr/sbin/named-nzd2nzf

gec/ AV —UTIEUTDNAF)—=T7AIDBEZET D, CoE) o h—ITESN DG A
Tz T71ILTHY BB,
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtbegin.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtbeginS.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtbeginT.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtend.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtendS.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtfastmath.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtoffloadbegin.o
{usr/lib/gcc/x86_64-redhat-linux/11/32/crtoffloadend.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtoffloadtable.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtprec32.0
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtprec64.o
lusr/lib/gcc/x86_64-redhat-linux/11/32/crtprec80.0
{usr/lib/gcc/x86_64-redhat-linux/11/32/libasan_preinit.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtbegin.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtbeginS.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtbeginT.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtend.o
{usr/lib/gcc/x86_64-redhat-linux/11/crtendS.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtfastmath.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtoffloadbegin.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtoffloadend.o
{usr/lib/gcc/x86_64-redhat-linux/11/crtoffloadtable.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtprec32.0
lusr/lib/gcc/x86_64-redhat-linux/11/crtprec64.o
lusr/lib/gcc/x86_64-redhat-linux/11/crtprec80.0
/usr/lib/gcc/x86_64-redhat-linux/11/libasan_preinit.o
lusr/lib/gcc/x86_64-redhat-linux/11/liblsan_preinit.o
lusr/lib/gcc/x86_64-redhat-linux/11/libtsan_preinit.o

BRI, gec/ N\ T —U TIEU T DNAFT) =74 LD ET D, —ERILFERIGESIZELT
W5, b DIEFFRIGECHIICRAL TIXBYIICERSN TEY . Ry REZLELT HI—FER
Bl BREL T RV REZVDELLEL,
lusr/lib/gcc/x86_64-redhat-linux/11/32/libgcc.a
Jusr/lib/gcc/x86_64-redhat-linux/11/32/libgcc_eh.a
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lusr/lib/gcc/x86_64-redhat-linux/11/32/libgcov.a
lusr/lib/gcc/x86_64-redhat-linux/11/libgcc.a
lusr/lib/gcc/x86_64-redhat-linux/11/libgcc_eh.a
lusr/lib/gcc/x86_64-redhat-linux/11/libgcov.a

gib2TIEUTDNAFI)=TF7AIDEET D, =1L LKODDEEEFRLTLSA, EEFlE
E<{ALTHELTRIVIREERLELLEL,
usr/lib64/libgthread-2.0.s0.0.6800.4

glibc/ AT —IUTIEUTDNAF)—=T7AILDEEET D, glibc/Svr—SE R3vo 704
VR BINLE, FNITHDFEEZDT L TFEWIO—RDEFRLBNENNELLS-HM
ALY,

/usr/lib64/ld-linux-x86-64.s0.2

BIHkIZ. glibc/ Ay —C TIRUTDNAF)—T7A4ILHDZET b, REVY LICERSEH SN
LY, e L TRV REZ B ELLIELY,

usr/lib64/libanl.so.1

lusr/lib64/libdl.s0.2

{usr/lib64/libmvec.so.1

/usr/lib64/libnss_dns.so0.2

/usr/lib64/libnss_files.s0.2

/usr/lib64/libpthread.so.0

{usr/lib64/librt.so.1

{usr/lib64/libutil.so.1

B#kIZ. glibc/ ST —U TIXUTDNAF)—=T7A4ILHEET S, S, glibc-commonT
RtEN S getconf ERI—DT7AILTH S, glibc-commonES BT L L,
lusr/libexec/getconf/XBS5_LLP64 OFF64

lusr/libexec/getconf/POSIX_V7_LP64_OFF64
lusr/libexec/getconf/POSIX V6 _LP64_ OFF64

B#kIZ. glibc/ Ny —ITIRUTDNAF)—T7AILD R ET D, — B ITFRNLREFEF/LT
W5, thDIEFFRIGECS AL TIXBEYICERSNTEY . Ry REZLELT HI—FER
H-nlil, #EmEL T RV I RETLELLLLY,

/usr/sbin/ldconfig

glibc-commonlibc/ Sy —C TIELLTDNAF) =T 74 LN EET S, — I EHNGESIZH
LTW%, D IEFGERIICBELTIEENICERIATEY. RV REZVLELT H0—F
FRESLEN, FEREL T RIVIREZDLELLEL,

/usr/bin/getconf

glibc-devel/ Sy r —C TIRUTDNAF =74 ILNEET D, A2V LICEIIZFIGELY,
BMELTRAIVIREZRLELLEL,

lusr/lib64/libanl.a
{usr/lib64/libdl.a
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lusr/lib64/libg.a
/usr/lib64/libmcheck.a
/usr/lib64/libpthread.a
lusr/lib64/librt.a
lusr/lib64/libutil.a

B#RIZ. glibc-devel/ ST —U TIXUTDNAF)—=D7MILHEZETDH, oD IT7AILIEC
SURALARZ—NTYTA Tz THYRIRELLY,

/usr/lib64/Mcrt1.0

/usr/lib64/Scrt1.0

/usr/lib64/crt1.0

/usr/lib64/crti.o

/usr/lib64/crtn.o

{usr/lib64/grcrt1.0

/usr/lib64/rcrt1.0

glibc-gconv-extra/\ /7y —C TIELL T DNAF) =T 74 ILNEZET S, A2y EICERIIEZRE
B, FBREL TRV REZTVDELLEL,

{usr/lib64/gconv/libCNS.so

lusr/lib64/gconv/libGB.so

usr/lib64/gconv/liblISOIR165.s0

lusr/lib64/gconv/libJIS.so

usr/lib64/gconv/libJISX0213.s0

{usr/lib64/gconv/libKSC.so

grub2-tools TIX LA T D /AL F) =T 74 ILHEZ 2T %, grub2-file & grub2-menulst2cfgld X2y
9 EIZERHIZE B L TLVELY, grub2-mkimage, grub2-mkrelpath, grub2-script-check,
grub2-bios-setuplE X2y LIZERSIZHLTLNSH, 2 TEMTH S, grub2-installlE—Ef (X &%
RGBS ZAL TS, thDIEFFMIGESICEAL TIEBEYICERINTEY . A2y REZ W
BELIHa-FERE-LGEV FERmEL T, RV REZLELLILY,

{usr/bin/grub2-file

/usr/bin/grub2-menulst2cfg

/usr/bin/grub2-mkimage

/usr/bin/grub2-mkrelpath

/usr/bin/grub2-script-check

/usr/sbin/grub2-bios-setup

/usr/sbin/grub2-install

grub2-tools-minimal TIXLL T D/NAF)—T7MIILD & BT 5, — BB IEFEMLZENZHFLTL
%, thDIEFFHGEFCREILTIEBEFEASINTEY . RV REEZLELT HO—FIER
Bk, fEmEL T RV I REZDLELLALY,

/usr/bin/grub2-editenv s

{/usr/bin/grub2-mkpasswd-pbkdf2

{usr/bin/grub2-mount

/usr/sbin/grub2-probe

Copyright 2025 Cybertrust Japan Co., Ltd. All rights reserved

128



{usr/sbin/grub2-set-bootflag

ipUtilsTIZLL T DNAF)—T7AILHEZET D, —BIIFHMIGE I ZEZBL TS, thdDIEFER
GEEHICEALTIEBEYICERAINTEY . RAVIRELTVELT HO—FIERE0G0, &5
ELT RV RETVELELIL,

/usr/bin/clockdiff

kernel-modules-core/ X7 —UIZIX U T DRAYIRESN TGS F) =T 71 IILHFE
T5. =1L RV I EICEIEZEEZLTELT . TP ZRFVI R Ty 2R (stack
smashing protection)ZHE ELAELY,
/lib/modules/5.14.0-284.11.1.el9_2.tuxcare.5.x86_64/vdso/vdso32.so
/lib/modules/5.14.0-284.11.1.el9_2.tuxcare.5.x86_64/vdso/vdso64.so

libcapTIFLL T DN F—=TF7AILNEEET D, FEFFHIES I LBUICFERAShTEY. R8vY
REZWVELTHO—FIEIRALLLY,
/usr/sbin/setcap

libgccTIRUT DN FY—T7AID K LT B, REvT EICERFIZHEH, #HRELTREY
DREZDLEELLILY,
Nlib64/libgec_s-11-20240719.50.1

libiCUTIZU T DNAFY—D7AILDZ LT B, L DlibicubM BT 2514 T S MSHE
UHENLHM T —IDAEIREL TS FER/RELTREAVIREEZVLELLALY,
/usr/lib64/libicudata.so0.67.1

ibgb TIFUA T DNAFI—=T7AILDEET D, B—DIUTILEEEMNSEY . A2V RE
%M‘E&L@L\o
/usr/sbin/gb-blackbox

ncursesTILUU T DNAF)—T7A4IL D& EHT D, clearlE X2y Y LIZESIZHL TSN, &
TEHITH D, tabslEI—ERILFRNLGEFIZ B L TS, D IEFFMZE S ZBEL TITBEEIZfE
ASnTHY. RO REZVELTHO—FEREBLLLEVD FERELT. RAVIREEZVE
ELALY,

/usr/bin/clear

/usr/bin/tabs

ncurses-libsTIXULTDNAF—T7A/IL D& HT D, RAVI LICERIIZH LG, #HEimel
TRV RETBLEELLL,

/usr/lib64/libpanel.s0.6.2

/usr/lib64/libpanelw.s0.6.2

openssl-ibs TIEUT DN FU—T7AILINEET S, A2V LICEIIZF G, fEimel
TRAVIRELZDLELLEL,
usr/lib64/engines-3/capi.so
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PamTIEU T DNAF)—=T7AILDEEET B, RV LICERINZEZFILGN, #ERELTREYY
REZDLEELLILY,

/usr/lib64/security/pam_debug.so

lusr/lib64/security/pam_deny.so

usr/lib64/security/pam_postgresok.so

BIFRIZ. pamTIXLL T DNAF)—T7AILD LR H T 5, IERFRIBCHI (X BEUCEHASNTEY.
AV REEVELT HI—FERELHEL,
lusr/lib64/security/pam_filter/upperLOWER

postfix/ Sy — Tl&. canvil, spawn, trivial-rewrite postdrop, postfix, postlogl&. X2v%9 E(Z
EHZBLTLSDD, ETHNUTHS=H. RIVIREEZVLELLEL, postkick, postlock(Z B
LTIF RE2Y Y EICERANEBSLLD, BREL TRV I REZLELLEL,
{usr/libexec/postfix/anvil

lusr/libexec/postfix/spawn

/usr/libexec/postfix/trivial-rewrite

l/usr/sbin/postdrop

lusr/sbin/postfix

usr/sbin/postkick

usr/sbin/postlock

/usr/sbin/postlog

procps-ngTIELL T DNAF)—T7AILDEEZET 5, AZVY LICEINEZBLTLASH, £ TH
HITHAO. RV RELTVLELLEL,
lusr/bin/free

pYython3TIXLULTDNAFI—T7 I AEET 5, B— DU TILGREEM LY. BEFlE£<
BLTHELTREVIREZLEELILY,
/usr/bin/python3.9

python3-libs TIE AT D/INALF =T 74L& 2T B, libpython3.sold. Ry LIZEFIZE
S ilE, RV EIZERFIZBLTLDA ., 8 THD, BRELTRIVIREEZVLELL
A AN

/usr/lib64/libpython3.so
lusr/lib64/python3.9/lib-dynload/_contextvars.cpython-39-x86_64-linux-gnu.so
/usr/lib64/python3.9/lib-dynload/_curses_panel.cpython-39-x86_64-linux-gnu.so
lusr/lib64/python3.9/lib-dynload/_heapq.cpython-39-x86_64-linux-gnu.so
/usr/lib64/python3.9/lib-dynload/_statistics.cpython-39-x86_64-linux-gnu.so

MTIEUATDNAFI—=T7AILNEEET D, rpmdbld, — 8IS EFIZAL TS, it
DIEFMIGERIICEALTIETEYICEREINTEY . R4y REZVELTHI—FER &5
U, rpmkeyld. A2V EICEEHNEBL TSN, B THL=H. RIVIREZVLELLE
(A

/usr/bin/rpmdb

/usr/bin/rpmkeys
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systemd TIEUATDNAF—D7A4ILEET D, A2 VI LICERFIZHIGL, HiwEL TR
BV RETRLELLEL,

/usr/lib/systemd/systemd-ac-power

{usr/lib/systemd/systemd-cgroups-agent

lusr/lib/systemd/systemd-user-sessions

systemd-udevTIEUA T DNAF)—=T7MILNEET D, A2V LICEINZBLTLSHM,. £
THRIUTHA-H. AV IREZDLELLLAL,
lusr/lib/systemd/systemd-quotacheck

utiinuXTIXLL T DNAF)—D74IL D2 T S, RV T EICEEFIZBLTLSH ., £ THMW
THAT=H. A3V REEDLELELEELY,

/usr/bin/rev

/usr/sbin/findfs

/usr/sbin/pivot_root

vim-commonTIEUL T DNAF)—=T7AILHEZET S, RAVI LICERSIZEZBELTWSMN,. £ T
BHUTHLS-O. RAVIREZVLELLAL,
lusr/bin/xxd

7.6.4 FPT_SRP_EXT.1

TOEIL, EITEINKIETEHT7AMIILDHEATER (NNX Ny afB) ICTEDE. HOMLHESR
SNV —ILERBEZTV. BTEHFAERIFESTHILT . RERT7 TV r—av DEST
ZMHIES %, TOENERET 577 ML DEAERIT, FSRMT —ER—REMENET —HR—
RIZHEIESNTHY . 2hld/var/lib/fapolicyd/data.mdblCRFESN D, EfTHIEICALLNDS
JL—ILIZ. letc/fapolicyd/rules.d T 4L IR IZRTFESNA TS

7.6.5 FPT_TST EXT.1

J—rFz—rldintel x86_64 UEFITSvh 74— L ETIThHN 5B,
Intel x86-64 UEFIFSvb 74— LIZEFEHT—rFz—2lF, RD1~4DRATYTTITHhNh 5,

1. BREANDE UEFID7—LDT7IE. N—FOxz7D#HAEZEFTL), First Stage
BootloaderTdh bshimzO—K 9 %, UEFIZ7—LDTT7H, N\—FOz 7 CTlREINT-
JEXIFRBE TShimD TR EBELZERIL T 5. UEFID7— LDz 7IXEBEINI-FIRE
DT—ER—R (db) ZFREFL TS, dblZIX, SEBAEN KIS TEY . UEFID7— LA
DIT7IE. dbISHEMEIN TLNSEERAZE D N BHEEFERAL T, shimD B R EHRE T 5. i
BAZDREFIZFESEES7/)LOY X LI1F2048bitiE £ DRSA-2048Z ALY, /v 2 8% E
L TSHA-256% 3 5%,

2. shimDTIHAINEBELDRIEIZEIILIz5. UEFIZ7— LD 7 (&, shimZ2E1 T 5, #2
&L f=shiml&. Second-stage bootloaderT#HHGRUB2D T ORI E L EIRFET D, T
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DANERDKRIEE. AV /NAILEFICHARAEN- ST HAAED ARBEEFERAL
THREET 5. EARIIT. BS7IILTVRXLELTRSA-2048% . /vyl aB#ELT
SHA-256Z% Rl 5,

3. grub2dDTTAILEL DRREEIZEIILT=5. shimlEGRUB2Z 2 &1 5,
L EL-GRUB2IL. OSHEEENT HRID N EAILLEZ 1TV, TOE®DLinux kernel D72
AIEBRLEWRILT 5, GRUB2[IshimEE#EL ., TR ERADKRIEFshimIZRELTE
W5, BERIEIE. BES7IILTJXLELTRSA-2048%, /Ny afi#eLT
SHA-256&AL\5,

4. Linux kernelM B A RIEIZHEDILT=5. GRUB2I&Linux kermelZ##2&19 5,

T7.6.6 FPT_TUD_EXT.1, FPT_TUD_EXT.2

TOEIZIX. TOEE®KRET TV r—2a0 VIR I T DT VT T— e FIvo T B8N H D, £
55N ATDT VT T—rE, A2 A+—ILHITIIZRSA-4096 £SHA-256(Z &> THRifEn %, TOE
BEUVTIVr—230- YTz DT YT T—ME, ROATURIZKYYRD R H——h
SLTOEIZ&K>THAHra—kEh b,

# dnf upgrade
YROR)H—N—DERE (L. letc/yum.repos.dTALIRJARADERET7AILICEBIREIN TLNS,

N5DTF7AILTIE, T4 I TmirrorlistiE B IZS5—H—/\—OURLAFEESh THY.
TOEIXZDIZS—H—N\—([ZEHKLT. BEHICBRELY Iz T7ESHoO—KT 3,
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7.7 TOE7 V1R

7.7.1 FTA_TAB.1

TOEE. A—ALFEEFYE—rORFER I —tyia &I T HH1IC. EEEMNREL
ERBAEAICETIESZECHEBR T —ZEEICKRTI HDETHEISEEREZT.

TOE@O—A/Lavy—ILho0d 4o BI5E1&. letclissuel 2B L= AvE—C DRBEH X
Ren, UE—MSA5 AT BB E L. letclissue.netlZEB R L= Ay E—CDABRARTRESN
3, letclissue. letclissue.netiZDWTIL. EBEDHANIRETES,

Copyright 2025 Cybertrust Japan Co., Ltd. All rights reserved

133



7.8 S{EHE/\R/FrYRIL

7.8.1 FTP_ITC_EXT.1

TOEIZ. Functional Package for Secure Shell (SSH), version 1.0JIZi#& 9 4SSHv27Oka
JLE XUV, TFunctional Package for Transport Layer Security (TLS), version 1.11[2# &9 %
TLS 1.2954 7> rFOraLZRET S,

SSHZARIIEZ, TOEMNISATURE KUVH—/A—ELLTEIMEL. TOELFAIENFZITI T+
TAEDBEERETHIREEF Y RILERMT H, CNIZKY, TOERK)E—b21—H—LDRE
BEREL,. - —DROBEHEERTISOICUE— I —N—~AREITHEHKTH
EEFREET Do

e remote administration via SSH
o TOE&LIZBIDSSHISAT UMM TOEANERH T A= Dsshav Kk
e connections to remote SSH servers
o TOEMNESRT ADIZHELET BSSHY —/I\—~EHIT H=HDssha<v ok

TLSZAaraLIE, 7TV —S a0 b SN E—HMTIVTA4TAEDBIEZRET HE1E
BFvRIVERET D, £, TOEX. ROBEMEEEITT 5=HIZ. TLSYSAT7+TOR
JLERET S,

e application initiated TLS
o YRS H—N—DbTOEDEHICLELYI+IITDE I oO—RE{T51=
H D dnf downloada< K
o TOEMEMLI-EEEDY %&E—rDrsyslogH—/\—IZEIET BrsyslogT —F
W
e software updates
o YRIrJH—N—DSTOEDEFHITHERLRY IMITTOFAHDUA—REAVR

-~

F—ILZE1T51=8 Ddnf upgradea< K

7.8.2 FTP_TRP.1

TOEX. O—HILaA—HF—EBXIVJE—FL1—HF—LOMIZHEMNIZR A SN -BIE/\REIR
ML, A—Y—¢TOERID I VR RA UM EREEICH A AT S 538/ \REHN T 5, 2158/
AANDTIER(FE, OSIZBR SN -2 —H —([Ck>TOHERESN D, BRI Sh-2—F—(F,
A—A)Larvy—ILFEEFE VE—FAVY—ILILTIERTHIENHES,

A—ALA—H—[CHRL T, BEEEHKIN-O0—HILa Y —ILEBEHE/\RELTIRET
5, A—A)Lary—)LIE, TOELYEMIZEHEERSNWTEYREIATEY . VE—F1—
H—EDRESNLGVBERIERINGD, VE—F1—F—(CHLTIX. BERKBIZHBITSIE
BEHRIUHIAZELT S0 BEELBEEZERTHSSHIOr L EZRAVV-EEE/ X
RIS,

TOEDEERFBEENRZELTOATHONS-O. JE—rEEEFITOEZR2ZICEHET S
CENTRELE D,
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7.9 3 L) —1EXa T4 TVvITT—F

7.9.1 ALC_TSU_EXT.1

AlmaLinux OS Foundation(&t¥2') 7B D &% security@almalinux.org D EF A—JL
FRLUATRZIFFIT TS, COA— LT RLATRZIFFIF-NAEIX. AlmaLinux OS
FoundationD RSNz AV N—DANSRTELHLIICHIREMN TN TLVS, AlmaLinux OS
Foundation [£2-3B LIRICEHRENDRELMEDHEREITOILIIE DL MEBITEFA—
JL% security vulnerability reporting information (https://almalinux.org/.well-known/security.txt
%S BR)DEncryptionfl THEESNTZURIIZH S . PGPF—%FE - THEB LT HIEMTES,

AlmaLinux OS Foundation(d. &AL D EF 1) T LOBREIZDOWLTIE, SAEMNE
ah., fEBEHEANRINSIET., R, BRALTICHERZTHAEL, BB FERL BN L
FIAEEBEL. ARINBEZFDBDS55IZAImaLinux OS Foundation| RS %8 O T ROAT SE 40 .
CVE(Common Vulnerabilities and Exposures)i# il F& K UM B IC K> THEEZZ(TDYTH
DIFEEX L) TAEAEELTART D, A—F— XX 1) T18EEZZITMAEIZEY.
Fa)TATYT TSN EEFMBIENTES,

&2 To8E (FannounceA—) U AREBELTERIESND, EX ) TAT7 VT T—r\y
—I1E . FPT_TUD _EXTAICEEEHINTWRAIBETY T T— AW X LEBLTEIESN S,

AlmaLinux OS Foundationl&, A#A—F >V —RXa3a=Fo kYRS =X ) T4/ vF%EE
L. B ONIEX2)T4T7 VT T—rELTRE T S, FIPS 140-3%E#L(TuxCare D RPM/ Xy
=IOV EREX A T4T7 YT T—rD B A AlmaLinux OS Foundationld, Z&%7v7
T—rABRZETuxCare(X)~NEHLTRPM/I\Y T —C DB IEF{KEET 5, TuxCarelZ L HIEIEF
¥58 T 1. AlmaLinux OS Foundation(Z., TuxCare&kl Hi&/\vsr—U MRS R ABESH
-EDEMEZITES, £1-. AImaLinux OS Foundation(Z. #rf=ICFE BRI -MEFEMHEIZRLT
E. BEZAZ 2 TANEESELTEX T4\ FORKEEZIET HGLE . MEMRRIZER
TEALOIEHNT 5,

¥ TuxCareld. AlmaLinux® & /7 E 2 %E>TH Y. AlmaLinux OS Foundation| ZBIH&E %
TRIBLTULND, E5(Z, FIPS140-32EHD /Ny T —2 DA T FH U RAE{ToTULVD,
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[PPOS]

[PKGSSH]

[PKGTLS]

Protection Profile for General Purpose Operating Systems

Version: 4.3

2022-09-27
https://www.niap-ccevs.org/static_html/protection-profile/469/0S%204.3%20PP/index.html

Functional Package for Secure Shell (SSH)
Version: 1.0
2021-05-13

https://www.commoncriteriaportal.org/nfs/ccpfiles/files/ppfiles/pkg_ssh_v1.0.pdf

Functional Package for Transport Layer Security (TLS)

Version: 1.1

2019-02-12

https://www.commoncriteriaportal.org/nfs/ccpfiles/files/ppfiles/PKG _TLS V1.1.pdf
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