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R B
T.NETWORK_ATTACK An attacker is positioned on a communications

channel or elsewhere on the network

infrastructure. Attackers may engage in
communications with applications and services
running on or part of the OS with the intent of
compromise. Engagement may consist of altering

existing legitimate communications.
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T.NETWORK_EAVESDR
OP

An attacker is positioned on a communications
channel or elsewhere on the network
infrastructure. Attackers may monitor and gain
access to data exchanged between applications

and services that are running on or part of the OS.
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T.LOCAL_ATTACK

An attacker may compromise applications running
on the OS. The compromised application may
provide maliciously formatted input to the OS
through a variety of channels including
unprivileged system calls and messaging via the

file system.
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T.LIMITED_PHYSICAL_
ACCESS

An attacker may attempt to access data on the OS
while having a limited amount of time with the

physical device.
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A .PLATFORM The OS relies upon a trustworthy computing platform
for its execution. This underlying platform is out of scope
of this PP.
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A.PROPER_USER | The user of the OS is not willfully negligent or hostile,
and uses the software in compliance with the applied
enterprise security policy. At the same time, malicious
software could act as the user, so requirements which

confine malicious subjects are still in scope.
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A.PROPER_ADMIN | The administrator of the OS is not careless, willfully
negligent or hostile, and administers the OS within

compliance of the applied enterprise security policy.
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