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1.4.2.1. FEABERE
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2. BEAEIR

2.1. CCHE& IR

ASTHE L UTOEDCCH A ERIFTDLE D TH 5,

Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part2 : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2iZxf 9 2STDOH 4 :  CC part 2 Extended

CC part3iZx§ 39 ASTOJ A :  CC part 3 Conformant

2.2. PPHEAFIR
ARSTH L UTOENHEA L TWAPPIRMTDEE D TH 2,
PP#FE : Protection Profile for Hardcopy Devices
PP/N—Y a v : 1.0 dated September 10, 2015
ekl - JISEC-C0553
Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

2.3. XNwr—YHEEER
ASTIF NN r — I ADEEGEREIZ LR,

2.4. HAEERIRH

PPHERTHZUUTOLRMEERE L, PPOERED [Exact Conformance] TH5, TD7-H, TOE
FEAIZPPE —BE L TW5,

+ Required Uses

Printing, Scanning, Copying. Networking communications, Addministration
+ Conditionally Mandatory Uses

PSTN faxing, Fileld-Replaceable Nonvolatile Storage
+ Optional Uses

%LU
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3. X)) 5+ HEER
3.1. 2—¥%—

ARSTTIE, FROLSIZTOED 2 —H — L KEE2EHT S

Table 5 2 —¥—4¥

Bl D4 R

UNORMAL | UNORMAL(a) —f1—Y— | TOEORAERETH 5 3 ¥ —F%
W En, @& AE - 7Y bRERE - A% v U8
AE X N7z R BE - 777 AKRERBERFEITTE
HT, BHA 5a—H—, —fga—H—ix
(& RS VRN AHERE Z & ITHEMERR &2 T 5
WH N, MNEINFEEE T 2T T
&5,
U.FAXOPERATOR —a—H— | Ty s AREZERREETITTED
a—H—
U.ADMIN U.ADMIN(a) =g TOEDt ¥ 2 7 1 HEEIZfRb 2
Gl R N WE, =Y —DT7HhY v MEW
AE X 7R DOEFH, BEREa 7 OMER Y,
& CEBHEK TOE % D& BRHERR % 7 D A il
xR OF o
& U.ACCOUNTMANAGER o A—HF—DTHh Yy MNEH(Z—Y
— DA —F—IDPKEFE, FAR
BERE DEREMEIR 72 &) DEE DT A
5 E A,
U.ADDRESSBOOKOPERATOR | &% TRV ARERETE 2 —Y
3.2. B
STTIX2DDEHEDNHEERT D,
Table 6 BEESE
Designation | Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of the
MHEHFET—% | TSF
TSF O#AEICHEE FIFS W, FHZEDDIZFHEIC & > T
Ihiz5—2&
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
TSF7 — & the TSF
TSF ORI EEE 52515 LR WTOED 72 DTOEIZ & - THE
RE T — &
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3.2.1. a—¥—5F—%&
ASTTIE2DOD A —HF—F— X &2 EHT 5,
Table 7 2 —¥—5— X T&EH|

22y i) BENHE B EE2 ]
D.USER.DOC | User Document Data | Information contained in a| I¥—XEF—X
MAHEET—X User’ s Document, in electronic | 71 v h XX&EF — &
or hardcopy form. AXyUWEFT—XK

BYWEZBN-FIE-DRA | 777 2% 0ET—
T, HMAEOXHBIGENMEE |
77 AREXET —

R
D.USER.JOB | User Job Data Information related to a User’ s | 7Y > bV a7
FMHEY a 75 —4 Document or Document | A%y Y a7
Processing Job. av¥—va7
MAZOXEFIXELEY 3 | 5527282V 37
IS B 77O AZEY aT

3.2.2. TSF5¥—&
TSFF— &%, 2200 SR NS,
Table 8 TSF 5 — X f& 7l

&8 | HEESE | RE# | REA |
D.TSF.PROT | Protected TSF Data for which alteration by | £ ¥ 27 F ¥ X)L DA%/ L)
TSF Data a User who is neither the data " — "1

% % X 5 7= | owner nor in an Administrator

~ . ] /mi
TSFTF— & role might affect the security of el

the TOE, but for which | oZ'4 Y A7 —RKDY 5%
di\\sclosur4e is acceptable. Ow 2 7™ kB
FT—ROEHETELRL, F/2iE
BEERE S R R WA E & | By IENET AV P AT =LA
S>T, WEASNETSFTF =X | A—rua s 7™ MG
TOED v ¥ a2V 512 % KIFT

: H I 5
Iy L ng, BEIZOWTIE i
RATED L S>BISFT— X, B/NSAT — R
7 R L ZIE

SYSLOGH — /N — D& E

FTPY — N — DFE
VIMO2T DT Y TT—h
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22y BEESHE
D.TSF.CONF | Confidential
TSF Data
M DTSFT
—X

EHR

TSF Data for which either
disclosure or alteration by a
User who is neither the data
owner nor in an Administrator
role might affect the security of
the TOE.

T—RDAEZETH R, HHE
BEB Rz WMAEIZ L - T
BREFEIFIHIAINETSFT —
A, TOEDXF 2V 7 1 IZHE
ERIETHE LRV E S RTSF
T—A,

3.3. B&

AP T ATOEIZRN T 28 E. LT Th S,

#ZRud, TOEOXF a7« it z2fab s 2 Mo o5 e 6377 a v 2F 7T 58T —

VIV MILoTESRBINS,

| 4
T.UNAUTHORIZED_ACCESS

Table 9 BRDESH

Data in the TOE through one

—&A~T A (B%, oA,

EH

An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job

of the TOE’ s interfaces.

WEEIZ, TOEDA VR 7 z—A %@L T, TOENORHECET

EIFHIR) . FRBRRHEY a7

TR EEE (RELFIZHIR) §205 LR,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’
WEEHF X, TOEDA VR 7 2 —A%EU T, TOENOTSFF — &~
DARIERT 7 A%/{250H LR,

S interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE
is permitted to operate.

TOED#EAENF I I N7z 856. TSFOFEHIZL->T, ¥¥a VT
1 DIELEFERITLE LR,

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software
on the TOE.

WEEILX, TOEXAERY 7 2T 24 YA M—LTE5rE LN
AN
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24y TEH
T.NET_COMPROMISE An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
WEHEIL, 2y NI =252 E=X—UL7Z0#EfELZDTE L
T, REFOF—RIZT7 72 ALY, TOEOLF 2 51 %22E
L7z0 3506 LR,

34. MO xa VT 1 et
PAFIE, #Ed 28E2 81T 2o X 1) 7« /st (OSP) TH 5.

3.4.1. Mo xaV 7 fittOESH

FREDO X F 2V T 1 HEHE, BEICHTHFEUICEDOVWTERT 5 DFFEMNTIERY, EEFICEED
WP SEL S, X2 ) 7oK GHOREMEZ RS S 72DIMT I N5,

Table 10 #fDot* 2V 71 A DOER
22 B
P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
R, SCELHE R OEPERERE %2 AT 2 AN MR % 5- S h g
X7 52,

P.AUDIT Security-relevant activities must be audited and the log of such
actions must be protected and transmitted to an External IT
Entity.

Xa )T BET T T BEAEI N RTNE R ST, 2
ZD&S%7rvarvounsi3i#EI N, IFITZ T4 T 1 ik
FENRITNIER S0,

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the
LAN.
TOEIX., LAN EDOAtHD F/81 2 HE Z#HITERITnide 5%
AN
P.STORAGE_ENCRYPTION If the TOE stores USER.DOCument Data or Confidential TSF
(G fhAft & mZH) Data on Field-Replaceable Nonvolatile Storage Devices, it will

encrypt such data on those devices.

TOENRMMHE XET — X L7 13MEDTSFT — & % Bt a3 # ] 5E 72
R V=T TN AT T 556, TOERZNS DTN
AALEDIDES T -2 %2EEHTEI L,

P.XEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(&M & ZH) that contribute to the creation of encryption keys for Field-

Replaceable Nonvolatile Storage of USER.DOCument Data or
Confidential TSF Data must be protected from unauthorized

access and must not be stored on that storage device.
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4 k&
FIHECET — & £ 72133 OTSF T — & OB 128 #1 7] B 720 A4 %6
A ML=V DDORESHOERIZFLET S & 5%, EX D,
PBITTA, G FRETOMDH SDBMEIE, RIERT 7 &R
NOREINRITNIERS BN, PDOZDA ML =Y T NA A EIZ
BEINTIER SN,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(G E mzH) separation between the PSTN fax line and the LAN.
TOENPSTN 7 7 7 Afe 2 2t 3 23546, PSINT 7 7 A[Hlfi e
LANDEZ 73t % REES %,
3.5. RiiRSAF

BRI, X2V T oW AP X2 ) T BEEEHEVPERITH 572012, - Il s i
WEETH B,

Table 11 Bi#@54
#FR T 2%

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data
it stores or processes, is assumed to be provided by the environment.
TOE. KOTOEMRE £ 72 1XWNET 2 7 — X OfifEic & - - ¥ 2
VT4, TORBEIZE>TRtTN D Z L 2lET 5,
ANETWORK The Operational Environment is assumed to protect the TOE from direct,
public access to its LAN interface.
HHEBEIE, LANA VR 7 2 —AANDIE R S DERED T 27 ¥ A5 5 TOE
ERETLILLEMET B,
A TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site
security policies.
TOEEHFZEIZ, ¥4 beFal) 7« HEHIE-> TTOEZEH Y 5 &, FH
INTWVW3S,
A TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.
FoINFEEZEEZ, VA beFa) 71 G- TTOEZ AT 5 &
SEBEIMZEZITT WD,
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4. X271 NAKFGE

4.1 EFREY X2 ) 7 4 XEAS
HHEB Y ¥ 2 ) 7 1 R GEHT DWW T O FEMIE ) % Table 1212530k 5,

Table 12 EAREOEF 2V 7 1 WKL
| 445 | &%
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
AR IX, TOE, KOTOEMRIF £ 72 13T 57— 2D
I RG> 7=l ¥ 2 ) 7 ¢ 2L I NiER s 200,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.
HHBREX, LANA VX 7 2 — AANOHNE» S DEEDT 2
Y ANSTOEZE#ET 2720122y T —=2%Fa V) T+ %242
FEU T e 572200,
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.
TOEFE#IZ., EHEN T OMERZERED 5 HIIZMH L 722n
EWVWSEHEMESL U AR T NI 57200,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEfTE# X, FIHENY 1 be¥a V) 51 Hbt28EL., %
NS HEZ R > TWD Z &R HE LRI NIER S W,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.
TOEFTE#H L. BHENY A XV 7« HEZBML.
TOEZEULKKEL, NAT—FEBEMISIZRES 572012
BLEE DA XV AREHT 5 BER > TWb Z L2 RFEL
RN 5 0,
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5. Extended Component Definitions

Extended component definitions are listed below.

5.1.

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU _STG EXT.1: Extended: External Audit Trail Storage —1 1

FAU_STG_EXT.1  External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
¢ The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity
which relies on a non-TOE audit server for storage and review of audit records. The storage of
these audits records and the ability to allow the administrator to review these audit records is
provided by the Operational Environment in that case. The Common Criteria does not provide

a suitable SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU

class with a single component.
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5.2.

5.3.

FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction —1 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key

materials that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction
Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not

provide a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,

and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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54.

Component leveling:

FCS _HTTPS EXT.1 Extended: HTTPS selected — 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not

provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,

and it is therefore placed in the FCS class with a single component.

FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of
submasks.

Component leveling:

FCS_KDF EXT: Cryptographic Key Derivation — 1

FCS_KDF_EXT.1  Cryptographic Key Derivation requires the TSF to derive intermediate keys

from submasks using the specified hash functions.
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5.5.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message

authentication),

[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG _EXT.1, a conditioned password submask, imported submask] to derive an
intermediate key, as defined in [selection: NIST SP 800-108 [selection: KDF in Counter Mode,
KDF in Feedback Mode, KDF in Double-Pipeline Iteration Mode/, NIST SP 800-13Z)], using the
keyed-hash functions specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a

specified set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in

the maintained key chains, and it is therefore placed in the FCS class with a single component.

FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1

FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the

characteristics of that chain.
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Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1  Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC _EXT. 1, key encryption as specified in FCS_COP. 1(f), key
derivation as specified in FCS_KDF. EXT. 1, key transport as specified in FCS_COP. 1(i)]] while

maintaining an effective strength of [selection: 128 bits, 256 bits].
Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR

for the management of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.6. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation — 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in

accordance with selected standards and seeded by an entropy source.
Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of sofiware-based sources]
software-based noise source(s), [assignment: number of hardware-based sources| hardware-
based noise source(s)] with a minimum of [selection: 7128 bits, 256 bits] of entropy at least
equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security

strength table for hash functions” , of the keys and hashes that it will generate.
Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the

Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in

the FCS class with a single component.
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5.7.

5.8.

FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more

than one submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC _EXT.1 Extended: Submask Combining — 1

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a

predictable fashion.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect
the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between
a client and the server using the TLS protocol.

Component leveling:

FCS_TLS EXT.1 Extended: TLS selected —1 1

Copyright ETRIA CO., LTD. All Rights Reserved.

30/104



FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:

¢ There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols
[selection: 7LS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 56246)] supporting the

following ciphersuites:
Mandatory Ciphersuites:

o TLS RSA WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS _RSA_ WITH_AES_256_CBC_SHA
e TLS DHE_RSA_WITH_AES_128_CBC_SHA
e TLS DHE_RSA_WITH_AES_256_CBC_SHA
e TLS _RSA_ WITH_AES_128_CBC_SHA256
e TLS_RSA_ WITH_AES_256_CBC_SHA256
e TLS DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHAZ256
e TLS ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
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5.9.

e TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHAZ256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

].
Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide

a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,

and it is therefore placed in the FCS class with a single component.

FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk — 1

FDP_DSK _EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices

in order to avoid storing these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is
separately CC certified to conform to the FDE EFE cPP)] such that any Field-Replaceable
Nonvolatile Storage Device contains no plaintext User Document Data and no plaintext
confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the

Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class

with a single component.

5.10. FDP_FXS_EXT  Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation — 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network
bridge between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except

transmitting or receiving User Data using fax protocols.
Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria

does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the

FDP class with a single component.
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5.11.

5.12.

FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management — 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.
Management:
The following actions could be considered for the management functions in FMT:
¢ There are no auditable events foreseen.
FIA_PMG_EXT.1 Extended: Password management

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for

User passwords:

o Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#”,

u$n , “%H , (TN , “&n ) “x , “( u, u)n ) [ass]gnment other characters]];

e Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater.
Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is

therefore placed in the FIA class with a single component.

FPT KYP_EXT  Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when
written to nonvolatile storage.

Component leveling:

Copyright ETRIA CO., LTD. All Rights Reserved.

34/104



5.13.

FPT KYP EXT.1 Protection of key and key material — 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that

no plaintext key or key materials are written to nonvolatile storage.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.
FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not

store any such plaintext key on a device that uses the key for its encryption.
Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the

protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class

with a single component.

FPT_SKP_EXT  Extended: Protection of TSF Data
Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data — 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing

symmetric keys from being read by any user or subject. It is the only component of this family.
Management:

The following actions could be considered for the management functions in FMT:
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¢ There are no management actions foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,

and private keys.
Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the

protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-

shared Key, and it is therefore placed in the FPT class with a single component.

5.14. FPT TST_EXT  Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT _TST EXT.1 Extended: TSF testing — 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in

order to demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)

to demonstrate the correct operation of the TSF.
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Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF

testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a

single component.

5.15. FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT _TUD_EXT.1 Extended: Trusted Update —1 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
FPT_TUD_EXT.1  Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the

current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate

updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other functions] prior to installing

those updates.
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Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for

importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a

single component.
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6. SECURITY REQUIREMENTS
6.1. XKitk
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6.2. Class FAU: Security Audit
6.2.1. FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 13, [none].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following

information:

a) Date and time of the event, type of event, subject identity (if applicable), and

the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified

in Table 13, [none].

Table 13 BEENFER

BEENRER | BGESFR | BIOWE
VaT Dy FDP_ACF.1 Y a 7 O]
Job completion
2 —H —FREER K FIA_UAU.1 AV

Unsuccessful User authentication
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EENRER BESFR EINE R
I —H— R B FIA_UID.1 7L

Unsuccessful User identification

EHEERE DR H FMT _SMF.1 L

Use of management functions

BEDO—HWTHBI—Y -2 —TFTDHRZE | FMT_SMR.1 L

Modification to the group of Users that

are part of a role

R DZEFE FPT_STM.1 %LU
Changes to the time
¥ a VLD R FTP_ITC.1, SR D B

Failure to establish session
FTP_TRP.1(a),

FTP_TRP.1(b)

6.2.2. FAU_GEN.2 User identity association
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FIA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be
able to associate each auditable event with the identity of the user that caused

the event.

6.2.3. FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
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6.3. Class FCS: Cryptographic Support

6.3.1. FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with |

e NIST Special Publication 800-566B, “Recommendation for Pair-Wise Key Establishment

Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

6.3.2. FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit. 256 bif] that meet the following: No Standard.

6.3.3. FCS_CKM.4 Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [powering off a
device).

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a static pattern/, followed
by a [none]. If read-verification of the overwritten data fails, the process shall
be repeated again;

] that meets the following: [no standard).

6.3.4. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys

and cryptographic critical security parameters when no longer needed.

6.3.56. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NISTSP 800-384]

6.3.6. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
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FCS_COP.1.1(b)Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes

(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” .

6.3.7. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A) using |Hash_DRBG (any)).

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [266 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” , of the keys and hashes
that it will generate.

6.3.8. FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A] using [CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [ 128bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security

Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

6.3.9. FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.

Dependencies: No dependencies.
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FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512)] that meet the
following: [ISO/IEC 10118-3:2004].

6.3.10. FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.

Dependencies: [FBPITCHImportofuserdatawithoutsecurity-attributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a
specified cryptographic algorithm AES used in [CBC| mode and cryptographic
key sizes [128 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [CBC as specified in ISO/IEC 10116].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[CBC]
mode] and cryptographic key sizes [128 bits] that meet the following: [AES as
specified in ISO /IEC 18033-3, [CBC as specified in ISO/IEC 10116].

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)| to generate an intermediary key or BEV.

6.3.13. FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
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Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256),
key size [160, 256]bits, and message digest sizes [160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14. FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-256] and cryptographic key sizes [256] that
meet the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2”7 ;
ISO/IEC 10118].

6.3.15. FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [ TLS
1.2 (RFC 56246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256_CBC SHA

Copyright ETRIA CO., LTD. All Rights Reserved.

45/104



o TLS_RSA WITH AES_128 CBC_SHAZ256

o TLS RSA WITH AES 256_CBC SHA256

1.
6.3.16. FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17. FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS RBG EXT.1] to derive an intermediate key, as defined in [INIST SP
800-108 [KDF in Counter Mode]), using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

6.3.18. FCS_KYC_EXT.1 Extended: Key Chaining

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following
method(s): | key combining as specified in FCS_SMC _EXT. 1, key
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encryption as specified in FCS_COP.1 (1), key derivation as specified in
FCS_KDF EXT.1]] while maintaining an effective strength of [ 128 bits].

6.4. Class FDP: User Data Protection
6.4.1. FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on

subjects, objects, and operations among subjects and objects specified in

Table 14 and Table 15.

Table 14 D.USERDOC 7 7 & A iltfl SFP

"Create" "Read" "Modify" "Delete"
Submit a View Modify Delete
document to . stored stored
b inted tmage or d t d t
- e printe ocumen ocumen
Operation: 2 Release
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER ) ) ) )
denied denied denied denied
ATOR
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
Operation: document scanned stored stored
for I'IHage . .
scanning L L=
Job owner (note 2)
U.ADMIN(a) denied denied
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"Create" "Read" “Modify" "Delete"
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document Sstored stored
scanned
for Iimage or Iimage Image
S Release
Operation. copying .
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned Stored stored
Operation: Image . .
to send as Image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
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Fax

receive

"Create" "Read" “Modify" "Delete"
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER

denied denied denied denied
ATOR
Unauthenticated denied denied denied denied

Receive a View fax Modify Delete
Image or Iimage of Image of
fax and
Release received received
Operation: store it printed
fax fax
fax
output

Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER i . )

(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied

Table 15 D.USER.JOB 7 7 & & filfl SFP

| "Create" * | “Read" ‘ "Modify" "Delete"
. Create print | View print Cancel print
Operation: . . .
Jjob queue / log Jjob Jjob

Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
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Fax send

"Create" * “Read" "Modify" "Delete"
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER
denied denied denied
ATOR
Unauthenticated denied denied denied
; Create scan | View scan | Modify scan @ Cancel scan
Operation: . . .
Job status / log Jjob job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER
denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create copy | View copy @ Modify copy Cancel copy
Operation: , . .
Job status / log job job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER
denied denied denied
ATOR
Unauthenticated denied denied denied denied
: Create fax | View fax job | Modify fax Cancel fax
Operation: . . )
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
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"Create" * “Read" "Modify" "Delete"
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER
denied denied denied
ATOR
Unauthenticated denied denied denied denied
Fax receive Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:
Condition 1: Jobs submitted by unauthenticated users must contain a credential that the

TOE can use to identify the Job Owner.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as
part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating
a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership
of received faxes is assigned to U FAXOPERATOR and U.ADMIN(a) role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by

Users of the TOE.

6.4.2. FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
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Dependencies: FDP_ACC.1 Subset access control

FMT MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
objects based on the following: subjects, objects, and attributes specified in
Table 14 and Table 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled objects specified in Table 14 and Table
15.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects

based on the following additional rules: [none).
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based
on the following additional rules: [none].
6.4.3. FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except

transmitting or receiving User Data using fax protocols.
6.4.4. FDP_DSK_EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK _EXT.1.1 The TSF shall [perform encryption in accordane with FCS_COP.1(d)], such
that any Field-Replaceable Nonvolatile Storage Device contains no

plaintext User Document Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

6.5. Class FIA: Identification and Authentication
6.5.1. FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FTIA_UAU.1 Timing of authentication
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FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer
within [1 - 30]] unsuccessful authentication attempts occur related to [the
unsuccesstul user authentication attempts of following the last successfil
authentication or clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met], the TSF shall [lockout each account in lockout time, U ADMIN{(a) and
UACCOUNTMANAGER can release a lockout account.

6.5.2. FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [-Z —%#—ID, &Z).

6.5.3. FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for

User passwords:

o Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “/”, “@”, “#”, “§”, “*”,
“r, 4 %7, [refer to Table 16));

¢ Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;

Table 16 = DAl AT g F
XFERAT {5 FH AT RE S

EA= +,- /0 =2\_ (]} AR=Z

RN IR ST | ¢£82° noFE

tilybiAaAdAgCeCEeDADEEEEEeEe GGl LILILIEANNT 0606 (Eoe RFRrRYS$SSS
TtTr0a00GYyYZ22223fE BT €S 1 1 JJBBb AR YITABBT I EXK 3 UMUK JI

MHOIIPCTY®XIUUINIBEIbI0Ada6Braexx3uudKJAMH O II

TydXOuUummbeb3M0a8NresiijmbhryulAEHTOTQ
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6.5.4. FIA_UAU.1 Timing of authentication

6.5.5.

6.5.6.

6.5.7.

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer
driver, receive PSTN Fax data) on behalf of the user to be performed before the
user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA _UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1  Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user
to be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [ Z—#—ID, #&#]).
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FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:
[none].

6.6. Class FMT: Security Management
6.6.1. FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel| to UADMIN({a).

6.6.2. FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control,

FBPAFC T Subsetinformationflowcontrot]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
restrict the ability to [query, modify, delete, [create, export]] the security
attributes [ 2 —#—ID, &4l to [ Table 172/A).

Table 17 ¥ a2V 5« BMEY X b

ey
T¥a T4 Bk BRE e

a1—¥%—1ID create, modify, query , delete, | UADMIN(a)

export

query, export UACCOUNTMANAGER

query U.NORMAL,

UADDRESSBOOKOPERATOR

I—¥%—ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % K<)
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o
SEDE ST I RIE el
& create, modify, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAL
UADDRESSBOOKOPERATOR
e create, modify, delete UACCOUNTMANAGER
(U.ADMIN (a) % & <)

6.6.3. FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
provide [restrictive] default values for security attributes that are used to

enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial

values to override the default values when an object or information is created.

6.6.4. FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified
operations on the specified TSF Data to the roles specified in Table 18.

Table 18 TSF ¥ — X D& B

Data ‘ Operation ‘ Authorised role(s)
UNORMAL ® =% =827 — | modify the owning UNORMAL
K
modify, U.ADMIN(a)
export
UACCOUNTMANAGER
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Authorised role(s)

Data Operation
UADMIN(a)D 22— —A T — | modify, U.ADMIN(a)
K export
UACCOUNTMANAGER D1 — | modify, U.ADMIN(a),
= RAT— R export
UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DA—H =A== R UADDRESSBOOKOPERATOR
modify, U.ADMIN(a),
export
UACCOUNTMANGER
0s4 v AAT—ROANY b5 | modify U.ADMIN(a)
A [B15
0y 277 IR modify UADMIN(a)
Uy o797 EINETHAD Y MA | clear U.ADMIN(a),
T—RA
UACCOUNTMANGER
F—hu g7y modify U.ADMIN{a)
S modify U.ADMIN(a)
NS AT — R E modify U.ADMIN{a)
7 KL Ak create, U.ADMIN({a),
modify,
U.ADDRESSBOOKOPERATOR
delete
SYSLOG ¥ —/N—D&E modify U.ADMIN(a)
FTP % — /N — D& E modify U.ADMIN(a)
V7h0zT query, U.ADMIN{a)
modify

6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.
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FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:
[refer to Table 19.

Table 19 EHESRE

SFR | o3t ‘ R i
FAU_GEN.1 FRINBEMT 2T 4 €T 4 13m0\ | 2L :
FAU_GEN.2 FRINBEMT 774 €T 1 1375 | 2L -
FAU_STG_EXT.1 TSF (3. WESHREZ ET BN 2R | AL Z ORgHEIR

S TWRITNIER S, e nin

FCS_CKM.1(b) FRENBEMT 774 € F 1 13m0 | &L -
FCS_CKM.4 FRENBEMT 774 EF 1 137\ | 2L -
FCS_CKM_EXT4 | FRENZEHT 254 T 1138V | 2L -
FCS_COP.1(b) FRINBEMT 2T 4 €T 1 137 | 2L -
FCS_COP.1(c) FRENBEMT 774 € F 1137\ | &L -
FCS_COP.1(d) FRENBEMT 774 EF 1 3%\ | 2L -
FCS_COP.1(f) FRINBEMT 2T 4 €T 4 13m0\ | 2L :
FCS_COP.1(g) FRENBEMT 774 €F 1 1375 | 2L -
FCS_COP.1(h) FRENBEMT 774 € F 1 137\ | &L -
FCS_RBG_EXT.1(a) FRINZEHT 751 LT 1 3R\ | #L -
FCS_RBG_EXT.1(b) | FRINZEHT 751 LT 1 3R\ | &L -
FCS_TLS_EXT.1 FRINBEMT 7T 4 €T 1 137 | 2L -
FCS_HTTPS_EXT.1 | FRINZEHT 751 YT 1138V | AL -
FCS_KDF_EXT.1 FRENBEMT 774 € F 13m0 | &L -
FCS_KYC_EXT.1 FRINBEMT 2T 4 €T 1 3R | 2L :
FDP_ACC.1 FRENBEMT 2T 4 €T 1 13m0 | 2L -

FDP_ACF.1 a) IRIIAR T 72 A F - I HE Iz 5D | L J&E D HI i

SHEIfHb 5 @D & FEE T N2

HIFTEAWn
FDP_FXS_EXT.1 FRENBEMT 774 EF 1 37\ | &L -
FDP_DSK_EXT.1 FRINBEELT 771 T 11820 | 2L -
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SFR (=3t EE SRR pLiits]

FIA_AFL.1 a) AR OFRGEAIT TN T 2 BMEDE | = — U —GRGE K s
i) DGR

b) FAEBMDERIIBVWTESNET | 2L FREDT 7>
2y a v DGR 3 VO
INTVWER
A

FIA_ATD.1 a) & LEIfficREnTcwivud, #aE | L Z DHEIL
HEFI—Y—iZ0T2E8MDEF2 fEE
V71 @itEEERTHILNTES

FIA_PMG_EXT.1 FREINBEBRT 774 5113320 | /N AT— REDE
i\

FIA_UAU.1 a) HEHEIZ & BRRRET — X DEH R AV /A
DEM

(UACCOUNTMANA
GER/U.ADMIN(a)
JUNORMAL

/U.ADDRESSBOOK
OPERATOR)

by U.ADMIN(a).

‘A—HF—RNAT—F
DEH
(U.ACCOUNTMANA
GER/U.NORMAL

/U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANA
GER
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SFR =i B KRR HH
b) BT 21—V —IZ L BFFT—4& | -UNORMALIZ X% H
DIEH BEDI—HFRAT —
N DOEH
-U.ADDRESSBOOKO
PERATORIZ & % H
BOa1—-H AT —
RN OEH
c) -V =it nsuiick 5hd | 2L FREDT 7
T avOURANEERTLEI L a vz EH
NN
FIA_UAU.7 FRINGEHT 7571 T 11350 | &L
FIA_UID.1 a) 2 — -G OB 2 —HF—IDDOEH
b) FRIEEE A, FOlETICHFAT IS | RL FEDT 7
T avEEBETELGE, TDT 3 VTG
I av) ANEEMTLEI L EXA%74%
FIA_USB.1 a) FAEHEEILX, T7ANVMDOYTY | L X 1%
7 bhDeFaV T EMEERETE ENE 2N
%
b) A EHEIL, YTV bDEF | HRL ol X 1%
2T EEEEETES ENE2 N
FMT_MOF.1 a) TSEFDOBERE X FHEIZHEE % RIF LS | 2L FREDT 7>
LB DTN —THERTHZ L a vz EH
NN
FMT_MSA.1 a) ¥ aV T B HEICHEE K | RL FREDT 7
FELEBEED N — T EHT 52 3 V- DEH
bt EX 47NN
b) ¥ a2V 71 EBHEVREDEEFE | 2L FREDT 27
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47NN
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A
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LEE DTN —TREHTLEI a V- OEH
IR
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FPT_SKP_EXT.1 TRINGEHT 7T 1T 11380V | &L
FPT_STM.1 a) RFfE DE B RADAR Y THRED
(=38
FPT_TST_EXT.1 TRENGEHT 7T 4 VT 1132w | &L
FPT_TUD_EXT.1 FTREINGEHET 7T 4T 1132 | VI Uz T7OEH
FTA_SSL.3 a) i~ OFHF I UREEEY a v | &L 2 — Y — i %
MTEZEUCIERRHENET 2T+ IZRETER
7T B RHEORE W
b) Wikt a DR TEELIERH | kyvarvikTHkoa
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E
FTP_ITC.1 a) bLYR—hrIhTwhi, @EF | EFaT7F v 2 VEE
YRV EERT DT 7Y a v O
FTP_TRP.1(a) a) b LY R—hrIhTwiiX, &EE | U FREDT 7
NAZBBERT BT I a DR a V- HEH
IR
FTP_TRP.1(b) a) b LY K- brInTcwiiX, &3 | =L FREDT 7>
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IR
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6.6.6.

6.7.
6.7.1.

6.7.2.

6.7.3.

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMIN{(a), UACCOUNTMANAGER,
UADDRESSBOOKOPERATOR, and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Class FPT: Protection of the TSF
FPT_SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and

private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.

Dependencies: No dependencies.
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6.7.4.

6.7.5.

6.8.

6.8.1.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)

to demonstrate the correct operation of the TSF.

FPT _TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the

current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate

updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions] prior to

installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable

Nonvolatile Storage Device.

Class FTA: TOE Access
FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [refer to Table 20).
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T A e bkt

BAE R 2L 15-150 ¥
Web7 5 o H 5-999 4
TR —=RKITA4N— EEEw a3 ik

6.9. Class FTP: Trusted Paths/Channels
6.9.1. FTP_ITC.1 Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or

FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [/SYSLOG server, Ftp server, mail server]| that is logically distinct
from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to

initiate communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for

[SYSLOG service, FTP service, mail service).

6.9.2. FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or

FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
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communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification
of its end points and protection of the communicated data from disclosure and

detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate

communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

6.9.3. FTP_TRP.1(b)Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION))
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or

FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection

of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.
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6.10. ¥ 2V 5 ¢ {REFEM

Table 21(ZProtection Profile for Hardcopy Devices - v1.0D+% ¥ 2V 57 1 Rt B2 RT, Zh
. FHERGEL ROV DEALNZEH S Nz KR =32 bty MIASE_SPD.1Z2EIML7ZHDTH
%,

Table 21 TOE ¥ 2V F ¢ {f3FEH:
REEa Y R—R v MR

fREEZ T A Yo B T SV
¥al) 7+ &—7 v Ml | ASE_CCL.1 G ER
Security Target Evaluation Conformance claims
ASE_ECD.1 BRI v R — 2 v MER
Extended components definition
ASE_INT.1 STHEE
ST introduction
ASE_OBJ.1 AR O ¥ 2 ) 7« K58
Security objectives for the
operational environment
ASE_REQ.1 FEINZEF 2 T 1 B
Stated security requirements
ASE_SPD.1 ¥a) T FEEHE
Security Problem Definition
ASE_TSS.1 TOEZEH A%
TOE Summary Specification
Fe % ADV_FSP.1 BB RERE &
Development Basic functional specification
HA R A AGD_OPE.1 DAY —BET XA
Guidance Documents Operational user guidance
AGD_PRE.1 Hefif T &
Preparative procedures
A7 A 7P R- b ALC_CMC.1 TOE®D 7 ~)VAf 1T
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE® CM#i
TOE CM coverage
7 A b ATE_IND.1 WAL T A S -d A
Tests Independent testing - Conformance
G e AVA_VAN.1 Jift 5553 1
Vulnerability assessment Vulnerability survey
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6.11. ¥ 2V 5 ¢ BEEEE IR
¥ a2V T 1 B EAESOKRFEERK
TOEX F 2V F « BEEEMIZ D\WT, ASTIZ BT A 7EMH: O 9 FrkE B % Table 22127737,

Table 22 ¥ F 2 V) 7 1 BREE A DKM ks R
ST Tz U

6.11.1.

CCB LUPPT

TOEtF a2V 5+« STTH7= LT
HeEE B R 1Bk Toafml | VWEWEREE
FAU_GEN.1 FPT_STM.1 FPT_STM.1 AW
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, %L
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1, AW
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), AV
FCS_COP.1(i)],
FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), %L
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or
FCS_CKM_EXT 4,
FCS_COP.1(f), or
FCS_RBG_EXT.1(a),
FCS_COP.1(g), or
FCS_RBG_EXT.1(b)
FCS_COP.1(h)],
FCS_CKM_EXTA4,
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a), or | FCS_CKM.1(a), 72U
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) or FCS_CKM.1(a), 72U
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4
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CCH X UPPT

ST Cif7z L

TOEX a2V 5« STTCH7/-L T
HegeE R X N BRI T B R WRNREFE

[FCS_CKM.1(b)], FCS_CKM.1(b), L
FCS_COP.1(a)

FCS_CKM_EXT.4 FCS_CKM_EXT.4

[FCS_CKM.1(a)], FCS_CKM.1(a) 72U
FCS_COP.1(b)

FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) 72U 2L 72U

[FCS_CKM.1(b)], FCS_CKM.1(b), 2L
FCS_COP.1(d)

FCS_CKM_EXT.4 FCS_CKM_EXT.4

FCS_CKM.1(b), FCS_CKM.1(b), 72U
FCS_COP.1(f)

FCS_CKM_EXT.4 FCS_CKM_EXT.4

[FCS_CKM.1(b)], FCS_CKM.1(b), 72U
FCS_COP.1(g)

FCS_CKM_EXT.4 FCS_CKM_EXT.4

FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),

FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) 72U
FCS_RBG_EXT.1(a) | 7L %L L
FCS_RBG_EXT.1(b) | %L 2L L

FCS_CKM.1(a), FCS_CKM.1(a), 72U

FCS_COP.1(a), FCS_COP.1(a),

FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1

FCS_COP.1(c), FCS_COP.1(c),

FCS_COP.1(g), FCS_COP.1(g),

FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 U
FPT KYP EXT.1 U AV U

[FCS_COP.1(e), FCS_KDF_EXT.1, | 7L
FCS_KYC EXT.1 | pcs_SMC_EXT.1

- - ’ FCS_SMC_EXT.1,
FCS_COP.1(i),
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ST Cif7z L

STTCii7= LT
WA WRAEME

TOE&Fa VT«

PREE M BRI NS HAFNE TWBEREME

FCS_KDF_EXT.1, FCS_COP.1(f)
and/or
FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) ANV
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) AV
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 %L
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, %L
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 %L A9V %L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 %L
FIA_ATD.1 AV AV L
FIA_PMG_EXT.1 AV AV L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 AV
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 AV
FIA_UID.1 AV ANV AV
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 AV
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, AV
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, AV
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, AV
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, %L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 AV AV AV
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TOE&Fa VT«

MR Bk X h B AR TV BTt WRNMRAFHE
FMT_SMR.1 FIA_UID.1 FIA UID.1 U
FPT SKP_EXT.1 U A A
FPT_STM.1 AV U A
FPT TST EXT.1 A A A
FPT_TUD_EXT.1 FCS_COP.1(b), FCS_COP.1(b), 7L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 U ANV A
FTP_ITC.1 [FCS_IPSEC_EXT.1, or] FCS_TLS_EXT.1, AN

FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or

FCS_HTTPS_EXT.1]

FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or] FCS_TLS_EXT.1, U
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or

FCS_HTTPS_EXT.1]

FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or] FCS_TLS_EXT.1, U
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or

FCS_HTTPS_EXT.1

6.11.2. ¥ a2V T 1 REEMAER

IN6DEFal) T« RAFEHZERNT HRILE, SNROEF 2V T4 RXR—A T4 UAKBEDHE I N
BEL ARIVIZEDNTVWEZ L, TOEIZE T AHHAREDO X2 ) 74 BEfINTH ., »DOTOEH
BOMMEIZRE>TVWAEERINTWVWDEILTHD, STOHLPELIAIIHBMIET 7T+ T 11
Y a) T o B R ER T B 72O DR IHEIC O W T DRED A A XV A% 24t 9 2 721l X
nTtwns,
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7. TOEER{# (TOE Summary Specification)

AETIE, TOEXFaFa) 71 Hae (TSF) OEMNARRZET 5,

7.1. BHBE

ARz 2 7 AFAUD B2 BS 2 BRIk %2 Gk 3 5,

FAU_GEN.1

TOE &, BEEA RV IR EL- e ESICERE 7 2ER L, BEQ S 7 71 VIZERT S, ik
» FAU GEN.1 2EHL TW5,

Table 23 S I NI RY P B I UVERD S

EENRER

AR DR E) MFP O&EJ§A >~ %LU %L

HEARREDK T MFP O&EJFEA 7 U 7L

EAOL ‘¢ TV hVaToRY YaJiaE DR INEE A E N
AFx ¥y rVaToRY A=A VEES BT, 7 Id S
aA¥—TaToRT YaJHAEH BRED, F 7z ik s
777 AREY a TORKT VaJaE DRI A E N
Ty IAZEY a TOKRT EWAT VR BRID. F 7z Ik HIER

2 — Y —FRRE R [n B ALl os4 v Liza—H%— DR I YN

a2 — B — 3R

2 — G R usA4YORK (FY by a TOE IZ&FRI T Wi | KK
7) Wa—H—

E IR RE D] a—H—DE BHEEIToTz1—H— DR I YN
a—¥—ID OEHE BHEEITo /-1 —Y— BRID. F 7z ik s
a—H—DHIkR EHEEITo-1—HY— %]
A—YP—FEERBLEOER, RN | BEEZ{To 72 —%— % 2h

NAT— FEROEH, 2 —H%F =2
7 — KDEH
(U.ACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a), L—H%#—/32A"7
— FOEH

(U ACCOUNTMANAGER/U.NOR
MAL/
U.ADDRESSBOOKOPERATOR)
by UACCOUNTMANAGER,
UNORMAL iZ & 5 HE D —H%
A7 — N OEH,
U.ADDRESSBOOKOPERATOR IZ
LP2HEDA—YRNAT - RDE
H, VI Nz T7OEHE, ¥yva
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kI B

BE S
BENSER e

URTHBOA—Y—DIET T4 T
DF 7 A )V hFEDFRE.
XaTFYRIVEE, TRLVA
IRDERE, SYSLOG ¥ — N —%
E, FTP ¥ —N—D#HE
BEO—HThE | HENERDOEHE EBHEEToa—%— [Da)]
—HF =N —T D
Z

R DZE T Wi DIEIE EBHEfToza—Y— &)

Y'Y a VHESIDEE | TLS v ¥ a VL DK U BRED, F 7z ik sk

TOE I, BEEINBEARY MIUTFOT—XEEBMT 5,
- HAF/HEZ TT— /4R NDFAEL 721
s Awk—Y ARV FONBEEBAT 208 (LY a VEBROBEEIE, LBROMEE £R)
- I5—3—FK: ARYPMIA—RELTEHSN, 4D 16 EHTEINET,
- A—%—ID: arAqyLiza—¥ -0+
- RER A RV b DERERE R

(B389 5 TSFI)
s BERRV cu T v R AEE., I¥—, DATZATIE—, AFXF YU, PATZAAF YV,
Ty ARG, TV VN, YVaTrTRRBLOnIER, BEERE, BFY—
- TopAccess: @AY, VaTATF—RA, THDI Vb, 22—V -Gl EHERE
s TV R—=RIAN=: TV ERIZHT IR T —A
- T AL VALY F PSIN 777 AL VR T 2 — R

FAU_GEN.2
TOE 1%, BEENRDA RV "DFETE L, TOARY NOHBL B2 —F—Da2—F—ID 2
HEo M52 2T, FAU GEN.2 2FEHLTW5,
(BH5# 3 5 TSFI)
s BERX a4y R—LAHE, A¥—, DATZAIE— AF¥ U, DATZAATFY V.
Ty OAREE, TV, YaTdERrBICusER HHERE, BFEF—

- TopAccess : BT A Y, YaTAT—RA, ThHo Vv, I—Y—EH, EHEELE
s TV UR—RIAN—: TV NERIINT BRI R Tz — A
- FOM RS VALY F, PSIN T 7 VAL VR T 2 — A

FAU_STG_EXT.1
U.ADMIN(a)l% TopAccess DEBEFHEN S, SYSLOG B —N—% xS 2 —N—L UTHETE
5 o

TOE &, R EINEET — X2 ETHPA ML —I TN ZIBEEL, EES0 b3 TLS1.2 %
fFHLU CAEET 7Y —N—TH 5 SYSLOG U —NRN—IZXET AN TE5, NFA ML —TD
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7.2.

ERO 7 OMFHEEKIX. 07 ORKEEEHEEIEZ 2 Ay —82 10,000 £, HFITZ : 5000
b, Axvy>u2 50004, 777 AOXMFEEGE - 5,000 . 7 7 7 ADZEEHEEK : 5,000
HEEETE D, K400 7 DRKEHEDIHMIZZ > 7256, {2007 DRd HVEET — X M
BRENFLVWEET - X2 RFTLHILTES,

WA b L =PI EEI N2 TOERET 7NE, UADMIN(Q)Z MBI 5 Z 23 TE, Tofioa
—¥—ld, BEOYVa 7u s USRI\ T 7 Az {7> T3,

(B33 5 TSFI)
C BEARI s m S A v R—AME, I¥—, BATZATE— AF VYV, PATZARAF YV,
Ty ARG, TV, VaTRRABLTRIRR, HHEHRC, BEY—
- TopAccess: BZ A Y, YaTATFT—RA, TAHD VM, -V —EH EHERE
TVYR—=RIAN—: TYVIERIINTEI R Tz —A
- ZOf: A4 VALY F, PSIN T 7 2 AL VR T 2 —A

BB K —
BFIZ 2 5 AFCS OB T 3 BHILRZ T8 T 5.

FCS_CKM.1(a)

TOElX, TLS@(E DY — /N—FERAFIZ AW IENFRG S# & LT, NIST SP 800-56B,Revision 1D
6.3.1.3fiZFl#i Drsakpgl-crt F N CRSABEAR 7 2 AT 5, BEOEKIZMHH S 2 50T
FCS_RBG_EXT.1(b)iZfit\, CTR_DRBG(AES)TAd %, I NN %2 &L Y — N —ifHHE
&Y —N—FpEEIL, FDP_DSK_EXT.1 ¥ FCS_CKM.1(d)iZft > THEBL X N TSSDIZIRIF I N B,
728, TOEIX, ATSFIZB L. TOERA OHLEXPHCD-PPIZEEE D A \WHE M, &5 W IFHFARSI Nz
BEEE G ATV,

AREIZBIT ATSFUE, PATFIZRT@ED TH D,

(B389 5 TSFI)
- TopAccess : &HHHE

FCS_CKM.1(b)

TSFiE, TLSEEDOX TV T —Y a VIZBWT, @fEHOy ¥ a Vi EHMACO#Z LK T 5, v
va vV EHMACO#IE, Y= 25747V  NETHET IR S ERI NS, FLEBUE
FCS_RBG_EXT.1(b)IZft\>, CTR_DRBG(AES)TA KT 5, KHED/NT A — &%, méMtcmMr
SuiteiZ &> T, AFIZRTED TH S,

o tvialt
WET — X &S5 T 5 DICFHI N, #EIRE N 7-Cipher SuitelZ K> T, AT 2S5 7 L 3TY
ALEBOREI VRS, 57N XALIXAES-CBCEZMHHL., £y ¥ a VH#HOEX1X128bit
& 256bitHVEIRT E 5,

e HMACOHH#:
WET — X DOWEMFED 7D IZFIH X 4, BIRE v7zCipher Suitell &> T, HHT 205703
DAL EHOEINEL L, WS TN I XLIZIZFCS_COP.1(g)i2ft » 72HMAC-SHA-1 £ 72 1%
HMAC-SHA-256%f#ifl L. HMACO#DOE X 1ZZ 11 160bitx 256bitTH 5,

Ino g, HEMEATYNIZREL, BEECHEIND,
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(B83# 9" % TSFI]

C BERFRV cu Ty R—LAEE, I¥—, DATZATIE—, AF YV, PATZAAF YV,
Ty O AREGE, TV, VaTRRABLTRIRR, HHERE, BEY—

« TopAccess: U7 A Y, VaTATFT—RA, THI VM, -V —iEH HHEZRE

s TVVR=KRIAN=: TY VP ERIZNTEZAI R T —A

s ZTOM: AL VALY F, PSIN 77 VAL VR T = —A

TSFiX, ANV —VHEBADZODLNTOZ LR T S, 216 DBIZFPT_KYP_EXT.1IZHE - THRE
INnbd,

KEKE g & bk 5 (b g

BB L OB ORED7-DIZHbN 28 TH D, TOERERIZZNZTNTOETO & DARKT
%, FCS_RBG_EXT.1(a)iZf¢\"Hash_DRBG(SHA-512) % FI\\ T A L 72 256bitD ELEK % 128bit
TOIZHE L, 128bitOKEKE Hif & 128bitD S RIS/ & LT, #EFMEA €Y EFROMIZ
RIFS 5,

DEK
MAZEXET =R B LIOMEDTSFT — X DLRED 72D 58 TH H . TOEKER IZHE S
fE=F 4 v ar T i@z Ekd %5, FCS_RBG_EXT.1(b)IZf#\WCTR_DRBG(AES) TA % L
7-128bitDEE%Z, TOM S/ N—F 1+ ¥ 3 VODEKE UTHEAEMAE Y 124471 %, DEKZ&
GHAEHIFPT_KYP_EXT.1 2 FCS_COP.1(f)IZff - THEH/b T 1 TSSDIZ IG5 SCIRRE TR F X
ns,

ATy ¥y 7 N—=F 1 a v HDEK

ATy TT I N T —ROBHEDT-DIZFbNEHTH O, TOERRBTERERIZO L DERT 5,

FCS_RBG_EXT.1(b)IZf# \WCTR_DRBG(AES) T4 & L 72 128bitDFLE Z, AT v ¥V 7 —F 41
v a3 VHDEKE UTHIFRMEA T Y OAIRFET 5, ZORIITOERE Z L IZEHI N5,

(BH3# 3 %5 TSFI)

s BENRIL L BIEY—
DM A ALY F

FCS_CKM_EXT.4/FCS_CKM.4

TSEDE D LA R DX OB VT T4 R—= MNESHLOREZS 7 ) T4 WV T A —=RiZ, AELR
ST-RHZEEI NS,

FROMWNDOKEKE ik, Sk KL 5 (b gk
S SCRBE TSSDICIRE S N M HE T — 2 B L UOMBEDTSFF — X 25T 5 bl X .,
TOERFERHZINSG DT —RXIIAEL R 5720, HHICHWSETRTOCSPAAE LS, TOE
DFEERIZ, FAEAHE 7 3R 2 UTib i, #PMRFE SN TWAFROMDMEE %, [EE D
ECTIE EEET I LIk VIkET 2,

(B83# 9 5 TSFI)

- BEANOL  EBIRF —
 FOM o RS VAAL Y F
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@ AT ) NOKEKE . #bf ks S, KEK, DEK., AU v 7 )8—F 4¢3 VHADEK. ¥ 7
Y A7, LUKS#, KEKEHHaYFFZ b, @EAOE Y Y a VR UTHMACOH, Y — N—FB%
i

FHET — 2B LOMEDTSFT — X OB SUHIZMEHI NS TRTOCSPE, BEHDOTRTD
CSPiZ. TOEDEFEANOFF»SONE COMIIAZE L 725, EIFOFFRHZ, NERBEE 72 138k
LLUTHbh, EREAEYNIKRIIINZZNS FEXOMBRILOIES 2 ) T4 HVINT A —
R, EFEBreHEIND,

([5# 9~ 5 TSFI)
- BER IOV B —
 FOM o AL AL YT

FCS_COP.1(a)

TSFix, FTP_ITC.1, FTP_TRP.1(a) X O'FTP_TRP.1(b)iZ &1} 238(ET — X FH#ED 7=DIZ,
FCS_CKM.1(b)iZ & © 2EA% L 72 128bit % 72 1£256bitD K 58 & FIPS PUB197IZ ¥l 3 5 AESH; 5 7 )L
Y XL %NIST SP 800-38AIZ#EML T 2CBCE— NTEIESE R Z 22k, BET—XORSLK
CEEZ1T,

AREAIZET B TSFLIE, AFNITRTEY TH D,

(8% 3 % TSFI]
-+ FTP_ITC.1, FTP_TRP.1(a). FTP_TRP.1(b)® TSFI (Z#:3" %

FCS_COP.1(b)

TSFi%, BERRAEHEMERICB T 2B AERK, FTP_ITC.1Z & 6% — N —EE K O'FPT_TUD_EXT.1Z
£277—=L02T7D7 v TF— MRIFIZBEWT, FIPS PUB 186-4IZ & X #17zDigital Signature
Standard(Z #EH#L U 7 #E A32048bit ORSAT ¥ ZI)VEL 7 )L T ) X L (rDSA) 2 #iH$ %, TSFIX, B
MRAERAEMERRIZ B 1) 2 B ALK Y — N —FEHE OMEE TIERSASSA-PKCS1-vl 5%, 77 —AY
=77 v 7T — MRGEETIFRSASSA-PSSZEH W2, 72, FEHZEDMERIZFCS_CKM.1(a)l & b A%
INT7RSAHZMHT 2,

ABEMIZE T ATSFIIX, ARICRTEY TH 5,

(B85 5 TSFI]
« FTP_ITC.1 8 XU FPT_TUD_EXT.1 ® TSFILIZ#73 3
- TopAccess : EFHLE &R E

FCS_RBG_EXT.1(a)

TSFiE. TOED A b+ L —VIEH5{bD 72 OKEKE 1§ & R St D E R Hh 7> T, = b
Y —Ji5 L ODRBGZ W CELE % BT 5., ZDDRBGIX, NIST SP 800-90AIZft-> T
Hash_DRBG (SHA-512)% W CELE Z £ T 5, TV brE—JflZ, —DDN—FT7 2T R—-R(Z
k%14 XFxEEHA, DRBGIZHH S sy buv—& iTﬁLTé J 4 ZJFIEFTOEDSoC (Intel
Atom 7Bt v ¥ —x5-E3930) BHNBTEN—RFK T T7DESZMEHT S, /1 XFE»IrSDHIIZ
SoCHDDRBGD ¥ — RIZHWS 4, NIST SP 800-90ADCTR_DRBG(AES) (24 - 7= LB % 47 - T
RDRAND@&CTH A EINS, /1 XFIX, 1bitdhH7z 0 0.6bitbh EOR/NT Y ba¥—2 &8 2 &9

Copyright ETRIA CO., LTD. All Rights Reserved.

75/104



[Rambus 2012]DFtid 5 595> TH O, RDRANDMA L/ 1 AFENAS5 D256y Y haE—0D
v— RNTufbE ¥ a2 ) F o E128Y Y hODRBGOH /1 TH 5, RDRAND 4 1%128bit%
S1MESHENT 2 EShS Y Y= RENbEETHEDT, = baE—JHE2MHET SrngdT —€ >~
71+ A IZRDRAND 4 THUE L 72128'512=65,536bit=8,192byte % AES-CBC-MACHLEL T 16byte
WCEMET 52 & T, 16byteZ 212 — RA R ZRDRAND@ A H I 2 U L, rngd®2,500byteD 3
DDNY 7 7IZIFIETINVTY A E—DT — X & —FNICERET 5, ZOTSFAFHING & &,
Linux PRNG#32048bitPh EO T Y b0 ¥ —Z2{{FF T HREBIZNANTA - X 2FTHEINTNWSDT, TSF
®DHash_DRBG(SHA-512)23Linux PRNG® /dev/urandom 717 & i Hi 97 128byte D 7 — R IZIEIF
IV haE—DREBEHTET S5, ZD128byte® S H9I6byte D43 % Entropy Input& Nonce &
L. Hash_DRBG(SHA-512)D ¥ — Rffi& L Tt 5,

TSFORAFE IENIST SPS00-90BD6Hid /Nt > hr¥— RS iz & v, TOEDEESAM O #iH
T. /dev/urandom{i f1A31bitdH 7= 0 0.86bitMh LOR/NT Y bu ¥ —2&8L 2 L 2R L, 71T
Y b E—THWEEBMIZZES > TH, NIST SPS00-90BD3.1.5HiiZft>7-T > hrEY—BODTF
BRETAMIZ & b, /dev/urandomti 11 D96byteD ¥y hFIZ1£652.80(=968'0.85)bitd L > kB ¥ —n3
BENdLHET S, ZOE Y hl%EEntropy Input¥ Nonce L, Hash_ DRBG(SHA-512)iZ>— K
iz 3 52HIZ& b, FCS_RGB_EXT.1(a) 2 EH L T3,

(B83# 9™ % TSFI]
- BfE SOV @I ¥ — (TOE REZRD Y HEEIZRS)
- ZTOML: XA VAL v F (TOE FREZRDOAHEENIZRS)

FCS_RBG_EXT.1(b)

TSFiZ., TOEDA b L —VHEHAbD 72D DIEFAL/S—FT 1+ ¥ a v T L OES L O#M R (KEKE T A
aAYF¥AM, DEK, 7<% A7 &LUKS#) O4KD728, FTP_ITC.1, FTP_TRP.1(a) X Tf
FTP_TRP.1(b)IZ B1) 2l T — X (£#ED /-, TLSIHBIE DY — N —FBE A 7 & CIZTLSIE{E D %
VT —2arDizdll, =2 b ¥—JEE X ODRBGE HWTHEEZ 4T %, TOEOCTR_DRBG
IXNIST SP 800-90AIZfit - 72=CTR_DRBG (AES)D[F Ufi& 2 > 754 ¥V —DRBGE 77 1 R— |k
DRBGD2BHERIZ > TH Y, 754 X— FDRBGDH 23 E & OBk R 2 43 % 72D DTSFIZ
IAIHEITHE, T b=, —DODN—RT T R=RIZ&B /A XFEEH DRBGIZ
I nszy bo Y-8k 3T5, /1 ZFEIFTOEDSoC (Intel Atom 7 B+ v ¥ —x5-E3930)
PRS2 N— R =7 DESZMHHT 5, /1 XPEHh 501 1L, SOCHODRBGD ¥ — RIZHWS
1. NIST SP 800-90ADCTR_DRBG(AES)IZfit - 7= L % 17 > CTRDRANDms CHhad s, /4
ZPFIE, 1bitd 7z 0 0.6bith EOR/INT Y ba ¥ —%248 2 & A [Rambus 2012]DFtdk 254302 > TH
. RDRANDM&IE/ A4 AJFRP S5 D256y b hut—Dy— KTzt Fa) 5158
J£128¥ Y b DDRBGO )1 TH S, RDRANDAIZ128bitZ 511G H 135 LESHH Y ¥ — R X
nNaEEcHs0T, T b Y—FEEH#EKT SrmgdT — > 70 AZRDRANDA 4 CHUS L 7=
128*512=65,536bit=8,192byte # AES-CBC-MACLEL T16bytelZJEHET 5 Z & T, 16byteZ 212
— KA 72 2RDRAND A H 2 INE L., mgd?2,500byteD3 DDy 7 7IZIgIEF7 )Ly b —
DF — R % —HHIZER T 5, mgdh S5Linux PRNGIZAELRT Y ba =23+ E nd o

T. TSF#'Linux PRNG®/dev/randomH 15 S5 AT 7 — X IXIZIE 7 0Ty hrE—OREE L #E
E3 5, TSFORFEH IXNIST SP800-90BD6HiD /N Y bu ¥ —HFEE DIZ L b, TOEDHEESRME
O T, /dev/randomH 1A 1bitdH 7z D 0.82bitMA FOB/NT v v —2 8L 2 L 2R L, 7
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7.3.

IVIY hEE—ThW\w e BERIZEES > TH. NIST SP800-90BD3.1.5MiiIcft> 7TV bR —&
O FEEFHMIZ X . /dev/randomHi )1 D32byteD ¥ +51121£209.92(=32*8*0.82)bitd T > b 1 E'—
MEEND LHET D, FHRKIZ/dev/randomiti J1D16byteD ¥y M FH[IZ1£104.96(=16"8"0.82)bitd T
YMOUE—DREENDLHET S, ZDEEM48byteD Yy MNil%E T T4 <Y —DRBG & R
CTR_DRBG(AES) D #J#{t. D 32byteDentropy_input & 16byte®nonce % Hifk L T AJ1 3 % 48byteD
V—=FRIizHW3, 774 <Y —DRBGOCTR_DRBG(AES)IZ128¥Y Yy Dt Fa ) 71 E%FFD,

X 51274 RX— FDRBGIZ[A U < 32byte®Dentropy_input& 16byte®nonce?% 77 4 ¥ 1) —DRBG»*
SHtfhE b, 7714 _X— FDRBGHABKIZ1I28bitDdDEF a2 ) F1 2D HEX 5N,
FCS_RBG_EXT.1(b)DF|AIL 77 1 X— s DRBGOCTR_DRBG(AES) DELEE KB E IO H T, U
= NIZBALTIE 7 I 1 X— FDRBGAD2*[DIFOHI L & TIZ 7 J 1 ¥ ) —DRBG#AY/dev/random
HIZ & % 32byteDentropy_inputiz &3V ¥ — K&, 7594 <) —DRBGH I ZAWEZT T 1 R— |
DRBG®32byteMDentropy_inputiZ & 3 1) ¥ — NULE R fTbd, itk b, 774 X— hDRBG
13128y hDEF a2V F 1 #EEZFFOFCS_RGB_EXT.1(b)2EH L T\W5,

(B33 2 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® &' FTP_ITC.1 ® TSFI iZ#:3" %
- BEAROL B — (TOE FHE# DY ERENIZRS)
- ZTOM: XA VAL wF (TOE REZDOAHFENZRS)

A MU=V (R4 EBEEME)
PURIZ et & i H BB LI B 3 2 B & b 3 2,
FPT_KYP_EXT.1

TOE % &R FCS_KYC_EXT.1 O#EF = o v THRHEI NS L MBIV Ak X 1, TOE FEE £
TREI NG, BOMEEA L FEDREBIIATOE B THY, BB REEZ N L —YF NS
A TdH 5 FRAM % 7213 SSD (2 ESURBBOBIIRAF S s\, B K MR O 1 Xk
FCS_KYC_EXT.1 @ TSS (253 %,

o KEKE H it & SR =L
KEK 3 H i & GEp RIS 5Lt 1 2 24 TOE TO & DDA FCS_COP.1(b)IZfit > THEE I 1,
FeME A E Y ANDIFAE & B A R AT g7 AHEFEMEA b L — Y Tdh % FROM (2 ESCIREE TIRAED T
ns,

O KEK HEHHI VT F A b
KEKEHHAa Y F X2 M, FIHET— X £213MED TSF ¥ — X 2{#4F9 % SSD D5/ S —
T4 ay T EIERNCELE D S BT N, BTV ITRFEEI NS, KEKEHHI Y FFA b
1% FCS_COP.1 ()2t - TR R SALHE TR S S N THh S, SSD OGS/ S—F 1 ¥ a v DS HE
HOERLA Y XEEBNICHE 5 SCREB RTINS,

® KEK
KEK . FIFHEZET — X £7/213MWB D TSF T — X 2 {3479 % SSD OGSt/ N—F 1 > a v T &I
Az FCS_KDF_EXT.1 (2% > T KEK EH & SR SR T O KEK EHHI VY TF A M2 5
BRI N, HERERAE) OAHEFEING,

® DEK
DEK ZFAE T — X £7213MED TSF 7 — X 2179 % SSD O b/ N—F 1 ¥ a3 > T @]
DN FCS_COP.1(b)IZfit > THEMI N, fEFMEA T OAIFEI NG,

Copyright ETRIA CO., LTD. All Rights Reserved.

77/104



® 7 <A ¥ LUKS #
Y7 A7 OEEIZHWS LUKS 7 — &%, FIHHET — X £72I3MWED TSF 7 — X 2 #1473 % SSD
DEGFHA =T 1 ¥ a v T EAZHE» SN ARSI N, EREEA T ) IR EIND, TR
LUKS 7 — X O EHIPH D S FF 5 ARV — e > TEB I, HBEA T Y OAIREFEI NS,
LUKS DIz 8 72 > Tk FCS_SMC_EXT.1 i > T DEKIZH 722 % XOR$5Z & T
LUKS #2338 X, LUKS ##1% LUKS 7 — X K CREEMES) OFEMEA TV ITREFEI NS,
LUKS #% &€ LUKS 7 — X 1& FCS_COP.1(f)iZf¢ > T KEK THS{b XN TH 5. SSD O EkN
—T 1Y a VOEHEOEHA v XEENIZHE S SCREBTREFEI NS,

(BH3# 3 %5 TSFI)
- 2L

FCS_KYC_EXT.1

TOE O#tF = 1 > FCS_KYC_EXT.1 28135 BEV X, AL —YUF—RiES5(#E (DEK) Th 5,
TOE #ERFIZ FCS_KYC_EXT.1 D#EF = 1 > 2 W T 2 8Es K MM 2 4T 5, #F =1 > ITLA
T X ORI SRS NS,

® KEKME i & Sb kLG 5 (b
TOE #ERfiZ, FCS_RBG_EXT.1(a)iZfié\» Hash_ DRBG(SHA-512)% W TARK L 72 256bit DFEL
¥ % 128bit T 21X L, KEK G HIgHE & SRR S b % 4k d 5, KEK 3 H & BRI 51k
BE, FERVEAEY B KO FROM IECRETRFEI NS, 08B, FROM (B # A7) gE 72 A Hf
FEA NV =Y TH S, TOEREBOREIRFTIX, FROM 2° 55 U7z KEK 3 H i & bR S
btz AT 5,

® KEKEHHIYFFAb
TOE # Mz, FCS_RBG_EXT.1(b)iZf > T CTR_DRBG(AES)% H\W\WTA & L 7z 256bit DELEA
KEKEHHIVTFFANTH L, Bl =T v a vy TeiEmIn, HEEAT) ADREFL
SSD NDOIEE CREETOHRENTThNS, KEKEHH I Y57+ X Mk, FCS_COP.1(H)IZfEW AES-
CBC T 128bit D#M B S itz AW TSI N2 EHAY XIZHG N, BES53ORET SSD i
ffEE 5, TOE REBORBFTIX, SSD 25 HdAH U5 SCREBOEIA v X%
FCS_COP.1(f)iZfi\» AES-CBC THEMEHE Sb#EZ W THES L 72fER 2 6 KEK EHAI v T F A
FEED HET I LIC & D HEFEEA TV ICREFESI NS,

® KEK
TOE #E W2, FCS_KDF_EXT.1 (26t » THiFE A € VIZ/R-1F & vz KEK B g & SRR 5 (b ik &
KEK EHHa > 52 h&2HW, SP800-108 ® KDF A v X —E— NIZEHIND LB D,
FCS_COP.1(h) THiE X 115 HMAC-SHA-256 % i\ T 128bit D#AEH X1, KEK & U THFME
AEVIZRFEE NS, TOE REOLEIIFIXE UMBLTNET 128bit O#EHAE L X, KEK & U THiF
HAEVIZHRFEIND,

® DEK* ¥ 7'<v A2 & LUKSHE
TOE # W2, FCS_RBG_EXT.1(b)iZf > T CTR_DRBG(AES) % H\W T4 & L 7z 128bit DELE %
DEK ¢4 3%, DEK RIES//S—F 1 v a v T eizEman, HAEEAE ) IEESI NS, RIZ,
FCS_RBG_EXT.1(b)IZf > T CTR_DRBG(AES) % W TR X 172 63984 /N1 s DELEUE A
AEY D LUKS ¥ —XIZf4ET 5, LUKS 57— X ORFEHRIPHD 5 FF S EBN — VIR > TH S
128bit DY T A7 ZEH L, HFEAEVIRFET S, LUKS BHDOERIZH 7z > Tk
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FCS_SMC_EXT.1 (Zf¢ > T 128bit ® DEK IZ 128bit D#¥ 7 < 22 % XOR 5% Z & T 128bit ®
LUKS ##% 38 H U, LUKS ##% LUKS 7 —XDOKRE CREMAIS) OMFEMEAEVITREFET S, OF
IZ LUKS #% &$ 64000 /31 b @ LUKS ¥— & %, FCS_COP.1(f)iZft\» AES-CBC T 128bit ®
KEK % FHWTH; 5k U, BESSCIRAET SSD 12173 %, TOE REDEEIFTIE, SSD » 6 FiAa
U 7205 5 SCHRAE D LUKS 7 — & % FCS_COP.1(f)IZ¢\» AES-CBC T 128bit @ KEK % FHWWTHE S L
TAERMN ST T~ A7 D& & LUKS HOED LU %475, DEK OARIZH 72> Tl
FCS_SMC_EXT.1 (2% > T 128bit ® LUKS ##Z 128bit ®# 7' v 22 % XOR §5% Z & T 128bit D
DEK Z &l L. DEK Z#FMEX TV IREFET 5,

e HFAVORE
KEK & H # & JER R 5L X 2 24 128bit TH . FCS_RBG_EXT.1(a)&
FCS_RBG_EXT.1(D)IZIZFNEFN DRIy b —THRT Y ba b= X T\ b o
DERE L 128bit TH 5, #EH D FCS_KDF_EXT.1 8 £ ' FCS_COP.1(f)%»% 128bit D& ¥ 2V 7
SBRETH D720, WF o1V OKERIZT 128bit DY F 2 ) 5 1 WEZHEHEL TV,

(BH5# 3 5 TSFI)
« BENRIL L BIEY—
DM AL ALY F

FDP_DSK_EXT.1

TOE DHIH1zs #a v G 7 RHEFME A b L —V1IZ FRAM & SSD @ 2 D TH %, TOE IRFETIZ FRAM IZ
13 MFP D IR EME R S DMBE TRWT — X DADPMRESINTE Y, TOE X714 A7 LDOF

— RBEOHRORHELET — X R OMED TSF T— 2 2EZ AL I 1300, FHECET—X
K OMED TSF 7 — &1 SSD IZ D ARG S IRETIRIFET 5, SSDIEN—T 1 ¥ a v THEIINTE

NENT 7 ANV AT LAPMER I NS, BAFIZSSD D 3 DDN—=F 1 ¥ a v Of & Sl e
FIRIZDOWTEIR T 5, T 8B X UHEMEIOFEM L TSS @ FCS_KYC_EXT.1 DIHIZHES,

o JERiS b NN—T 1z

FHAXET—XBXUCMED TSF T — X TCR\WMEED T — X 2R FT 5 3—F 1 ¥ a VOB TH
D, REMHIZX DT 4 A7 EDT — X IB#EDRNRDT — R E2E TN,

o sl —FT1av

FMHABEXET—ZBIOMEDO TSF T —2BLOZNSICHET 237X TEDT — R 2R/ EFT
BZNR=F 4 avOfENTHL, B \—T 1 > a kT 2 S LRI S b — T «
YarvaEIUYNTEEEICHBEING, TOEIZZDONR—=F 1 ¥ a VIERSNEFE 7 71 VY
AT LIZEEZREFNDZITRTOTI7ANBELVORART =KX, %7 FCS_COP.1(dA)iZfit > THEH/L X
NTHho 71y 7FNAARTANERHLTSSD IS SCRETHRFESI NS, HidsaH UL T
HDOFIMEIZ LD FCS_COP.1(A)Icfk> THESI N, FRET T 7 AV AT LA oEHANI NS,
Z 2T FCS_COP.1(A)IZf - 7z i Bk L B HE I IEIG Bk /X —F 1« 3 > Z & @ 128bit ® DEK A
AIns,

TOE BRI ITHES KM BB ER S NS, £3 TOE TO L DD KEK B Hi & AR 5L
PRI, HFRMEA T Y & B H A RE R AR X b L — Y Tld70 FROM (2P SCRRE COR1F
IND, WIZHHET =X B XOMED TSF 7 — X E2RFT 2T NTNORE S/l A—FT 1> avD
B R SALBSRE A G IMb I D, ZD L EWE—T 4 ¥ a VT LIC KEKERHI Y 7 ¥ 2
. KEK. DEK, LUKS ¥—%, ¥+ 7~ A2, LUKS #» £ X5, KEK & DEK & LUKS 5 —
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AMSBHINDEZY T AT 2R, KEKEHHAI Y TF A M, LUKS #% 458 LUKS 7—& 08
ZTNENE S CIRIET SSD ITRfFE 5, 9 FCS_KDF_EXT.1 (24> T KEK & Hi i & fbhkHig
bty KEK EHH Y 7% A2 M5 128bit ® KEK 2 & UM X €V ICEFT 5, KEK &
HarvsFF2 b z2a0EHA Y X132 FCS_COP.1()IZHt - THEM BRI S{Li T 5k X v, LUKS ##
%&1 LUKS ¥ — &3 FCS_COP.1(f)izf¢ > T KEK T 5fb X, ZNFNDOKE SISk —
T4 ¥ a VIREHOEHA Yy RIS ORE DG S SCREBTHRIES NS, BIRICERIE 5 LEEE
WEML I NSNS —T 4> a T 7 ANV AT LEERT 5,

TOE IR TILEL B2 FROM % & KEK & H # & SEARHRE S % G U THEFME A € V) ITR_ 7
T 5, ICHEFEA =T 1 ¥ 3 VRFEOEHA Y XS SRS 3CREO KEK ZEHHAI Y73 A b
ZEDIE S L LUKS #% 56 LUKS 7 — X DR 5 3 & GiA i U THEFMEA £ ) ITHR7FT 5, KEK
EHM YT XA EEDRES T FCS_COP.1(HIZfE - TR IR S{L#tcH 5 L, KEK EHHa
VT XA NEEFEMERAEVICHFET S, RIZFCS_KDF_EXT.1 (2t > T KEK 3 H it & §k4 RIS 54k
Py KEK EHH Iy FF A2 55 128bit ® KEK % & H UHEREM: X € ) IZEFET 5, KIZ LUKS #
% &8 LUKS 7 — X DI 53X % FCS_COP.1(f)icft > T KEK TS5 L., LUKS ¥ —% & LUKS #t#%
MR TV ITHFT 5, LUKS #12 LUKS T—X o B L3 7~ A2 % XOR UL CEH L -
DEK Z#iREMEA TV ITRET 5, TO—HOMMTEM U7z DEK % H\W CE I 5 LFgEE D
FCS_COP.1(d)izft» =55t L HE DB I N 5,

@ AUy TIN—Fq4¥av

TOE ® A7 v THEEEAN, TOE DHEEFEMERA TV RO - U2 & EITEBEEDENT—R (A7 v TT
DhTF—=R) BRETENA=T 4 avORTHE, ATy T N=TF 4 ¥ a VKT B EEN S
{ERSBEIX AT » TN —=F 1 v ava~<x Uy N5 EIBENs, ZONX=F14vavDATY S
T7ANVATFLAIEZRLINETARTDOATY TT I RTF—XBEIPART—XIE, %7
FCS_COP.1(A)IZft» THEBLZI N TH S 7By 7 F N1 AR5 A N &FH LT SSD 125 SCIREE
THREFEEINS, ZHIED AT Y TT I N T —RIZHHELET -2 B L OWED TSF T — X034
EN25E6TH->TH FDP_DSK EXT OiRGEZ LT 5, FiA LIMBLTIEFDOFNEIZ &L D
FCS_COP.1(d)IZf>THEEBEIN, ATy T T T —RIEFEREBTT 7 ANV AT L St
Nz,

TOE #%ER;E L O TOE REBORERFIZ AT v TX—=F 1 ¥ 3 v OFE &2 SLRE 2 Gk
%, FCS_RBG_EXT.1(b)iZfi - T CTR_DRBG(AES)% I\ TARK L 7= 128bit DELEKZE A7 v TX
—7 43 YHDEK & UTHREEAEY IRET S, ZOATY F8—F 1Y a3 VA DEK 2\
TEBAN S LFEEED FCS_COP.1(d)IZft o =I5 b L H S DB I N D, TDHEATY TT 74
WY AT LEEBRLUTAT Y TR=T 42 a v UTOBAZBET 5,

® [Tk N\ il

SSD DS AR VEEKIX, T—bu—& X=F 1 avT—7), HAEXET-2BLS
R# D TSF 7= 2 TROF— X &Ml T 85— F 1 ¥ 3 >, FIHEXET — 48 L ORHO TSF 7
— REINT BHN—F 1 ¥ a VREHOEIA v LEBRO RS EETH B, &0 FMICIE
SSD DAME AL/ S =T 1 > 3 VREIHD IMIB AWYEHA Y XHBEHTH D, WS SCRETHRIFEINT
WBAEBLA y X3S E S 1KIB 7* 5 D 1KiB, W5 CRETHRFES T WS LUKS 7 — X3 5e8EH
5 4KiB 705 D 64000 /N1 R TH S, BHA Y ZHBIKO T WSO FIR LR S S Wil T
HEMN, MBODT—XPMMEEINDE Z &R0,
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(B389 5 TSFI)
C BERFRV cu Ty R—LAEE, I¥—, DATZATIE—, AF YV, PATZAAF YV,
Ty ARG, TV, VaTdREBIOO SRR, EHERE
« TopAccess: U7 A Y, VaTATFT—RA, THI VM, -V —iEH HHEZRE
s TVVR=KRIAN=: TY VP ERIZNTEZAI R T —A
- ZOM:PSTN 77 VAL VX Tz —A

7.4. AUV —VREE{ GEREH)
UTIZA ML =VlEEETEIRL 7284:D.1 2 D4 T 2 BNt Z R T 5,
FCS_COP.1(f)

TSFiZ., ESUREOEHEAY X (KEKEHHIVTFFAM2ED) LEREDLUKST — & (LUKS
WEED) ITHTHUBE | SSDH S FHAAA LS SCREDE Ay X (KEKEHHFAI Y FF A b
EED) LIEESCREEOLUKST — & (LUKS#EA2 &) 00T 3 0BIzAVWS NS,

TSFix, TOEHZERH IZFCS_KYC_EXT.1DTSSIZHE > THK L 72 128bit D A kI Sk 2 W, SEX
REEDEH A v X %ISO/IEC 18033-3MAES ¥ ISO/IEC 10116 DCBCOM AL HHIZ L B5AES-CBC
THEEL L., B S SOIRBEDE A v & % SSDIZIR-FET 5,

TSFIZ. TOERERIFFCS_KYC_EXT.1DTSSIZHE > THK L 72128bitKEKZE FW, FESCIRFED
LUKST — £ ZISO/IEC 18033-3DAES £ ISO/IEC 10116 DCBCO# A HHIZ & 5 AES-CBCTH
U, BE5REBOLUKS T — X %2 SSDIZ{RFE T 5,

TSFiZ., TOEIRREDEEFIZIZFCS_KYC_EXT.1DTSSIZHE > TFROMD* 5 it i A 721 28bit D #EHf k)
G LB E O, SSDY & FtAiA A TZIE S SCIRED B FEA v X 2ISO/IEC 18033-3DAES & ISO/IEC
10116 DCBCOHMAGDLEIZ L HAES-CBCTHEE U, FOREBOEH Ay X2 #FEMEA TV ITRIET
2,

TSFIZ, TOEMRRED KB IZ1ZFCS_KYC_EXT.1MDTSSIZRE > THEAK L 72128bitdKEKZ ., SSD
DS FAIA ARG B SOIRIED LUKS ¥ — X #ISO/IEC 18033-3MAES £ ISO/IEC 10116DCBCO A
EHBIZEBAES-CBCTHES L., EIREEDLUKS T — & ZHFEME X £ ) IZIRfET 5,

(B83# 3 5 TSFI)
« BENRIL L BIEY—

s FOM o R Ry F

FCS_KDF_EXT.1

TSF 1%, NIST SP800-108 ®# ™ > & —E— K KDF TH > T, Z® PRF IZ FCS_COP.1(h) THiE X
NBPNE Ny ¥ 2B E U T HMAC-SHA-256 % W T 128bit @ KEK # &35, NIST SP800-
108 ®#1 v X —F— K KDF "D AL DY 7~ A 7%, FCS_RBG_EXT.1(a)iZfiE\
Hash_DRBG(SHA-512)% HI\W T ARk U 7z 256bit DFELEZ 128bit 372120 %] L 72 KEK 2 H § & Hithf
KL 5L % H#4E LU 72 256bit % Ky & U, FCS_RBG_EXT.1(b)IZf\» CTR_DRBG(AES) % I\ Tk
B% U 72 8LEIZ & % 256bit  KEK EHH 2> 5 F A b % Context £ 35D T, 1% 128bit DX F =
VT BEDOSRML R T 5, 2T Ky & Context 13¥5 5% FCS_RBG_EXT.1 THiE S iz
RNG B L7 T~ AT ThHDDT, SFRDERZH LT 5,
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TOE #AEMZIE, KEK B & BRI 508 2 kS U 72 266bit &, KEK EHHa>TF*2 b %
TSF DAHDY T A7 IZHWS, TOE &£ DLEIRHIZ X, FROM » 5 FiAik A 72 KEK 5 &
BERDRHG 5L 2 586 U 72 266bit &, SSD 2 St U525 Lz KEK Bl a Y 7 ¥ 2
k& TSF D AT DY T A7 IZHN5,

(8% 3 5 TSFI]
« BENSRIL  BIEY—

s O AL VALY F

FCS_SMC_EXT.1

TSFiZ. TOEREHIZLUKSH#EZ L3 572912, 128bitdDEKIZ128bitd ¥ 7 < X7 ZXORUL T
128bitd LUKS#E# kg 5,

TSFIZ., TOEMRRETOREINFIZIZDEKZ AT 27012, 128bitOLUKSHEEIZ128bitDd Y T <v A7 %
XORLU T128bitdDEK% A% 5,

(BH3# 3 5 TSFI)
s BEE RV IR —

S FOM o R Ry F

FCS_COP.1(h)

TSF 1%, KEK 3 it & bR S it e KEK EHH I Y FF 2 M55 KEK 28§ 5502,

FCS_KDF_EXT.1 O#fIE Ny ¥ a v —VEBOEREIC, ISO/IEC 9797-2:2011, Section 7
“MAC Algorithm 2” ; ISO/IEC 10118 IZ##l L 7= HMAC-SHA-256 % {#f3 %, HMAC DO#E X

256bit, /v ¥ 2 EBUL SHA-256, 70 v 7 £ix 512bit, H/1E 5 MAC £ 256bit TH 5,

(8% 3 5 TSFI]
« BENRIL L BIEY—

s O AL VALY F

FCS_COP.1(d)

TSFiZ, FHZEXET —XBIOMEOTSFT—2BLOCFNSICEET a7 Xy TE2ER I i
E D YT S5NZSSDORE AL NN—=F 1 ¥ a VIZEESAL L SITEHEMICKES(LEZITS, ANV —UVlES
LD S /A& UTSSDADEEZAAT — X DS ESSDM S DAt LT — X DS % ZiEIZT
5728, TOERETOEH R IZFCS_CKM.1(b)IZft > THAEMK T N72FCS_KYC_EXT.1 THRE X5
128bitdDEK % ##1Z Fi\ >, ISO/IEC 18033-3MAES X ISO/IEC 10116 MDCBCOMAELHEIZ L S
AES-CBCTH;E5/bB K OS2 F47 T 5,

TSFIZ, XAV AFRYNSAT Y TT IO RNENTZATY TT I NTF—X%ZSSDDAT Y T)X—F 14> 3
VIZEBZADE FIEBNIZESEITS, A ML —VESORESHRE L TSSDADEZAAT —
R DEHAL L SSDA & DA LT — X D5 % E@EIZIT S 728, TOEIRRE T DRERFIZ
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FCS_CKM.1(b)IZf > THAEK T NS 128bitD AT v F/X—F 1 ¥ a YHDEKZ#H#IZHW, ISO/IEC
18033-3MAES X ISO/IEC 10116 DCBCO A A DEIZ L HAES-CBCTHi 5B L OMES &2 ETT
50

(8% 3 5 TSFI]

- BEAXL BT A Y R LABEE, Y-, PATZATE - AFX YU DATAAFY Y,
77O AKE, TV VaTRABLUR I RR, HHEBE, BH*—

- TopAccess : HZ AV, YaTAT—RA, TAD VN I—Y—EH EHEEHRE
s TVUR=RIAN=: FY Y NERIZHTEA4 R T —A

FOM: FOM: AL VALY F, PSIN TV 7 VAL VAT 2 —A

75. @EOHRE BREM)
PURIZEINEAD. 212 B 2 ZR R 2 Flih 4 5.
FCS_TLS_EXT.1

TSF i&, FTP_ITC.1 (2R §&KfEY —/N— & 0iE(5 %O FTP_TRP.1(a)/FTP_TRP.1(b)IZRT 2 71 7T
¥ b PC L DEFEIZHWT, TLS#f5& Y K— 95, TSF ¥ K— 35 TLS j@fFi1d TLS1.2(RFC
5246)TH 5,

e TLS RSA WITH_AES_128_CBC_SHA
e TLS_RSA WITH_AES_256_CBC_SHA
e TLS_RSA WITH_AES_128_CBC_SHA256

e TLS RSA WITH_AES_256_CBC_SHA256

TSF2R 27 54 7 v NPCLMWET BIBEDEME

e TSFiZ., FCS_RBG_EXT.1(b) % U'FCS_CKM.1(a)iZf\>, TLSH#E THWBRSAD Y —/N—
MEHES L OARMEZ AEK T %5, FCS_COP.1(b) U'FCS_COP.1(c)IZfE\W, T O H &
Ny aT7NhITY AL ERWTY—N—iEHEOEL ZEKT 5,

o MEDIMT —22LETLHIFILNTOEY TH 5,

< TSF %, Y= N—MEHE2HANT, 751472 PCHHESNTE 7= RSA A FHE TR
FENTWEMEDOIKZE ST 5, FCS_COP.1(c) %W FCS_COP.1(g)IZfit\N, A v

Y — ViR D 7= D DFEI Ny ¥V F(HMAC) 2 FAIWT, MEOELE» S5 v ¥ a VP
HMAC O#t% £ Hd 2,

o TSFA ET — X DS K UOREEE T 2 HIKIZLATFD@O TH 5,

< TSF &, FCS_COP.1(c) %0 FCS_COP.1(g)iz e\, HMAC O#tx I\, @EF—4
DWEMEEZIT D,
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< TSF %, FCS_COP.1(a)iZft\>, AES-CBC £ — K CEET — X DG SL R OE S %217
‘50

(43§ % TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI iz #:9°3

TSENREFEY — N — & DIE(E %217

5 OBE

5 35
TSFH, BT —N—Pok5NTEY —N—FFHEDO T VX IVEL ZRGET 5 HIEIXEA
TO@EYTH D,
<% TSF i&. FCS_COP.1(c)IZf\W\WH — N —GEHEMGED 2 DNy ¥ 2 iz 5HH T 5,

< TSF I&, FCS_COP.1(b)iZf > RSA BAMGEIZ & 0 ¥ —N—FEHEFED TV XIVEXH ZES
U, BIEEDY — N—GHERIED 72Dy & i g d 5 Z & T — N —FEHE D HEL
MREEZ 1T D

MEDOTET — X 2 EGT 5 HEIILATOED TH 5.

4 TSF %, v ¥ a VP HMAC O#t% AR s 5728, FCS_RBG_EXT.1(b)IZfif > TH%
DELE xR T 5,

< TSF %, BT —N—DokoNTE Y —N"—GEHEFIZE TN 5 RSA NHH#EZ FH W
T, MEOIHERE ST 5, FCS_COP.1(c) kT FCS_COP.1(g)iZft\V, A vt — Vi
FED 72D DFEF N ¥ Z(HMAC) % FIWT, MEDEED Sty ¥ a V§E» HMAC ©
xR 5,

TSEDS, JEET — X DB 5L L OMRGEEZE T2 HIEIELA TR D@ TH 3,

< TSF I&. FCS_COP.1(c)& U FCS_COP.1(g)izft\ . HMAC O#% I\ T, W5 — &
DWEMEEZ1T S,

< TSF X, FCS_COP.1(a)lZfé\, AES-CBC €— R TCTHlfET — X DI SL KR OES %217
9,

(BH3# 3 5 TSFI)
« FTP_ITC.1 ® TSFI iz#4° %

TSF2 27 54 7 > hPCLIPPSZ W TEET 254 OHEE

TSFI%, FCS_RBG_EXT.1(b) %X U'FCS_CKM.1(a)iZf¢\>, TLSHE{E THWSHRSADH —/N—
WS XA E EKT 5, FCS_COP.1(b) X U'FCS_COP.1(c)IZfEVy, Z O &
Ny aThT) ALEAWTY —NN—GFHEDESL 2 EKT 5,

TSFIZ, —N—MEHEZ AT, 751472 bPCHhrHESNTEZRSANFIB TR 5L X
NTWEMEDIEEZHE ST 5, FCS_COP.1(c) % U'FCS_COP.1(g)izf\w, A vt — Vi
D7D DNy ¥ v 7 (HMAC)Z HWT, MEDEED» Sy ¥ a3 VHEXPHMACO# % /£
35,

TSFIZ. FCS_COP.1(c)%UFCS_COP.1(g)icfit\ . HMACO#A FAWT, @5 — & Dk
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7.6.

BEMEE 24T S,
e TSFI. FCS_COP.1(a)izfit\ . AES-CBCE — K Tilifz 5 — & DG EAL R O B %17

(8343 5 TSFI]
TV VR —=RSAN—: FYVNERIZHTA VX Tz —A

FCS_HTTPS_EXT.1

TOE &V E— MIHE L 2 5EHERENSA 2T 572012, RFC2818 iZi#& L7z HTTPS 7u b o
)1/%:% LTWwW3, £7-, FCS_TLS_EXT.1 THEZ N7z TLS 71 b a)L % \/- HTTPS j&(E % ]
BEIZ 9 BFEHIZ L FCS_HTTPS _EXT.1 2FEHEH L TW5,

(B8:# 3 5 TSFI]
» TopAccess: A7 A Y, YVaTATFT—RA, TAHAD VN, -V &M EHEER

FCS_COP.1(g)

TSFiX, TLSIEEIZEWTHEDEED Sy ¥ a VHPHMACO# A2 £k 2 Iz E E N5
HMACTHHE NS, 72, TSFIXTLSHEE IZHEWTEET — X OWEMGE % 3 % 72 DHMACT{#
fidfna, FIPS PUB 198-1, [The Keyed-Hash Message Authentication Code) . & UFIPSPUB
180-3. [Secure Hash Standard] %iii7z 3 X vt — Y EKOH#EN160bitOHMAC-SHA-1, A v ¥
— VR K OHEEH256bitOHMAC-SHA2561Zft - THUMI Ny ¥ a X v 2 — VREEIEET I D, 2D
B X Dy ¥ a BIEIE. FCS_COP.1(c)IZfit» T3, ZHUt & D, FCS_COP.1(g)lddBix
ns,

(B389 5 TSFI)
- FTP_TRP.1(a), FTP_TRP.1(b)# & O* FTP_ITC. 1 ® TSFI Iz #:¢" %

BEE7 Y 77— b GBREMS)
PARITEIREMD. 3BT 5 E k2 lk 4 5,
FCS_COP.1(c)

TSFIE. LAFO3DMBIZ AV SN 5,

TSFiZ. FPT TUD EXT.1ZHBII 277 —LT T DTV 7F—hDBIZT7 7 —L 7 =27 DEFEM 2K
HTAEDIT, 77— ATz TIRT I RIVBLABBRTITONS, FOEENY > 2 BEIE
ISO/IEC 10118-3:2004i2 439 2 SHA-256IZft > T\ 5,

TSFix. FCS_TLS_EXT.1IZHEWTLSIIE DY — N —GEHED B ERK F 72 IIMGEEIZIT 5. T OBz
b aIEENy ¥ 2 B%IE, ISO/IEC 10118-3:200412 439 5 SHA-1, SHA-256, SHA-384 X 1%
SHA-512iZfiE> T W53,

TSFiX, WET— X DR ZRGET 812, FCS_COP.1(gUIEWHfI Ny Y a X vt — Vil 2 E
195, TOBIZlibnbHEE Ny ¥ 2%, ISO/IEC 10118-3:2004(Z 489 % SHA-1 X UFSHA-
25612 > T35,

PAEX Y, FCS_COP.1(c)ixFEHE N5,

(8353 5 TSFI]
- FTP_TRP.1(a). FTP_TRP.1(b)¥ & O FTP_ITC.1 (Z#:¢" %

Copyright ETRIA CO., LTD. All Rights Reserved.

85/104



7.7. MEET-2R#E
BUFIZ 2 5 AFDPOZHZ IS 5 BRIk 2 F0d T .
FDP_ACC.1/FDP_ACF.1

TOEIX, =Y —XE T =X DT 7w Afilflle, 2—H—XET— XRDOBIEANDT 7 & AHilfHl & 17
5, A=Y —XEF—XADT 7L AHHIZ, ZOXET—RIHNIFEIhza—F—ID&, nroa
VORI I N A= — DA —Y —IDR KLU GBI OART 7 A 2T 5, £z, 22—
—NEOHIEA~DT 7 AHlfl%, Table 145 X U'Table 15 C/RENBHAIE B, 2—F —=2FD
BENZAE W, BIEDREREI NS,

FCC_ACC.18 KU FDP.AFC.1IE FRD 7 27 L Al L o THEHEI N T WS,

Table 24 D.USER.DOC @ 7Y » + 7 7 & A%t
‘ a—F— | 7 7 & AR
ENAYEE - UADMIN(a)¥ UNORMAL(a)%Z 7'V > b5 XEDEAD
YVaTvas e UTEMNITS,
- HEOBA U XEORES KOH N2 T 5,
- HEOEA L XHEOWEIZESRT 5,
- HEOHA LU CEOHIRIZF AT 5,
U.ADMIN(a) TV YN TEXEDORART B,
s D= DAL TV v X EOMEERIST S,
s D A—HF DAL TV Vb XEORE RS T S,
s D= —=DREL TV v b XEOYIRE TS 5,
U.NORMAL(a) - VU NTEXEDHRAETHAT 5,
MDA —F DAL TV Y N XEOMERERT 5,
D= =R ALTY) Y N XEOREERERT 5,
MDA —F—DMEEL TV v N XEOYIREERT S,

U.ACCOUNTMANAGER - TV NTAEXEOERAZESRT S,
U.FAXOPERATOR - BTOBALETY Y N EOME LT 5,

U.ADDRESSBOOKOPERATOR | + £ TO#HALLZTY) v b XEOWEZIEET 3,

- ETOMRFELET) v D XEOHIGREIEST 5,

R —Y— - @A X N7z UADMIN(a), UNORMAL(a)» 5 7'V > b &
DEAFFIFAIT 5,

- BTORALET) Y M XEOMEZIESRT 5,

- BETOEALETY VN XEORERIEST S,

- BETORFELETY v M XEOHIREIEST 5,

(8383 5 TSFI]
s FEANZL TS U R
s TN UR—RIAN— s T NERIZHT B R T — A
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Table 25 D.USER.DOC DA ¥ v > 7 7 & A5

i 7 2 & AR

VATV EE S

- UNORMAL(a)Z AF¥ ¥ 9§ 2 XEDHADY 3 THiEH &

- HEBRAX vy VU EGROMEZ2H T 5,
- HEWRAX v Y UEEBOWRZES X OHIBRIZE T 5,

U CHEIMNIT B,

U.ADMIN(a)

c AX ¥ VT ENEOBRAEZHAT S,

s D= —=DAF ¥V UEEOMEERESRT 5,

- BTDA—F—=NAF ¥V UZEHROREIZESTT 5,

- HEOZAF v v ULZEGOHIRIZFTL, oo —HF—D2A

¥ v v UEGOHIRIZIES T 5,

U.NORMAL(a)

c AFX Y UTOXEDEAERT T S,
MDY =D 2AF ¥ U EEGOME G T 5,
s MDD L =Y =D AF v U U EGEORES L CHIFRIIES S

2

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

c AFXF Y VT ANEOERARELRT S,
s BTOAF Y VU HBOE2HEST 5,
BT —D2AF v VU EEBORES L OHIRIZIES

¥5,

RERFEL—H —

c AF Y UTEXEOERAEZESLT S,
s BTOAXFY VU HBEOHE2HEST 5,
c BTOAF ¥ Y UEEBOWRZES X OHIRIES 4 5,

(8% 3 5 TSFI)

CEBERRN  AF YV, PATTAAFY Y

Table 26 D.USER.DOC ® I ¥ —7 7 & A &i#

2 | 7 2 & A B E]
ZEWAIVEEA - UADMIN(a)¥ UNORMAL(a)Z I —9 % XEDHEADY
a JArE#H & LTCEIIT 5,

- HEPHRIU7-a¥ - b2 T 5,
- HEDPRAE L ZEGROWEZEST 5,
- BEDPMRE L G OHIRZF TS 5,

U.ADMIN(a) - AV -9 ENEDORAET AT B,
s i a—F—Aav—LUzEGOME2IEST 5,
DI =Y = a— UIRE L 2GR OREZEST 5,
DI —F = — ULIRIE L 2 EGDOHIRZ AT 5,

U.NORMAIL(a) - AT HENEDRAZTAT D,

DA —F—PNavr— LU EEGOME A2 ELT 5,
D A=Y= - UREFE L ZEBOREZIESRT 5,
s D A=Y =3 — UIRE L - EBROHIBRZEST 5,
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D — 7 2 AR

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

c AC—FTENEOHARERT 5,

- BTOAE—-LUZEBOHELZEST 5,

- BTOIAE—-UIREFELZHBOREZIERT 5,
- BTOIAE—UEEFELHEOHIREZERT 5,

REBAEL—H —

- AV—FENEOHEARIERT 5,

- BTOIE—-L-HEGOREZIEST 5,

- ETOIVY—UIRELZEGOREZIERT 5,
- ETOIVY—UIRELZEGOHIGREZIES T 5,

(B 3 % TSFI]
s BNV s O =,

MATzA T —,

Va TERRE L 0u IRKR

Table 27 D.USER.DOC ® 7 7 7 A%(ET 27 & AHIH

‘ 2 7 7 & A G A
EE Y EE - U.ADMIN(a) ¥ UNORMAL(a)¥ UFAXOPERATOR % 7
7 I AREXEDOY a TiAEE L LTEIMNIT S,
- HEDBAX vy Y UZEGOBE 2T 5,
- HEPRFE LU ZEBROWEEFTAT 5,
- HEDMRAE L 2B OEIRZ A4 5,
U.ADMIN(a) « T 7 I AEELEOBRAETHAT B,
s D I—HF—DAF ¥ VEGOMERIEST 5,
s MDY —DREEFEL B OREZIERT 5,
« D2 — Y —DURAE L S EERDOEIRE AT 5,
U.NORMAIL/(a) © T 7 ARBXEOBRAEZTAT B,
U.FAXOPERATOR s LD A—YF D2 F ¥ v UEGOME RIS T 5,
s MDY —EFE L - HBRORE R ERT 5,
- fhD =Y —DURAE L EGDOHIREIES T 5,
U.ACCOUNTMANAGER « T 7 AEENEOBRARELT B,
U.ADDRESSBOOKOPERATOR | + £ TDAF ¥ VHGDHEZHET 5,
- BTORFLUEHBOREEZ ST 5,
+ BTORTE L EEOHIRZ G 5,
KA L — Y — « T 7 AEGENEOBARELT B,
- BRTOAF v VHBROMELZ ST 5,
- RTOREFELUZHBOREEZHET 5,
- RTOREFELZHBOHIREZ ST 5,
(B3#3 % TSFI]

- BES RV L T 7 7 AEAE,

Va TERE L 0u I KR
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Table 28 D.USER.DOC 7 7 7 AZ{E7 7 & A filfH

i 7 2 & AR

VATV EE S

- U.ADMIN(a) ¥ U.FAXOPERATOR % 7 7 2 A& {EX#HD Y

a 7iE# L UTEINIT 5,

c RTDT7 7 I AZEXEOMES KO Z AT 5,
- BTD7 7 7 AREXEDREZESRT %,
c BTDT 7 7 AZEXHEDHIREZF AT 5,

U.ADMIN(a)
U.FAXOPERATOR

c BTDT 7 VARG —DBIEIC L ST ZEE2HTT

%,

c BTDT 7 7 AZEXEOMES X O Z T4 5,
c BTDT7 7 7 AZEXEOREEZELT 5,
- BTDT 7 7 AZEXEOHIREHTT 5,

U.NORMAL(a)
U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

c BTDT 7 IV AZERF I —DEIZL ST ZE2IAT

2,

- BTDT 77 ARAGEAEORE S L OHRZHERT 5,
* BTCDT 7 7 AZEEBORLE LAY 5,
* BTCDT 7 7 AZEEBGOHIFREHAT 5,

RIAGEL—Y —

CBTOT 7 I AZE R —DREIZ L ST ZEL2HAT

%

- RTDT7 7 7 AZGEGEOMES KO ZESGT 5,
* BTCDT 7 7 AZEFEEORLEZESRT %,
- BTCDT 7 7 AZAFHEEOHIRZHES T %,

A9V

c BTDT 7 I AZEXEZI—F—DEMIZ L S53 TOE O

RIS ZIEST NS,

(BH5# 3 5 TSFI)
« BESRL s Y Vb

- ZOM:PSTIN 77 2 AL VR T2 — A

Table 29 D.USER.JOB ® 7V v + 7 2 & A%l

a—F—

Va e

7 2 & A HIERAI

- U.ADMIN(a) 2 UNORMAL(a)lZ &7V ¥ T LAY

a7 DY aTaEZEL LTEINMNITOND,

U.ADMIN(a)

- TV VNV a TOEKETAT 5,

- 2TOS) NV a TOMEERHFAT S,
s ETOT) NV a TORERESRT S,
- 2TOTV YNV a TORGELEH AT 5,

U.NORMAL(a)

- TV VNV a TOERELTAT 5,

BTNV aTOMEERTFTT S,
cBTOF) U PV aTOWREERERT S,

- BHHOTY Y MY a TORGE UIEFHFATS 525, fho1—4—

DT Y a TORGE UIREST 3,
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D — | 7 2 AR

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- TV VNV a TOEKEEGT 5,
BTNV aTOMEERTFTT S,
cBTOF) U PV a T OWREEREST S,
c BTOT) Y a TR L EHEET 5,

REBAEL—H —

. X 17z UADMIN(a)., UNORMAL(a)ic k371 v b

- TV VNV a TOERETAT 5,

s 2TOF) MYV aTdTDOMEREST S,
cBTOF) U PV a T OWREEREST S,
c BTOT) Y aTORMELEEST 5,

a T OMERKIZFF S 5,

(BH5# 3 5 TSFI)

C BEANRL s T U, VaTdERRb LR ZER

- TopAccess : ¥V a 7 AT —& A
Ty NERIZHTHA VR T —A

- TV VR—FITAN—

Table 30 D.USER.JOB DA ¥ v V7 7 & A&

—_—
Va e

- U.ADMIN(a) ¥ UNORMAL(a)lZ I &A% ¥ v FEfT LY

7 2 & A HIERAI

a70vaTiEEL LTEMNIT NS,

U.ADMIN(a)

c AFx vV a TOEREDTT S,

- BETDAF YV YVa 7OMERZFAT S,
- ETDAF YUV a TORERESRT S,
- BTDAF YV a 7ORGHLEH AT 5,

U.NORMAL(a)

- A¥ YUV a TOEREHTAT 5,

s BTOAF Y Va7 DOMERHTT 5,

s BTOAF YV aTOREREET S,

- HEOAX vy >V a TORGE UIEFHAS 525, fho1—4—

DAF ¥ >Ya7OHGEUIFEST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR

c AF¥ YUV a TOEREEST 5,

- BTOAFXF Yy Va7 DOE2HWT 5,
c BETODAF YV a TOREZIESRT S,
- RTDAF YV a 7ORUH L ZHEET 5,

RpdE L — —

c AF YV a TOERERGT S,

- BETDAF YV YVa 7OMEZESRT 5,
s ETDAF YUV a TORERESRT S,
- ETDAF YV a 7ORUHLEZHEET 5,

(Bd3# 9~ 5 TSFI)

CBENRRIL  AF Y Y, DATRAAFY Y., VaTREB IO SER

- TopAccess : Y a TAT—X A
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Table 31 D.USER.JOB ® a¥—7 27 ¥ A §lfl

i 7 2 & AR

VATV EE S

- UADMIN(a) UNORMAL(a)Z HEMFEITLza -V =

T0YaTHiaHE LTEMNT S,

U.ADMIN(a)

- A=V a JOEREHAT 5,

- 2TCOIA¥—YaJOMEE2#HAT 5,
- RTOIAE—=YVa TOREEHET 5,
- BTOIE—-YaJOEHELEHTT 3,

U.NORMAL(a)

A=Y a JOEREHATT 5,

- ZATOaAVY—YaTOMEEH T 5,

- BTOAY—Ya TOREEIERT S,

- HEOIE—-Ya JOEEUIEHTT 50, o —5—o

IE—Y a3 JOEHUIFHEST 2,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- A=YV a TOERERST S,

- BTOAVY—YaTOMEEHT 5,
- BTCOAE—Va TOREZRERT 5,
- BTHOIAE—YVa TOHMELZEERT 5,

RAAEL— Y —

- A=V a TOEREETT 5,

- BTCOIA—Ya JTOMEZERT 5,
- RTOIAE =V a TOREEHET 5,
- BTOIE—Ya 7OEHELEHEET 5,

(B83# 9" % TSFI]

C EERRI O —, DAATIY—, VI THRRB IR ITER

- TopAccess : Va7 AT —R& A

Table 32 D.USER.JOB ® 7 7 7 Z3EET 7 & A%

T

VaT e

7 2 & AHIERAI

- U.ADMIN(a) ¥ U.NORMAL(a) ¥ U.FAXOPERATOR # [

GNFIT U7 7V AREY a 7DV a TRaE#H & UTHEIN
%,

U.ADMIN(a)

- Ty O RREY a TOEKETAT 5,

c BTCDT 77 AREY a TOMERHATT 5,
c BTCDT 77 AREY a TOREEHELT 5,
c BTDI 77 AREYa TORE L 2#H AT 5,

U.NORMAL(a)

- Ty O AREEY 3 TOEREH T B,

c BTDIT 7 I AREY a TOMEETT 5,

c BTDT 7 7 AREY a TORERELT 5,

- HEO7 7 7 Z%EY a TORM U LS T 508, flioa—

Y—D7T7 7 7 AREY a 7OHIH VIFES T 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

- T O AREY a TOEREEST S,

- BTCDI 7V AEEY a TOMEEHT 5,
c BTDI 7V AREY a TORERIESRT 5,
c BTDI 7V AREY a TOHMHE L 2IERT 5,
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D — 7 2 AR

U.FAXOPERATOR

- Ty O RREY a TOEKE T 5,

c BTDT 7 7 AEEY 2 TOMEIXIFT 5,

c BTCDT 77 AREY a TOREEERT 5,

- HHO7 7 7 A%EY a TOEGE UL 528, flio1—

F—DT7 7 7 AEEYa TORMEUITESRT 5,

REBAEL—H —

s T O RREY 3 TOEREESRT S,

s BTCOT 77 AREY a TOMERERT 5,
c BTCDT 77 AREY a TOREREERT 5,
c BTDT 77 AREY a TORGE L 2ERT 5,

(BH3# 3 5 TSFI)
 BERRI T 7 7 AR E,

- TopAccess : YV a 7 AT —& A

Va TERRE L u IRKR

Table 33 D.USER.JOB D 7 7 7 AZ(ET 7 ¥ A%

| Sl=ii= | 7 2 & AR
Va JHEH - UADMIN(a) ¥ UFAXOPERATOR % 7 7 Z A%(5Y a 7D
YVaTdpaH e UTEIMNITS,
U.ADMIN(a) AP —DBEICESTRTDT 7 7 A%IEY 3 TOMEKE
U.FAXOPERATOR GERE
c BTDIT 7 IV AZEY a TOME2HAT 5,
- BTCDT 77 AZEY a TOREEERT 5,
c BTDIT 77 AZEYa TORE L EHEET 5,
U.NORMAL(a) AP —DREICE ST RTDT 7 7 AZIEY 3 TOMENE
U.ACCOUNTMANAGER A5,
U.ADDRESSBOOKOPERATOR | *+ £ TD7 7 7 A%ZEY a 7OME KT 5,
c BTDT 7 I A%EY a TOREEHERT 5,
c BTDT 77 A%EY a TORGE L 2ERT 5,
ARRE L —H — AV —DEREICLSTETDT 7 7 AZIEY a TOMEMRE
FAS 5,
- BTCDT 7 VARGV a TOMERELT 5,
c BTCDT 7 I ARGEY a TOREREET 5,
c BTCODT 77 AREY a TORGE L 2ERT 5,
(BH:# 3 5 TSFI]

- BERROV Y a TRRB L0 TER

- TopAccess : YV a 7 AT —& A

- FOM:PSIN 77 VAL VR Tz —R

7.8. PSIN7 7 7 A-%v 7 — 27 D5

PAUNIZ S & B2 BT B S % SRRk 2 Glik 37 5,
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FDP_FXS_EXT.1

Ty IV AETLOBHEIX, 77V ARGEBIUO 7 7V AZEOATH S,
TOED7 7 7 AA VR Tz —Alk, T 7 7 AL 7 7 7 ANET — X DEZIED RIS .,
ZOMDEMNTT 7 7 AL VR 7 2 —A&MHT BHITHR,
TOED7 77 AA v R 7x—AlE, EZETObbaLe UTITUTHM G DAY KR—+T53, Z0D
72, TOE & PSTN & OiEfElX, 77 27 A7 0 b ALz RZEDAZMNITEN, 72—XBD
F AV T = a VOB L RWEEIR, TNLAED 7 = — XIZBFETEET T — 12425728, TOE
EF ERR A YIRS 5,
Zhizk b, PSTN & LAN o 7)) v Vi 2 &1L TWwW 5,
(BH# 3 2 TSFI)

s EERIIL L T 7 o AR

- ZTOM: PSTN 7 7 VA4 VR T = —A

E CIRERET:
BURIZ 2 5 AFIAD B2 S 2 BHRER 30d T 5,
FIA _AFL.1

« TOE X, #/E/NF V8 LU TopAccess oA —F =201 35802, mBRICHKII U 7Zi8GE % 7-
BT AY Y Oy ZIRRED T 24 Vi S I F AAER A, UADMIN(a)IC & > CRE S 17
[F2 (1~30) 1ZEEU KR, 40—V —ID ZEDRHBe Yy 777 25,

- By 27 MNREIIHZI-F—Duy 27T b EERT 2864 UADMIN(a) &
U.ACCOUNTMANAGER IZf&t 4 %,

(BE3E 9 5 TSFI)
R Y (VAT ) Vi u B G0
+ TopAccess : B2 1 v, HHERK

FIA_ATD.1
- TOE X, 2FaVFqa @ LTa—Y—ID &1%% % 21— — 1z BT B8k Ut 5.

(8383 5 TSFI]
- TopAccess : 1 —H% —&H

FIA_PMG_EXT.1

TOE &, 2 —¥ =AU — ND&fk, ZHOBIZI—Y — 27— N2RET IEEZEMELT S,
AT =R UTHBINBELFERA L, TAT 7Ry NDORE, INCFE, BFE., AFim (+,-
[ =2\ _" {1} A=) | WX (l@#S ~ (). BLXCTHMEEHRT (RA1 V3 @T?L\7
TR TIVRAREDYET 4 T RO Ml Table 16 2) TH 5, £7z. UADMIN(a)iZ & -
TNRAT — Nz 156 XFLARICERET 2 HAHRETDH 5,
(B89~ % TSFI]
i (VA DI W, 1oAY, EEEFRE
» TopAccess : Dﬁ’f/\ TR
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FIA_UAU.7

TOEW, #ENINDPEA—HF =P AT = NE2 ANT 5 L, HIEET EOATXFORDDIZX I
—XFE LT “@ #EKRL., ANUXFIEREFRLERY, EABRIZ, Web7 708 h 6 —9—
WNRAT—REANTEEHED. ANWUEZXFORD IR TEERRT S, 72720, AREECFIEHE
HA$27 70V IEREFELEZXFERRT D,

(B89~ 5 TSFI)
VA ) P = B
- TopAccess : A7 A

FIA UAU.1/FIA UID.1

TOEWX, =Y =%l - BT 28 RT L, 22— =T ATV DT —XRXR=2 Iz LT
—F— O N ETIN, 2—F—IDENNAY — RBNHIEEE N TWE 2 LTy v L
T=RE—HULBRWEER A VIHER I, 2V —IZHEAN B Y T IRRRIND,

T34 TV RPCIROE TV VR =RIAN=2NALTEITINE TV bOGEIK, TV hYadi
XY a 74 —F—0a—H—IDKF ﬁémm‘ab TOEIX 7Y v Y a 7 &2ZE LRI ZD—
ﬁ—lD%éﬁﬁBUbiU‘/bf—»F‘ﬂe: TV MY a T EREINT S,

7z, TOEIX, 77 7 AZETHEICIX, 77 7 A%EY a TOHEMNE Bl 2T70TI27 72 A%(E
T — X ZTOEIZRET %,

(BE3# 9 5 TSFI]
S (VA D = 7
- TopAccess : A7 A
TV MRIAN= TV FNERIZNT SR T 2=
- ZOM:PSTN 77 7 AL VR T = — A

FIA_USB.1
- TOE &, # e RaF Ik Liza—Y— a—¥—1ID, &&E %2 EEf T 5

(B85 5 TSFI]
- BERXOV m T v
- TopAccess : A2 A

7.10. ¥ a2V 51 S
PAFIZZ 5 A FMT O EARIZB 4 3 Btk % b 35,
FMT_MOF.1

TOEIX, UADMIN(a)D&IZ, £ F 27 F v 2 I)VOSEEHE D E R/ HEshi% € & U 0 £ 2 5 H%RE % 1Rt
T2,

(B389 5 TSFI)
s BRSO ST
- TopAccess : HHEHHE
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FMT_MSA.1

TOEl%. U.ADMIN(a)iz LA T OHhE % Haft 3 %,
&I Y—ID OfFl. £E, HAE, WK, T2 AK— b
- 2%EOFENK, £FH, fed, HifgR, =7 AF—1

TOE!%., U ACCOUNTMANAGERIZ AT O#E 2 4t 3 5,
- Z2a—¥—ID Of&EE, T AK—F
- UADMIN(a)Z < 2—H¥—ID OERk, £, HifR
- U.ADMIN(a) % R < $&E OERk, 25, HIER

TOEIZ. UNORMAL, U.ADDRESSBOOKOPERATORIZLL T Dikfe 2 2t 4 5,
- BHOa—¥—1D Of&E
- HEOHREOREGYE

(B8535 TSFI]
- TopAccess : 1 —H% —4&H

FMT_MSA.3

TOElX. D.USERDOCH & OD.USERJOBLFHHUMER SN ABH, TDvF ) 7 @EOMHEE
LTENZRERLEZI—Y -0 - —IDE2HY TS,

TOEIZ, D.USER.DOCH LK UD.USERJOBO KR INBEEE, ZDXrFa )71 @EThsra1—¥—ID
DOUIHMEZ FEE T 2RI L 20,

(BH3#3 5 TSFI)
s BERFR A — DATATY—, AF YU, DATZAAFY Y, 777 A%EE
- TopAccess : Z—H% —i5H
s TV UR=RIAN=: T NERIZFNT B VR Tz —A

FMT_MTD.1

TOEIZ, U.ADMIN(a)iZ AN O#E/ERERE % 21T 5,

- UADMIN(@)D 2 —H—=/RA 7 — RDEHEL T2 AK— h
U.ACCOUNTMANAGER O 2 —H =27 — KDAHE L T 7 AK— b
U.ADDRESSBOOKOPERATOR @D L —H— AT — ROLHEEL T7 AK— b
UNORMAL @2 —H#— A7 — ROLEFH L =7 AHK— b
07 A VRAT—=RDODANY b T A FBDOERE
0Oy 277y NGO HE
Oy 279 NEINEZETHT VY NDAT—RAI YT
FA—ba 7y M OEE
HIRH G D25
BINSAT - REDOEH
7 RV ARDIER. £, HIbR
SYSLOG ¥ —/N—D#&EDEH
FTP % —N—Di%EDEH
VIMNI T DON—Va VR Ty TF— b
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TOEIX., LAF O#EAEHHE %2 U ACCOUNTMANAGERIZHET 5,
U.ACCOUNTMANAGER @O 2 —H =27 — ROAFE L T 7 ZAK— b
U.ADDRESSBOOKOPERATOR DL —H# — /XA T — ROLEHEL L7 A K— |k
UNORMAL D2 —H%#—/ N2 — KOAEFH L =7 AKR— b
UADMIN(a) Mt Dua Yy 279 NN T IV NDAT—RXAI VT

TOEIX., DANDO#/EREEZ U NORMALIZIRHE S 5,
HEDOI—HF— AT — RDZE

TOEIX. DAF OEMERAE 12U ADDRESSBOOKOPERATOR % 24t 3 3,
HEDI—HF— AT — RDLEHE

(8383 5 TSFI]
C BERX s a sy R—LAHH, YaTRRBLORIERR, EHERTE
- TopAccess: @21 Y, THhU b, I—H—EH HHEZE

FMT_SMF.1
TOEIX, AT D2Fxa ) 7« Bz RMTS 212X, FMT_SMF.1%258{{ %,

RADNARY THEDEM ¢
U.ADMIN(a)iZ & % H I R D 2 5 18,

2A—Y—IDOEH :
U.ADMIN(a) % 7z 1% U ACCOUNTMANAGER IZ & % 21— —ID O & FH#{E,

I—HY—NZAT— ROEH .
U.ADMIN(a)iZ & 5 UACCOUNTMANAGER, UNORMAL, U.ADMIN(a)® & O
U.ADDRESSBOOKOPERATOR @ L —H# —/R2A 7 — KDAHEE LT 7 ZAR— AR,
U.ACCOUNTMANAGER iZ & 5 UACCOUNTMANAGER, UNORMAL, & &
U.ADDRESSBOOKOPERATOR @D L —H —/X2A7 — KDAHEE LT 7 ZAR— h#EfE,
UNORMAL iZ & 2 B D —% =827 — N DEFEAE,
U.ADDRESSBOOKOPERATOR (Z & % 2 —H# — 827 — K DA H#AE,

I —H — R R MU D HL
U.ADMIN(a)lz k20 27 4 V8 A7 — R D A B DL EHRAE,
UADMIN(a)iZ & 51y 7 7 7 bR D 28 S #4E,
U.ADMIN(a) % 7213 UACCOUNTMANAGER 12 & 209 277 hENETHT Y N AF— X A
D2V T —#AE,

B/NSAT — REDOEM
U.ADMIN(a)IZ & 2 B/INSA T — R EDZEH L,

Wity v a v T UEBOI—F—0IT 75 1 TOEERRIOfEE :
UADMIN(a)iz &2 HEjm 77 v b Il D 2 1R,
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YF 2T F ¥ RIVERE :
U.ADMIN(a)iZ & % TLS i#{5 DA%/ M) D2 5EH#AE,

7 R L RIRDEH :
U.ADMIN(a)iz & 27 K L RO ZE A,

SYSLOGY —/\— :
U.ADMIN(a)iZ & % SYSLOG H — /N —3% € D2 FH #AE,

FTPH —/N—:
U.ADMIN(a)iZ & % FTP ¥ — N — & D Z HEAE,

VAZE Ny E e
UADMIN(a)IZ £ 3V 7 b & =7 05— D0 SR E T 9 FF— |,

(B33 2 TSFI)
CBERRI B s Ay, R—AEE, VaTTRABLOOIRR, HHERE
» TopAccess: T2 A >, Thwr b, 2—HF—EH EHFHHEHE

FMT_SMR.1

TOE!%. U.ADMIN(a), UACCOUNTMANAGER, UNORMAL® & U
U.ADDRESSBOOKOPERATORIZ B# 3 2 1% E 2 RFF L, 21—V — %2 &8I HR0I2F D& E| % 5 Y]
ma—Y—IZBEEMN T 5,

(BH3#3 2 TSFI)
S V(A 9 = B N
- TopAccess : AZ 1 v, 2 —H —45H

7.11. TSFO{FE
BURIZ 2 5 2 FPT OB 89 2 B2 08T 2,
FPT_SKP_EXT.1

- TSF (&, FCS_CKM.1(a)® TSS IZFliR DY — N — I H 2 fAEVE X TV IEXTRET 2232 TD
AT 7 AT HEREIZRME L TRV, 2, INSOY —N—EEIIERITCHESI N
%,

- TSF &, FCS_CKM.1(a)® TSS (ZFEik DY — N —Fp gt % BIH R Al e R AR A ML —TUTH
% SSD IZf#f7 9 % & 21X, FDP_DSK_EXT.1 IZ4¢ - 7= FCS_COP.1(d)iZ & » 128bit ® DEK %
F\W7z AES-CBC TH 5L U CHE S SCIRIETHRIFT 5, H5IZHE L DEKIZH LTI, &#Toa
—YP—IZT7 7 AT HHE R R L TV, 72, I H O DEK IFEJFETHEI NS

« TSF X, FCS_KYC_EXT.1 @ TSS IZstik O#Eds & MR (KEK EHE, R S{b#E, KEK
BHH Y57 F A, KEK, DEK, ¥ 7~ A2, LUKS ##) %M A€V IEXTRET 575
ETDA—Y—IZT7 7 AT HHEEBEZIREEL TV, £72, 56D CSP IXEFRcEEh
%,
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- TSFlX, AUy ¥ v I N—F 1> a v DEK 2 FKMEAEVITEXTHRET 50, 2 To1—Y
—IZT 7 AT HERER I L TV, £, 25D CSPIXEJEMciHE IS,

+ TSF i, FCS_CKM.1(b)® TSS (2l KEK E H §# & STk 5 (b 2 FROM (X TREFET
LM, BTOI—H—IZT7 7 AT HHEREIZRM L TV,

- TSF i, FCS_CKM.1(b)®D TSS (Z72ikd TLS @FHD & v ¥ a3 Vs X U HMAC O # % fEF M X
EVIEXTHRETIN, 2TOA—F—IZT7 7 AT HREEEZ AL TRV, 2, Zhoondt
Wk, EFEErcHEI NS,

ZNIZ K DFPT_SKP_EXT1%2FEE L TW5,

(BH3# 3 5 TSFI)
A

FPT_STM.1

TOEIZ, BAO 7 %25EkT 57-DIZTOEIZAEEI NS Y 770y ZICH T2 4] |
TH1I . THI . TR . 1491, B 2214 L2207 UTHETAZ2IZLD,
FPT STM.1%#%EB L TW5,

([5# 9~ 5 TSFI)
FAU GEN.1. FAU GEN. 2 @8 TSFI 1z#3° 3

FPT_TST_EXT.1
TOE 1. EIFEFHRHIZUFDORLT T A &ETT 5,

« TSF 1 A —Y ORGEE
TSF 1 MFP 2 #1525V 7 b7 =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) THH X
NTEH, TSF DIELWZMEET B272DICS AT LT 7—L V2T VAT L) 7 NI T7DZEN
FNOA A=Y T 74 IR LT, ARG RIC RSA, /Ny ¥ 2Bz SHA-256 #{#iH L /2%
BLHRICEDMEF2FEMT 5 212X Y TSF OEWEEEZEIELTWS, /2, TV rvX—a=
v MDD 7 7 —247 7 (ENGINE FIRMWARE) , A% ¥ F—2=v DT 7 —LD T
(SCANNER FIRMWARE) , 7727 A=y MO 7 7—L7 =7 (FAX1 FIRMWARE) I,
B216bit DF = v 7V LEZFHEL, 77—z 7 OFEEOWEEZBRAT E-DITA A=V T 7
AIVDECKIEEIT>T VWS, 1 A=Y T 7 A VORI CTEREMRIBEINZA A=V T 71 VITH
g, TOE DNRFNLDA Y=V HRKRT) TIZIFY - ATy TI—=2FRI N, TOE i
FaEhiELa2—Y =X TOE 2fiHTE <%

s T hREY=FHONIVZAT A b

MFP 2 #1457+ v 7 (SYSTEM SOFTWARE) (3FEIFEHIZ rngd ® 7at 2% BB L
7z#%. Linux PRNG ®/dev/random 75 4096 /N1 b 25 L T NIST SP 800-90B IZ7: 5 - 7= H
CHGEEZ1T75, 2D & & Linux PRNG IZZY bV —%2#849 5728, rmgd IZX1 hL—7DY)
Ik Z 4 T RDRAND 4 2 RIS, ZOROH LT 10 F DT 7 —(CF=0) 214 %
&, BERHoOn 72 H L Tmgd TRt AEMK T IS, TR AERX AT ORGP E
HIZmngd D TR AKT 2RI T L2, RXINVDAvE—VERRTV TIZEY - AT Y-
NFREN, TOE EAZEILT S, TOANLVATANOHBIZELEAEREO T Y b o ¥—JFIZh
PHBV 7 NIz TOFHUBRVIEEZ RS 5720 Th 5,
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£7-. CPU ® RDRAND A hd e, TV ha ¥ —HOHIZH S/ 1 XL T W
NI L EGEET B 72012, SoC WiE D Online Health Test (OHT)IZ & 2 e 7~V A T A N H3
EHIZEBEINTWS Z & 2MEET % Buit in Self Test (BIST) AH#ICfrbhd, ZD BIST T
B 2 AT 5 & RDRAND @4 3% 12 CF=0 T 7 —%3KL, MFP 2#lffid5Y 7 hv =7k
J A XFOHEEZRAT D, EEOANVATANTRENREINZGE, 22 ME =LKL
T —a— NPHRRIN, TOE FEEZHIEL 2 —HF —IX TOE 2 {liHTE <75,
- DRBG O~ AT A b
DRBG ® FCS_RBG_EXT.1(a)¥ FCS_RBG_EXT.1(b)lxZ 1 Z 4 NIST SP 800-90A IZ#EHLL TH
b, TOE & ZT N ZN D TSF % HHNZIFOH 3 & 12 NIST SP 800-90A rev.1 @ 11.3 fiio~
VAT A NPHBFEGFEIND, EEROANVATANTEEPREINEE, 2> ba—LX8%00
IZT I —3— PRI, TOE FEEZHFILL 22— =X TOE 2HTE R 45,

([5# 9~ 5 TSFI)
« BENRIL L BIEY—
C FOM o AL VALY F

FPT_TUD_EXT.1

TSFi%. UADMIN(a)iZ, TOEDBEDY 7 M7 = 7 N— a VIEHAEKRT 570D VX7 — A
EUTHEMERIV DR — AEEHOEHEHEHAm 2L, VI 2 T72T7 v I T— 551V R7
T— A UTHRENRIIVOEE LR EHE & TopAccess D EME R EHH % F2t 3 2,

¥z, Ty TT—= b HBENIZT Yy T = TBY 7 MY T OEEWEZRIET 57 ¥ XV ELMRGE DI
Hexteftd 5, TOMGEELIEX, Ty 77— 35877 —L7 7 (SYSTEM SOTWAER,
SYSTEM FIRMWARE, ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7
VIZHBEL TIREEX N D F Y ZIVEL D S, FCS_COP.1(b)IZ4¢ 5 72RSASSA-PSSIZ & W S L7y
vafik, Ty ITF—brL&DETBEKT 7 =L T HSFCS_COP.1(c)iZfit > TSHA-256 TiEi i
UZeny Y afliz gL, AR —HT DI L 2MRTH2HETELWT 7 — L0 =7 hE S PEMGET
5,

(Bds#d % TSFI]
s BEN IOV s R— A HE., EHERE
- TopAccess : BHEHE

7.12. TOEY 7 & A
PAFIZ2 5 A FTA OEMIZBIT 5 BRIz Flid 4 5,
FTA_SSL.3

TOEWX, 2 —H—2—ERMBE ARV EZEELRVE, BHICO 7Y b UET, RERRMIZL5
~150MDOMTHETE S, £/, Web7 I U ¥ %2HL CTOEIZT 7 AL, —ERMEIELEN
&L Yy Y a v ERBHIICKR T LR T Y M5, ERMIXE~999 D TRETE 5,

TOEWX, TV VR =R IANR=noDT) v Y aTd o ACiINgGLy v a vodkizfrbdy., 7
VY OERNEE - bICey a v EKRT TS,

(8383 5 TSFI]
V(YA ) A = B
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- TopAccess : B2 A v~

7.13. BfEENR/F ¥ RNV
BLRIZZ 5 A FTP OEAR:IZ B4 2 B (IRE %2 kT 5.

FTP_ITC.1
TOEX, &Y —N—[O@EHOT — XRH#ED - DOTLS1.2%HH L TRIE%2MIGT 5, TOEM &5
Fy 2 ENLUTA =LY == SYSLOGY —/N—, FTPH—N—=~D7 7 ¥ AT 555121k, TLS
WIE DR % &Y — N —ABRT B,
(BH3# 3 2 TSFI)

- BEAFOV CBFEFY -, B v R ABEHEH, A —, DAATIEY— AF ¥V DALA

AFxry, TV, 777 A%EE, VaTdREBIOOIRR, EHEHRT,

- TopAccess: HZ AV, YaTAT—RA, THAD VN I—Y 58 EEEHE

- TVVR—=RIAN—: TY Y MERIZWNT 24X T7 2 — A

- ZOf: AA VALY F, PSIN 77 2 AL VR T 2 —A

FTP_TRP.1(a). FTP_TRP.1(b)

TSFiX, TOEX ) E— MEHEB LY E— MIHEROBERBIZEWT, @ET—XDOIRHE1LS5 D
(R Y BET — ZOWREDOKRAIT 2 SEHE N A 2T 22012, LFOKEEAR R4t 2,

WEB~R— & DiE(E :
7747 Y FPCIPSTOEDWEBR — I AD GG NAZMNLT 572012, HTTPSA Y M7 —2
7a b aNTERT 5,
VE— MNEHEBIPVE—MNIHEN I 7147 > FPCHSEWEBT 7 U H %> T, TOED
WEBAR— V2 #ifi 3 2 554 1%, HTTPS 7’0 b 20L& W7 8602 R 0 @E PRI 5,
2547 Y NPCH S DERMOEERIL L 21— —FiAlB I FTRTOYVE—- MNIHAET 7>
3 &, HTTPS7' 1 h V& W B IZR D TSI h b,

74TV RPCIREDT) Vb

« IIATVRPCRS T UV R—RIAN—%lio7zT7) v hDEE, TOENDHHE T A<
A %ML T A 72D121F, TLSHEE 71 b 2L TR T 5,
(BH:#3 5 TSFI]

« TopAccess: BZ A Y, YaTdATFT—RA, Thovh, 2a—YF—EH, EHHEXE
TVYR—=RIAN= TV MERIZHTEA VR Tz —A
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ARE(ZHET S TSFIIZDWT, LATD Table 34 (2577,

Table 34 TSFI DE#H

TSF1% FH
BEN XV

B ¥ — AL VALY FIZXOMFPICERBEAL, MFPZEEILZD, MFPZY v v b
R U0 T304 VR T —2Z,

asq Yy BAERSRANDST V2 AT 22—V =%l T 27200 VX7 2 — A,

R — L\ [H A A=Y —RAT - FOEEHE, BLOTOEDN—Y 3 V2R T57-0DA1
VR T —A,

ar— XEEEETD-ODA VR T —2A,

MATZAIE— XEEAEETB2DDA VR T z—A,

AF¥ ¥V FRZEHET -2 U TAF Yy L, AF YV UEEBT—X%2 L Ea—,
R=VHIBR - ZUEZ - FiALZD, FTPY—N—D 7 4 )V RIRELZ0, 8
EDemail7 NUAANZEELZDTE20D1 VX T —2A,

MATZAAF Y Y |FERZEET XL UTAF Yy L, AF YV UEEHEBET—2%2 7L Ea—,
R=VHIBRLED, £/, AFvy o UET—X2RMN7 71002 L TIREDe-
mail7 FUVANREF LD T 520D VR T 2—2A,

AR 72747 FNPCIRrORESNMFPAD R —)L R a— 2 nzFlfEe. 77
I AZAET — REHRT 572001 VX7 —2Z,

77 U AL FRZ2EET -2 UTAF Yy L, AFy Y UREET—X%2 7L Ea—,

RVl - ZLEBAX -HFABLO 77 7 RARETEZHDA VX T — A,

VaTERRBELV

FIR, AF v Y OEFRMP T FLRAIRO T — R 28T 272001 VX7 =

ERZE =TI — A,
B RE BHEDNRAT—ROEFHE, 7 RVARD T — X OEFEFEDERENF 2 )
TAETAEEEZIT O 720D VR T 2 — A,
TopAccess
A G II3A4T VYV RPCOROLT VAT BA—H—%2BHERET 5720D( VX7 = —

Ao

VaTAT—RA

EihoT) v Va T, AxvyrVa T rEEETAEREDDA VR T — A,

THT VB HEDNAT — REEPREINTVWELEENERERRTE7-0D1 VX7 <
_.;(0
O — A—H - EROBEFFDO L -V — T 2EHEIT S DDA v E T — A,
EHHBE F—h 2 ) THREEDOMFPORTE., AT — KR Y—DHFE. 7 KL AIRD
A VKR— FNEOMFPOEMAZITI 2ODA VR T = — A,
VANZ Sl b At
TV Y NERIZK | 2547V RPCRS T Y Vb T —XEMFPIZHR—V N(RF)T 572D 1 v &
TAVRT—A | 72—AThH5,
Z DAt
PSTIN7 7 7 A4  |MRT 7 2 AN S DT 7 VAT —R 225354 VR T = — 2,
VR Tz —RA
AL VAL F MFPIZEJHZHA LT, B OHEEHB L, TOEZHHTE 2 REBIZT 57

HDAVRTz—2A,
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Apendix

Appendix Tl&, BEFEDERE & 5% Cik%E R,

Table 35 KEFEDEH

W= &
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
SSD Solid State Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology
ISO/IEC

International Organization for Standardization / International
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Electrotechnical Commission

LAN Local Area Network

LCD Liquid crystal display

LED light emitting diode

MFP Multifunction Product

NCU Network control unit

NIC Network Interface Controller
NIST National Institute of Standards and Technology
PC Personal Computer

PP Protection Profile

PSTN Public Switched Telephone Network
RFC Request for Comments

RNG Random Number Generator

RSA Rivest-Shamir-Adleman

SAR Security Assurance Requirement
SFP Security Function Policy

SFR Security Functional Requirement
SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip

TLS Transport Layer Security

TOE Target of Evaluation

TSF TOE Security Functionality
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