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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)
AREICIE ST D AIEHZE AR T S,

FUJIFILM Apeos C4030 / C3530

B4 ML JAE— TV TPDR AFvY AL —JD L EEFHEMEEREHET IV
tXIUTAA-HYN(BER/PIT7ND74904EMIT 2025)

N=3y 1.23

F¥11H 2026 £4 H 24 H

ERE EXIMIVLEIR A ) R—YavrR it

1.2. TOE £H& (TOE Reference)
AHITIZ TOE OFANEHZECHT S,

FUJIFILM Apeos C4030 / C3530
dE—. TUVU R T7DA AF vy ARL—ID EEEHEBAEERHTTIL
TOE OIN—Y3v Controller ROM Ver. 1.50.5

TOE #&

A TOE &, L TFOVWTNHDEHTHS.
BALRE T

[SLE N=v3y

FUJIFILM Apeos C4030 JtE—. 7YV k., 779A, A%v>, AL— | Controller ROM Ver. 1.50.5
VO EEETHEKBEEEETI
FUJIFILM Apeos C3530 JE—. 7YV b, I7DA AFv> ., AkL—
VO EEEHEMBEEHTTI

FIPINY T4y @

[SLE N=v3y

FUJIFILM Apeos C4030 Jt—. 7YV k., 779A, A%v>, AL— | Controller ROM Ver. 1.50.5
VO EEETHEMEEETTI
FUJIFILM Apeos C3530 JE—. 7YV b, I7DA AFv>, AkL—
VO EEEHEMEEHTTI
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m%&%l (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) ABEfiehn . DE—H#RE. AFvUikae. TV MERE. O
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

- -

£ VN1 v
Y *ykI—=5 2
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Q —RRIAEIFATIE ) !
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—fEFIFAE ) A=l
Q Y2FLEEE ) 1 -
D470k JPUEELEN - TOE
A -Web 75704 T~ N " TISNEAH
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1 TOE 0EFE T 3 ERIRE
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MFD (&, 774 70A—)UCL2 T, S8Ry RO =D b D BESNTZH #RA— NIV IUV7 2y bD—D (LAN)A
ERchZRETHERAINS,
Fe. TP AERERIETIEE R ARBEERHEICERINS,

— & FIAE (L. MFD ORENNRILP—RFIBEDZM47 Y bD Web T pT) - RS54 NENL

T.MFD D& EEARMEEEM AT, Fh. VATLEEE (L. MFD OBENSRIPIATLEEREDS

172 r® Web 7595 %4+ LT, MFD OEE#EEZFIAT 3,

MFD (&, FIAZEDHZIXECH L, IE—. AFvUiEE. TIV M A, TPDATOEZIE. XEORRE

tHXlDH:‘.L BEDHEEEE TS, NoDXEDHRSh. RAVVERLLLT 2720, MFD (. FIFA&EZH A

T BHERE. FEMRICE T(XET A PHEEICH T2 7D ARIE . MFD RO ML—JILIR7E-EFES
;ﬁ?@lﬁiﬁ’wii-r SOEES1E. LAN LOBET-HDRE. EEEBFICRELZLF1)T15X TR
. MFD OFAERE%L MFD RERICREFTS—A. TOFIAEREE MFD IO E Y —)INEET

51:#1%4 SEHRE. TSF £1T71—FE TSF T—ANDE LM REE. TSF £471— K7yTTL— FEED

ETI-FOEEMREE. 77DAMEERE LAN 05 BifEe . AL —JICEESN - EREEZIEROL

i%ﬁi#ﬁféﬁ'&’éﬁ@“é

BH. TS LHIBRBEEEE A U0,

ﬁ%ﬁﬂ%dﬁ&’éii%ﬁ%%f—m TR EEMEEEFRTIN. TNoDBEENA TV DETIVT

F. TALEEHETIINEBATILEN DD,

TOE T 38 M. BBEIAREL T, RKRBILENEREI Y R— M 2H. K TOE 5RE TIEARAK

READOHEFEAT D,

1.3.3. TOE LSADN—FI17HEREY T OI 74 (Required Non-TOE Hardware
and Software)

1 ITRTFARRICHEVT TOE (& MFD THY, FEED TOE USNDN—FIIPHELVYT b ?PH
#ETS,

(1) —MEFIAEDSATYH
N—ESI7IEAAD PC THB.
FUVEDSA 7Y FELTRIAT 318 A (3. MFD (L TXETF—A0TYY FEREFTIESD, PC (CIET
YuB— K54 N4 VA M-I T BRENDD.
MFD M Web H—)\#ae%2F AT 315 E(E. PCICA VAR ILENTIVS Web I35 %EHAT 3,
(2) YATLEBEDSATYH
N—F9IP>AAD PC TH3,
TOE (%L T TOE BEF—ADLEE . 77— LITPOEHEITIHIC. Web F5oURBREERS,
(3) Mail 5—/%
AFrUXEEA— L TEET B, Mail =/ \RBEERS, )\~ k917/0S [FLAD PC £ (35
—I\THN. TLS 1.2 TERESINE SMTP JOFULES K- M3 Mail Y—EREA VAL—ILT ik
EhH3,
(4) BEEY-—N
MFD TRAELEEREREINET RN, BEY—/SNBEERS, \— E917/0S [RAD PC %
7@ —/\THN. MFD (3 Syslog 7O FILVERWT, TLS 1.2 [CREL TV EEY—)\CB&E&ERY
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A TOE OFF@ TIE. LEEDN—RII7HLVPVIIIIPELT, UTEFERT S,

(1) Q)O—REFIREBEIZMT7Y MV ATLEBEDZA7V D OS [F Windows 11 &, Web 757
&L T Microsoft Edge #{# A7 %,

(3)® Mail #—=/3lF Cent OS 7.9 &. Postfix version 2.10.1 ##fH7 3,

(4)DEEZEY—)\E. Cent OS 7.9 &, rsyslog 8.24.0 THERINERY—/\&EHT5,
(VIEBVWT. ERATETIVA—RFIMNBEELIMILEIR A ) R—2av it MR T 252 L#ERD
LR RIAN-%ERTS,

BA{M®EI(F: “ART EX Print Driver Version 7.1.8”

PITPINDI1yD4ERM T “PCL6 Print Driver Version 7.1.8”"
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFIAE®RE. TOE OimERIEE . SLUYIERMERICDOVVTEERT S,

1.4.1. TOE BBEDFAE®El (User Assumptions)

A STT.TOEICXMULTEEITSFIAER

&z Table 1 [CEE1£ T B,

Table 1 FIR&ERE

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE

BOoFRAE

(TOE M=% T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE

X
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A 22 1) 1 B

TOE
B RIERs FYv b
AREEEHE > POCAHIE A%y | —EFEE
Y2T LGB
ARSI -
— eI
PSTNI7DA-%yk I7OA > HS4FU b
= v 5555
Mail ¥—)% |, X EDRTFE
EEY—) BissEtEm ML
ARL—Y L EE BiEEEE VAT LG EE
e M H54FVk
SR -Web 7594
bFUTEE
tF1T B
A=Y
x& = EE | TOE
- 0y 8%
75

2 TOE DmI2aIE Ak

1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FUub: —BABEBEBIFATPVIDTIVA—RANDOEONTXET RTINS, T, BE
RRIDHDIERICHEL, ZFEREZXET-INTLE1— BLUN-FIE-HAAEHERLT S,

(2) AFvy: BENSRIDLOIETRICHELD AFvF—LEON-FIE-XBZHHAH . EFHAA
T, AFAvIUEXERTVE1-RTRTBENTES,
A TOE TlE, AF v EEICINEHMENTXE T R L. Mail H—)INEDHEE. XEDR
FFERNH U BEICEDRYDAICIRTF T S REN EET B,

(3) JE—: BESRIDLDIERICHELN, AFvF—LEON-FIE-XE=EHT S,

(4) 77D
TPOAEIE: BESRIVDLOIERICHEL., AFvF— LORRESHAH  RE PSTN 7702
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TARIVERWT PSTN #2HT PSTN 77D ADEHENEET B, Ftd AN EL. EIEHTIC
TLE1—RTRTHENTED,
T7DA%AE: PSTN BEHTEBHAFENOEONTLIPIVIIXET HEREL. XEORTF
ERNH UHREICED ., YATLEEE (LI THRESNERYIANEINT B, SNz XXERTL
E1—RTITBENTES, INVIAIL SA BMERLIEIRYD AZHEE T B

(5) XEMRFEMOHL: XET-AERYDAKREL. BENRIDOOIER., FZ—MKFIAE
D347 D Web T30 D oDIERICETE, RESNEXET-RTH LT, LTOLIGHEE
ERHECT BILBETHS,
A TOE Tl NI AICRTFENEXET AL AF v I HRECI AR v SN EXET 5. 7
POAZEHEEICI O TRIBLETPIVIIXETAOVITNHTHS,
TlEa—: BEARIDLOERICE) RIDACRFEINLEXET-RETLE1-RTT 3,
ENRI - 245 SR DBOIERICED RVDACRFSNXET-HETIV M B,
BOHL: —BFAEDSM17 D Web T30 D oDERICED, —BRFIAEDIS17Y b

NHT,
HIBR: BENRIL . —RBFNAZBDIIM7V MO Web T50FDo0IERICED . RESNLXET
—5EHIFRT .

1.4.2.2. TOE W@t 3% +1UT1#8E (Security Functions)
1.4.2.1 DEAXRHEEEZIET RS, TOE [F. U TOCF1UTI#EERIRH T3,

(1) #EAIERR

FAEOHERFREL . RUMERM 53, MFD O#EEN . BEEF (LI TERM S5SNI RAEDH(C
PDEARRETHBEZRIET %, FIFHEDHANEFREEE . PO AKIEEEBRERIIDRMNELTE
FIASN, tF1)TBEERE MFD OFEREHEOF AECEEF TP LTOXIEICHES, 3
BEEREEE. MFD (CdHTETEND,

TOE (38 AIFREET B7IC, #BE RV FIREDFM172 bD Web T30, TUVA— R340 3

@A B, ID ENSAT—ROA A ERL. /SAT— Mﬁﬁ#(;/ﬁw— RERTEHICRFERTTEY
1= RFN\YD O REE  FRRERITE ER U CGRRAER LIS & | SRRERITEZ (I T HREE

BATWD, Fe. RINSAD— RRERTET IHEEE. D'MJ&L IEE%FEEH*'T’F@%L‘%@(LQEJE"]
(CATMVED) 7T EHEEERA TS,

TOE Z48 RT3 M. R A XL T, AMKRFRELESNERFREI 2 Y R— M 3h. A TOE 3 E Tl

AR OHEFEAT D,

(2) 7HtEAHE

POEAGEE XET-APXET—HLEICEET ZFEHmN. @I 7OE AMEREFOFAED
HITPDEATRETHD EERIIT Do

(3) THREEIE

TARESLld. TOE REICRETEITAPEETACHLT. WEENRRIERS VATI—AND
POEATERGWCEERIIT S,

- TR BN IR - R AR ER AN —ITIMALOXET AR UMEZEDY AT LIE
HMERELED, COLBT )M AN MFD hofRESNEZNTBIHEIC. COLOBT—HERET RN
(CERATNS,
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- TARSEOBEIER. ERICEESNLES 7 T)ALOFERICENRIESNS,
- ARL—YORE ST, MEEERFLQ TIHHAROREICRT I REVERICAE RSN, Rith
R|A ARG ERMEA N —VAICHESIELUTRESNS, THHAROREICRT HERET ST
ET, BIFORESRIEESN, FILBESEIERSND, T, BIEOES L. EREATUICK
#FSN. TOE OFRMICLNEESND,

(4) &IEEAEE
RERYFI-DLICFAETEIXET . VaTFER. EENTHLU TOE RET-HELVIBIET—
5% TLS 1.2 FOPUCELOTREET .
— B SEBETONIL(TLS/HTTPS, TLS)ICx & %,

(5) t¥1)r1EH
VAT LEBEELTHEABLUREISNEFIREOH D, B RNFERB VAT LEBEIFATU L
M Web 759805, TOE RET—HDEEZAIEEICT S, —MRFIAETH>THL. BHD)IAT—F
NEEIIRRETHS.

(6) E¥a1IT1EEE
FIVT/CEEETBER(BIAR, BAIREEDRK., BERSPEERKENF ALY, BEODY
ELTEERY -/ INEESNREFSNS BEOTEERI TLS 1.2 TOPIUTL THESIESNS.
Fz. BEENY(E TOE REDA ML —IICEL BRI SN AIRET, YATLEEHEU THAIFREESN
ERREOHNIATLEBEEDSA7Y M) Web T505N ot ADYA— FF3IEn TES, TOE A
BICRFSNCEEDTNERCEZEE . HLLVEBDJERLHEVEREAJICEEESN, BEEN
TORREMN LT HHEEERA TS,

(7) BIEEER
MFD AQI7—LII7D7Y7T—ME Py7T— bOBERARICY I MII 7D EIE 4RI B720(C1R
FESNB, Flc MFD (&, ZOERN R AIRE G IEF CLNFETISN BV CEEREET B, BET
AMERITT S,

(8) PSTN I77DA-2ybD—=DRED5 B
MFD (&, PSTN 270 Z-%y bI—DRE D57 8#(CEAL . PSTN 779 2ET LD PSTN & LAN RO 7 —
BTy EER T BIDIEABNCEERIET .

(9) APL—YDLEEEHEE
AE—. UV BLUFAF v U FDBHEEDENER . REIA N — VICBBSNLEFIRFHOXET 4
DEEEHEETI,

1.4.3. TOE 0¥#E#EEE (Physical Boundary of the TOE)

TOE 0¥EHGIR AL MFD HR 2K THS, 71 ZIvFNTLF1UTALLEBERDZT a0 d7 RF
VlE. TOE [CE &3, Table 2 i Table 4 [C TOE Z#8p 9 ¥V R—2 Y MEFEH T 3,

Table 2 TOE =& ¥ 3 IHIIVR—% Y b(MFD & {k)

tRlF KK N=33y = Bl A&
BA/ FUJIFILM Apeos C4030 | Controller ROM | NMFURKXDT77—L | B#h=2(FiEL
7I7IRY | A= TUYV M TPDAL AFY | Ver. 1.50.5 DIV ERHANTEN—
749D V. AN YD LEEEFHE Ryz”

BEREETI
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BA/
TITPINY
1499

FUJIFILM Apeos C3530
6=, FUV R T7DAL AFy
VAN VD LEEEFHEK
BEEHETI

IMFIRRKDT7—L | BUZ(FEL
DITERH AN

FoTy

Controller ROM
Ver. 1.50.5

A TOE OA15 VAl Table 3, Table 4 [CRY @D, BAGEREEFMRNSD. BARLRIFEBAREE
iR, ZI7IRO49D A FEEEERRDF A E(CE TSNS,

Table 3 TOE Z#&r Y $¥EHIAVR—2 Y (B ARBRIIHVR)

RERS i Bt A& RE VL NvoafE
GM1643J1-3 | PDF 774Jl | Web B2 { 27UV AHAF ce89fccdc2e604ef4
£ 1R Apeos C4030 ef6907a49ff65846

Apeos C3530 5523ad818d45aal
3831eb22460e691
8
GM1645]1- | PDF 774J)L | Web &2+ Apeos C4030 9273df814eae7e20
120251217 Apeos C3530 d42deffc31fb15da6
E 1R TXI)TABEHRAM R e3c1497146265b8
6939a8a9fa71194
3
Table 4 TOE #1332 MBIV R—R Y MEEBRAIHVAR)

REES i Beft A% REVpE NoYafE
GM1643E2- | PDF 771JL | Web Ba{t Reference Guide 75429al1a5e0c132
3 Edition 2 Apeos C4030 afc17b6a2d99b740

Apeos C3530 9d8a0cB8abfb384d6
c783cf4f3661ab0d
4
GM1645E2- | PDF 774J)L | Web &2+ Apeos C4030 bb892f7d35872c72
1_20251217 Apeos C3530 d4540fd97e61ec37
(Edition 1) Security Function bb7b313ab05a8a8
Supplementary Guide 952ca25e54bd3c9
04
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2. 1.

2.2.

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFi1UT1iRRETEZ (Security Problem Definition)
AETIE, BE. BEOTFIT(H S BHREHIONTELT S,
3.1. &R (Threats)
3.1.1. TOE &jE (Assets)
& TOE H1RH#3 3R EFLUTOLENTHS.

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE %, Table 7 (CEEihT B,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

K TOE HlESF LB N0 RO 1) T4 8tZ Table 8 [CEEiR T %,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
X TOE OEE. A, HLUFAICEAT 3RTIRSH%. Table 9 [CEEiR T %,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. EF1UT4xEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBRENEF1)T1x %K E% Table 10 (CEEHT .

Table 10 ERIRHEQTF1) T4 3 KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE
CTION

The Operational Environment shall provide network
security to protect the TOE from direct, public access
to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that
Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 16 -

Copyright®2026 by FUJIFILM Business Innovation Corp.



Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_ 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE _RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

- 28 -

Copyright®2026 by FUJIFILM Business Innovation Corp.



6.1.

6. 2.

PX1UT4EH (Security Requirements)
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tra)T1H#BEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
a) Date and time of the event, type of event, subject

- 29 -

Copyright®2026 by FUJIFILM Business Innovation Corp.



identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
capability to read all records from the audit records.
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
(for O.AUDIT)

- 31 -

Copyright®2026 by FUJIFILM Business Innovation Corp.



Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for 0.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
sighature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or
-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]
that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

FCS_COP.1(f)

FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Hierarchical to:

(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
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Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

FCS_TLS_ EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
NIST SP 800-90A] using
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA

TLS _ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHAZ256
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES _256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
0O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled

objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of

subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print Submit a View image Modify Delete
Operation: document to or .Release stored stored
be printed printed document documen
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Copy Operation: Submit a View Modify Delete
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document for | scanned stored stored
copying image or image image
Release
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax .
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: . Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Table 13 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
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Print . Create print View print | Modify Cancel
Operation: ] L L.
job queue/log | print job print job
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: j job ! fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ View Modify Cancel
. . Create storage
Retrieval | Operation: . j storage / storage / | storage /
/ retrieval job . . ,
retrieval retrieval retrieval
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log job job

ed

Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by

Users of the TOE.

Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1,

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
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Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: user authentication].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
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Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”

“(“/ “)/I/ [assignment: ” (SDace)//I “////I ||//I, “+//I “I //I “_

n w 7 “/// w, 7 Ww,7@7 ||< 7 o Nn_ w7 > 77 N ?// “/'“ ||¥// n 7//
L LI 2 V4 LI 4 L 7 L ——i L LA 2 L L L

" //, nw?e II, “{“, |\| //, “}Il, “Nlll];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
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Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel.
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6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].
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Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier modify, U.ADMIN
delete, creation

User Role modify U.ADMIN

Folder for Fax receive modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
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jobs owned by U.NORMAL.

U.NORMAL Password modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

U.ADMIN Password modify U.ADMIN

Data on use of password entered | modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | modify U.ADMIN

length

Data on Private Charge Print modifi U.ADMIN

Data on Access denial due to modify U.ADMIN

authentication failure

Data on Customer Engineer modify U.ADMIN

Operation Restriction

Data on date and time modifi U.ADMIN

Data on Autoclear modify U.ADMIN

Data on Report Print modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM | modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

Table 17 Security Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

No other components.

No dependencies.

The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Management Functions

enabling and disabling User authentication

enabling and disabling Auditing and modifying the behavior of

Auditing

enabling and disabling Trusted communications and modifying the

behavior of Trusted commnunications

enabling and disabling Storage Data Encryption
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enabling and disabling Overwrite Storage and modifying the

behavior of Overwrite Storage

enabling and disabling Firmware update
enabling and disabling Self Test

creating, deleting and modifying User identifier

modifying User Role

modifying Folder for Fax receive

modifying U.NORMAL Password

modifying U.ADMIN password

modifying data on use of password entered from MFD control panel

in_user authentication

modifying data on minimum user password length

modifying data on Private Charge Print

modifying data on Access denial due to authentication failure

modifying data on Customer Engineer Operation Restriction

modifying data on date and time

modifying data on Autoclear

modifying data on Report Print

modifying Controller ROM

FMT_SMR.1

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Security roles
(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
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FPT_SKP_EXT.1

Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.
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FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

6.2.7. Class FTA: TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:

Auto clear time for the control panel: 10 ~ 900
seconds

Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:

assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.
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Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

tX1UTRIEEH (Security Assurance Requirements)

Table 18 [CEFa)T1REIEHE R T B,

Table 18 t¥a1UT/{RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_0OBJ.1 Security objectives for
Security Target the operational
Evaluation environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
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Assurance Class Assurance Assurance Components
Components Description
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NBDEFI)TARIIBEHERIRTIIENE., ZR/DBOCFIVTAAR-AFI VDN KR EEZEDEESNDE
BLANIVICEDNTLVSCE, TOE (CHIT5:ERIRIED X 1UT4HERKIN TSN, D TOE B 5 0ffi
EICRE TR EERINTLVBETHD,

6. 4.
6.4.1.

i) T4+ EHRR (Security Requirement Rationale)
IRTFEEDHREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERRNE
LENBCTEHREN G LVRHLE ., Table 19 (CRET 3.

Table 19 t¥1UT(HEEEHIVR—% rOIKTE

BEEEHIVR—2V KEEOMEZESIVR—RVE
BERHIUEHET PP THRESNTLIEH | X ST K@i T kL B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIAEHAIFHRORBE | FIA_UID.1 FIA_UID.1
1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
Pisk SV ERBEEREBMEMN | FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNTZEE B R BME K
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BEZEHIVR—2RUE

REEOBBEEHIIR—KD

BEHBIUEHETH PP THESNTWSEH | & ST Wi TikiEH TR
FAU_STG.4 FAU_STG.1 FAU_STG.1 oK
BEET-EKROMGL
FCS_CKM.1(a) [FCS_COP.1(b) #k(¥ |[FCS_COP.1(b2) oK

EERAN(FERE | FCS_COP.1(i)] FCS_CKM_EXT.4
F) FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) %%l |FCS_COP.1(a) oK
G2 R (XFEEA) | FCS_COP.1(d) #klE | FCS_COP.1(d)
FCS_COP.1(e) #i(@ |FCS_COP.1(f)
FCS_COP.1(f) ¥kl |FCS_COP.1(g)
FCS_COP.1(g) #fld¥ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
E 2RI F7=l4 FCS_CKM.1(b)] |FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) Fk(@ |FCS_CKM.1(a) oK
YRER  BE S RMEOME | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
=242 (5 (R FRRIE B1E | FCS_CKM_EXT.4 FCS_CKM_EXT.4
S1EE)
FCS_COP.1(b1) FCS_CKM.1(a) {0 REHERL
EEIRE(BLER. 1 | FCS_CKM_EXT.4 T7—LYIPDE LR T
&) FHINS NERERTIE.

TOE S+ TRVA—HMERL
L. TOE RICHE BERFT
BV,
FCS_CKM.1(a).
FCS_CKM_EXT.4 [Ci&kfF
LBy,

FCS_COP.1(b2)

FCS_CKM.1(a)

FCS_CKM.1(a)

OK

SRR E(BRER R | FCS_CKM_EXT.4 FCS_CKM_EXT.4

i)

FCS_COP.1(c1) L -
EEBE(\YY2T7IVTY

Z1s)

FCS_COP.1(c2) L -

ESRE(N\yY27ITY)
ALs)
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BEZEHIVR—2RUE

REEOBBEEHIIR—KD

BEHBIUEHETH PP CHESNTLWSEH | X ST KETIkFHE TR
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
&2 184 (AES 4B | FCS_CKM_EXT.4 FCS_CKM_EXT.4
St/ 1ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B4k (RIS 2 1L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
S22 (ST \wY1ky | FCS_CKM_EXT.4 FCS_CKM_EXT.4
t—UEREL)
FCS_HTTPS_EXT.1 |FCS_TLS EXT.1 FCS_TLS_EXT.1 oK
Yiok FERESNSE HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #klF |FCS_COP.1(f) oK
Vask BFTMY FCS_SMC_EXT.1 Ffzl&
FCS_COP.1(i) #kl4
FCS_KDF_EXT.1
RUF1&
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Yiik  BE SR 1E (EL&EY
N5
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YREE BIRENETLS | FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
BIty b 7ot A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
LF1UFBIECELZTY | FMT_MSA.3 FMT_MSA.3
T
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
ik : T4 AD LDT—AR
&
FDP_FXS_EXT.1 L -
Yisg : D7D A0 B
FDP_RIP.1(a) iU -
By M EFIERRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
AL R B BFDER DKL
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BEZEHIVR—2RUE

REEOBBEEHIIR—KD

BEUBIUEHBHF PP THEShTVSEM | & ST WALTKFH FERME

FIA_ATD.1 3L -

FMREARMEER

FIA_PMG_EXT.1 3L -

1/ SUAWAPRN - §:1

FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK

REEDAMIVY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK

REESNTZT1— FI\WD

FIA_UID.1 3L -

A DI

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK

FAFE-YTVIOMEE

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 OK

TF¥1)THEEDSSEL | FMT_SMR.1 FMT_SMR.1

NEE

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK

¥ T RN EE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 L XET-SOMBEHAE

AR MR FMT_SMR.1 HOTIHIMEEEZET S
CEFXTEGLEZN.
FMT_MSA.1 [Ci&#EFLE
W Fz. A& HATER
D774 MEZZK ERIRES
RELFRELELVES,
FMT_SMR.1 [{&k#FLE
LYo

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK

TSF 7—ADEHE FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 3L -

EELAEORE

FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK

EFaUTA1RE

FPT_KYP_EXT.1 3L -

ik R PR HORK

i

FPT_SKP_EXT.1 3L -

YR3R:TSF T—A0D{RE

FPT_STM.1 3L -
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Y e M e S EEHOBEZEHIVR—RVF
BEHBIUEHETH PP THESNTWSEH | & ST Wi TikiEH TR

SEEIMLARVT
FPT_TST_EXT.1 L -
YE3E:TSF TRk
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
L3R S1E8E7YIT—F | FCS_COP.1(c) FCS_COP.1(c1)
FTA_ SSL.3 KL -
TSF RECLZET
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
TSF RIESE8@EF vl | 4 FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

FrlE

FCS_SSH_EXT.1.

FrlE

FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
SIEE/SA(SEER) | $0@ FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

FrE

FCS_SSH_EXT.1.

Frl

FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
S=ESA (B EEM) | 513 FCS_TLS_EXT.1. | FCS_HTTPS_EXT.1

FrlE

FCS_SSH_EXT.1.

FrE

FCS_HTTPS_EXT.1]

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHTERT BRI R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAVCEINTSCE, TOE [CHITERRROCF 1) T HERSN TSN, 12 TOE B H0ff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET1 > EF21UT(REE
EHEERT SHNBREGHFEICOVTOREDOH M4V AR ETIEHICERSN TS,
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1.1.

TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 20 [CTOE t¥1 TR X 1) T HBEEH DRI ETT o
AEICERBATS TOE tXaT/#EEE 6.1 HlCEERSNZ X 1) TR/ ERBT LD TH D,

Table 20 TOE t¥al)T1#aet X1 T4 REE H DXt IS B &R

tFa1UT #EE

=
ot A,

arR

f
f

PSTNZ 7 D ZA-%v 7 =5 B0 75
AbL—=—YDLEEZFHEE

7Dt A HlH
t¥a1l) 74 BHE
RE13 EF
=

28 Al

=
=]
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

;
NN NN AR =R

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

AN ENENENANENENENENAN

FCS_COP.1(f)
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tFXaUT1#EE

SFRs

¥ B

EEDEPE

PSTNZ 7 D Z2-%v b7 =5 EO 75
AbL=—YDLEEZFHEE

7Dt Al
t¥a1l) 74 BHE
e
=
g

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

N ENENENENENAN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

DN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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tFa1UT #EE

o
R
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o
D>
|
W
= L
> #U
Kl iy T
~ & ~ iiN = o S
Ih ¥ Ih )] gp |l N
i D < D 'Il;bl .Eﬂ. [’E! Y |
ma H N H b R = 2
B | & | o | & | o | L I
SFRs - NN IE | k| IE | a ~
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR EF R SN2 E DRI AEBTIFC MFD OREREZERT HERZHFZEHIC, #1E
BRIV FBEDSA7V D Web UI(*), TUVR— RS54 \ho1—F—ID £1—-%—)\ATV—-FEA SIS
BTEHAIFEEL T BHERETH D,

MFD [CESFSNTVSF AEFEHREEA LT, #AREE1T,

(*):FAZEDFMTV+ PC D Web I35 &MU MFD O —/\#gE, B L. TM1VUA—ky M —E
ALEVOB M TIRESN S KECHWVTIARIELRE, Web UI RS,

(1) FIA_AFL.1 Authentication failure handling (F2EE&BXEDEDIRLY)
TOE EFIAZEN TOE APDEART BHIIC, FIFAEDFRRE 217N, FREEE1TRFDERAE 2 BOG TG 1
BEERHELTLS,
FAZEOARAKRRILICH(TRRAM LR ERE L. 7L AMER RIS THRESN TS E S (1~10 [E)
DEFEIIET DL, BEEFIAFEOHAIFRIICEALTIE. TOE OERUIM/BIRAFTRZHF Ik
{133,

(BiEY % TSFI]
BAENRIVDERIERE
Web UI O 5IFEE
TUVR—FIAN
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAFICK LT, 1—5—ID £ZENZRMHELTERL., ENLEHAIFRIELZFIAEICKL
TEINHI3,

[FIA_ATD.1 [CB8:&9 3 TSFI]
BENRIOE IR

Web UI (& E4gE
[FIA_USB.1 [CB8:&9 3 TSFI]
BAENSRIVOER RS

Web UI D& RI:23

(3) FIA_PMG_EXT.1 Password Management /SA7)—RE&EE
TOE [(CHWVT., M EEED/\AD— FEER ., FLEXRAZBIAOF AEZHZ-EEHDIRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF BF . RURDFFHRXF
(17, @7, C#7, Y$T, “o%%T, AT, R, R (R, ), " (space)”, N, T N N

AR A\ /EER\NY 0/ SRR\ U / SR\ W 14 \\<II A\ ” \\>II \\?II nwruw \\¥II A\ S /Y V/200 \ NN / SR \ N g\ \\|II A\Y ” \\ II)
rotr rotror = root / I —

F. VATLEBREIRLIIAD-FREE 0~63 X%@%ﬁl&lt&m?éhtb\t%éo
TOE (FCDERFEICLD 15 XFL EICRETRENTES,

(B8:E T3 TSFI]
BENRIDOEIEEEE
Web UI @%}E*ﬁ BE

(4) FIA_UAU.1 Timing of authentication FBEEDRA13IVY.
FIA_UID.1 Timing of identification #BIDA1IY

TOE (FFIAEDHEARIEARXELT. KRB AR EHR— M3,
BRI EEREND M UATI— AL ARES RV RIAZEDFM4 7V bD Web T30, F)oA—Fk
110D 3 &8N HD.
BIENRIV, FIARFEDZM47V MO Web T30 Tld. MFD #aeDIRIEEEF AT T 5HIIC, ID &/VAD
— REAHNSET, ABESNE ID E)SAT—RHF, TOE [CB SN TVS R AAEERE— BT I EE
REET 3,
Fe DFMTU R PC DTV bTF=AICE 5ENDS ID &) AT— FICED T4 XK= b)Y M DR
Ei’Efth*'ﬁbné
FRRE(FIA_UAU.1)&3 R (FIA_UID. 1) EIEFICEITSN. 3R - REEDm AN LI DA 1
ENEFRIEND,
ARERHI LD FAX DZEICDNVTIE, TOE (&, ARSI ET(C. FAX T—4%%2{E7 3,

(BiEY % TSFI]
BAENRIVDERIFRE
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Web UI O#RIEEE
AUVEEE SR IA
NREBEFEEILR

(5) FIA_UAU.7 Protected authentication feedback {RESNFRIEI1—F/\wD
TOE (31— —FBFEEFIC. NAD—REIRTHIC, NAT—FELTANSNEXFHERHD"@®

(bullet) "%&. #84E)1%)L Web J50H(ICRRT DHEEEEIRIET S,

(R8:&E9 % TSFI]
**ﬂzlﬁ;?‘}l/o)ugk%”ub AR
Web UI D AIER3

(6) FTA_SSL.3 TSF-initiated termination TSF #C&)CL3#&T
TOE (& Web 75o4%hn Web UL IC—EFRE(1~240 5 THRERIEE) D7V ANE MG E (SO
DAV (Rt yYay) el )7 VBRI EERT D,
FARENRIVDO—ERFRE(10~900 FTERE FIRE) DIRENE MG RS R SRIVDERTEDND

D7ENZEEEEARS,
TUIR—=RSANED YAV RFET . TV MOBERNBELEBICEYYIVERT T3,

(B8:&9 % TSFI]
**ﬂzlﬁ;?‘JLo)nng%”ub M.
Web UI D HIEEE

1.1.2. £F¥1)T(1EZ&

PXIUT/EBEEREER . YATLEBREICLSHRECHKL, TATH TOE FAEHICK LT, £F1UT4(C
EETSERBIAML. HAIZLED KK, BERETLEEREOF ALY &, BIFEERT STHDH

REEIRMHT S,

(1) FAU_GEN.1 Audit data generation (B&ET—34%R)
FAU_GEN.2 User identity association (FI|f&#71&EHROBEER(T)
TOE (&, Y370 T PR AE DA FRIED K. A FRI SN R AEICLIEEEEOF AL
E.Table 21 [CRTEEMROERIOVNT, BEENJERHRT D, FLREETHICE. FTRHE
OB, EROER . BERE5IFRLEFAE (ATRETHNE) . BLUEROBERNEHSIN
%o
TOE RERINEHEERNREREHEEOJELTRRHF T IR, TOREEL LTI AE OB AR

(CRAEfHFTTRREFRL TS,

(BS:E¥ % TSFI]
BAE IRV DR EEE
Web UI 0523
T)E=F3N
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BENRIDEIRHLEE
Web UI OEE#EE
BRIV

BAENSRILOIE—HEE, TV MERE. AT vURERE. A vUINVDAREEHEE. T7D AR . XEER

D Likae

BENRIID YT IKEE - BREDR RHEEE
Web UI O J374KEE - BED R RHEEE

Web UI ORyDAN6NDXET—SEDH UHEEE
Web UI O77—LI177y7T— MEEE

ANREIEER
Table 21 EEOJDEEMA
HBEER RRINIEEERE EESRFM
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

FIRAE SRR
FI| AR & 58 A1 S B
(124532, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIREREAK
| PR A R BR
(FVVBES11\05)

Job Status/ Print /Aborted

EEAEOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZESNLEHELTID,
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“Password”, “Name”h's2 ks
nd]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TDRE
[ZEESNEEMHELT Role"
FLEREN3B]
BZINZEE Device Settings/ Adjust
Time
AL DRER Communication/ Trusted Failed
(TLS) Communication [7ORIL. BIESE. RBDE

Mt R7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VAT LEEE(L, Web UL TAJM V., Web Ul hboDIE1EICED, TOE AERICRESNETAT
DEEOTEHRM;HTENTED,
EBEOJEATRUNOTFAIPAILELTAIYO-FEND, BEEOJEADYO-FT35E(E. TLS
BENMNDICTHEEINTVILENDHDS,

(Bi&EY % TSFI]
Web UI OEE1REE

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
TOE NEBICRFSNLEETOTDFH H UBEER. FREISNLEVATLEBEDH(CBRESND,
F . BEEOTAOTILAL. Web UL OHEFARIRET. IIENRILDDTPIEAT B IEIFH KLY,

(B8:&9 % TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage ({RFEESNESEEFIHEHA)
TOE ARICRTFSNZEZOIANDTHE AR, Fid tH UHEEDH THD. HIBRH LB IEREEIIFE
LU, SNICED. BEEODT DR ELHIBRERENHIRESN TS,

(B8:&3 % TSFI]
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Web UI OEHE#EE

(5) FAU_STG.4 Prevention of audit data loss (B&T—43E%DMHLL)
TOE REBICRFSNEEEDVE. &xK 15,000 HE2ERFTIENH KD BEEOTNEIFCE-
EHE . RUEGERINEEETACEEELT, FHLLWEEDIIMELTEELERERENS.

(B8:&#9 % TSFI]

BENRRILDHERERE

Web UI O 5525

TIVA— R4

BENRRIOEERE

Web UI DEE#HE

BIRREY

BAENRILOIE—HEEE, 7)Y MERE. AR v RS AFvUiRyD ARTERE. TPV MRS XER
D Ui aE
BENRIDIITIRE - BEDR TR

Web UI Y37 iK5E - BEOR RI%HE

Web UI Oy 206D ET—ERDH UHEEE
Web Ul O77—LD177y7T— Mé#E

DR EBIEEE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #\EpESZ SEIME IR
EEENOJIE., Syslog 7JOPIVERNWTEEY—)INEEENS, ZIEDDEENTDRER. 7.1.7
(3) FTP_ITC.1 [CEEihEdNn 3, X ESNBEED (L. TOE NERICRFSNDEEOT THIEH.
EENTDHHHLOEIEIZ(3) FAU_SAR.2, BEEOJ DR IELHIBREREDHDIREDE1E(E
(4) FAU_STG.1, BEEOVWERICH-IE5 8 OEEE(5) FAU_STG.4 [CEtihdhd, BE&ENY
(&, BEEY—)/INEEESNES . TOE WEBICIZS.

EENKMUEISE . BT 2FCEEIERITING ZENKRBUZREENEEATN
13,500 #ISETBE. BIENSRIVUCIS—%FKRRL.MFD [3{Z1LT 3, CODI5E . MFD & Syslog
H—NEEEB(CEFETEZIREICL, MFD 2Bi#2E1 3 ETIS—(3fEET 3,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps =S8R LAV
EENCEERRBREEBOTELCERETBEF(C, TOE Mo TS IOV REIC LS A1 LA
BT eRITIIMAEEEIRIET S,

BFETORREEER 7.1.4 (1ICENVATLEBEDH N ATEETH D,

(B:E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 Q& TSFI [C#£7'3
B RIOEERRE
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1.1.3. 7HEAHI{H

A FRREN' RN LICFI RE OB W T L DR e AR ReCa %, TSF (L7 DT AT 3/ UAT1— AT,

FI AT REICTI B HREN R,

a) AKEEERIVTHIEISN D HERE
OE—-HERE. TPDABEE(GEIR) . AT vUHRE. XEDRAFLINH Uikae, TV MERE(TUVA
— FSANTOREE E DR E WM THOENRIFHIRIE) IRV TIREET 5. RELBLMS SIS
RIENBL, ). YaTIRE - BEDR RHEEE

b) Web UI THIEHENS1EAE
JaTIREE - BEDRREERE. NN LDXET—RENH Ui e

c) —MERBEIFAMTUIDTIVE-RIANEERT HHEE
—RFIREDN—RFIREDIA 7Y DT IVE— FIA N TR EEERTE LIRRETTUY ME
RETHE MFD [FERIREN Y LIZ B & COH ZET—AZEY by T —RICE#(FIVR
—2)LTA—Y—ID CEDNEYURY MICERT %o

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control TF¥iUF1EHICLD 701 A%
ERRERBETIRONSG VaJEXET A3, BT ES LR AEZS—F LR T 7
—F—FRVATLEBELINTOLAM§EEL D, 220, EfTh Yadid. —RAAELNEETS
CENTED, Tz, TPDAZEROT A, VAT LEBELZITN7DE A REEL S,

TIU MEREICEWTIE. D317+ PCh ot ASNE TV M —3RICFIREEZHE T $72HD1—
H—ID B'&FEN3. TIV MEREICH1TB YaTmBEER. TV M -AICEFEFNE I —ID [CLoT
BHEINSD,

AFvURgRE. JE—H#RE. J7D AR EREECHITE Yadld . @EARIVICOT 1Y LIk 2—H—1D 5,
EDA—F—ELTEIDDIFOoNS,

JPDARERD YT F. JPD AR EEES VR ABEIFETERVEY ., BEBRENS—F—L
LTEIDD(FoN3,

IPDAZELTRESNSZI7DAZET A RETHRYIACEN H ToNTING I —H—ID h'F
—F—ELTEMfIoNS,

TPIAZIETHEERFETERVDAIL SA NMER T 2LENDHD,

J7DARENY3THT A TOE sihoilondizéh. TOE OFIRAETHILITND1I-Y -, 77
DAZEDVITELUVT-REERM T BEITERGLY,

XEORFEEVE UEEE, 2AFv U XE . 7D AR EXEDRYI ARFCEOIDE UK AEE R
BECT B
RYDACAF v XEEERT MR MMEBEEITNTORYIAN, —RFAEFL SARES
NEAETSRYD AL TH RN AT REC T3 B
FIREBAF X EEREFT IRVIAERRL. AFv VR FER1TT 0. BIRULLRYIAOMHE
BN AF X EORB AL,
TP AR EHEECHBWVTE, TPDAREXER TPV AR ERRYIAIRTFIND TPDARIERYD
ADFRBEN. 77IAREXEOMEELLS.
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RYDACRFSNET-ROEIH L, TLE1—. UV METR. HIFR. TUY METTSBE0HE A
ORI, IEEFLEIEBEEELZINRITTES, SA RVATLEEEBLN, R ADKRYDA
ROT—REETER,

TV AF vV TPDAEIE. 77D AR EBEORBXET I0TLE1-. IAEFB Y ATLE
BEZINRITTED,

TIVB. TPIARME . XEORFEIRDHEL, WINOBEECHVTEH, XET-FERET HHAER
RSN,

AFYY TPDAELE . TPDARE . XENREFEMNH LOBIE V3T 2R E T AR IRHING
LYo

AE-V3TBHRBEESLIVVATLEREN, YU TN IE-DRERCEHBEET SN TES,

(BH:#E9 % TSFI]

TUI8=FESAN

BAESRILOIE—HEE. TU MERE. 2FvUiEE. AXvURYD AR EFHERE. J7DAMRE. XE R
N LikaE

BAENRINOYITIRE - BEDR THEAE

Web UI O Ja7IKEE - BEDR RikHE

Web UI OiNyD AN X ET—FENH LikEE

DR EBIZ MR

1.1.4. tF¥1)T1EHE

(1) FMT_MOF.1 Management of security functions behavior tF¥aUT1#EEDSHZFL\D
&
FMT_MTD.1 Management of TSF data TSF F—A20D&EE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
FMT_MSA.1 Management of security attributes tFi1UT1EBHEDEE
FMT_MSA.3 Static attribute initialization F#8IEHE#IHAE
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE (ZE# AR SNZ VAT LEBEDHIC, TiE Table 22 (5RY TOE Ha1UT/#8EICE %R
FTRITFIUTAEEKEEDRTELE R, bLURHKEEDFMIEREZRET I 1 —1U371— %17
#93,
F AN — R FIAEIERDNRAT - FERDOHATHETHD,
CNODBEEEICED ., EREINZTF1UT1 EEBBEETIRE TS,
TOE (&, RFEEAREEETHRNND VaTEXET-IOMAB BB ATERODT 74 MEEL T, 18
LR A HAIEHRERTET . £/, [7.1.3. 7OEA%H# (1) FDP_ACC.1
Subset access control 47ty POt A% FDP_ACF.1 Security attribute based
access control t¥1J)TMBHICLZT7HERFIEHIZSEROIE,
TOE (3. YATLEEE BWMEESE . SA) . —RARAFOERINZES G RAECEEMT. 20
BT, RENE, 1—Y—ID & IWTHN. TOE (FOTM VLR AECI—HY—ID [T ET3
"EZHOTB,
KR EEEITSHAROMPKRETERINTVSVATLEBREREIOI-Y—-THN. &ED
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LE, FIAEHEROER. BIBRIITEL,

[FMT_SMR.1 (CBH:&ET 3 TSFI])

Web UI Dz5I525

BENRRILDER RS

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CE8:&$ 3 TSFI]
BENRRIOEERE

Web UI O EEHERE

[FMT_MSA.3 [CE85&E T 3 TSFI)

TIVB—=FEZ4 N

BAENRILOIE-HEEE. AT vUBRE. AXvURYD ARTFHERE. T7D ABERE

NREFEOER

Table 22 %171 EEHAECIE{ERIAER Ul

1T EEHIEH BRIV | Web UL

APL—YDEEBEHEMEOAER/E . LEERHOREEITI v v

ALV S L REDH B/ BN DREEITI

v
RENRIDLDFBEER D) AT — FMERDEZ/ B DR EEITI v -
FRAERERRICLZ PV AEBRENE R/ E . BLHHEERE v
HOREEITI

AN
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W EESE ID £)\AD-FOEEET) HBEEEDH TE
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(\

HREEEUNOFAE ID 0K, £E. HIRREITI. SAD-FD
EEZ1TI. Tz, FIABICEIN S TEEZ. SA FZB—RFIAED
RENCEET S,

<

1—Y— 1AV — RFO&/NFHHIRDREEIT

AN

BIET -GS EEEEOA R/ BANELUFMIFROFREETTD

TLS ¥—/)\GEBAZE D/ERL/ EFH DR EZE1T o

AN NI RN

B FR R RE D AR FRREDE 2/ BN DR EEITI

TIAR= TV MEREDZTE/FIRI DERE EIT

BT, BRIDREEITI

BETAMEREDH N/ EHNDEREEIT

T7—LOIP7Y7T— MERRDER/ BHDREEITO

SN S

Z—MIUPHERE BRENRIVB LU Web UI DR EETTD

LR—MEADYATLERERE/FAEDREEZIT

ST N XX

<

DANR-IVIZT7REHIREERDEREEITI(HAEDER/HER/ &
SFIRAT—F)

AN
AN

XTI EEREOREETD
(HEEDBFR/EIIIRIE)IRILE Web UI ORI AN IEVERTRE,
Syslog EIEDRE(L. IE\RIDHIRIEFTHE, )

T7DABRICKH T B ZAENYIADIEE EITI, ¥1 v v
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*1): RERVIADIEEL. SA BMERULERYDATRIFNIEGLELY,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—4M{R#&
TOE (3. #5588 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIRFETBH ., TATOF
BECLT. COBSRERHETEHDAVATI—AEFRFELTULVEL, 2. NVRAM2 KlEAED
(FEINTLBERIE. AL —I% B RIELEER TG,
AML—YUmEE 8 (DEK: Data Encryption Key)ld. E52®M KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD L& FET 3. HDD IR F 9% DEK OB R IEINVD7YIThHB,
TOE D¥EENEF. NVRAML [CIRTFSNEREBLSNZA N — RSB #(E. NVRAM2 [CHDRIES
BTESIN, BEFIEFXDIKET DRAM [LRFIND,
L. TARTOF AEISH LT, TOE (&, DRAM [CRBESNEEXDA N — U SRERH TS
VBRI AZREL TG, Fo. DRAM [(CRFSNTVSEXDA M —JUIESHE. EREELT
CEICENBEESNS,
TLS BIEFICHERATIMERFNHEZOIAEG. 7.1.6 (15)DHEBICEINES{LSNIKEET
NVRAM1 [CRFSN., TATOFIAEFICH L THERZHRH H T U271 — ARREL TG,
BEICFIASINS TLS tyyavB R U TLS EC Diffie-Hellman B EEF X T DRAM (LR7F
N3N, TRTOFIAEICK LT, TOE (3. DRAM [CRBFESNEZEXDEY YAV BERHZTAUA
TI—AFRELTOEL, Fo. DRAM [CRFSN TV FEXDEYYav#IE. BIREEET CEICED
BHEIND,

(BE:&E9 3% TSFI]
TR L

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF Ak
TSF (377—L17TH Controller ROM [CENERENTHED., COT7—LIIT7DTLE M ERETE
FBIEICED, TSF OEEBERRITT 3,
TOE (3. #8)f%(C Controller ROM (& 4byte OF 190 Y LEFTE LR EDEE— BT B\ EHER
L. EEEIRESRIVIIS-ERRUEEZFIETS, F=. DRBGCBILT [1]11.3 [CEHD
ANVATAMEETL. TAMKRBR UGS IEENSRIVCIS- 2R RUESZELTS, BH
DRBG ({t#kld 7.1.6 TR,
CNNETEINS CPU thdN\— FUIPDIEEEEIE EFE DRBG OAILATA NS LY., 77— LD1
TOSEEHRIINEBNEREICITNONICEEL>THEREIN TS, T, 77— LII705EEHEFIy
DY LTSNS, TSF DIEEEMEEHERTIEHDO+ B TAML STV,

(BH#E9 % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update S{E@E7vIF—
FMT_MTD.1 Management of TSF data TSF F—4NDEHE
FMT_SMF.1 Specification of Management Functions EIE#EEDIFTE
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VATLEBER . BESRIDODRELCED BIENRIN L TEEFOI7—LOI7N—J3V%HE
RIBENTED, Fo, BBRER A MZENFH DT BHEICE THIFEF O TOE 21K T 5 77—
LOI7PDON—I3VztERTHENTED,

Frz. BAEREESN VAT LEBEOH N VATLEEEDI(47V ) Web UI hi, Controller
ROM &)\ —I LI\ F U774 )V %& TOE ([GEET B EICED., 77— L1777y T 7— 3 lent
T&3,

TOE [F. YATLEBEEDIZM7V MO Web UL hoEESNE 77— L1 7e&8 N1 )71 ) 2%
ET3E. IMFITPAINCHRATENTEFERERILL. AREECKBR UG &, 7yTT—hedLE
U BIENRIVICIS—@BEHULTELET S M FITPMIU ESNTVBREFER . MM FII771)
% SHA-256 T/\woaL\voa1lEE#E K 2048bit D Z TS 1L L7z RSASSA-PKCS1-
v1.5 AX®D RSA TIUAINERTHE, O TRIEDFIEZ. 1))\ A FIITPMIUSHKISNZEFE
277 LUI7ERREIA RSA 2ABRICTES. 2))\M1FYUT74)L& SHA-256 T/\wa, 3)
BEEHEREN\YVVUEZLEL, —BINIEREEKD. S —ETHNIERII KRR ERD,

(FPT_TUD_EXT.1 [CE8:&Y % TSFI]
BAENRIDT7— LI 7N— Y3 FERR
Web UI 77— LOI77v7T— ke
(FMT_MTD.1, FMT_SMF.1 (CR§#ET % TSFI]
Web UL 77— LOI77v7 75— MEEE

1.1.6. T-HEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
R(GEXIFREE )
TOE (3 TLS KES-@IEN#EFEL(EC Diffie-Hellman) TRV IERFRHEELT, [2]ICSEHOIE
MehiRBREA D, FEAMBEOER A AL, [3]15.6.1.2.2 BU [2]Appendix B.4.2 [CH
J, TLS EC Diffie-Hellman #Z1{E(Z. Linux ®/dev/random o F{EE Y — kT H(14)IC
SCEMD AES-256 CTR DRBG TH R ULZELETHD, t5ABREREELT [2]Appendix.D [CER &,
@ P-256, P-384, P-521 #HR—FL, TLS 2TV I—YavBETHATEI—OHRES,

TOE (3 TLS H4—\FERAE(CRIAT2IEIMHEEL T, [2]ICEREBDFEMBRIERE. L LA, [4]IC
SLED RSA #ERVS, CNHDIEXFREE Web Ul oD 1—H—H5RTERESND, FEABIER
BOEMA AT [3]5.6.1.2.2 RU [2]Appendix B.4.2 (CHE5, RSA #(3 [4]6.3.1.3 #iD
ERFECHL, ZORTEONIHRHIE [2]0 B.3.3 ([CENEMmSNS, FEABRELT
[2]Appendix.D [CEE&M P-256. P-384, P-521 %, RSA ## K& LT 2048bit, 3072bit =4
R—kL. Web Ul hod1—H—H0INDN—2ZIEE L TERIETRT %, Fo. REIEHOELBER
[Z14(14)I52 80 AES-256 CTR DRBG %M 1\3,

EEEOSERICHIT, TOE HA DR PR BEOREEL L,

(B8:&E9 3 TSFI)
Web UI O#RIEEE
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TIVR—FIAN

Web UI OEE#EE

BAESRIVDAF v UHEERE

Web UI O JaFiKEE - BEDR RiHE

Web UI ORI AN X ET—FENH LikAE

Web UI OT77—LOI77v7T— MERE

¥ &h|Z, FAU_GEN.1, FAU_GEN.2 OBSE TSFI £ &%,
(BEEOTNERSNSE. TLS BIETEEY ) \NEET RN, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 L
(R EEF)

TOE BANL—VIEEREUSEEBENTYYVIVRELT. TENEY MIDELHZRAVS, BA
BIICIE. ARL— YRS S8 (DEK: Data Encryption Key)® 256 £+, DEK 5SSt T375HD
ErE S8 (KEK: Key Encryption Key)® 256 Bk, TLS tyYavBOIA—ELTRIVI—
VIV TREUVERESARICEUT 128-256 EVMEENENERKT %, BELEIE(14)(CEEED AES-
256 CTR DRBG T4 T3, 35, 20 DRBG RIEFHENZOE. (12)[CRELERF I/ U%
AR, R TLS BETYYaVERF R THD,

(B8 ¥ % TSFI]

Web UI 0i#RI1525

TIVB—=FEZ4 N

Web UI DEE#HE

BIRRAY

BENRRIDAT U EE

Web UI O J37iKEE - BED R RHEEE

Web UI OikyD A bDXET—ERDH LikAEE

Web Ul O77— L1777y T— MéEE

% &hlC, FAU_GEN.1, FAU_GEN.2 ORE:E TSFI & T,
(BEEOTNERMINDE, TLS @IETEEY—)INEETIEN,)

(3) FCS_CKM.4 Cryptographic key destruction IESH#HZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction EE#4H0KE
TOE [CEXRFSNIRRUEMEE, EEENTEEHIBULEIC. TNICHEIEEBDRET
WEINS(*), TOE [CEXRFNIBRUVEMBEEDIEESEZ Table 23 (ERT . F. C
NoDE Kk UM HHIRE S NIBNDEITHC RAM EOT—DATIABEHRIE—SN TR ESNS N,
RAM EDO7—43(& TOE OERMEEHLICFELRBDHEIBREND,

() AFL—URES8(E NVRAML R U HDD [CRTFSNSH. (10)[CREHDEIRES LN STz,
REHORRNET D, T2, (1)(CEEEHD TLS ¥—)GEAS(CFI AT HIERTEIE. (15)DANZ
ALICED NVRAML E(CHESAELTIRFSNDIZN . REHORRNET S, T7—LVIT7ERIREE
(CARVS ARSI, RS, T5M - MESE. BSIUT DL EF1)T4) 5 00 TNICH RS
LBUWVEHABRHOM RN THS.
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(R8:&9 3 TSFI]
BAENRIDEEKEE

BIRNIY
Table 23 FXREFINIBRUVBMBIOEESZE

BEFE R REFE B R EE S

BERE S5 NVRAM2 | #1ERIDEBEEZEAZ1—-h o TIHHFEROKE

(KEK:Key (CRTIETRELEZRE. T—5%(14)[C5EH D DRBG T

Encryption Key) ERUEELBT1R EEETS,
ITHHEEHOREICRT ERT/ AV LDOELTOT
—REWETIEEEKRL, TARERIESE
HEN—T123VERILEE SR TES TILENS
LVzsh, DEK B U KEK (FAREICES,

TLS ©yoav s RAM TOE OERE THET S,

TLS EC Diffie- | (%)

Hellman 47 1E TOE FERMOEFRTAZG TLS yYa &L
5H.TLS Tyvav#E R U TLS EC Diffie
Hellman MZEERTECES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRIEIMRIESI1E1ES)
TOE (& TLS Oxt#r##rg&/E=5LT [5](CEEEHD CBC E— FR U [6]ICEEEHD GCM E—FD
AES(128bit. 256bit)&zHiR— 3%, AES [ [7]HEMTHD,

(B8:&E9 % TSFI]

Web UI Oz5I585

TUVR—RS1 N

Web UI DEE#HE

BENRRIDAF U EE

Web UI Y37 iKEE - BEDR RHEEE

Web UI Oikyh A 6D XET—SERDH Likse

Web Ul O77— L1777y T— Mé#E

% &h(C, FAU_GEN.1, FAU_GEN.2 ORSE TSFI £ &8,
(BEEOTHERINDE, TLS BIETEEY—)INEIETREN, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) FEBR{F(E R ERKHREL)
TOE (77— Lo177y77— FOEIEMRRIECH T, [2]ICEEED RSA TIURIINELTHR— T
%, BBEK(d 2048bit Thd, ERI+—IvMI [2]5.5(f)CEEEH D RSASSA-PKCS1-v1.5 [
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3,

(BH&E9 % TSFI]
Web UL 77— LO177v7 75— MkEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESEE(ERLERK.IKREL)

TOE (& TLS OEFFEEE. KU EFERER/RECH VT, [2]ICEE D RSA TIINERZ R
UHEABRT VAL EB LIS IG LB E R UIREEZ1T). BH. RSA B R(E 2048bit Fz(3
3072bit. NIST t5Meh#R(Z P256. P384, P521 #HiR— 9%, RSA FTURIIERDER T4—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. AR T I ELDE S
HER/RREER [2]6.4 (65, Chbld TLS BIERFICITEERFENRrTVI-Yav, BFELLE
REFICEI-Y—DIEECLD. ENENFEATIE R ARNRES,

(RH#E9 % TSFI]

Web UI OEEHEE

BAESRIVD AT v U RE

¥ EhlZ, FAU_GEN.1, FAU_GEN.2 OBSE TSFI £ &%,
(BEATNERMSNSE. TLS BIETHEEY -/ INEIETHTH, )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BES#4E()\wYa7
WYX L)
TOE (&, 77— L0177y 7 — FOEEMREEBDOI7— LOI7 7Y T T— M A—IT=AD)\w a5t
HICSHA256 ZFIAT 3, C0 SHA256 )\wY1fEEERED RSA ESHERELLERTHETE
BREIERITT 2. BH. \wYaZITUXLIE [8]IC#EMT S,

(BH:&E9 % TSFI]
Web UL 77— LD177v77— MkEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BE&Si&E(\wIa7
WVIYZXL)

TOE (F(11)ICEEED TLS [CHFHRFEAVE—IFBREA KD\ I1FTEIC
SHA1/SHA256/SHA384 &HiR— 3. @IECFERATS/\WYa7) IV LIFHEFLEEOXTVI
— DAV TRET %, Fo. TOE FEFERER/HRELD) w151 EIC
SHA256/SHA384/SHAS512 ZHiR— L. BRERBFEOI-Y—DIEEICLINERTS/\vYa17
WIVXLHRET B,
TLS [EBF5 8 EAvE—IFRRA XD\ V1M BEBFERER/IRFED)\V Y15t BIFIEIIL
THENERICHEABEDEDIIENTES, H. \woa7)VTYXLIE [8]ICEMT D,

(B:E9 % TSFI]
Web UI Oz AI52:
RNl ok P
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Web UI O J374KEE - BEED R RHLEE

Web UI ORI AN X ET—FEDH LIRS

Web UI ®77—Lo177v77— Mk

X &hlc, FAU_GEN.1, FAU_GEN.2 OB:&E TSFI £ &8,

(BEEOUNERINDE, TLS BIETEEY—)\NEIETR1H, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &

=1E (AES T—AmES 1L 1ES)

TOE FAML—IREEDREFARELT, [9]ICEESINL AES. RU. JOVIREFE—FELT

[10]ICE& SN CBC #YR—1T3B, BRI 256 EVFTHD, IV IR —JDEHAFESE

DEK #TICEH T3,

(B89 % TSFI]

TIVR— R4

BENRILOIE—BEEE, 7)Y MERE. AR v RS AFvUiRyD ARTEMERE. TPV MRS XER
D L aE

BENRIDIITIKEE - EE DR RS

Web UI ORyDANbDXET—AENH UiksE

AREBEFEEIRR

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) S1RE (RS
1)
TOE (F(12)ICEE & D@D, AL — UGS 1L #EED DEK(256bit)% [9](CEE&E SN AES A=K
THEE1LT %, B R(E 256bit THN. JOVIREFTE—FIF [10]ICEEH SN CBC ZHR—FT%,
BRI 256 EVNTHD, IV (E(14)ICEEED AES-256 CTR DRBG h'ofFELETHD.
(12)ICEBEMED ., AL—URES1L14%EED DEK(256bit) 215 1L T2D(E. AL — IS E#FT
A1 UhE 0 TOE OF)EIREEIFF ThHBo

(BH:&E9 % TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) ESEEBRMT)\YD1AvE—JEREE)
TOE (3 TLS [CHF2 BT EAVE— IR ARXELTUT EYR— T3,
## & (bit): 160, 256, 384
N\wo1:SHA-1, SHA-256, SHA-384
Ivt—IH4 U1 MR(bit): 160, 256, 384
N7V TVZALIE [11], B ENY DAV E— IR 7TV L(HMAC)IE [12]IC#ERT B,

(B8:E 9% TSFI]
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(BEEOTHEREINDE, TLS BIETEEY—)INEIETEREN, )

(12) FCS_KYC_EXT.1 Key Chaining $#F1M1>
TOE A ML — YRS S8 (DEK) R U DEK %85S 1b T 370 DREE S 82 (KEK) 2R F 11T 3,
BE&RMICIE TOE (AN —UREERFIM VNG WEEIRF(BANICIE. TI5E EVREERF., £
(T BRENRINOEBEA 1o TISHABOREICRTIREEUVLROEEIRE)(C(14)IC5EE
® DRBG T DEK & KEK &4 L. DEK [ KEK [C&D(10)(C#->TRS1EL NVRAML B U
HDD [C. KEK [FF3IREET NVRAM2 (2, TNENRTET S, 2 [ B LD ENFFE. NVRAM1
([CEEB{ELTHRFLR DEK Z# NVRAM2 hbEid H Lz KEK T(10)ICE-TER T3, K3
DEK. KEK &6 256 v T#H3 ., DRBG [CIE(14)ICR#H L@+ 2 H IV MOE—ht#asn3
F=hBEDSRE(L 256 EVNTHD, BF1M4 DT 256bit HBEIHIFINS,

(R8:&9 3 TSFI]
BRNY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material BRUEMHDIRE
TOE (F(12)ICEE& L@, ARL—IUREE#|FIM U0 TOE ORI ENRFIC#Z @) DRBG T
DEK & KEK Z4 % U. DEK (& KEK THEE1EaN T NVRAM1 R U HDD (Z, KEK [ IKEET
NVRAM2 [CENEFNREFT D, ZDMDA L —UIC DEK, KEK iMRFFEN S ElF L NVRAM2
(FIRMZIBFAIREA L —ITHATH. (12)DEEF 1MV D—EH IR I ATRER A ML —VITFE X
THRESNDER L,

(BH&E9 % TSFI]
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(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R4 (ELEREY MR

TOE [FELE A RIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIH9%. Z0O DRBG (&
Derivation Function, Reseed ##t%#& L. Prediction Resistance #ge&iFizial\, Fz.
Linux I—zJL®/dev/random hofG7zEL.#& Y — FET %, /dev/random DR ITTTHS
Linux Random Number Generator(LRNG) % U LRNG [SFEATI0O090HD030F5H H L
g/ M X e &HiceAkEIY ME—RET S, D/ XFVT P01 7ICENERMICHERDELDEE
FHETREDTHS, DRBG [F/dev/random hoitiaEn iz o— k& entropy_input XU
nonce ELTHFIATH, ELEDIV MOE—=(d 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH L+
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FCS_COP.1(d)IcfiEd. BEEIEXRIN—T10avEEE AN —IT )M LR R AT 5ET
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TOE #¥[E#2 g HEMET D, B S1b/ESEICFIATS DEK (F(12)ICRE&H L@, BEEFT
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(ZIE. TATSLA A= FlESS5A—3% KEK ##EL(10)ICEBEH D@D S LSz DEK O HF
BiHSN . EFXDFIABEXET - ARUVEXDOWMED TSF F—R%&FE, BH. DEK OIES1E
(F(12)ICER# L7z@ED TOE OIS H#F 11 VN R VEEIFFICITHN S, F2. FX KEK ORFLET
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BENRILOIE—BEEE. 7)Y MERE. AR v RS AFvUiRvD ARTERE. TPV MRS XER
N Ui EE

BENRIID YT IKEE - EE DR RHERE

Web UI ORyDANbDXET—AENH UHEEE

NREBEFEEIRR

- 80 -

Copyright®2026 by FUJIFILM Business Innovation Corp.



1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #EiRSn7z HTTPS
D172k PCHoDEEREEADTPIL AL 7.1.1 HAIREEHREC Lo THIHENE — A YATL
EEEDREICLE, Web TIVHEDETDEIE F57190% HTTPS TEX17FvRILUETBLIIC
SRHI TS ENFIRETH S CDERTE(IF Web Ul o BEEDHNITZAS, HTTPS (3 [13](CHE7
EETH?.
D347k PC D Web 505 hoiinEREZ(IHE. TOE ED347V + PCREIT TLS BIEDRT
VI-aV kL L, HTTPS BIEEFIRT %, V517V PC hod TOE M Web UI [CH(15E
AR LVITARTOUE- MEEICH LT, HTTPS BENERING, Fo. YATLEEREN
TOE RERICARMSNLEEENTZ Web UL D oid H I ER. HTTPS BIENMERINS. LVIND5
&1 TOE 3 TLS D347V FREEETR—FLALY,
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(2) FCS_TLS_EXT.1 TLS selected #iRSN7Z TLS

TLS@{ELLT [14]0 TLS1.2 ZHiR—FT%,

TLS BIETHERTIES A — MDA 7Y b= NED TLS aAxDYavHp(CxTVI- NS,

TOE (3 TLS 2R AT HBIEICHTIE. TOE [FHEABEICHE UTOFM PV M H—NICEBNIFS, B

A1, Web UL POEATIEIY =N, AF v XEA-IEEBRICEDIM1TY beLTIRD S,

TOE 395470 M oIRESNTEES A1 — bOFH LY IR— M BB E D% 1 2:8IRT S, TOE

D R— b BEES A — NI T THS.
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
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(3) FTP_ITC.1 Inter-TSF trusted channel TSF BI&{EEFv*Il
TOE (3 TOE £E&EY—/\. Mail H—NeDET. LTOSE@EAEEIOrIIEYR— 35, ChiC
ID. IV RRI Y FDERIEBIET —IDREBEER SN DR ENRIISN S,
BE&EY—/: TLS
Mail #—=/)\: TLS

(BE:&E9 % TSFI]
(B#&Y—/%) FAU_GEN.1, FAU_GEN.2 Of85&E TSFI [C#3'3

(Mail 5=/Y) BESRIOAFvUiHE

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{EE/\A(EEEMA)
TOE [FEEED)E—FPCHODOBTIEAMVATI- AR L. U TOEERERFE 7O MILEYR
— ;9% CNICED. IV PRSIV FDBBIEBIET —ADRBERS DO DRENMRIESNS,
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Web UI Oy 260X ET—ERDH LA
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(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EE/\AGEEEERR)
TOE [FFEEED)E— FPCHODETIEAMVATI—-AIK L. L TOSEREEE O IV EY
R—bFF B, TNICED . TV FRAY FOFERERBIET - INDRBERS WD DDRENRIESND,

Web UI: TLS/HTTPS
TUVUBR— RS54 NN oDENRI: TLS/HTTPS
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1.1.8. PSTN 77DA-2y rI—DRED 5 B
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EEITELBLY,
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DR EBIEER

1.1.9. AML—YDLEEFHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE (. YVATLEBEICINVITRTROA N —ID LEEFHERENEDILIN TS, I
—HERE. TUY MERE, AT v URRE D7D ABREDS V3T T RICRERN— FTA ADEB(CETRS
NEFREANETHELEEFEETD.

XEQREHEETHRAINEXET AL, RYDA LN DOENRIRERENH UIRE. BIBRIEEICL
STCHIBREN ., FD#. TOE (I L EEHEEERKT 3,

ARL—VDLEEEFHEHEEG LEZEE 1 B(CO(FA)"ICLELEE)E, 3 EI(0-1-ELEICLD
FEFLREL) OFIRNE XD, 2L BEEBEENENIESN TS IEE . MELANILTE. 8
=750, 1, ELE) FEBILSINRETEERAEND T N\—RTIAVEBE LI, LEEH
EFEDHAZFAXET—IO—EXIF5. TOE 2EBFIC—EEFIVILT HERTOMAFEH
XET-ANGFETIEEE. LESHENEBEETTS,

(B8:&9 % TSFI]

BRRNY

BAENSRIINDIE—HEEE, TV MERE, AFvUHRE. J7DAMAE . XEENH Ui RE
BAENRIDYITIRE - BEDR THEAE

Web UI Va7 iKEE - BENDR Ri%#E

Web UI ORYIANoDXET—SERDH LikaE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

A EEAR

CcC JED5457)7(Common Criteria)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)

FIPS PUB K EDEFRFRLIEIZEDH ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)

SFP t¥1)T#8ES $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP EFA—ILXETOIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y b(Security Target)

TOE FTifxf % (Target of Evaluation)

TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

S B

WET? TPAIV AT L BREATIN O ROBEEERUNGVLIITHETEIEETET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT SZHOESHED
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FAFISIM7V D Web I35 &N LT, TOE [CRTRIRIENTEZIVATI—ATH
®o

NP NI AEIFERHRANTEAF I X EPIPIARIENEE TOE RICRETIHBFDIL,

FREFT BT TRGRYDALCHEMSN X EERYMNI—D EOIVE1-AD 0BT
CENRTRETH S, NI AL, HEEREL TIEMFolder ) ELVS B FFCIRIEEND,

TIAR—=rTUV b
(Private Charge
Print)

TV MEREICH VT, FIRIT -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—UREIC—BEREL., BEESNZRAEMEERIVINIE TR 2 THIRIZHA
ER:PAVA P

XET-R
(Document data)

— % FIFAE(U.NORMAL). SA h* MFD OOE—#48E. 7)) MigE. AFvUBEEE. 77
DAEE. XEDRFHAEEFI AT SRIC. MFD REZEBT 22 THERIFERES
T %, ML TXET-HEREET B,

AFvUXE AFVURREIC LT BFHAAEBSNLEXET—H, A TOE [FAFvUXE% Malil
=) INFEE LD, XEORFLEDH UKEEICLIRYIAICRET SHEEZH DO,

TPDAREXE TP AMEBEICLHTRIESN.. A TOE TIRONZEFHADOXET A THD,

T7DAZIERYIA VAT LEEE(U.ADMIN) L THEESNS TPV ARENEEZRFISRVIA, 77D

(Folder for Fax AZERVIADERIE SA BRERULLBINEB LN,

receive)

BE&ENY TXIVT/CEETEER (HIAE. BEANREDOKEK . BIEERETLEEKEEOR AL

E)e. BEFELERSNET -5,

FAEXRE

HANFRELRAE(CEINE TOoN SR E], K TOE T, M EEERE, SA %A,

(User Role) — A AEBRINEZRIN TS,
HHEREERE BHEEEN TOE 2R ATRICLEREREZERT.
SA &E| SA N TOE ZFIAT3RICHELIERERT,

—RFIRERE

— A& FIAE(U.NORMAL)H TOE ZFI AT BRICHEBHERZRT .

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,

HWWEEE
(Key Operator)

MFD O#EE® TOE tF1UT DR E2TOEES,

SA

B EEEHHMIBRICER SN SA B TPHVY MelERLTHENTE, MFD DR
EEP TOE 1T HREDREETOEES,

- 86 -

Copyright®2026 by FUJIFILM Business Innovation Corp.




VAT LEEE
(U.ADMIN)

Key Operator & SA D#FF,

ARL—YBES

REEED—HERTFIDAIN-—VERSILTIHAEEETT,

TAVIR— Xt aE

N— YRRk & 5 (PDL) TRAESNIENRI T -2 &L, By v T T -R(CEIRT o1

)
AEo

FAUR—X

TAVR—ABEBEICED . R—JFE R EFE(PDL) TSN T — A2 L. Ev by T T
—BICEBRTDIE,

#A—MD)T7HRE
(Auto Clear)

BENRIVELY Web UL oAb EZLEVVRET—EORHNEBLIZEE, BE)
HIICEREEN DT P FENBHEETH S,

DAMR—IVIZ7?

(Customer MFD QRsF/MEEBEITIIVIZT,
Engineer)
WEE - i | s
WEHEF. TOE FFRESNTUVBEECTEBFEZAEUTIZILATEIETHS,
(attacker)
BENRI

(Control Panel)

MFD OBEICHERINIY . FVT  BFRRIVTAAT VA BRE SN/ R,

—RFIREIFATY

—RFAEDRATEIVIMT7 Vb,

|~
YATLEEE YATLEBENFATEIVIMTU L, YATLEEEX Web T35 %L MFD (C
DTV XUC, TOE BRET —HDHERPESHZEITI.

TVOR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT—R%, MFD h'RIR AT 8EG R — 5Lk 555 (PDL) TR
SNTERIT—S(CE#RTIVIIIITTH. —RFIREISIMT7VMNTHERAT S,

MFD h'EZReIBEBN— U EEE(PDL) CHRENET -4, HIRIT—4(X, TOE ®

ENRIT—4 FAVKR—ZTBAEETEY bV T T—RICE#EN S,
JE—BEICENEEHAENET =5 BLUTUY MERECIDRIBEDFM 7Y M2 ES
By rIyFT—4 NEMRIT—2%FIVR— THEETERLET—4, Pyt ITF—aME A X TER
EMELTN— RFADEB ISR MENS.
g JE—#EET 1T HBDFEH AH DR REBZ X ERE, BELEERT,

TOE BE7—%

N TSF =50 —&THN. TOE [CLoTHER SN TOE (AL TR SN T —
BTHD, TOE OLF1UTIRAEICEE TS A AREMLDHIHET 4,

CREE

BEAERINS 256 EVEDT—H, AP —IRBEADXET - HORFHRIC, COET
—HEERALTESIEETI,

2ykDJ—5

NEBRY FI—DERERRY M) -DERETI—RMICERTIHEORE,

NERRYRI=H

TOE 2 &2 I 2B CIIEENERLB L RERY FI-DLUNDRY FI—DEFET,

RERRY D=5

TOE M SR ESNBEBDMAERCHD., SHER Ry FI—-DD oD EF 1T DB BICK LTR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2N ER)E- FOFEBLGY—N
POIAPUF PCRIDTFvRIVETRT .

NREFEME R
DR BEEEIHRHE
PSTN

TPDAEE . TPDAZEDT —ANFENSEIREIBRINS M.
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(public telephone

line)

AREET—H TP AD AR ERRERNSEZEDT—,

(fax data)

SFERE ITU-T E1&FD X.509 [CERSNTHN. KANFEHR(FTEMAR. #AE. BE01%F). 26H
B, BB, DITIVFUN DTRFYEREENTVDIER.

Data on TOE ET—ATHN ., RMARIIFFICH(T2FIRAEDNAT— R ERFOR/NIFHD

minimum user
password length

LS

U.ADMIN TOE SRET—HATHN. YATLEEE (U.ADMIN)ZRIED/=H D) AT — FiFEER
Password
U.NORMAL TOE SRET—ATHD. — A& FIFHE (U.NORMAL)ZRIED7=H D) VAT — FiEHR
Password

Data on access
denial due to
authentication
failures

TOE BRET—HTHN. FIAE ID FEEXRERICERT M AEDH T/ BN DFEEHRE KK
CIE Qg

User
authentication

TOE [C85(15 387 ZREE A RED A A TRREE— FDCE,
TOE OB AEEFE AT BHI1(C. TOE OAKICEFINLF AEFREERA LRI
AEE{TOMAECHD.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BET—ATHD . KRNI oDFRREFFD) S AT — FfE
RO A N/ B DIFH.

Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERCTIMIR—TUY MIBRSESINEIRISE
DD TE H

Data on
Customer
Engineer
Operation
Restriction

TOE BRET—HTHN. DAY —IV Y7 EHIRIEREDE /B DIFEHR B VRS
IVZU_ F@'I‘E&iﬁo

Data on date and
time

TOE BRET—HTHN. M LY —V/YI—31 LEREHHERERZIT-HTHS,

Data on Auto
Clear

TOE BRET—HTHN. BENRIA— MUTHEEDE R/ BB LU 7R EOEHR.
BLU Web Ul OF— MUTHEEDE N/ BHDIERS LUV 7RI DEER

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.
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