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Normal User
A User who has been identified and authenticated

and does not have an administrative role

=g ARBIRERE SN FIHFE ©, EFELEER A ORI HE
Administrator A User who has been identified and authenticated

and has an administrative role
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D.USER FMET—4 TSFOEMEIC L KIF S 720, FIREOT-DI12F]
RFEIZL > TR SN Te T — X
Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —#% TSFOEMEICZ L 52 56 LitZewy, TOEDT=
DOTOEIZ L » TER sz T —#
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 REZEFRET—F)
E2Lu3 X EE
D.USER.DOC | FIH#EZGET — | ETMELII N — Fav—oRX T, FIHEFEOGE
7 WCEENDEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfi#&E Y a7 FIRFE OSCGEF 1213 3CGERE Y o 7 2B 2 (F#H
wA\‘\_‘ &
7 Information related to a User’s Document or
User Job Data Document Processing Job
=34 REEETSFT—4)
B X EE
D.TSF.PROT | {Ri#EXi7= TSF | T— X D& CHLEHERKETHL2WAAEIZ X
T4 HME /N TOE O F 2 VT 4 I[CHBE RITT
H LAV, BRITFFA CTX 5 TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7 — | T — X OfiAHE THLEBERETHL 2 WFIHEIZ X

7

Confidential TSF
Data

HEBEIIIUS AN TOE O X = U T ¢ 1T
2 FAETH LAIVRWTSEF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

W#E X, TOEDA v #Z 7 = —A %@ LT, TOEN
ORFELET—2~T 72 (BE, &E, -
IHIER) . £RITRAE Y a 7T — 2 2 E (WA
TUXHIER) 2008 LivZauy,

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

Wz T, TOEDA X7 =—2 %@L T, TOEHN
DTSFF —ZIIARET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOED#EAERFF A Sl hG . TSFORRFEERNIZ K-
T, BF=2 V7 0 DBEREGISE TS LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEEIT, TOEICARAERY 7 =T %A A F—
VT HE LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WBET, Xy FUV—JlEEZE=F LI VEIEL
V352 T, BEROT—FIIT 7EALRED,
TOEDtF = V7 4 b L7V 50 b L
Uy,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

Hgotexay T4 A8

AKTOE IZER SN MO EF 2 U T ¢ 7B 2K 3-6 ITR”T,
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P.AUTHORIZATION

MR, SCELE R OVE BB RE 2 AT T DAl
Rz s s,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

X VT ABET T o BT 4 BRI NI
6T, £k T v arou ZiiME#E
SH, ANBIT= T 4 7 4 ~EESNR TR S
AR

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOEIZ. LAN EOfhd T34 2 L B 2§k T& 72
TR S0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOEXFIMELFE T — & £7213WEDTSF T — 4 %
BUHIZZ L AT RE 2R RHFHFENE R b L — U T S RTRAT
T 586, TOEXZNOLDT NA A EOY T —X
ERESALT D2 &

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

FIHESGET — 2 £7213ME DOTSFT — % OB HIAS
HAPTRER RFERIME A b L — U D72 ORE 8D ARk
WCHG5T D97, EXO#E, YT~ Rx 7 ELE
FFEOMDH B P HIEIX, NERT 78 RAND
RS NRTNUTRERD, DOZEDAFL—UF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

P.FAX_FLOW

TOEZPSTN~” 7 7 Atk z 14 554, PSTN
7 7 7 Alalft L LANO R O 5B 2 (RFET %,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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PIMAGE_OVERWRITE

SCEMIR Y g T O T £ 213 IEOESIC, TOEIZ#
DIMAZHAFTRE/ R RHEFEMEA B L —U T A A LD
FRAFEGR T — 4 & EEZIHEELR TR 5780,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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ARETIE, FBET D58 A TOE OFHOHWHZAH M tFH s LT, KATOE %
T 5 72 ORISR M OSBRI SV TRER T 5,

FRARVREICEAYT SAREH

A TOE Z T HEOFHRSRMFZ L 4-1 17T, 2D ORHESRMUN - S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

F4-1

ATiR S

E=L]

[T
T

A.PHYSICAL

TOEK O TOEDMRAF F 72134 5 7 — & OAfifilZ
GOl X2 U T 40, BREICE o TRitS

N5z e EEET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

HEHEREIL, LANA V& 7 2 — A~DOINEN S DA
VDT 72 ANSLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V14 bOEXx2 VT ¢ HEHTHEST
TOEZEHT L &, BHINTWVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FFA S IRIHEIL, A bovX2 U T 4 HEHC
it> TTOEAMEMT % L 5 #AFF S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.

ERIREE & R

A TOE OET L EMEREE A 4-1 1ITR7 T, A TOE [ L—ki72 47 ¢ AITERE
SN, MBRORE R v U —27 Tih %D LAN F OVAREFEHREIC B LT &
o, FIAEZ, A TOE OFfE S0 LAN ([Z#ki S ii=2 74 7> h PC (—
WFRE 2 94T NV AT HEHE 7 747 ) ZHEAELTARTOE 2 H

ERAR
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[ Mailg—t )
I
;onmEE
\ EE
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—EFRAE AT
TFEE

H4-1 TOEM:ERIRIE

K TOE O BRET DR Rin & LU TR,
(1) —FIHEZ ZA47 b

—RFNHEMERTHULHD PC THDH, Web 77 U L& TOE HO TV 4
RIANNULETH D, KFHMETIELLTOY 7 bo =7 &2,

+ OS : Windows 11

+ Web~” 7 7 : Microsoft Edge

c TV U HRTAN (BELTANVAE TR AL )= 3 UL
(A1) ART EX Print Driver Version 7.1.8
(HALI#4) PCL6 Print Driver Version 7.1.8
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Q) VAT LEE T TAT b

AT LEBEDNMERAT AL PC ThoH, Web 77 U RNETH L, K
S TIZLL T O Y 7 M = 7 Al .,

+ OS : Windows 11
+ Web 77 7 ¥ : Microsoft Edge

(3) Mail #—3

TOE /»RIHH OET =2 k5T 256 MM 5, TLS 1.2 XfIED
SMTP 7'v b a2 Y R— 57 MU =T BULETH D, Al TIILLTD
V7 by =T Hf,

+0OS:Cent0S 7.9
» Mail —/3 : Postfix version 2.10.1

(4) BEAH—

TOE O LR v 72 RFT 5 —Th 5, TLS 1.2 XD Syslog 7
2 harzdR— 5V 7 N2 T BUETHD, KM TIELLTO Y 7 K
I?I?%{iﬁﬁo

+0S: Cent 0OS 7.9
« A —3 : rsyslog 8.24.0

REB. FERIRSNTHWD TOE SO N—=FT =7 KOV 7 by =7 OfFH
PEIAFHR ORI TiX 22wy (FIfEETE2 b0 LT 5),

4.3 ERREICE T HTOESHH

K TOE O SR, KUY, AFHl THRIES 5 A TOE OfREIZIX, LT D
HIFID D D,

(1) HHEYS— KR T A4 7+ PC

TOE & L CBIES 28— 2 74 7 > FPCHEF =2 TITEA S
HZliF, BHEOEMETH D,
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AKETIZ, A TOE OFiPH & FE MR 25T 5,
5.1 TOERR L aVR— > MERK
TOE |%, MERA T a v afH# L7 MFD O2KTh 5,

TOE O#2#td 2 8&REIX, MFD OIEARKREL ¥ X = U T A HRRE TN S LD,
MFD OEARERETH 2 = ' —HRE. A+ HKRE. 7 U » MERE. 7 7 7 ABKRE.
LEORMAELEBY HLEREIZOWTIE, 11 EEZZR, UT, TOEDEFX=2U7 «
BRI O W TR T %,

(1) WREREMRE

ABEREIZ. TOE OFHFE %, FIHE D ID L/NRA Y — R CTiltnllFdaEd 2 F6E T
%, AREREIL, LITIRT TOE O ARFZEH S b,

- FIFHZED, MFD O#fE 2V, 77472 s PCDWeb 77U, 754
T RPCOTY A RT A5 TOE #EHT 5 & &,

AREREIT. FRAIFRAEZ MR 272012, LN ORI 2 2 T\ 5,

s /IR — RROFIR,
+ 18 U 72 RRRIE I BRF O R RERIE DA 1L
* RORERREN TR . —ERFRIEREDR W E O v v a T,

(2) 7 7 & Ak EE

AHEREIT. MFD OIEAMRE THIME 7 — % 28Ed 5 L iz, FIHET —4
DT 7 AKIHZIT OB TH D, 7 7 v ZAHNL, FIPET —Z O & E#
&L FIHFE OBHIE B OEENZ SN TS,

(3) 7 —Z 5L bkae

AHgEEIL. TOE WEIIRFET 27 — 2 RONBET — & 25T 2 HiETh 2,
(A7 T — & ORFE{LIE 88 256 £~ b O AES CBC & — R& 7 5, @57 —
5 O EALIE T4) mEFEERE] O SEE7 v F=a LTSS,

W gid, HEROWE 21557 b o B —2FoR A ka2 IV TAR S
o,

(4) miEHEdEKRE
APEREIL.TOE & A FEIT B2k & DM DdET — & & [ZdfE 7' = b 2L TLS

1.2 CIR#ET DHEEETH D,
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(6) ¥ =V 7 1 B HRE

ARREIL. %2 U 7 RREORES £ AT NERFIHIRT 5 TH 5,
L, ARIAEE, AADSAY— ROEERTHETHS,

6) ¥ =V T B A

AEEREIT. BF 2 U T A HRRICET DA R RAEAn 7 & LTARL, BE
Y= NICHETHHEETH D,

Ff. ARENEA R 71X TOE NEIC b IR SN, RIFAREBZDHE
I I AR L TR LV D S MRIES NG, RES Rz BiA n 7
15, 7 947> F PCOWeb 75 UH#nb, v AT MEREL NS T m— |
THZENTES,

(7) el R RE

AEEHEIZ. TORE EEFIC 7 7 — A = 7T OF = v 7 B AR OELECE Y O T & )
VBT A N DHEREL . 77— AU =T HHFRFCESH 7 7 —2o U =T DEFE
RS HDHERETH D,

(8) PSTN 77 7 A= h U —2 [0Sy Hpthe

AHREIE, AREFERIFME (PSTN) & LAN 20t d 2HRETH 5, BRI
##E2>5 TOE A% L C LAN IZ7 —# 2= 5T 2 Z LI TE R0,

(9) 2 FL—T 0 X WYLk

AHEREIZ. TOE OREAMRE D T F 7213 OHIBREMEIZ L > T, TOE 2
MMEOXET —Z Z2HIRT DB, XET —Z B S LTV TOE WED
N— T4 27 EBEOMHEE LEZHET IWETH D,

5.2 ITIREE

TOE IZ.LAN %ZJr L THFEY— s T4 7 | PC Li#E%1T 5, TOE DI(4)
rfEEIEEAEAE] 13, T IT RS L L THRI SN, LT 1 b= zfl
)EH‘a_‘éO

- 27747 s PC (Web 77 o) : HTTPS (HTTP over TLS)
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