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2 EeEIER

21 CCHEAETE

AR ST & TOE %, LLFD CC #H % FiET 5,

Z® ST I%. LA F® Common Criteria (UL T, CC &ME9) 12 S 9 5,
- Common Criteria version: Version 3.1 Release 5

- Common Criteria conformance:  Part 2 extended and Part 3 conformant

22 PP ik

ZO ST BELOTOE 1Z, LLFD PP (25825 5T 5,

- Title: Protection Profile for Hardcopy Devices
Version: 1.0 dated September 10, 2015

- Errata:  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

23 NyF—UERE

ZDOSTIZBWTC, A% FIET L/ 30— 3720,

24 FEERIL

TOE (X, PP ITERINTNDLL FOZEFAN L, PP OERIEAY 55428 & (Exact Conformance) L Ty
%o D128 TOE AL PP L—HLTWD,

* Required Uses

Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
+ Optional Uses

Internal Audit Log Storage
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3 EX2VTAHEES

31 TOE Oz—¥#—

TOE ORI L, LA T O2HEADH A I ERSN TN,

Table 6 —Users

Designation | Category name Definition
UNORMAL Normal User A User who has been identified and authenticated and does not have
an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
administrative role

3.2 K
FHEIZIE, LD 2 SDOEPESFPERSNTND,
Table 7—&PE
Designation Asset category Definition

D.USER User Data Data created by and for Users that do not affect the operation of
the TSF

D.TSF TSF Data Data created by and for the TOE that might affect the operation of
the TSF

3.21 FIRET—#

FIHE T —21%. LT 2 FEICESNL TS,
Table 8 —F|AFZFT—#

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s Document, in electronic or
hardcopy form
D.USER.JOB User Job Data Information related to a User’s Document or Document
Processing Job

322 TSF 5—%

TSF & —&1213%. LLTF O 2 IS I VA,
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Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a User who is neither the
data owner nor in an Administrator role might affect the
security of the TOE, but for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

might affect the security of the TOE

TSF Data for which either disclosure or alteration by a User
who 1is neither the data owner nor in an Administrator role

A TOE T TSF Data & LA FIZ~7,
Table 10 — TSF Data ®E{&1k

s TSF Data N RIS
D.TSF.PROT | =—#—%4, o — Y —BIRRERE TR 95— — > | SSD
ARk 117 R
o—/L 77 A ERSRE TR T — — DFERRTE | SSD
bt
2y 77U RNRY | gy T MEREDOK EFHR THY, vy 7Tk | SSD
—RIE DI T2 77 MR DR E 15 )
INAY —RRY | 22— —FREHEEE TR 25/ AT — RO E | SSD
T B THY, /SR —RE | i ] 7T RE S
WZRE T Bl O E 1
HEhaZ 7ok | #BE SRRV E—R UL S A LT-2—H | SSD
RRIE —INERRVEIRBED L X, HEIMICRS T U RS
HAHETOXA LT MR
H A/ W2 5% | H A SRR OR% E 16 RTC
TE
[PSec & 7E LAN 7 — 2 LR RE 2B 3 2% E1E SSD
TLS & LAN 7 —Z{REKREICBI T2 EfF M THY, | SSD
BERED A 2N/ B LA B3 2% E 15
Be Y 1 2 3R (R | A O AANES 1T Has~EET A0 DR E | SSD
R IE 15
S A LW —3— | TOE O HIRFEREZOFE EE #A 7N 1T #gsé | SSD
Pt ax i [ SE D70 D% E G
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FORIETF
SSD I 74 SSD WS LHERE TR A IE B8 B E kT 7N
RAM
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IR -
o= By n 7 HERE CAE RS NS EhERC SR, HIRE, = | SSD

— =4 R BERNESEN G END,
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3.3 BR
Table 11 [Z& AR,
Table 11 — BB
Designation Definition

T.UNAUTHORIZED ACCESS

An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on
the TOE.

T.NET COMPROMISE

security of the TOE by monitoring or manipulating

3.4

TOE (B8 3 24k DX 2V T 4 7t

Table 12 |[ZH#FkDO X2V T 4 T2 77T,
Table 12 — FRROEX2UT 458l

Designation Definition
P.AUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.
P.AUDIT Security-relevant activities must be audited and the log of such actions

must be protected and transmitted to an External IT Entity.

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such
data on those devices.

P.KEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable

Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

P.FAX FLOW If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.
3.5 HiRSM

Table 13 [ZHIFESRMZ T,

Table 13 —R#RSAF

Assumption Definition

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it
stores or processes, is assumed to be provided by the environment.

ANETWORK The Operational Environment is assumed to protect the TOE from direct,
public access to its LAN interface.
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A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.

A.TRAINED USERS Authorized Users are trained to use the TOE according to site security
policies.
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4 BX2VTRRGE

41 FBAREOEX2VTARR &

Table 14 |OEABREO X2V T4 %K H 82 R~T,
Table 14 — EFARBEO X2V T 4RI EK 5t

Designation Definition

OE.PHYSICAL PROTECTION | The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores
or processes.

OE.NETWORK PROTECTION | The Operational Environment shall provide network security to
protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.

OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and
protect passwords and keys accordingly.
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5 Extended components definition

ASTTITLL FOEF 2 TS REEALZ TR T D, ZNODILEaL R— 3 MNIAT22E L #H DOPPIZT
ERINTOBLDTHS,

51 FAU_STG_EXT Extended: External Audit Trail Storage

Family behaviour:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to an
External IT Entity.

Component leveling:

FAU STG_EXT.1: Extended: External Audit Trail Storage 1

FAU _STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
* The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_ GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1Extended: Protected Audit Trail Storage
Hierarchical to: No other components

Dependencies: FAU GEN.1  Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment in
that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a single
component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family behaviour:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component is
intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXTA4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
¢ There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

FCS_CKM_EXTA4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXTA4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is therefore
placed in the FCS class with a single component.

5.3 FCS_HTTPS_EXT Extended: HTTPS selected

Family behaviour:
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Components in this family define requirements for protecting remote management sessions between the TOE
and a Security Administrator. This family describes how HTTPS will be implemented. This is a new family
defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1
FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818
and supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
¢ There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components
Dependencies: FCS _TLS EXT.1 Extended: TLS selected

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_ TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_IPSEC_EXT Extended: IPsec selected

Family behaviour:
This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1
FCS_IPSEC_EXT.1 IPsec requires that [Psec be implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure to establish an IPsec SA

FCS_IPSEC _EXT.1 Extended: IPsec selected
Hierarchical to: No other components
Dependencies: FIA PSK EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message

authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].
FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that

is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a Secure
Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash
Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC
41006].

FCS_TPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for
Phase 1 exchanges,as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions|; IKEv2 as defined in RFCs 5996/selection. with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and [selection: no other
RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv?2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_TPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_TPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established
based on [selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEvI SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by the TOE], no
other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.
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This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.5 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family behaviour:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT.1, key encryption as specified in FCS COP.1(f), key derivation as specified in
FCS KDF EXT.1, key transport as specified in FCS_COP.1(i)]] while maintaining an effective strength of
[selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.6 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
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Family behaviour:

This family defines requirements for random bit generation to ensure that it is performed in accordance with
selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
¢ There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components
Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in

accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A4] using [selection: Hash DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common Criteria
does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS class
with a single component.

5.7 FCS_SMC_EXT Extended: Submask Combining

Family behaviour:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining 1
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FCS_SMC_EXT.1Submask combining requires the TSF to combine the submasks in a predictable fashion.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm) dependencies.
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:

exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.8 FCS_TLS_EXT Extended: TLS selected

Family behaviour:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:

FCS _TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

* Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message

authentication)
FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:
Mandatory Ciphersuites:
- TLS RSA_WITH_AES 128 CBC_SHA
Optional Ciphersuites:
[selection:
- None

- TLS RSA WITH AES 256 CBC SHA

- TLS DHE RSA WITH AES 128 CBC SHA

- TLS DHE RSA WITH AES 256 CBC SHA

- TLS RSA WITH AES 128 CBC SHA256

- TLS RSA WITH AES 256 CBC_ SHA256

- TLS DHE RSA WITH AES 128 CBC SHA256

- TLS DHE RSA WITH AES 256 CBC_SHA256

- TLS ECDHE RSA WITH AES 128 CBC SHA

- TLS ECDHE RSA WITH AES 256 CBC SHA

- TLS ECDHE ECDSA WITH AES 128 CBC SHA

- TLS ECDHE ECDSA WITH AES 256 CBC SHA

- TLS ECDHE RSA WITH AES 128 CBC SHA256

- TLS ECDHE RSA WITH AES 256 CBC SHA384

- TLS ECDHE RSA WITH AES 128 GCM SHA256

- TLS ECDHE RSA WITH AES 256 GCM SHA384

- TLS ECDHE ECDSA WITH AES 128 GCM SHA256

- TLS ECDHE ECDSA WITH AES 256 GCM SHA384

- TLS ECDHE ECDSA WITH AES 128 CBC SHA256

- TLS ECDHE ECDSA WITH AES 256 CBC SHA384
]
Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is therefore
placed in the FCS class with a single component.
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5.9 FDP_DSK_EXT Extended: Protection of Data on Disk

Family behaviour:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK EXT.1.1 The TSF shall [selection: perform encryption in accordance with

FCS _COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device
contains no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a single
component.

510 FDP_FXS_EXT Extended: Fax Separation

Family behaviour:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1
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FDP_FXS EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
*  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

*  There are no auditable events foreseen.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components
Dependencies: No dependencies.

FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with
a single component.

511 FIA_PMG_EXT Extended: Password Management

Family behaviour:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
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Hierarchical to: No other components
Dependencies: No dependencies.

FIA_PMG _EXT.1.1  The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case letters,

wprr i

numbers, and the following special characters: [selection: “/”, “@”, “#”, “8”, “%”, “*”, “&”,
“ERZOSY, )7, [assignment: other characters]];

*  Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed in
the FIA class with a single component.

5.12 FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family behaviour:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for [Psec.

Component leveling:

FIA PSK EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_PSK _EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation).

FIA_PSK EXT.1.1  The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are.
e 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];

*  composed of any combination of upper and lower case letters, numbers, and special characters
(that include: 6‘!79’ LG@”’ Ls#?” 6‘$”, 6‘%73’ 6‘/\73’ LG&?’, 6‘*”’ 6‘(6" and 6‘)79)'
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FIA_PSK EXT.1.3  The TSF shall condition the text-based pre-shared keys by using [selection: SHA-/,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no other

pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys using the random bit
generator specified in FCS RBG _EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key
Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed in the
FIA class with a single component.

5.13 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family behaviour:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:

FPT_KYP EXT.1 Protection of key and key material 1

FPT_KYP EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components
Dependencies: No dependencies.

FPT_KYP EXT.1.1  The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such plaintext
key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key and
key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

Copyright Canon Inc. 2025
31



Canon

FEITH: 2025/12/05

5.14 FPT_SKP_EXT Extended: Protection of TSF Data

Family behaviour:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Extended: Protection of TSF Data

Hierarchical to: No other components

Dependencies: No dependencies.
FPT _SKP_EXT.1.1  The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.
Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it is
therefore placed in the FPT class with a single component.

5.15 FPT_TST_EXT Extended: TSF testing

Family behaviour:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components

Dependencies: No dependencies.

FPT_TST _EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.

5.16 FPT_TUD_EXT Extended: Trusted Update

Family behaviour:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
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FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT _TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to installing
those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for the
management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.
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6.2.1 Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and

c) All auditable events specified in Table 15, [assignment: other specifically defined
auditable events].

[assignment: other specifically defined auditable events].
- None

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b)  For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 15,

[assignment: other audit relevant information).

[assignment: other audit relevant information)

- None
Table 15 —Auditable Events
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Auditable event Relevant SFR Additional
information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA UAU.1 None

Unsuccessful User identification FIA UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that | FMT SMR.1 None

are part of a role

Changes to the time FPT STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to: No other components

Dependencies: FAU_GEN.1 Audit data generation
FIA UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: an Administrator] with the capability to read all records
from the audit records.

[assignment: an Administrator]
- U. ADMIN

The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

Restricted audit review
Hierarchical to: No other components
Dependencies: FAU SAR.1 Audit review

Copyright Canon Inc. 2025
36



Canon

FEITH: 2025/12/05
FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that have
been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU GEN.1 Audit data generation
FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

FAU_STG.1.2 The TSF shall be able to prevent unauthorised modifications to the stored audit records in the
audit trail.

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU STG.3 Action in case of possible audit data loss
Dependencies: FAU STG.1 Protected audit trail storage

FAU_STG.4.1 Refinement: The TSF shall [selection, choose one of: “prevent audited events, except those
taken by the authorised user with special rights”, “overwrite the oldest stored audit records |
and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is
full.

[selection, choose one of: “prevent audited events, except those taken by the authorised user
with special rights”, “overwrite the oldest stored audit records ")

- “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]

- None
FAU_STG_EXT.1 Extended: External Audit Trail Storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity

using a trusted channel according to FTP_ITC.1.
6.2.2 Class FCO: Communication
There are no class FCO requirements.

6.2.3 Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
Hierarchical to: No other components.
Dependencies: [ECS—CEKM2-Cryptographie key-distribution;or

FCS_COP.1(b) Cryptographic Operation (for signature generation/
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verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.

[selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

[selection: P-521, no other curves]

no other curves
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
Hierarchical to: No other components.

Dependencies: [ECS—CKM2 - Cryptographie key-distribution;-of
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]
FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No Standard.

[selection: 128 bit, 256 bit]
- 128 bit, 256 bit

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXTA4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].
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For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS_RBG _EXT.1), a static pattern], followed
by a [selection: read-verify, none]. If read-verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard].

[selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT. 1), a static pattern],
followed by a [selection: read-verify, none). If read-verification of the overwritten data
fails, the process shall be repeated again;

- For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

- Fornonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a
pseudo random pattern using the TSF’s RBG (as specified in FCS_ RBG_EXT.1), a
static pattern], followed by a [selection: read-verify, none]. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are
destroyed]]

- powering off a device
[selection: single, three or more times)
- single

[selection: a pseudo random pattern using the TSF’s RBG (as specified in
FCS RBG_EXT.1), a static pattern)

- astatic pattern
[selection: read-verify, none]
- none

[selection: NIST SP800-88, no standard]

- no standard
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
Hierarchical to: No other components.

Dependencies: [EDRFCHmpertofuser-data-without security-attributes;or
EDPIFC.2 : ] " . 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [assignment: one or more modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
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*  FIPS PUB 197, “Advanced Encryption Standard (AES)”

«  [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-
38D)

[assignment: one or more modes]
- CBC,GCM

[Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D])
- NIST SP 800-38A, NIST SP 800-38D

FCS_COP.1(b) (update) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [EDPIFC Hmportofuser-data-without sceurity-attributesor—

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) (update) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of |assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater])
that meets the following [selection:

Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

o The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves| (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of |assignment: 2048 bits
or greater],
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*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of |assignment: 256
bits or greater]|

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[selection:
Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

FCS_COP.1(b)(tls) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [EBPHFC Hmportotuserdatiowithoutseenrtbatiribtes—or—
e : 1 ” . 1 ’

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(tls) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of |assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of |assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]|

that meets the following [selection:
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Case: Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of |assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater])

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]|
- 2048 bits
[assignment: 256 bits or greater|
- 256 bits, 384 bits
[selection:
Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

o The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves| (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).
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[selection: P521, no other curves]

- no other curves

FCS_COP.1(b)(ipsec) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [EDPITCHmport-ofuser-data-without seeurity-attributes; or—
e . ] " . 4 ’

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(ipsec) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of |assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater])
that meets the following [selection:

Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater])
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- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[assignment: 256 bits or greater)
- 256 bits, 384 bits

[selection:
Case: Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
e  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]

- no other curves

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

Hierarchical to: No other components.
Dependencies: No dependencies
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [selection: SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
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FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XTS]| mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19772, and XTS as specified in IEEE 1619].

[selection: CBC, GCM, XTS]
- XTS

[selection: 128 bits, 256 bits]
- 256 bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619]

- XTS as specified in IEEE 1619

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

Hierarchical to: No other components.
Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in

accordance with a specified cryptographic algorithm HMAC-[selection: SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512], Key size [assignment: Key size (in bits) used in HMAC], and
message digest sizes [selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS
PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3,
“Secure Hash Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384

[assignment: key size (in bits) used in HMAC]
- 160, 256, 384 bits

[selection: 160, 224, 256, 384, 512]
- 160, 256, 384

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_ TLS EXT.1.
FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to: No other components.

Dependencies: FIA PSK EXT.1 Extended: Pre-Shared Key Composition
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FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message

authentication)
FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

[selection: tunnel mode, transport mode]

- transport mode

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in
RFC 4106, AES-GCM-256 as specified in RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as
specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]

- the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-
GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEVI, using Main Mode for
Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
Jfor extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no
other RFCs for hash functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996,
[selection: with no support for NAT traversal, with mandatory support for NAT traversal as
specified in section 2.23], and [selection: no other RFCs for hash functions, RFC 4868 for hash
functions]].

[selection: IKEVI, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC 4304 for
extended sequence numbers), and [selection: no other RFCs for hash functions, REC 4868 for
hash functions]; IKEv2 as defined in RFCs 5996, [selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]]

- IKEvl, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC

4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]
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[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended sequence
numbers]

RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
- RFC 4868 for hash functions
FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: /KEvI, IKEv2]

protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm].

[selection: IKEvI, IKEv2]
IKEvl

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)
no other algorithm

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based
on [selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be
established based on [selection: number of packets/number of bytes ; length of time, where the
time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of
packets/number of bytes; length of time, where the time values can be limited to: 24 hours for
Phase 1 SAs and 8 hours for Phase 2 SAs); IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]]

- IKEvl SA lifetimes can be established based on [selection: number of

packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs|

[selection: number of packets/number of bytes, length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

- length of time, where the time values can be limited to: 24 hours for Phase 1 SAs and
8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are
implemented by the TOE], no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by
the TOE], no other DH groups|

- 19 (256-bit Random ECP), 20 (384-bit Random ECP)

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]
- RSA, ECDSA
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FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF EXT.1 Cryptographic Operation (Key Derivation), and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEV or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC _EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS KDF EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method(s). [selection: key wrapping
as specified in FCS_COP.1(e), key combining as specified in FCS_ SMC EXT.1, key
encryption as specified in FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1,
key transport as specified in FCS_COP.1(i)]]

intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COP.1(e),
key combining as specified in FCS SMC _EXT.1, key encryption as specified in
FCS _COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]
[selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC _EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified
in FCS_ KDF EXT.1, key transport as specified in FCS_COP.1(i)]

- key combining as specified in FCS_ SMC_EXT.1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_RBG_EXT.1(network) Extended: Cryptographic Operation (Random Bit
Generation)

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RBG_EXT.1.1(network): The TSF shall perform all deterministic random bit generation services

in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A4]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)]
- CTR _DRBG (AES)

FCS_RBG_EXT.1.2(network): The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [selection: [assignment: number of software-based sources]
software-based noise source(s), [assignment: number of hardware-based sources] hardware-
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based noise source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal
to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise source(s)
[assignment: number of hardware-based sources)|

-1
[selection: 128 bits, 256 bits]

- 256 bits

FCS_RBG_EXT.1(ssd) Extended: Cryptographic Operation (Random Bit Generation)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(ssd):  The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A4]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)]
- Hash DRBG (SHA-256)

FCS_RBG_EXT.1.2(ssd):  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources] software-
based noise source(s), [assignment: number of hardware-based sources]| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength Table
for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise
source(s)

[assignment: number of hardware-based sources)
-1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1: The TSF shall combine submasks using the following method [selection: exclusive

OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
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[selection: exclusive OR (XOR), SHA-256, SHA-512 |
- SHA-256

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1The TSF shall implement one or more of the following protocols [selection: TLS 1.0 (RFC
2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC SHA
Optional Ciphersuites:
[selection:

None

TLS RSA WITH AES 256 CBC SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS DHE RSA WITH _AES 256 CBC_SHA

TLS RSA WITH AES 128 CBC SHA256

TLS RSA WITH_AES 256 CBC_SHA256

TLS DHE RSA WITH_AES 128 CBC_SHA256

TLS DHE RSA WITH_AES 256 CBC_SHA256

TLS ECDHE RSA WITH AES 128 CBC SHA

TLS ECDHE RSA WITH_AES 256 CBC SHA

TLS ECDHE ECDSA WITH_AES 128 CBC _SHA
TLS ECDHE ECDSA WITH_AES 256 CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 128 GCM_SHA256
TLS ECDHE RSA WITH AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH AES 128 CBC _SHA256
TLS ECDHE ECDSA WITH _AES 256 CBC SHA384
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].

[selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)]
- TLS 1.2 (RFC 5246)

[selection:

None

TLS RSA WITH_AES 256 CBC SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS DHE RSA WITH_AES 256 CBC_SHA

TLS RSA WITH _AES 128 CBC SHA256

TLS RSA WITH_AES 256 CBC_SHAZ256

TLS DHE RSA WITH _AES 128 CBC_SHA256

TLS DHE RSA WITH _AES 256 CBC_ SHA256

TLS ECDHE RSA WITH _AES 128 CBC SHA

TLS ECDHE RSA WITH_AES 256 CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC _SHA
TLS ECDHE _ECDSA WITH_AES 256 CBC SHA

TLS ECDHE RSA WITH_AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384

TLS ECDHE RSA WITH AES 128 GCM_SHA256
TLS ECDHE RSA WITH AES 256 GCM_SHA384
TLS ECDHE _ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 CBC SHA256
TLS ECDHE ECDSA WITH_AES 256 CBC SHA384

TLS_RSA_WITH_AES 256 CBC_SHA
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA_ WITH_AES 256 CBC_SHA
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384

6.2.4 Class FDP: User Data Protection
FDP_ACC.1 Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects, objects,
and operations among subjects and objects specified in Table 16 and Table 17.
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FDP_ACF.1 Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control

FMT MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based on the
following: subjects, objects, and attributes specified in Table 16 and Table 17.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified in
Table 16 and Table 17.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules that do not conflict with the User Data Access
Control SFP, based on security attributes, that explicitly authorise access of subjects to
objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly authorise access of subjects to objects]

- None

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP, based on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly deny access of subjects to objects]

- None
Table 16 — D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
, View image
. Submit a or Release Modify stored | Delete stored
Operation: | document to be .
. printed document document
printed
output
Print (note 1)
L Job owner allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document for . . .
. image image image
scanning
Job (note 2) llowed llowed llowed
ob owner allowe allowe allowe
Scan allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Copy Operation: ST !/tew scanned Modify stored | Delete stored
document for image or
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copying Release image image
printed copy
output
(note 2)
Job owner allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document to imave imave imace
send as a fax & 8 8
Job (note 2) llowed lowed llowed
ob owner allowe allowe allowe
Fax send allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
View fax
. R image or Modtfy.tmage Delete fmage
Operation: . Release of received of received
and store it .
printed fax fax fax
output
note 3
Fax Fax owner (11 ; allowed allowed allowed
receive allowe
(note 4)
U.ADMIN allowed allowed allowed
allowed
(note 4) . . .
U.NORMAL denied denied denied
allowed
Unauthenticated allowed denied denied denied
. Store Retrieve Modify stored | Delete stored
Operation: stored
document document document
document
St / (note 1)
orage/ | Job owner allowed allowed allowed
retrieval allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Table 17 — D.USER.JOB Access Control SFP
"Create" * ""Read" "Modify" "Delete"
Grrtins Crea'te print View print Modl'ﬁ/ print Ctmc-el print
job queue/log job job
(note 1)
Print Job owner allowed allowed allowed
allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
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Unauthenticated denied denied denied denied
Operation: Create scan View scan Modify scan | Cancel scan
P ) job status / log job Jjob
(note 2)
Job owner allowed allowed allowed
Scan allowed
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
o Create copy View copy Modify copy | Cancel copy
Operation: job status / log job Jjob
(note 2) .
Job owner allowed denied allowed
Copy allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. Create fax View fax job Modify fax Cancel fax
Operation: send job queue /log send job send job
(note 2)
Job owner allowed allowed allowed
Fax send allowed
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
. Create fax Vlenff ax Modify fax Cancel fax
Operation: . 7, receive status Rl .7
receive job receive job receive job
/log
(note 3) . .
Fax owner allowed denied denied
Fax allowed
i te 4
receive U.ADMIN (note 4) allowed denied allowed
allowed
(note 4) . .
U.NORMAL allowed denied denied
allowed
Unauthenticated allowed denied denied denied
. Create storage | View storage / Modify Cancel
Operation: . . . storage / storage /
/ retrieval job | retrieval log . . . .
retrieval job retrieval job
note 2
Storage/ | job owner ( ) allowed denied allowed
retrieval allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied

Application notes:

The following Notes that are referenced in Table 16 and Table 17:

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.
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Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax send,
or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of received
faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).
FDP_DSK EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),

use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP], such that any Field-Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and no plaintext Confidential TSF Data.

[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting Field-
Replaceable Nonvolatile Storage Device that is separately CC certified to conform to the FDE
EE cPP)

- perform encryption in accordance with FCS_COP.1(d)

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS EXT.1.1The TSF shall prohibit communication via the fax interface, except transmitting or receiving
User Data using fax protocols.

6.2.5 Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication
FIA_AFL.1.1  The TSF shall detect when [selection: [assignment: positive integer number], an administrator

configurable positive integer within [assignment: range of acceptable values]] unsuccessful
authentication attempts occur related to [assignment: /ist of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment: range of acceptable values]]

- an administrator configurable positive integer within [assignment: range of
acceptable values]

[assignment: range of acceptable values]
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- 15 10 NIZEBITF A IEDOIEE i

[assignment: list of authentication events]
- BEARN B STen T AT V= Ul 2l o7cn 7 A 38T, 7V 4 —R
TAN—=INBOFRFERT

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been [selection: met,
surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]

- 1760 TRE LR R T 5 E TRy 7T Tk
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

[assignment: list of security attributes)

- User Name, Role

FIA_PMG_EXT.1 Extended: Password Management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”,
CA &, x4 <)”, [assignment: other characters]];

*  Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “1”, “@, “#7”, “$7, “%”, N7, “&”, “*” (7, ©)”, [assignment: other characters]]

“!”’ (c@” “#”, “$”’ “%”’ “"”’ (c&»’ (c*”’ “(”’ “)”’ [ass]gnment: other characters]

)

[assignment: other characters)

<« (Space)” , [{20H , [{%] 7” “+!7’ ‘(’”’ ‘(7!,’ “/!,’ “:7! , ‘(;”’ ‘(<”’ ‘(:)7, ‘(>”’ “?,” (‘[”, ‘(¥’,’
“]” , 457” , ({4 , “{” , K‘|” , K‘}” , ({32
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)
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FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:

e 22 characters in length and [selection: [assignment: other supported lengths], no other
lengthsT];

*  composed of any combination of upper and lower case letters, numbers, and special
CharaCteI’S (that include: 6&!’9’ 66@7” GL#”’ 66$”, Ec%”’ (G/\”’ 66&9” GL*’?, cc(“’ and AG)”).

[selection: [assignment: other supported lengths], no other lengths]

- [assignment: other supported lengths]

[assignment: other supported lengths]
- 24 CFURNOICT

FIA_PSK EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-256,
SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no
other pre-shared keys,; accept bit-based pre-shared keys,; generate bit-based pre-shared keys
using the random bit generator specified in FCS RBG EXT.1].

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text string]]
- SHA-1. SHA-256, [assignment: method of conditioning text string|

[assignment: method of conditioning text string|

- SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys,; generate bit-based
pre-shared keys using the random bit generator specified in FCS RBG _EXT.1]

- use no other pre-shared keys
FIA_UAU.1 Timing of authentication

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [assignment: /ist of TSF mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access Control
SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- BETFIARa T O

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [assignment: /ist of feedback] to the user while the authentication is
in progress.
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[assignment: /ist of feedback)
- % @

FIA_UID.1 Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement:  The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- RETTIARTAT DR

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other TSF-
mediated actions on behalf of that user.

FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA _USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: list of user security attributes].

[assignment: list of user security attributes]
- User Name, Role
FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of

attributes].

[assignment: rules for the initial association of attributes]
- None
FIA _USB.1.3  The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of

attributes].

[assignment: rules for the changing of attributes]
- None

6.2.6 Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
enable, modify the behaviour of] the functions [assignment: /ist of functions] to U ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour of]

- disable, enable

[assignment: list of functions]

- TLS K5 5{bA%RE

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.

Dependencies: FDP ACC.1 Subset access control
FMT _SMR.1 Security roles
FMT SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributes] to [assignment: the authorised identified roles].

[selection: change default, query, modify, delete, [assignment: other operations]]
- query, modify, delete, [assignment: other operations]

[assignment: other operations]

- create

[assignment: list of security attributes)
- Table 18:Management security attributes @ [ Security attributes | (DIH

[assignment: the authorised identified roles]
- Table 18:Management security attributes ¢ [ Authorised role(s) | D IH

Table 18 - Management of security attributes

Security attributes Operation Authorised role(s)
e U.ADMIN,
User Name query the owning UNORMAL
create,delete U.ADMIN
query U.ADMIN
Role :
create,modify,delete U.ADMIN

FMT_MSA.3 Static attribute initialization

Hierarchical to: No other components.

Dependencies: FMT MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment. other property]] default values for security
attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other property]]

- restrictive

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection: U.ADMIN, no role] to specify alternative
initial values to override the default values when an object or information is created.

[selection: U.ADMIN, no role]

- norole
FMT_MTD.1 Management of TSF data

Hierarchical to: No other components.

Dependencies: FMT _SMR.1 Security roles
FMT SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the
specified TSF Data to the roles specified in Table 19.

Table 19 - Device management Function

Data Operation Authorised role(s)

create, delete U.ADMIN
TP SAT R U.ADMIN

modify L

the owning UNORMAL

=4 query U.ADMIN
A/ IR 2% E modify U.ADMIN
IPSec B 7E query, modify U.ADMIN
TLS 5% 7E query, modify U.ADMIN
HEhes 77 M E query, modify U.ADMIN
2y 77 NRY Y —ERE query, modify U.ADMIN
INAT— KRRV — R TE query, modify U.ADMIN
BT 7 5 query, modify U.ADMIN
Tr—DbyxT modify U.ADMIN

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.

Dependencies: No dependencies.
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FMT_SMF.1.1: The TSF shall be capable of performing the following management functions: [assignment:
list of management functions provided by the TSF].

[assignment: list of management functions provided by the TSF]
- Table 20 5

Table 20 — Management Functions

Management Functions

2 — — PR RE

H A/ B2 E O B RE

IPSec &% & DE BLFERE

TLS 3% & O FEFRE

HEhn s 7o hsE O & B RE
Y77 MR —RRIE D P AR
RAT —RRY & — R TE D PR HE
B Ao P RE
BT 77 — Mg PR

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA _UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles UADMIN, UNORMAL
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
6.2.7 Class FPR: Privacy
There are no class FPR requirements.
6.2.8 Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain

specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.
FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

[selection: published hash, no other functions]
- no other functions

6.2.9 Class FRU: Resource Utilization
There are no class FRU requirements.
6.2.10 Class FTA: TOE Access
FTA_SSL.3 (LUI) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 (LUD) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]

- BRSOV ERRELRVIREEDS | BRE R R
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FTA_SSL.3 (RUI) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 (RUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity).

[assignment: time interval of user inactivity]

UE—h UL ZH EL 72V RREAS | R E R )R it

6.2.11 Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement:  The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a
trusted communication channel between itself and authorized IT entities supporting the
following capabilities: [selection: authentication server, [assignment: other capabilities]] that
is logically distinct from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of modification of
the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec

[selection: authentication server, [assignment: other capabilities]]

- [assignment: other capabilities]

[assignment: other capabilities]

Ty AN — R — RO — N — AL N—

FTP_ITC.1.2 Refinement: = The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel

FTP_ITC.1.3 Refinement: = The TSF shall initiate communication via the trusted channel for [assignment: lis¢
of services for which the TSF is able to initiate communications).

[assignment: list of services for which the TSF is able to initiate communications]
- REV R EERS B R AL —E A

FTP_TRP.1(a) Trusted path (for Administrators)

Hierarchical to: No other components.
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Dependencies: [FCS_IPSEC _EXT.1 Extended: IPsec selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH EXT.1 Extended: SSH selected, or
FCS _HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement:The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
administrators that is logically distinct from other communication paths and provides assured
identification of its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec, TLS/HTTPS

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the
trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote users that is
logically distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of modification
of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]|
- IPsec

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF, remote users] to initiate
communication via the trusted path

[selection: the TSF, remote users]

- remote users

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.3 X2 VUTARIEEH

Table 21 lists the Security Assurance Requirements for Protection Profile for Hardcopy Devices,  and related
EAL1 augmented by ASE SPD.1.
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Table 21 —TOE Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_FSP.1 Basic functional specification

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE _INT.1 ST introduction

ASE_OBJ.1 Security objectives for the operational
environment

ASE_REQ.1 Stated security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testing — Conformance

AVA: Vulnerability assessment

AVA_VAN.1 Vulnerability survey

6.4 EXaDTABREEMRHL

6.4.1

The dependencies of security requirements

ARFETIL, ST CHREEFO AR 72TV K L IO R 2 7Eih T2,

Table 22 — The dependencies of security requirements

or FCS_CKM.1(b)]

FCS_CKM.1(b)

BEREE PP TERLTWAIKTEME | ST TRIZLTWBIEEME | KIFtEE2mzL TOARWER
FAU_GEN.I FPT STM.1 FPT STM.1 N/A BRTFHEET 2L T D)
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A (RAFEHEA T2 T D)

FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU GEN.1 FAU GEN.1 N/A RTFHEE T T D)
FAU SAR.2 FAU SAR.1 FAU SAR.1 N/A (RAFEHEA L T D)
FAU STG.1 FAU GEN.1 FAU GEN.1 N/A RTFHEE T T D)
FAU STG.4 FAU STG.1 FAU STG.1 N/A (RAFEHEA L T D)
FAU _STG EXT.1 FAU GEN.1 FAU GEN.1 N/A (KTFEHEA T2 L CTD)
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A (KTFEHEA# T2 L CTD)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A (KTFEHEA T2 L CTD)
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(g)
or FCS_COP.1(f),
or FCS_COP.1(g), FCS_CKM _EXT .4
or FCS_COP.1(h)] FCS_RBG EXT.1(network)
FCS_CKM_EXT.4 FCS_RBG_EXT.1(ssd)
FCS_RBG_EXT.1
FCS_CKM EXT.4 [FCS_CKM.1(a) FCS_CKM.1(a) N/A (AR TZL T D)
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PEREE PP TESRUTWAIETREME | ST TRZLTWAIEEYE | (KFEEERZL TQOARWER
FCS_CKM.4 FCS_CKM.4
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) N/A URTF AT LT D)
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A URTF AL T D)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b)(update) || FCS_CKM.1(a) No dependencies TOHDIAENT AR TR
FCS_CKM_EXT.4 AETDDOHTHLI0, E
- A R ORI R,
FCS_COP.1(b)(tls) FCS_CKM.1(a) FCS_CKM.1(a) N/A (A2 LTV D)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b)(ipsec) [ FCS_CKM.1(a) FCS_CKM.1(a) N/A RAFEZ T2 T D)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) No dependencies No dependencies N/A (RO FER L)
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A (AP 72L TN D)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A RAFEZ T2 T D)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS TLS EXT.1 N/A RAFEZ T2 T D)
FCS_IPSEC_EXT.1 FIA PSK_EXT.1 FIA_PSK_EXT.1 N/A (RAFPEA T2 T D)
FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b) (ipsec)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1(networ
k)
FCS_KYC EXT.1 [FCS_COP.1(e), FCS_SMC EXT.1 N/A UKTF AT LT D)
or FCS_SMC_EXT.1,
or FCS_COP.1(f),
or FCS_KDF_EXT.1,
and/or FCS_COP.1(i)]
FCS RBG EXT.1 No dependencies No dependencies N/A (AT DO ERRL)
(network)
FCS_RBG_EXT.1(ssd) | No dependencies No dependencies N/A (KD EER L)
FCS _SMC_EXT.1 FCS_COP.1(c) FCS_COP.1(c) N/A (EAFHEZE 2L T D)
FCS_TLS EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) N/A (KTFEHEA T2 L CTD)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)(tls)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS RBG EXT.1 FCS RBG EXT.1(networ
k)
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A URFMEZ R L TD)
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A (KTFEHEA T2 L TD)
FMT_MSA.3 FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) N/A (AR TZL T D)
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BREE PP TERLTWAKAEME | ST TRMZLTOBKENE | EEEEHIZLTOARVER
FDP_FXS EXT.1 No dependencies No dependencies N/A (AR D LR 72 L)
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A (A2 LTV 5)
FIA_ATD.1 No dependencies No dependencies N/A (AR DR 72 L)
FIA_PMG_EXT.1 No dependencies No dependencies N/A (EAFEDERRL)
FIA_PSK_EXT.1 FCS_RBG_EXT.1 No dependencies FCS_RBG_EXT.l1 ZX3ELT

UWVRUWERH
SFR TEERL TR DR
2,
FIA UAU.1 FIA UID.1 FIA UID.1 N/A URTFHEET LT D)
FIA_UAU.7 FIA UAU.1 FIA UAU.1 N/A (AR TZL TV 5)
FIA UID.1 No dependencies No dependencies N/A (A D ZLR 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (RAFHEE LT D)
FMT_MOF.1 FMT _SMR.1 FMT _SMR.1 N/A URTFEET LT D)
FMT_SMF.1 FMT_SMF.1
FMT MSA.1 FDP_ACC.1 FDP_ACC.1 N/A URTFEETHT- LT D)
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT _MSA.3 FMT MSA.1 FMT MSA.1 N/A URTFHEET LT D)
FMT_SMR.1 FMT_SMR.1
FMT _MTD.1 FMT _SMR.1 FMT _SMR.1 N/A URTFHEETH LT D)
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies No dependencies N/A (KAFPEDER7Z2L)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (RFFMEAETRTZL T D)
FPT _KYP_EXT.1 No dependencies No dependencies N/A (KAFPEDER7Z2L)
FPT SKP_EXT.1 No dependencies No dependencies N/A (RAEHEDERARL)
FPT_STM.1 No dependencies No dependencies N/A (KAFPEDER7Z2L)
FPT_TST EXT.1 No dependencies No dependencies N/A (RAEHEDERARL)
FPT TUD EXT.1 FCS_COP.1(b) FCS_COP.1(b) (update) N/A (RAFEZT-L T D)
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3(LUI) No dependencies No dependencies N/A (RO ER L)
FTA_SSL.3(RUI) No dependencies No dependencies N/A (RAEHEDERARL)
FTP_ITC.1 [FCS_IPSEC_EXT.1, FCS_IPSEC_EXT.1 N/A (A7 A T2 L T D)
or FCS TLS EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, FCS_IPSEC_EXT.1 N/A URFF AT T D)
or FCS_TLS EXT.1, FCS TLS EXT.1
or FCS_SSH_EXT.1, FCS HTTPS EXT.1
or FCS_HTTPS_EXT.1] - -
FTP_TRP.1(b) [FCS_IPSEC EXT.1, FCS_IPSEC EXT.1 N/A URFMEZ R L TD)
or FCS TLS EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]
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7.4.2 RESREEELE

- R AEEREEE: FCS_CKM.1(b), FCS_CKM.4, FCS_CKM.1(c), FCS_CKM_EXT.4,
FCS_RBG_EXT.1(ssd), FCS_KYC_EXT.1, FCS_SMC_EXT.1, FPT_KYP_EXT.1,
FPT_SKP_EXT.1

SSD K55 LS EE BV 4> CSP (Critical Security Parameter) {22V Cit BH 95,
CSP #&%5l | WA BANEET | AR | EESE
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[iRey 55 D730 D, WEAEF | P TOE DT
o7 IND (UREES
RAM
Hs —R DRBG OWNERIREE V LN C THY, BBk | X [i5] ZE fEL(OXFF)
AES W B3 BRI T2 — Rl | v 7 o T 1l LEES
FLASH #
FY—

WA WS EEDTATH ATV (AR, BB BT 1E) IZ W TR D,

[R5 S8 A i 5 15
TOE 1%, K5 5{bF v 7'& TOE 2 ha—Z LW RIEEGE R (- EV, TOE &) $1L<I3 TOE FEER /2
CEHE N — N O AR RUZSAIC IROAREIC DX SSD s B {KESRE Tl 4%
s —REAERRT D,

W5 bF 7L, Vo 7 F v — 2 OB AL 1 O N—RT =27 X—=2D /A XPfeT 5k
nE— A A EE % FHV T, DRBG ~~ A J19°% Entropy Input (640 £ 1), Nonce(256 £~ MNEARK T 5, =
> ha e — A B RE I Z Ko TAE R E LD Entropy Input 13X, 400 £k, Nonce |% 160 ' hD T bk’ —%
BIKIREF> TS, ZHEBDfEE DRBG (2 A JJ95Z4LT DRBG ONERIREE V,.C 24181+ 5, 2L .
DRBG WHBIREE V,C 2 58D rt7e bk —RELTHE B(L T~ 7 D FLASH A BV —IZR 177D,
[FCS_RBG_EXT.1(ssd)]

TOE (3§ —R(DRBG WNEIRAE V,C)%& DRBG (Z AL, 1 [B] B IZERSNAEEEFEL,. 2 B H . 3
5] H OSBRI BV THERRRE V,.C 2V 7 ~RA7L LT SHA-256 Z W=V 7 ~ 27 5B 21T1H281C
XV 256 B bR SHEE 2 AFH 95, [FCS_SMC_EXT.1, FCS_COP.1(c), FCS_CKM.1(b)]

LI TOE (%, TOE Wik SSD (2K D2 ThHT —H & 5135,
WRIEIEJR ON BT, Wb T v 71388 — R & J0IC B BIAIC R 284 TR R L . RAM IZHST 5,

[ 5 SEDE FR T 1E]

Y7~ 27 Tdh%H DRBG WHERIKEE V,C IZiX, = bt — A S REZ AW T hat — Mt e &
NTWE, OB T w2725 LT 7~ 27554 (SP800-90A |2 55-3< Hash DRBG 2L ANERRLER) %
1175221250 256bit E DG B8R L TWAZENDEET = AL D4 BE PRI BT B4 IR BE
(256bit) 1TMERFSILD, [FCS_KYC_EXT.1]

TOE X, B 5D e L2 b8t — R & L TRE BT~ 7 ND FLASH AE) —IZR-A7T 5, -, K5
SIS LT 7 ND RAM _EIZOHFEAHEZFL, FLASH AEY—| 23RS 20,

K5t F 71X TOE Oz ba—F—R—RNZEEINTEY, B 3{tF 7 WD FLASH A€V — (X3
HAZ AP RE/ R N FEIEMEARL — D F A R TR0 BT = A DO— DS CHL A HA T RE 72 AR
IR — DT NARNRAFINDZ &2, [FPT_KYP_EXT.1]

K5 b F 7" ND FLASH AEY— bR 5L T 7 Mg — R &5t 3 TOE OA ¥ —7 = — A&
2N, FEF 5T v 7 ND RAM B 5T v 7 Mk S a it A H T A 2 — T = — A3z
b, B R B XU 584 2B IR #E L T D, [FPT_SKP _EXT.1]

LERER Q)& g
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58I ST > ND RAM _EICOBAFET D, 5 HHTERWIRFCREL 250 T, EIRHNIZ K
DIE K75, [FCS_CKM_EXT.4/ FCS_CKM.4]

g —N1%, TOE BESEI /2 & B BE D30 B 9D L B AL LU LI BRIC R L5, S —ROfk
B, BE SRV OFRR TERITSND, #E— R L CEEE(OXFF) T 1 [A] L EE 52Tl
—R&EE4 %, [FCS_CKM_EXT.4/ FCS_CKM.4]

7.5 LAN 7 —Z{%#RERE
7.5.1 IPSec R & {vi%aE
- ST AEEREEME: FCS_COP.1(a), FCS_COP.1(c), FTP_ITC.1, FTP_TRP.1(a),
FTP_TRP.1(b), FCS_IPSEC_EXT.1, FIA_PSK_EXT.1, FCS_COP.1(g)

TOE (%, 77 ANV — R~ 7Y — N — /A LA —/3—L TOE B CEZETH2——FT —H 5
KONTSF 7 — 2 DOREVE, 52 2MEDORERDTZDIZ, TXTD IP 234y e RFC4301 CTHES 7= IPSec
\ZCEL F DL B/ 595, [FTP_ITC.1, FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7w O 5k

- LAN "oZ1E395 IP oy hO1E SHE
—fRFNHE D, 74T 2k PC K0TV H—RTA =% OEHIZITHBRZ, 77147 b PC 56 TOE
NERETHL—Y—FT —XBILOTSF 7 — X DOREEN: | 22O MELRDT-01Z, TOE X3 XTD IP
Ny e RFC4301 THUESALZ IPSec (ZTUL FO XTI 5 b/ 5%, [FTP_TRP.1(b),
FCS_IPSEC_EXT.1.1]

- LAN ~EE95 IP 7w Ol S E

- LAN B ZAET5 IP 23y hO1E Sk
BELEIN, V74T R PC XD Web 77U 2N E—k Ul OX—UHEERITHIRRIZ, 7747k PC
M5 TOE ~EEZ(ETH—W —F —ZBI W TSF 7 —Z OB | 52 B MEORERDT-1Z, TOE X
T _TD P 2y’ REC4301 THUESHL IPSec I TUL FO IO BAb/E =15, 72BUE—k Ul
BAEDOIRFEIZ OV TIE, IPSec B S LASBETZ 1T TIIR<EBIT 7.5.3 30#iD TLS B 5{bHREA AT
AWAZLEETED, [FTP_TRP.1(a), FCS_IPSEC_EXT.1.1]

- LAN ~3%(E 55 IP /37 hORF LR

- LAN DBZAET5 IP 23y hO1E Sk

TEREOREE 7 VAY R L 548 T, RFC4303 IZEFHSINL- IPSec 7' 2h=/L ESP Z#EH L T\
%, [FCS_COP.1(a), FCS_COP.1(c)]

cryptographic algorithm cryptographic key sizes list of standards
FIPS PUB 197(AES)
AES-CBC+HMAC 128 bit, 256 bit NIST SP800-38A(CBC)

FIPS PUB198-1(HMAC)

FIPS PUB 197(AES)
NIST SP800-38D(GCM)

- EFZoO HMAC THIH5EF 27 27 )L TYAXL(SHA)IX SHA-1, SHA-1 &, FIPS
PUB198-1 |ZHIES417- The Keyed-Hash Message Authentication Code 3O} FIPS PUB180-3

AES-GCM 128 bit, 256 bit
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| IR EEH7= Secure Hash Standard Zii7-9, Avb—I % AV = AT 160 B b, HMAC C
FIH SN D8R IX 160bit, [FCS_COP.1(g)]

IPSec DEMEE—RIL, FTUAR—ME—R DA% PR —FL T 5, [FCS_IPSEC_EXT.1.2]

IPSec #fax iE 3. Security Policy Databese(SPD)& L CHEL D /L— )V AABJENALL A2 DT TEFRL TWD,
SPD (Zi%, /V—/V & T 5B E M TAREIP TRUA, R—hE5) &, l@EMATLom(E 5 (IKE &%
TEX IPSec 5K 7E) \ /L — IV E DD D NN B EFRSILTND,

IP 7y NS5 T 586 . SPD OESENEAIZHE Y, A N7/ —/A 5 IKE ORI m—3a Gk
5o IKE DML LZ2T AL Ny M3 FES LD,

IKE 25ENT UT- 356 . #ESLUT= IKE Z#ERFL 7= £ F SPD OESLNEN. D ENLSA 072 — L D8lE
RSO BB AR, BN EE LT L — /LD IPSec & EIZLVIBEETTH, 2 TD SPD OE{EHH
FLMEIZEE LW IP Xy NI EES NS,

BANCAE BT — LV THEENTERD ST A TR, Ny NIREES L, SOITEZEIER DKL VL—L
EDOBEHFSMEOEEIIME L7V, [FCS_IPSEC_EXT.1.3]

[PSec TxHIn 957 B/ LOHAFRITILL T D Td %, [FCS_IPSEC_EXT.1.4-7,9]

- RFC2407. 2408, 2409, 4109, ¥LIES — 7 A& B DI=H D RFC4304 K O~y 2D
RFC4868 TiEFex4i17- IKEv]

- IKEvl ®~A1—KK; 5 :RFC3602 THLEZ7= AES-CBC-128/AES-CBC-256

- IPSec ESP O~ A 12—k 5 :RFC3602 THEI47- AES-CBC-128/AES-CBC-256 K& O}
RFC4106 THESN 7= AES-GCM-128/AES-GCM-256

- IKEvl 7=—X 1 X HUIAA L E—RDOAEFEHTH(T 7Ly 7E—RIEHLZW)

- HR—F795 DH 7/ —7 1% Groupl4(2048bit), ECDH256bit, ECDH384bit TV, & Z&F]
M3 572% U.ADMIN D358 ET D, £ D% 1E RFICHEAHL L O LD Tl Z LR E ST
Do

IKEvl @ SA FAT7Z AL, 72— 1 D SA T 24 BFLINE 7 =— X 2 O SA T 8 R LAN 245
ETHIETHIRTHIENTES, [FCS_IPSEC_EXT.1.8]

ATD IKE 7uabz/bld, RSA 7/LTU XL ECDSA 7/LTY XL, HHiEF#OWTANE AN B
T RREEFEITT %, [FCS_IPSEC_EXT.1.10]

[PSec DHFHTILAFIL, SPD D/L— /LT LR IETHIED AIHETH D, [FIA_PSK_EXT.1.1]
FATHA RO SCTHIL, 22 CFLL | 24 SCFLANTHRE ATRECTH D, i TEXDI0FIE, KT/

TR ST (N T@d s T#1L TSI T%0, TA) L T&D L T T D)DFAE DD OIER ATHE TH
%, [FIA_PSK_EXT.1.2]

FRIHA T T F A=A TIERSNIZb DD A% SHA-1, SHA-256, SHA-384 THAE-SIFL T
T D, B STFITHNWD Ny 2T VAR AL, IKE 72— R 1 DRI T— 34280 SHA-1,
SHA-256, SHA-384 O H7 BT u)y— DD EIRSAUE S 415, [FIA_PSK _EXT.1.3]

IPsec 5 WAEREDRR E 1. #E/ 20 LTV —h UL XV, U ADMIN (2L B HEEENDHER E S
Do
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(VA

RRRE P Bk > B it IE > BREERXE

> 2y J—27 >TCP/IP &

% E>IPSec X E

UE—h UI:

5

> %" —2 >1PSec i% &

FRE R > BB
R E Rk > BREE

E
FE > Ry NI —27 >1PSec RS —— &

IPSec iF

R B RE
ST D EE B

FPT_SKP_EXT.1

FCS_CKM.1(a), FCS_CKM.1(b), FCS_CKM_EXT.4, FCS_CKM.4,

IPSec W 5 B RENSHUD D CSP I DWW T, LA FIZRE 9%,
CSP %51 B KAEET | BAWIREE | REEH
HaTd A IKEv] ([ CHEridLAHE TR | SSD iS4 L
FECHIH 53 A 8
MFP §~7 IKEV] IZTTF O HVEL F55 SSD 551k HEL
(RSA. ECDSA) TORRGETHI 9
% TOE O#E~T
IKE 5 =4 IKEvl T TR 5D7= DR | RAM SESL TOE D& JE KT
g NEUNEES
DH #~27 DH/ECDH (Z L2582 #aDERIZA | RAM SESC TOE D&M
ECDH #t~=7 | BT D RBHgE/FL % 6 (AUREES
IPSec 5 =53 | IPSec ESP TEH T2 5 D7- | RAM S TOE D& JF T
- (EUNEES
IPSec i&iiFdE | IPSec ESP TfE AT AEFEDT- | RAM S TOE O EF M
Dk NP EES
DRBG WNERIR | Bl AR 57 DRBG N | RAM XL TOE D& HT
e RRE, IAUNEES
WIZ CSP DTA T AT AT O TCRL#E T 5,
(R B-8ED A 5 1E]
TOE 1%, IROAEERIZ IS X 1PSec B B LHERE T H 3205 582 £k 375,
CSP #%51l BETNTYRL/BRELT VIV L | BHE
MEP #~7 RSA(2048 £ 1) NIST SP800-56B Rev1:6.3.1.1
rsakpgl-basic
ECDSA(P-256, P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
IKE 5758 AES-CBC FIPS PUB 197(AES)

NIST SP800-38A(CBC)

89
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DH #~7 DH(Group14) NIST SP800-56A Rev3: 5.6.1.1

Approved Safe-Prime Groups
ECDH ##~7 ECDH(P-256. P-384) NIST SP800-56A Rev3:5.7.1.2
IPSec 78 AES-CBC FIPS PUB 197(AES)

NIST SP800-38A(CBC)

AES_GCM FIPS PUB 197(AES)
NIST SP800-38D(GCM)

IPSec FRGIEHE HMAC FIPS PUB 198-1

AT ST, #BE b, B LLITYE—F UL &Y TOE O HEEREAFI A L T U.ADMIN [Z X - TRIE
CE R/ ZE HHIBR) S ND, B HERTHAHOT AN 713, BE LT+ VE—h Ul T3 @ T
F:9%, [FPT_SKP_EXT.1]

IPSec #2FF#E/DH #8~27/ECDH #~<7 1% IPSec i@EHF DRI = — a1l k> TAKRESIS, MFP 4
AT BE SRS LT = —h UL 55 TOE O HFEREZFI I L C U.ADMIN 23ERE ATRE ThH D,
[FCS_CKM.1(a)]

TOE I IKE 5548 LT, IPSec {5 DRI m—3 9 WE1C 7.5.5 SLEE RUEEREA VT 128bit HL<L
1% 256bit ® AES-CBC Oi; 584 4% 9%, TOE I3 IPSec B 5-#tL LT, IPSec iBE DRI —T g9
RFLZ 7.5.5 BLECZE RS REZ FV O CHER: 128bit <1 256bit THDH, AES-CBC ,L<iX AES GCM K5
AR5, [FCS_CKM.1(b)]

(W D& BT 1E]
CSP #&51] BHFE

Hai AN OV MFP 87 | SSD B 5k rEIC LIE 51k L TOE M SSD (235,

IKE %548/ TPSec W24/ RAM EIZESCTHANT 5,
IPSGC Rt niﬁ/ DH %/\7/
DRBG NEBIRAE

e L H LTV E—F UL XV TOE OE BREREA R L T . FaidAa 8 & OV MFP #&-27/IKE K
B4/ IPSec 5548/ IPSec ZRGF#E/DH 4827/ ECDH 827 Z i H . b LI E T HHREI T 720,
[FPT_SKP EXT.1]

[ - SR FE 7 15]

HATHA 8% O MFP 8827 1%, B4k L T TOE PJk SSD IZfR1FEL TN5, F D7 ORREE T B
/AN

IKE W5 =4/ IPSec 558/ IPSec 3R:iF8/DH #8277/ ECDH #£~27/ DRBG WNHERIRREIL, IPSec {5 H#&
T TOE OEJFWHHIRE L0 | BIRKHC LT %, [FCS_CKM_EXT.4/FCS_CKM.4]

7.5.3 TLS B 5{E%EE

- XS TAEEEM . FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g), FTP_TRP.1(a),
FCS_TLS_EXT.1, FCS_HTTPS_EXT.1
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TOE 1%, U ADMIN LU FO MR T TOE ZFIH 328812, 253N b2— —F7 —XBXOTSF 7
— A DR  SERPEDREIRE DT D2, TLS I TR/ B %,

g St —F— Takav

Web 770 % &ffi~7-UE—k | UADMIN TLS/HTTPS
UL D~ — 8 E

TSF %, UADMIN (2L o> TIZFA4 7k PC LD Web 7T % =735 TOE @ Web ~2— 1256 L T
FURMMTONSEEIC, TOE £7747 2k PC LD T TLS #E DA = —a%1T70 TLS 7'Hb
DI DY — R —BREAM T2t TLS I2X Dy a3 NI S 7=t . HTTPS i#15(RFC2818 i
BV Bith+ %, [FCS_HTTPS_EXT.1]

7272 LY —b UL EAEIZ DU TR, IPSec B SEEEREN B ICHWHAL TR, TLS B S bHERE I3 H7e<
ELIRF#ESND, [FTP_TRP.1(a)]

E S EAEICH WD ST LT X A WS HEHILL FDOEBY THD, 7235, AES 57T /LT Y XA FIPS
PUB 197 (ZH#EHLL T 5, [FCS_COP.1(a)]

cryptographic algorithm cryptographic key sizes list of standards
AES-CBC 128 bit, 256 bit NIST SP800-38A
AES-GCM 128 bit, 256 bit NIST SP800-38D

TLS TiX, YL FOTwhanxf s L T%, [FCS_TLS_EXT.1]
- TLS 1.2(RFC 5246)

TLS TlE. L FOHA 77 A —F e hR—FLTV%, [FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g),
FCS_TLS_EXT.1]

- TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES 256 CBC_SHA

- TLS_ECDHE RSA WITH_AES_ 128 CBC_SHA

- TLS_ECDHE RSA WITH_AES 256 CBC_SHA

- TLS_ECDHE RSA WITH_AES_128 GCM_SHA256

- TLS_ECDHE RSA WITH_AES_ 256 GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384

TLS B 2 VSR DR 1. BE/ 32 E LTYE—F Ul LY. U ADMIN [Z L& B REN DR ES L
Do

BB SV | - BRIERER > B asak € > BRBEEUE > Ry NI —2 >TCP/IP 3% E&>TLS i iE

UE—hUIL: | - EER>BREHRTE > XY N —27 >TLS 3%

Copyright Canon Inc. 2025
91



Canon

FEITH: 2025/12/05

7.5.4 TLS Bf - EHHEEE

- X OMERE B
FPT_SKP_EXT.1

TLS $#& HFERED IV D CSP 12O\, BLFIZH A2,

FCS_CKM.1(a), FCS_CKM.1(b), FCS_CKM.4, FCS_CKM_EXT.4,

CSP #%5! B FAEET | BWIREE | BMZES IR
MFP §~7 FUHNEL FTH(RSA £ SSD 5L, e
ECDSA) CORGETHI T 5
TOE D#~7
ECDH #~7 ECDH OB AR T 2/8BA8E/F: | RAM 3L TOE &R
ke BUREES
TLS 7VU~2A%Y | TLS WEIRHT 57 V~A4% | RAM SESC TOE &R Hriz
—JLwhk — Lk ERMEES
TLS Byiarv it | BER S5O Ol 58t RAM SESC TOE &R Eriz
INEES
DRBG WNEIREE | Bl &R T 5720 DRBG N | RAM SESL TOE O E 5 ¥t
HORTE, NBURIEES
WIZ CSP DTATH AT AT DOWTCELHET D,
(s B8 AR 7 1E]
TOE 1%, IROAEERIZH-DE | TLS W 5L RE CHEH T oM S8 2 ARl 9%,
CSP &5l ST NITVAL/RHESLT NVTI AL | R
MEP #~27 RSA(2048 £ 1) NIST  SP800-56B  Revl:6.3.1.1
rsakpgl-basic
ECDSA(P-256, P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
ECDH #~=7 ECDH(P-256, P-384) NIST SP800-56A Rev3: 5.7.1.2

TLS By a8

AES-CBC(128 Ewh, 256 B k)

FIPS PUB 197(AES)
NIST SP800-38A(CBC)

AES-GCM(128 E'w I+, 256 E™ 1)

FIPS PUB 197(AES)
NIST SP800-38D(GCM)

MFP ST 1%, BE/ S h LIZYE—] Ul 2°5 TOE O PREEREZFI L C U ADMIN 23425 Al HE
Thb, [FCS_CKM.1(a)]

TOE % TLS By ar @/ TLS FV~AH#—7L N ECDH #-~X7 % TLS {5 BRAEEFIZ 7.5.5 BL&AE

R EER IV CAERKT 5, [FCS_CKM.1(a), FCS_CKM.1(b)]
[ =S E BT 5]
| CsP @ | EEFE
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MEP #~27 SSD HF 5L REIC LV 51k L TOE W SSD (ZH#N9-5,

TLS v ar 4t/ TLS 7V~ | RAM EIZSC TG 5,
A —JLw N ECDH 3
7’/ DRBG WERIKAE

BE 20 B LTV E—F UL LY TOE OEFBRHSEEAFIH L T, TLS By al#/ TLS 7V~ AZ
—2Lw ECDH #~7/TOE Wi SSD (ZRIESIL TS MFP 837 %, it AT H LIEME 5
FEREIX72\ N, [FPT_SKP_EXT.1]

LERERRLE i

MFP #4712, 554 L T TOE Pk SSD ITARTEL TS, T DT ORI T MEL 2,

TLS &y ar it/ TLS 7U~AZ—2L v ECDH #-27/DRBG WNERIKAEIZ, TOE O EJFRWTHH A
FL720 | BIRMNC IV LT 5, [FCS_CKM_EXT.4/FCS_CKM.4]

7.5.5 FELEERESRE

- XS AEEEEEME: FCS_RBG_EXT.1(network), FCS_COP.1(c)

TOE 13, IROALRRIZHE DX SLEA R AE ST 55, BLEUE s REIC Ko TAE RS LT ELERI L, IPSec B 5
{EREHE L O TLS B S bA%EE CEHENA,

ELBAERT VTR A Y
CTR_DRBG(AES) NIST SP800-90A

TOE % NIST SP800-90A (Z7it->C CTR_DRBG (> hrt™—4l% A 1952 L CELEE R ET T,
[FCS_RBG_EXT.1.1(network)]

JARXRELTIE, 1 DDON—RT =T _X—R|ZLB /A XJREL T, TOE D7 a2t —(Intel Atom®7 2t
v —E3930) 3N T 5/ — R = 7 SLEFE A as % 9%, RDSEED i35 & 34795 —R =7 L
BRI 32 B ROE Y MR EY HE 5,

TOE DL #EhRFIZ(T RDSEED i 128 [MIFEATL , UG L7= 4096 & hOE Y M3 = " — i Th 5
Linux PRNG ([ZA )&%, /AR THLHN—RT =7 EEBFEAEZRNOH IS8y Ml 1 By b7z
D 0.5 bl EDf/ et —%2E TeZ LA [Rambus 2012]DFLIR A 5437>-CTEY, Linux PRNG (2
137Kt 2048 B RO T b — N E £ TNVD,

TOE X, ELEE RO T R A2 1T DL 384 B Dy ot — A (KR > = o —FlA = hab—
JRT&% Linux PRNG 7>BIVEEL . o —R{EEL T CTR DRBG IZA ST HZET, 256 By MOELEZ A RL
9%, [FCS_RBG_EXT.1.2(network)]

7.6  BAKREE/A SRR
7.6.1 TLS B4 AR
- X AHEEREEE: FCS_COP.1(b)(tls) , FCS_COP.1(c)
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TLS OB a MENIRFIZ IV T, FIPS PUB 186-4 (23S LL RO T /LAY X 8A FAWT,, B4 AR AT
729, [FCS_COP.1(b)(tls)]

- RSA FUHNEL T LAY R N(IDSA) THEN 2048 E Y M OHD

- FEMERR T VAV B4 T LT X (ECDSA) THER 2 256 Bk, 384 B hDEHD
B4 ARICIT SHA-256, SHA-384, SHA-512 % iV 5, [FCS_COP.1(c)]
PLFICE ATREZR B4 7L A Y XL~y 2D E =T,

- RSA2048 : SHA-256, RSA2048 : SHA-384, RSA2048 : SHA-512

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.6.2 IPSec B4 WRFEIAE SRR

- XS AHEEEEEE: FCS_COP.1(b)(ipsec), FCS_COP.1(c)

IPSec @ IKEv1 TOREHEA HWZF2REIZISW T, FIPS PUB 186-4 |25 S<LA T O T NVITY XL TESL
RRRE/ERKE1T729, [FCS_COP.1(b)(ipsec)]

- RSA FUHNVEL T LAY R LCDSA) THEE 7Y 2048 £ hodd D

- FEMER T U AV B4 T LT X NECDSA) THERE 2 256 Bk, 384 B hDEHD
A REE/ERIZ I SHA-256 3 L<I SHA-384 THH L=\ =ffiz iV 5, [FCS_COP.1(c)]
LRI ATREZR B A T VY R LNy v 2 DA EE R T,

- RSA2048:SHA-256, RSA2048: SHA-384

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.7 HCOTAMERE

- XS AHEEEEM: FPT_TST_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
TOE I, E&EFRFIZLL T O B &7 AE i35, [FPT_TST_EXT.1]

LLFOHOATAN T — NSN3 4 . TOE 13 e —a—R%&2%K R L. TOE Oft#Ehz
k4%,

T 7=z T DEENTF

- Ty—AU=T 2%, HHUS FIPS PUB 186-4 [Z5:-5< RSA(HEFE 2048bit), SHA-256 % H
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[Rambus 2012]
Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography Research a division of Rambus,

2012.
https://www.rambus.com/intel-ivy-bridge-random-number-generator/
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