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1.4.2.1. E A HEE
LAz, TOE @ AMRESR 305

U R

Table 1-4 TOE D EAHMEE

Function

Definition

TV M RE

RIS LAN #% B CE 7 3CE% TOE (2 —FFRIFL., il 58408,
774’7/% PC OFVZRTAN—H LT WC 25, fBRE& TV MRy 7RI

EE—BHRAETED, £2, WC 23532 — R Bk PDF Ry 7 A~%
%iiééﬁéﬂ%ff%é FIRE DA SR 02— R R A7 LT SCE O]
WZFATUI A, %M E T 3CGEIL TOE 2 DHIRS LA,

A% p AR

FIAZF L DB E RTINSO BEEIC LT fCEE AT v Tt 0D, &
FICENEHAL T, 252 (E-mail, WebDAV, SMB) § 28 H6E,

I —HEE

MBI BB SRV INEDBRIEIC L > T MLEEZAF ¥ T THA IS T,
FE BT g 2 RIS D B RE,

777 ARERE

FEHET7 7 7 )7 b VT, AR BRI (PSTN) Z /L C 30
ZIEZAE T DR,

T 7 I ALIERERE

BAE SRR DDRGEREREL  BMCEEAF Y TRt I, B CFICA
LT, FRE LTINS 7 7 7 AR T DHERE, #AE SR s AR 7 AR
FEINTWHETLEL T 7 VAR ETHIELTED,

<77 I A AEHERE

ST 77 2B RE AR E N U B SR E A5 T HHERE,

SCEORAF LI HUBKRE

ARy 7 A BRFI ATV ZFR I A AT —REE 54k PDF Ry 2 AZBF3C
BERAE B UITRAF U E - 30E R B 3 HRE,
AR Y 7 AR LT, ESCEE AR v CRi A Y, B SCEICE L TRT,
IIAT VR PCOTVEZRTAN—E LT WC D8 CEEIR(E, 777 At
Il TZELIZ Fa— &7 77 AL ELRFTED, Ml ATVZER Y7
IZRILC, 77 A RBIC L > CRABG LT 7 7 VAL B BARIFTED, 7SAT—R
i 54t PDF Ry Z AIZKILTC, 7947k PC ® WC O EA LEAREFETE
Do
ENR 7 2 ARAFS I F CER, BB S BHEI, SMTP 3 —/8—
/WebDAV H—/3—/SMB % — —~DT77ANVKlE, 777 23%(E, WC 25
SMTP #—/3—/WebDAV #—/3—/SMB #—/R—~DT7A/LiEE, X
0 —RNCED, MK ATV ZER Y7 ARAFS NI E T CEIL, B S d
BRI, WC BF T —RRNTED, 7SAT—RE 5t PDF Ry 7 AZRFS
N1 3CGEE, BB SFADBE AR 7 ZA~DRIFNTED,
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1.4.2.2. %) T 1 HEE
LI, TOE OtXx =T s#her 3tk 45,
AR =TT A A O SAGIZ BT 2HEE1L. TOE MR T2 8% 20T A BEICE e,

Table 1-5 TOE D&%V T 1HHE

No. Function Definition

1| #5IFRGEHERE TOE %#FIHLISET2E MW AR HE THAHZ LA HE D LIS LI AIFR
FETE AL > THREEL . FF AR L HlrE =& 720012 TOE ORI &7
Y T8 ?ﬁ?ﬁﬂ)‘%)xh‘l’/ﬁxf\?ﬁ‘txﬂ“é%ﬁ(7772 EakR) L I
FOFBNZEEITINZ, BREIATVZAER Y 7 A RRT —RIZLHFGES FE i 975,
PR RUCIL TOE B & 2SBIFEREE1TOAR K EE uhuﬁﬁf&%pﬁ@umﬁﬁ‘—
N2 T 2B — N —RBEE TR B D, ARERRIZIZLL T OMEEN & £
o,

< 8L L 72 BRAE R RIS AN R B MBS 3 L 7= 55 5 | SRR A A5 1L - D HRE
BT AT AT LT SR — R4 I — T TR R T DI AE
SR —RDVE AR T AT DIEHEN T ORELT- /N IAT—RED
BT LT S AT — R T2 & 8 8k DR BE

ARSI N e — Y — DR ER — E R 22\ CE BRE 0338 & LT Rl 721)
Yt 0y ar w73 ok

2 | eI TOE AOREEFEITKL, A SN FIHE OBRBT 7 eATfELDLIIC
TR PE~DT 7 2% HI R4 DHERE,

3 | B E{bikeE LAN EToOM@ETIC, F—FEE~T 7B ATERNIIICRE b3 DHkE, 7
— 2 OB, EERAIRRBSNRE 57 LTV R AOME I L0 RGE
I,

4 | EfEEBEHEE LAN F B Ry Y —2 E O LBE IR 2O & B 13 216, TPsec (2

FoTBIERAERES D, 2947k PC, SMTP H— 3— SEFRIEH —
—. DNS #—s3—_ ms/ 4 —,3—_ WebDAV H#—/3— SMB #—/3—L TOE
DEDBET — 2% 5T 5, 3. E5{LHEREIC L > TRy N —7 E&ifid
B FEANE BT HZETRET D,
EEDBEMOKGRE D TIThN D EZ TR T HIEEE,

5 | EX=UT o EREEHE PR E TRREES M- BEE (U ADMIN), —#%F Fi % (U.NORMAL)
N, FNENOHKENIR LS. TOE OtxaUTHREICE T %RE. ]
MPHRETHHZ LA RFET HHERE

6 | EEATHEHE TOE O HBIOEX 2T (Il 2FG (LU T, BEEFREY) Ons%
AEFEHREL LB A RS T — 2L U TRk T DRE, B/ 7 7 AVIT, W15
BEMELZHV e/ — " —ZEFESh, /P — R =B E AN T
&%, 7mhauit WebDAV &35, WA 7 #MEERE 1LY R — L7
(AN

7 | A E R TOE OV 7 —AU=T T w75 —b et T 580, Ty 7T — 507 7—24
U7 OHEIFMAMRFEL %nws‘mfﬁw@mrﬁ&y&Mﬁ?ﬁf%%“bﬁw"—?
—M#E), TOE OREIRFICRF 2R UBRIEELZ e ViR BIT T2
:&“677*A'7170)%£‘f$%1%ﬂ?“5’r%%ﬁb( H &7 AMERE),

8 | FAX /) Hiekkse TOE @777 A I/F 73, PSTN & LAN D7 —% - 7V V% LR+ 572D (4
RIRNZ EEARFET DR AR,
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1.4.3. FHiE
AKST CHEHTLIHBOEWEERT D,

Table 1-6 A&

Designation Definition

BT E BFLET, LFOHERE DG REE LI ET —2Thod,

HOCE HEOCEIT, ORI E DR AR MU R D CETH D,

LrECE PRAEET H L D35 L7272 (Storage and retrieval IZEDIEDxEE72%) FBF

777 AE 777 AREREIC KO ARIEIRRE T L CTIN 7 7 7 AL G T2 30H

var A—th—%pzkménéiéﬂﬂ&zyo$~@@@&xﬁm1$uk
DXFEZRITE D,

WC Web Connection, 77 71 7> k PC ® Web 77 7% % L C TOE Z#{ET %
HHE, A V2 7 = — A,

BE SRV TOE ##/ETA7-0DHEAa L v — LT AL R, v FRRNVERT 4 AT
LA THERL SN D,

AFxySa=v b TOE THXENOME, BEAZHANY | BT T — X ICEBT 50D T A
Ao

Ty A=y b TOE CHIBI I I Nz EigT — % ZHIBIL 1T 57 /31 A,

filf=y he—F2=> k | TOE % fHlff¥ % EE&,

Ty =TT TOE Z#HlHT Y 7 b =7,

CPU o o R AL

RAM TR L CTRIH SR AE Y,

SPI Flash TOE OEIEZRET D TSF 7 — & DMRAF S LD BUMAZ AR A 2 R A £ U,

SSD 256GB OB AR R RFUELAL, 77— 20 =7 BEAXARRy U —

ITMNEDT 7 EACKTHLV AR AETERRTIHEODOEKESTET— 4,
TOE OREMWT —4 ., BFLEN 77 AV E L TIRIFESN 5,

Ethernet I/F TOE & LAN % #ifi 4 27~ DA % 7 = —Z, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥R — h 35,

USBI/F TOE & USB 73 A&#fht T D120 DA 87 = — A,

RS-232C I/F D-sub9 B> &M LT, TOE ~L U TR TH LN TE A, VT2 — XK,
TOE MR —E R~ U RN A T F o AERE T T 2,

SMB (5 A¥ ¥ L7eT—4#% TOE NIRTFESNTWIEFXEREE, a2 Ba—
H—=TWZ DT 7 AINVICEHBL T, arEa—F =0 —R—DHfF 7 414
— 557 % HhE,

WebDAV (5 AXx L LieT—4#% TOE NWIZRFSN TV AHETFLEREE, avta—

H—TWAD T 7 A MIEH L T, WebDAV ¥ — _—Z7T v 71— N B HHE,
07— =~ FEETLGEIC LT 5,

Ny 7 A 7V MERE. T 7 7 ABERE. CEORE LB H LIREIC ISV T, R SC
EF—HLRAEY 3 75— % TOE ([CEET 286, EAPIL, BFE& 7V
YRRy A NAY— R PDF Ry 7 X, AT Y ZERY 7 2, H
AR > 7 ARFIATE 5,

FRRE& T Y v bRy 7 R —EFIHEN, 7 7AT L FPCOT IV ZRITAR— H LI WC DT
U v MMEEER FHAT LT2RE, B SCER—RRTFEIN D, —BRFIAE T, B
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Designation Definition

RN D —RRIFE S NIEF LEOHIRIZFATS 2 2 LN TE D,

NAT— RiEE1t PDF R | —FIHAEN. 7 547 F PCOWC 5327 — R TR Bk & 77- PDF @

V7 A FIR S U< IIPRAFZ FAT Loy, B 3CED —RRFES D, —BFAIHHE T,
BAE NN D —RHRFE SN B CEOHR S L3R FEFATT D LN
TE %,

ATV ZER Y 7 A 77 ALV ZEFE L F a— RBRESNTWRWT 7 7 AEE{RTF
T 5, EEREDEE A €Y ZEHE CTHEAI AT Y ZEEEDRE LIZHEI
FIATE ZCERTITADNCERE SN TWD), £z, BEEE D H A TV ZER
ETHRELEBEATYZERY 7 ANRAU— RCR#EIND, ME AT %
FEARY 7 ANRAT = REM>TWAH—RFIHEIX. BESxLve s 7470 b
PCOWC G, 77 7 AXEEZRY T ENTEX S,

AR v 27 2 —BRIREN, HERTATHBEAR Y 7 K L, BRI, 75T
RPCOF YL o RIA A~ b LI WCHhLETFLELZRETES, 77
U ABREIZ LV ZIE LY a FIC F a— FRABESHL TV A EA, BEanE
HNK Y 7 AT 7 7 ACEHEARET B, —RRIES, BHBIET B
Ry AR L, BAEAFA, 2547 F PC O WC 5 bEFCEZRY H
5,

Ty ABRICEVZEFE LI F a— FRfRESNTZ T 7 7 AEEBARN Y 7
ANRIFS DHERE, AR v 7 ZOFHEE Th 5 A fHE L EBHER, EA
Ry 7 AEANER) L BURZAEM SAY — N2 ETE b,

B

i)

Fa—F SUB 7 RLALE(E ID THIRRS D, BUBRZEDN AR E SN TO S AR
v 7 AT 7 7 ZEETHBRTIE, BEEBAR v 7 ZADORRE S & BIRZEM
NAY—R%Fa— RO SUB7RLAEEFID & LTANT S,

P& a7 EATRE, FURE B b s ¥ 2 V7 ¢ B o&E], TOE 121,
— R & (UNORMAL), EHE(U.ADMIN)OEEIRH 5.

— R A& — R M #E(UNORMAL) & L CTOEDFI A& #Ff Sh-FMME, FMER

(U.NORMAL) — =, 2= T— R FEEHERL L TR S TR LR, —
AR A (UNORMAL) L CGRBIEN S, o — W —ljif Tt AHRe 4 FI T
5,

EHE FHE(UADMIN)E LT TOE OFIAZFFAI Sn-FAE, TOE OEBHHEIC

(U.ADMIN) X, B A HEOBENIEY 22—V —EF#HE(U.USER_ADMIN) Lt /L b A
VEMF (U.BUILTIN_ADMIN) 3%, HHAEm CRts 2 X2V 7 4
TR EFHTE B,

o FIHAFER—F—4 22— — AT =R FHEHERHY TrI A AL

(U.USER_ADMIN) M, o—P—FHE (U USER_ADMIN) L LTRSS LS.

BV b A E R BEFENAT— NEMLFIRAE, FAZENEEE AT —RTrI A ATRPILTZ

(U.BUILTIN_ADMIN) i, BV A (U.BUILTIN_ADMIN) & L CRg SIS NS,

-t Rw P RANRRT — REMBFHE, FIHER P —ERXARRT—RTrZ A

R L7y, Hh— e Rl TR S DA TE 5, TOE ORES ~ T
TNRNIE T R— T2,

User ID TOEFIHZE 2333 235 1. FIHZE 074 A LIcGE. FIRER
P& LTHEMT oD, —KAAE, 2—F—EFREDRE, 2 — V&R
BREDBERFE SR FEI D B ToHND, BV M UEHE T, SHOBETEESNE
DY¥THND,
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Designation Definition
=74 VY FIABENPLILT o VRS CRAIRRREEZ FATL . BRRREICRII LI5E
TOEZFIH AIREZRIRRBIC T 52 &, #E/ 0L WC, TUL ZRFANN—NHFEITT
2,
a—F—4 —WFIRHE, 22— —FEER, v A VI LT v LTANT D

W, ARIEEEIEOH A, TOEF2—V—41 k- CRAZE N Bk —V
=D E D IEFHIT 5, VB EERE T RFIAE 2B DBRICRE L.
DIBRIZZERE TE 720,

0y AU RAT— R FIRAZBN, a7 A VB LTyl LTCANTH AT — R, RIEEE
%ﬁgﬁ@%/ﬁ\\ TOEbi\:’ 7’]) VINA 7 — I\&:J:O—(*IJFH%QEE\EE'@FE)O :-‘—‘"j‘—
NAT— R, FHEENSZT =R, y—EANRT—=FEH 5,

A== RAT— R —RFREDOw T A P RAT — K, KREERGEO RS, FEHE X2 —Y —&
R TR AER I —F— AT - FERETE 5, —BFIAEIL. A
HOa—W— R RT— REEHTEXD,

R AT — R BN UEBE DR A AT — R, TOEHMEL, FTEDEHE 2D
— RRRESNTEY  TOEFRERICE /L M VEBEENHENSEES 5,
DI, BEHENEFETE D,

P—E AR T— R Y- 22Ol A NAT— R,

— R s Ik HREN—BFAEOTOEDH| A 215 19 26, SHE 1L, o—F—/Z
FEICRB W TR S N7z User IDFHIC — IR S 1L O E & fREA T & 5, —Hifl
FE NS E Sz User IDZ RO —FIHE N 1 7 A V&2 FIT LG4,
TOEX B AT =R AE BIE 2 REET 5720 4RI AE I 2 71 TR L,
TOEZFIH T\,

B IR HEMR EHE NIRRT I BE B COTOEDR| & 7F il DH%RE, EHE L.
2 — VP —EHERICB WV TRE SN2 User IDfICEHEHEROKE & 7R
T& 5, BEHEMERNFRE SN User IDE oA HENEEEHERSH Y T
a7 A NI LI, BEEEE CTOEZRIH X 5, BHEWHRIRE
SN TWieWUser IDZFRO—XFIHEZE N EBEWERH D Tr /A 2 FITL
7e% 6. TOEIZBIEM T =R HFRIEEAZKIET 5720, ZUFHE IR 71
IR L, TOEZFIH TX /ey,

BEREI R B S A ORI AT RE /B RE & I IR 9™ D ERE, EELE 1L, 22—
BHHE ISRV TR S SN 7 User IDFEICHEBERI IR D% TE L ARBRANC X 2, HERE
IRASEE S iz User IDZFio—fRFIHE DR 1 74 > 2FAT LI2HH . TOER
FIAZHIR S NIZBREDOULEZ HERR S L IFTHERTRETRRT 5720, il
PRASROBEREZ R TE 7220,

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
17 /179



KONICA MINOLTA bizhub 9501/bizhub 8501/AccurioPrint 9501/AccurioPrint 8501 with FK-516,
DEVELOP ineo 9501/ineo 8501 with FK-516
T2 T 5—5

2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LL&, CC L384) ICHE &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST 1. LL T PP, Errata (259 5,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version ¢ 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLFOZMEE L, PP OZE K@Y [Exact Conformance | THhD, D7z, TOE fj]iL PP &
—HEL T\,

+ Required Uses
Printing, Scanning, Copying, Network communications, Administration

+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OHMMAH L, LLFOINT/3HEND,

Table 3-1 User Categories

£ PR Dag L B

—FI —F AP S AT — R CEREREES U R
(U.NORMAL) (UNORMAL) &, — A #E (U NORAML) D& 2o,

. =gt BEFIZL o CEEFEREF SSh, 2 — V4, =2—
a—Y—EEHE . o R
(U.USER. ADMIN) (U.ADMIN) W= 2T — R FHFEHERS D CTHBIFERES LR A

B ¥, FHE U ADMIN) OB %>,

BN S ERHE (egiita BHE SAT—RZL> CTRAGRIES =R A E, FHE
(U.BUILTIN_ADMIN) (U.ADMIN) (UADMIN) D& £ &,

3.2, Assets

TOE [ZB T DR G EILLL T D@y ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data %, LA T® 2 DOFEFINBHERIND,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data

TSF Data i%, LLF®D 2 DOFERHHERES D,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
. . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF ) ] o )
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation

Definition

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on
the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the

security of the TOE by monitoring or manipulating network

communication.

3.4. Organizational Security Policy Definitions

TOE M EHL T ~Z OSP #LL FITRT,
Table 3-6 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document Processing

and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation

Definition

A.PHYSICAL

Physical security, commensurate with the value of the TOE and the
data it stores or processes, is assumed to be provided by the

environment.

ANETWORK

The Operational Environment is assumed to protect the TOE from

direct, public access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to

site security policies.
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Designation Definition

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . .
security policies.

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION . . . .
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST o B
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
22 /79



KONICA MINOLTA bizhub 9501/bizhub 8501/AccurioPrint 9501/AccurioPrint 8501 with FK-516,
DEVELOP ineo 9501/ineo 8501 with FK-516
TF 2 T 5=

5. Extended components definition

AFETIE JREL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External I'T Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].
The TSF shall implement the protocol: [selection: IKEvVI, using Main Mode for Phase 1
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions); IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.25], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be Iimited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/AEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES)).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/ITEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!I”, “@”, “#”, “$”, “%”, “”,
“&”, ¥ “(« ) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “»”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the T'SF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TST EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[ 7 L].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA UAU.1 None
Unsuccessful User identification FIA _UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FTA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.
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6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies © [ECS—_CKM-2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies © [ECS_CKM.2 Cryptographic key distribution,or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [128 bit, 256 bitl that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
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FCS_CKM_EXT4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to :  No other components.
Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [ powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of |a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : [EPPITC A Import-of user-data-without-security-attributes;
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Dependencies : [EDPITC A Import-of user-datawithout-seeurityattributes,—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard’l.

Extended: Cryptographic Operation (Random Bit Generation)

(for 0.STORAGE_ENCRYPTION and O0.COMMS_PROTECTION)
Hierarchical to : No other components.

Dependencies ¢ No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using [CTE_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control

(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies : FDP_ACC.1 Subset access control

FMT MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
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FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ 7 L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [EREHIERIZE T, HBEEGE~DFHZE DT 2 & X
.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation . document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : | document for . . .
. Image Iimage Iimage
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release MOd.I& HrE De]cjte izl
. . Iimage Iimage
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : document to . 3 ,
cend as a fax Image Image Iimage
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
.| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
TeCeVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store detre Modify stored | Delete stored
Operation : stored
document document document
Storage/ document
retrieval | Job owner (note 5)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
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Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . ) .
Jjob queue / log job Job
i Job owner (note 1) denied
Print : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan Cancel scan
Operation : . ) .
Jjob status /log job job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy Cancel copy
Operation : ) . ;
Jjob status /log job Jjob
Job owner (note 2) denied
Copy . :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: ) . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax 1-e wiax Modify fax Cancel fax
Operation: .. receive status L. ..
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modi
) reate View storage / odity Cancel storage
Operation : storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
or'age Job owner (note 6) denied
retrieval : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,
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copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership

of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

+ Note 5: Fax receive |Z & ¥ create S #1723 E® Job owner (X Note 3, 774 7> F PC L EE S

72 30E D Job owner IX Note 1. AF v+ & W TAR I 172 3CED Job owner (L Note 2, /SA T —
RiE5{k PDF R v 7 A6 OIRAEIZ L D create S 7-3CE D Job owner 1% Notel &35,

+ Note 6: Create storage job {23\ T, Fax receive |2 X ¥ create 3172 5 7 ® Job owner (% Note

6.1.

3. 7747 NPCILFEESNTZY a 7D Jobowner 1X Note 1, AXx v &2 HNTEREINTZV 3
7 @ Job owner % Note 2, /XA T — RISt PDF R v 7 A5G ORTFIZ L Y create SNz a 7D
Job owner |3 Notel &3 %, Create retrieval job ® Job owner (% Note 2 &35,

1.4. Class FIA: Identification and Authentication

FIA AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 2"
A NR D — N2 B ERGE, AT Y RGN > 2 RNR T — NIZ L SERGEE, EVE b
o EHE DS

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed), the TSF shall [#ZERHE 7 Efl X415 F Tt 25 FfHE D =
DA NR DT — NIZ L BBl &L, AEBRHEES EM X415 E THMl A € V2534
D RNR T — FIC L BE8AFE FEIE, TOE DEJRZ OFF/ON L TEE)D> 6 1R EEE IFAESRAS
[IRIE1ZFE ST SHFR 375 75 F TEIL F o PR DFRALF 1 IF).

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, ZHEZ IR, HEEEGIR, #HliX T YZ5H > 2 X~DT 2
T RXHA.

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [, ‘@
A A Al G Al I S A A A
e e T S e S T AN € 7/ S ol s RS
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

o %52 07— Rt ;
+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 7 2 25215, TOED KXBERERF - VK REZEDZ
/Z] on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [A 7 & #1/2 X F7—5 1 XFHIZ “*7 F/-/3" @ DF

7~ to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X215, TOED K EEFHERS - VK REEDZE
/Z] on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, ZPLEHEIR, FEGEFIR, #HHIX £ VU ZEH > 2
X A~DT 2 XHE.

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —H#FF/{ 11l 7377
ESNTOSEE, L FIFZTIEEA 72 F 2 7 1 FlEEHIET S, B PEEHEIR
BAGEINTOROFIHE R EIEZHERD V) Tr 2y & T LG, Z2FHE
(ZBHEf 1177 =2 VT o [ IRFET ).

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##/ ~ = V 52154
w2 AN T — ROGEAITIL D) L7 2RI D#H AV ZER > 2 2D
T EREEFINT S, B AT Y RG22 RNR D — FOGRFFIZ KL L 75

B AL FHE DA F VG 2 R~DT 2 T X EF T B].

Dependencies
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6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for 0.ADMIN_ROLES)
Hierarchical to ¢ No other components.
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

X2 VT BIERE

disable, enable

=P —FRREST K

modify the behavior

s A RE modify the behavior
R IE(E e modify the behavior
A £ Y ZE modify the behavior
FMT MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —HFFlI/HFF1E~—FEFIHIZIE DAEER, (145, &
/Z1] the security attributes [Table 6-5¢00Security Attributes| to [ Table 6-50
Authorised Identified Roles).
Table 6-5 Management of Subject Security Attribute
Authorized Identified
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—WRER S IR — R A L D R RR
User ID U-ADMIN AR 7 ADFTHHE ORE
U.NORMAL
U.ADMIN
MRy 7 AD owner T | ARy 7 AOMAFHEDOER
&% UNORMAL
. Delete
B HEIR U.ADMIN s
FEREHIBR U.ADMIN Delete
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. . Authorized Identified )
Security Attributes Operations
Roles
HIE
FMT MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t No other components.
FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

Dependencies

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values
to override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to No other components.
Dependencies FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operations]]
[assignment: other operations]
U.ADMIN
Z— =N T— N
. U.ADMIN, the owning
modify
U.NORMAL
HRFYRE Y ZIGH > 2 XNX 7 — | [assignment: other operations]
r B U.ADMIN
modify
[selection: change default, query,
assignment: fist of TSF Data modify, delete, clear,
) U.ADMIN
not owned by a U NORMAL) [assignment:
other operationsl]
BHHZ N — N modify
HIFIER modify
SR FAG— P Yt FEFE modify
) - U.ADMIN
HEjz 27 o FFR] modify
AR ] E 3G modify
ARAERL T clear
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Data Operation Authorised role(s)
(U BUILTIN_ADMIN L{$})
N DT — FHF modify
modify
Gl ¥ — N — R E [assignment: other operations]
B PEE #8AE DI EREIL AR IF ] modify
modify
R hT—2 BIE [assignment: other operations]
B

. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,

firmware, and related ) U.ADMIN
. [ass1gnmenti
configuration data) )
other operationsl]
=AUz T modify U.ADMIN
FMT _SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies: ¢ No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer
to Table 6-7].

Table 6-7 list of management functions

management functions

T YT LR ERKRE

2P EFEERE (22— Y — SR U — NORG - ZHEEREL D, User ID, BHHAMEIR, HAEHIIRZEHT S
HREZ &)

= — 1 —RRRER EHE AR

SMEBRRRIE Y — N —BUERERE

A E R (E A RE

Ty MU= T BRIEDRG, KR

I A 0D 25 B R B

B 2 B RE

AT LA— U &y R OZERKRE

HBym 777 o b Re) 0O 28 3 p e

TR FRAE O A EEE IR BRI ] 0D 42 BUPERE

NAY — RHERIZE SRR

RBRIESR R P K fif 0> 22 T B e

FRREARME S (U.BUILTIN_ADMIN LISh) @27 U 7 HkE

Ry 7 ZEEREEE (BN Y 7 2088k, PrA&o—V — 29 HMEE 5r)
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management functions

FRHI ATV ZER v 7 ARTEWIE (RAU— ROXE, BEEZET)
Ty =AU =TT v TT — MERE
BPRE NA T — N EHERERE

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT _TUD_EXT.1.3

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for O.AUDIT)
Hierarchical to :  No other components.
Dependencies ¢ No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchicalto : No other components.

Dependencies :  No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components.
Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

The TSF shall provide a means to verify firmware/software updates to the TOE
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using a digital signature mechanism and [no other functions) prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [Z2/E N F /L DA, = X T A

A= VT MIFRJIC L > TRIE S S I, WC D565, HE)jr 27 07 MEFEIIZL -
TRIESISIFR, 7V 5 A N—=DGBE, Haht > g 4420

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to : No other components.
Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP% —/N—, DNSH —/N—, 220 %—/3—,
WebDAV#—3¥—, SMB#—-~—]| that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsed to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification

of the communicated data.
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsec] to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchicalto : No other components.

Dependencies :  No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
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FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
3
FCS_IPSEC_EXT.1
4

FCS_IPSEC_EXT.1
.5

FCS_TPSEC_EXT.1
.6

FCS_TPSEC_EXT.1
7
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
.9
FCS_TPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_COP.1.1(g)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
1s otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC).

The TSF shall implement the protocol: [IKEvI1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4304 for
extended sequence numbers|, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm].

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be Iimited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies : [EDPITC A Import-of user-data-without-seeurity-attributes,—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512), key size [160, 256, 384, 512 bitsl, and message digest sizes
[160, 256, 384, 514] bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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FIA_PSK EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “!”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(*, and “)”).

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-

256, SHA-512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance
AGD_PRE.1 Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE
ALC_CMS.1 | TOE CM coverage

Tests

ATE_IND.1 Independent testing — Conformance
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Assurance ..
Assurance Class Assurance Components Description
Components
Vulnerability assessment AVA_VAN.1 [ Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & =) 7 A HERe A O AFBIfR &2 FRITR T,

Table 6-9 The dependencies of security requirements

PEREZ 1 R 17Baf% ST Tl 7= TIRAFBAMR | KRR A 72 L T W
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififs (FCS_IPSEC_EXT.1)
D, T v T T — NMERE
(FPT_TUD_EXT.1) DA%,
FCS_CKM.1(a),
FCS_CKM_EXT4 | FCS_CKM_EXT.4 FCS CKM._EXT 4137 & 7210
N, BAERITE Z 2bianiz i
72N,
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BEREZE AT (HEEEILER STTH - TRFRALR | RAEBMREN 7 L TR n B
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

ey MMEMRGSEHWEZE Y b
R— 2 DHEFTLG AR Z BRIR L
TWRW=8,

FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT TST EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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PRI

(HERESIE

ST Tlifi 7= TR AFBALR

TEBR 2T 7= L TN 2 B

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE N3 2% VT A HRE D BERIEARZ R T,
Table 7-1 X2V 7 ite—&
Nt W PE: T2

z
©

Ak B R RIEA BE

77 A RE
W5 5L pRe

S FEm S AE
X2 U7 ¢ PR RE
B A inE

e[ A T FH AR RE
FAX /yBfEF&HE

© |00 |3 |0 |O |k ||+

7.1, &R ERE R RE

TOE 1%, FIFZEINHIL T oo x V2 TG L CGRBIGEREZA TV, BEEDRE R, 7FrlFHE SRS = F 72171
TOE ORIz vl 3 Ll it RE A 12 it -2,

FIA_UAU.1. FIA_UID.1

TOE (%, Table7-2 {2793 ODFGE S XAV R —hL ., BHEE N 2 — —FRFER CHEHE TR ETE D,

BE 2B LLIT WC 205 TOE 2FH4 58546, 2—W—4., :wﬂfw\xv N, EHEHERE AT 5,
ELNAVEBE LU TERIEAS AL LT WC 205 TOE ZRHA 2546, EALNMUEBRE OO A HmiE) S
BEE ANAT—REANI1T 5, TVHRTA3—=00 TOE ﬁuﬁﬁﬁ“é%é}\ Z—P—F 2P —RRAT—KE A
175,

TOE (X, ASNTIL T ooV a st lZil e a L . sEILT-85 6074 TOE OFIHEFF a5, M50
= N—FREF DR ESN TV AE, FIAE X2 —F — Ao —F — 2T =R Z T, SRR —
—ID #AJ13%, TOE (X, =—W =L %R ESNIARRREY — N —12360 | IRE SN B ERICH LT, 2 —
PR —RB AR L — =@ LA E S A2 BT fﬁoffﬁﬁ#ﬁklﬁbt LA CRBRERL S, H S 3 R L7
LB I CRERE R ST T2, BV B BLE OFBIFERREIT FBRE S ROFEICRE DL T WA MR &R T
“C;%ﬁméﬂéo

TOE 1%, HHIATVZIEHREMIEICRB VT, FEEDREI ATV ZER I A SAT —RERE T HHEEEETR
LU S IR ATV ZER Y IV ASAT — KRR ESILTND, BE SR H LT WC il BRRREIZ A EH L
:*ﬂxﬂ)ﬂ%&b) FRHIACVZAZR Y I ANT 77 ATHE, BRHIATVZAZR Y7 A SAT —RICLDFGEN TR S
s FBFEICR I LI A D BT 7R AN A END, Lo T, BB AT ZIER 7 A AT —R &S0 —i%F
AN ﬁﬁw%) BRI ARAFENTT 7 VAL E L BAET HZ LN TER W, | AT ZER Y I A/NAT —F
DOFRFEL, FREF ROREICBEHDOLT | WA E ERGES CHEESND,

FRBIFERENX EREA L H T = — A ;%ﬁ’m“ét&) BHE N WC MHUE—NEEERE i o, — A%
ISP BIFRREE FREL | N5 6 | TOE 28 /E9 2283 CT&5, 122 L BHEE R AL, thoE
B OB FRIENZE LI N0, 2AML®~’$£§'&%‘7§>I—JH%E TOE ZFH T 5L13TEA0,

TVHRTAR—=E TOE ZRH D546, *tihtyiaridiad, TOE WE T+ LELZE LR, B XEIZ
EENDILT XN (2 — =4 22— — AT — ) ICLFERB R E T 5, BRI LT A FIRE 0%
FEL T A HE (UNORMAL) ZEI Y T, %Y — A HE DI A H T5E 1 LEELTTOE ITRFT 5, K
MLT=56 . ZELTE 7 3CEE TOE IR FE TS5, TV ZRIANN—L, BEE N TOE ZFIHT 5 F
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B FRREZ AT T DR FTREZLBRAEIL, TRLOIEY
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* TOE OIREMER R L OFRFOBIE & LT FRL#IED AIEE,
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Table 7-2 = —¥ —RBiEax EHEEE

AL 2 EiulEsS
TOE ﬁ‘uﬁ}%”uuuﬁ%?ﬁ—9o ‘j‘_qj‘ ZI &J_‘H-‘—/\} U — ]‘ A@%/\x U —
AR TRGE N ?ﬁ?ﬁﬂ)‘%)xEﬂ?y?X/\x‘?*—I\?ﬁ\ TOE IZBE SN TV A IFEHR E —

B9 52 L xR

TOE 73 4+5038 EE%%/\%(Actlve Directory) & Il L CRkBIFRA 21T 5,

TOE %, =—¥%—4% % Kerberos version 5 7’1 kb 2 /L& K| L CHIAZE M5

E LTCAMRRAE Y — N —~EE L, RESNEERICH L T —PF— 32
— FMOAER LTca—F—FIC L2\ Z & T, BORRAEE EHET 5,

AAEEEERGE, SMBY— N —FBFEOWT I THBIFERE AT 5. FIAER =

T A EATRHCRERE T A EIRT 5,

SN Y — S — TR

ARARLEE + SMEE Y — =G

<BIETHAHT = — ALHEHRE >
*WebConnection :EHEIZLD/ AT —RERG
— I E LD AT — R #8E
SR ATV ZAGR Y IV AD/SAT — N8
EE v CE PR (VM UE B 128D AT — KRG
B (22— —FBE) 12K D/ SAT — NG
— R F LD/ AT —RRG
SR AT ZIER Y 7 AD/SAT —R 8
TVABRTGANR—  —IRFIHAFICL D SR — R

FIA_ATD.1
TOE 1%, =— W —EH#E TR — A HE EIC, FIHEBESL T User ID, B ELEHEIR , HRE T R
DT VAL EFRT D, Fo. FIAFRBIEEL T, MBI ATVZER Y I A~OT 7B AL EFRT D, il AT
BRI ANDT 72 ML, SREIAT ) ZAZ R E AR ICLDTREI AT ZER 7 ANAT =R DR EICL > TEBS
b, o, ENVMUEEFEOR M EMEEL T, User ID 2 E#£ 7 5.
<A DA HT o — ALKERE >
*WebConnection :EHFIZLD2— —EEGHHERE
EHE LD AT 2GR v 7 A/ AT — R FEGER% & AE
BE v CEBE LD — P — B e R
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FIA_USB.1
— AV == A ORI P75 S . TOE (3R B (User 1D, & BEEHERR | FEREH
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R, BRI ATVZAER I ANDT 7 AME) & BT 5, BV A BLE DS BRERE IR B L= 354 . TOE [ 37]
& B (User ID) & BH# 11T 5,
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DT I EAMEERR T D, i %E&Lt TOE i&éﬂﬁﬁ%‘@ﬂﬂﬂ%‘)@ MECHDERH ATV ZER Y7 A
DT IR AR TN T D,
<A DAL HT 2 — ALFEHE >

*WebConnection :EHEIZLH AT —RERG

— BRI LD AT — N8

SR ATV ZAER Y 7 AD/SAT — N8
R L CEBF LD SR — R R

— A A LD AT — R 3G

SR ATV ZER Y 7 AD/SAT —RERG
TVHRTAN— —EFIHE LD SAY — RRE

FIA_AFL.1

TOE 1%, FIHE ORI T, BHENHONUDRELZF =751 ~3 B)LL o Jciizta
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1.2. 79 & X HlE#EE

FDP_ACC.1. FDP_ACF.1
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WY, MHELET—F ERREY a 77 =2 ~OBRIELHIRT 5, FFr SRV RIEICOVTIE, 1>
#7 2 —A&HFTFS L ATBMERIRIEE TR, 7203, BIEESRITH L THIRZ W o BfETE 72
WEDA vyt —VaRR LIBEELIER T 5,

FRARRREIC X0l s e — R # (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #{E% 31T L 7=
KF, ¥ a 7 #E Job owner) £ 720 TOE I3XEL L XY a 7OAEE#HRE LT User ID ik
%, TOE 1%, EHE(U.ADMIN)ZS Create #fEZFATT 54 v 2 7 = — R &M LeV, 77 7 A58
#E(Fax receive)iX., TOE OfAER LIZ, M7 7 7 AMBD T 7 7 AZ{FI2 XY Create FAIENFEI TSN
Lz, 777 AZERTETOXLEL LIV a 7Y a 7HAEIL. FEECE VY THN5(*1), F
I— RREESNTWRWT 7 7 AZEOHE, 77 7 ALEFMEI AT ZER Y 7 AMFEEND T
W, 77V AZERTHOY a THIAEIZ, Bl ATV ZERy 7 AR — REMD—EAHAE LD
(*2), Fa—RBRBEEINTWDL 7 7 7 AZEORE, 77 7 ALEITBESINTZEAR Y 7 A~MRES N
Hlehd, 77 7 AZEHOY a THAEIL, ARy 7 AOFAEE TCHLH - AHERN Y a 7iiaE & e
%(*3), /SR T — RiF 5/t PDF R v 7 27 6b OLRAF (Storage/retrival) 1%, &4 L7 M7V > NFE(THE
2. BREPREESNTZLEE /AT — RIS PDF R v 7 20600 H L, BIEEDEAR v 7 Z~EAF
T5HZ LI2L Y Create BAENFEITSND, RIFFEITHOLEL LTV aT7Tova VIAHIL, ARy
JADHIEHETH D RAAE LD,

TOE i%, == — % —FHHERE I I\ T, & B 23— eH] 3 4 R FH AT REZR B RE 4 il IR 9~ DA% BE Il FR 3% & 2
ZTC%, TOE &, FIAEBMEOMREHIRICERN T, HIRISHERE DA 2T = — 2% IR RS LT E A AR
RETERRT D, Lo T, MEERIRD B E S /e —MHI 1, Table 7-3~Table 7-14 @ 5 L[R5 6E % H
W2 BEZFIHT 528X TERLY,

TOE I, 58| ATV Z (55 EREEIC W T BHLE D — BRI HE OREI ATV ZAZ R Y I A~DT 7B A%l R
T LB ATV ZERELM A THY, EHFITRHIATVZER I ANAT —RIZLoTT 7 EARH| RS T
%, TOE 1%, FIAH BIEORBIATVZAZR Y7 ANDT 7 AMEITEN T, AR07e855 . 5% 4 H A3 Ok A€Y
ZAER Y I ANDT V- AZFFAIL, Bh 256 | SRS FIHH OB ATV ZER Y I A~DT 7 AE ST 5, &
ST, B ATV ZIER YT ANAT =R & L2V —F 1L, Table 7-3~Table 7-14 @ 9 L& 2 € U %215
Ry I A~DT 72 ANLERBELZTIHTHZEILTER,

TOE 1%, Ry 2AEHEEEIC W T, BHEED LT —FIHE D, AR Y7 A0 FTA # (User ID)Z7%ET D
fae, BHELLUIBAR Y ADOFAHE ThHL—FIAE D, BAR 7 ZAO A% (User 1D) %25 5§ HHEHE
ZE 2 TR AR 7 AL ENR 7 ANITRIF SN SLEA~OT 72 2% IR T %, TOE 1X, i ARy 7 ADFT
4 (User IDNZFWT, —FIHE LT User ID ZEFOEAITIE, i 4 H AR I ADA L BT 22— AZHRf L
TS AR I ANDT 7B AL A5, — ., —FHE 8725 User ID #8555 1215, TOE 133%
8 ANR YT ADA L BT 22— A% IR RIZT 5280, Table 7-3~Table 7-14 TS E AR v 7 A~DT 7 & AN
VLR R T 528X TER Y,

<Table 7-3~Table 7-14 DA &>
TOE MR T 514027 = — XX T redEy,
PN: #/E/ %/, WC:Web Connection, PD: 7V XK T A /3 —
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TF 2 T 5=

FHOTHEIL T REO®EY,
O:TOE ¥R —rF25H0D, -: TOE 23R —FL2R2NED

HERCIL T RLOIEY,

*1:U.ADMIN

*2 R ATV ZAFR v 7 A2 —R %515 U.NORMAL

*3:F a—R CTIRESNIZE AR 7 ADHTA # Téhd UNORMAL

Table 7-3 D.USER.DOC(Print) ®> 7 7 & Z il

R BERRERFIAE | A FT7x—R Sl
PN | WC | PD
Create Job owner - - O | Fll4 347,
U.NORMAL - O - XA Vv NTY R EFET,
O - | XA T — RHFE{k PDF IZxt LT, HIlZfEE L TH A
L7 7Y v N EET,
Read Job owner O - - | BEE& TV U MRy ANGIGEEARIRL T, CET L
[ER T
O - - | BEE& TV U MRy 7 AN S ICEEBRIR L, FIRIAE
17,
(FIRIZE TIZ L0 AR EN D)
O - - | mNMAT—FRIEBL PDF Ry 7 A b XEZRIRL, HI
Fill 2 4T
(FIRNZIZ AN AT — R AR RE, FIRIZETIZ LD 3
FITHIBRE 4L D,)
Modify | Job owner O - - | REE& Y v ARy 7 A6 OFIRNZ BT, HIRIER
E & FAT,
Delete Job owner O - - | FRE& T ARy 7 AN G ICE A HIBR,
O - T | NRT— R 5L PDF A > 7 205 3CE A HIR,
Job owner O O - ¥ a THIBRITHE S SCEHIER,
U.ADMIN

Table 7-4 D.USER.DOC(Scan)® 7 7 & Z i

7 o a0 ; =
HiE BAERTRE 22 FI =& P/II'\I NS 5’\;(}1 :D B

Create Job owner O - - AxyFa=y MIEREEY NLT. 7727 X A%y

U.NORMAL VA= a—WENDISE (777 A5EakR) ZiEE
LT, #E2FET,

Read - - - - 2L,

Modify Job owner O - - Create #/E CINHERE & FAT,

Delete Job owner O O - ¥ a THIBRIZHE S SCEHIER,
U.ADMIN
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TF 2 T 5=

Table 7-5 D.USER.DOC(Copy) D 7 7 & A fil4#

o . —
BE | BRAEATREARI A I;/i;j ;) Py,

Create Job owner O - - | A¥xSa=my MIEREEY PLT, A=A =2 —
U.NORMAL HE A D 3 B — % FAT,

Read Job owner O - - | Create #{F % F17,

Modify Job owner O Create #/E CINHERE & FAT,

Delete Job owner O O - ¥ a THIBRIZHE 5 SCEHIBR,
U.ADMIN

Table 7-6 D.USER.DOC(Fax send)®7 7 & R il

5 o P ; -
e BREFTRE A A E PL N 5’\;0:: :D P,

Create Job owner O - - AxyFa=y MIEfMEEY NLT. 7727 A A%y

U.NORMAL VA= a—REN»D T 77 A e IR L CREE
1T,

Read - - - - 2L,

Modify Job owner O - - Create #/F CISHERE & FAT,

Delete Job owner O O - ¥ a THIBRITHE S SCEHIER,
U.ADMIN

Table 7-7 D.USER.DOC(Fax receive) D7 7 & Z &l

BRIE | RAEWTRERFIHE | AT x—2A
PN | WC | PD

BAEH &

Create Job owner(*1) - - - | TOE O#fER L, N7 7 7 AND F a— REHEEL
TWRWT 7 7 R E5AE,

TOE O#ER L, SMNBT7 7 7 A F 2— REEEL
727 7 7 A%EZE,

Read Job owner O O - | BHAEVZER Y I ANG T 7 7 ACEEBRIRL, X
ZT L2 —% R,
O | O - | ARy 7 ANG T 7 7 ALEERIRL, XHFS L=
—HFIR,
O - - | BEIATYZER Y 7 ANG T 7 7 AEER L, H

WIFEAT & FAT,
EIRISE TIZE Y 77 7 AXFFRIBR SN D, )

O - - N BEAR Y7 AND T 7 7 ACEERIR L, HIRSET% 5
1To
FHIRIZETIZ LY 77 7 ACEFHIBRS L S,)
Modify Job owner O - - NR > 7 2D 7 7 7 ACEEFERT 581, =R
& FAT,
O O - | ARy 7 ANG T 7 7 ALEEZRINL, RE,
Delete Job owner O O - | IR VZER Yy 7 ANG T 7 7 ALEEZHIRR,

U.ADMIN
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Job owner O O - AR > 7 A6 7 7 7 ALEEHIER,
Job owner O O - 77 7 ALEOHRY a THIBRIZES 7 7 7 ALED
U.ADMIN HIBR,

O O - AR 7 ZDOHIBRIZFE D 7 7 7 AXEOHIER,

Table 7-8 D.USER.DOC(Storage/retrieval) 7 7 & Z il

BRIE | BAETREARFIRE | AT =2—X
PN | WC | PD

BAETT Ik

Create Job owner - - O | Ry 7 2MpfF7% FAT,

U.NORMAL - O - | Ay 7 ARGFERELTHA LY 7Y v M EFELT,

O - - | AF Yy TFasy MIEREEY FPLT Ry 7 AA=a
—HENOEAR Y 7 ZEHE LT, Ry 7 ARAFEE
17,

O - | 7SRU—FKE{E PDF ICR LT Ry 7 AMRFAAREL TF
AL I NIV N FAT,

O /ST =R 54k PDF R 7 A5 U EA RN | fRfra 5
17, (BIRSNISCEDPREE O ARy 7 2% H))

Job owner(*2) - - - TOE O#fER L, M7 77 Ab F a—REEL
TWRNWT 7 7 ZA%A5%, MEIA TV ZERN Y 7 A~T
7 7 AL E 2R,

Job owner(*3) - - - | TOE O#fFER L, SMB7 7 7 A6 F a— R&fEEL
77 7 AZER, MESINTMEAR Y 7 AT 77 A
L& RAT,

Read Job owner O O - ARy 7 AN XELZBIRL, XFESE2—%2K
e

(77 7 ALEERLS, 77 7V ANEOLES L E 2—
1. Table 7-7 @ Read #fEIZ L v HlfHI &5, )

O - - | AR 7 ANGIEEEARR L, Hib, &5, 7727 X
ICKDFE, B, 2 —DnIhhg F17,

(77 7 ZLEOHMMEZRS , 7 7 7 ACEOHRIE,
Table 7-7 @ Read #EIC L v il S 5,)

O - | ARy 7 AN EEZERL, #E FUyr—F,
BHE), 2 —oWnWFhig 3T,

O - | RHI AT ZER YV ANSICEZRRL, FUrn—
N % J47,

O - - | mMAT—=FEEB{LPDF Ry 7 AnSCELZBIRL,
17 % 17,

(RIFITIT AN AT — AN DB, RAF5E TIZR 0 X

EITHIBRES L D,)

Modify Job owner O O - AR Y 7 A0 CEEBIR L, Wik,

(777 AXEFEERLS, 777 2AXEOMmEIZ, Table
7-7 @ Modify #fEIZ LV #lHIE N5, )

O O - | Read #EGEE. FIRDIZRW T, IEHRE % 17T,
(77 7 AXEOHIN AR . 7 7 7 AXEOHBNZ B
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TF 2 T 5=

DI EL., Table 7-7 ® Modify #EIZ L 0 HIfH =

na, )
O - - | EHAEYVZER Y I ANG T 7 7 ALEEERL,
HLHEHEH),
Delete Job owner O O - AR v 7 A5 30E A HIE,

(77 7 ALEDOHIBRE RS . 7 7 7 ASCEOHIBRIX,
Table 7-7 @ Delete #EIC L D HlEIE N D,)

® - - | XA T — FEF L PDF R > 7 205 SCEEHIBR,
Job owner O O - | ARy 7 AOHIBRICEE O SCEOHIBE,
U.ADMIN (77 7 ALFEDOHIRZ RS, 7 7 7 ZAXEDHIBRIE,

Table 7-7 @ Delete #{EIC LV HlfIS L 5,)

Table 7-9 D.USER.JOB(Print) D7 7 &z A il

HaiE PAERRERFIHE | A1 ¥ T7x—2R

BES Ik
PN | WC | PD
Create Job owner - - O | 77AT UV FPCHLLEERRL, U Z RTA4R
U.NORMAL — CHI % F171% ., BAESX L THRGE& TV v bR v 7

AN — WA ST SCEE BRI L, FHIRIZ E1T,
(FIRIZE T2 & 0 SCEHIBR SR D,)

O - IIAT 2 FPCOWCDHLXELREIRL, XA L7 K

TV v b EFEITER BREARV TR T bRy 7

AN WA ST SCE AR U, FIRE 3247,
(FIRIZE T2 & 0 SCEHIBR S D)

O - | 27947 PCOWC )58 T — K51k PDF XC

FEBIRL, FIREZRELTEA L2 7Y v b EELT

%, B{ESF NV THRAY — RIS PDF Ry 7 A5

—RHRIF SN CEZ RN L, HIRZET,
(FIRNZ I N AT — KA E HIlseE TIiz L0 30E

IXHIBRE D)
Read Job Owner @) O
U.ADMIN Va7 RIRERTR,
U.NORMAL (XA U — RiE5{L PDF OZfEH Y 2 72 FR<,)
Unauthenticated O
Modify | - : : -] L.
Delete Job owner O O - VaTRENGY a 7RIk,
U.ADMIN FRAE& 7Y v bRy 7 ZANHOHIRY a 7 OHE, ¥

3 ZHIBRIC K D XELHIFRS N D,)

Table 7-10 D.USER.JOB(Scan)® 7 7 = & il

(8 BE AT RE 7R A UHETz—R Sy
=1 PN | WC | PD
Create Job owner O - - A¥ySfa=y MIFEfEEY FLT, 777 A/ A% ¥
U.NORAML VAZa WO (77 7 Ak ERLS) HiEE
LT, #EEIT,
Read Job owner O O - Va T RIRERTR,
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TF 2 T 5=

U.ADMIN
U.NORMAL
Unauthenticated | O
Modify 7L,
Delete Job owner O AFxFa=y MR FERFESID I, RS
DR CEIEEETE LAIA My I —%2MT L,
B Y 2 7 OFIRE E1T,
(¥ a 7HIBRIZE V CEBHIBRESND,)
Job owner O O Va TR HY a7 EHIR,
U.ADMIN (¥ a 7HIBRIZE V CEBHIBRESND,)
Table 7-11 D.USER.JOB(Copy) D7 7 & A #il##]
R BERTRERFIHE | A& T7=—2A Rl
PN | WC | PD
Create Job owner O AxyFa=y MIEfEEY FLT, 2t —A=a—
U.NORAML BT B 2 B — % AT,
Read Job owner O O
U.ADMIN o e _
U NORMAL Va7 RREEIR,
Unauthenticated @)
Modify 7L,
Delete Job owner O AFyFa=y MTE Y FFEZEAED I, AR
DHBEHECELEZETHLLUOIA My 7R —%2 ML,
EikF Y 3 7 OHIBR % 1T,
(¥ a 7HIBRIZ L D CEBHIBRESND,)
Job owner O O Ta TERRNLY a 7 EHIRR,
U.ADMIN (¥ 2 ZHIBRC X 0 SCEBHIBRE N D,)
Table 7-12 D.USER.JOB(Fax send) ® 7 7 &= X #lfHl
3 o a0 ; -
BIE | BAFFTREARFIHE P; V4 V:C:n :D W
Create Job owner O A¥yFa=y MIEMEEY FLT, 777 X/XF
U.NORMAL ¥ A2 —EHEND T 7 7 AL EBEBRL THEL
EX
Read Job owner @) O
U.ADMIN o e .
U NORMAL Va TR ERR,
Unauthenticated O
Modify 7L,
Delete Job owner O Ay Fa=y MTE D RRREEAEY BT, AR A
DR CTELEEFETO LUIA My IR —%2 T L.,
BT a3 7 OHIBR%E ST,
(¥ a THIBRIZ L W 3GEBHIBRE N D,)
Job owner O O Va T RENDLY a7 EHIRR,
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TF 2 T 5=

U.ADMIN

| (Va7 £ B LRSS,

Table 7-13 D.USER.JOB(Fax receive) D7 7 & Z |4

N BUEFRERFINAE | A FT7=2—A Py
PN | WC | PD
Create Job owner(*1) TOE OffER L, MT7 7 7 A6 F a— REEEL
TWRWT 7 7 R &3%1E,
TOE O#EAER L, N7 7 7 AMB F a— RE2fEL
=77 7 AR,
Job owner(*2) O ATV ZAER Y 7 RS 7 7 7 ALE LTI, F)
il AT 2 AT,
(HIRSE TIC LY 77 7 ALEITHIBR S D)
Job owner(*3) O AR Y 7 ADE 7 7 7 AXEETIR L HIRFEITZE
R
FIRMZETIZ LY 77 7 AXETHIREND,)
Read Job owner O O
U.ADMIN . N _
U NORMAL Va7 RREEIR,
Unauthenticated @)
Modify oL,
Job owner O O Va TR ENGY a 7 IR,
U.ADMIN (HIRY a 7054, Ya 7THIRICL Y 77 7 ZA30ED
Hikrxn5,)
Table 7-14 D.USER.JOB(Storage/retrieva) ® 7 7 & A i
HiE BRAE R REZ2 A1 H] AV BT =R oy
& PN | WC | PD
Create Job owner O | Ay 7 AMR{FEFAT,
U.NORAML O RNy 7 AREHFEEBELTEA LY N Y v M BT,
O A¥ ¥y MIEREEY LT, Ry AA=a
—EEDEAR Y 7 AEFEEL T, Ry 7 AMRFELE
7o
O Ry 7 ARAGFEIEE L T/SA Y — RiF5{L PDF 0% A
Vo NFU v b E ST,
Job owner(*2) TOE O#EAERL, MERT7 772005 F a—REREEL TR
W 7 VARG R T 7 VA CEERBI AT ZE R Y7 A~
PRtEs
Job owner(*3) TOE O#AFEZRL, M7 77 A0 F a—RafsELZ7 77
AZAGH T 7 VAL E TR E SR 7 ARAE,
Job owner O ARy 7 2N XEFEEZRINL, HR, #EF, 77272
U.NORMAL IR DEE, BE), a—0Wnd g ET,
(77 7 AXEBEOMMEZRL, 77 7 AXEFEOHIIE
Table 7-13 ® Create #/EIC L W HlfH =412, )
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O - | ARy 7 ZANLEFEERINL, #EF, Fvrr—K,
B, o E—DWFnEk FET,
Job owner - O - | BERHAEVZER Y I ANL T 7 7V ALEERRIRL, ¥
U.NORMAL 7 — R&E ST,
Job owner @) - - NAY — Rk PDF AR > 7 AN 3CE AR ARAF
U.NORMAL % FAT,
(RIFITIZRA D — RATIBEE, RAF5E TIZ R 0E
THIBRS115,)
Read Job owner O O
U.ADMIN Va7 ETRERTR,
U.NORMAL (RAY— FiE5{k PDF OZEHh Y a 7 2k<),
Unauthenticated | O
Modify - - - - oL,
Delete Job owner O - - AFyF =y MY FEREHAIY FIC, REEHH
D R CEIEEEITL LIEA My IR —5 T L,
I Y 2 7 OFIBRE FAT,
(Y a 7HIBRIZE D XFELHIBRS N D,)
O - - | ARy 7 ANGOEREFEIT LR, Ay TR —%
MTL, #BiEdhYa 7ol E ET,
(¥ a THIBRSE b CETHIBR S 72 0,)
Job ownex °1° Ca TERENLY 3 7 EHIR,
U.ADMIN
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7.3. S bHtne

FCS_CKM.1(a)

TOE X, IPsec ii{5 O#EMENL TH S IPsec AEBHED A AL IZH T, NIST SP800-56B, Revision 2 ™ 6.3.1.3
BNZFEHk O rsakpgl-crt 7 UZFEHE D LT, #ER 2048bit O RSA e Pt 4 k95, £7-, [Psec 15 Dt
fENTIZ BT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit#® Using the Approved Safe-Prime
Groups (Z50#i 71£ T, Diffie-Hellman 7 /L —7 14 (2 XA HExt Bz A pk 45,

<PB#ETAEHA KT =— R L HERE >

« WebConnection : IPsec #{37%/E

WebConnection % FlLE % EHERE DO FI|

WebConnection ®—#%F| Fi EHEE O F|
TV RTAN= 1T 2. T BAGIEERE] TTVE RIAN—F A F T == AT DH
E& =T

FCS_CKM.1(b)

TOE (%, IPsec i#13 @@ BALARE, H LT SA T4 7 XA LK% OF#EMESLIZEW T, FCS_RBG_EXT.1 1T
#H> RBG THLEZARK L., 128bit LI 256bit O % Fils 584 4K 4%, TOE (X, DRBG B%%(CTR
DRBG(AES-256)# M- 32 & T 52 RBG ZE 8L, fLEkE 48T 5,
<BET DA H T = — A L FERE>

+ WebConnection : WebConnection O % EHERE D F]H

WebConnection ¢ —#i%Fl| F & 168 D F] F

TV RTAN= 1T 2. T 7 AR THTVE RIAN—F A Z T == AT DHH

1E%& F4T

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#L 9% CTR DRBG(AES-256)&, 1 DY 7 by =7 = b — MDA LS
5 RBG #%E¥#:94 5, Li CTR DRBG i, Derivation Function & Reseed %7%|H 4 573, Prediction
Resistance #EEIZENEL 72V, V7 Y =7 = b’ —JiI%, CPU ONERIRIEICEEE 5.2 D502 —RED
FAL vy T A —ERAS L2 L — TN FE L TR L — B I TR DIXS S E & I ay Y
VH— R THREL, raw T —%%&%55, U7MNEREE XOR ZWVWT raw 7 —ZIlEENHT bt —%E v g
RICHEE, BT 22y T aia=r 72 L, By Moz ot —#£5 B, = hee—EE LT
75,

TOE 1%, 20 RBG #FIH LU TELEA LKL, EEHEIEEHIEOR S8R 256bit & 128bit) A RkIZFIH T
%, TOE W ELEA KT 258%, CTR DRBG T —R~7 U7 /L (Entropy Input & Nonce) 3B (Z7e~T254, =
et —JREL TRIF T2V 7 by = 7 2 i@ L, LB A XD et —fEE2 L CRIA %, Zox b —{i
%, NIST SP800-90A ¢ 10.2.1 |Z/~x&45 Instantiate & Reseed (24 E g/ bt —E(TOE 04, &
Fa )T REELFIL 256bit) &/~ L TRY, +ormr b’ —NEEn 5,
<PHET DA T o — R LHERE>

« WebConnection : IPsec B{EiRE

WebConnection 0% HH % EHEHE O F] H
WebConnection @ — %51 & HE DO F]H
TV ZRTAN= 1T 2. T7RAGIEHER] TTVH RIAN—% A Z T == AT L
E%& FAT

FIA PSK_EXT.1
TOE %, IPsec AOHERIHAHLL T, FRTFIF AN — RO HFHGHNFHTXS, TFAM—AOHR{IE
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HRIL, Frenyyr a7 VIR LE AW TE Y M| ~ZE#XILD,
© T XA R AR— 2O FHRTHAT
> & 22 307 (ASCIL XCF%1)), 44 3CF (HEX fE)
> FIF A RE S « ASCII 2741, F£7-13 HEX i
> AT O )51 - SHA-1, SHA-256, SHA-384, SHA-512
<BEETHA X T = — R LHRE>

- WebConnection : WebConnection % B 7% EHEHE O F| FH
WebConnection & —#&FI] & HEHE O F|H
VB RTAN— 70 20 T RAMGEKE] TTY I RIANRN—2A L FT2—ALTD
BEZ IAT

FCS_COP.1(a)

TOE X, IPsec it#{E® ESP 55k 7 /L FVAALEL T, FIPS PUB 197 & NIST SP 800-38A |[Zi & L7-#EE
128bit & 256bit ® AES-CBC #FH 35, F7=. TOE i, IPsec i#{g ® IKEv1 3L 7 /L IFYALEL T, FIPS
PUB 197 & NIST SP 800-38A |Zji & L7z #E & 128bit & 256bit ® AES-CBC & 5117 %,

<BET LA 2 H T o— A L FRE>

- WebConnection : WebConnection % BlLE % EREREDF|H
WebConnection @ —#%F| & HEE DR A
TV B RTAN— [T 2. T7RBAGEERE] CTT VU H RIANRN—5 A X T2 — AL T HEE
E%& 34T

FCS_COP.1(b)

TOE 1L, 777 —MERED 7 7 — AU =T RAEIZE W C, FIPS PUB 186-4 (2 & L7-#E K 2048bit ® RSA
FTIOHNBZ T NIVALE R T 5, 72, IPsec 15 DY TFRFEICE VT, FIPS PUB 186-4 (JiE & L= R
2048bit O RSA 7 VX NBEHLT NVAVAL(BHARK) &, 7 VXNV ELLFRGEZEB W T, FIPS PUB 186-4 i &
L7-#F 2048bit & 3072bit O RSA 5TV ELL T NIV L (B4 WGE) 2F 42,
<PHHT DA L HF T = — A LRERE>

+ WebConnection : WebConnection 0% FE % EREHEDFIH
WebConnection ¢ —#%F| FH 5168 D F) H
- B SV 77— LU = T R OFAT
TNV RTANR— 7. 2. T RAGEEE] THIV U F RIANRN—F A X T2 — AT HHE
VE% HE1T

FCS_COP.1(c)

TOE %, 7.7.1 FIZFHDOT 77 —MEREICBW T, LLFOINIL TT VXV EL L W=7 77— A0 =
T T = DOKFEELTY, D F T, ISO/MEC 10118-3:2004 (Z#EHL42 SHA-256 (ZXD/ vy 2 BDFE H A £ TS
2
(1) TOE »3%i-> RSA ABI##EE 2048bit) TF VXN B4 T — 2% 5495,

(2) SHA-256 C77—LU =7 T —HD v afzH 5,
3y WE@QDEET S, —BTIIET 7 — L0 =T T —FPIEH THHEHWT 5,

F7- TOE I, 7.4 FIZFEH O IPsec BF12HV T, LL FOEEAIZ ISO/TEC 10118-3:2004 (ZHERL T2/ >
2fEOHHEFEITT 5,
(1) IKEv1 #FE7 VTR LELT, SHA-1, SHA-256, SHA-384, SHA-512 (ZLAH vy 2 fBO R HAEEIT$
2
(2) ESP #EE7/LTURLELT FCS_COP.UQIZH T8ty 2 Ayt — VRREE R T T AR, ~yiaT L
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FYXALELT SHA-1, SHA-256, SHA-384, SHA-512 #FI|H 35,
(3) RSAICLDT VAN ELZEF M LIE T BAA OB, SHA-256 (285 Ny 20 B % EATT 5,
<BHET DA H T = — A L FERE>

« WebConnection : WebConnection % H#& 7% EHERE D F

WebConnection @ —#%F| F EH#EE O F|
- BRE oL D 77— AU = T HHDOELT
TV ZRTAN= T 2. T RAGIEHER] CTHTVF RIAN—% A Z T == AT DHH
(=)

FCS_COP.1(g)

TOE 1%, IPsec #1528 T, FIPS PUB 198-1 TE# =415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TE#F# 3415 Secure Hash Standard (ZHEHLT 25 FRegElf o 2 Ay —UFRGEIC K
% ESP #4545,

cAvE—VHAL T A MK 160, 256, 384, 512
- #0160, 256, 384, 512
s BFE T Y XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
¥y a7 Y XAE, FCS_COP.1@IZHE > SHA-1, SHA-256, SHA-384, SHA-512 #FIH¥ %
<BEF DA H T =2 — R LFERE>
+ WebConnection : WebConnection D% HE R EREBEDFI|
WebConnection & — %5l F & #&HE DO F]H
TV ERTAN= 1T 2. T RAGIHBERE] CHTIVE RTIAN—% A F T 2= AT L8
E%&FT

FCS_CKM.4, FCS_CKM_EXT.4

TOE &, IPsec i#{5 THIH 328, S ELORLF I LEFED J7{k% Table 7-15 (R T, HEIH IS TRIES
- FRTIEA#E, [Psec REHED T T A X —MEIT, BUHIAZHAA A7 SSD IZRFFSND, B EF D FRlIA 8,
IPsec il IED 77 AR —MEDHIBRZ EITL72FF, 0x00 T LEZHIFRT 25, [Psec TSNy a HE(—Kf
M7l S H#IX, RAM _RIZRFESND, 26 TOE OFEJR OFF IZX0 AR B 57- D HIBRS D,
<PBHE#ETAHA KT = — A L HERE >

- WebConnection : IPsec 15 H O FRiLAHEOHIBR, 7 ¥ ¥ L AEZEOHIER

- BRE SR : IPsec #15 H O F R A O HIFR

- E%EJR OFF/ON

Table 7-15 SDIRTESE & R

i RAESE WEELX AT WIED F 1%
C B ER BHEFIZ I o TERE SN FHT | SSD BRI X 2 R g HI bR 0x00 T k&
A (REHEIEEE BEREEE) I X HIBR
BIRFI X o TRE SN FAT | RAM EIR OFF —
A2 A L CAER LT
I FREE IKE f 3L Fibs g RAM | &JH OFF —
(IKEvl 7 =— X 1 TAE S
%)
IPsec FH LA s RAM IR OFF —
(IKEvl 7 = — X2 THERESh
%)
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5 | 0x00 CLREZX

BHEIC L DIEAEFARR (&
HIlBR

B (E B EARRE) By

EIF OFF

SSD

IPsec FFFHED 75 A4 N — |t
RAM

TTA =k

o
IPsec @ Diffie-Hellman 77
~N—
(IKEvl 7 = — X 1 TA S

%)
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1. 4. BEFEEEHAE

FTP_ITC.1
TOE %, Table 7-16 |2/~ 7" IT #ézs &L DB(E 2T, IPsec V' uha/VEFIHATH7-0, Fxr/LT —2 03
MLTHESNDT LT,

Table 7-16 IT #2% & Di@fE

TSF 23§ F 95 IT #%% “a han
SMTP #—/3— IPsec
SMERRRRLE Y — /N — IPsec
DNS #—r3— IPsec
07— — IPsec
WebDAV #—/3 — IPsec
SMB #—/3— IPsec
<BHHT 5 A v H Tz — R LHERE>
- BRSO R E O A —ViE(E. SMB k(. WebDAV %5, A v 7 Z{RAFOFIH

SN EREEE I oD R A U — REREE
"Table 7—19 BifikiGfg 5 (CMS N, BAR 7 2ER S 2 H{E

FTP_TRP.1(a)

TOE 1%, % #H) TOE #VE—NFH T2 HEEL T, 7947 h PC DT I7 W CTEIET S WC 242925,
TOE £77 47k PC MD@EF X, SEHEE /XA THS IPsec 7Rb/VEFIH T2, VE—NEELDT=DIZIT
ATk PC 235 TOE ~7 Z7%®AL7T=W;, TOE 1% IPsec 7 h/L COLIBIE LG, WSO, WIET —#
IR DL BE T — XS E DRI EIRIET D,
<PIEST LA U H T = — R LHRE>

« WebConnection : WebConnection O FLE R EREHE DK A

FTP_TRP.1(b)

TOE 1. EHETRWHIHEN TOE ~JE—RrT 782355 ELLT, 7947 PC 0750 H TEIfET S
WC £V HRTAN—%4g9 5, TOE 7747k PC [BO@ENL. E{EHEE(E XA THS IPsec b/l %
FHT2, VE—rT78ADTZOIZITAT 2 PC 5 TOE ~7 72 ALK, TOE |4 IPsec 7' b=/ CTOD i
1EBAREL . U OBIE, BT —ZIRIENO DML JBIE T — XL DR AR5,
<PEETBHA L H T =— A LRERE>

- WebConnection : WebConnection @ — & E&f#EE D F A
TV ERTAN— 7 2. T RAKIEERE] THTIV X RTIANR—2AL L F T2 —RAETHE
E%&FAT

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 |ZH#EHLT5 IPsec 7—F 77 F ¥ 2 FEIET 5, BEHED LN, IPsec b/l LT Rtk
TEMEETRE, BETEDN, PRt OREEEFATHIETTER,

« IPsec H 7 B/WALERE : P T AR—FE—F
X2 VT o7 han: ESP(RFC 4303 |2 L)
> ESP i =2{k 7 /L= U X2 : AES-CBC-128, AES-CBC-256(RFC 3602 (= #:#iL)
> ESP 2237 L= U X A : HMAC-SHA-1., HMAC-SHA-256, HMAC-SHA-384. HMAC-SHA-
512
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- #EAcH 7 X IKEv1(RFC 2407,2408,2409,4109 (2 YEHL)
» IKEv1 554k 7 /L2 U X4 : AES-CBC-128. AES-CBC-256(RFC 3602 | ##lL)
> Xrd T —3 g3 F— K : Main Mode
»SA TATHA L
® 7 - —X1d SA : 600~86400 F»
® 7= — X 2% SA : 600~28800 F
> Diffie-Hellman Group : 7/ /L —7 14
> ESN : %), A2h(RFC 4304 |2 #EHL)
- IKE #ZBIEH X 0 T OZVELRSA), T F A b_X— 2O HR A
> T UHINVES
® RSA-2048 (BAARK., B4 ML)
® RSA-3072 (B4 i)
@ UAET /LT Y X SHA-256, SHA-384, SHA-512(RFC 4868 | E#iL)
> 7T F A h_X— 2D FRIH A
® HHIE N E T D HEATHAHE : 22 U0 ASCII CFHIHEX OB A1 44 3CF)
@ IET LT Y X SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 | YEfilL)
> 7’1 k3 VERE
® 7 |l fRE/R L (Any)
» Psec fif A% &
® DefalutAction : A%
® S EMRGERERR T - AR « MR D
gafE YL AR L2
Fr—r o AEHEO A EHERT D
KANHERR - B L2\

F7-. TOE (% IPsec ¥ =T 4R —F —H_X—A(SPD) #EEL TEY, BHEICIVLL TOREN TXD,
- IPsec R Y > —  IP "7y FOFEUEZIFEL T, ENENDOFRMEIZEELTZ IP X7 v MTxE LEE
HE B - EFEDO D L EOEEEIT O DRINTE %, IPsec RY v —DBLENDLA N KTy
NeT o bR Ry ME, RICAV— A TRE SN, IP X7y b0 E L TiX Any D7 1
hav, BEHLEIP T RLUA (#B], £2E30 73y MEE) BDRETE D,
IPsec R Y & —ZIPHRY =7 N—T1~10 D 10 F V=T ETRETE 5, 1 OOBEMFIC, &
B IPsec NV & —MNRE SN HE, IPsec R v — 27 /b—7 1~10 OBEIEFICRED 5T Fid
DOEESENEA. CEMEEH S 415,
B & R > WEIE > EE B K
T IHNET I ar s IPsec B —ICAET ARED RS TG EOEEL TRl bR TX
%o (ZOBRFEIWZOWTEHEICK L, BELZEIRT DL VA X ATHRRALTND,)
> EHE : IPsec AR Y O —OREICHBE LW IP N v MIEFET 5
> i : IPsec N U ¥ —OFREICHEL72WIP X7 M S5
<PHET DA T o — R LFERE>
-WebConnection : WebConnection % FLE 3R ERERE D FI|
WebConnection ¢ —#%Fl| FEHERE D F|
TV ERTAN= 7 2. T vRMEBERE] TT YV U F RIANRN—2 A F T 2 =R LT HHE
& FAT
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1.5. %) T« EEBEE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE X, FIAFICH U C T B ERE A 2175, & B B ERIL, FLliSN T A 2T = — A0 DD BB Rl HE
T“&')é TVHERTAN— L, EEERE AR L L7200, BEARFAE LT WC T Rt & Bk AE Q‘Qﬁéﬁﬁfﬁ

CEBTHERIZIE. TOE ~OfBIFRFEN E RS, RBECEHEHEMEZFH T2 1Ty, &E
(U.ADMIN\ U.NORMAL) (%, = — ¥ —FHERICIVBEEMNSTORENSIND, KHE (UADMIN
U.NORMAL) ® B fFiF iE e/ A R iZiTodv, v 7 T U MNETHER 35, TOE @ UADMIN (2%
U.BUILTIN_ADMIN (£ /LA &5 %) & U USER_ADMIN (o —H—&HE) 0 2 FIENEET D, BiE11%
PE SR =Rk > TRIESH., B 1T —H —4, :L—*f—/ﬁxv—b‘\ EELEHEIR (HERRHV 2R E) 12X~ T
FREEND, W& 1T U.ADMIN ERSE AT DS, FIH#E OZENRESN TR W B RE 2RI H 3%
ZLlETEA, TOE 4, Table 6-2. Table 6-3 7 27 A4 _%b\f‘ T2 UT 4 BIEO B L L TR ST
LF— FIHEY a 77— B Ek Uiz —FIHE O User ID 2HI0 4 ThH, 77 7 A% EMAEICL 0 4
RENDLFMECEF—%, FIFEY a 775 =213, TOEAHOFMAEIZL > TEREND =D, EX2U T
4 BHEOMBEE LTEBEED User ID 25V YT, 777 AZEFOT 7 AH#EET 5D, 777 A
ZRETHIZ, Fa—RFBRBEESNTWRWT 7 7 AZEORE, 77 7 ALCEITEH AT ZERy 7 2
WRIFEND 720, B AT ZIER Y 7 ADOT 7 AMETORIBEE 20, X =2V 7 ¢ BIEIZBER 2,
PHMEIZEBEE @ UserID BEIV Y THND, Fa— RBEESNTNWD 7 7 7 AZEOLE, EX%=2 U7
4 JBMEOPHMEE L CTHRESNIZMEAR v 7 2D User ID NEIV Y ToHN 5, FEiE. [7.2 7 27 & AH#H)
Oz L, TOE X, ¥IHEL LTEID B THN User ID & EEX T ABEL =720,

Table 7-17 EEE IZRESN DT HERE

(e T N FFA S AL | BERTREZR A &
1 T —A

o—H— IR TOE OF| & B User ID ZFfo—H —D 2G| ok, £ H ., | H#IE 3L, WC

[BIBR, 22— — SR — R OB G/, — R S | BBk

DFTEMRER., FEBERI RO E /MR, & B S HERR

DAFEIHIBREATD, = — P — IR ST FI & 3 3C

HE BT Va7 B ER LR, EX 20T 1 BIED

WIHIEE LT User ID 235% ES 41, Table 6-2, Table

6-3 DFIHET —27 72 AN EwmSIND, 72

B, 2V —%HIBRTHE, Yk — V=D HE

ThoELHIERIND,
BHFNSAT—REREH | BHE SR —RERET D, LGHMAE, BHE | AF BE RV

e PRAT—=RIZIET 7 AV MENRR ESI TN, i#EH
Eﬁiﬁﬁ%ﬁ@ R ETHREICBW T, BN U EEE N
EEELT D,

a2 —W—FBEEHF OB ELT AMBLEERGE, 4 | £H
ERY— N —FERE, ARIEE + SN Y — N —FEFRED
WENNEEIRT D, BV A UEBEEIL, W
AL B FRRE CRkBIFERE X N D,

SRS — N —FRFE ST TR 3 H/MNMEERE T — N | Bk, A H |

BafE 2L WC

571‘ 7 uiE—ﬁ_'—'/\b«EXfE T‘?’Eéﬁz/\o*/l/\ wWC

YRRHE RS oG5,

H&HE —DHEELT), HIBR
FRREERRIE B E DA | FRREAMIEIS OMIEE R ET 5, FIAZEOEREL: | BF BiE iz WC
HRERE RSB S, ZORR EMEIZEL 7=, TOE 137%
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B RE NZE PSR | BERTRER A
= Tz —A
EHF AL OBAEEL L | Hi LR RS BRI T Ao llc ke | B BE 2L WC
FRERAF ] D ZE S RE "B HE OFFENME LS5 A FREEE N
RSN DETORM 2R ET 5,
FGE IR E B (B v A | RAERIR A5 A2V 7§ DR, ZOBRIEICED, v | FEfT R RL WC
VEREUINOIVT | VA EERE DS OF I H OFRRE S (R EER T
Bne TEWTED,
PSAT R OEFE | SRR OSRAT—N /NS Ebade) | £H BE 2V WC
i3 DERTE - EEEIT,
X2V T LR ER | BX VTR EDOE L), R ET D, Ay BE 2V WC
BE FIMZEE LR, X2 U T A HEDSD EN
WCBRT AR EL e 2 7RI EREL, T
DREEMFFT D, %>y bV —2 %4 L7 TOE ©
FEHHERE, A T ) ARkRE (RS-232C I/F %{#
). Ry b U= BT R LR RE 7 & ORI
DEEESND, FIHE SR S RE ST 08
EEEZFITLIGE, BhEmaRnr L, FIF
HENEOMRZ IR LTIZHEA, X2V T
(LR TITENIEE SN D,
A REE RO 2 A ARFERARTE T D, BEENRFEGRBELLY | X R 2L WC
B 20 ARHERPEAE RS ICREESND,
VAT LA =My M | BEANRABER O AT LA — MY By MR | BE BfE v WC
MO H ke DEREZEITI .
HE 77U MEMOZE | WC B{ER O B Ens 7o MEH OB EEZ1T, B WC
P
TR PR EEHLEEHAETHD IPsec BIEDOBRTEXITY, | Bk, EE ., | #{Ex1, WC
IPsec B{E7% €. FRIILAEEE, IPsec sEAAER | HIBR
TEOR G, ., HIR,
S N — I3 R EE F b =23 E (TOE @ IP 7RL-A, DNS H$—/3 | %45, ZEH BiE v, WC
—® IP 7TRUVA, R—h&E 5%, NetBIOS £4%) D
Bk, EEEITI,
BT m o R PR RE EEARKSRE O A RIS, B n s OFUS ik, us) | Bk AR BE L, WO
—N—  HEIRERFORTEL, BB DOREL
HIBRE4T9,
Ry A B RE ARy 7 ADR Gk, FifiH 22— —DZEE HIBR | Bk, BE ., | #E x0L, WC
#2179, Fill B
SR AT SRR EMRE | TREI ATV ZAZOH R/, WM ATVZERy A | Bk AH BIE 3V WC
ISR —R DGR EHAT,
Ty —bv =TTy 7T | USBAEVEZFIALIZTOE 77— 2077 v7 7 | FIT BAE v
— MinE — M E T 5,

Table 7-18 —&FIHHE ICIRLSI N2 E BEHERE
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(el s Ay FrR St | BERTRERR A2
1E Tr—A
TP SR —RRE | =P —SRU—ROREEFTH, FIAE L, AR | A% e 1L WC
HRE FEE. HEOa2— P — AT —REEFTLHILEMRT
x5,
Ry 7 A5 PR HE ARy 7 ADRGR, a2 —F—OEE HIBR | Bk, BE ., | #F0r WC
w119, Hil B

<PHHT LA »F 7 =— X LEHE : FMT_MOF.1, FMT_MSA.1, FMT_MTD.1, FMT_SMF.1 >

- WebConnection : Table 7-17 & O Table 7-18 TA ¥ 7 = — A WC INFAET D HRE
- PE L : Table 7-17 ¢ (X Table 7-18 TA v X 7 = — AITEE R IV N TELE T D RE

<BHT B A ¥ 7 = — A L4HE : FMT_SMR.1>

- WebConnection  : &BE#|C &k B o — W — 2R éhikhE
T L A ISA T — RERE
—RFIAHE I L DA T — RFRGE

i BT £ D 2 — R
EHEIZL DAY — RIRGE
— RN E I L AR T — REREE

VB RTAN— L —RFIAE L B8R T — REEGE

<PET 5 A F 7 = — A LERE . FMT_MSA.3>

+ WebConnection : table7-3~table7-14 T, WC 21 > ¥ 7 = — X & T HHAE

- BRSOV : table7-3~table7-14 T, #{E RNV % A ¥ T = — A LF L EE

« Y B RTA3— : table7-3~table7-14 T, YV ¥ RTIANRN—% A U H T =2 — R LT HEAE
T T I AL BT 2= ALK DT 77 AZAEHERE

FPT_SKP_EXT.1

TOE . IPsec 18 THIHTAM 5-#DH | BHE > TRIESHI-FHATILA #L IPsec GEHED 7T A~
—NMEEA AR AR A RER RE R AN —UTHD SSD IRTFT D, NSO 5#1E. RAM IZRTFT D
(Table 7-15 /), TOE [I{R{FSNIZFRILA R, 7 T4 —NlE, B2 F B T D Re 2 TRk L7272 | F]
FAZ&3 TOE OEICLENLEFI AT ZE1TTER VY, TOE 1%, MFP AK12 RS-232C IF %3245 TV 78,
IS LS CATD . RSN ZOA 27 2— 2% R LT, SSD OWNE T —X %0 3 LidTx
720N, £72. RS-232C IF LIAHZ, TOE DAL ER7HS SSD ONE T —# 2B AL ¥ 7 = — A& FEHEL TR,
SSD [T HIAZHAR A 2 AR — U TH DT | FIFFFE D SSD ZEVAL CTHNERT — X2 B0 42 L1ZTE7220, LL
EOZENE FIRAFXRGFSN-FREA#E, 7T — M, B AT T lIXTER N,
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7.6. EREHEAE

TOE 1%, B G R HELRI

FAU_GEN.1, FAU_GEN.2

TOE X, U FORERREEENREREL, FRBEARL(GEH HEDR), FROMH],

L TR 7 &R

FLERL ., Y — N — K55,

U G

FELOREREZTLIT D,
Table 7-19 EENRFEH—E
— I]_)‘(‘b‘7 DEVAN BAE R RETR e
ARIEHR *1) AL BT 2—A
. Admin ID/ SR W,
— W —FREED F i i . OK/NG
User ID/R%&&: 1D TVHRTA IR —
B AE Y ZAER Y 7 A o
AT RN User ID BetE L WC OK/NG
R Admin TD S WO OK/NG
Bk, 22T HIBR
AU FOER User ID FriE SR, WC OK/NG
BHEENAT—ROLER Admin ID BAE 2V OK
a2 — Y —FFER EDEE Admin ID BE RV WC OK
HERFRRED — S —RRE DB gk, A Admin ID Bl 0L WC OK
PN Y ALY Admin ID e SR WC OK
HERE RO IR IR DS T Admin ID BE SRV WC OK
FRGE il . o
(U.BUILTIN_ADMIN LISK) 02U 7 Admin ID PRl e OK
XA — R 2 AR Admin ID e v WC OK/NG
X2V T AL RREDOEE Admin ID V(A VP OK
HIFE ROE T Admin ID BE SRV WC OK
VAT L — Ny MR D2 T Admin ID BfE v WC OK
HEias 7o MR D2 5 Admin ID WC OK
HIRRUB RIS Admin TD HLIE L, WC OK/ING
gk, 2 HIbR
Fy NI — TR TEDR Gk, B H Admin ID BAE RV WC OK/NG
B A ASHRE O PR AA AT L ID Iﬁéﬁ O OK
BAE RV WC
5 o A7 51D/ LRI OFF
ATy BSHEREOR T PR D B L WC OK
BT m /i PR RE D Rk, A5 Admin ID BRI WC OK
R ZEBREREIZ LD Admin ID/ o
TBAR Y 7 AD RSk, 255, HIBR User ID Pl s, we OKNG
TR A ZAF TR EMBED Bk, 225 Admin ID BB SRV WC OK/NG
Ty =AU =TT v 7T — MEREDFEST AdminID B2V OK/NG
TV v R a T O User ID FDPACC.L, FDRACE. 1= OK/NG
i S I S
o FDP ACC.1, FDP_ACF.1 |Z
U hYa TR User ID OK/NG

B 5 H T 2 — A
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ID (F7 =2k P FTRER:
Bk e
HRES AR *1) BT e R
FDP_ACC.1, FDP_ACF.1 IZ
ZX v Ya TOREE User ID OK/NG

BEEG B AT = —R

a v —T g 7 OHI

FDP ACC.1, FDP ACF.1 iZ
User ID OK/NG
B A T2 —2R

7y 7 ARIEY a T OREE User ID OK/NG

FDP_ACC.1, FDP_ACF.1 |Z
B A/ H T — A

Ty I ARG a T Ox%AE 25 5 ID OK/NG

FDP_ACC.1, FDP_ACF.1 (Z
BEES BT = —R

77 7 A%IEY a 7 O User ID OK/NG

FDP ACC.1, FDP ACF.1 iZ
BEEG B AT = —R

FDP_ACC.1, FDP_ACF.1 IZ

RIEY a 7 ORAF User ID OK/NG
e s
o B FDP_ACC.1, FDP_ACF.1 |2
T 70 AZIEY a T ORAF 255 ID OK/NG
B AA L X T 2 —A
. FDP_ACC.1, FDP.ACF.1 2
{17 3 7 OHIRI User ID OK/NG

BT 2L X7 — A

RIEY a T DXEE

FDP_ACC.1, FDP_ACF.1 {Z
User ID OK/NG
BT A X T2 —A

R a 70777 AEE User ID OK/NG

FDP_ACC.1, FDP_ACF.1 (Z
B AL X7 — A

RfEYa7oXy a— K User ID OK/NG

FDP_ACC.1, FDP_ACF.1 |{Z
B AL X7 — A

RIFEY a 7 OBH)

FDP_ACC.1, FDP_ACF.1 {Z
User ID OK/NG
A, H Tz — R

RAEY 3 7T oER

FDP_ACC.1, FDP_ACF.1 {Z
User ID OK/NG
B2 T — R

PRI a 7 OHIER

FDP_ACC.1, FDP_ACF.1 IZ
User ID OK/NG
B2 T — R

IPsec v 3 3 VST DKL VAT A ID FTP TRP.1(b)(D 3w kT — 7 4 errNo(*2)

FTPITC.1, FTP_.TRP.1(a).

MEEFIHT A 2T 2—A

CLIRBIFRGERTIC R A LB R HELO IDC 7 V= MRBIE BT, KRB ID SV [EEEE Tk D,
T 7 I AZAZ I TR BIRRGE A TN 2D Y AT AID ([E EfE : 3 AT 2 (MFP)) 2504595,
IPsec B al fi st DREIZEBWTH Y AT AID ([EEfE : > A7 5 (MFP)) #3085,
i o/ BUSHERE O BRIALHE 713, B n /& B RE ORI R VB IR IR A/ BRI > CBIEL . AT & ID
([E EfE : > AT L (MFP)) e N—H — R4 € ID Zrtdkd 5,
(*2) [501]( TV =L al BRI T mlR— P LRI Lo T2) 728 DFTE DT — Nl kS5,
<PBHHT DA U H T = — R L BERE >

- WebConnection

B R

Y HRTA

B T U P RE

[Table 7—19 EA XL FEL—E | (TSN, BEE 0 V2B S 5EE

B v R PR RE

[Table 7—19 EAXRELR | [ sNn-, BEE o /2 /ARS8 58/E
: [Table 7—19 EEAXMEEL —E] [CR#E I, BE o /724K SE58ME
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FAU_STG_EXT.1

TOE 1%, Bt fre O A 20/ %, Bk n/ O S5k, v —"— BEEERFOREL, BEAE2S OEG
CHIBRZ B B N T3 DR A n / E EERE A 1R (T, v/ — N — (X, WebDAV #— —ZFH 3%, EEhn
T OB FIEIAESEEEZREL, [Psec WBEEFIHL Tl —_—~EEn s %i%(53%, TOE LturH—~
—[H D IPsec HAE 1%, =5 FHIHIEE BUEREICLVER E T 5,

TOE %, 127\‘%1*5&75:137\774’/th’€ TOE WO w—HNARAFREBUC —RERAFL . HENREE SR CRELTZH
REL LI E L/ SR EICELEGE . bIKITEHENERE e/ G2 FZITULISE A, XML 7 — XA #
L“Ciﬂﬁ‘*f*‘/\“—’\iié%‘?‘é

TOE WIC—IpRIFSNTZn 7 7 7 A 0%, XML 7 — 2 ICE#% S LB BE DA 7 1 bra AT UZRE, H
br9%, XML 7 —#i%, a7/ ——~DEEZE TR, ROus 77400 XML 7 —2ZEHOBEICHIRT 5,
TOE WIZ—BHrfFESN=ns 77 A0 XML T4 ~T 78R THA L H 72— A%, FHEILIDER T DOXE
EHIBRDHTHY , —EFIHESLCHBEE N RIEIZT 7 EATHI LI TERD,

Fy NI —JEERE a7 — " —tn/ {F#EEE TET ., TOE NOr— /W IRIFHEIRDNENC o125 6
FAT CEHRERRIZLL T ORRICHIBRE D,

- BIROFF IC L Dt v VHUSHREEDIE T
- B ON I L 2 A v 7 BUSHEEE O BRbh
s 22— W —FEE (BE XKD DOFEHE T 7 A D IFF])
EHFICLDER T ZEE, b L ITHIBR
EERENEER O EEL LT a /YR E BT 0 — D AR FREIR O S AROR BEE SR S A 2 T HIBR MR

%éﬂéo
Table 7-20 EE& w5 —Z D4

o= 4Y: UK A Wi
2 7 E WO fEk SSD (27T 5
a ZfERIZn S 7 A E LT—EFE L, XML F— X ICE#R LT
07— R—ZEET D,
077 7 A VidEK 4A0MB RTFRIRE T, FieWInhroX A I
T, B —NR—~DEEFEDTZD XML 5 — Z I+ 5, %,
Yo 77 7 A VIFHIBRT 5,
2 ZIEROREET A X CEHENRE LZARD L IIEEEIGELES
« 36MB IZE L7256
EHENESD SREEFET LSS
XML 7 —#{Enm 7 — =2 EH%, RO XML 7 —% B3 ERsh b
BRICHIBRT 2, FERBOEGE. kK 76MB (7277 7 A /L 40MB,
XML 5 —# 36MB) 7 TOE WIZ—HHREFESN 5D,

<BEEITEA L H T — R LIKRE>
- WebConnection : By o /& #isAE
Table 7—19 EHEMNSFESL L) ISl SN, BR o 7 24 S8 5 8k

- BRE SRV D BT o S PR R
[Table 7—19 EAMSRHEL & (IS, BhAo 72 /Epk &8 5 EE
cTVHRTAIN— : [Table 7—19 BEAXMRFELR & IR IN, BE o /7 24 I ®584FE
FPT_STM.1

TOE 137my/ieEx AL, BEHHE DO TOE ORFAIZZE B HMEEL UL T 5, A n /ISRl DR 21
WIXr v 7BRED LIRS D,
<PBHHTHA B T =— A LRERE>

- WebConnection : [Table 7—19 E&EXNRES | ([CRHiIh, BEEn V2 4ERK S 5 8E
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- BRSOV : [Table 7—19 BiASRFL %) ([Tiidicsni, BEn 7 2A S E584E
c TV F T A= [Table 7T—19 BEAMRHFS 5] (CRMiS e, BAn 7 2/AlR S 5 #iIE

1.1. BIEHTERAE

7.7.1. 7w T T— FHRE

FPT_TUD_EXT.1

B, BB S B LA WC CRkBIREAE. . B B ﬁﬁ77~A¢I7ﬂ—yaﬂm@ ZFITTED,

Fo, BEHE X, VLU T T —HETUHIVEL T — X E LT USB AEV A TOE 225 L, #E L

THRBGEREE . BHEBE T 77— U7 DT v 7T —MEREEZ EITTED, 77 —LUxT T —HIZIL, VAT A
ayvha—77 U harta—Jt oK fEm 7y — U7l SHA-256 Lo TR LEE 7 7—LT =T DNy
TafEE R (7.7.2.12508# 0 B 7 AMEBETHIA 9 %) & ENTWD, TUXVESLT —HiE, SHA-256 TR
Lic77—20 T T —H D oy 2fBIZ% LT, FIPS PUB 186-4, “Digital Signature Standard”(Zit# > RSA
FUHNEL T VA XNGEE 2048bit, B4 A% —25 PKCS #1 Ver 1.5) TEL LT-T — 4 Thb,

EEENT T T —MEREEZ EITLI-FF, TOE 131 Ah—/L % BRIAT HR1IZ RSA AR (8E 2048bit, Hfir
FIZ TOE IZAVARN— A SN TWD) ZEAL T, 77— A0 =T T —2DOT VXNV EL RGEE KT 5, B4 MRk
DRBUTZG A1, BAE S 3N E LR R, 77— LU =7 OFEEZ BT DR, B4 BRI I LTS
GEIE, 77— AT KT 7 — AU T DNy affilE EA ANV T D, T UV ELBGED BRI, TR
Dy,

(1) TOE 73%F> RSA ABH#E#ER 2048bit) TF VANV EBX T — 2% 515,
(2) SHA-256 T77—L0 =7 F—ZD i affizBiti+5,
38) VEQDEZELET D, —ET LT 7—LbT =TT —HBIEH ThDHEHWT 5,

<BHET DA H T = — A L FERE>
+ WebConnection D T 7= AU TN g R EERE
(A V% 77— AT =T N—U g TR
USBAEVIZED 77— =TT v 77— MEhE
T 7= AU =T T T T eI ADUSBA L H T = — R

7.7.2. BB T X HEEE

FPT_TST_EXT.1

TOE (%, FEJR ON K2, LT ORIRLIET AP AT HEML . REDRESNIGE . B S8 s
FRL, BIEEAF 1L B IEE =TT 22V RBBICBAT 2, ZHUCEY, TSF 2E T 2577 — L0 =7 D5ERMEE
R TED,

Table 7-21 B2 7 X b
No. PIE 7 A b
SHA-256 THIH LK 77— U =T Oy v afid, 7y 77—
VAT A3 e —TF%0% NMERET TOE ~A V' A h—L & Ty v a EFHRICFEHEIN T

77 —bhv=T WAEN—E+ 5 Z & &8, TOE TRIHT M ETI A 7TV b
Ny V2 ERRFEDRR &R D,
b7 A4 77 B ST T Y XN D BERfiET A - KAT test for SHA-1,

Toa ) XA SHAHMAC % | KAT test for SHA-512, KAT test for HMAC SHA-256, KAT test
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No. PIES 7 A k

for AES encryption (CBC, 128-bit key), KAT test for AES
decryption (CBC, 128-bit key). KAT for RSA 2048-bit (PKCS #1
v1.5), KAT for DSA (signing P=2048/N=256; verification
P=1024/N=160), KAT for Diffie-Hellman % Zfii,

b b—HlE LTHATE Y7 hU =7 25%E L, DRBG B3k

3 S A A ) D~V AT A K~ (NIST SP800-90A @ [11.3 Health Testing] (Z3&
7= X DRBG 3% . Instantiate. Generate. Reseed D¥EBEIZ DN TEEENIFT 2
N % i,

<BHETEA L H T = — R LIEEE>
- FEJR ON BFD B 27 A M¥EE

7.8. FAX 9> Btk

FDP_FXS_EXT.1

TOE NEET D77 VAL BT 2 —AOF A FIEE LT, ARERRE I UTIZINE FAX #8000 7 7 7 A5 &
R DBAE SZNDLFATT DT 7V AEGE R D, 77V A BT 2 — AR TiER hmw¢ﬁémxw»5r~&
WX, BRRIH T EIRULIZ T 77 ASCER T ThD,

TOE 1%, 777 AET LMEREAZEEEL TEY, Super G3 7 b=/ BLW G3 bzl R—h 5, 777 AE
T A, T I REZAG DR EFITL, ARERRE N Uifthoa< R —Y)5z 0 i 720, £72, TOE (%, PSTN &
LAN B3 b =77V PaTER T HHEREZFiT-72 0,

PLEDZENS, FIHZE N TOE OT7 77 ZA 27 = — A& FWTHIH TEXHDIX, 77V AEZEDHTHD,

<BHETHA U H T =— R LHEEE>
T F IR BT 2 — AL DT 7 7 AEZEREE

Uk
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