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1. ST Introduction
AEZ.STSE. TOESR,. TOE#E. XU TOE &2k #:iE 9,

1.1. ST Reference

ST &% EPSON LM-M5500/AM-M5500 with FAX
X745 vk

ST /\—>av: Rev.01

(3= E 2025/01/09

ERE A a—TTV KA &1

1.2. TOE Reference
TOE OFANIFEFHRE L TITRY

TOE & #i: EPSON LM-M5500/AM-M5500 with FAX
TOE /A—Y3>: 1.00
BEE: ATV kA S

TOE ZUTDAVR—R DA EHLETHEHAISNS,
MFP A% FAX R—K I7—LozT e

B Super G3/G3 Multi Fax Board / PR3FBO | /A\—23>:WO150B [=]:N
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N—RzF7/IN\—T32:A

B Super G3/G3 Multi Fax Board / PR3FB1 | /3A—3>:WO150B S
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N—RzF7/N\—T3>:A

1.3. TOE Overview
AE(L, TOE MFEH|. TOE DERAAE. TOEDEFEL X2 To#eE. XU TOE IZHER TOE LISt D/N—FKTH
TP/ ITII7— LD TERT .

1.3.1.TOE DRI
ASTICTEHRTATOE L. LAN BETERINW, YU MERE. X v #fe, OF —#4RE. FAX #EER UK X2 4
DNEERTOMEEEE T AT ORI EEH (LIT.MFP LT ) DILETHS,

1.3.2.TOE O {FERAA%

A TOE OFARKEZH 1-1 (277,
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2.

Conformance Claims

AEF BEERELT .

2.1. CC Conformance Claim
ASTODOCCHEEERELTIZERT,

Common Criteria version: Version 3.1 Release 5

Common Criteria conformance: Part 2 extended and Part 3 conformant

2.2. PP Conformance Claim
ASTOPPEESERELTIZERT,

PP identification: U.S. Government Approved Protection Profile — U.S. Government

Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2 TM-2009)

PP version: 1.0

7 PP [& Common Criteria Portal 12#§& St TLVAIEEE Standard Protection Profile for Hardcopy D
evices in IEEE Std 2600-2008, Operational Environment BJIZE&L. ADICCEVS Policy Letter #2
01BiE LTS,

2.3. Package Conformance Claim
K ST O Package #& XRZ LU TIZERT .
This ST conforms to Common Criteria Evaluation Assurance Level (EAL) 2 augmented by ALC_FLR.2.

SFR Packages conform to PP are as follows.

2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

2600.2-FAX, SFR Package for Hardcopy Device FAX Functions, Operational Environment B (Packa
ge Version 1.0, dated March 2009)

2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B (Package Version 1.0, dated March 2009)

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational E
nvironment B (Package Version 1.0, dated March 2009)

2.4. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.

The functions that are allowed, but not required in any particular conforming Security Target or Protec
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tion Profile, are listed in & 2-1.

% 2-1. SFR Package functions

223 E&E

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document o
utput

F.FAX Faxing: a function in which physical document input is converted to a telephone-based do
cument facsimile (fax) transmission, and a function in which a telephone-based document
facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data ov
er a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency wirele
ss media

2.5. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function

is associated with that particular data as a security attribute. This attribute in the TOE model makes it

possible to distinguish differences in Security Functional Requirements that depend on the function bei

ng performed. The attributes that are allowed, but not required in any particular conforming Security Ta

rget or Protection Profile, are listed in & 2-2.

% 2-2. SFR Package attributes

B E&
+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
+CPY Indicates data that are associated with a copy job.
+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.6. PP Conformance Rationale
ARE(X.PP O TOE fEHIEND—E M EIR. PP QX1 ) T4 REE LX) TAKAEHED—EM TR, RU PP
DEF1)T1EHEO—EHEERERLT,
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2.6.1.PP 0 TOE 723l D—E M ik

ATOE (X, TV MEEE. RFvUHEE, OE—#EE. FAX #EE. XEDRFELMYH LB RUKFAT(TAU42
— A RAYEEEHFT D MFP THAHZEMN L, [2600.2, Protection Profile for Hardcopy Devices, Operational
Environment BIRE D/ \—FIE—EE (LLF, HCD &B8Y) LFERIIF—EL TV, Ff=. & TOE &, BRYSLAT
BE7X HDD D FRIEFK M RIB I AT LERF-ELM =8 . 12600.2, Protection Profile for Hardcopy Devices, O
perational Environment BJIZEZ&ESNT= 7 DD SFR /37— M55, [2600.2-NVS, SFR Package for Hard
copy Device Nonvolatile Storage Functions, Operational Environment BJZf&< 6 DM SFR /\y/—I(25E
ALTW%,

26.2.PP DEFaTAREEEF LTI RHEAEHED—EMR TR
XU TAREICEALT. K ST T PP [STERSNDETOEF2YTREEL2A—THY. —ELTWS,
Tz, XU TRARAHICEALT, IT BEDOEF 21 T4x3 KA M5 OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBL., TOE OtFal)To4xtkAEELT O.AUDIT_STORAGE.PROT
ECTED & O.AUDIT_ACCESS.AUTHORIZED #3E/1LTLY4, O.AUDIT_STORAGE.PROTECTED & O.AUDIT
_ACCESS.AUTHORIZED #3179 2N &Bt¥#E(L. OE.AUDIT_STORAGE.PROTECTED & OE.AUDIT_ACCES
S.AUTHORIZED [STEREN TS EERFTH D,

2.63.PPDtFxa)T(BEHLEO—BEMHER
PP IZTEXRINS SFR EAXR STIZTHRET S SFRER 2-3 (2R,
% 2-3. SFR &

PP IZTERENd SFR A STICTHET S SFR
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FDP_ACC.1(a) FDP_ACC.1(a)
FDP_ACC.1(b) FDP_ACC.1(b)
FDP_ACF.1(a) FDP_ACF.1(a)
FDP_ACF.1(b) FDP_ACF.1(b)
FDP_RIP.1 FDP_RIP.1
FIA_AFL.1
FIA_ATD.1 FIA_ATD.1
FIA_SOS.1
FIA_UAU.1 FIA_UAU.1
FIA UAU.7
15
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FIA_UID.1

FIA_UID.1

FIA_USB.1

FIA_USB.1

FMT_MSA.1(a)

FMT_MSA.1(a)

FMT_MSA.1(b)

FMT_MSA.1(b)

FMT_MSA.3(a)

FMT_MSA.3(a)

FMT_MSA.3(b)

FMT_MSA.3(b)

FMT_MTD.1 FMT_MTD.1
FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT_SMR.1
FPT_FDI_EXP.1 FPT_FDI_EXP.1
FPT_STM.1 FPT_STM.1
FPT_TST.1 FPT_TST.1

FTA SSL.3 FTA_SSL.3
FTP_ITC.1 FTP_ITC.1

A ST TlE. PP IZTERENDLTH SFR ZEALE=LE T, LDHD SFR £BMLTWS, £f=. PP 125115 S
FR M>5% ., FDP_ACF.1.3(b)ZB<. £T®M SFR &K ST ICTTHRET 5 SFR [F£<E—TH 5. PP IZH1+5 FDP_
ACF.1.3(b)I&. BEEERICTIRIFT 51— TOE HEEDRFEZETHATHILLL>TVADITHLT. K
ST TIET ) rMERED —EB (ENRID ZHIFRL TLVD, #€>T. A ST TD FDP_ACF.1.3(b)I. PP (23114 FDP_AC
F.1.3(b)&YHLHIRMTH S,

F1=. PP TlX. Common Access Control SFP [ZF VT, D.FUNC IZ%fL T4 Modify 1 &2 4 Delete |1 % & &
LTWL3, LML, & TOE Tl&. D.FUNC (2T &4 Modify IZEFRILAE LY, Chuld PP KYEHIBRAET V1 R H
HTHD,

ST A ST X PP ICHLTREE. £, VKB THASIENS, PP ITHLTHILESL TS,
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3. Security Problem Definition
AEF. FIAEER. REEE. B, HBOtX1)TsA8. RURTHREHERET .

3.1 FIREER
A TOE OFAEZER 3-11ZFT
® 3-1. FIAEESR
Z2x &
U.USER Any authorized User.
FRAE
U.NORMAL A User who is authorized to perform User Document Data processi
— R RE ng functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage
EIRE some portion or all of the TOE and whose actions may affect the T
OE security policy (TSP). Administrators may possess special privile
ges that provide capabilities to override portions of the TSP.

3.2. REEE
{RE& & LIL. User Data. TSF Data. U Functions DZ&TH B,

(1) User Data
User Data &ld, 2—HICK>TEREN S TOE DX 1) T HEEEICITEEEEZLROT—2DILETHY . LT 2
BHEICHEIND,

# 3-2. User Data

ZF PP TOEZ
D.DOC User Document Data consist of the information contained in a user’s document. This inclu

des the original document itself in either hardcopy or electronic form, image data, or resid
ually stored data created by the hardcopy device while processing an original document a

nd printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

(2) TSF Data
TSF Data &(%, TOE DX o) T EEICEEEZEZ 5T —2NDETHY . UT 2EEBICHFESNS,
% 3-3. TSF Data

ki) PP TOESH

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an Administr
ator nor the owner of the data would have an effect on the operational security of the T

OE, but for which disclosure is acceptable.

17
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D.CONF

TSF Confidential Data are assets for which either disclosure or alteration by a User who i

s neither an Administrator nor the owner of the data would have an effect on the operati

onal security of the TOE.

A TOE W& ET D TSF T—4% K 3-412RT .
£ 3-4. KTOE ixi& &35 TSF 7—4

& A ST TD TSF T—4 RFS
D.PROT | —f&FIFA%& User ID U.NORMAL 04 Bl 1 #R
E1E#E User ID U.ADMINISTRATOR ) 3Il t& %R
A F“Administrator At 53h b
AFX v UFAXIBFA—IL D&% | TRLRIR
EERVRNERIEITRLRT VY
DadRAT—4AROY CaJRERE
INZAD—RRYS— INRAT—FOXFiE, RUHHICET 52 EIHR
BIRESIAT—ERTE BAERRLNLOOT Ay arEBBMICR T T 2ERIER
EEEDIRE (RE/SRL) | BEARUILOEEERIIEEMNL/EM LT SR TEFR
FIREHIRETE Web Config MoE%E AIRER B FEEX E IR R (FI FAERE AMEE D)
IPsec MELTE IPsec [ZEA9 5 E IR IR
BF%IERE B %I 0D 3% TE 1 4R
FYNIT—DE’RTE FYRT =Y DEFE R
T77—LOITDEEMREE | 77—LDTT7DI7AILISEHESNTIz/ W 1{E
DI=HD/Ny il TOE HIZ#&#SNh 5
D.CONF | —f&FIFA&E/NNXT—F U.NORMAL D EBEHEER

SEE /N T—K

U.ADMINISTRATOR (D :REL{ER

A=Y —N—=T7A( )L H—
N—BEDHBEEICT I+
RFBI=HDIKRAT—FK

A= LY —IN—ATHOCRFTB=HD/INRAT—F
T7AINS—IN—ATHOERTB=HDI/INAT—FK

BEEnY

BEEOJHREICKYVERSNDOVER

IPsec DERTHAHE

IPsec IZEWWTRRBICHELFSHE

(3) Functions
Functions &3, & 2-1 [TRI HEEE

3.3. Threats agents

_&ETHD,

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

Persons who are not permitted to use the TOE who may attempt to use the TOE.

Persons who are authorized to use the TOE who may attempt to use TOE functions for which th

ey are not authorized.

18
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c) Persons who are authorized to use the TOE who may attempt to access data in ways for which t

hey are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipat

ed threats.

The threats and policies defined in this Security Target address the threats posed by these threat age

nts.

3.4. Threats to TOE Assets
This section describes threats to assets described in 3.2.
#F* 3-5. Threats to User Data for the TOE

Threat Affected asset Description
T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons

# 3-6. Threats to TSF Data for the TOE

Threat Affected asset Description
T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.5. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are us

ed to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operat

ional environment but for which it is not practical to universally define the assets being protected or th

e threats to those assets.

# 3-7. Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be aut

horized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures

will exist to self-verify executable code in the TSF.

P.AUDT.LOGGING

To preserve operational accountability and security, records that provi
de an audit trail of TOE use and security-relevant events will be cre
ated, maintained, and protected from unauthorized disclosure or alter

ation, and will be reviewed by authorized personnel.

P.INTERFACE.MANAGEMENT

To prevent unauthorized use of the external interfaces of the TOE, o

peration of those interfaces will be controlled by the TOE and its IT

19
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environment.

3.6. Assumptions
The Security Objectives and
ecurity Target are based on
sfied.

Security Functional Requirements defined in subsequent sections of this S

the condition that all of the assumptions described in this section are sati

% 3-8. Assumptions for the TOE

Assumption

Definition

A.ACCESS.MANAGED

The TOE is located in a restricted or monitored environment that provides p
rotection from unmanaged access to the physical components and data inter
faces of the TOE.

A.USER.TRAINING

TOE Users are aware of the security policies and procedures of their organi
zation and are trained and competent to follow those policies and procedure

S.

A.ADMIN.TRAINING

Administrators are aware of the security policies and procedures of their org
anization, are trained and competent to follow the manufacturer’s guidance a
nd documentation, and correctly configure and operate the TOE in accordan

ce with those policies and procedures.

A.ADMIN.TRUST

Administrators do not use their privileged access rights for malicious purpos

es.

20
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4. Security Objectives
KE(E, TOE wF 2T kA BREBEOEF 1T %A, RUEF1UT A EHHRLERT .

4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.
% 4-1. Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized d
isclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized a
Iteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized alt
eration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized alt
eration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users

and shall ensure that Users are authorized in accordance with s

ecurity policies before allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in ac
cordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and secur

ity-relevant events and prevent its unauthorized disclosure or alt

eration.

O.AUDIT_STORAGE.PROTECTED The TOE shall ensure that audit records are protected from una

uthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTHORIZED The TOE shall ensure that audit records can be accessed in or
der to detect potential security violations, and only by authorized

persons.

4.2. Security Objectives for the IT environment
This section describes the Security Objectives that must be fulfilled by IT methods in the IT environme

nt of the TOE.
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¥ 4-2. Security Objectives for the IT environment

Objective

Definition

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged acc

ess to TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the non-IT e

nvironment of the TOE.

% 4-3. Security Objectives for the non-IT environment

Objective

Definition

OE.PHISICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides pr

otection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to use
the TOE according to the security policies and procedures of their organi

zation.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security policie
s and procedures of their organization and have the training and compete

nce to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of the s
ecurity policies and procedures of their organization; have the training, co
mpetence, and time to follow the manufacturer’s guidance and documenta
tion; and correctly configure and operate the TOE in accordance with tho

se policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not use

their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at appropriate

intervals for security violations or unusual patterns of activity.

4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are mitigated

by at least one security objective for the TOE, and that those Security Objectives counter the threats,

enforce the policies, and uphold the assumptions.
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& 4-4. Completeness of Security Objectives

[
w g
o N
g
[
Q q 2840
w 9 a5 g W o
o g Y 2 I 9 u A
< Ll Z g N A a g
N Z o g a2 ¢ o gy
¥ 4 uagdsagyyH S
031381y 99988dJHII@ >
a g Hoo 95234130 U
O g0 99 34 4 9 w g <« H ha
92222z <1y3ddHdd@dod B Z Y
9 0y gAY X gy 3 F o
g 9 29023 WYy dgsgsyE ™daunaddg D
99353 agguygddgg£a 3399
Ogquyuo 9 35 09 Wow w o w w ow
0909 ggdgddgdagdgagagagdgagdggag g g o
T.DOC.DIS v v v
T.DOC.ALT v v v
T.FUNC.ALT v v v
T.PROT.ALT v v v
T.CONF.DIS v v v
T.CONF.ALT |/ v
P.USER.AUTHORIZATION v v
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING VAR A4 v
P.INTERFACE.MANAGEMENT v v
A.ACCESS.MANAGED v
A.USER.TRAINING v
A.ADMIN.TRAINING v
A.ADMIN.TRUST 4

# 4-5. Sufficiency of Security Objectives

Threats. policies, and assum

ptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be

disclosed to unauthorized p

ersons.

O.DOC.NO_DIS protects D.DOC from u

nauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.
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T.DOC.ALT

User Document Data may be
altered by unauthorized per

sons.

O.DOC.NO_ALT protects D.DOC from u

nauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.FUNC.ALT

User Function Data may be
altered by unauthorized pers

ons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.PROTALT

TSF Protected Data may be
altered by unauthorized pers

ons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.CONF.DIS

TSF Confidential Data may b
e disclosed to unauthorized

persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.CONF.ALT

TSF Confidential Data may b
e altered by unauthorized pe

rsons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
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ponsibility of the TOE Owner to approp

riately grant authorization.

P.USER.AUTHORIZATION

Users will be authorized to u
se the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization to use the TOE.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

P.SOFTWARE.VERIFICATION

Procedures will exist to selfv
erify executable code in the
TSF.

O.SOFTWARE.VERIFIED provides proc
edures to self-verify executable code in
the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use an
d security-relevant events will
be created, maintained, prot

ected, and reviewed.

O.AUDIT.LOGGED creates and maintain
s a log of TOE use and security-releva
nt events and prevents unauthorized di

sclosure or alteration.

O.AUDIT_STORAGE.PROTECTED prote
cts audit records from unauthorized acc

ess, deletion and modifications.

O.AUDIT_ACCESS.AUTHORIZED provid
es appropriate access to audit records

only by authorized persons.

OE.AUDIT.REVIEWED establishes respo
nsibility of the TOE Owner to ensure th
at audit logs are appropriately reviewe
d.

P.INTERFACE.MANAGEMEN
T

Operation of external interfac
es will be controlled by the

TOE and its IT environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in acc

ordance with security policies.

OE.INTERFACE.MANAGED establishes
a protected environment for TOE extern

al interfaces.

A.ACCESS.MANAGED

The TOE environment provid
es protection from unmanage
d access to the physical co
mponents and data interface
s of the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the
TOE.

A.USER.TRAINING

Administrators are aware of

and trained to follow security

OE.USER.TRAINED establishes respons
ibility of the TOE Owner to provide app
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policies and procedures.

ropriate User training.

A.ADMIN.TRAINING

TOE Users are aware of an
d trained to follow security p

olicies and procedures.

OE.ADMIN.TRAINED establishes respon
sibility of the TOE Owner to provide ap

propriate Administrator training.

A.ADMIN.TRUST

Administrators do not use th

eir privileged access rights fo

r malicious purposes.

OE.ADMIN.TRUSTED establishes respo
nsibility of the TOE Owner to have a tr

usted relationship with Administrators.
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5. Extended components definition
This Security Target defines components that are extensions to Common Criteria 3.1 Revision 2, Part
2. These extended components are defined in the Security Target but are used in SFR Packages and,

therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behavior:
This family defines requirements for the TSF to restrict direct forwarding of information from one extern

al interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and pr
ocess this information before it is transmitted on another external interface. However, some products m
ay provide the capability for attackers to misuse external interfaces to violate the security of the TOE
or devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unproce
ssed data between different external interfaces is forbidden unless explicitly allowed by an authorized a

dministrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to req
uire TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another

one requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1

The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative r
ole

c) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in th
e PP/ST:

There are no auditable events foreseen.

Rationale:
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Quite often, a TOE is supposed to perform specific checks and process data received on one external
interface before such (processed) data are allowed to be transferred to another external interface. Ex
amples are firewall systems but also other systems that require a specific work flow for the incoming
data before it can be transferred. Direct forwarding of such data (i.e., without processing the data first)
between different external interfaces is therefore a function that—if allowed at all—can only be allowe

d by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying th
e property to disallow direct forwarding and require that only an authorized role can allow this. Since t
his is a function that is quite common for a number of products, it has been viewed as useful to defin

e an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in thi
s Security Target, the authors needed to express the control of both user data and TSF data flow usi
ng administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_
IFC for this purpose resulted in SFRs that were either too implementation-specific for a Security Target
or too unwieldy for refinement in a Security Target. Therefore, the authors decided to define an exten

ded component to address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in e
ither the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the authors beli
eved that it was most appropriate to place it in the FPT class. It did not fit well in any of the existing

families in either class, and this led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: [ist of
external interfaces] from being forwarded without further processing by the TSF to

[assignment: list of external interfaces].
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6. Security Requirements
AEF, X )T HEES. X 0) TAREEH . RUEF T+ EHRRERT .

6.1. Security Functional Requirements

REE, BRI TARREEHOBRERRERT,

6.1.1.Class FAU: Security audit
FAU_GEN.1 Audit data generation
Hierarchical to:  No other components

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

-  All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified]

level of audit; and

— all Auditable Events as each is defined for its Audit Level (if one is specified) for the

Relevant SFR in %/ 6-1; [assignment: other specifically defined auditable events]

[selection, choose one of: minimum, basic, detailed, not specified]
- not specified

[assignment: other specifically defined auditable events]

- 5L
% 6-1. EEXNRER
BEEXMRER BH& SFR EELANL BINER i
REEAN=RXLDOFEAIZKEK | FIA_UAU.1 K L AT A ARED KEX
BEAN=—XLDOFERIZATN A A ARED TS
BAAN=XLOFEMAICKER | FIA_UID.1 EX FAEHANORT | DAV BEEOXRK(FIA
BAAN=ZX LOERIZAHE (BT HEHE) EHAEHRESD)
AT A ARED D)
EHEEREDFEMA FMT_SMF.1 &=/ Tl EIEMEE(XR 6-11 RO
iR
BEDO—EELIFAEY | FMT_SMR.1 =/ L WE Tz h L
L—TDHZE
BEOEE FPT_STM.1 =/ 7L BZIDNEE
BIEEF Y RILEEEDRE | FTP_ITC.1 B/ BIEX IP PELR | IPsec BIED KK

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

— Date and time of the event, type of event, subject identity (if applicable), and the outcome
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FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

(success or failure) of the event; and

—  For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in & 6-1: (1) the information as
defined by its Audit Level (if one is specified), and (2) all Additional Information (if any is

required); [assignment: other audit relevant information|

[assignment: other audit relevant information)

- HmL

User identity association
Hierarchical to:  No other components
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to associate each

auditable event with the identity of the user that caused the event.

Audit review

Hierarchical to:  No other components

Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read [assignment: /ist of

audit information] from the audit records.

[assignment: authorised users|
- EEE
[assignment: list of audit information]

- R BM1ICRIEBEXNRER

The TSF shall provide the audit records in a manner suitable for the user to interpret the information.

Restricted audit review
Hierarchical to: No other components
Dependencies: FAU_SAR.1 Audit review
The TSF shall prohibit all users read access to the audit records, except those users that have been

granted explicit read-access.

Protected audit trail storage
Hierarchical to: No other components

Dependencies: FAU_GEN.1 Audit data generation

30
©SEIKO EPSON CORPORATION 2025. All rights reserved.



EPSON LM-M5500/AM-M5500 with FAX ¥a!)F14—%" vk Rev.01

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to the

stored audit records in the audit trail.

[selection, choose one of: prevent, detect]

- prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage
FAU_STG.4.1 The TSF shall [selection, choose one of: “ignore audited events”, “prevent audited events, except
those taken by the authorised user with special rights”, “overwrite the oldest stored audit records”]

and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events, except those taken by the
authorised user with special rights”, “overwrite the oldest stored audit records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure]

- gL

6.1.2.Class FDP: User data protection
FDP_ACC.1(a) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(a) The TSF shall enforce the Common Access Control SFPin % 6-2 on the list of users as subjects,
objects, and operations among subjects and objects covered by the Common Access Control SFP

in & 6-2.

FDP_ACC.1(b) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(b) The TSF shall enforce the TOE Function Access Control SFPin % 6-3 on users as subjects, TOE

functions as objects, and the right to use the functions as operations.

FDP_ACF.1(a) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
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FMT_MSA.3 Static attribute initialisation
FDP_ACF.1.1(a) The TSF shall enforce the Common Access Control SFP in ¥ 6-2 to objects based on the

following: the list of users as subjects and objects controlled under the Common Access Control

SFPin 3 6-2, and for each, the indicated security attributes in & 6-2.

FDP_ACF.1.2(a) The TSF shall enforce the following rules to determine if an operation among controlled subjects and

controlled objects is allowed: rules specified in the Common Access Control SFP in & 6-2

governing access among controlled users as subjects and controlled objects using controlled

operations on controlled objects.

& 6-2. flASh=Y TSI T O IMRDBRELH TS HHRAI

AITzHh XERHREM 1B H$ITz Ik BT SRA
D.DOC +PRT Delete U.NORMAL Denied, except for his/her own
+SCN Read documents
+CPY XEF. XEZE/ERLT= UNORMAL
+FAXOUT MEARET S
+DSR
+FAXIN Delete U.NORMAL Denied, except for his/her own
Read documents
ZELEI7VAXEL. R A#EE)
AMZIFAX Z{EH#AE (FAXIN) 13T
5&h3d UNORMAL '\FiET
D.FUNC +PRT Delete U.NORMAL Denied, except for his/her own
+SCN documents
+CPY XEF. XEE/EMLT= UNORMAL
+FAXOUT BHRETS
+DSR Modify U.NORMAL Denied
+FAXIN Delete U.NORMAL Denied, except for his/her own
documents
RELEI7VAXEL. R A%EE)
ARZTFAX Z{EHEE (FAXIN) 1AM+
5&xh3d UNORMAL '\FiET S
Modify U.NORMAL Denied

FDP_ACF.1.3(a) The TSF shall explicitly authorise access of subjects to objects based on the following additional rules:

[assignment: rules, based on security attributes, that explicitly authorize access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorize access of subjects to objects)

32

©SEIKO EPSON CORPORATION 2025. All rights reserved.




EPSON LM-M5500/AM-M5500 with FAX ¥a!)F14—%" vk Rev.01

FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

- U.ADMINISTRATOR [Z® L T. X EHHREMEHT+PRTID D.DOC IZxt9 51&4EDelete]
ZEHFRIY B,

- U.ADMINISTRATOR (=5 L T, X &R E AT +SCN I, T+CPY I, [ +FAXIN ],
[+FAXOUT. I+DSRI® D.DOC x4 ¥ %1&4ETRead | R U Delete IZFF A1 § %

- U.ADMINISTRATOR [=3{L T, XEERBIEAT+PRT I, T+SCN . T+CPY I, T+FAXIN.
[+FAXOUT . l+DSR]®M D.FUNC (2549 %12 E Delete J£ A 3%

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on

security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]
- U.ADMINISTRATOR [ZxL T, XEHHRBEMEMNT+PRT I, +SCN1. I+CPY ], [+FAXIN1,
[+FAXOUT ], M+DSR®M D.FUNC 239 %#EModify 1Z 25 AT L 720

Security attribute based access control
Hierarchical to:  No other components
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP to objects based on the following:
users and [assignment: list of TOE functions and the security attribute(s) used to determine the

TOE Function Access Control SFP].

[assignment: list of TOE functions and the security attribute(s) used to determine the TOE
Function Access Control SFP]
- R 63BE

The TSF shall enforce the following rules to determine if an operation among controlled subjects and
controlled objects is allowed: [selection: the user is explicitly authorized by U ADMINISTATOR to
use a function, a user that is authorized to use the TOE is automatically authorized to use the

functions [assignment: list of functions), [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions |assignment: list of
functions), [assignment: other conditions]|]

- [assignment: other conditions]

[assignment: other conditions]
- R 63IBE
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& 6-3. HlflShi=HYITOzHrEFT O MO BIEEHIET HRAI

FITxHk 115 H$ITUh tXaUTEM RIEZHIET SRR
F.PRT PEPAVE S U.NORMAL FIFAEE) R+ FMAEAHEYRMITT YU A
237 OHIB (PRT) (PRT) IAMFHEENZH T I
LT, B;EEHFTTS
F.SCN 2admET U.NORMAL F ABERE) A b FRAKEEYRMIT R F v #EE
237 OHIB (SCN) (SCN) 1IN 5EENBH T IRC
LT REEFFAIT S
F.CPY PEPAVE S U.NORMAL FIFAEE) R+ FIA#EEURMITOE—#EE(CPY) ]
237 OHIB (CPY) PMFEEINZ YT IMIKLT, 1§
EEHFAT D
F.FAX 2adMET U.NORMAL F ABERE) A b FAMEEY) RANICTFAX Z{EH#EE
aJDEIk (FAXIN) (FAXIN) | B U T FAX 3% 18 #% e
F ABERE) A b (FAXOUT) ItMfF 5ENndH T2
(FAXOUT) ML T, BIEZFRITS
F.DSR 2adDET U.NORMAL F ABERE) A b FIAHEEVAMIIXEDRFERY
237 DHI (DSR) H L EE (DSR) 1AMFT 5 eh b T
TIMIHLT, BEEHFAIT D

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP.1

FDP_RIP.1.1

The TSF shall explicitly authorise access of subjects to objects based on the following additional rules:

[assignment: rules, based on security attributes, that explicitly authorize access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects]

- U.ADMINISTRATOR IZ®LT. TF.PRTIIZH T DRI 3T DHIBRI1ZEF T 5

- U.ADMINISTRATOR [=xLT.TF.SCNJ. TF.CPY], TF.FAX], E7=[ZIF.DSRIIZx ¥ %
BUETOaTDORTIRVICITDHEIBRIZHTT S

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on

security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]

- gL

Subset residual information protection
Hierarchical to:  No other components
Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made unavailable upon
the [selection: allocation of the resource to, deallocation of the resource from] the following objects:
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D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)
- deallocation of the resource from
[assignment: /ist of objects]

- &L

6.1.3.Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling

Hierarchical to:  No other components

Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessful

authentication attempts occur related to [assignment: /ist of authentication events).

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment. range of acceptable values]|

- [assignment: positive integer number]

[assignment: positive integer number|

- 1

[assignment: list of authentication events)

- EEBCLLIBREARLLAGOATEY

- —RAABICESBEMEAARLNLEOATHY

- EHEH(ZKSD Web Config Mo>DAYH

- NRT—RFEMNRIDaT ZFR0EE

When the defined number of unsuccessful authentication attempts has been [selection: met, surpassed],

the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]

- X 643EHE

& 6-4. 7OLavMDYRL

Oy 74 e8—2 LA I DT U3y

EEEICKIBEAARILOIOOT A 0.6 #fEl, YHEEBEEXOVITIMN S

—BRAEIZEBIREE A ARILHLLGOOT T 0.6 #)fEl. B —MRFAEBEEXZOVITINT S
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E1EIZLSH Web Config hodDRTF> 180, HREEEEOVITIMN D

INRT—R R EERID a7 24RO FREE 180, HZ—RAAZEZOVIT IS

FIA_ATD .1

FIA_ATD.1.1

User attribute definition

Hierarchical to:  No other components

Dependencies: No dependencies

The TSF shall maintain the following list of security attributes belonging to individual users:

[assignment: list of security attributes].

[assignment: list of security attributes]

- R 6-531

£ 6-5. X )T BHEDIRL

FRE t¥aUTARM

U.NORMAL

—f%F|A#E User ID
FAERE
FIFAEEY R

U.ADMINISTRATOR FRAERE

FIA_SOS.1

FIA_SOS.1.1

FIA_UAU.1

FIA_UAU.1.1

Verification of secrets

Hierarchical to:  No other components

Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets (— & FIF &/ SXA T —FK, EEE/NRT—

K) meet [assignment: a defined quality metric].

[assignment: a defined quality metric]
- HEBHILUE(RKT0HTET)ETHE
- XFRWMT . UTOXFE 1 XFLULEELIE

G5 (M"#$%& () +,-.[<=>?@M" _{I}~ )

Timing of authentication

Hierarchical to:  No other components

Dependencies: FIA_UID.1 Timing of identification

The TSF shall allow [assignment: [list of TSF-mediated actions that do not conflict with access-
controlled Functions of the TOE] on behalf of the user to be performed before the user is
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authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled Functions of
the TOE]

- BEARLTOTI 2—BHRORT

- BEARLLLDTA—IEHROENRI

- BEARLTORYNTI—VEROERT

- BEARLILDRYT—DIEERD ENR

- BAERRLTOCIT-EOERT

- BEARARLTONLTORT

- Web Config TO T2 2—ERD KT

- Web Config TORYLT—VIFHRDER T

- BEARILTO FAX ERO R R

- BEARLHLD FAX IEHRO R

- BERRULDLDTIE—A T RAEEEDEAT
- TVUE—RFAN—TOT U E—RTF—HRDRTR
- FAX%2{E

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-

mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to:  No other components
Dependencies: FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [assignment: /ist of feedback] to the user while the authentication is in

progress.

[assignment: /ist of feedback)

- X 663
& 6-6. T—F/\vHDYRL
T3y T4—K\vy
SIBE(Z LB BENRIILHOSOOLT A ANEEHDD * XF
— A AEICZKDBEE/ RO LOOTFY AAEEDD * XF
EIE(ZLD Web Config oD a5 7+ AHDEED DIRIXF
KYRAVTBXERIETSOF—(IKkET S
FIA_UID.A Timing of identification
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FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

Hierarchical to:  No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with access-

controlled Functions of the TOE] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled Functions of
the TOE]

- BEARLTOTIO2—BHROEKRT

- BEARLLLDTA—IEHROENRI

- BEARLTORYNTI—VEROERT

- BEARLLILDORYET—DIEERDENR

- BERARLTOVIT-EORTF

- BERRLTONLTDORT

- Web Config TO T 2—ERD KT

- Web Config TORYLT—VIFHRDEK T

- BE/RILTO FAX ERO R R

- BEARLHLD FAX IEHRO R

- BERRULDLDTIE—A T RAEEEDEAT
- TVUE—RFAN—TOT U E—RTF—HRDRTR
- FAX%2{E

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated

actions on behalf of that user.

User-subject binding

Hierarchical to:  No other components

Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the behalf of that

user: [assignment: [ist of user security attributes).

[assignment: list of user security attributes]

- R 65881

The TSF shall enforce the following rules on the initial association of user security attributes with the

subjects acting on behalf of users: [assignment: rules for the initial association of attributes].

[assignment: rules for the initial association of attributes|

- gL
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FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security attributes with the

subjects acting on behalf of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes|

- &L

6.1.4.Class FMT: Security management

FMT_MSA.1(a)

FMT_MSA.1.1(a)

Management of security attributes
Hierarchical to:  No other components
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the Common Access Control SFP in ¥ 6-2, [assignment: access control
SFP(s), information flow control SFP(s)] to restrict the ability to [selection: change default, query,
modify, delete, [assignment: other operations]] the security attributes [assignment: list of security

attributes] to [assignment: the authorized identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

- %L

[selection: change_default, query, modify, delete, [assignment: other operations]|
- X 675HE

- [assignment: other operations]

[assignment: other operations)

- X 675HE

[assignment: list of security attributes)

- X 675HE

[assignment: the authorized identified roles|

- R 678H

R 6-7. EXUT/RME. B RUBREEHRTHRIRERE

tXa)T1EHE 1B BEEFRI Y AR AERE
— &A% User ID | [BRLI-#E4E]delete U.ADMINISTRATOR
EMUF-1RVE)FTARERL
FAE®RE [#IRL =124 Imodify Nobody
FIAREE) X+ [ERL =324 Imodify U.ADMINISTRATOR
XEFHREMNE [EIRL =124 Imodify Nobody
39
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FMT_MSA.1(b)

FMT_MSA.1.1(b)

Management of security attributes
Hierarchical to:  No other components
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the TOE Function Access Control SFP in ¥ 6-3, [assignment: access
control SFP(s), information flow control SFP(s)] to restrict the ability to [selection: change default,
query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of

security attributes] to [assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

- gL

[selection: change default, query, modify, delete, [assignment: other operations]|
- R 6-83H

[assignment: list of security attributes)

- R 6-83H

[assignment: the authorised identified roles|

- %X 6-83H

R 6-8. EXUT/EBME. BF. RUBREZHTTHFRERSE

¥XaUT4BH 1BR1E BEEH AR AERE
FIRAE®RE [EIRL 1= 4E Imodify Nobody

FIAREE) X+ [ERL=#84E Imodify U.ADMINISTRATOR
BEEETE R [EIRL=124E Imodify Nobody

FMT_MSA.3(a)

FMT_MSA.3.1(a)

Static attribute initialisation
Hierarchical to:  No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in & 6-2, [assignment: access control
SFP, information flow control SFP] to provide [selection, choose one of: restrictive, permissive,

[assignment: other property]] default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP]
- L
[selection, choose one of: restrictive, permissive, [assignment: other property]]
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FMT_MSA.3.2(a)

FMT_MSA.3(b)

FMT_MSA.3.1(b)

FMT_MSA.3.2(b)

FMT_MTD.1

FMT MTD.1.1(a)

- restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial

values to override the default values when an object or information is created.

[assignment: the authorized identified roles)

- nobody

Static attribute initialisation
Hierarchical to:  No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy in 3 6-3, [assignment: access
control SFP, information flow control SFP] to provide [selection, choose one of: restrictive, permissive,

[assignment: other property]] default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP]
- gL
[selection, choose one of: restrictive, permissive, [assignment: other property]]

- restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial

values to override the default values when an object or information is created.

[assignment: the authorized identified roles|

- nobody

Management of TSF Data
Hierarchical to:  No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF Data] to [selection, choose one of:
Nobody, [selection: U ADMINISTRATOR, [assignment: the authorized identified roles except
U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment: other operations]|
- ROE69BE
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[assignment: other operations)

[assignment: /ist of TSF Data)

[assignment: other operations]

= 6-95H

= 6-95H

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the authorized
identified roles except UNORMAL]]]

- K 69BE
& 6-9. TSF T—2DER
ok ] TSF 7—% 1R BEZFRI T AR ABERE
D.PROT E1EE User ID [ZIRL =4 Imodify Nobody
ISRT—RARYS— [ZFERL =12 4E Imodify U.ADMINISTRATOR
IR EAA<—E/TE [ZFERL =12 4E Imodify U.ADMINISTRATOR
EWERMZTE (B | GERLEE]Imodify U.ADMINISTRATOR
INFRIL)
FIFA&EFIFREEE [ZFERL =12 4E Imodify U.ADMINISTRATOR
IPsec ME&TE [ZFERL =12 4E Imodify U.ADMINISTRATOR
BE%IERTE [ZFERL =12 4E Imodify U.ADMINISTRATOR
FYNIT—DE’RTE [ZFERL =42 4E Imodify U.ADMINISTRATOR
77—LozT7DFEEME | ERLIZEE]Imodify Nobody
BREDE=HD NV
]
D.CONF EEE/INRAT—F [ZFERL =12 4E Imodify U.ADMINISTRATOR
[EIRL = 4E 1query Nobody
A=Y —N\—T74 | ERLIZESE]Imodify U.ADMINISTRATOR
WH—N—EDHNER | EMUIREIFRIER
FEBIZTIERT B8 | BIRLI-124E])query Nobody
DINRAT—K
IPsec DERTHH R [ZEIRL 7= 4E Imodify U.ADMINISTRATOR
[EIRL1-1E4 1query Nobody

FMT _MTD.1.1(b) The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,

[assignment: other operations]| the [assignment: list of TSF Data associated with a U NORMAL or
TSF Data associated with documents or jobs owned by a UNORMAL] to [selection, choose one of:
Nobody, |[selection: UADMINISTRATOR, the U NORMAL to whom such TSF Data are

associated]].
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[selection: change default, query, modify, delete, clear, [assignment: other operations] |

[assignment: other operations)

* 6-10 BB

[assignment: other operations]

* 6-10 BB

[assignment: list of TSF Data associated with a UNORMAL or TSF Data associated with documents
or jobs owned by a UNORMAL)

* 6-10 B8

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the UNORMAL to whom

such TSF Data are associated]]

* 6-10 BB

& 6-10. TSF F—4N &R

%8 TSF 7—4% =313 BRUFZHT I DFIAERE
D.PROT —R&FIFA#& User ID [EIRLT-#84E 1delete U.ADMINISTRATOR
GEMUT-#/E 1R ERL
AEx v /FAXIEFA— | [ERLI-EE]delete U.ADMINISTRATOR
IWDEE T ARNEZI | GEMUIREIFRIER
TRLRTvY
23T RT—422A0Y [ERL =8 4F Imodify Nobody
D.CONF —M&FIRAE/NNART—F | ERL#EF]delete U.ADMINISTRATOR
GEMUT-#E 1R ERL
EIRL =184 1query Nobody
FMT_SMF.1 Specification of Management Functions
Hierarchical to:  No other components
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list of

management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF)

= 6-11 BB

£ 6-11. EEHEED X

EIEREAE

U.ADMINISTRATOR 2k AT —f&FI & User ID D% §%- HIF&

U.ADMINISTRATOR [Z& B RF vV /FAXIBEBFA—ILDEFEVAMEIETRLRT v 10 & 8% - HIBR

U.ADMINISTRATOR [Z& BT/ SR —KRYS—IDER
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U.ADMINISTRATOR [ & B EEERAY—REINEE

U.ADMINISTRATOR [2& 5 EHEE DR TE BIE/RIL) IOEE

U.ADMINISTRATOR [Z& AT FIAEHIRFZEINE R

U.ADMINISTRATOR [Z& %[ IPsec DEREINDEE

U.ADMINISTRATOR [Z& A BZIEEIDEE

U.ADMINISTRATOR [Z& B RURT—IREINER

U.ADMINISTRATOR [2& 5T — & FIRE /AR T —F 1D F &% Al

U.ADMINISTRATOR 2 &5 EEHE/NRAT—FIDEE

U.ADMINISTRATOR [Z& B A—)LH—/"—0TF7 MY —N—1LEDNEBREEIZT VL RT H=HD/INAT—K]
NEHF-KE

U.ADMINISTRATOR IZ&k%(IPsec DERIHBFRIDERE

FMT_SMR.1 Security roles
Hierarchical to:  No other components
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection: Nobody,

[assignment: the authorised identified roles]].

[selection: Nobody, [assignment: the authorised identified roles]]

- Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which no user

shall be associated.

6.1.5.Class FPT: Protection of the TSF
FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to:  No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface from being

forwarded without further processing by the TSF to the TSF to any Shared-medium Interface.

FPT_STM.1 Reliable time stamps
Hierarchical to:  No other components
Dependencies: No dependencies

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST.1 TSF testing
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FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

Hierarchical to:  No other components

Dependencies: No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the conditions [assignment: conditions under which
self test should occur]] to demonstrate the correct operation of [selection: [assignment: parts of TSF],

the TSF).

[selection: during initial start-up, periodically during normal operation, at the request of the
authorised user, at the conditions [assignment: conditions under which self test should occur])

- during initial start-up

[selection: [assignment: parts of TSF], the TSF]

- [assignment: parts of TSF]

[assignment: parts of TSF]

-  HBETAMEEE

The TSF shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF Data].

[selection: [assignment: parts of TSF], TSF Data)

- [assignment: parts of TSF]

[assignment: parts of TSF]

- I7—LIITOREMBRIED-HD /Ny alE

The TSF shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF].

[selection: [assignment: parts of TSF], TSF]
- [assignment: parts of TSF]
[assignment: parts of TSF]

- stored TSF executable code

6.1.6.Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
Hierarchical to:  No other components
Dependencies: No dependencies

The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].

[assignment: time interval of user inactivity)
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- BAEARILOF—+OTFORRERERE
- Web Config DA —rBJ #F JB5RE#ZR
- TVUE—RSAN—DLDHRIT—2DZERET

6.1.7. Class FTP: Trusted paths/channels

FTP_ITC.A Inter-TSF trusted channel
Hierarchical to:  No other components
Dependencies: No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT product that is

logically distinct from other communication channels and provides assured identification of its end

points and protection of the channel data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication via the trusted
channel.
FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of D.DOC,

D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security Assurance Requirements
% 6-12 lists the security assurance requirements for 2600.2-PP, Protection Profile for Hardcopy Device
s, Operational Environment B, and related SFR packages, EAL 2 augmented by ALC_FLR.2.
#& 6-12. IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL 2)

ASE: Security Target evaluatio | ASE_CCL.1 Conformance claims

n ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition
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ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis

6.3. Security Requirements Rationale
AEF, X ) T HEZHRI. X 0) TRAEZHRI. RCKEEITELT

6.3.1.Security Functional Requirements rationale

% 6-13 demonstrate the completeness of SFRs that fulfill the objectives of the TOE. Bold typeface ite

ms provide principal (P) fulfilment of the objectives, and normal typeface items provide supporting (S)

fulfillment.
% 6-13. Completeness of security requirements
o
w | g
O N
T
=) S | £
m [ ia E
o) 0] L o 2
w I T L <
N Z 4 Q 2
[ — x < w o) &E &
L < o < T Ll L = O
o < | | | | = O o Q 5 z
| | o) o) o) @) ) I < ) | |
Q 9 Z z Z Z < L = = = =
Z Z O = w T o 4 = = = E
= a a
s 8|13 |218|8 48|t |&6|8]2|2
aloe|2|a|loc|ao|3|Z2|a|F|<|<
@) (@) (@) (@) @) @) @) @) @) (@) (@) o
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_SOS.1 S
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FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

U | 0| »W | O

FMT_MSA.1(a)

FMT_MSA.1(b)

FMT_MSA.3(a)

FMT_MSA.3(b)

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA SSL.3

FTP_ITCA

TOE OREA#HEERT SH SFR D+ 245K 6-14 (TR T,

% 6-14. Sufficiency of security requirements

xR &t

SFR

=)

0.DOC.NO_DIS

FDP_ACC.1(a)

TORRAGIHAHEEILTREEERT D

(FEGRTMN>D D.DOC DEREE)

FDP_ACF.1(a)

TR EMEEEREL T VR FIHGEHE
XE&ETD

FDP_RIP.1 BET—2EFATEICLTREEZERT S

FIA_UID.1 FIRE#MNEBERLTCT I ERGIHEET 2T
DEENEZIETD

FMT_MSA.1(a) XAV T REEEZERLTT 7 XHIHEH#
BEEXIET D

FMT_MSA.3(a) T+ DEFX 1) T/ BREEEEZERLTTY
R EEEEEXIET S

FMT_SMF.1 BHEzEETOIREZERLTEFLYT(BY
EEEXIETD

FMT_SMR.1 XA T DREEZERLTEFLTAEBHE
BEXIETD

FTP_ITC.1 HREATATAVA—TIA AL TEETIE. &

EEFrRILOERAZERLTREEZRRT S

0.DOC.NO_ALT

FDP_ACC.1(a)

TORRGIEMAHEEILTREEZERT S
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(REHKEHSD D.DOC DIFE)

FDP_ACF.1(a)

TR EEREEREL T Ve RFIHG EHE
XETS

FIA_UID.1

FRAEHANZERL T VA THEELF )T+
DEEEZETS

FMT_MSA.1(a)

XL TARHEEEEREL T VA HEH
BREXETS

FMT_MSA.3(a)

TIHNLEDEF )T REETEERELTT Y
TR EEREERIET D

FMT_SMF.1 BHZzEEIIMEZERLTEX 2 T(RH
EEWEXIETD

FMT_SMR.1 XA T/ DREEERLTCEX VT BHE
BEXIETH

FTP_ITC.1 HEATATAVE—TIA AL TRIETAE. &

BETFrrIILOEREERLTREEZERRT D

O.FUNC.NO_ALT

FDP_ACC.1(a)

TORAGIHAHEEILTREEERT D

(REHAKZEHM DD D.FUNC DIF#) FDP_ACF.1(a) TR EEERELTT VR FIHAEHE
XETH
FIA_UID.1 FMAFEHNEERLTTVERGIEEEF2YTo
DEENEXZIETD
FMT_MSA.1(a) XAV T RUEEEZERLTT 7 X HIHEH#
HEEXIET D
FMT_MSA.3(a) T+ DEFX 1) T/ BREEEEZERLTTY
T RGIEBEEEXIET D
FMT_SMF.1 BHEZEETIMETERLTEFA)T(EHY
EEEXIETD
FMT_SMR.1 XA TAOREZERLTEFAVTABHE
BAEXIETD
FTP_ITC.1 REATATAVA—TIARLTEETIE. &
ERFrRILOEREZERLTRELZERET S
O.PROT.NO_ALT FIA_UID.1 FAERMNEERLTT VR EEEF 1T
(FELHKREMNSD D.PROT NDR:E) DEBEXETS
FMT_MTD.1 TOEREHIRBLCTREEZEKRT D
FMT_SMF.1 BHMEZEEIIMEZERL T T/ B
EEWEXIETD
FMT_SMR.1 XA T/ DREEERLTCEX LT BHE
BEXIETH
FTP_ITC.1 HREATATAVA—TIA AL TEETIE. &
BEEFrRILOEREERLTREEEERTS
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O.CONF.NO_DIS FAU_SAR.1 X TAEEERETRELTCETAHEER
(FE%GRHRMNSD D.CONF DREE) I5
FAU_SAR.2 X TAEBERBRORALELEFIRLTESR
FHEtEEBT S
FIA_UID.1 FIRAEHMNEBERLCT IR GI#HELF 2T
DEREEZIETD
FMT_MTD.1 TORZHIBLTREZERET S
FMT_SMF.1 BHZzEEIIMEZERLTEX 2 T(RH
EEWEXIETD
FMT_SMR.1 XA T/ DOREEERLTCEF )T BHE
BEXIETH
FTP_ITC.1 REATATAVA—TIA AL TEETIE. &
EEFrRILOERAZERLTREZERT S
O.CONF.NO_ALT FAU_STG.1 R ESATORVEIBRCHRENSRELT
(RIEARZEMNSD D.CONF DR#) BEEAHEERT D
FAU_STG.4 EET—ADEAEHLELTCEEAHERRET
%
FIA_UID.1 FIRAE#MNEZERLTT IV ERFIHEEF 2T
DEENEXZIETD
FMT_MTD.1 TORREHIBLTHRELTERT D
FMT_SMF.1 BHEZEETIMETERLTEFA)T(EY
EEEXIETD
FMT_SMR.1 XAV TAOREZERLTEFLYTIBEE
BEXIETS
FTP_ITC.1 HEATATAVE—TIA AL TRETSIE. B

EEFrRILOERZERLTREEZRRT S

O.USER.AUTHORIZED
(—RFIAELEREICNY S TOE £
R SR 5)

FDP_ACC.1(b)

TR G G EHEIL TR S ERET S

FDP_ACF.1(b)

TR EMEEEREL T VR FIHGEHE
XE&EID

FIA_AFL.1 FABRMEZERLTHERGEEZERET S

FIA_ATD.1 tXa) T BEEFAEICEEMTTHERMA S
EXIETD

FIA_SOS.1 WEDOLEHREERLTERMGEEXIETS

FIA_UAU.1 FAEFRMEZERLTERGEEZERET S

FIA_UAU.7 FAERAEERLTERMSEEET D

FIA_UID.1 FAEHANEZERLCTERMTSEEET S

FIA_USB.1 FAEOREICEEM TN YTz ILDE
Fa)TABRHERBILTHERMN 5EZERET S
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FMT_MSA.1(b)

XAV TARMEEEEREL T V2 A HIHH
REXIETD

FMT_MSA.3(b)

FIAINEDEF L) T BEEEEZEHBLTTY
R FEHHREE IR T 5,

FMT_SMR.1

XV TADREEERLTERM S EXIET
%

FTA_SSL.3

KIEFDEYaVERTLTHERNSEERRYT
%

O.INTERFACE.MANAGED
(A B—TTAADEE)

FIA_UAU.1

FAEZRAEZERLTHBA 2 —Tz(REE
EXERTS

FIA_UID.1

FRAZEHNEEZERLTHBA2—Tz(RERE
EXET D

FPT_FDI_EXP.1

(BEIZIHELTO) A Z—TzA AN HF A
TATAVE—DTIAANDT—REEEEEEN
BEIHILETERLT AEBAE2—TIARAD
EEEERT D

FTA_SSL.3

KiEF DY a3 E R TLTHEAA—D4
ADEBEERET S

O.SOFTWARE.VERIFIED
(Vb7 M DIRELD

FPT_TST.1

BETAMEERLTYINIITRIIZERT S

O.AUDIT.LOGGED
(EEMRERDEHK)

FAU_GEN.1

HEEROAX VI EERLTEEAHERN
EKS

FAU_GEN.2

EENEERICEHEMTOABEROOTLST
EERLTEEAHERRT S

FIA_UID.1

FREBNEZERICEEM T TEEAHEXIE
EKS

FPT_STM.1

ERICEERITONIZEA LRIV TEERLT
EEAHEXIETD

O. AUDIT_STORAGE.PROTECTED
(RERT LR HIFR. RUHENLD
HEETHSDRE)

FAU_STG.1

ERMAEINTUOENBEIBRORENLFRELT
BEEAHEERT S

FAU_STG.4

BEET DR REHLELTEEAHERET
%

O. AUDIT_ACCESS.AUTHORIZED
(EF)T1EELEDOER)

FAU_SAR.1

XV TAEERRERBLTEEAHERE
ER

FAU_SAR.2

X TAEERBEORAHLEFRLTER
AEERET D
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6.3.2.Security Assurance Requirements rationale

This Security Target has been developed for Hardcopy Devices used in restrictive commercial informati
on processing environments that require a relatively high level of document security, operational accoun
tability, and information assurance. The TOE environment will be exposed to only a low level of risk b
ecause it is assumed that the TOE will be located in a restricted or monitored environment that provid
es almost constant protection from unauthorized and unmanaged access to the TOE and its data interf
aces. Agents cannot physically access any nonvolatile storage without disassembling the TOE except f
or removable nonvolatile storage devices, where protection of User and TSF Data are provided when

such devices are removed from the TOE environment. Agents have limited or no means of infiltrating t
he TOE with code to effect a change, and the TOE self-verifies its executable code to detect unintenti
onal malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions

and procedures for the reporting and remediation of identified security flaws are in place, and their incl

usion is expected by the consumers of this TOE.

6.3.3.KEFEMEDHT
TOE X2 T4 BEEH(CEAL T, K ST IZB T AR EH DO ERE XK 6-15 (2R T,
% 6-15. TOE X ) T EHDEREELTHER

HEEEH CCICTERINLIKEFHE A ST [2B1T 5k FREZ
FAU_GEN.1 - FPT_STM.1 - FPT_STM.1
FAU_GEN.2 - FAU_GEN.1 - FAU_GEN.1

- FIA_UID.1 - FIA_UID.1
FAU_SAR.1 - FAU_GEN.1 - FAU_GEN.1
FAU_SAR.2 - FAU_SAR.1 - FAU_SAR.1
FAU_STG.1 - FAU_GEN.1 - FAU_GEN.1
FAU_STG.4 - FAU_STG.1 - FAU_STG.1
FDP_ACC.1(a) - FDP_ACF.1 - FDP_ACF.1(a)
FDP_ACC.1(b) - FDP_ACF.1 - FDP_ACF.1(b)
FDP_ACF.1(a) - FDP_ACC.1 - FDP_ACC.1(a)

- FMT_MSA.3 - FMT_MSA.3(a)
FDP_ACF.1(b) - FDP_ACC.1 - FDP_ACC.1(b)

- FMT_MSA.3 - FMT_MSA.3(b)
FDP_RIP.1 N L
FIA_AFL.1 - FIA_UAU.1 - FIA_UAU.1
FIA_ATD.1 N L
FIA_SOS.1 - HL - HL
FIA_UAU.1 - FIA_UID.1 - FIA_UID.1
FIA_UAU.7 - FIA_UAU.1 - FIA_UAU.1
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FIA_UID.1 - HL - HL
FIA_USB.1 - FIA_ATD.1 - FIA_ATD.1
FMT_MSA.1(a) |- [FDP_ACC.1 or FDP_IFC.1] |- FDP_ACC.1(a)
- FMT_SMR.1 - FMT_SMR.1
- FMT_SMF.1 - FMT_SMF.1

FMT_MSA.1(@)IZB T DU T DX T1BHEDIRE
(F. BEEFAITHFIAEREID Nobody THAT-0H F
MT_SMF.1 ~DREFHITHELL
t¥xaUT1EE | B%
FIREERE modify
XEFHREM modify

FMT_MSA.1(b)

- [FDP_ACC.1 or FDP_IFC.1]

- FDP_ACC.1(b)

- FMT_SMR.1 - FMT_SMR.1
- FMT_SMF.1 - FMT_SMF.1
FMT_MSAA(D)ZHITDUT DX T4 BIHEDIRE
(&, BIEZEFAI T B FIFAE&EIH Nobody THSHT=8 F
MT_SMF.1 ~DREF B ELL
tXaUTARE | B1E
FAEESE modify
FERERE A modify
FMT_MSA.3(a) - FMT_MSA.1 - FMT_MSA.1(a)
- FMT_SMR.1 - FMT_SMR.1
FMT_MSA.3(b) - FMT_MSA.1 - FMT_MSA.1(b)
- FMT_SMR.1 - FMT_SMR.1
FMT_MTD.1 - FMT_SMR.1 - FMT_SMR.1
- FMT_SMF.1 - FMT_SMF.1

FMT_MTD.1 [ZBFHUTD TSF T—2DIEEL. 2
el 57 FAE & EIH Nobody THST=8 FMT_S
MF.A ~DIRFEFHELR

TSF 7—% 1B1E

EEH User ID modify

F77— L7 DTELEME | modify

BEEDT=8h D/ afE
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EIE/INRT—K query
A— LY —/N—HT7A | query
LY —I\—1RE Do EREE
BIZ7OERT 20D

INAT)—F
IPsec DEFTH AR query
2adRT—RRAY modify

—EFAZENNRT—F query

FMT_SMF.1 L - HL
FMT_SMR.1 - FIA_UID.1 - FIA_UID.1
FPT_FDI_EXP.1 |- FMT_SMF.1 - FMT_SMF.1
- FMT_SMR.1 - FMT_SMR.1
FPT_STM.1 L L
FPT_TST.1 L L
FTA SSL.3 AL L
FTP_ITC.1 L L

UELY, 2 TOKRFEZERRELTNS,
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7. TOE Summary Specification
ARE. TOE Ef9E%REET .

7.1. :L_'U:E%Z?J” Bith nIE*g%

IA—HHA - BEHEEL (X, TOE (ST AR ABEEHBANZRILTAHMEEDLTHD, 1—F BT - SREEHEREICRT IS
FTH5EF)TAHEEEEHIILITOREY,
- FIA_AFL.1. FIA_ATD.1. FIA_SOS.1. FIA_UAU.1. FIA_UAU.7. FIA_UID.1. FIA_USB.1. FTA_SSL.3

(1) FIA_AFL.1

ALK BR B D ER KLY

TOE (%, OF A FHIEBICKRBRLI-BE . R 7-1 [TRTEY., BBT7HUU M EOVIREIZT S, £-. &
Ay F7obE, A—HEATIIRA U A—T A RBHEICETESNS,

= 71. BEKLBBETIIVDO) R

AT A FRIEREED /N F—> AL INEF DT O3>
EEEICKDBEEARLOLOOTFY 0.6 Fof. BHREEFEEAVITINT B
—RBAAFICKBBREAARILHAGOOTAY 0.6 #ofEl, A — WA AEEZOVITINT S
EIEE(IZLS Web Config honO5 7+ 170, AREBEEOVITIMN D
NRT—R R EHRID a7 Z4FR0RE 1708, B BAAZEEOYITINT S

(2) FIA_ATD.1 FAERMESR

TOE [&. & 7-2I2R9BY. FIRERMEZERL. T D,

£ 7-2. EXa )T BEDIXE

FRAE

tXaTEHE

U.NORMAL

—f&F| & User ID
FAEERE
*'JFF”%HE.UXI‘

U.ADMINISTRATOR

FRAERSE

(3) FIA_SOS.1
TOE [F. /SRT—R (—RFAE/NRT—RFELIZEEERT—R) AERSN-REREICERTINE
WERIET 5. mBERELIE LUTOEY,

- HIEBHILLE(RKR 70 47 T) £ HL

- XFRWMTLUTOXFE1IXFUEELIL
- BAXF
- BINXF

B

R DARELE

© BBE (I"#E%& () +,-./:;<=>2@¥]*_{|}~ )

(4) FIA_UAU.1

REEDRAIVYT
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()

FIA_UID.1 BRI

TOE (&, —FIAENOT A URICANT H5—FAE User ID RU—FIFAZE/SAXT—FIZBL T, TOE
NEIZFEFINT-—&FIAE User ID RU—MRFAZB/NNRT—RIC—HTLHILEHRET 5, TOE (F. —H%
FABNRITULZNA\RT—FHENRIC 3T 2410, TOE ASRICEEFIN=—RFIAE User ID RU—AZF|
AZE/ISRD—RIZ—HT 5 LERIT 5, TOE (&, EEBENAT A UBICANTSEEE User ID RUERE
FH/IXRAT—FIZEAL T, TOE AEIZEFIN-BEESE User ID RUBBE/NRT—FIZ—HTEHIELERIT
%, TOE [F. — A AERVEEE CKDHANBANERSNDHNI. LTOT I avEHa$ 5,

- BEARILTOT) O A—ERORTR

- BEARLLOLOTA—EROENR

- BERFLTORYNI—VEROEKRT

- BEARLISORYRT—FEROENR

- BEAFRILTODIT—EDOERT

- BERRILTONILVTORT

- Web Config TOF) U 2—IFHRD R T

- Web Config TOHRYrT—IEHRDE TR

- BEIRRILTO FAX BEHRO R R

- BERRILHSD FAX TEROEIRI

- BERRLHLDOT)EA—A T ABEED EIT

- TUIE—RSAN—TODT)VA—RT—RAD KR

- FAXZfE

FIA_UAU.7 RESNBIET1—F/\vY
TOE [&. #1E/SRJLFEzIE Web Config hoDASTFH UKL, /ISRT—FANB, R 7-3 [TRTHAI—XF
074 EEICRTT %,

£ 7-3. INRAT—FANBOFS—XF

(6)

TOavER FI—XF
EBEIZEDBEEAARILMSOOT T AAEESD * XF
—RFIAEICKBREA AR LSOOG FY ANEEHHDD * XF
EEHEIZKD Web Config hoDBT A ADEEHSDIRIXF

XKYRVTDXFRIEITSVF—IKRET S
FIA_USB.1 MAEZE-HITOIMEE

TOE (. FIAENHBIREICHILIZES . & 74 ITRTEY., —M&FIAZE User ID. FIAERE. RUF
AEEVANOFAEREE Y IO IMNEEM TS,
R 7-4. RIEORAOEEMTHRAI

FAE H$IoHk FRAZEX1)T(ERME

—feF RAE U.NORMAL — {2 F| A& User ID

FIAEERE
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F ARtEE) A+

EEE

U.ADMINISTRATOR

FAE®RE

(7) FTA_SSL.3

TSF EECLBH8T

TOE [F. & 7-5 TR BY RE/SRILET=[E Web Config Mo DIREICEEL . —E R EREIREA MK
LE=-5m&. BRMICOT A TT %, Ff=. TUVE—FSAN—DNoDMRT—2DZEFIZEL. ET7IT4TTH

SERERERETRY .

& 7-5. FRENET VT4 THLERMER

T3y

FIREBMNIET V747 THARRRER

BAENRILOA—FOT A TR

MREE2 A< —ERE 145 E FR
(BEEICTKY. 10 #h 5 240 HOEHBETIEE AI6E)

Web Config @A —k0O5 4 78R8 20 %

TVOB—RZAN—DoDHRT—ADRERT | RIEFT T RENE

7.2. FIAET—32T7 R HIEERE

FRET 7V RAGEEREL L. FIRET 20T HEEZHIET 1A

AHIEHERE IR BT B X ) TAHBEEEHIZLUIT D&Y,
- FDP_ACC.1(a). FDP_ACF.1(a). FMT_MSA.3(a)

(1) FDP_ACC.1(a)
FDP_ACF.1(a)

YTy 7t X Hl{H
tXa) T4 BIEIZKET U AHH

CETHD FRETHT7I1

TOE . & 7-6 ITRTHEAHEEICKYAERKEN S D.DOC RUD.FUNC IZxL. &FIAEFIZHTHT7 IR &

HRBNZAY  FRAISN-FABOH T —EI~NDT I ERZHTT 5,

& 7-6. JIAET 27Vt AKIEHBEDT /A HIEHRAI

T—% X T1EBH 1BR1E FAE T AR Al
D.DOC —f&FIFAZE User | EIRI — R AE —BFAECHLT. XEFERES
(+PRT) ID Hll & MI+PRTIMD— A& FIFAE D — A& F
XEFHREHE % User ID&E—HF BT —2IZHL
r+PRT] TOHRIEEHAT D
- HIREIE, T A—RSA4 13—
BASh—RRESNART—
AEN—FIE—H DT HIEETH
%
HIlBR EBE EEEICHLT. XEFEHRBMEST+
PRTIDT—RIZx L THOAEEEEF
GRS
D.DOC — &R AE User | A—ILiRfTEIE | —RAABE —EFAECHLT, XEFERES
(+SCN) ID BETAILAFE MT+SCN I D— R FIFAE DO — A F
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XEIRHEL
F+SCN1

a

HIBR

A% User ID&E—E T 5T —2ITxtL

TOHEEZHRT S

- A—JLRfTE{ELIE. D.DOC & A—
VISR L TERIET HIRETHY.
AEYED—EDEEIZTET
5

- HEIAIEEEEE.D.DOC %
FYRT—ULEDHRBFIHILFITE
EITHRETHY. AFXron—
EDREICTETTS

A—)LiRHEE
BEIAHILS E
5

HIBR

EEE

EEFICHLT. XEFEREEN+
SCNIDT—RITHL THOARIEER
DEKS

D.DOC
(+CPY)

— R FIFA#E User

ID
XEFBEN
r+CPY

aE—EIR
HllBR

—MFRE

—EAAEICHLT. XEBREM

MI+CPY 1M D — R FI & D — A F

F#& User ID&E—ET 5T —2ITxtL

TOHEEZEHFRT D

- AE—EIRlEF RF v En—RT
E—HHED—EDREICTET
EXS)

aE—EIR
Al B

EEE

BEEFCHRLT,. XEFHERBEEMN+
CPYIDT—RIZRLTHOMARELES
CERA)

D.DOC
(+FAXIN)

XEFHREM
I+FAXIN |

FAX SZ2{EENR
A—ILiRtHiELE
BEIAILT E
5

FAX Bri%
BENSRILTO
JLEa—FTF
HIlBR

—MFAE

FIFRHAE AMZTFAX Z{SH#4AE (FA

XIN) 1Mt 5N — &R AF I

LT. XEEBBEHEHIT+FAXINIOT

— AL TOHEEEHAT D

- A—)LiE{HEE L&, D.DOC EA—
VISR LTRET HRETHY.
FAX ZELDO—EDIREICTET
ER)

- JBEIAIILFEIELIF.D.DOC %
FYRT—OEDHRBIFILFITE
ET2RETHY. FAX ZIELD—
EOBREIZTRETTS

- FAX #53% & 1%, D.DOC 5|0 FAX
TRURIZERE T HEBETHY . FA
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X ZELO—EDREICTETT
%
- BERRILTOTILEa—FKRRE
[&.D.DOC ZEE/NRIVIZRTT
LIFETHY . FAX ZIELED—ED
BEICTETTS
FAX SZ{SENRI EEE EEEFICHLT. XEFRBEHT+
A—ILiRfTIELE FAXINIDT—RIZ L TDHEEE
BEITHILT X RIS
H
FAX E5i%
BENRRILTO
JLE1—FKTF
HIIBR
D.DOC —REFIAE User | FAX 3218 — i FIAE —RRFAFICHLT. XEREKEM
(+FAXOUT) | ID BUENARILTO MT+FAXOUT I D — & FI A& D —
XEFREMS JLEa—%R HSFEE User ID &E—HT57—4
r+FAXOUT ] HIBR [CXLTOAHREEHT TS
- BERRILTOILEL—KRTE
[Z.D.DOC ZEEIE/ARILIZRRT
BHEETHY . FAX FEIEED—ED
BEICTETTS
FAX 1£18 EHE FEEFICHLT,. XERBMEELST+
BENRRILTO FAXOUTIDT—4IZR L TH AR
JLEa—%R AT S
HIBR
D.DOC —REFIFAE User | RyVRBREXE | —BFIAE —RAMAFICHLT. XEEREMN
(+DSR) ID D ENRI HT+DSR M D — % FI & O — & F
XEFHRENE BEARILTO FA%# User ID &E—B3 5T —42IZHL
r+DSR] JLEa—%R TOHEEEHRIT D
A—JUEREE - RYVRABREXEDHRIEE, BEA
BEIAILY E Ry RIZREFSNT- D.DOC %/\
H —FaE—E AT HRETHS
AR - BENRRILTOILE2L—RTE
[&.D.DOC ZEME/NRIVIZRTY
5BETHD
- A— L2 {E L. D.DOC & A—
IVIZHTLTRIET HIR1ETHY.
59

©SEIKO EPSON CORPORATION 2025. All rights reserved.




EPSON LM-M5500/AM-M5500 with FAX ¥a!)F14—%" vk Rev.01

XEDRFELERYHLED—EDE
EIZTET TS

- EEIAIEEELE.D.DOC %
FYRT—ULEDHRBFIHILFITE
ETHRETHY . XEDRFE
YHELED—EDREIZTTETI S

HIBR

EEE

EEEICHLT, XEFHREEMN+
DSRIDT—ARIZRLTHOAEEZEESF
GRS

D.FUNC
(+PRT)

— & FI A& User

ID
XEFHEM
l+PRT]

HIBR

—RFIAE

—EAAEICHLT. XEBREM
MT+PRT I D — & F A& D — & F
FA%# User ID&E—HT 5T —2ITxL
TOHEEZEHFRT D

HIBR

EEE

BEEFCHRLT. XEFRBEEMNT+
PRTIDT—RIZHLTHOHEEES
CERA)

—MRFRE
EEE

BAEZEFFILEL

D.FUNC
(+SCN)

— R FIFA#E User

ID
XEFBEME
F+SCN1

—MFRE

—BFAECHLT. XEFHREM
MI+SCN I D—AEFIFAE DO —AEF
FA%# User ID&E—9 5T —ZITxL
TOHEEZEHFRT S

HIBR

EEE

BEECHRLT,. XEFHERBEEMN+
SCNIDT—HRIZH L THOHRIEEES
CERA)

—MFAE
EEE

BAEZEFFALEL

D.FUNC
(+CPY)

—R&FIAE User

ID
XEFRBEME
r+CPY |

—HRFIRE

—EFAEFCHLT. XEFRHREM
MI+CPY 1M D — R FIFAE D — A% F|
A% User ID&E—8T BT —2IZHRL
TOHEEEHRT D

HIBR

EEAE

EEEFIIHLT, XERHRBEEAT+
CPYIDT—RIZHL THOAEEEE
DEES

—MFIAE
EEE

BRAEZFFAILALY

D.FUNC
(+FAXIN)

XERBEN
[+FAXIN]

—MRFIARE

FIFA#EE) R FZTFAX Z{EHAE (FA
XIN) 18T 5ESN D — BRI AE I
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LT, XEBRBEEAT+FAXINIDT
—ZHLTDOHREEEFRIT S

AR EEE EEFCHLT. XEBMBHEH+
FAXIN]DT—RIZH L THOHEEE
E )
SIE — R FIAE BEEFAILAL
EEE
D.FUNC — A& FIFA#E User | HIBR — e FIAE —RRFAFICHLT. XERBKEM
(+FAXOUT) | ID MT+FAXOUT I D — & F| A& D —
XEFEREMS HSFIFAE User ID &—HT5T—4
F+FAXOUT [CXLTCOAHEEEHT TS
AllBR EHE FEEFICHLT, XERFRMEELST+
FAXOUTIDT—4IZR L TH AR
EHAIT S
S1E — R FIFAE BREZEFRILZEL
EEE
D.FUNC —f&F|A#E User | HIBR — i FIAE —RRFAFIIHLT. XEREKEM
(+DSR) ID MT+DSR 1M D — R FI & O — A& F
XEFREMS A% User ID&E—BT 5T —2ITxtL
r+DSR] TOHREEHAT D
Al EHE FEEFICHLT,. XERBMEELST+
DSRIDT—ARIZR L THHEEEEF
GRS
E1E — e FIAE BRAEZFFAILAL
EEE

(2) FMT_MSA.3(a)

IR

TOE 1%, E17&Nh 3 MFP #8e(ZiCTHBICE RSN S D.DOC R D.FUNC IZ®L. & 7-7 ISR EBIEZE

MEEELTHRET 5.
£ 7-7. EXa) T RIEONHE
e T4 X2 T1REDFE
MFP ##E D.DOC (+PRT) T—REERL-—BFAEDI—AEFIAE User IDJ
(FYoh) D.FUNC (+PRT) XEFHEM (+PRT)
MFP ##E D.DOC(+SCN) T—REERLI-— R FIAEDO—HEFIFAZE User ID
(RFvy) D.FUNC (+SCN) XEL. EEEDIHZE (LA F Administrator |
XEFEREM(+SCN)
MFP ##E D.DOC (+CPY) T—REERL-— & FIAEDO—REFIFAE User ID
(aE—) D.FUNC (+CPY) XIEL. EEEDZEILHERF Administrator |
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XEIFHREM(+CPY)
MFP ##g D.DOC (+FAXIN) XEIFHREM (+FAXIN)
(FAX 2Z18) D.FUNC (+FAXIN)
MFP ##E D.DOC(+FAXOUT) | T—2ZERLI-—RFBAHEDO—HEFIFAZE User ID
(FAX #%48) D.FUNC (+FAXOUT) | X{BL. B¥E&DI5HE (L AIF Administrator ]
XEFHEM (+FAXOUT)
MFP ##E D.DOC(+DSR) T—REERL-—REFIAEDO—MEFIFAZE User ID
(XEDQHRFERY | D.FUNC(+DSR) X{EL., EEEDIHFEILHEAFI Administrator ]
H LA RE) XEFEREM(+DSR)

8, FAX Z{EIB8T 5XED owner (&, BEEEFICKYFIAHAEE ARFAX Z{E#EE (FAXIN) 1Zt 5Shf-
—RFIAETHY . FAX EEICBETHXED owner (&, EEE(CKYFI AL ANFAX E{EHEE (FAXOU
T IZFESn=-—RFARETHS. T KR 7-7 ITRT X2V TABHEONPERX T IHILMETEHY.
DEF)TARBEIZEYTIEADNFRESNGENLHBHTHY ., TIHIMELELLMNABEEET S

HREIXFELGL,

7.3. TOE ¥BET7 7t X HllfEl 4 EE

FDP_ACC.1(b). FDP_ACF.1(b). FMT_MSA.3(b)

(1) FDP_ACC.1(b)
FDP_ACF.1(b)

YTy b7 IR HHH

tXa) T4 BIEIZKET VAT H

TOE #Ee7 7 A Ktk AE L 1L, TOE #aEZHIH T DAEDETH S, TOE AT VT EAH|EH ISR LT 5t
Fa)TAHRREEHEIUTOEY,

TOE (¥, & 7-8 ISR EARHEEITHL. FRAECHT BT/ XFEHRACAIY, FFAISh=FIAZEDHIZ

DaTRITEHAT B,
& 7-8. TOE #HE7 VX HIEHBEED 7V X HIHER A
HeRE 1’15 FAE T X ER Al
MFP ##E PEPAVE S —RFAE FFRAHEREY AT T2 M RE (PRT) |
(FUh) DEPAOL: 53 Rt Eshd—BFRAEICIHLT, B1E
i )
PEPAOL: 53 EEE EEEICHLT, WEEERNNT T NE
M IOBEEIH L COAHRIELEHATT S
MFP #gE 23T DET —EFIRE FIFAHEEE) RMZT R F v BEEE (SCN) |
(RFvY) PEPAOL: 53 DT EESNE—BFIAF LT, BE
i I )
2adDET EHEE EEBZICHLT, HEEERANT R v B
237 OHIk M IOBEEICH L COAHEELEHATT S
MFP #8E 23T DET —EFIAE FIFAEe) R MZMaE—#EE (CPY) 1A
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(aE—) 237 DA FTESNLS—RAAFICHLT, EEZ
AT D
ad DEST EEE EEEFCHLT, HEEENATIE—R
237 DA T IDHREITH L THOAHEEZEFRIT D
MFP #§8E 23T DEFT —RFIRE FIFABEEY ARZITFAX Z{EHEE (FAXI
(FAX) 237 DHIR N) IR UTFAX 2 {E#EE (FAXOUT) 1M
FTESNLH—MAAEFICHLT, #EE
BEKS
DadDET EEE EEECHLT, BEERERIATFAXEIE]
237 DHIR DHBEIZH L TOIHEEEEFRIT S
MFP #§8E DadDET — A AE FIAKEEVAMNIXEDREFERYLL
(XEDORFEERY | a7 DHIRR ##e (DSR) IMMT ESh 5 —RFIAEIC
HL) LT, REZHTITD
DadDET EHEE EEEFITHLT, HEENNTXEDR
237 DHIR FERYHLEMEIOBKEISHLTOH
BRIEEHFAITD

(2) FMT_MSA.3(b)

B

TOE (L., #HRICEEFIN S UNORMAL IZxtL, TFIFE#EE) R 1Z X 1) T BHEELTRET SH, WH{E
[FLEEEFEARAET S, tXa) T/ BEDMEEIZT I74ILMETEHY . COEF 1) TABHEIZKYTY
ERAEHIRENBZENSFIRMTHY . TIAIIMEERLIEEE EE T AEEFTFEELLEL,

7.4. BXF )T EIEHEEE

THA)TAEEHEEREL. T2 TR EET S

TAHREEHILTORY,

CETHD, X1 TAEEKBRICHIET SEF2)

- FMT_MSA.1(a). FMT_MSA.1(b). FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

(1) FMT_MSA.1(a)

(2) FMT_MSA.1(b)

EXVT/REDEE

TOE (X, EEFIIHLT, UTICET EFEHTIT S,
—R&FIFAE User ID OHIBR. FTRIERK

- AR OHRE

FIRAZERIIRUXEFRBIEERETESRENTEL,

EXVT/REDEE

TOE (¥, EEFIIHLT, ISR T BEEZHTIT S,
- AR OHRE

FIRAZERBI R VKA ZRE TEHRENIEL,
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(3) FMT_MTD.1 TSF T—42NEHE
TOE I&. TSF T—RIZx L. & 7-9 TR BEFHAI SN KRB O A CRIZEEHTT S,
R 79. TSFF—42nE&H

TSF 7—4 e BEZFRI Y AR AAERE
—h&FI A& User ID HIlBR. FTRIER EEE
EEE User ID wE 7L
RAE vV FAXIBEFA—ILDEESL | BIBR. FHREK EEE
JRRERIETRLRT Y
D3dRT—RZRAY BE gL
IR —RR)— BE EEE
BIREIA<—ERTE B EEE
EEERIETE (RE/RIL) B EEE
FIRAEHIRERE BE EEE
IPsec MEXTE W EBE
B IR E BE EEE
FYNT—OERE BE EEE
T7— LT DTELHERIEDT- | BE L
HD Ny alE
—RRFAF/KRT—F HIlER. FTRIER EEE
S[AY=Fokcs 7L
EBWHE/INRT—F wE EHEE
S[AY=Fokcs 7L
A=Y —N—=0T7A )Y —/— | FHREK. HE EEE
BEDNBEBIZTIVERT Sz | Laht 7L
L VAV EFESS
IPsec DERTH AR ®E EEE
EWEht 7L
(4) FMT_SMF.1 B DT

TOE I&. UTFICE T X1 )T EEHEEFIRILT S,
= 7-10. SHEHEBEEDYRF

EIEREAE

U.ADMINISTRATOR [2& 5T — & #I A& User ID1D & & - AR

U.ADMINISTRATOR [Z& B RF vV /FAXIBEBFA—ILDEFEVRAMEIETRLRT VI 10 & 8- HIBR

U.ADMINISTRATOR [Z&BT/RRT—KRYS—IDER

U.ADMINISTRATOR [Z & B EREEZA/T—REIDEE

U.ADMINISTRATOR [Z& AT BB EFRIIHRTE BRENRIL) IOEE
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U.ADMINISTRATOR [ &5 FIAEHIRREINEE

U.ADMINISTRATOR [Z&%[IPsec DEREIDEE
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