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1. ST #E (ST Introduction)
AKETIE. ST SR, TOE SR, TOEMIE, LU TOE gibicoWCER TS,

1.1. ST = (ST Reference)
AREITIE ST D AITEHRERIL TS,

FUJIFILM Apeos C3061 / C2561 / C2061 / C3061 GK / C2561 GK /
B4 bIL C2061 GK JE—. UV, I7DA, A¥vY, AML—IRBEHETIV
TXaUT48-5y N BER/TITPINVT49DtEEIT HCD PP #E&)
N=v3y 1.11
#17H 202543 A 10H
YERE ELIMVLEYRAM ) R=YavkrRA a4t

1.2. TOE £ (TOE Reference)
ARHEITIZ TOE OFANEHZEC R T D,

FUJIFILM Apeos C3061 / C2561 / C2061 / C3061 GK / C2561 GK
/ C2061 GK JE—, FYV . TPDA. AFvo, ANL—IBEHETIV
TOE ®)\—¥3v: | Controller ROM Ver. 1.0.4A, Fax ROM Ver. 3.0.0

TOE £&

A TOE [F. LFOVINHDOE R THD

BARLEM(F
7 fl N=J3v
FUJIFILM Apeos C3061 JE—., JUV k. 77D (1 [E#R). AF+ | Controller ROM Ver.
V. AR UEEHETI 1.0.4A,

FUJIFILM Apeos C3061 JE—., 7YV k. 77D (2 [EI#R). A¥+ | Fax ROM Ver. 3.0.0
U AN-IUBEETIV
FUJIFILM Apeos C3061 JE—, JUV b, 77D (3 [E#R). A+
V. ANV-UBEETIV
FUJIFILM Apeos C2561 JE—. 7YV, 779 (1 EIfR). AFv
V. AN-UBEETIV
FUJIFILM Apeos C2561 JE—, FUV bk, 77D (2 [E#R). AFv
V. AN-TUBEETIV
FUJIFILM Apeos C2561 E—. UV k. 77DA (3 [EI#R). AF¥
V. AN UBEETIV
FUJIFILM Apeos C2061 JE—, FUV b, 770X (1 E#R). AFv
V. AN UBEETIV
FUJIFILM Apeos C2061 JE—, FUV b, 77D (2 [E#R). AF+
V. AN-IUBEETIV
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FUJIFILM Apeos C2061 JE—, FUV bk, 77D (3 [E#R). A+
V. AN =IBHEHETIL

PIPIROT49D4E RS

LG N—=Y3av

FUJIFILM Apeos C3061 JE—, JUV k. 77D (1 [E#R). AF+ | Controller ROM Ver.
V. AL —JHEEHETI 1.0.4A,

FUJIFILM Apeos C3061 JF—. UV k. 7704 (3 E#). A%+ | Fax ROM Ver. 3.0.0
V. AN =IRBHEETIL

FUJIFILM Apeos C2561 JE—. UV, 779 (1 E#R). A%
V. ARL—YEHETIV

FUJIFILM Apeos C2561 JE—. UV k. 77D (3 EIfR). AFv
U ARL-UEEHETIV

FUJIFILM Apeos C2061 JE—. 7YYk, 775 (1 EIfR). AFv
U ARL-UEEHETIV

FUJIFILM Apeos C2061 JE—. UV k. 779 (3 EIfR). AFv
V. ANL-IEEHET IV

FUJIFILM Apeos C3061 GK JE—. 7)Y b, 77D (1 EIfR).
Axvy  ARL—UBHRETIL

FUJIFILM Apeos C3061 GK JE—. 7YVt 77D (3 EIfR).
AFvy  AL—UBHRETIL

FUJIFILM Apeos C2561 GK dF—. FUY k. 7792 (1 @),
AFvU, AN—VUREEETIV

FUJIFILM Apeos C2561 GK JE—. 7YYk, 77DA (3 EIfR).
AFvy AL—IRBEETIL

FUJIFILM Apeos C2061 GK dE—. 7)Y . 77D (1 EIfR).
AFvy AL—IBEETIL

FUJIFILM Apeos C2061 GK JE—. 7)Y . 77D (3 EIfR).
AFvy AL-IBEHETIL
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#Exl (TOE Type)

A TOE (§, HEO-DIVIVP Ry FI—D (LAN) NS JE—H#RE. AFvUikae. T MiggE.
POAMERE. XEDRFEMDL UHEE. YR— 9% MFD TH3,

1.3.2. TOE OfERZETELF1)T1HHE
(Usage and Major Security Features of TOE)

- -

CosEm
SR
N
|
|
Q —WFBEDFATI ) :
_————e e
FYVR—ES4 : :
—REF FAE p : A=l
Q YATLEEE ) 1 g
ik Wl ==Lkl - To_ﬁ R
A -Web 735794 \'/ LAN S TIEEHE

Sy EIN J / g > "
wmEg
| ERRAY /
B

. ERE 9 Q
A A

—BFAE  y25L
TEE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUICEL T, S 8RRy MO =D o B SNIZB RO—DIL TP 2y bD—D (LAN)A
BERSNIRIETHEASNS,
F. IPOAEERETSE AR, AR EFERRBICHEFKEINS.

—&FIAE L, MFD OEFE/ R P—RFIABEDSA7Y MO Web T50HPT)UA— 34 1N&RML
T, MFD OB EEAEEEERAT S, T, YVATLEEEL, MFD OBESRIVP VAT LEEREDS
172 b0 Web 7505/ LT, MFD OEE#EEEFIA T3,

MFD (&, FIRZEOHOXEICK U, AE—, AFvUEE, TV MH A, T7DATORERE. XEORE
ERNHL. BEDHREERT S,

NODXEDHS ., WALVVERFLLT 3728, MFD (3. FIFAEZH AR 4 aE. #ERICEI(XE
TAPHEEECH T B P UL AKIE, MFD ROA L—IICRTF - BRSNS REFBR P XET —HOBF
b, LAN LO@ET-H0RE., EEEICRELzEF1UT(EREREE. MFD OF AEEE MFD
REICRFITS— . EDFABEEE MFD A EROEEY -/ \NEETHF1)T/BEEEHEE. TSF X
71— RETSF 73D MAREE. TSF £T1—-F7yTTL— FROERTI- FOEEMREE. 7792
[E#RE LAN Q5 B HREZ R I 5.

BE. ARV—JICEBENERFERBERO LESHERRE. BLUT AT EHIBREEELALLL,
TOE Z#i 3 2 M3, A REVTRIRFRELESMEREREEZ YR — M T 38, K TOE BRTE CTII AR
R DHERERT S,

1.3.3. TOE LS DON—FII7#EREY T o174 (Required Non-TOE Hardware
and Software)

1 ISR FIARIRIRICHT TOE (& MFD THD, FEED TOE LISADON—FOI7ELUY T oI 7hH
#HET S,

(1) —BERIAEIFI7E
N—R9172AFD PC TH3,
TVVRDS4T7 U ReLTHIAT G EE. MFD ICR UTXXET 20TV FERZETIEH. PCICET
DUR—=RIANEA VAT RLENDHD,
MFD @ Web H—)\##ge2FIAT 315 &(E. PCICA VA R=ILENTILVS Web 7505 %{FEHT 3,
(2) YATLEEEDISATY R
N—R9172AFD PC ThH3,
TOE [CxUT TOE SRET—HNSHEPEE, J7—LIIT7DBEHEITIEHIC, Web TS50 nE
3%,
(3) Mail 4=/
AF U X EEA—NTEIETSCE, Mail =D EERS, \— KH17/0S (LA PC F(d
—\THN. TLS 1.2 TIREEINE SMTP FOMILEYHR— M3 Mail $—E2EA VAT i
ErHd.
(4) BEFEY-N
MFD THRAUVEEESREFINETIH. BEEY—)I\K’EELS, \—FI17/0S (LAAD PC
f=ld%—)STHN. MFD (¢ Syslog 70rIVERLT, TLS 1.2 [CRELTVBEEY—/NIcBEEDY
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A TOE OFFfE TlE. LEEDN—RII7HLVBYIMIIPELT, UTEFERT S,

(1). Q)O—EFIAEIZAT7V VAT LEEEDFM47 b0 OS (& Windows 10 30\
Windows 11 &, Web 7594%¢&LT Microsoft Edge #FH7%,

(3)? Mail #—/\l& Cent OS 7.9 &. Postfix version 2.10.1 #EA73,

(4)DEAEY—)\F Cent OS 7.9 &, rsyslog 8.24.0 THEINEERY—/\&EHT5,
(DIEBWT FERTRTIVA—RIINRBELIMILE IR ) R—2a0t MR T2 LFERD
UTRSAN—&EHAT3,

BA{LFEIT: “ART EX Print Driver Version 7.1.4"
PIPNYT49D4LMEIT: “PCL6 Print Driver Version 7.1.4"

-5-

Copyright®2025 by FUJIFILM Business Innovation Corp.



1.4. TOE &t (TOE Description)
AETIE. TOE OFIAZEKE. TOE OmEHMIEE . SLUYIEMERICOVNTERRT S,
1.4.1. TOE BE:ENFIAEREE (User Assumptions)
A STT.TOEICHULTEETSFIAEREZ Table 1 (CEEhT 5.
Table 1 FIF&E&E

B FMAET 555 TR
U.NORMAL —RFIRE BAISN . RIEESNEFAET, EEERE
ERIEBVFIRE
U.ADMIN BEE BAISN ., RSN AETERA R
FOFIRE

(TOE M3RETIE. Key Operator & SA &
LWO&EEINHD., A ST ETlE U.ADMIN &L
TSNS, )

1.4.2. TOE Oi®IEMELE (Logical Boundary of the TOE)

2 [CTOE O BRI EC IR T B,
FmIEREEFC L ORSNIZHAED IS, TIRELDKEEIE AR, TRONVOHAEEGTF1UT1EREE
&Y.
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5 EEB ) &5 B
TOE
Al ZR A TIUk
BB 7Ot A {E A¥vY > | —HEFI A
YATLEEE
F—AEE St -
—fEFIRAE
PSTNZ7H2-%wk I7IA » D547k
D—DRD5EE A
Mail H—) NEORFE
EEY—)T B{SHEE A HOHL
BIERIEIE YATLEEE
EFIUTAEE 1778728 s
. 2
i1 EE
ARL—Y
e L% TOE
75 ny X E
F—5

2 TOE DsmIBAIHE K

1.4.2.1. TOE hMR#tI3E KHERE (Basic Functions)

(1) Ik —RMBABIIATI DT )= FIANDoENTZXET—IEZ(TID, . B1E
NRIIDLDIERICHEN., RITEROEXET-ADTLE1—, BLUN-FIE-HBAAEHRT S,

(2) AFvy: BENARIUDLOIETRICHED, AFvF—LON-FIE-XEZHEHAH . EFHEAA
EHTD, AFv I UEXERTLE1-KRRTHENTES,
K TOE Tld. AFvUREICLNE SN X E T AT L. Mail =/ \N\i£d 1. XEDKR
FERDH UEREIC DNV D AR T T HEENTFET %,

(3) dE—: #BESRIDDDIERICFE. AFvF—LEON-FIE-XEZHERT D,

(4) 77D
TPOAGEE: BENRIDODIETRICHED., Axv—EORTEEGHAH . 422 PSTN J702A
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JORLERVT PSTN #2 B T PSTN 77D ADIEENEIET S, S ANEXEL, EEFRIIC

TLE1—KRRTBIENTES,

IJ7DA%ZIE: PSTN BHETHEGHEFENOEONLIPIIIINETIEZIEL. XEDVREF

EMDE UBEEEICED. VAT LEBAE (LI TEESNERYIANEMT 5, SN EXERTL
E1—RRTBHIENTESD, MvDAIZ SAMERULIERYIAZIEET S,

(5) XEZEORTFEERNHL: XET-AERYDAICRTEL. BEIRIDLDIET. FhF—MEF AE
D347V b Web F50UDNoDIERICEIE, REFSNEXET AR LT, LTOLIGIEREE
EATREC T BHBETHD,

A TOE Tld. KD AR BFESNDIXET—AE, AFvUBEEICL TAFYUENEXET -4,
PSTN 77D AZEMEEICL TRIELETZDVIURET-IOVWTNHTHD,

TLEa—: BERRIDLOIERICED, RYDACRESNEXET -5 TLE1-RTT 3,
ENRI: BB SRV DDIETRICED . RYDAICRFSNEXET-AETIV M B,

BOHL: —RRAAEISM7Y D Web T35 080 b0iERICED., —fRFIRAEDS1 7V bk
DT,

HIkR: BRIV, —BREEDSIT7Y D Web T595hbDIERICED., FHEINEXET
—A%HIRT S,

1.4.2.2. TOE W@ 9I 25 tF1)7188E (Security Functions)
1.4.2.1 OEAREEEETIETEH. TOE I, LLTOEF1)T 1455 IRHE TS,

(1) =AEER
FIRE OB EEEL . RUHERM 5(E. MFD otgen’, BEEE (LI TERM SSNIZRIAEDH(IC
POUARRETHHEERELT B, FIAE DA CRIEL ., PO AKIHCE EE KR INDRMELTE
FASN., tF1VT EESERE MFD O AZEFEOF RE(CEEM TP L TOXEICLES. #
RIEFREEF . MFD (L& TEITENS,
TOE (33 AIFREET B, BIE IV RIBEDSM7V D Web T30H ., TUUA— RS540 3
EENHD, ID ESAT—FOARERL., NAT— FARNBFICNRD - FERILHICIRULXFERTT
B74— RINvDDHEREE . FREER TR, B U CEREE R U5 & | FRRESA T E R (T 3K H 1 AE
ERATIG, Tz, &/NIAT- FRERTE T HHEE. DT VR (C—ERHIRENVENMGSCEE
BIICATAVEDUT T HHEEERA TS,
TOE Z#m 3 2 M3, FRAEAREVUTRIRFRELESMERREEZ YR — F T 38, K TOE BRETIIA
REELDHERERT B,

(2) POEAH
POEAGHEE, XETAHAPXET-HLECEETIIFHRN. BULBTIEAEREFOFAED
HICTPICATRETHHEERILT B,

(3) T-RmESIE
THRESEld. TOE RARICREFTHTAHAPEIET AL T MEBEENTRIELRAVET1-AhDH
POEATERGWIEZRELET %,
- N)Y—(CED, F-RE SO R- KA REB T ERMEA N —IT ) A A LOXET IR U
BOIATLIEHRERELED., COLBT )M AN MFD hofRESNEZNTIIHEIC. COLIBT—4
ERETIHICHERSND,
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1.4.3.

- TAREEDA M. BRMICERINEBES 7TV LOERICENRIESNS,
- A=Y DRESHE. MIEEBSRFILIITIBHEROREICRTIEREVZRICERKSN. FHit
RBARAREG T EREA N - JACHESIELTREIND, THHAROREICRTIERETSC
ET.RFORSRITEEIN, LB SRENERSINDG, £, BIEOESRE. ERATIICR
FSNh, TOE OERMICEDIEE NS,

(4) =21EEEE
NEBMRYMI—DEICHFEETIXET A, Ja/ER. BEEOTBLU TOE BET—AEVZBET—
A% TLS 1.2 7ORVICE TRET S,
— R RE S EE IO R UL(TLS/HTTPS, TLS)ICXS T 3.

(5) EFaVT1EE
VATLEBELVCHABLURIASNERRAEZEOA D RENRIFLROATLEBEDZ(T U
@ Web 730905, TOE BRETADSRELVERZREEICT B,

(6) EXIVT1EE
TXI)TACREETZIER(BIZIE. FANROXE . BEEEPEEMKENEELL)E. BEEQY
ELTEBRY— ) INEESNREIND EENJEERE TLS 1.2 FORIUSLHLTHESIESNS,
Fz. BEENOVUE TOE REBICHETETHENTTRET. VATLEBEELGRAIGRIISNZFIRED
HNIATLEEBEDFI7V D Web 7308t Ao Y0—F332EnTESD, TOE NEBICREFS
NEEEOTNERICEEEES . HLLEEDTEREHVEEATCEESESN, EEOTDIELE
FHIE 21 REZ A TLVE,

(7) miEEER
MFD AD 77— L1707y 7T—ME. 7y7T7— FOBERARICY I MII 7O EEHERIIT 57250
FESND, £ MFD (&, TDERN R H Al e EEFICIN RSN BV CEZRIET 572, BECT
AMEETTD,

(8) PSTN 77D A-2y +I—DfED 5 B
MFD (&, PSTN 779 A-2y rD—DREI D57 BE(CBAL. PSTN 70AEF Lh' PSTN & LAN D7 —
BJyIEERBTIEDIERBNEERIET S,

TOE 0#E#IEEE (Physical Boundary of the TOE)

TOE O¥MEHMBIEFE. MFD HEMEERTHS, T1ZIvFEDEF1IUTA(CREREERDT T3V P07 Y
JIE. TOE [CEZFBLY,
Table 2. Table 3. Table 4 [C TOE i8R I MBI IViR—2 Y MEELRT B,

Table 2 TOE ## 3 W EMIVR—2 Y F(MFD &{K)

TmF F:N7N N=J3y = Bl A&
BA/ FUJIFILM Apeos C3061 | Controller ROM | NMFURHKDT77—L | B2 (FiEL
PI7IRY | A= TUV. J7DA (1B | Ver. 1.0.4A, DIV ERBANTEN—

71499 #]). A¥vy, AML—UEETE | Fax ROM Ver. k17
FIb 3.0.0
AR FUJIFILM Apeos C3061 | Controller ROM | NMFURHKDT77—L | BHHhZ(FEL

qE—. FUUb TPHR (2@ | Ver. 1.0.4A, | HIPEMBANEN-
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#]). A¥vy, ANL—UREETE | Fax ROM Ver. Roz7
FIb 3.0.0
A&/ FUJIFILM Apeos C3061 | Controller ROM | N TR DT77—L | BHHh=Z(FEL
PI7IRY | A= TUV . J7DA (3Bl | Ver. 1.0.4A, DIV HANTEN—
7499 ). AFvy, ANL—UEEE | Fax ROM Ver. Nyhyd
FIb 3.0.0
BA&/ FUJIFILM Apeos C2561 | Controller ROM | N FUBHKDT77—L | HHZ(FEL
7I7IRY | A= TUV. 77DA (1B | Ver. 1.0.4A, DIV ERHANTEN—
71499 #]). A¥vy, ARL—YUBEE | Fax ROM Ver. Ryz7
TIb 3.0.0
=P FUJIFILM Apeos C2561 | Controller ROM | NMFURRDT7—L | W =Z(FEL
JE—. Uk, 77D (2[E | Ver. 1.0.4A, DIV E I ANTEN—
). AF¥vy, ANL—UHEETE | Fax ROM Ver. RHT7
FIb 3.0.0
B&/ FUJIFILM Apeos C2561 | Controller ROM | NMFUBHKDT77—L | FHHZ(FEL
7I7IRY | A= TUV . 77DA (3[E | Ver. 1.0.4A, DIV HANTEN—
71499 #®). A¥ vy, ARL—YUBETE | Fax ROM Ver. Ryz7
TIb 3.0.0
BA/ FUJIFILM Apeos C2061 | Controller ROM | NMFURHKDT77—L | B2 (FiEL
PI7IRY | A= TUV. J7DA (1B | Ver. 1.0.4A, DIV ERBANTEN—
71499 #]). A¥vy, AML—UEETE | Fax ROM Ver. k17
FIb 3.0.0
AR FUJIFILM Apeos C2061 | Controller ROM | N UKD T77—L | BHith=Z(FiEL
A=, FUU k. 77D (2[E | Ver. 1.0.4A, DI7EHHANTEN—
). AF¥vy, ANL—UEEE | Fax ROM Ver. kT 7
TIb 3.0.0
BA/ FUJIFILM Apeos C2061 | Controller ROM | NMMFURHKDT77—L | B2 (FiEL
7I7IRY | A= TUV . 77DA (3[E | Ver. 1.0.4A, DIV ERHANTEN—
71499 #]). A¥vy, AML—UEETE | Fax ROM Ver. k17
TIb 3.0.0
737182 | FUJIFILM Apeos C3061 | Controller ROM | N FURRKDT77—L | Tih=Z(FEL
749D GK JE—. VU k. 77D Ver. 1.0.4A, DIV I ANTEN—
(1 E#R). AFv>, ARL—Y | Fax ROM Ver. RHI7
BEHETI 3.0.0
7371\ | FUJIFILM Apeos C3061 | Controller ROM | N UKD T77—L | B#th=Z(FEL
7499 GK dE—. 7YV b, 77D Ver. 1.0.4A, DIV ERHANTEN—
(3 [E#R). A*v>. ARL—Y | Fax ROM Ver. RoT7
BHETI 3.0.0
737182 | FUJIFILM Apeos C2561 | Controller ROM | N FURRKDT77—L | TihZ(FEL
7499 GK JE—. VU k. 77D Ver. 1.0.4A, DIV ERBANTEN—
(1 [E4$8). AF¥+v>Y, AL—Y | Fax ROM Ver. RHI7
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BEHETI 3.0.0
73713 | FUJIFILM Apeos C2561 Controller ROM | NMMFURHKDT7—L | B#tZ(FiEL
749D GKIE—, FUV k. 77DA (3 | Ver. 1.0.4A, DIV ERHANTEN—

El#8). A¥vY, A=Y | Fax ROM Ver. Ryz7

HETI 3.0.0
737182 | FUJIFILM Apeos C2061 | Controller ROM | N FURRKDT77—L | Tih=Z(FEL
749D GK JE—. VU k. 77D Ver. 1.0.4A, D17 EMHANTZN—

(1 [E4R). A¥vY, ARL—Y | Fax ROM Ver. RHT7

BEHETI 3.0.0
73713 | FUJIFILM Apeos C2061 Controller ROM | NMMFURHKDT7—L | B#tZ(FiEL
749D GKIE—., JUV b, 77DA (3 | Ver. 1.0.4A, DIV ERHANTEN—

El#8). A¥vY, A=Y | Fax ROM Ver. Ryz7

#HETI 3.0.0

A TOE OS>V A%, Table 3, Table 4 (7R @D, BARFEREETFRDSHD. BARMLEFEBAREE
W, 7PN 249DE R EFERDF A E(CRASNS,

Table 3 TOE Z# Y3 MWEHIVR—2 Y F(HAFEHIHIVA)

EE5 i Beft A& A5V 24 NyYafE
GM1954]11-1 | ZIP #2RI(Z | Web &2+ Apeos 655ed963a3eb29
B2 R [EfaSniz C3067/C3061/C2561/C2061 | 663463b5e46f51

HTML 774 A-Y—H4 K 73c4d321b9%ec69
|7 aldebe034d4d9af
876fa80
GM1955]1-1 | ZIP 2=(C | Web & {t VI7LY AT R f0648b0961092f0
B2 R [EfaSniz 65b674f6782¢c86
HTML 774 20eb5fe504e8f51
|7 d72152e288a211
0e28al
FD1355]1-1 | #EsEK Hihs2(+EL | Apeos C3067 / Apeos C3061 | —
% 1R Apeos C2561 / Apeos C2061
HiREREAE
GM1956]1- PDF 774JL | Web BE2{t Apeos C3067 2b6deb5837fce72
120250227 Apeos C3061 63d97d074b2cb7
(% 1 hR) Apeos C2561 38a6370a832f77
Apeos C2061 222c68ecd5f01c3
THaUTHREH B M F(HCD 23d4fe
PP&ES&)
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Table 4 TOE Y MBIV R—K Y b (EEFEHIIVA)

RERES i Bt A% AV A% NyalE
GM1954E2- | ZIP 2= (C | Web E&{t Apeos 33280354c0811d
1 Edition 2 [EfESNE C3567/C3067/C2567/C3061 | b1c589a0b3340e

HTML 771 /C2561/C2061 4621e692a5704c
% User Guide elfb239616ff0ac
d5a374b
GM1955E2- | ZIP 2= (C | Web E&{t Reference Guide 2877807f6a3841f
1 Edition 2 E#ESNnE 666ca6c8a3b2ca7
HTML 771 0e4e4386151bcdf
)17 6€22755840917b
03376
FD1355E2-1 | #EsEA Hihs2(7EL | Apeos C3567 / Apeos C3067 | —
Edition 1 Apeos C3061 / Apeos C2567
Apeos C2561 / Apeos C2061
User's Manual
GM1956E2- | PDF 774JL | Web & Apeos C3567 1709c057fa88fefc
120250227 Apeos C3067 14d164da014e36
(Edition 1) Apeos C3061 ef429652966¢c61e
Apeos C2567 c40eecf2e899288
Apeos C2561 9409

Apeos C2061

Security Function
Supplementary Guide (HCD
PP conformance)
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2. 1.

2.2.

#A X3k (Conformance Claim)

CC#E&E5E (CC Conformance Claim)

A STHLU TOE D CCEBEIRIE, UTDESNTHSD,
ST TOE W EBEEIRTS CCON—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST F. Ti2 HCD-PPAOZELBEEZERT %,

"4 ML: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\whr—iIZxik (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

AKSTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEFHREL. PP DERENIExact Conformancel THd., Dz, TOE i
AllE PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage
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3. tFaUF1ERETEZE (Security Problem Definition)
AETIH, B, MEOTFITHE FHREMIONTRRT S,
3.1. #&RL (Threats)
3.1.1. TOE &E (Assets)
& TOE HMRHTHEE U TOLHNTHE,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User's
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner

nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE [t 3E B Z. Table 7 [CEE T3,

Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF

- 14 -
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEntF1UT1 58t (Organizational Security Policies)

K TOE W ESF LB N E o RO EF1)T A 8% Table 8 (CEET 5,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally separation between the PSTN fax line and the LAN.

mandatory)

3.3. HIEREMH (Assumptions)

A TOE 08k, ER. BLUFIRICRET 3RS 4%, Table 9 (CRE#t T 5.
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Table 9 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.

- 16 -
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4. tFar1xEKAE (Security Objectives)

AETIE. BERARBEV X IUT R EHEHITOWTERR TS,
ERRBEOTF1UT XK A% Table 10 (CEBihT 3,

Table 10 ERREOCF1)T4 X EKA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5.1.

9. 1.

WRaRIVIR—2R Y FEZE (Extended Components Definition)
ZOBOIEIV K-V ML, HCD-PP TEBENELDTH.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: humber of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA_WITH_AES_256_CBC_SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS DHE RSA WITH_AES 256_CBC_SHA

TLS _RSA_WITH_AES_128 CBC_SHA256

TLS RSA WITH_AES 256 _CBC_SHA256

TLS DHE RSA WITH_AES 128 CBC_ SHA256
TLS _DHE RSA WITH_AES 256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA
TLS_ECDHE RSA _WITH_AES 256 _CBC _SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES _256_CBC_SHA
TLS _ECDHE RSA_WITH_AES 128 CBC _SHA256
TLS _ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
TLS _ECDHE _ECDSA WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA256
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TLS _ECDHE_ECDSA WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
“# g ", AT N&” X NN M) [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_ SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
- 34 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(cl)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
O.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS _RSA_WITH_AES_128 CBC_SHA256
TLS _RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA

TLS _ECDHE _ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE_ECDSA WITH_AES_256_CBC_SHA

TLS ECDHE _RSA_WITH_AES 128 CBC_SHAZ256
TLS _ECDHE_RSA WITH_AES _256_CBC_SHA384
TLS_ECDHE_RSA WITH_AES_128 GCM_SHAZ256
TLS _ECDHE_RSA_WITH_AES 256_GCM_SHA384
TLS _ECDHE_ECDSA WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA WITH_AES 128 CBC_SHAZ256
TLS _ECDHE_ECDSA WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled

objects specified in Table 12 D.USER.DOC Access
Control SFPTable 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional

rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional

rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print View image Delete
Submit a 9€ | Modify
i or Release stored
Operation: document to . stored
. printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
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ed

Copy View
. scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: ) Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage Delete
i ge/ Retrieve Modify
Retrieval i Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: j . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assignhed to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.

Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

I

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

1, the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
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Hierarchical to:
Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, “"@”, “#”, "$”, "%”, "N, "&”, "*”,

V200 \ R/ 2N ||
+ -

"(“, n I// [assignment: ” (SDaCe)/,, “////, ||///, n f 7

n w 7 "/// w, 7 w,7z7 “< 7 o NW_m7on > 7 ?I/ “/'“ “¥// " 7//
V4 LI 2 V4 7 L 7 Vi ——2 L - 7 V2 L L

n /I, “‘//, l|{'\|, “l//, l|}l/[ “Nlll];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.
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FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel.

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 14 ] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
qguery, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (Key Operator modify Key Operator
case)
User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator
User Role (General case) guery, modify U.ADMIN
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Folder Selector for Fax receive query, modify U.ADMIN

FMT_MSA.3 Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data

Access Control SFP to provide [selection, choose one
] default
values for security attributes that are used to enforce

of: restrictive

the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values

to override the default values when an object or

information is created.

FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to

perform the specified operations on the specified

TSF Data to the roles specified in Table 16.

Table 16 Management of TSF Data

Data Operation

Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with
jobs owned by U.NORMAL.

documents or

U.NORMAL Password modify

U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify

U.Admin (Key
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Operator)

SA Password modify U.ADMIN
Data on use of password entered | query, modify U.ADMIN
from MFD control panel in user
authentication
Data on minimum user password | guery, modify U.ADMIN
length
Data on Private Charge Print qguery, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on Customer Engineer guery, modify U.ADMIN
Operation Restriction
Data on date and time guery, modify U.ADMIN
Data on Autoclear query, modify U.ADMIN
Data on Report Print guery, modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, modify U.ADMIN
Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify

MFD control panel in user

authentication

Data on Private Charge Print query, modify
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Data on Trusted communications query, modify

Data on date and time query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password guery, modify
length

Data on Autoclear query, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify

Folder Selector for Fax receive guery, modify

FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.
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FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:
Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
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FPT_TUD_EXT.1.3

ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

6.2.7. Class FTA:TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a

[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TFa1UT/REIEH (Security Assurance Requirements)
Table 18 [CEFaUT(RAIEHZEEHRT S,
Table 18 tFa)T1 R EH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for

) the operational
Security Target .
environment

Evaluation
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary

Specification
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Assurance Class Assurance Assurance Components
Components Description
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIITAREIEHERRT SR, Z/NROTLFLITFAR-AFA VB K BEDORESNGE
BLAVCEINTNSIE, TOE [CHITERRENTF 1T EHSNTHD. HD TOE B HOfff
BICRE TLVBEEZRSNTSIETHS,

6.4. tF1UT 1 EHBEI (Security Requirement Rationale)
6.4.1. KEFMHO#REE (Dependencies of Security Functional Requirements)

TRIAVTIHRREGMERELTCVIHEEYR . SITRFEFREB R LBV HERESG L. IRERBRNE
IESNBSTHREN I VMR#LE, Table 19 (LR T B,

Table 19 tXaUT BB EHIVR—2 bOIKRE N

BEEEHEIVR—RV REFEOBEEHIVR—KV
BEUHSLUVEHRRFF PP THESNTL\SEH | K ST W@y ikFHE FEEHE

FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEETIERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FAFEHAEHROBREST | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
Y5k : 41 B0 85 AL B AR N FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REEELE1—
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNTBEE L BAE IR
FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
BEET-IEKOMHLE
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BEEEHIVR—RU b

REEOMBERHIVR—2 b

EHBIUEHRET PP CHRESNTIVBEH | K ST iELTIKFSE TR
FCS_CKM.1(a) [FCS_COP.1(b) #kIF |[FCS_COP.1(b2) oK
EEER(GERFMEA) | FCS_COP.1(i)] FCS_CKM_EXT.4

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #fi¢ |FCS_COP.1(a) oK
BSR4 R (R FRER ) FCS_COP.1(d) #&(@ |FCS_COP.1(d)
FCS_COP.1(e) #k(¥ | FCS_COP.1(f)
FCS_COP.1(f) #%l& |FCS_COP.1(g)
FCS_COP.1(g) #%(@ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
EE R F723 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) (& | FCS_CKM.1(a) oK
YREE RS S MMEIOE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
&RV (RIS 21~ | FCS_CKM_EXT.4 FCS_CKM_EXT.4
E%)
FCS_COP.1(b1) FCS_CKM.1(a) iU kIR L
EERE(BRERMH&REL) | FCS_CKM_EXT.4 IJ7—LII7NE
BIREETERASN
B ABARATIE.
TOE 4+ TAVH—
HMERKL. TOE N
(CIRERRERLE
AY9N

FCS_CKM.1(a)
FCS_CKM_EXT
A IR FLILY,

FCS_COP.1(b2)
EEIRE(BRER AL

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

OK

FCS_COP.1(c1)
EERE(\YY27ITUX
L)

3L

FCS_COP.1(c2)
EERE(\WYITILTUZ
L)

3L
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BEEEHIVR—RU b

REEOMBERHIVR—2 b

EHBIUEHRET PP CHRESNTIVBEH | K ST iELTIKFSE TR
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
&5 124E (AES F—49B5E | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it/ 1E5)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B IR (RIEE1L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
2R VE (BT )\ YAyt | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—JEREL)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
Yok FEIRSNZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #fzl¢ | FCS_COP.1(f) oK
YRERRF IV FCS_SMC_EXT.1 %k
(&
FCS_COP.1(i) Fkl&
FCS_KDF_EXT.1
kU FrE
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
PR BE SR 4F (BLBEY M &
%)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER SBIRSNE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
$ Tty b PO A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
tF1UTABHEICEZPHEA | FMT_MSA.3 FMT_MSA.3
ikl
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Visk: TAAD LDT—HRFE
FDP_FXS_EXT.1 iU -
ViR : 77D A0 B
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
SRR R ERBFDER DR LY
FIA_ATD.1 {8 -

FRERMEES
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BEEEHIVR—RU b

REEOMBERHIVR—2 b

BEHHIUVEHRHET PP THEINTL\SEH | K ST W@ ikES FEEME

FIA_PMG_EXT.1 zL -

G - SUAW DR -

FIA_UAU.1 FIA_UID.1 FIA_UID.1 oK

FREEDRAZY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 oK

RESNTZT1—FIND

FIA_UID.1 L -

HEADRAZY

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 oK

FMAE-HIIIOMES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 oK

TXIUTHEEDSDFEVDE | FMT_SMR.1 FMT_SMR.1

i)

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 oK

t¥IIT BHOEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 L XET-AOFRE

BRI FMT_SMR.1 EHRNFHRDOT
FAIVMEEEETD
CEFTERLVE
. FMT_MSA.1
(TIRFFLEBL F
. EEHAE
H|OT T4 MEE
EEATEEREE
LBEFELLBLVESD,
FMT_SMR.1 [C
AR AN

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 oK

TSF =30 &R FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 L -

EERBREORTE

FMT_SMR.1 FIA_UID.1 FIA_UID.1 oK

T¥aUT11%E

FPT_KYP_EXT.1 L -

fhak SR UBMEORE

FPT_SKP_EXT.1 L -

i3k TSF F—ADR#E

FPT_STM.1 L -
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WREEHIVR—2RVF EREHOBEEHIVR—RVF
EHBIUEHRET PP CHRESNTIVBEH | K ST iELTIKFSE TR

SERERMLARYT
FPT_TST_EXT.1 {8 -
¥E3E:TSF FAN
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
yhaR - BIEEPYIT— b FCS_COP.1(c) FCS_COP.1(cl)
FTA_SSL.3 KL -
TSF EZFICLBHET
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
TSF FIBE@EF vl Fr(4 FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

Fr

FCS_SSH_EXT.1.

Fr

FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
EEESA(EBER) Fr(d FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

Fr

FCS_SSH_EXT.1.

FrE

FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
BEESAGFEBRER) | FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

FrE

FCS_SSH_EXT.1.

F(&

FCS_HTTPS_EXT.1]

6.4.2. tFa)TIRIAEHIRM (Security Assurance Requirements Rationale)

NoNEFIITI R ZHERIRT B, R/NROTLF1IVTAR-AFA VN K BEORESNDE
BLACEINTNSIE, TOE (CHII5ERRRENTF 1T EFHSNTHD, HD TOE B HOfff
EICREITVREERINTBIETHSD, PP DHoPBECAICHBIRIETITAET/ > EF21UT/REE
BEHEERTIHORELGHAFECOVTOREEDH I AV AZIRM T HHICHERSN TS,
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1.1.

TOE E£3/t#k (TOE Summary Specification)
AETIF, TOE MEHET B LF 1T HEEO BRIV TRE T3,
t¥a)T71888E (Security Functions)

Table 20 (CTOE t¥aUTstaect¥ 1T HEEEHDRISETRT,
AECHEBATS TOE tX1)T4HEER 6.1 HICEEMRSNZLF1UTHEREEHER/LTLOTHD,

Table 20 TOE X718 get X1 T4 B BEE DX B R

tFa1UT #EE

PSTNZ 7 J ZA-%v b0 =D HEOD 5758

t£a1l 74 BE
B
=

S
7D A il

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)

BN AN ENENEN ENEE ST PE- -

NANENENENANENENENENAN
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tF1UT #EE

SFRs

=X
[=11\N =

=TIk

t¥al) 71 BERE

PSTNZ 7 J ZA-%v b0 =D HEOD 555

X1l 74 BE
B
=

7Dt A

FCS_COP.1(g)

FCS_HTTPS_EXT.1

<\

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

ST NS

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

NEN RN RN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

<\

FPT_STM.1

FPT_TST_EXT.1

- 66 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



tF1UT #EE

¥
R
S
o
Iy
|
D
£
’,\
i i ¥
it _ {n ~<
~ $ ~ HE e o
Ik ¥ Ik 2] g u ~
i oD ~< D 4;6' ‘EE @ DY
||F‘|\|’-E‘ ! -u | ﬁ fee _Elé =
B | 4 | o | o4 | | o
SFRs i N ~ AN I ik iz a
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a)
FTP_TRP.1(b) v
1.1.1. #EAIZEE

HAIERREARER ., BFAISNIZRE DRI AETZFIC MFD OHREEE AT EMRZHFLEILHIC, 184
NIV, RABEDFA7 MO Web UI(*), TUVE— K34 \hb1—H—ID £1—4—)IA0—-FEA BT
BTEHAIFEEL T HHERETH D,

MFD [CEFSNTVSFI AEFEREMEALT, #AIZRLEZ1T,

(*):FIAEZEDFM47> ~ PC D Web 7508 %Z4 Lz MFD OY—)\#RE, "am £, 15—y bF—
ALEVIBIF TR SN S KECHVTI>IARIELIEE . Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (E2iFkEXFFDEDKLY)
TOE [3FIAEN TOE AT7DEAT BRI, FIAEDRELZ1TON, FRELE TR DEREE K Bt I b
REZIRHELTLVS,
FAZEOARRRILCH TR RN ERE L. PO EAERRMTHRESN TS EH(1~10 E)
DEMEIGETRE. BEFIAEOHBIRIICEALTIZ. TOE OERIM/ BIRAFTZHF G
BB,

(B8:&9 3 TSFI)
BENRRIDH RS
Web UI Dz 5IE23
OV IA
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(2) FIA_ATD.1 User attribute definition FIREEMTEE
FIA_USB.1 User-subject binding FIA&-H7 YD MES
TOE FFIAFICKHLT. 1—H—ID & B ZEMHELTEZR L. TNoZHAFRRELEFIAE ISR L
TEfH13,

[FIA_ATD.1 [CE8:&Y % TSFI]
BRENRIIOEEERE

Web UI OEE##HE
[FIA_USB.1 [CE8:&E Y% TSFI)
L IAE I TOE: il

Web UI 051585

(3) FIA_PMG_EXT.1 Password Management /{27—RFEHE
TOE (CBV\T. W EEED)\AD— FEER ., FLEXRAKZEOF AEZ R -EERD/IIAD-F
. U TOXFOEHAEDETHERTHENTED,
NAD—RICHEE AT RER X!
PIWTPRYPDRXFENXF, HF ., RURDEFHRXF
17, @7, “#7, %7, %7, AT, U, KT N0, %), 7 (space)”, YT YT N+ Y

A\SERA\Y W /77 \\ /i \\, " \\.,n \\<II n__ 7 \\>II A\ S T/ZNR\Y BA\Y \\¥II A\ S IV /\ /20 \ NN/ AEA\\ A\ \\|II A\Y ” \\ II)
! oot T /4 o ’ ’ ro—

Fe. VATLEBERRDNNAT-FRE 0~63 XFNEHE TR ;"'E"?'é._th\?%éo
TOE [FCOERFEICLN 15 XFLLICRETH_ENTES,

[BH&9 3 TSFI]
BENRIIDOEIRHEEE
Web Ul OEEH#EE

(4) FIA_UAU.1 Timing of authentication ZBEEDHSIVY.
FIA_UID.1 Timing of identification ERINDIM1IVY
TOE BFIAEZEDHAMBIEAXELT, KERBIEAXEYR— T3,
BRI EERSIND M VAT — AL B ENRIL, FIAEDFA7V D Web T304, FUUa—F
11\0 3 &N BB,
BENRIL. FIREDFM47V MO Web F57H Tl MFD BEEDIRIEZEFRI T3 HIIC. ID &/TAD
—REAASEBT. AAENE ID ENAT—RH, TOE [CEFSN TV IR ABEFERE—HTI "
REET %,
Fe . DFATU L PCHoDT)Y MF—AICF 5ENS ID £/SAT— FIZENTFA K= )Y MDA
FRELNITHNS,
FREE(FIA_UAU. 1)1 (FIA_UID. 1) [ EBFICEITSN ., A - FREEDTE A D LIzEr D dr 1%

ENEFRISN S,
/A‘%@%ib\bo) FAX 0)11:(1—’)[,‘(‘1 TOE (1\ nﬁt}uJIJnu I:IE-t}‘g-‘Ls FAX T 9&11:?5

(R8:&¥ % TSFI)
BAENSRILOERERE

- 68 -

Copyright® 2025 by FUJIFILM Business Innovation Corp.



Web UI @uﬁk?:lljnu A8
TIUBR—= RSN
AREBIEER

(5) FIA_UAU.7 Protected authentication feedback {RESNZFRIET1—F/\wD
TOE (31— —ZBFERF(IC, SAT—RERRTHIC, SAT—FELTA AN XFHHER DL

F"@ (bullet) "z, 1E/IRILP® Web JI50HICRRT B EERIRIET S,

(R8:&¥ % TSFI]
BRIV R FREE
Web UI Oz 5IE2E

(6) FTA_SSL.3 TSF-initiated termination TSF #Z#(CL3T
TOE (& Web 7594%hH Web UI [C—EBREE(1~240 2 THRERHE) D7 AN E MG SO
B4Ry ay) 2DV 7 LERRIIZE KR T B,
FIARE R D o— BRI (10~900 P TR EFTRE) DR N E NG S (S, BEIRILDEREHLD
U7SNFEREEEARS,
TIVR—RIANEDEYIIVEREFET. TIV MOBERNBEZZEBICEYIaVER T T,

(F8;:E9 % TSFI)
1:*1,F/§;?‘)l/0)ngkj-lljnb Y=}
Web UI O 5IFE5

1.1.2. ©¥a1U7&
THIUTAEEREER . YVATLEEEICLIFREICHL. TATO TOE FIAEFICHLTEF1YT(CRE
EIIERBIZE, BAIREOLK, BERESOCEERENDEELY) Z. BIGEIRT TN DR
?E{/\g-éo

(1) FAU_GEN.1 Audit data generation (BE&EF—3%R)
FAU_GEN.2 User identity association (F|fH#& & A1EROBEER(T)

TOE (. a7 0#& T XFIAEDHERFRILDR . A RSN AECLIEEMEEDOF AL
E.Table 21 [CRTEEMRDBRIOVNT, BEENJERHRT D, FLREETHCE. FTERHE
OB, BROER ., BRESIFECLEFAE AIEETHNE) . BLUEROEERNEHSIN
B,
TOE REEINEEERNFEREEEOJEL TR T I, TOREELSLFAE DR IER
(CRAEfHTTEREERLTLVD,

(R8:&¥ % TSFI)
BRIV R FREE
Web UI Mz 5IEEE
TUIR—=FIAN
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BAENRILDEEKRE
Web UI OEE##E
BIRRAY

BAENRINOIE—HRE. TV MERE. AT v MEE. AFvUIRVIARTFHEE. J7DAMEE. XER

D Likae

BAENRIIND Y TIREE - BEDR T AL

Web UI Y37 iKEE - BED R THRE

Web UI DiRyIANDXET—RERNH LiRE
Web UI O77—LOI77v7T— MéRE

AREBFEER
Table 21 EEEOJDEEHMA
HRER RIBNIEEERS EEERFH
B A MBEDICENEIRT System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJnET Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

FIFAE R RER
FI A& a8 AN < BR
(1845152, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIRETERE
I A A K B
(FVUBES11\0D)

Job Status/ Print /Aborted

EEREOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EESNLZREMHEELTID,
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“Password”, “Name"h'i2$x&
na]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
®EIO—ETHIFAEY | Device Settings/ Edit User
W—TOHRE
[ZEESNEEMHELT RoleH
FLERSNB]
BZNER Device Settings/ Adjust
Time
tOavHEML DK Communication/ Trusted Failed
(TLS) Communication [7ORJIL, BIESE. RO

HYR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1-)
VAT LEEEL. Web UL TAOJM V. Web UL MhoDIEMEICED. TOE AERICRESNZTAT
DEEOVERAETENTED,
EENJRATRUINDTEALI74ILELTADYO—- FEND, EEOVZAYYO-RT35E(E. TLS
BENMMICHEINTVILELRHD,

(BH:&9 % TSFI)
Web UI OEE###E

(3) FAU_SAR.2 Restricted audit review (BREEZ&ELE1-)
TOE REBICREFSNLEEEOT DA H UKEER . FREISN VAT LEBE DA ICRESND,
F. BEBOTADOTPDEAI., Web UI OAHERTFRET. &1L TPIEAT B L HELLY,

[RH:E9 % TSFI)
Web UI ODEE#RE

(4) FAU_STG.1 Protected audit trail storage (RSN EEEIIIMEHR)
TOE MERICRFSNLEEBOTANDOTILAR, Fd i UEREDH THY. HIRE LB EH LT
LIzl ChICED. BEENTOF ERHIBRERENRESN TS,

(RH:#9 % TSFI)
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Web UI OEE#RE

(5) FAU_STG.4 Prevention of audit data loss (B&T—44B%LDRHLL)
TOE RERICREFESNEEEDVE. &K 15,000 HERETIENHES BEEOTHERICE-
ESE . RVEGEBRSNEEETAICEEELT. HLWEEOINER TR LG HINDS,

(B8 T3 TSFI]

BENRRINOHRIFRE

Web UI Dz 5IE23

TIVB—RIAN

BENRRIOEEY R

Web UI O EEH#RE

BIRRIY

BAENRRIINOIE-HEEE. UV MERE. AFvUHERE. AF v UMY ARFRERE. 7D AMEE. XER
N LigkaE
BENRIDOIITKEE - BEOR R

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORyI AN ET—2ENE UiAE
Web Ul ®77—Lo177v77— MEE
NREFEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&B%5% 3Bt #h
EENJE. Syslog 7OV ERNTEERY—)INEESND, REHOEENTDREL. 7.1.7
(3) FTP_ITC.1 [ZERikEN D, X IESNBZEEDT(E. TOE AEICREFESNDIEENT THI1H.
EEOTDFHH H LDEEIF(3) FAU_SAR.2, BEEOYV DR IERHIBRERENCDREDEN T
(4) FAU_STG.1, BEEAVDEMICL-IZI5 S DENEIL(5) FAU_STG.4 ([CEEiiend, BE&AY
(&, BEEY—)INEEFSNizkY . TOE NERICES.

EENRBULEZEE . T3 TEENBRITING FENKBRULREENEEDIN
13,500 HISETBE, BIENRIVCIS—%R L. MFD (32193, COFZA . MFD & Syslog
H—NEZEEE(CHER CEHIREICL, MFD #Bi2EIT3ETIS—3fEET 3,

[(RH:#9 % TSFI)
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7°%

(7) FPT_STM.1 Reliable time stamps E{EEAM LAY T
EEMNCEENRERZEEOTELTEEERT B8F(C. TOE M- TR UOVIEEEICLDAM LA
AU TEFHITT DHRERIRIR TS,

B ORELEE FMT_MTD.1 (LED VAT LEBEDOH N aIEETHD,

[(RH:E 9% TSFI)
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7°%
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1.1.3.

70t A%

HA RIS R UL R AE OH DT B Re & AR AeE3 %, TSF IC7DEART M VRT71—ACE(C,
FIATTREICBBHEREN RS,

a)

b)

c)

ARSIV THIE SN S RE
JE—-HERE. JPDABEE(EIR) . AT vUREE. XEORAFEIMDL LHEE. TV MERE(TUVA
— FSANT O EE DR E WM THOENRIFHIRIE) IRV TERELET %, FRELBLMG A
RISNBL, ), JaT R - BEDR R RE

Web UI THilfHIENSHEAE
JaRE - BEDRTHEE. NN LD ET —FEUH Ui e

FAEDIAM7V DT IVE—FSANeERT SHEE
FRAENFREDIAT7Y DT IVEI— FIAN TR EBERE LIRRETTUY METRET BL.
MFD (3 RIFBEEN B LIEZ B (COH ZIET —REEY My T T—AICE#(TIVIR-X)LTa
—H—ID CEQRERIRY MIICETET B,

(1) FDP_ACC.1 Subset access control H7ty7Ht Al

FDP_ACF.1 Security attribute based access control tF¥iUT1BIHICLZ 7O AHIHE
TOE (3. Table 12, Table 13 [CHEL), BRIEEARBEEDVITEXET IO EARIHES
Jo LT, XERN()ND note Digik(d Table 12, Table 13 M note #8HBL T\,
BREERBEETHERNOND VITEXET A, B EEERBI LR RAEES —FT—ELTEIDG T 7
—F—FER VAT LEBRELZINTOEAREEE S, 2L, EfThUaTE. —FIAENEETS
CENTED, e, JT7VAREDROT ARG, VATLEBELIN 7D E AR REEL D,

TV MEREICHWNTIE. DF147 U PC oI ASNE TV M —ARNICHIAEZHFET572H01—
H—ID &EFENS, T)V MEREICHITR VadmBEER., 7)YV M -RICE&FENE1—F—ID LT
BESND, (note 1)

AFvUHEE, JE—#EE. J7D AR EHEEICHTB YT E, BERIUIOT M LTIz 1——1D #¥,
FDA—F—ELTEIND(FoNS, (note 2)

IPOAREFNIITE. TPV AR EEES VLM ABEIMFETERYH. EREBRENS—F—L
LTEINDFoN%, (note 3)

IPIAZEVTREINS I7IAZET AR RETIRYIAICEN A TON TSI —ID H'7
—F—=LTEMFFNS, (note 3)

TPHAZETHEERETIRVIAR., SA BMEK T2 ENHS. (note 3)
TPHAZIEN YT T—4% TOE SihoiEnndizh,. TOE DFAETHILVINhO1-H—%. 77
DAREDIITHELUT AR TSI TERLL, (note 4)

XEDNRFERMIE UKRER . AX v XE. J7DAZEXEORYDAREFLENDENE Ligaeza]
BEET Do ATV UBREICH VTR I ERICOTMAVBRENDBETHS . KVDAILAF v X EETETE
T HEEBIIRTORYIAN, —&FHEFE SA B ENFBETIRVIALZITHE
RATEEEB D, FIAEFIAF O NEERETINVIAZEIRL, AX v IREZRITTIN, FBIRLE
RYIADFRBEEN ATV X EDFBEBICLB D, I7DAZERBEICBWTIE. 77D AREXERT7Y
AZERRVIAREEIND TPIARZERNVDADFRBE BN, J7DAREXEDFRBEELLD.
(note 1)
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NYDACRFSNLET-IOEDH L, FLE1— TV MER. HIBR. )V MERTIEOER LA
HOZBIRGE. A BEEFZEEMEERBLINEITTES, SA BVATLEEELLN ., th ADKRYD
ADT—RIFEIETEREL, (note 5)

TV AxXvD, JPDAREE . TPV AZEDBREXETADTLE1—B. BBEFLRVATLE
BELITNERITTES,

TV I7DAZIE. XEORFEMDH L, WINOBEEICENTE. XET-AERET IR
REESNELY,

AV I7DAEE. T7IAZE XEORFEEMNE LORIE VT2 E T IRt NG
LYo

-3 SFmAEDHRETHENTES,

(BE:&E9 3 TSFI]

TIVB— R4

BAENRRIINOIE-HEEBE. TUV MERE. AFvIUHEE. AF v UMY ARFRERE. 7D AMEE. XER
N LikEE

BENRIDOIITIKEE - BEOR R

Web UI O Ja74KEE - BEEDR RHLEE

Web UI ORI AN ET—2ENE UiAE

ARBEFEER

1.1.4. tF1U7(EH

(1) FMT_MOF.1 Management of security functions behavior tFi1UT/#EEND5HZFEL\D
=g
FMT_MTD.1 Management of TSF data TSF F—4NE&EE
FMT_SMF.1 Specification of Management Functions EIE#EEDIEFTE
FMT_MSA.1 Management of security attributes T¥1)T/BHENEE
FMT_MSA.3 Static attribute initialization &rIEE#IE1E
FMT_SMR.1 Security roles t¥a1UF71D&E|
TOE (B AIFREISNZV AT LEBENDHIC. T Table 22 ([RY TOE tHaYUT(#aE(CRA R
TREFLITAEBBEEDSRERTELER. BLURHEEOHMFBEREZRE T —104871—
ATRET S,
F. BARREESN—RFIAEIERDNRAT-FERDHAIHETHS,
CNDDIEEEICED, ERSNDZ X 1IUT EEBEETIRE TS,
HEEEERIOSEIL., #MREEENMEERILBLU Web UL ho0dM1 U LERICRTENDS
BHEBEEORRELOTHERT S,
TOE (&, Table 12 Table 13 [CHEL), BIEEXRBEETIRNOND VaTEXET-AOMBEHITE
H|OT 74 MEELT, B EEZES LRI REHIIERERTE TS, 553, 17.1.3. 7OEAH
8 (1) FDP_ACC.1 Subset access control #7ty 7Dt A%l FDP_ACF.1 Security
attribute based access control t¥a1UT1BHEICLZ7OEAHIEH I ESEOIE,
TOE (Z. W EEE . SA. VATLEESE . —KRAIABORBNZELALCFRAFCEEMT. Tz
T3, ®ENT, - —ID EMSVTHD. TOE (AT Y LEFAB(CI—Y—ID (LT 3%
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&35,

[FMT_SMR.1 (CR§#ET S TSFI]

Web UI Oz 5525

BAENRRILOHRIFRE

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CEH&Y¥ % TSFI]
BAERRIOEE KR

Web UI OEEHRE

[FMT_MSA.3 [CR8:E ¥ % TSFI)

TUVVR—=FIAN

BAENRINDOIE-HEE. AFvUBERE. AT v URVDARTFHRE. T7D A HE

NREBIEER

Table 22 %151 EEHEAELIRERIAET Ul

t¥a1)T1EEIEE #E)1S2%) | Web UI
ARL— IS BEEDREESRL. BN/ BENDOHREET) v -
ARENRIDDDOEIEED)SAD— MERDEREES B, B/ ES v -
DEREEIT
FAERARICLZTIVCAEGREESRL. BX/EM. EERE v v
DR EEIT
HHEEE ID EIAT-ROEEEZIT) HBHMEEZEDH TR v v
FAZE ID OERL. ZE. HIREITI. SAT— FOEEE(TI, Fk. v v
FAFCENETL®EZSRL, SA FE— KA AFORICE
B33,
1Y AD—-ROR/NMXFHHRBESBLREETD v v
BIET-ARESLHEEDRTEESHEL. /BB LUHMAERD v v
BREET
TLS Y—)\GEFAEDEELZSRL. 1R/ EFHDEEETI, - v
AR EE DR EFS L, KRR/ BUOREEITD v v
TIAR= TV MEREDR EES R U, EHE/HRIOZEEITD v -
Bit. Bl ZSBULEREEITS v -
BOTAMEBEDREESHRL. A3/ BHOREEIT v v
TP—LIT77YIT— MEREDREESBL. B3/ BIOHREEIT v v
F—ROU7HERE GRENNRILB LU Web UI) DS HREERE v v
Lik— b HDREESEL, VAT LEBEERE/MAEDREET v -
)
NAMR—IVIZTPIREHIRBEEDS R ETITHO(HKEEDE /& v v

B/RSFINAT—F)

TXI)TAEBEREEDSBERTEEITI BEEDE S/ BUHLY v -
Syslog F{ENERTE)
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TPDAERRICH T B RIERVIANDSREREEITI, (HREOH N/ v v
NBIURIERNYIADIEE) *1
*1): ZIERYDADIEEL. SA BMERULIZRYDATRIFNIEB SR,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—40{3#
TOE (%, #5588 (KEK: Key Encryption Key)%&¥FX T NVRAM2 [CIRTFETBH ., TATOF
RAEICHLT. COBBREFRHLTLHDAVITI—AZRHE LTIV, 2. NVRAM2 AT
(FEN TV EMRIE. AML— IR BRIELLEERTE G,
AML—YRE B8 (DEK: Data Encryption Key)ld. £L5E® KEK T AES-CBC AX TRES1EL
T.NVRAM1 R U SSD [CfRFT %, SSD [CIR7ET D DEK D&/ \WH7yTTHD.
TOE DEENEFF. NVRAML [CIRFSNLESILSNZA N —IES#(E. NVRAM2 (CHZ IS
BTESIEEIN. BEDIEFEXDIKEET DRAM [CREFIND.
L. IRTOFIAEICK LT, TOE (&, DRAM ICREFSNEZEXDA N — I ERERHTZTA
VRII-AZRBELTUVEL, Fo. DRAM [CIRFSNTVRIEXDA M — UGS (I, BRZEET
CECEDHEESND,
TLS BIEF(CERATIHERTEZOIEAE. 7.1.6 (15)DHIBICLNIEBILSNIIKEET
NVRAM1 [CRFSN. IATOFIRABCH L THERZSRH HTA I T1— AR L TLVELY,
BIEICHIAIND TLS vy aviE R U TLS EC Diffie-Hellman #ZE{E(EFE X T DRAM (LR E
N3, IRTOFIAFEICKH LT, TOE (&, DRAM [CREFSNEZEXDEYVIVBESEHIZTI A
TJI—-AZIRBELTUVED, F2. DRAM [CRFSN TV EXDEYYaVERIE, BREFEET IEICLD
WEIND,

(BE5&E9 3 TSFI]
L

1.1.5. SEEER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller ROM & Fax ROM D220 77— LJI7ICENERSNTHD. Thn220T77—
LOI7DELMERIET3E(CED. TSF OIEEHEERIET S,
TOE (&, #28)8F(C Controller ROM (& 4byte ®F1vDH Li, Fax ROM (& 2byte OF1v04 L%
FEUAEMEE— TN EMHERL. EERERENRIUIIS- 2R RUEEZELTS, Fk.
DRBG [CBUT [1]11.3 [CREDAIATAIEEITL, TAMKKR UG E 3R ERIVICIS—
ERRUEENEE1L TS, 55 DRBG OE#k(E 7.1.6 TR,

(R8:&¥ % TSFI)
BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update Z{SE7vyFT— b
FMT_MTD.1 Management of TSF data TSF F—4NDEE
FMT_SMF.1 Specification of Management Functions EIE#EEDIFTE
VATLEBER ., BENRIVDoDRELCED . BIENRI L TEEBFOI7—LOIVN—Ja ek
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RIBENTED, T, BEESR EIAMEENFH NI B LI THIEE T D TOE 2T % 77—
LoI7DN—J3VatERTHENTES,

Frz  EMARRSNEZIATLEEEOHN, YVATLEEEDIM17>V D) Web UL iib, Controller
ROM, Fax ROM &)= ULI\MMF)I774)V% TOE (EETBREICED, J7— LI 7ET7YTT
—;FBENTES,

TOE (. YATLEEEZEIZM47V D Web Ul ho#Z ESNS 77— LOI7Z2E8 )\ 1 FUT71 ) 2%
ET3E MFITPANNSRASNZEFERZIRALL. REEICKKR LB &R, P7yTT—MefLE
L BERRIVCIS—@RULTELET D, M FUTPMIUH ESNTWBEFEAIL. NI FUT71)L
% SHA-256 T/\woablz/\WwialEx# K 2048bit D ZEHE THES1E Lz RSASSA-PKCS1-
v1.5 ARXD RSA FINELTHD. SOTRIEDFIEZ. 1)\ FUTPAIICSHAFENEEFE
BET77—LUI7ERWRIIA RSA ARRBICTES. 2))\M1FHYI774 )& SHA-256 T/\wa, 3)
BEHRENYDUMETLEL, —HINERIADI. F—HTHN SRR ERD,

[FPT_TUD_EXT.1 [CEH:&#E$ % TSFI)
BENRIVDOIT7—LOIT7N—JaVFER
Web UI O77—L177v77— MEE
[FMT_MTD.1, FMT_SMF.1 [CBEH:&E 9% TSFI]
Web UI ®77—LI177v77— MEEE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) REES#4%
R (IExIFREE )
TOE (3 TLS RS @ENHEHESL (EC Diffie-Hellman) TRV IEXFR#EELT,. [2]ICEEEDIE
MR EER VS, FBAEEOERAE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 (5
9, TLS EC Diffie-Hellman ##Z1{E(&. Linux ®/dev/random hoFEEV—FETE(14)IC
$2#.0) AES-256 CTR DRBG THRLEE S THS, HEMB#RELT [2]Appendix.D (C52E:
M P-256, P-384, P-521 #4R— kL. TLS 2T VI—YaVBETHRATI—ONRES,

TOE (F TLS —)\GEBHZ(CH ATIIEXMEELT, [2]ICEEEHDEABIIESE. £ UL, [4]IC
SCED RSA BERA VS, CNHODIEXFREEIL Web UI oD 11— —1§RCEBMIND . FEABERE
WO ARG [3]5.6.1.2.2 RU [2]Appendix B.4.2 [Z4E5, RSA #1$ [4]6.3.1.3 &0
B AERICHEN, ZORTHEONDIFRET [2]0 B.3.6 (CENEKEND, #EABEHRELT
[2]Appendix.D [C32#:M P-256. P-384, P-521 %, RSA #E£ LT 2048bit. 3072bit &4
R— L. Web Ul ho1—H—HWITNh— 2B ELTERIETRT S, Fio. TR DEL I ERK
[Cd(14)Ic5E 80 AES-256 CTR DRBG &M 1\3,

EREOBRERICHNT, TOE FADILRPRBORERTL,

(BH:29% TSFI]
Web UI 05588
TVVE=F3MN
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Web UI OEERLRE

BAENRILDAF v U RE

Web UI Y374k 58 - BEDR RHEAE

Web UI OikyDANoDOXET—FERDH LigaE

Web UI OT77—LOI77y7T— MiRE

X &hlZ, FAU_GEN.1, FAU_GEN.2 OB8:&E TSFI £ &%,
(BEEOTNERSNDE, TLS BIETHEEY ) \NEETHH. )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BESH#4 K
(RtFEEA)

TOE BA ML — VISR EUVSEBEBENTYYIVRELT. MENEY MIOELHZRA S, B
BICIE. ARL— YRS S8 (DEK: Data Encryption Key)® 256 £y, DEK Zi§S1L 337250
ErES 8 (KEK: Key Encryption Key)® 256 Ewk, TLS £yYav#OIAS—ELTRIVI—
DAV TREUVEZESARICIEUT 128-256 EV M ENENERKT 5, ELEII(14)(CFEEHD AES-
256 CTR DRBG T4 T3, HiH. 20 DRBG HIEUHENZDE. (12)ICRHELERF (V%
AT R. RV TLS BETYYaVEIBR R THS,

(B8i&EY % TSFI]

Web UI 051525

TUIR—=FIAN

Web UI OEEHRE

BIRRAY

BAENRILD AT v UHERE

Web UI 0 Y374K 58 - BEDR THAE

Web UI OiRyDANMoDOXET—FERDH LigaE

Web UI OT77—LOI77y7T— MiRE

X &hlZ, FAU_GEN.1, FAU_GEN.2 OB:#&E TSFI £ &%,
(BEOTHERMSNSE. TLS BIETEHEY -/ INEIETHEH, )

(3) FCS_CKM.4 Cryptographic key destruction FES#HKE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction S5 #E# ¥ DOHKE
TOE R EXREBEINZIBEUBMBERBE(CE A THRETS(*), TOE (CEXREEFEIND
RUBMBEEOEERE% Table 23 (TRT, £, ChoDR R UHEM IS NEOETHIC
RAM EDQT—DABUNENIE-SNTHIASNSN, RAM EOT—4(d TOE DEREIECHICTE
ERNHEIBREND,

(F)AL—URES#(E NVRAM1 B U SSD [CRFSNSH. (10)ICEEEHMBEDEE S LN,
AEBOHRRINET D, T, (1)ICERED TLS Y—/\GERAEICFI AT SIEXFREIE. (15)DA N
ALICED NVRAML LICESIELTRESNSTY . RAEHDORRNET D, T7—LVIPERIREL
(CAWS AR, MER, TI1R-MESH., BS0)TALEF2)TANTADNINICHZ S

LBLVEhARZHDH RN THD,
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(R8:&¥ % TSFI]
BRI DEE AR

BIRRIY
Table 23 EXHFERENIBERUVBMHOBERE

BerE Al REFE WE A EER

BERE S 5 NVRAM2 | BENRIDEEEAZ1—HM o TIGHFRFDELE

(KEK:Key (CRTHERZELZRR. T—H%(14)ICEEEHD DRBG T

Encryption Key) ERUEEBT1IR EEETS,
THHRFOREICRT ERTIAVLOETOT
—REWETILZEKRL, TARERBESE
HEN—T103VeRIUEESHRTESIILEND
Vs, DEK BRU KEK (FFRE(ICTL S,

TLS tyav# RAM TOE OERE CHET S,

TLS EC Diffie- | (%)

Hellman #Z1E TOE FERMOEF R TAHZIG TLS yYa &L
278, TLS EyYavHE R U TLS EC Diffie
Hellman #MZEERFREICTES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESIRE(RIMEESIE87S)
TOE (3 TLS Oxt#rigrg S5 /85 E LT [5]ICERED CBC E— FRU [6]ICEE#EHD GCM E—FD
AES(128bit, 256bit)&HR— 93, AES (& [7]EHTHD,

(F8:&9 % TSFI)

Web UI 05325

TUVVR—=FIAN

Web UI OEEHRE

BAENRILDAF v UHERE

Web UI Y37 iKEE - BED R RHRE

Web UI DiRyDANb6DXET—HENH LikAE

Web UI O77—LOI77v7T— MékE

X&nlZ, FAU_GEN.1, FAU_GEN.2 OB8E TSFI &1,
(BEEOTNERSNSE. TLS BIETEEY -/ \NEETRH. )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BESR1E(Z 4 LR HREE)
TOE 77— Lo1I77v77— FOEIEMRIECH VT, [2]ICEEEHD RSA FIRINELEYR—T
%, BBE(E 2048bit THhd, B R IA—IYE [2]5.5(F)ICFEE D RSASSA-PKCS1-v1.51(C
€3,
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[E5:&E9 % TSFI)
Web Ul O77— L7177y T— MkRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FEESR{E(ERERKHREL)

TOE (3 TLS OMFFREE. RV EFEBERER/MRECH VT, [2]ICEEHD RSA TIRIIEL R
UHEFAHRT I EBAICRIG LB R ER R UHRIIZ1T), 6. RSA B K(& 2048bit £7z(
3072bit, NIST #5M i #R(E P256. P384, P521 #HiRh— 133, RSA T IUBINBLDNDE L TA—
IyME [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (L), F=. f5AHRT I B L NDE S
A R/IREEE [2]6.4 (S5E5. Chbld TLS BIERICRBEMRFEORIVI-Yav . EFELAE
BEFICE 1Y —DIEEICLD. TNENFEATIER AN RFD,

(R8:&¥ % TSFI)

Web UI OEE##E

BAENRILDAF v UHERE

X &2, FAU_GEN.1, FAU_GEN.2 OB:#&E TSFI $ &%,
(BEEOTHERSNSE. TLS BIETHEEY -/ \NEETHH. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) ES#/E (\yoa7?
IVTURL)
TOE [, 77— L0177y7T— FOEEMREEBEDI7— LIIT7 7Y I T— MA—IT=ADN\Y Y15t
H(ZSHA256 ZF|AHT 3, D SHA256 )\WI1fEEELED RSA EEHRELLETHETE
BRREIEETT S BH. W7 TVILIE [8]ICEHMT S,

(E5:&E9 % TSFI]
Web Ul O77— L7177y T— MkRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BEE&%E (W17
WAV L)

TOE ((11)ICE2&ED TLS [CHFBBFEAVE— IR ARD\WY1FHEIC
SHA1/SHA256/SHA384 #Hih—Fg 3, BEICERTS/\v a7 TVALEBHEFEEOXT VI
—VAVILEPTRET D, o, TOE FEFERER/RIED/\vY1ETEIC
SHA256/SHA384/SHA512 #HR— L. BERAERBFO1I—F—DIEEICLNERTS/\vYa17
WIVZALWRET B,
TLS [CHEF2 A EA - IR ARDN\Y VI BEEFEL ER/HARED/\Y V15t E ML
THNBEHICHAENERENTES, IH. N\va7ITVXLIE [8]IC#EHT S,

[BS&9 3 TSFI])
Web UI MaRI1585
TUUB— R4
Web UI OEE#EE
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BIENRIDAF v UBERE

Web UI ®YaJikEE - BEDER ~i%HE

Web UI ORI ANbDXET—IEDH U RE

Web Ul O77— L1777 7T— MkRE

X &hlc, FAU_GEN.1, FAU_GEN.2 OBS:#E TSFI $ &8,

(BEEOUNERSINDE. TLS BIETEERY—)\NEIETILENH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S (AES TS 18S)

TOE BARL—VBEEDIESARELT, [9]ICEEESINE AES. BV, JOVIRESE—RELT
[10]ICEE&E SNz CBC #Hih— 9%, #RIE 256 EYNTHD, IV IEA—IDEHAIERE
DEK #TICEH T3,

(BE&E9 3 TSFI]

TIVB—RIA4N

BENRIINOIE-HEEE. TV MERE. AT vUHEE AT v UMY ARFRERE. 7D AMEE. XER
D LigkRE

BENRRINDIITIRE - BEDR RHEEE

Web UI ORI 2 oD XET—SERDH UiEE

NREFEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) mBSigE(BES
1£)
TOE (i(lZ)(CEEﬁ@LU ARL—URES1EHERED DEK(256bit)%® [9]IcitE Sz AES AKX
B1bT 3, K3 256bit THN. JOVDEESE—FIE [10]ICEE&H SN CBC &HR—FT 3,
fLE(Bt 256 EYNTHD, IV (F(14)(CEEE D AES-256 CTR DRBG N'oJ3ELEITHB,
(12)IZEEEDED. APL—IURES{L#%EED DEK(256bit)2iE51ET2DIE, AL —URBES#FI
AUh 3 TOE O EIR2ENRF ChHB .

(R8:&¥ % TSFI)
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) MEEREBRMA/\YvYarvt—IEREE)
TOE [F TLS [CH12 8 EAE— IR ARELTUTEYR— 1T,
## & (bit): 160, 256, 384
N\w¥a1:SHA-1, SHA-256. SHA-384
*vt—IH1 I AMR(bit): 160, 256, 384
Noa7)IVTVZLIE [11], BFEN\YDaAvE—IRRBEE7ZITUXL(HMAC)(E [12]IC#E#MT S,

(BE:ETS TSFI]
Web UI O# A58
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TIVE—RFAN

Web UI D& AR

BENRRIOAT v UHEE

Web UI O Ja7iKEE - DR RHLEE

Web UI ORyIAN6NDXET—SERDH UHEE

Web Ul ®77—LO177v77— MEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OESE TSFI £ &%,
(BEEOUNEREINDE. TLS BIETEERY—)INEIETIENH, )

(12) FCS_KYC_EXT.1 Key Chaining ##F1{>
TOE 3R ML —YRES52(DEK) R U DEK ZBE 5L T 3Ich DRSS 52 (KEK) R TF11 0T 3,
BE{REICIE TOE BA ML —YBESRTIMUNBVEBIF(BAMICIE. THEEVREBR, i
(& BENRIVOEEREA -0 TIHHERORECR T BEE LR OEENFF)IC(14)(CREH
® DRBG T DEK & KEK Z4 A L. DEK (& KEK [C&PD(10)[CH->THES1EL NVRAML R U
SSD (. KEK [3F3CREET NVRAM2 (2, ENENRET B, 2 [ B LR DEEEIFFE . NVRAM1
(CEES1ELTHRTF L7z DEK Z NVRAM2 hoieds i L7z KEK T(10)ICE-TES T 5. BRI
DEK. KEK £%(Z 256 EvT%%, DRBG ICId(14)(CEEEH LZEN+ 576 IV bOE-DMit#EENn3
TeHBEDIRE (X 256 EVMTHD, BFIA VDT 256bit EEN TSNS,

(R8:&¥ % TSFI]
BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material XU HHDRE
TOE (F(12)ICEE& L@, ARL—IREERFIM UM TOE ¥ EEEIRFIC#E M) DRBG T
DEK & KEK &R L. DEK [& KEK THEE1EENT NVRAM1 KU SSD IC. KEK [FFTIKEET
NVRAM2 [CENFNREFET D, ZDMDA L —IIZ DEK, KEK MREFESND L, NVRAM2
(FIRZIEAATEEA L —ITHBILEH. (12)DEFIM1VO—ENERM R ATRELG A ML —JICEX
TRESNDER L,

(R8:&¥ % TSFI)
BIRNIY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1B ELEEY MERD)
TOE [FEL#ARKIC [1]10.2.1 [C#EHLTz AES-256 CTR DRBG #FIFH9%. _?» DRBG (&
Derivation Function, Reseed ##E% & L. Prediction Resistance #ge&iFicial\, £,
Linux I—%JL®/dev/random Mo B EL.#ZY— FeT %, /dev/random DIRHETTHS
Linux Random Number Generator(LRNG) R U LRNG [SEATIHO9DHI3055H H L
HifR/ A XEEHEEEREIY MAE—RET S, CO/M A EV T MII7ICENERMICRHRDE S DESE
435D THP, DRBG [E/dev/random h o #aEnizo— k& entropy_input U
nonce ELTHFIBATZH, ELEHDIV OE—=(E 256 By b x1.5 #884. [1]8.6.7 DE#EHL+
nEEZS,
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TOE [3Z0 DRBG ZAWCA R —YESHE. TLS v aVi#zEHT 5,
(12)ICEEEDED, AFL— IS HREHDIHIC DRBG HZEISNSDIE, AL —JUIES#FIM
UH3 TOE ORISR CTHB

(B8:E T3 TSFI]

Web UI 05525

TIVB—RIAN

Web UI O EEHERE

BIRRAY

BENRIDOAF v UHEE

Web UI O Ja74KEE - BEEDR RHLEE

Web UI ORyI AN ET—AENE UHEE

Web UI ®77— L1777 7 — MEE

X&hlZ, FAU_GEN.1, FAU_GEN.2 OB&E TSFI £ &%,
(BEEOTNERSINDE. TLS BIETEEY—)INEETIENH,)

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD EDTF—5{R#
TOE ZAML—IF I MALDT—HATOVV B TR E1L/ESIET . EEMICE. ANL—IFT (4
ALDBEBIERIRN—T1 AV TBI771 I R U A T—H0D Read/Write 2 LTT 2018
S/ BEERL. 2%/ \—T1 23V LTT 427090 % Read/Write 3, lES LA
FCS_COP.1(d)ICD. B EIEREN—T1VaVeSCA N —IT N1 AZTR L AT BER
NVRAM1 B U SSD THD. NVRAM1 KU SSD LISHCIRM AR ATREIR A L —I T N AT
A
LEOAMN—IEELE. BEBECLOTAMN — IS N BRI ESNZE. TOE #1E
EERHOBNET D, BEEL/ESEICFIRATS DEK (F(12)ICE & L@, SR F I/ Uh G0
EEIRFICERSIND,
2TOFEXDOFAET—H. FXOHEZD TSF 7—45lE NVRAM1 R U SSD LRSS H/\—
FAVAVICEEFRAFNZHEES1ESNSD, NVRAML R U SSD EDIEREB LR D) S—T1av(C
(&, TOTS LA A=Y HlHEIFA—31 KEK Z#EL(10)ICEEEHD@IIE S LNz DEK OH &
M., EFXOFABXET IRVEXDWED TSF T-32EFE. BH. DEK ORES1LlE
(12)ICEE&E LzED TOE DR ST 14 VNG VEBIRFICITIOND . Tl FX KEK ORFLETH
% NVRAM2 (3IF#h 3B BEG A L— U T INA ATIE 3L

(BH:#9 % TSFI)

TUIR—=FIAN

BIRNIY

BAENRINOTIE-HERE. TV MERE. AT vUMEE. AXvUIRVOARTFILEE. J7DAMEE. XER
D Likae

BENRINOYITIRE - BEOR THRE

Web UI DiRyIANbDXET—RERNH LiRE

AR EBIEER
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1.1.7. SE8EE

(1) FCS_HTTPS_EXT.1 HTTPS selected ZE{RSN7 HTTPS
Web 730D ETDEIE F719D% HTTPS TEFa7FrRIME T3 L0581 T 55 E N AT BE
Thd. CHOREIX Web UL hoEIEEDHNITAS, HTTPS (& [13][CH-TZRETHD,
D347+ PC D Web 7509 bt EREZ(T5E. TOE D347V + PCRET TLS BEEQ®T
VI-avEHELL, HTTPS BIEERIRT %, V547V PC ol TOE M Web UI LT3
RFREES SUTARTOUVE—MEEICK LT, HTTPS BENERINSG, Fo. VATLEEEN
TOE MERICHE SN EEEDOTZ Web UI hoikd H I, HTTPS BIENEAINS,

(BE&9 3 TSFI]

Web UI O 5525

Web Ul D EEHERE

Web UI O Ja7iKEE - BEDR RHLEE

Web UI ORyDI AN ET—2ENE UiAE
Web Ul ®77—Lo177v77— MEE

(2) FCS_TLS_EXT.1 TLS selected &Rz TLS

TLS BfEELT [14]D TLS1.2 #HiR—+T 3,

TLS BIETHERATREE A — MDSA7Y b F—/\E D TLS XD Yavh(CxTYI-benB,

TOE ([$ TLS ZFIA I SRIEICH LTI, TOE (FHEBEICIEUTOFMPY MY —NITEBDES . B

ZIX, Web UL PDEATIIY =N, AF v XEA-IEERICEDI17Y beLTIRD D

TOE 30547V M oIRESNTES A — bR Y IR— M BB E D% 1 2:EIRT S, TOE

PHIR— T BEESAM— MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(R8:&¥ 3 TSFI]
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Web UI O 5IFEE

TUVR—=FIAN

Web UI OEEHRE

BAENRILDAF v UHERE

Web UI O Y374K 8 - BEDR AL

Web UI DiNyDANbDXET—HENH LikAE

Web UI OT77—LOI77y7T— MiRE

X EnlZ, FAU_GEN.1, FAU_GEN.2 OB8E TSFI £ &1,
(BEEOTDERSNGE, TLS BIETEEY -/ INEF TN, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSF IE{EBEFv®IL
TOE (3 TOE £BEEH—/\. Mail H—)NeDT. ULTOREBEEIA I EYR—FTS, NI
ED. IV RRIV MDERIERIET - IDRBERS AN OORENMRIIEN D,
BE&EY—/\: TLS
Mail #—J\: TLS

(B5:#9 % TSFI)
(8#&4%—/%) FAU_GEN.1, FAU_GEN.2 Of85& TSFI (%33

(Mail 5=)V) BENRIVDOAFvUHEE

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{EE/\A(EEER)
TOE [FBEEEDYE— FPCHHODETIEAMVATI—AICK L. U TOEEEEE IO ILEYR
— ;% INIEED. TV RRI Y FOFERIEBET —IDRBERS WD O DRENRIISND,
Web UI: TLS/HTTPS

(B8i&EY % TSFI]

Web UI 051585

Web UI OEE#AE

Web UI OY374RKEE - BED R THAE

Web UI iRy AN60XET—FERDH UigaE
Web UI OT77—LOI77y7T— MiRE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E#E/\AGEEEER)
TOE [FFEEEEDVE— FPCHODETIEAMVATI-AICH L, LTFOEERBEETO NI =Y
=T %, CNICED. IV FRIY POFRNEBET —ADRBEHS AN LD RENMRIESND,

Web UI: TLS/HTTPS
TUVB— RS54 )SHhBDENRI: TLS

(BS:E9 % TSFI]
Web UI Oz 5I52E
TVUE=F31N
Web ULl Y37 4R - BEDR RHEE
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Web UI iRy ANoDXET—FERDH LighE

1.1.8. PSTN 77DA-2yrI—DRD 5 B

(1) FDP_FXS_EXT.1 Fax separation J77DA5 &
TOE (&, 77DAET LEEEHS . ARBEMMBREN LT, I7IAT - ADEZEMREZIRIEET D,
HR— 370G ITU-T G3 E—FOHTHD,
TPD2AVRII—ATEZENHFINTNSDE ., FIAZEDI7DYIIXENDH THB.
T—AET LERERRFLY . AN LDEET - REEIVY RE— IR IR, 70 A=K,
b TOE [CRECPDEATRILRFITERL, Fo. TOE (X, AR BIEEBRMEERERY M) —DRETT
—HERITETHEEELLEVVY., ARBERRZENZELARRBRT -FEREBRYET—D
EE(CELIIL,

(R8:&¥ % TSFI)
NREBIEER
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. H®&EE (Acronyms)
K ST [EHTBRREEELLTICEREAT B,

B EENE

CC JEV9347U7(Common Criteria)

DRAM H4F39D5 058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E 0EFIFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FURIVE A H#(Multi Function Device)
TERMSVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—YEeak §i&(Page Description Language)

PP J075Y3»70774 )L(Protection Profile)

SFP tXa1UTs#EE S (Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—ILEETIORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"y(Security Target)

TOE 1@ xf % (Target of Evaluation)

TSF TOE 1) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITDRAFEELUTICEREAT S,

FREE BiEA

HETD T7AVIAT L BREATIDNOIROBEEZUNGVSIITHEET I EEIET .

KEK Key Encryption Key OB&, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB&, ZETlE. AL —IBEROCEZIET,

729V AEY SD F7=(3 eMMC %387,

Web UI FIEAEZEDS17V 0D Web I35 %N UT. TOE [CRTRIEENTERMVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACHEMSNZXEERYMI—D EOIVE1-hbEDH T
CENETRETHS . IRVD AL, EEERAEC ClAMFolder eV B FFCIR SN S,

TIAR=T)U b
(Private Charge
Print)

UV MERECH VT, FIRIT—3%7IVR—XLTHER LEEY by T T—5%, MFD DA
Fo—VREIC—BERL, BEESNZFRAEMRENRIVINIETRT 2E TR ER A
EE POV Wb

XET4
(Document data)

— i F A& (U.NORMAL). SA h* MFD OOE—#8E. ) MEEE. A¥vUBEEE. 77
DARE. XEDREFHEEZFIATSMRIC. MFD AEiZzRBT 22 TOERIEHRES
T3 MMULTXET HERET S,

AFvIXE AT UBEE(CIH T, BFEAANEBRINLXET -4, K TOE [FAF v XE% Mail
H—)IINEELED, XEDRFEWMNH UHEEICIDRYD AR TFET B HEEERR D,
TPIAZIENE TP AEREIC LS TRIESN .. K TOE THRMNIZEFHAXOXET—4TH3.

SZEEIRAINYD AL
LoR—

(Folder Selector
for Fax receive)

TPDAEHRICH T RIS RVI AR E T SHHE,

BEEOY

WD, FEDY EDLIBAEREITOINELIFER (FIZE, 1-— 1245 EEPERE
BRE)E. BHEHINTT 4,

FRERE BAIFREE LRI AEICEN LB TONS % E, A TOE T, M EEA RS, SA &E.
(User Role) — M AERINERIN TS,

HHEEERE WHMEEEN TOE 2R ATSRICLELERZRT, SFR ATIE Key Operator
(Key Operator role EXRI|WSN3,

role)

SA &E| SA N TOE ZFIAJ 3MRICHELBHERERT,

(SA role)

— A AERE
(U.NORMAL role)

—R&FIAE(U.NORMAL)N TOE 2FI AT BMRICHERIERERT,

FIFAEHAER
(User Identifier)

FIRAEEHANTIHDIF#HR, 1—F—ID,

- 88 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




R E A AR
i

(Key Operator
identifier)

MW EBEERIEENY THNE1—Y—ID, SFR N TIZ Key Operator Identifier
ERBEIND,

W EEE
(Key Operator)

MFD D#HEE® TOE tX1U T HEEDREZITIEEE,

SA

HEMEIRE HBVMIBRICERENE SA B 7HYY MetER T3 ENTE, MFD D#445
EIED TOE tFaUTHEENR EEITOBES,

VATLEBE Key Operator & SA D#AFR,

(U.ADMIN)

1—g_zms TOE & #aeZE AT da1(C. FIRAEDEAIFRELZ1ToC TOE OF A& E(CHI BB ZH
(FHTzHDEETHSB,

(User

Authentication)

SNEREREEA T AV AV A=V BEICEN | RRFREEEAMERFREED2 DD E— FEYIR
—+9%h, X TOE TIIARKZIEE- FTEMET S,

¥: N7 A H
(Local
Authentication)

TOE @1—%—525t% MFD [CEHFLZ1-Y—FHReEALGGRREEEEZTIE-F,

%ﬁnuh Y-

TOE O):L_"j- ununE’é%tBununE-‘j‘ l\(;ﬁfibrl -U- 'lﬁ#&&ﬁmb_CmmuiEmiiﬁ

(Remote - .
. 2E-FK,
Authentication)
AML—UBEE REEED—HERETIAN —JEHEBILTIHEEERT .
e e i R—UEEk EZE(PDL) CHERBSNIZENRIT—2Z @ L. EY by T T—R(CEHT 8
TAVIR— Xt RE "
e e FAVR—ZAHEEEICLD, R—USE R S & (PDL) CE RSN T — A% L. Ev Iy TT
TAVKR=X

—BICEMTBIE,

ZA—MDUTHERE
(Auto Clear)

BENRILELY Web UL B EELBLVREC—ENRRINRBLEEE, B
HIICEREEN DT 7 FENBHBETH S,

DANI—IVIZT

(Customer MFD QOR=F/EEZITIIVIZY

Engineer)

WEE WEELE, TOE FLERESNTVIEE LT EGFEZELIPILATIETHS,
(attacker) WEEICL. RFESNZRABTEHSD . EDERXRZRLTPVERATIELEFNS,
BENRI

(Control Panel)

MFD QREICBHERIREY . 30T 89FRINTARAT VA EBRE SN IRV,

—MWRFABEDIATY

—IRFRENFATEIOIMT Vb,

|~
VATLEEE IATLEEBERFATEDIATU . YATLEEEIL Web 7505 %FE LV MFD (2
D347k s UT. TOE BRET—HDHERPEEFMRZIEITI.

TVR—=FF4N
(Printer driver)

—IRFAEDSA7 b LDT 5%, MFD DEIRATREIA— YRk 555
SNTZENRIT—RICE#T BV I IIP T, FIREDIAM7V MTERAT 3,

(PDL)TH#RL
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MFD DMEIRATREBR— YL E55(PDL) THERINTZT—4, HIFIT—4(Z. TOE ®

ENRIT—4 FAUR—AHEETEY by T F—AICE#EN D,
JE— M BECEDFZHAEN T -8, BLUTUY MEBEICINFIBEDSA 7Y DR ES

Ey by IF—4 NEERIF—3%FIVR— A EETERULET—8, EyhIyITF—a B AR TES
EMLTN\— RTAADEBICHEMESNS,

g IE—HRET IIT hBDHEH AH DR REBIXELKRE . BELEETRT,

TOE B5e5—5 N TSF F—50—ERTHN. TOE [CL>THERL SN TC_)E (CBALTHEREN =T —
RATHD. TOE D+ 1 T HEECE% 5 23R DHIRET 5.

o BEEREND 256 EYMDTF—2, APL—UEBAOXET—HORFEC, CORT
—h%EERALTEEEE!T,

*ykI—h SERRY RD—DERBRRY MI—DEEAETE—BHMICERTIIZEORE,

HERRYRI—=D

TOE zEEHI MR T EENHRGL., AERYFI-DLUNDFRY I -D&HET,

RERRY FD—D

TOE 'SR ESNHEBOMERCHD. SRRy D —DD 0D EF21UT1DEBICK LTR
EINTLR XY MI—DAD. MFD & MFD A7DE AWM ER)E—- FOFERGEY—N
PIS47 b PCRIDFrRIVEFRT

AREFEER TPDAEE. TPDAZIEDT AN RN EIHREIER SN DM,

AR EIELIRE

PSTN

(public telephone

line)

ARERT—H TPDADNAREREERNSGEZEDT—3,

(fax data)

FEERE ITU-T #1&ED X.509 [CEZESNTHED. KANFR(FTEHER. BiRl2 . 2E1%F). 2F
8. BSEAR. DIT7INFVN, DTRFrENREFNTVDIER.

Data on TOE {ET—ATHN., RNMARIIFFICH(IBFIRABEDNAT— FEREFOR/NIFHOD

minimum user
password length

LE

Key operator
Password

TOE BET—ATHN. HMEERERILDZHDNRT— FIEER

SA Password

TOE BRET—ATHN. SA FRELDTzH D)\ AT — FIE#H

U.Normal
Password

TOE BET—ATHN. —M&FIFAE (U.NORMAL)REEDTZHD/) AT — FIFHR

Data on access
denial due to
authentication
failures

TOE 5RET—HTHN. FIAE ID LR KICEART S HEEDH R/ BHDFEIRE KK
B $4 1% &R

Data on Auditing

TOE BRET—HTHN. L\, FEH, EDLIBERETNEILWOERWBIZE, 1——
BIE.BEPEREERY)E. BT HEEDE S/ EHDIFH

Data on User
Authentication

TOE FRET—HTHN. MFD OIE—#ae. AFvUHaE. T7DABBES JUT Y MitkE
ERATAHMRIC, 1Y —EREHEMICTEREE I HERE DB 2/ BB LUREDER

Data on use of

TOE BET—HTHD. RKNRI D bDFRFERF D) AT — R
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password
entered from
MFD

control panel in
user
authentication

FATEREDH 30/ S DIEER

Data on Private
Charge Print

TOE BRET—HTHN. TV FF—IRERCTIMR— UV MIBRSEINEIRISE
NDERE IFH.

Data on Trusted
communications

TOE BRET—ATHD. REBRYFI-D LICHEETIXET 4. YVaJlEH. EEAIS
LU TOE |RET - RV TLBIET —HERETILHICH LT 5 —RMGIESERIET
ARILVOER/ ENESUREDERSLUEAE. BELA/MES L/ IAT— K, HiEfE
N2 — FIEER,

Data on
Customer
Engineer
Operation
Restriction

TOE BRET—ATHD DA —IVIZPZEHIRERED T 2/ B D IFHR B VRSF
/"7\'7_ F@'F&*&o

Data on Storage
Data Encryption

TOE RET—HTHN, AL— YRS IEHEEEIC
BRI 3 AEDH T/ BHDER

Data on date and
time

TOE BRET—ATHD. 3 LY -V /Y31 LR EFMEBERZIT-ATHS.

Data on Auto
Clear

TOE BRET—HTHD. BENRIA— MUTHEEDAE R/ BB LUV 7RO
BLU Web UL 07— MUPHREDH 1/ BANDEBRE LUV TR OIFE R

Data on Self Test

TOE BRET—HTHD. BCTAMEREDH M/ EIDIFH.

Data on Report
Print

TOE BRET—HTHN. Lik— M RN E IFH.

Data on
Firmwareupdate

TOE BRET—ATHN. 77— LII77v7TT— MEREDER EHIR.
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