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A User who has been identified and authenticated
and does not have an administrative role

Normal User

B FBIFERE S - FIHE ©, EFEHEEEI 2R ORI A
Administrator A User who has been identified and authenticated

and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
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Data created by and for the TOE that might affect
the operation of the TSF
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D.USER.DOC | FIH#FEET— | E T ERIIN—Far—oBA T, FHEDOE
o 2B ENDEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | filfiFE Y a7 R OXEFTITCEQE Y 2 7ICBE T 55 #®
T
Information related to a User’s Document or
User Job Data Document Processing Job
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D.TSFPROT | fRi#E 7= TSF | 7 — X OFiAE CHLEHEEEE THL 2 VWHIHEIC X
T—H HUEZ/INTOE O 2 U T 4 I8 E KIET )
b LW, BRFEITFFACEH TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSE.CONF | fs#® TSF 7— | 7 — X DA # CHLEHERE TH 2WFIHFIC X

7

Confidential TSF
Data

HRBEITHEAN TOE O x 2 U T 1 (2%
ZRIET b Ltz TSF 7 —#

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

WEF 1L TOEDA v % 7 =— A% LT, TOEHN
DOTSFF —ZIIARIET 72T 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDEENFF ] SNT=4E . TSFOREEENZ X -
T, X2V TFT o 0EKREGI SR ZTNE LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEF L TORICARER Y 7 Ny 2T A A R—
LT BH0E LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEEIZ, *y NU—JlEEE=X L0 EEL
0T AHZLET, BERPOT—RIITIEALTEY .
TOEDEX= VT 4 2L L0350 LV
A%

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

HEotxa) 747G

AKTOE \CEREINHMfOEX 2 VT 4 F#t52% 3-6 12577,
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PAUTHORIZATION

ML, SCEALEE K OV B RE 2 1T 9~ 2 Al A
S DRV WA DY (U E Ao AR

Users must be authorized before performing
Document Processing and administrative functions.

PAUDIT

XV T A BET T o BT I XERE IR
X759, FZok BT I v aron iRk
S, SNBIT T 4T 4 ~KESNR TR S
A/AN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE(X., LAN EOfDT A 2 & B & 23 T& /e
TR 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOENFIHAE LET — % I3 EOTSFT — 4 %
BMIAZ Ha n[ GE/R ANFERME R b L — U T A R TRTF
T5546. TOEIZZFNOL DT A A OGNS T —H
- | A RS T

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL

FIRECET — 2 F730E OTSFT — % O8I HAZ
PATTRE R ANHEIME A N L— D= DR B8E D A4 Rk
WZHFEGT DXL, EX o, T~ Sk
FIFXEOMOH B D LHEIR. RNERT 7 A6
EINRTNIER SR, DOFDA ML —UF
INA A BFIRAF SN TR B0,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

PFAX FLOW

TOENPSTNY 7 7 Afffe # &9 5454, PSTN
7 7 7 Z[Elf & LANO B O 53 i 2 RGET 5,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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AETIE, BET 298 234K TOE OFH oA 7 eE LT, A TOE %
% 720 ORIREAT K OSBRI SV TREE 5,

FRARVEREICET 2RHREH

A TOE %M 2 BRORHEERGE R 41 17T, 2D ORFREENHZ S
RO E, KTOE OFXa U7 ( BENANCENET 5 2 LIZRIES 7,

AR

A

EE

A.PHYSICAL

TOE K O'TOENRFE 71T T 5 7 — & OfffE
BoltEEX2 U T 0, BEICL - TRt

N5z EEEET D,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

WHBRE L, LANA V% 7 = — ZA~DIEH S D
BT 7 EANLTOEZR#ET 5 2 L A 1ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V1 hOEX2 VT 4 HEHITHEST
TOEZEMT 5 &, FHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SRR EIZ. A boEX 2 U T 0 T
o> TTOEZMM T 2 L 5 AT S TN 5,

Authorized Users are trained to use the TOE
according to site security policies.

BRIREE &R

A TOE OEET 5 1EMEREE 2 X 4-1 12RT, A TOE [3—fKi7e A4 7 4 AITERE
S, MEEONELR Y FU—27 Th D LAN K OVARES RN H L CTlEH S
N5, FIHEIZ, A TOE O#fE S LAN ICHfi S iz 747 F PC (—
WRME 2 ZAT P ATLERE T AT ) ZEEL TKTOE Z{EH]

ERAR
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(1) —FREZ 747 K

—XFNHEDMEHTHILHD PC TH D, We
RIANPUETHDH, KHMETIZLLTD Y 7

+ OS : Windows 10, Windows 11
+ Web~” 7 7 : Microsoft Edge

b 77 7% & TOE A7) 4
]\ ?IT%{%FHO

TV HERIGAN (BELETANLETRAAL ) _— 3 4R

(AAMm}) ART EX Print Driver Version 7.1.4
(A ALLAY) PCL6 Print Driver Version 7.1.4
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(2) VAT LEHREI TAT b

AT LEENMERAT AL PC ThHhbH, Web 77 U RNLETH S, K
S TCIZLLT DO Y 7 N = 7 Z .

+ OS : Windows 10, Windows 11
« Web 77 7 : Microsoft Edge

(3) Mail #—3

TOE 7 6RIMH DL ET — 2 2k E T 256 NI %5, TLS 1.2 550
SMTP 7'v ha V&Y R— T2V 7 MU =T RRLETHDH, AHITIILLTFO
V7 by =T 2,

+0OS: Cent OS 7.9
« Mail ¥—/~ : Postfix version 2.10.1

(4) BEAY—

TOE O LR e 7 2 /fFT 5 —Th 5, TLS 1.2 %It~ Syslog 7
2 harEYR— R T5Y7 N 2T RHETHDL, AFHETIELLTOY 7 b
v =7 B,

+0OS : Cent OS 7.9
« BEAS Y —N : rsyslog 8.24.0

B, AHERIREN TS TOE UADONN— R =T KON 7 b =7 OIF4HE
PEFIAFHI O T ey (FoEETE5280E835),

4.3 ERRIRICE T HTOESHE

A TOE DRHT 2 BERE. MY, AFHI TRFES L5 A TOE OEREIZIE, LI T D
HIFID B D,

(1) KFEH— K7 T747 2 K PC

TOE & HEE L CTEET AT — 7 FA4 7 FPCR X2 T IZERA SN
HZEF, BHEDOEMELTHD,

(2) 2 hL—Y0 FEX Y EHRE
AKTOE ONERA b L —UIRFEEINEZT —Z I LT, TNb0T5F—4 % &
X LCIHET HHEEEIX. A TOE 2L T2y,
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LEORF LY HUEREICOW T, 11EE22W, T, TOEOtX=V 7 «
HEREIZ OV TE T 5,

(1) ﬂ&/DJIJ Fic pﬂ%%%

AHEGEIX. TOE OFHE A . FIFAHZE D ID & XA T — R CikBIEREET A HERE
HDH, ABEREIX, LLTFIZRT TOE O ARHCEH S b,

- FIHAEN., MFD O#fE %)L, 7547 s PCDOWeb 77 7%, 774
T RPCOTYN B RNTANRNNS TOE 2EHT 5 & X,

AHEREI, RRBIREREZ AR D720, LU N OBREME 20 2 TV D,

-%bAXU~F§®ﬁ@
dE x—mu HEE%H&H%‘:O) u&%ljwu nﬂE@{'?_U:
c WRRER IR, —ERFREAER 2N GG DOk v g YT,

r+%n+
I

(2) 77 & A HilfEkeE

AHEREIZ. MFD OSEARRE CRIHE T — 2 2 8Ed 5 L xic, FIHET—~
DT 7 AKIEHEIT O TH D, 77 B AHENL, FIHET —F Opra & #
& FIRE OBHIE B OREN SN TTTb D,

(3) 7 —F i 5 {LpkRE

AHEREIL. TOE WA FT 27 —# K ONBIET — % 25T 5 TH 5,
17T — X ORI R 256 £~ F D AES CBC E— K& T 5, @E7 —
S DR FALIE T(4) &EFEBEHRE] ORF5EE 7 r ha LTRSS,

W gtid, HEONEER +y7e 2 b e B — 2 F o8B kE 2 AV TAER S
b,

(4) mfEEEEHRE
AFEREIZ. TOE & A58 ITHEAs & O OEE 7 —# & W 5lfs 7w b =2/L TLS

1.2 CIRET HHERETH D,

13



JISEC-CC-CRP-C0844-01-2025

(6) £ = U7 ¢ EPERE

AR, % 2 U 7 RREORES & v A7 LERHFICHIRT 5 HETH S,
L. —EFAE L. KADSRAT— ROEFERARETH 5,

6) = Y 7 1 BAehkie
AT, %= ) 7 AR A EEFR A EER 7L LCERL, Bk
P NIEET DT D B,

F7. EMSNEA R 713 TOE WIS bR SN, BIFRREBZDHE
(I b B AN S LR LW R SRS LD, RES B R 2
1%, 79472 b PCOWeb 75 UH#mb, VAT NERELFNS 7 m— R
THZLRTE B,

(7) w5 H0E B RE

AHEEIL TOE BIIFFC T 7 — 5% =7 OF = » /4 AR OHIARD EHT)
(EE7 2 MFBIIEL . 77— A0 =7 EHHICERNT 7 =AY =7 OBFE
4 B RAET HIRIETH D,

(8) PSTN 7 7 7 A-% v h U— 7 D5y BEREHE

AHEREIE. AREFHRIFME (PSTN) & LAN 50t DHRETH 5, A&KIA]
#iE2: 5 TOE %M LT LAN IZ7 —# 2 &5 5 2 LT TE R0,

5.2 ITIRE
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