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1.

ST &% (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AEITIE ST OFAFHELIRT D,

FUJIFILM Apeos C7071 / C6571 / C5571 / C4571 / C3571 / C3071
24 ML / C2571 / C7071 GK / C6571 GK / C5571 GK / C4571 GK
AE— TUV R TPDA, AFv BB EHET )L
XT3N BER/PITINYT190AT)
N=v3y 1.13
#17H 202543 A 7H
EplE ELXIMVLEYR M) R—YavirH a4t

1.2. TOE £H& (TOE Reference)
AREICIE TOE OFAITEHRZEL R T 5,

FUJIFILM Apeos C7071 / C6571 / C5571 / C4571 / C3571/

TOE 4 C3071 / C2571 / C7071 GK / C6571 GK / C5571 GK / C4571 GK
=TIV TPDA, AFvUBRERREET IV

TOE ®)N\—Y3v Controller ROM Ver. 1.0.7A, Fax ROM Ver. 2.2.1

A TOE [F. L FOVNINHDERTHD.

AR {EmlT
71 N=J3v
FUJIFILM Apeos C7071 JE—, UV k. 77D (1 [E#R). A¥¥ | Controller ROM Ver.
URRRERETETIV 1.0.7A,

FUJIFILM Apeos C7071 JF—., JUV bk, 77D (2 E#8). 2%+ | Fax ROM Ver. 2.2.1
UHREREETIL
FUJIFILM Apeos C7071 JE—. UV k. 77D (3 [E#R). A¥¥
UHREREETIL
FUJIFILM Apeos C6571 JE—. UV k. 77D (1 [E#R). A¥¥
UHREREETIL
FUJIFILM Apeos C6571 JE—. UV k. 77D (2 [E#R). A¥¥
VEREREET IV
FUJIFILM Apeos C6571 JE—, YUk, 77D (3 [EIfR). AF¥
VEREREET IV
FUJIFILM Apeos C5571 JE—, YUk, 77D (1 [EI#R). AF¥
VEREREET IV
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FUJIFILM Apeos C5571
UHEERERET L

AE—.FIVR T7DA (2 E#R). AFv

FUJIFILM Apeos C5571
UHEREREEET IV

AE—. FIV T7DA (3 E#R). AFv

FUJIFILM Apeos C4571
UHEREREEET IV

AE—.FIVR T7DA (1 [E#R). AFv

FUJIFILM Apeos C4571
UHEREREEET IV

AE—.FIVM T7DA (2 E#R). AFv

FUJIFILM Apeos C4571
UHEERERET L

AE—.FIV T7DA (3 E#R). AFv

FUJIFILM Apeos C3571
UHEERERET L

AE—. FIV T7DA (1 [E#R). AFv

FUJIFILM Apeos C3571
UHEERERET L

AE—.FIV. T7DA (2 E#R). AFv

FUJIFILM Apeos C3571
UHEREREEET L

AE—. FIV T7DA (3 E#R). AFv

FUJIFILM Apeos C2571
UHEREREEET IV

AE—.FIVR T7DA (1 [E#R). AFv

FUJIFILM Apeos C2571
UHEREREEET IV

AE—.FIVM T7DA (2 [E#R). AFv

FUJIFILM Apeos C2571
UHEEERET L

AE—.FIVM T7DA (3 E#R). AFv

PITNYT19DE M

7

N=v3y

FUJIFILM Apeos C7071
VHREREETI

AE—. FIV T7DA (1 [E#R). AFv

FUJIFILM Apeos C7071
UHEREREEET L

AE—.FIVM T7DA (2 E#R). AFv

FUJIFILM Apeos C7071
UHEREREEET IV

AE—.FIVM T7DA (3 [E#R). AFv

FUJIFILM Apeos C6571
UHEEERET L

AE—.FIVR T7DA (1 [E#R). AFv

FUJIFILM Apeos C6571
UHEERSRET L

AE—.FIVR T7DA (2 E#R). AFv

FUJIFILM Apeos C6571
UHEERERET L

AE—.FIVE T7DA (3 E#R). AFv

FUJIFILM Apeos C5571
UHEREREEET L

AE—.FIVR T7DA (1 [E#R). AFv

FUJIFILM Apeos C5571

AE—.FIVR T7DA (2 E#R). AFv

Controller ROM Ver.
1.0.7A,
Fax ROM Ver. 2.2.1
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UHEREREEET IV

FUJIFILM Apeos C5571 JE—. UV k. 77D (3 ElfR). AFv
UHEREREEET IV

FUJIFILM Apeos C4571 JE—. UV k. 77D (1 ElfR). AFv
UHEEERET L

FUJIFILM Apeos C4571 JE—, YUk, 77D (2 [EIfR). AF¥
VEREREET IV

FUJIFILM Apeos C4571 JE—. UV b, 77D (3 EIfR). AFv
UHEERERET L

FUJIFILM Apeos C3571 JE—, YUk, 77D (1 [EIfR). AF¥
UHREREETIL

FUJIFILM Apeos C3571 JE—. UV b 77D (2 El#R). AFv
UHEREREEET L

FUJIFILM Apeos C3571 JE—. UV k. 77D (3 EIfR). AFv
UHEREREEET IV

FUJIFILM Apeos C3071 JE—. UV k. 77D (1 ElfR). AFv
UHEEERET L

FUJIFILM Apeos C3071 JE—, YUk, 77D (2 [EI#R). AF¥
VEREREET IV

FUJIFILM Apeos C3071 JE—, YUk, 77D (3 [EIfR). AF¥
VHEREREET IV

FUJIFILM Apeos C7071 GK JE—. 7YV k. 77D (1 [E#R).
AFvUBBEREEET

FUJIFILM Apeos C7071 GK JE—. UV k. 77D (2 [E#R).
AFvUBBEREETET

FUJIFILM Apeos C7071 GK JE—. UV k. 77D (3 E#R).
AFvUBREREEET L

FUJIFILM Apeos C6571 GK JE—. UV k. 77D (1 [E#R).
AFrUBBEREEET IV

FUJIFILM Apeos C6571 GK JE—, FUV k. 77D (2 [ER).
ATV UEEREET IV

FUJIFILM Apeos C6571 GK JE—. 7V k. 7792 (3 @),
AXvUSREREHTET IV

FUJIFILM Apeos C5571 GK JE—. 7YV 77D (1 [E#R).
AFvUBBERREET

FUJIFILM Apeos C5571 GK JE—. UV 77D (2 [E#R).
AFvUBBEREET

FUJIFILM Apeos C5571 GK JE—. UV k. 77D (3 E#R).
AFvUBRERREET L

FUJIFILM Apeos C4571 GK JE—. UV k. 77D (1 E#R).
AFrUMBERREET IV
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FUJIFILM Apeos C4571 GK JE—. 7YV 77D (2 [E#R).
AFr BB EET L

FUJIFILM Apeos C4571 GK JE—. 7YV 77D (3 [E#R).
AFvUBBEREET
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m%&%l (TOE Type)

A TOE (&, HHERA-NILIVP %y kD=2 (LAN) ABEfien . DE—H#RE. AFvUikae. TV MERE. O
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

I
\ Ryko-5
e
|
|
g —WBREEISATUR ) |
_———
A R 5— 54 ! ;
-Web 7594 L P !
— BRI AE y LA
g S LEEE ) 1 -
54Tk U Sy - TOE_
A B T~ N TR
YT Ly J . > S "
eg2E ST
| DB
(_E=9-—1 )
O aREE
'Y [B] #5344 ! g Q
—EFIRE AT
EEE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774707 — UL T, S 8RRy MO —Oh o Bt SNIZBIRO—DIVIV7 2y D—D (LAN)A
BEMCNIIRIETREAINS,
Fe. TPV AERERIET B 5B} ARBEERBICHEKRINS,

—HFIAAEL, MFD ORI P—KRFIREISM7Y bD Web T30 PT)U3— 34N &AL
T.MFD OB EEAKEEEFIAT S, T, YATLEEER, MFD ORERIPIATLEEREDS
172 b0 Web 7595 LT, MFD OB E#EEZFIFA T3,

MFD (. FIRZEOH/IXE(CH L., AE—. AFvUEE. TUV M A, T7DATOERE. XEOVRE
ERDHL., BEDHREZERT S,

NODOXEDHS . RAVERIET B8, MFD (3. FIFAZEZHRIREL T 1 aE. HERICEI(XE
TRPEEBEICH T B PO AKIE ., MFD ADA L —JICREF - BRSNS REFHROIXET -0
S1t. LAN EDBET-30RE, EEE(CRELEF1)TREMEE. MFD OFIAEE%E MFD
NEICRFTE2—FH. EOFARBREE MFD AEIDEEY — )\ NEETHF1UT(BEEMAE. TSF X
73— RETSF T-3DFELMREE. TSF RITI—F7yTTL— FROETI- FOEEMRIE. 779
E#RE LAN O BEEREE R T 5,

BH. AML—VICEBERINLERFERFERO LESHEMEE. BLUT-ITEHIBRHEAEEIH LG,
TOE Z#&p ¥ A3, BRI A XEVTARKFRFLES B FREEE R — B8, A TOE BRE TIIAAK
REAEDHEERT S,

1.3.3. TOE LSDN—RII7HEREY T I 7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHET TOE (& MFD THY, FEED TOE USNDN—FIIPHLVYT b ?PH
#ET S

(1) —MERIAEDSATYH
N—ESI7IEAAD PC THB.
FUAH54 7Y ReLTHIFAT 31541 . MFD (L LTXET 30Ty FER &R0, PC ICld T
UUB— RS54 NEA VAL TBHENHS,
MFD 0 Web Y —/\#&&e5FIFAT 31884, PCIcAYAR—ILENTIVS Web 75955 T3,
(2) YATLEBEDSATYH
N—F9IP>AAD PC TH3,
TOE (3L T TOE ZEF—A0BBPLEE, 77— LII7OBFETILHIC. Web T5HFHNE
&b,
(3) Mail §—/%
AFrUXEEA—VTEET B, Mail =/ \RBEERS, )\~ k917/0S [FLAG PC £ (35
—THN. TLS 1.2 TIREEINE SMTP FOFIULESE— M3 Mail $—EREA VA —ILT B
ErHd.
(4) BEEY-—N
MFD THAEUVEEBERFNETLH. EET—-)I\KMEELS, \—FJ17/0S [LAHD PC %
7@ —/\THN. MFD (3 Syslog 7O FIVERWT, TLS 1.2 [CREL TV EEY—)\CB&&ERY
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A TOE OFF@ TIE. LEEDN—RII7HLVPVIIIIPELT, UTEFERT S,

(1). (Q)O—BFIFABEIFATY MV ATLEEBREDSA7Y D OS I3 Windows 10 H3 0\
Windows 11 %, Web 7575%& LT Microsoft Edge #{#H7 %,

(3)® Mail #—=/3lF Cent OS 7.9 &. Postfix version 2.10.1 ##fH7 3,

(4)DEEZEY—)\F Cent OS 7.9 &, rsyslog 8.24.0 THERINERY—/N\&ERT?,
(DIEBVWT ERATETIVA—RIMNEELIMILEIR A ) R— a0t MR T 25 LHERD
LTFRIAIN-%ERTS,

BZA4tmIF: “ART EX Print Driver Version 7.1.4"
7I7IN749D4tEEIF: “PCL6 Print Driver Version 7.1.4"
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1.4. TOE gt (TOE Description)
ARETIE. TOE OFIAE®RE. TOE OimERIEE . SLUYIERMERICDOVVTEERT S,

1.4.1. TOE BBEDFIAE®RE (User Assumptions)

A STT.TOEICXMULTEEITSFIAER

&z Table 1 [CEE1£ T B,

Table 1 FIR&ERE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE

BOoFRAE

(TOE M=% T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE

X
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A 22 1) 1 B

Mail =)\

TOE
a8l SRELE FUvk
AREEEHE > TOCAHIE A%y | —EFEE
VAT LEEE
F—BREE14E -
—BFAE
PSTNZ7HA-%vk T79A P 5547k
I- RO B Fhkaiel)
-Web 757Y
., XEORIE i
BT/ BiEEnER HDH L
tF1)TEE BIERIBE JJATLERE
*Web 759
EF1UTER
ARL—3
x& @ %2 TOE
F—H nly) B®E
55

2 TOE DmI2aIE Ak

1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FUub: —RABEBEBIFATPVIDTIVA—RANDOEONTXET RTINS, T, BE
RRIDHDIERICHEL, ZHIEREZXET-INTLE1— BLUN-FIE-HAAEH#RLT S,

(2) AFvy: BENSRIDLOIETRICHELD AFvF—LEON-FIE-XBZHHAH . EFHAA
TS, AFAvIUEXERTVE1-RTRTHENTES,
A TOE TlE, AF v EEICINEHMENTXE T R L. Mail H—)INEDHEE. XEDR
FFERNH U BEICEDRYDAICIRTF T S REN EET B,

(3) JE—: BESRIDLDIERICHELN, AFvF—LEON-FIE-XE=EHT S,

(4) 77D
TPOAEIE: BESRIVDLOIERICHEL., AFvF— LORRESHAH  RHE PSTN 7702

-9 -
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TARIVERWT PSTN #2HT PSTN 77D ADEHENEET B, Ftd AN EL. EIEHTIC
TLE1—RTRTHENTED,
T7DA%AE: PSTN BEHTEBHAFENOEONTLIPIVIIXET HEREL. XEORTF
ERNH UHREICED ., YATLEEE (LI THRESNERYIANEINT B, SN XXERTL
E1—RTITBENTES, INVIAIL SA BMERLIEIRYD AZHEE T B

(5) XEMRFEMOHL: XET-AERYDAREL. BENRIDOOIETR., FZ—MKFIAE
D347V D Web T30 D oDIERICEIE, RESNEXET RS LT, LTOLIG1EE
ERHECT BILBETHS,
A TOE T, NI AICRFSNSOXET AL AF v UHBEICL TCAF YU SNEXET S,
PSTN 770 AR EHAECI TRIELIZIPDYIUNET - IDVTNDTHS,
TlEa—: BEARIDLOERICE) RUDACRFEINLEXET-RETLE1-RTT 3,
ENRI - 245 SR DBDIERICED, RVDACRFSN X ET-HETIV M B,
BOHL: —BFAZEDSM17 D Web T30 Do0ERICED, —BRFIAEDIS17Y b

NHT,
HIBR: BENRIL —RBFNAZBIFM72 MO Web T50FDoDIERICED ., RESNLXET
—5EHIFRT .

1.4.2.2. TOE W@t 3% +1UT1#8E (Security Functions)
1.4.2.1 DEAXRHEEEZIET RS, TOE [F. U TOCF1UTI#EERIRH T3,

(1) :|AIEEE
FIREOHREEEL. RUHERM 5(E. MFD tgeh'. EEE (LI THERM SSNIZRAEDH(IC
POUARTRETHHEERELT B, FIAE DA DL, PO AFIHEEEERIIDRMELTE
FIRASN. tF¥1UTEESRRE MFD OFEREREOF AECEEMTH LTOXIEICLES, #
RIEFREEE . MFD (L& TERTSNS,
TOE (F38AIFBEES B72thIC, #B4E SRV, FIREDSA7V +D Web T304, TIVE— RS540 3
BENHD. ID &ESAT—-RFOAHNERL. IAT— I*JUJHT*HL/?ZU— RERITLHICIRULXFERTT
371~ FIN\vDDHkREE | FRREEAITRY . Ef U CERRER R LEIH & | BRRIR T EZ (T (13<T3 1A
ERATVS, T, &R/INIAT— FREFRTE T DHHE. El’j"f)%(u EREIREDOE VS SICEE
BICATA V&7 T 2 REZRA TS,
TOE Z#&p 3 3 M3, FREEA X ELTARIKERELEN B FREE 2 R — I HDY, &R TOE FRETI> A
REBELDHEFERT S,

(2) POt
POEAHEE, XETAPXET -HLE(CEET IIFHRN . BUILB 7O AEREF OFIAED
HICPILATRECH B EERELT B,

(3) TAES{t
TAESEd, TOE REICRET ST APEET -FCHULT KBENFIERS VRTII—-AND
POEATERWIEEREET B,
- IRUY—ICED, TR SR -SRI ATRE G TERMEA N - IT M AL OXET AR U
BOYATLERZRELLD, COLLT M AN MFD hofRESNENTBIGEIC. COLB T4
ERETILHICHERASIND,
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- ToARSEOBEIER. ERICEESNLES 7 T)ALOFERICENRIESNS,
- ARL—Y0RES R, MEESRILETISHARORECRYT IEReVERICAE RSN . Hit
R|A ARG ERMEA N —VAICHESIELUTRESNS, THHAROREICRT HERET ST
ET, BIFORESRIEESN, FILBESEIERSND, T, BIEOES L, EREATUICK
#FSN. TOE OFRMICLNHEESND,

(4) &IEEAEE
RERY I -DEICERTINET—H. VadFH. EENTHLU TOE RET-HELVIBIET—
H% TLS 1.2 7ORIUCLI-TRET B,
— BB SEBETONIL(TLS/HTTPS, TLS)ICx &Y %,

(5) 1T EH
VAT LEBEELTHEABLUREISNLEFIREOH D, B RNFERB VAT LEBEIFATU L
M Web 759805, TOE RET-ADSHBESUEEETRECT B,

(6) tF¥1IT1EE
FIVT/CEEETZER(BIAR, BAIREEDRK . BERESPEEKENEERLY)E, BEODY
ELTEERY - )INEESNREFSND EEOVEERE TLS 1.2 TOPIUCL TESESNS,
Fz. BEENOY(S TOE NERICH BRI SN TIRET, YATLEBEBEL CGHAIFRIISNFIRAED
BV ATLEBEDFATY D Web T30 Dot 00— RS BENTES, TOE RERICRAES
NEEBEONTNERICE IS FILLVEEDTRFREHVERAJCEEESN. EENTDEXE
FhiE 9 24 REE R A TS,

(7) &IEELER
MFD ADT77—LOI7O7Y7T—MI 7y7T— bOBRARICY T M7 DEE M ZEREET H72h(CHR
FESNB, Flc MFD (&, ZOERN R ATRE R IEF CLNFETISN BV CEEREET B, BET
AMERITT S,

(8) PSTN 77D2A-2yhD—DREID5 B
MFD (&, PSTN 77D Z-%y bI—DR D57 B#(CEAL ., PSTN 779 AET LD PSTN & LAN BT —
BTy EER T BIDIFEABNCEERIET D,

1.4.3. TOE O#Epy&iFE (Physical Boundary of the TOE)

TOE O¥EMGIERIE. MFD G2 ETHD, T1ZvFDEF1)TAIIZERBFROATauP7 1A
VL. TOE [CEFRELY,
Table 2. Table 3. Table 4 ([C TOE ##& I3 YWEMIVIR—R Y M EEEHR T 5,

Table 2 TOE Zt#p ¥ ¥ IEHIAVR—FK Y b (MFD Z{K)

@ X% N—=Yay e Boft 73k
=PV FUJIFILM Apeos C7071 | Controller ROM | M FURKDT7—L | BMZ(FIEL

7I7NRRY | AE=.TYVM . I77DA (1B | Ver. 1.0.7A, DIV EHANTEN—
71495 ). A v UBEERBEETIL | Fax ROM Ver. Rz 7

2.2.1
=PV FUJIFILM Apeos C7071 Controller ROM | M FURKDT7—L | WZ(FIEL
PITNY | AE=.TUV . TFHA (2@ | Ver. 1.0.7A, DIV ERHANTZIN-
- 11 -
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7495 ). Ay UBEERREETIL | Fax ROM Ver. Rz 7

2.2.1
BA&/ FUJIFILM Apeos C7071 Controller ROM | NMFURERDT7—L | TWHZ(HEL
PIPNRY | AE=. YU TJFDA (3[E | Ver. 1.0.7A, D17 ERAHANIZN—
7495 ). AR v UBEERETETIL Fax ROM Ver. ko7

2.2.1
=V FUJIFILM Apeos C6571 | Controller ROM | NMFURHKDT77—L | Bih2(FiEL
7I7IRY | AE=.TUYV. I7DA (1 [E | Ver. 1.0.7A, DIV ERHANTZN—
71495 ). A v BEEREETIL | Fax ROM Ver. Rz 7

2.2.1
BA&/ FUJIFILM Apeos C6571 Controller ROM | NMFURERDT7—L | WHZ(HEL
7I7IRY | AE=.TYV M. 77DA (2[E | Ver. 1.0.7A, DIV eI ANTZN—
7495 ). AR v UBEERRETETIL Fax ROM Ver. k7

2.2.1
=V FUJIFILM Apeos C6571 | Controller ROM | NMFURHKDT77—L | TH#h2(FiEL
PIPNY | A= TV . J7DR (3@ | Ver. 1.0.7A, DIVEHHANTEN—
7495 ). AR v UBEERRETETIL Fax ROM Ver. k7

2.2.1
BA&/ FUJIFILM Apeos C5571 Controller ROM | NMFURERDT7—L | WHZ(HEL
7I7NRY | AE=.TUYVM . 77DA (1B | Ver. 1.0.7A, DIV eI ANTZN—
7495 ). A v BEERREETIL | Fax ROM Ver. Rz 7

2.2.1
=V FUJIFILM Apeos C5571 | Controller ROM | NMFURKDT77—L | Tih2(FEL
7I7IRY | AE=.TUYV. I7DA (2 | Ver. 1.0.7A, DIVEHHANTEN—
7495 ). AR v UBEERRETETIL Fax ROM Ver. k7

2.2.1
=V FUJIFILM Apeos C5571 | Controller ROM | NMFURKXDT77—L | Tih=2(FEL
PI7IRY | AE=. YUK I7PDA (3[E | Ver. 1.0.7A, D17 EMABIANEN—
71495 ). Ay UBEERREETIL | Fax ROM Ver. Rz 7

2.2.1
BA&/ FUJIFILM Apeos C4571 Controller ROM | NMFURERDT7—L | W Z(HEL
7I7IRRY | AE=.TUYVM . 77DA (1B | Ver. 1.0.7A, DIV eI ANTZN—
7495 ). AR v UBEERETETIL Fax ROM Ver. k7

2.2.1
BA&/ FUJIFILM Apeos C4571 | Controller ROM | NMFURERKDT7—L | W#Z(FEL
7I7IRY | AE=.TUYV. I7DA (2 | Ver. 1.0.7A, DIVEHARTEN—
71495 ). Ay UBEEBEETIL | Fax ROM Ver. Rz 7

2.2.1
BA&/ FUJIFILM Apeos C4571 Controller ROM | NMFURERDT7—L | WHZ(HEL
7I7IRY | AE=.TYVU M. 77DA (3[E | Ver. 1.0.7A, DIV EHANTEN—
7495 ). A v UBEEREETIL | Fax ROM Ver. Rz 7
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2.2.1

=V FUJIFILM Apeos C3571 | Controller ROM | NMFURKDT77—L | Bih=2(FEL
7I7IRY | AE=.TUYV. I7DA (1 [E | Ver. 1.0.7A, DIVEHHANTEN—
71495 ). A v UBEEREETIL | Fax ROM Ver. Rz 7
2.2.1
BA&/ FUJIFILM Apeos C3571 Controller ROM | NMFURERDT7—L | W Z(HEL
7I7IRRY | AE=.TUYVM . I7DA (2 | Ver. 1.0.7A, DIV eI ANTZN—
7495 ). Ay BEERREETIL | Fax ROM Ver. Rz 7
2.2.1
=V FUJIFILM Apeos C3571 | Controller ROM | N+ DT77—L | Tih2(FEL
PIPNY | A= TV I7DR (3@ | Ver. 1.0.7A, DIV eI ANTEN—
7495 ). AR v UBEERETETIL Fax ROM Ver. k7
2.2.1
7Y71\Y | FUJIFILM Apeos C3071 Controller ROM | NMFURERDT7—L | WHZ(HEL
749D JE—. IR 7792 (1 [E | Ver. 1.0.7A, DIV eI ANTEN—
). Ay BEERREETIL | Fax ROM Ver. Rz 7
2.2.1
737Ny | FUJIFILM Apeos C3071 Controller ROM | NMFURERDT7—L | W Z(HEL
7495 JE—=. UV, 77D (2@ | Ver. 1.0.7A, D17 EMBIANTEN—
). AR v UBEERETETIL Fax ROM Ver. k7
2.2.1
7Y7I\Y | FUJIFILM Apeos C3071 | Controller ROM | NMFURKDT77—L | Bt =Z(FEL
749D JE—. Ik, 779Z (38 | Ver. 1.0.7A, DIV eI ANTZN—
). Ay UBEERREETIL | Fax ROM Ver. Rz 7
2.2.1
B FUJIFILM Apeos C2571 Controller ROM | NMFURERDT7—L | W Z(FEL
A=, IR 7792 (1 [E | Ver. 1.0.7A, DIV EHANTZN—
). AR v UBEERRETETIL Fax ROM Ver. k7
2.2.1
BA FUJIFILM Apeos C2571 | Controller ROM | NMFURERKDT7—L | W Z(FEL
JE—=. YV, 77D (2@ | Ver. 1.0.7A, DIV ERHANIZN—
). AR v UBEERETETIL Fax ROM Ver. k7
2.2.1
B FUJIFILM Apeos C2571 Controller ROM | NMFURERDT7—L | W2 (HEL
AE—. Ik 779 (3[E | Ver. 1.0.7A, DIV ERHANTEN—
). Ay BEEREETIL | Fax ROM Ver. Rz 7?
2.2.1
7Y7I\Y | FUJIFILM Apeos C7071 | Controller ROM | N FURKDT77—L | BHith=Z(FEL
499 GK JE—. TV . 77D Ver. 1.0.7A, DIV ERHANTZIN—
(1 E#R). AFvUBEERET | Fax ROM Ver. Ro17
FIb 2.2.1
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7Y7)18Y | FUJIFILM Apeos C7071 | Controller ROM | MM FURKDT7—L | T#Z(FEL
7499 GK dE—. TV . 77D Ver. 1.0.7A, DIV ERHANTEN—

(2 EI#R). AFvUrkees st | Fax ROM Ver. k7

FIb 2.2.1
7Y7I\Y | FUJIFILM Apeos C7071 | Controller ROM | NMFURKDT77—L | Bt =Z(FiEL
749D GK JE—. UV b, 77D Ver. 1.0.7A, D17 EHHANEN—

(3 EI#R). AFvUrkaeE st | Fax ROM Ver. k7

FIb 2.2.1
7Y71\Y | FUJIFILM Apeos C6571 Controller ROM | NMFUERDT7—L | WHZ(HEL
7490 GK JE—. UV, T7DA Ver. 1.0.7A, D17 EMHIANIZN—

(1 EI#R). AFvUBaEE ST | Fax ROM Ver. koT7

T 2.2.1
7Y7I\Y | FUJIFILM Apeos C6571 | Controller ROM | N FURKDT77—L | Bt =Z(FEL
49D GK JE—. TV . 77D Ver. 1.0.7A, DIV E A ANTEN—

(2 EI#R). AFvUrkees st | Fax ROM Ver. k7

FIb 2.2.1
7Y7I\Y | FUJIFILM Apeos C6571 | Controller ROM | M FURKDT77—L | Bith=Z(FiEL
7499 GK JE—. TV . 77D Ver. 1.0.7A, DIV ERHANTEN—

(3 E#R). AFvUMEERE ST | Fax ROM Ver. kI

FIb 2.2.1
7Y71\Y | FUJIFILM Apeos C5571 Controller ROM | NMFURERDT7—L | TWHZ(HEL
7499 GK dE—. TV . 77D Ver. 1.0.7A, DIV ERHANTEN—

(1 EI#R). AFvorkees st | Fax ROM Ver. k7

FIb 2.2.1
7Y7I\Y | FUJIFILM Apeos C5571 | Controller ROM | M FURKDT77—L | Bith=Z(FEL
749D GK JE—. UV . 77D Ver. 1.0.7A, D17 EHHANEN—

(2 BR). AFvUEERE ST | Fax ROM Ver. koI 7

FIb 2.2.1
7Y71\Y | FUJIFILM Apeos C5571 Controller ROM | NMFURERDT7—L | W Z(HEL
7499 GK dE—. TV . 77D Ver. 1.0.7A, DIV ERHANTEN—

(3 [E#R). AFvUEERE ST | Fax ROM Ver. kI 7

FIb 2.2.1
7Y7I\Y | FUJIFILM Apeos C4571 | Controller ROM | NMFURKDT77—L | Bt =Z(FEL
749D GK JE—. IV . 77D A Ver. 1.0.7A, D17 EHHANTEN—

(1 EI#R). AFvorkaes st | Fax ROM Ver. k7

FIb 2.2.1
7Y7)18Y | FUJIFILM Apeos C4571 | Controller ROM | MM FURKDT7—L | T#Z(FEL
749D GK JE—. TV . 77D Ver. 1.0.7A, DIV ERHANTEN—

(2 EI#R). AFvUBEEE ST | Fax ROM Ver. k17

FIb 2.2.1
7Y718Y | FUJIFILM Apeos C4571 | Controller ROM | MM FURKDT7—L | IR#Z(FEL
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749D

GK JE—. IV k. 77D Ver. 1.0.7A, D17 EHANTEIN—
(3 EI#R). AFvUrkeeE st | Fax ROM Ver. k7
FIb 2.2.1

A TOE B4V A%, Table 3, Table 4 (LR &N, BARFEREETFRDHD. BARMEMEFEBAREE
W, 797N 49D RIHIEFERDF A E CE TSNS,

Table 3 TOE Z# I 3 ¥YEHIAVR—2Y F(BAREA14VA)

REES i Beft A% IREVpE NafE
GM1986]1-1 | PDF 774)L | Web BEaft V77U AT A RARF R 5f88914a6bd6fee
% 1R Apeos C7071 169954d504bb19

Apeos C6571 da3c13012b509b
Apeos C5571 3e24c9a0ffd328e
Apeos C4571 4ae3e8
Apeos C3571
Apeos C2571
GM1988]1-1 | PDF 774J)L | Web B2 V27U A1 FigtEfR e890264efec0cOb
B 1k Apeos C7071 0a8816f9dfcadcO
Apeos C6571 6c53a46492506ff
Apeos C5571 a9557eab0ddbdb
Apeos C4571 c6e66
Apeos C3571
Apeos C2571
FD1357J1-1 | #KiEIK Hihs2(+EL | Apeos C7071 / Apeos C6571 | —
%1k Apeos C5571 / Apeos C4571
Apeos C3571 / Apeos C2571
Ik ERAE
GM2083]1- | PDF 774J)L | Web BEaft Apeos C7071 57ac5858df17141
1_20250219 Apeos C6571 038f869853fcl1lb
(% 1hR) Apeos C5571 197cd47702843b
Apeos C4571 22b92dac43e20d
Apeos C3571 7a401d
Apeos C2571
1) T REFHE N/ F(HCD
PP&E&)
Table 4 TOE #1332 MBI VR—R Y b CGEEHIHIVR)

RERS i Bt A& REVE NyalE
GM1986E2- | PDF 774JL | Web &4t Reference Guide Main Unit 2bbc44ccec8184c
1 Edition 1 Apeos C7071 f7d5a6b9c71fb15
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Apeos C6571

a1923023935459

Apeos C5571 3eaf4d259e3bbb5a
Apeos C4571 ee8f7
Apeos C3571
Apeos C3071
GM1988E2- | PDF 774JL | Web &4t Reference Guide Operations | 1f85b2b2c6¢79cd
1 Edition 1 Apeos C7071 e€358fd0350b9f70
Apeos C6571 1bc3ad563a83ac
Apeos C5571 0c3bcab92b1e79f
Apeos C4571 717eb
Apeos C3571
Apeos C3071
FD1357E2-1 | #KE(K H#=2(3EL | Apeos C7071 / Apeos C6571 | —
Edition 1 Apeos C5571 / Apeos C4571
Apeos C3571 / Apeos C3071
User’s Manual
GM2083E2- | PDF 774J)L | Web &2+ Apeos C7071 40275f56f05c608
1_20250219 Apeos C6571 148de71b069930
(Edition 1) Apeos C5571 2e8f5a2bel164b0
Apeos C4571 931aadaclee904
Apeos C3571 ad5e719

Apeos C3071

Security Function
Supplementary Guide (HCD
PP conformance)
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2. 1.

2.2.

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage

-17 -
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFi1UT1iRRETEZ (Security Problem Definition)
AETIE, BE. BEOTFIT(H S BHREHIONTELT S,
3.1. &R (Threats)
3.1.1. TOE &jE (Assets)
& TOE H1RH#3 3R EFLUTOLENTHS.

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE %, Table 7 (CEEihT B,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

K TOE W ESFLB N E o RO EF1) T A 8% Table 8 (CEE T 5,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally separation between the PSTN fax line and the LAN.

mandatory)

3.3. HMREMH (Assumptions)

A TOE 0#%. ER. HLUFIRICEAT HRTIRSM%. Table 9 (CREiRT 3,
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Table 9 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. EF1UT4xEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1)T x5 A % Table 10 ([CEEHT B,

Table 10 ERIRHEQTF1) T4 3 KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE
CTION

The Operational Environment shall provide network
security to protect the TOE from direct, public access
to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that
Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 23 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_ 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE _RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

PX1UT4EH (Security Requirements)
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tXa1UTH#EEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assighment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
- 43 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing

access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . View image . Delete
Submit a Modify
. or Release stored
Operation: document to . stored
. printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
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Storage/
Retrieval

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
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Hierarchical to:
Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.?7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”

+ VA \ /4 ||_

“(“/ n //, [assignment: ” (Space),,, “/I/I, "I//, n f o

n w 7z “/// w,7 w,m7 n 7 o n_ w7 R\ V4 “/'“ n 77 N 7//
L 7z L 7 L 7 < L ' > L ? L L ¥ L L

mn //, nwe //’ “{“l "l /I, "},,, “Nlll];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.
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FIA_UID.1

Hierarchical to:

Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:

Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:

Dependencies:

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
none].

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14 ] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) query, modify U.ADMIN
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Folder Selector for Fax receive query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password

| modify U.Admin (Key
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Operator)

SA Password modifi U.ADMIN
Data on use of password entered | guery, modify U.ADMIN
from MFD control panel in user
authentication
Data on minimum user password | query, modify U.ADMIN
length
Data on Private Charge Print query, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on Customer Engineer query, modify U.ADMIN
Operation Restriction
Data on date and time query, modify U.ADMIN
Data on Autoclear query, modify U.ADMIN
Data on Report Print query, modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, modify U.ADMIN
Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify

MFD control panel in user

authentication

Data on Private Charge Print qguery, modify
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Data on Trusted communications query, modify

Data on date and time query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password query, modify
length

Data on Autoclear query, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify

Folder Selector for Fax receive qguery, modify

FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.
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FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:
Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
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FPT_TUD_EXT.1.3

ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

6.2.7. Class FTA:TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1TARIIEHZELHRT B,
Table 18 tX¥1UT1{RIEEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_0OBJ.1 Security objectives for

the operational

Security Target ,
environment

Evaluation
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary

Specification
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Assurance Class Assurance Assurance Components
Components Description
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIVTARIIZHERIRT SR, Z/DMROTLF1IITAR-AFA VIR BEDRESING B
BLAVCEINTSCE, TOE (CHITHERRRO 1) T MERSN TSN, 12 TOE B H0fff
EICRE TR EERINTBIETHD,

6.4. tF1UT1EHEH (Security Requirement Rationale)
6.4.1. &kFHDIREE (Dependencies of Security Functional Requirements)

TFIVFHERREHMREFLCV IR S SITRFRFREE B UGV REEHL . IRTFEFRNE
IEENBCTEHREN G VRHLE . Table 19 [CRET 3.

Table 19 ¢XaUTHEEEEHIVIR—%> tOEREM

BREEHIVR—2R Vb KEEOBBEZESIVR—RVE
BEUHSLUVEHRAT PP THESNTLSEN | & ST HimicTikFE FEEHE

FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FAEHAFROREESMT | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
PiaR - 4} AR BE & S B RN FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELE1-
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNTZEE BT BME K
FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
EET-IEXOFLE

- 64 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




BREZEHIVR—2RV b

REEOBBEEHIIR—KD

EHBIUEHRTH PP THESNTWSEH | K ST BT kFH TR
FCS_CKM.1(a) [FCS_COP.1(b) (& |[[FCS_COP.1(b2) oK
EE AR (EFEA) | FCS_COP.1(i)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #%i¢ |FCS_COP.1(a) oK
B4 A R (R AR AR) FCS_COP.1(d) #fld |FCS_COP.1(d)
FCS_COP.1(e) #%(@ | FCS_COP.1(f)
FCS_COP.1(f) ¥kl |FCS_COP.1(g)
FCS_COP.1(g) #kld |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
E RIS F7=l4 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) k(& | FCS_CKM.1(a) oK
VAR EEERMEOWE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
EE RIS S L~ | FCS_CKM_EXT.4 FCS_CKM_EXT.4
E3)
FCS_COP.1(b1) FCS_CKM.1(a) {0 RIS
B8 (B AR REE) | FCS_CKM_EXT.4 T7—LIITDE
BRELCERSN
YN AN e o
TOE 4+ TAYH—
h4ERLL. TOE ;N
(CRERBEELE
Lz,

FCS_CKM.1(a)
FCS_CKM_EXT
A ([TIRTFELIELY,

FCS_COP.1(b2)
EEIR{E(BRER.REL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

OK

FCS_COP.1(c1)
EERE(\VWYITITIX
L)

L

FCS_COP.1(c2)
ESRME(\wYaPITUX
L)

3L
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BREZEHIVR—2RV b

REEOBBEZEHI K-V

EHBIUEHRTH PP THESNTWSEH | K ST BT kFH TR
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
&84 (AES F—4B5E2 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it/ ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B4k (RIS 2 1L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
EEARME(BRIT)\wYaivt | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—YEREE)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
Yiok FERESNSE HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #%l¢ |FCS_COP.1(f) oK
YRER BF IV FCS_SMC_EXT.1 %k
(%
FCS_COP.1(i) kI3
FCS_KDF_EXT.1
kU FI&
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
ViR BE SR E (BELEEY b E
)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER BIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
PRSI AL L
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
tF1UFBHEC LB PIER | FMT_MSA.3 FMT_MSA.3
il
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Yisk: TAAD EDT—RRE
FDP_FXS_EXT.1 L -
Yisg : D7D A0 B
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
AL R B BFDER DKL
FIA_ATD.1 L -

FIRERMEES
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BREZEHIVR—2RV b

REEOBBEEHIIR—KD

BEUBIUEHAT PP THEShTVSEM | & ST HmiTIRkFH FERME

FIA_PMG_EXT.1 3L -

/0 SUAWAPR - &

FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK

REEDAMIVY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK

REESNTZT1—FN\vD

FIA_UID.1 3L -

#Hrlns13vY

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK

FAFE-YTVIOMNES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 OK

THITAHEEEDSDFVDE | FMT_SMR.1 FMT_SMR.1

I

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK

XTI RN ERE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 L XET-HDFRAE

FREURMERIHE FMT_SMR.1 HHAERDOT T
T MEEEETS
CEFTEGLE
H.FMT_MSA.1
(CHRFLIL &
k. FREEENE
®OTIAIMEE
KEAIREIG 1% E
LEELLBLED,
FMT_SMR.1 (Z
KEFELLLY,

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK

TSF T-30EHE FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 3L -

EEEEEORTE

FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK

EFaUTA1RE

FPT_KYP_EXT.1 3L -

ik B R UMM ORE

FPT_SKP_EXT.1 3L -

YR3R:TSF T—A0DRE

FPT_STM.1 3L -
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HEEZEHIVR—2VF REEOMBEZEHIV K- b
BEUBIUEHAT PP THEShTVSEM | & ST HmiTIRkFH FERME

=SB LAY T
FPT_TST_EXT.1 3L -
PER:TSF TAb
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) OK
iR =S PYTT—h FCS_COP.1(c) FCS_COP.1(c1)
FTA_SSL.3 3L -
TSF EBNCLHHRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
TSF EEERET vV F FCS_HTTPS_EXT.1

FCS_TLS_EXT.1,

FlE

FCS_SSH_EXT.1,

FelE

FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
SEE\A(EEER) FlF FCS_HTTPS_EXT.1

FCS_TLS_EXT.1,

FelE

FCS_SSH_EXT.1.

FelE

FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
=IEEACGEEERER) FlF FCS_HTTPS_EXT.1

FCS_TLS_EXT.1.

FelE

FCS_SSH_EXT.1.

FlE

FCS_HTTPS_EXT.1]

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHZERT IR R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITIET1 > EF21UT(REE
EHEERT SHNBREGHFEICOVTOREEDOH M4V AR ETILEHCERASN TS,
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1.1.

TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 20 [CTOE t¥a1THeEE X 1) T HRBEEH DRI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 20 TOE t¥al)T1#aet X1 T4 REE H DXt IS B &R
tFa1UT #EE

3 =
ot A,

¥E13 B
=

1%

f

a

PSTNT7 7 D A-2y b0 =D [ED 25

|
VAR Xl
t¥a1ly 714 BHE

=
5]
T

=
=

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)

SRR tFa) 71 ER

AN ENENENAN ENENENENAN
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tFaUT1#EE

SFRs

s A

A

X1 714 BEE

iR
{EREES
PSTNT7 7 D ZA-2y b 70— [0 55

t¥a1ly 714 BHE
E)

7Dt Al

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

N N N N N N N

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1

FPT_TST_EXT.1
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tFa1UT #EE

PSTNT7 7 D ZA-2y b 70— [0 55

K i
e fun
N @ N HE =
k| ¥ Ik B op | O
i = < = £ .EE @
2 A N A 8 I 8
B | & | o | & | WO | o
SFRs ® 0w | K~ | & || k| fE
FPT_TUD_EXT.1 d
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. &@RIEER

R FREERERE(R . BFRI SN EDFIAEBZFIC MFD OREZE AT SR ZHIZEBTWIC, #B1E
NIV, FIREDFAPY MO Web UI(*), FUVE— R34 1\Ho1——ID £E1—-H¥—-)\A0—-Fe A BT
BCHRIRRL T HAETHS.

MFD [CEHSN TS FIREFHREEAL T, #ARLEZ1TI.

(*):FAEDFM47V+ PCD Web T35 &MUz MFD O —/\#aE. R L. TMU8—RyF—E
AJEVVIB IR TIRESNSD KECHVTIEIARIELIEE, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D EFREE K B [
REEIRIEL TS,
FRABEORARRILCH TR RN ERE L. PO EAESEHMTEHESN TS EZ(1~10 E)
DEMEIET DE. BELFIAFEOHAIRIEICRALTIZ. TOE OERUIB/ BIRAFTRZFF TG
B,

(F8:&9 3 TSFI]
BAENRIVDERIERE
Web UI Oz 585
TVB8= RN
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAFICK LT, 1—5—ID £ZENZRMHELTERL., ENLEHAIFRIELZFIAEICKL
TEINHI3,

[FIA_ATD.1 [CB8:&9 3 TSFI]
BENRIOE IR

Web UI (& E4gE
[FIA_USB.1 [CB8:&9 3 TSFI]
BAENSRIVOER RS

Web UI D& RI:23

(3) FIA_PMG_EXT.1 Password Management /SA7)—RE&EE
TOE (CHWVT. M EEED/\AD— FEER ., FLEXRAZBIAOF AESHZ-EREHD/IRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICHEE ATRE 3CF:
PIVITPRYMDRXFENXF HF . RURDFFHRXF
(“17, 4@, “#7, “$7, “%7, AT, UKD, URTE(H, 1), T (space)”, N, N N N

A\Y \\ W /7 \\Jrr \\_, . \\_ nu \\<II A\Y ” \\>II \\?ll nruw \\¥ll A\ /Y oW oW A\Y \\lll A\ ” II)
! — I'III = root ’ I — 7

e, VATLEBREIRD)IIAD-FRE0~63 K%@iulﬂ'(&m?’él_tb\‘c%éo
TOE (FCDEZRFEICLD 15 XFL EICRETEZENTES,

(B8:&E9 3 TSFI]
BIENRIDEBHEEE
Web UI OEE#RE

(4) FIA_UAU.1 Timing of authentication FBEEDRA13IVY.
FIA_UID.1 Timing of identification #BIDA1IY

TOE (I AEDHEA R ARXELT. KRB AR EHR— M3,
BRI EEREND M UATI— AL ARES RV RIAZEDFM4 7V bD Web T30, F)oA—F
110D 3 &8N HD.
BIENRIV, FIRFEDZM47V MO Web T30 Tld. MFD #aeDIRIEEEF AT T 5HIIC, ID &/VAD
— REAASET, ABESNE ID E)SAT—RHF, TOE [CB SN TV SR AAEERE— BT EE
REET 3,
Fe DFMTU R PC DTV bTF=AICE 5ENDS ID &) AT— FICED T4 XK= b)Y M DR
Ei’Efth*'ﬁbné
FRRE(FIA_UAU.1)&3 R (FIA_UID. 1) EIEFICEITSN. 3R - REEDm AN LI DA 1
ENEFRIEND,
ARERHI LD FAX DZEICDNVTIE, TOE (&, ARSI ET(C. FAX T—4%%2{E7 3,

(BiEY % TSFI]
BAENRIVDERIFRE
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Web UI O#RIEEE
AUVEEE SR IA
NREBEFEEILR

(5) FIA_UAU.7 Protected authentication feedback {RESNFRIEI1—F/\wD
TOE (31— —ZB5ERF(C. NAT— RERTHIC. NAT—FELTA ATNEXFHER DR LX

F"@ (bullet) "Z. ##1E/ IR Web J50HICRRT B EERIRIET D,

(R8:&E9 % TSFI]
**1’F}§*}l/0)n§kﬂuub AR
Web UI D AIER5

(6) FTA_SSL.3 TSF-initiated termination TSF #C&)CL3#&T
TOE (& Web 75o4%hn Web UL IC—EFRE(1~240 5 THRERIEE) D7V ANE MG E (SO
DAV (Rt yYay) el )7 VBRI EERT D,
FARENRIVDO—ERFRE(10~900 FTERE FIRE) DIRENE MG RS R SRIVDERTEDND

D7ENZEEEEARS,
TUIR—=RSANED YAV RFET . TV MOBERNBELEBICEYYIVERT T3,

(B8&E T3 TSFI]
BIENRIVDERERE
Web UI O RIEES

I—T—I

1.1.2. 1V EE&
tFI)T1EEHEER. VATLEEEICLDERTEICHKL. TATO TOE FIAEICHLTEF 1742
EIIERBIAL, HARLEDKE, RERELPEERAEOEELLE) . BRI ZHDHEEZ
?E{z\g-éo

(1) FAU_GEN.1 Audit data generation (B&ET—34%R)
FAU_GEN.2 User identity association (FI|f&#71&EHROBEER(T)
TOE (&, Y370 T PR AE DA FRIED K. A FRI SN R AEICLIEEEEOF AL
E.Table 21 [CRTEEMROERIIOVNT, BEENJRRHRT D, FLREETHICE. FTRHE
OB, EROER . BRE5IFRLLFAE (ATRETHNE) . BLUEROERNEHSIN
%o
TOE REZRINEEERNKREREHEEOJELTRRHFR TR, TORRE LTI AE OB AR

(CREEfHTTRREFEL TS,

(B8:&E T3 TSFI]
BAENRIVDE R FBEE
Web UI o)uﬁt%”ub Y]
TIUB—FSAN
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BENRIDEIRHLEE
Web UI OEE#EE
BRIV

BAENSRILOIE—HEE, TV MERE. AT vURERE. A vUINVDAREEHEE. T7D AR . XEER

D Likae

BENRIID YT IKEE - BREDR RHEEE
Web UI O J374KEE - BED R RHEEE

Web UI ORyDAN6NDXET—SEDH UHEEE
Web UI O77—LI177y7T— MEEE

ANREIEER
Table 21 EEOJDEEMA
HBEER RRINIEEERE EESRFM
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

FIRAE SRR
FI| AR & 58 A1 S B
(124532, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIREREAK
| PR A R BR
(FVVBES11\05)

Job Status/ Print /Aborted

EEAEOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZESNLEHELTID,
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“Password”, “Name”h's2 ks
nd]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TDRE
[ZEESNEEMHELT Role"
FLEREN3B]
BZINZEE Device Settings/ Adjust
Time
AL DRER Communication/ Trusted Failed
(TLS) Communication [7ORIL. BIESE. RBDE

Mt R7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VAT LEEE(L, Web UL TAJM V., Web Ul hboDIE1EICED, TOE AERICRESNETAT
DEEOTEHRM;HTENTED,
EBEOJEATRUNOTFAIPAILELTAIYO-FEND, BEEOJEADYO-FT35E(E. TLS
BENMNDICTHEEINTVILENDHDS,

(Bi&EY % TSFI]
Web UI OEE1REE

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
TOE NEBICRFSNLEETOTDFH H UBEER. FREISNLEVATLEBEDH(CBRESND,
F . BEEOTAOTILAL. Web UL OHEFARIRET. IIENRILDDTPIEAT B IEIFH KLY,

(B8:&9 % TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage ({RFEESNESEEFIHEHA)
TOE ARICRTFSNZEZOIANDTHE AR, Fid tH UHEEDH THD. HIBRH LB IEREEIIFE
LU, SNICED. BEEODT DR ELHIBRERENHIRESN TS,

(B8:&3 % TSFI]
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Web UI OEHE#EE

(5) FAU_STG.4 Prevention of audit data loss (B&T—43E%DMHLL)
TOE REBICRFSNEEEDVE. &xK 15,000 HE2ERFTIENH KD BEEOTNEIFCE-
EHE . RUEGERINEEETACEEELT, FHLLWEEDIIMELTEELERERENS.

(B8:&#9 % TSFI]

BENRRILDHERERE

Web UI O 5525

TIVA— R4

BENRRIOEERE

Web UI DEE#HE

BIRREY

BAENRILOIE—HEEE, 7)Y MERE. AR v RS AFvUiRyD ARTERE. TPV MRS XER
D Ui aE
BENRIDIITIRE - BEDR TR

Web UI Y37 iK5E - BEOR RI%HE

Web UI Oy 206D ET—ERDH UHEEE
Web Ul O77—LD177y7T— Mé#E

DR EBIEEE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #\EpESZ SEIME IR
EEENOJIE., Syslog 7JOPIVERNWTEEY—)INEEENS, ZIEDDEENTDRER. 7.1.7
(3) FTP_ITC.1 [CEEihEdNn 3, X ESNBEED (L. TOE NERICRFSNDEEOT THIEH.
EENTDHHHLOEIEIZ(3) FAU_SAR.2, BEEOJ DR IELHIBREREDHDIREDE1E(E
(4) FAU_STG.1, BEEOVWERICH-IE5 8 OEEE(5) FAU_STG.4 [CEtihdhd, BE&ENY
(&, BEEY—)/INEEESNES . TOE WEBICIZS.

EENKMUEISE . BT 2FCEEIERITING ZENKRBUZREENEEATN
13,500 #ISETBE. BIENSRIVUCIS—%FKRRL.MFD [3{Z1LT 3, CODI5E . MFD & Syslog
H—NEEEB(CEFETEZIREICL, MFD 2Bi#2E1 3 ETIS—(3fEET 3,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps =S8R LAV
EENCEERRBREEBOTELCERETBEF(C, TOE Mo TS IOV REIC LS A1 LA
BT eRITIIMAEEEIRIET S,

BETORELEEE FMT_MTD. 1 LDV ATLEEBEDH N AT BETHD,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#7°%
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1.1.3.

70 AR

BAGREEDN R LRI AE OH N T e Re R AR AEE3 %, TSF (CPDEAT B/ VAT —ACE(C,
FI AT REICTI B HREN R D,

a)

b)

AEIEENRIVTHIE SN 28 EE
JE—HERE. D7D ABBEGEIE). AFvUHRE. XEDRFCEDH LIEE. 7)Y MEgE(TIVA
— FIANTHORIEEE DR ENE L THDENRIEFICIRIENRIVTRREET D, X ELLMEE(EE
RIShizly, ). Ja7KRE - ERE DR RERE

Web UI THIEIENSHEEE
3K - BEREORREEE. RO AN bDXET—ENE LI EE

FABDIZFM7VMDTIVE— R4 NeERT DHEEE
FMABENFIAEDZIT7V DT )VA— RIANTREAIEEEHRE VKBTIV MERETBE.
MFD (33 A FRREN B LG & ICOH ZIET—AEEY My T TF—AICE#(TIVR-X)LT
—H—ID CEOREIRI MICETET .

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control TF¥iUF/EHICLD 701 A%
TOE (&, Table 12, Table 13 [ZfL), BIEERBEEEDVITEXET-ADT7HEAHEES R
I, LT XERD()ND note MECik(& Table 12, Table 13 @ note #5 B LTILV3,
BREERBBETHENOND VITEXET AL, EEEEERBI LRI AEEL—F—ELTEING . 7
—F—FRBVATLEBELINTO L ATREE RS, 2120, EfTH Yadd. —RFAELNEETS
CENNTED, Tz T7IAREDRDT G, VAT LEBELZIN PO AR RECE S,

TV MEREICH TR, D347V b PCHoI ASNSTUY M —RAICFIABEZRHET 572HD1—
F—ID &EN3, TV MEREICHTR VadmMBE &R, TV M —RCEFENE1—T—ID [LLOT
HESINS, (note 1)

AFrUtgEe. JE— e, J7D AR EREECH T 3T, BE RO T (1o Liza—H—1ID I,
FDA—F—ELTEIND(IHN B, (note 2)

JPOAREF DI/ E. JPU AR EEES VLM AEMFETERH. ERERENST—F—L
LTEINDFbN, (note 3)

TPHAZIEVTRESNS I7VARET A RETIRVIACEINETON TSI —ID H'7
—F—&ULTEMMFFoNS, (note 3)

TPIARET IR ETINVDAE. SATMERTILENHS, (note 3)
TPHAREDY3TEHT A% TOE sihniEnndlizth. TOE DFAETH LI ND1-H -1, J7
DAZIEDVITBELUVT—HEER T BEETELLY, (note 4)

XEDRFERMNHEUEEER . AXv U XE . I7DAZEXEDRNYIARFEZDENE UHREZ ]
BEET Do ATV UBEEICHVTIE, BT ERICAVA RENDBETHD, RV AICAF YO X ETETR
TR M EBRERINTORYIAN, —&FIRAEFFLIE SA BB EDNFRETIRYIALITHE
ReTgee3%, FIRABFATv O XEZRFTIRVIATEIRL. AT v AREEEITI N, ERLE
NI ADFRBE BN ATV XEDFREBICLB D, T7DAZIERREICBWTE. 77D AREXER 77D
AZERRNYIACRTFINDG  T7DAZERNVIADFRBEEN, T7IAZEXEOMEELRLS,
(note 1)
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NYDAICRFSNET-RIOEDH L., FLE1— TV MER. HIBR. )V MERTIEOER A
HOFRIT. TEBEFCLAEMEEELITNEITTES, SA TVATLEBELN., th ADKRYDR
ADT—RIFRIETERELY, (note 5)

TIVR AFvD IPDAEE . T7IAZEORBXET - ANTLE 21— FIEEFLREIATLE
BELIINETTES,

TIVE, I7DAZIE XEORTFERMNH L. WINOBEEICHNTE, XET-HERE T I
REESNEL,

AXv, IPDAEIE. T7VARE. XEORFEERNH LOEZE I3 T 2R E T IMEEF IRt SN
LYo

-3 SRABDHRETEHENTED,

(BH:#E9 % TSFI]

TUI8=FSAN

BAESRILOIE—HEEE. TU MERE. 2FvUiEE. AXvURYD AR EFHERE. T7DAMEE. XE R
N LikaE

BAENRINOYITIRE - BEDR THEAE

Web UI O Ja7IKEE - BEDR RiHE

Web UI OiNyD AN X ET—FENH LikEE

PR EBEIZ MR

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tF¥aUT1#EEDSHZFL\D
&
FMT_MTD.1 Management of TSF data TSF F—A20D&EE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
FMT_MSA.1 Management of security attributes tFi1UT1EBHEDEE
FMT_MSA.3 Static attribute initialization F#8IEHE#IHAE
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE (ZE# AR SNZ VAT LEBEDHIC, TiE Table 22 (5RY TOE Ha1UT/#8EICE %R
TREFI)TAEEBEEDSRERTER .. BLURHEEDHMERZRE TSI —10871—
AZRHT B,
F FBARREN L —RFIAEEERDNNRAT- FERDOHATHETHD,
CNODBEEEICED ., EREINDZTF1UT1 EEBBEETIRE TS,
BHEEERIDSREE., HEREEENMRERILELU Web U hoOJq Y LEEICERRIND
HBEBEEORTELOTHERT S,
TOE (&, Table 12 Table 13 [ZfEL), BIEEKRBEETIRNOND V3 TEXET-ADMBEHAIE
H|OT I MEEL T, BAERETEB LIZRIREHANERERTE TS, sFlE. [7.1.3. 7oEAH|
81 (1) FDP_ACC.1 Subset access control 7ty ;7O A%l{#E FDP_ACF.1 Security
attribute based access control £¥1)T/BHEICLZ7OLAFIEIESBOE,
TOE (. W EESE . SA. VATLEESE . —RAAZBORINZELALCF RAFCHEMT. Tz
#1593, ®RENT, 1—H—ID ERDLTHN, TOE FOJM Y LRI RAE(CI—Y—ID (I d %
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Elk il g

[FMT_SMR.1 (CBH:&ET 3 TSFI])

Web UI D51 ZREE

BENRRILDER RS

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CE8:&$ 3 TSFI]
BENRRIOEERE

Web UI O EEHERE

[FMT_MSA.3 [CE85&E T 3 TSFI)

TIVB—=FEZ4 N

BAENRRILOIE—HEEE . AFvUBEEE. AV VRV ARTFHERE. 7D ABEERE

NREFEOER

Table 22 %171 EEHAECIE{ERIAER Ul

1)1 EEIER B4R | Web UI
APL-UBESEHREDREESRL. AR/ EIDREEITD v -
RENSRIDLOFBFERF D) NAT— FMERDREESEL. B2/ HEN v -
DREEIT
FIRERERRICEIS TV AERREESHL. B3/, EEE v v
HOREEITI
W EESE ID £)\AD-FOEEET) HBEEEDH TE v v
FIR%E ID OERL. &, BIRREITY, N\AV—- FOEFE{TI. Tt v v
FABICEINS TERBES R, SA FLE—RAAEORENICE
B9,

1-Y- 1AV - FOR/NXFHHRESRUREET v v
BIET RS LEREOREES R L. AR/ BEIHLUFRFRO v v
REEITI

TLS H4—)\GEBAZE DR EES R L. FRl/ EH DR EEIT, - v
A FREE A RE DR EES IR U . AMRFEEL/ B DREZ1TH v v
TIAR— TV MERRDREES L., BR/HIRIOREZ1T v -
B, BRIESRUREZ1TI v -
BETAMEREDREESRL. AN/ EINOREET v v
J7—LOIP7YIT— MEREDRE TSR, AR/ EHMDREEITI v v
A—MU7HERE BB )RIVELT Web U DS EBERTE v v
LR—MEADREESEL, VATLEEERE/FAENREET v -
D

DANR—IVIZTREFIRIEREDS RER T ZITO(HAED A 20/ v v

B/RSFINAT—F)

TXI)TAEBEREDSBERTEEITI WEEDF R/ BUH LU v -
Syslog E{EDEETE)
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TPDAERRICH T B RIERVIANDS REREEITI. (HEEOH R/ v v
NBLUZERNIADIETE) *1
*1): RAERVDADIEE L. SA BMERLLIERYD ATRITNIEZ BB,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—4M{R#&
TOE (3. #2558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIR%FETBH ., TATOF
BECLT, COBSRERHETEHDAUATI—AERELTLVEL, 2. NVRAM2 KlEAED
(FENTLBERIT. AL—IEBRIELEER TG,
AML—YUmEE 8 (DEK: Data Encryption Key)ld. E520 KEK T AES-CBC AR THES1EL
T.NVRAM1 R U SSD [CR7ET %, SSD (LR FT S DEK OF&(E I\ 7yITHB,
TOE D#EENEF. NVRAML [CIRTFSNEREBLSNZA N — RSB H(E. NVRAM2 [CHDRIES
BTESILIN. BEPEFEXDIKET DRAM [CRFEND,
L. TATOF AEICSH LT, TOE (&, DRAM [CRBESNEEXDA N — U SRBERH TS
VRII-AZREL TGN, Tl DRAM [(CRFENTVSEXDA N —JUIESHE. EREELT
CEICENBEESNS,
TLS BIEFICERTMERTEDIIHE. 7.1.6 (15)DBIBCLNEEBILEINTIKEET
NVRAM1 [CRFSN., TATOFIAEFICH L THERZHRH H T U271 — ARRELTLVEL,
BEICFAINS TLS tyYavi#E kU TLS EC Diffie-Hellman #Z1{E(XF X T DRAM LR F
N3N, TRTOFIAEICK LT, TOE 3. DRAM [CRBESNEZEXDEY YAV BERHZTAUA
JI—ATRBEL TG, Fo. DRAM [CRFSNTVIEXD YAV #E, BREEL T CECLD
BEIND,

(B8&E 33 TSFI]
HICL

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAF
TSF (& Controller ROM & Fax ROM D220 77— LI 7ICENETRSNTHND., 220 77—
LYIP05EEMERIIT3IEICED., TSF OEEEMERRIIT .
TOE (3. #®28)FF(C Controller ROM (& 4byte @F19DY L, Fax ROM (& 2byte OF 190 L%
FEUENMEE—HMT N EHRL. EERFERENRIUIIS- 2R RUEEBZELTS, FEk.
DRBG [CEALT [1]11.3 [CEREDAIATAIEEITL. TAMERKRUZZ & BRENRIVCIS—
sRRLESHEZILT S, I5H DRBG Oit#klE 7.1.6 TR,

(BH:&9 % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update B{S@E7vIF—h
FMT_MTD.1 Management of TSF data TSF F—4NDE®E
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
VATLEBERG ARENRIDOOBRIECID BENRIL LETHEBDOI7— LI 7N — D3V e
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RIBENTED, T R TEIAMZENIFH DT BIEICL THIFEF D TOE 21T 577—
LOI7PDON—I3V R T HENTED,

Fre  EBAFREESNE VAT LEEZOH N, YATLEEEDF17> ) Web UI i, Controller
ROM, Fax ROM &)\ —J LN F U774 )% TOE (SEIETBEICED. 77— L0177y 7 T
—FFBIENTES,

TOE [F. YATLEEBEDIZM7V MO Web UL hoEESNET77— L1 7eE8 N1 )77 ) 2%
ET3E. IMFIITPAICHRFENZEFEREWRIEL. REEICKRB UGS}, PyTT7— Merik
U IBESRIVICIS—@EMULTELET S, MM FIT7MIU ESNTWRBEFESRIE. MM FUT71)L
% SHA-256 T/\vYabl/\wialEx# K 2048bit D FEHE THES1E L= RSASSA-PKCS1-
v1.5 AX®D RSA TIRINEBLTHD, JOTREIEDFIEL. 1) N FII7MIUSRASNEEFE
2ETP— LI TE L BRI RSA ABBICTES . 2))\FU774)L% SHA-256 T/\w¥a, 3)
BEEHEREN\YYAEZLEL, —BINIEEEERL). F—HTHNEHRIIRKRER S,

[FPT_TUD_EXT.1 (CBH&9 % TSFI]
BENRIVDI7—LOI7N—JakER
Web Ul O77—Lo177y7T— Mg
[FMT_MTD.1. FMT_SMF.1 [CR8E T3 TSFI)
Web Ul O77— L1777y T — MéfE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B GEXFREEF)
TOE (3 TLS KES-@{E0$2FESL (EC Diffie-Hellman) TRV ERTEELT, [2]ICREB0E
MehiSREAD, FEAMBREOER A AL, [3]15.6.1.2.2 U [2]Appendix B.4.2 (C#
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMB#RELT [2]Appendix.D [CEE &k
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHATZ—DOhiRES,

TOE (3 TLS H—/)\GERAZE(CRIAT2IEMHEEL T, [2]ICEREHDFEMBRIRE. L LU, [4]I
S2EHM RSA #BEAWS, CNHDIER TR Web Ul hoD1—H—$8 R TEREIND, FEABRIR
BOEMAET [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZHE5, RSA #(3 [4]6.3.1.3 #iD
ERFECH, ZORTEONDIRHIE [2]D B.3.6 [CENE/MENS, EABIRELT
[2]Appendix.D [Z32#; P-256. P-384. P-521 %, RSA #E£LT 2048bit. 3072bit &4
iR— kL. Web UL hodl—H—H0VIND—2FEELTERKIETRT D, T, REUREOEL AR
(21X (14)(CEEE D AES-256 CTR DRBG ZzH L%,

ERROBRERICHNT, TOE HFADILRDPRABORERGL,

(B:E9 % TSFI]
Web UI #1235
TR =FAN
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Web UI OEE#AE

BENRRILDOAF Ui EE

Web UI O J374KEE - BEED R RHLEE

Web UI QiR A b0 ET—SENH LikEE

Web Ul ®77—Lo177v77— MkEE

% Eh(C, FAU_GEN.1, FAU_GEN.2 ORE TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEEY— )/ \NEIETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B55 4K
(R EEF)

TOE BAM—IURBERRUSEEBENTYYIVEELT. FIEZOEY MIDELHZA D, BK
BIICIE. AL— YRS 8 (DEK: Data Encryption Key)® 256 £+, DEK ZEE5 1937260
S S82(KEK: Key Encryption Key)® 256 Evh, TLS tyYavBOIAR—ELTRIVI—
DAVTRELVEREEARITEUT 128-256 EVMEENEFNERT D, ELEIT(14)ICEEED AES-
256 CTR DRBG T&E 9%, adH. CO DRBG NIFEUHINZDIE., (12)(CER&HLEBFI( V%
AR, R TLS BIEty av MRS THd,

(F8:&9 % TSFI]

Web UI 0523

TIVR—=FSAN

Web UI OEEHEE

BERNIY

BAENRIVD ATV U RE

Web UI O Ua7IKEE - BEDR RikAE

Web UI DRy AN oD X ET—FERNH LikEE

Web UI ®77—LOI77v7T— ke

¥ EhlZ, FAU_GEN.1, FAU_GEN.2 OBSE TSFI £ &%,
(BEEOTNERSNSE. TLS BIETEEY -/ \NEET RN, )

(3) FCS_CKM.4 Cryptographic key destruction RESH2IEZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction BE5## DK E
TOE B EXRFESNZIERUVEMBERBICL A THETS(*), TOE [CFEXBREFESNDHE
RUBMBEEDIEFESEZ Table 23 (TRY, T, oD R UBEM FHHIE S LEOEITEIC
RAM EDQI—DAEINENIE—SNTFIAESNSH, RAM LDOF—4(d TOE OERETECHICFE
EBDHEIBREN S,

() AL—URES#(E NVRAM1 B U SSD [CRFSNSH., (10)ICEEEHDBDEES LSBT,
AEHORMENET D, Tz, (1)ICEREHRD TLS —/\GEAZ(CRI AT S TR, (15)DANZ
ALICED NVRAML LICEESIELTRESNSTY . REHDOMRNET B, T7—LVIPERIRAL
(CAWSAREE, ER., TI1R-MESE. BSI)TA LX) TS5 AIDONTNICEHEE S

LBLVEHAZHDOH RN THE.
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(BH:#E9 % TSFI]
BAENRIDEEKEE

BIRRNIY
Table 23 FXRFINIBRUVEMBIORESE

BEFE A REFLE WEAACIHKEER

el SR NVRAM2 | #1ERIDEEZEAZ 1o TIHH DK E

(KEK:Key [CRTIERZLEE. 7—8%(14)C5EE D DRBG T

Encryption Key) ERUEELBT1E EEETS,
TIHBHEFBOREICRT ERT/ AV EDETOT
—RERETIEZERL, TARERIE S
HEN—T103VeRUEBHRTESIILEND
LVzsh, DEK B U KEK (FAREICES,

TLS ©yoav s RAM TOE OERETHET S,

TLS EC Diffie- | (%)

Hellman ME{E TOE FERMOFFRTAZG TLS £yYav&EfL
5. TLS Tyvav@E R U TLS EC Diffie
Hellman MZEERTECES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
EEIRME(RI MBS 8’S)
TOE (& TLS Oxt#r#Erg&/E=5LT [5](CEEEHD CBC E— FR U [6]ICFEEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]EHTHD.

(B8:&E9 % TSFI]

Web UI Dz 51525

TIVB—FES4)N

Web Ul DEE#HE

BENRRIDAF v U EE

Web UI Y37 iKEE - IBEDFR RHEEE

Web UI Oy 260X ET—FERDH LA

Web Ul O77— L0177y 7 — MékE

X EhlC, FAU_GEN.1, FAU_GEN.2 ORE:E TSFI £ &8,
(BEEOTHEREINDE, TLS BIETEEY—)INZIETIEN, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) EERE(BR%ERHREL)
TOE [377— L0177y T— FOEEMMREECH T, [2]ICEEHD RSA TIAINELEYR— T
%, BRI 2048bit Thd, BRIA—IYME [2]5.5(F)ICEEHD RSASSA-PKCS1-v1.5(
3N
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(B339 % TSFI]
Web Ul O77—LII77v7T— MkRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) BESEE(ERLERK.KREL)

TOE (& TLS OEFEREE. RU. EFBRER/IRIEICH VT, [2]ICERE D RSA TIINEL R
UHEABRIR T YA EB RIS G LIZE R E MR VIREEZ1TI. BH. RSA R (L 2048bit FzIS
3072bit. NIST t5Meh#2(Z P256. P384, P521 #HiR— 9%, RSA T IR ERDER T+—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. AR T VI E L DE S
A R/HRREE [2]6.4 (C6ED. CNbld TLS BIERICEEERFLOXTIVI-Yav, EFELLE
BEFICIE 1Y —DIEEICLD. TNENFEATIER AN RFD,

(B:EY % TSFI]
Web UI OEEHEEE

BAESRINDAF v B RE
X &hIZ, FAU_GEN.1, FAU_GEN.2 OBEE TSFI$ &,

(BEOTDNERSNGE, TLS BIETEEY—)INEEFTBH, )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\va7?
WAV L)
TOE (&, 77— LI177v7 T — FOBEEMRIEEDTI7— LOIP 7Y TT— M A=IT =80\ a5t
HICSHA256 #FIAT 35, CO SHA256 \vY1EEERED RSA ESHREELLEKTHETE
BRIAERITTS. 55, \WwoaFZIJUZXLIE [8]ICEMT S,

(BH:&E9 % TSFI]
Web UI O77—LOI77v7T— MiRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) B/ ()\wa7?

W)X L)

TOE [F(11)ICEE#EHD TLS [CH(F2 BT EA - IR A XD/ \WY1EEIC
SHA1/SHA256/SHA384 &#Hh— M3, BIEICEAT2/\vY17)VTUZALIBHEFEEOXT VT
—VaVICE TGRET D, 3. TOE FBFELRER/IRIED/\vY151E(C
SHA256/SHA384/SHA512 #HiR— L. BRERBO1I-—DOEECINERTSE/\vI17
WIUZXLHRET S,

TLS [CB(F2RFEAVE— IR A KD\ V15t EEBFER ER/RIID/\W 15t BEIIIRIIL
THENERICHEAENERENTED, BH. N\yYa7ITUXLIE [8]IC#ERHT S,

(B8 T3 TSFI]
Web UI @uﬁk%”uu ]
TIUBR—ESAN
Web UI O EEHERE
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BENRIDOAF v UHEE

Web UI @37 ikRE - BEOR RHEEE

Web UI ORyIANbDXET—AEDH UikeE

Web UI O77—LII77v7T— MkEE

X EhlZ, FAU_GEN.1, FAU_GEN.2 OBSE TSFI £ &8,

(BEEOUNEREINDE. TLS BIETEEY -/ INEIETIENH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S (AES T-AmE S 1&S)

TOE BARL—VBEEDEEARELT, [9]ICEBEINSE AES. RU. JOVIKESE—RELT
[10]CEE& SNz CBC &Y h— T3, B#BRE 256 EYMTHD, IV AN —IDEHEBEFE
DEK zmIcEH T3,

(B8:&9 % TSFI]

TIU8—EF4N

BENRIIOIE-HERE. TV MERE. AF v e, AFvUiNvD AREFHEE. J7D AREEE. XEE
DH LigaE

BENRILD YT IRE - BEOR TR

Web UI OikyD A 60X ET—ERDH LiRE

AREFEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESiEE (SBIES
1t)
TOE (F(12)ICEB&EHDED. AL —IBES{LiEED DEK(256bit)% [9]ICEEE SNz AES A=
BS1t9%, KRG 256bit THD. JAVIEEESE—FIE [10]ICEREH SNz CBC #HiR—+T3,
fiﬁ(;t 256 By TH3, IV [d(14)IC5E#D AES-256 CTR DRBG hoEBEE M THD.
(12)[CEEHDEN. A FL— VIS 2L iED DEK(256bit) B2 T20lE. AL —JIEEETF T

1Vh 1 TOE OHEIREBIFF THD.

(BH&E9 % TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) ESEEBMT)\YD1AvE—JEREE)
TOE 3 TLS [CH 128 fF EAvE— IR ARELTUTEYR— T3,
& (bit):160. 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Ivt—IH4 U1 A MR(bit): 160, 256, 384
N7V TVZLIE [11]. BFENY DAV E— YRRV X L(HMAC)IE [12]IC#MT B,

(B8&E T3 TSFI]
Web UI o)uﬁk%”uu ]
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TIVR—FIAN

Web UI OEE#EE

BAESRIVDAF v UHEERE

Web UI O JaFiKEE - BEDR RiHE

Web UI ORI AN X ET—FENH LikAE

Web UI OT77—LOI77v7T— MERE

¥ &h|Z, FAU_GEN.1, FAU_GEN.2 OBSE TSFI £ &%,
(BEEOTNERSNSE. TLS BIETEEY ) \NEET RN, )

(12) FCS_KYC_EXT.1 Key Chaining #F11Y
TOE (FAL—Ukg 52 (DEK) XU DEK &g S 1L 337z DiERE 5 8 (KEK) BB FI1 0T %,
EFMICE TOE BAM —JIBESRFIM UM GIESIFR(EARMIICE. THAEVERESIR., Ft
(. BENRINOEEEA_1-h o TIHHAHRORECRTREZUVLROEEIRF)(C(14)ICFEEH
@ DRBG T DEK & KEK #4 L., DEK (& KEK [C&D(10)IC#H->TRES1EL NVRAM1 R U
SSD (2, KEK [FFEXXIKEET NVRAM2 [, TNENHRFT S, 2 B B LEDEEFFIE. NVRAM1
[CHEB1EL TR LR DEK % NVRAM2 hb3# Hi Ui KEK T(10)[CR-THES T2, REW
DEK. KEK &3I2 256 B NC#H3 ., DRBG CIE(14)ICiE & LE@BN+ 9B I bAE—HMtEAEN S
FhBEDFRE(L 256 EVNTHD., MFI1 0D H T 256bit HENHIFINS,

(A&7 TSFI]
BRASY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material BRU#EMHDIFE
TOE (F(12)ICEE & LIm@D, ARL—IREE#F 1M U TOE ORI ENRICZ M) DRBG T
DEK & KEK Z4 L. DEK (3 KEK TREE1EENT NVRAM1 R U SSD [, KEK [ 3 IKEET
NVRAM2 [CENEFNREFT D, ZDMDA L —UIC DEK, KEK iMRFFESN S _ElF L NVRAM2
(FIRH A AIREA L —ITHBIH. (12)DRF MV O—EH IR MR ATREB A ML — VI X
TRESNDEFGL,

(BH&E9 % TSFI]
BRRY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
14 (BLBEY MR
TOE (F&ELEARKIC [1]10.2.1 (C#EHUL]= AES-256 CTR DRBG Z#|FH79 3. —® DRBG (&
Derivation Function. Reseed ##&E%*#& L. Prediction Resistance #aE&HFEIL, .
Linux 1—JL®/dev/random WG &L # &Y — FET 3, /dev/random DIRHEETTHS
Linux Random Number Generator(LRNG) % U LRNG [SFEATI0O090H0030F5H H U
MR/ 1 AEEH2EEIY ME—RET S, CD/M IV T MII7ICENERIMICERDESDEE
HETEHLDTHD. DRBG [F/dev/random hoifaEnizo— k% entropy_input R U
nonce ELTHIATZH, ELEOIV MOF—&(3 256 By b x 1.5 ##8x. [1]8.6.7 D& #EHD+
NEE A%,
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TOE (3Z0 DRBG ZAWVCA M — YRGS HE, TLS Ty aV#zEHT 5,
(12)(CEE&HMAD ., AML—IESREHDZHIC DRBG i2EIcN2DIF, AL — ISR T/
UhigL) TOE OHIEIREERF CHB.

(B8:E9 % TSFI]

Web UI O 5AIFEE

TIVR—FIAN

Web UI OEE#EE

BN

BAENRIINDAF v B RE

Web UI Y37 IKEE - BEDR RHkAE

Web UI OikyD Ao X ET—ERDH LiRE

Web UI O77—LOI77v7T— ke

¥ &hIC, FAU_GEN.1, FAU_GEN.2 OBSE TSFIt &,
(BEEATHERSNDE. TLS BIETEEY ) \NEETR1H, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk F1AD EDF—H{RE
TOE AN —IF M ALDT—HATOVH BT E1L/ES LT 5. BEAMICIE, A —IT)N(
AL DEEBIERIRIN—T12a(C T2 T71 IV R U AT —50 Read/Write ZH A LTT—ADIE
Eb/BEEILERL. Zi%/\—T12avICxt LTTF—A7 09D % Read/Write 3%, BESE AR
FCS_COP.1(d)IZhE 3, BEEAL R S— T4 VavEE AN —IT )\ A ST AT hels
NVRAM1 KU SSD T#HN. NVRAM1 KU SSD LISHI IR ATRER A L —IF )11 AL
A
LEROAN—-IREELE., BEEFICIO>TAMN — IS HEEN B MR ESNE . TOE #)[E
BN OENET D, IBEEL/ESEICFIATS DEK [F(12)ICEE&H LED. BERF A UH G
FCEIRFICE R SIND,
LTOEXDFAET—H. FXOFHZED TSF 7—43lE NVRAM1 R U SSD LORESExiH/\—
FA4VAVICEEFAFNZ=HER 1IN, NVRAM1 R U SSD EDIEREB LR DI —T13avIC
(&, 7OTS LA A=Y, FlHEINSA—5% KEK Z82EL(10)ICEREHD@EDEEE 1SNz DEK OH N4
M., EXOFIRABXET IRUVEXDMED TSF T-AZ2EFB\, BH. DEK DIES 1L
(12)ICE2&E L7zED TOE OIS HF 114 VNG UVEBIFFICITION S . Fo. FX KEK DIRFLETH
% NVRAM2 (IR MATEERR A FL—IT I\ A ATIETELY,

(BE:&E9 % TSFI]

TVIR=FIAN

BIRINIY

BENRIIOIE-HERE. TV MERE. AF v e, AFvUiNvD ARFHEE. J7DAR%EE. XEE
D Lk eE

BAENRIVD YT IREE - BEDR RIEEE

Web UI DRy AN oD X ET—FERNH LHEE

AREFEEIR
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1.1.1.

BEEEE

(1) FCS_HTTPS_EXT.1 HTTPS selected #iRSh HTTPS

Web 5002 THREIE F57490% HTTPS TEXa17FvRIMET B LIIEFITIEREN AT EE
ThHd, CHREFX Web UL o EBEDHNITAS, HTTPS & [13]ICH-TZRETHD,
D347+ PC D Web F305 Dokt EREZ(I5E., TOE D547+ PCRT TLS BIEOFXT
VI-aVEHEILL, HTTPS ®IE%FIRT %, V547V PC hod TOE & Web UI [CH(75:8
AR LVITATOUE- MEEICH LT, HTTPS BENERING, Fo. YATLEEREN
TOE NEBICHEMMSNIZBEENTZ Web UL o I FR. HTTPS BIENEAINS,

(B8:&E9 % TSFI]

Web UI 051525

Web UI O EEHERE

Web UI O Ja74KEE - BEED R RHEEE

Web UI OiRyD A oD ET—SENH LHEEE
Web Ul O77—LD177v77— MégE

(2) FCS_TLS_EXT.1 TLS selected @i{R&nk TLS

TLS @EELT [14]0 TLS1.2 BHik— 3,

TLS BIETHERATIEEAM— MDA 7Y b3 —)ED TLS IRDYavhicxTVI—-ban3,

TOE [$ TLS ZF AT 3BIEICHVTIE, TOE [FHEEEICIE LTI 7Y M H—NICHBNES, 5l

ZIE. Web UL PHEATEY =/, ZF vy XEBA—ILEEER>YF1 7Y ML TR B,

TOE (30347 M oI ESNLEES A/ — FO oY R— 3@ BE0% 1 2:#iRT S, TOE

Y R— T 3B A —MILL T THB,
TLS_RSA_WITH_AES_128_ CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B89 % TSFI]
- 88 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



Web UI O 5HI523

TUVR—RSA4N

Web Ul O EEEERE

BRI DAF v U EE

Web UI Y37 iKEE - BEDFR RH#EEE

Web UI Oikyh A 6D XET—RERDH Likse

Web UI O77— L2177y 77— MERE

X EhlC, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,
(BEEOTHEREINDE, TLS BIETEEY—)INEIETEREN, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&{EEFv®Il
TOE (& TOE £&&EY—/\. Mail H— Nt T, L TOBEBEEE IO EYR— M3, ChiC
ED. IV RFRI Y POEFEBIET - ADRBERS AN ODRENRIIEN D,
BEEY—/N: TLS
Mail #—=/)\: TLS

(BiEY % TSFI]
(88&Y—/)\) FAU_GEN.1, FAU_GEN.2 MBS3E TSFI [C%£9'%

(Mail =) BESRIOAF v iHE

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(FEER)
TOE BEEEDUE— FPCHODETHERMVATI—AICK L, U TOREBEEEIOrILEYR
— ;B INICEN. TV RRA Y M OB R EEET - IDRBERS DO DRENMRIIEND,
Web UI: TLS/HTTPS

(BE:&E9 % TSFI]

Web UI 051585

Web UI OEEH#EEE

Web UI O J374KEE - EEED R RHLEE

Web UI ORyDAN6NDLET—EDH LikEE
Web Ul ®77—Lo177v77— MEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) &S{E%E/\A(GEEEER)
TOE (FIEBEEBED)E— FPCHODETHEAAVATI—AICK L, U TFTOEEFEEE IO L EY
R—bFF B, TNICED. TV FRAY FOFERNERBIET - INDRBERS WD DDRENRIEEND,

Web UI: TLS/HTTPS
TVUB— RS54 )1\ bOEIRI: TLS

(BS:E¥ % TSFI]
Web UI 0585
T)VE—=FMN
Web UL O Ya74K % - BEDR R EE
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Web UI OikyI AN 60X ET—ERDH LiRE

1.1.8. PSTN 77DA-2y I—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77025 B
TOE (&, 77DAET LRz 5. ARBHERREN LT TPDAT-IDEZEWEETIRHT S,
HiR—r337ORUT ITU-T G3 E—RFDHTHS.
TPI2AL VB ITI—ATERENHFINTLBDE., FIAEDI7IIIIXENDHTHD,
T—RAET LBSREIFLT . M ERDoD B BT —AEEIVY RME— IR (T T 0Vzsh . TP AREED
B TOE [CRIEICPDEATBEETERLY, 2, TOE [F. AR EEEFHEERNEBRY NI—IETT
—REZ(TETHEEELLRVEYD, AREBERRZENZELVCARERT A EREBRYFI—D
EECELBL,

(B:EY % TSFI]
DR EBIEER
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

A EEAR

CcC JED5457)7(Common Criteria)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)

FIPS PUB K EDEFRFRLIEIZEDH ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)

SFP t¥1)T1#8ES $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP EFA—ILXETOIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y b(Security Target)

TOE FTifxf % (Target of Evaluation)

TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

S B

WET? TPAIV AT L BREATIN O ROBEEERUNGVLIITHETEIEETET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT SZHOESHED
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FAFISIM7V D Web I35 &N LT, TOE [CRTRIRIENTEZIVATI—ATH
®o

NP NI AEIFERHRANTEAF I X EPIPIARIENEE TOE RICRETIHBFDIL,

FREFT BT TRGRYDALCHEMSN X EERYMNI—D EOIVE1-AD 0BT
CENRTRETH S, NI AL, HEEREL TIEMFolder ) ELVS B FFCIRIEEND,

TIAR—=rTUV b
(Private Charge
Print)

TV MEREICH VT, FIRIT -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—UREIC—BEREL., BEESNZRAEMEERIVINIE TR 2 THIRIZHA
ER:PAVA P

XET-R
(Document data)

— % FIFAE(U.NORMAL). SA h* MFD OOE—#48E. 7)) MigE. AFvUBEEE. 77
DAEE. XEDRFHAEEFI AT SRIC. MFD REZEBT 22 THERIFERES
T %, ML TXET-HEREET B,

AXvUNXE AFVUBREC IO T BEFHAAEBRINEXET —H, A TOE [FAFvUXEE Mail
Y—I\NEELED, XEDRFERNH URBEICEDRYD AICRTF T S REEHRF D,
TPDARIEXE TP 2AREREICLHTRIESN . KN TOE THRINBBEFHADONXET—ITHS,

ZAEEERAINVI AL
LoR—

(Folder Selector
for Fax receive)

T7DAEHRICH T B RIERVIAEIEE T HHHE,

BHENY

WD, BN EDLOIBAEREITOINEVIER (FIZE, 1-T— 18, EEPERE
BRE)E. BEFEEHEINCT 5,

FAEEE HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,
(User Role) —RFABREDERINTND,

M EREERE WHEEEN TOE 2R AT RRICLERIERZERT . SFR ATIE Key Operator
(Key Operator role £XRIFSNB,

role)

SA #%EI SA N TOE ZFIAT 3R ELBIHERERT,

(SA role)

—fRFIRAERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT BRICHERBERZRT

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,
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W EEEHAE
#

(Key Operator
identifier)

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,

WWEEE
(Key Operator)

MFD O#EE® TOE tF1UT DR E 2 TOEES,

SA

W EEEHSVMIBRICER SNz SA B TPHVY MelER T HENTE, MFD DR
EIEP TOE tFa1 T HEEDR EETOEESE,

VATLEBRE Key Operator & SA D#FF,

(U.ADMIN)

Qs TOE Q& HEEEE AT BRIIC. FIFAE DB R £1T>C TOE OF A ECHIREH

(User (FRTZHDHEEETHS

Authentication) SNEREREEA T Va3V EA VA=V TBIEICEN . RARFREIESNEREREE D2 DD E— FEHR
— ;BN K TOE TIRIARARFBIIE— FTEIET S,

N H

(Local TOE M1—HY—525F% MFD (L& & L1 —1EREFERAL RIS EETIE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE 0)1_'& nLnE’é%anhnEﬂ /\(L%ﬁfibrl 'Ij- 'IH*EEE%LI_CnLnIEMEE&

(RemoteT | SE— k.
Authentication)
AML—UREE REEED—HZREIIAN —JZBEFILTIHEEZRT,

TAVIR— X aE

R—YsBiR E 5 (PDL) CRERSNENRIT— %84T L. EV Iy T T —R(CEH# T 54

Hbo

FAUR—X

FAVIR—AHEREIC LD, R—USEh EEE(PDL) CRE RSN =T — &ML, BV by T
—RICEHTBRE,

#A—MD)T7HRE
(Auto Clear)

BAENKIBLU Web UI hofilt 24 2L LK T—EDR RN @ LIEE, BE)
HIICEREEN DT P SN BHEETH S,

DAMR—IVIZ7?

(Customer MFD OR=F/MEEZITIIVIZT,

Engineer)

WEE WEBEHLE. TOE FERESNTUVBEECRELFERERELPIERATEIETHD.
(attacker) WEHICE., RBINTZFHETEIHSH . COERZRLTPIERATEIELEENS,
BRIV

(Control Panel)

MFD DIRMEICHEIIINEY  SVT BvFRRIVTARAT VA ERE SN RV,

—MRFIREDFATY
b

—RFAESRATEIVIMTP Vb,

YATLEEE
DTV

VATLEBELRFIETEIDIAT7Ur, YATLEEEIE Web 7595 % LV MFD (C
sUT. TOE BRET—HDHERPEEFRZ 1T,

TVIR—=FFAN
(Printer driver)

—RFIREIFA PV b LDT—R%, MFD W' RIRAT R — U5k 53
SNTERIT—R(ICE#RTZYIMNIIT T, MABEDIA PV NCERT S,

E(PDL) CTHERK
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MFD h'EZReIBEB N — U E5E(PDL) CHEBRENET -4, HIRIT—4(X, TOE ®

ENRIT—4 FAVKR—ZTBEETEY MY T T—RICE#EN S,
JE—#EREICENERAHAFNET =8, BLUTVY MEREICIDFIHEZEDISA 7Y bR ES
By bIvTT—4 NEERIT—3%7T IVR—X#EETERLET 4, EvbeyIT—43m B AKX TEE
[EfELTN—FTAADEE TSNS,
[R%5 JE—HEET IIT hoDFZEHAHF DR REBIXEPGE ., EELEETRT,

TOE &EF—4

CHIE TSF F—A0—ERTHN, TOE (L& THEREN/A TOE ICRIL TR &N T —
5THN. TOE OtF1UT AR BES AR ROBERET .

CREE

BEAERINS 256 EVEDT—H, AP —IRBEADXET HORFHRI(C, COET
—REEALTESIEEITI,

AN

SRRy RD—DERERY M) -DEBRETI—RIICHERATIEEORER,

SLERRY R —D

TOE =BT MR TRHEENERGL., AERY I-DLUSNDORY FI-D%HET,

RERRY D=5

TOE M SR ESNBEBDMAERCHD., S8Ry FI—-DD oD EF1)TA DB BICK LTR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2L ER)E- FOFEBLGY—N
POIAPU PCRIDTFvRIVETRT .

AREBFEERR TPDAEIE . TPDAZEDT AN TN S EIREIER SN DM,

AR EFEEI IR

PSTN

(public telephone

line)

AREET—H IPDADNARERBEERNSGEZEDT S,

(fax data)

SFERE ITU-T #1&ED X.509 [CEESNTHD. AANEHR(FIEAMR. #Ala. &%), 2H
8. BVHR. JITIFUN DTRFrEREENTVSIER.

Data on TOE BRET—ATHN . RARIRFICHITBFIRAED/ AT — FEREFOR/INXFHD

minimum user EE

password length

Key operator
Password

TOE ;&Ej_- Q_C%O *ﬁ%mm;i%nu nl—ta)r &)0)/ ﬁj\'j I*'lﬁ#&

SA Password

TOE ;&Ej__ Q_C%O SA ot nIEG)T U)G)lﬁj\'j I"'IFI#E

U.Normal TOE ERET—ATHN, —A&F| BE(U.NORMAL)ZEEEDHD)\AD— FiE R
Password

Data on access TOE HET—ATHN. FIAHE ID SRR EICEAR T 2HEREDF 2/ B DIFIREK K
denial due to B 1EHR

authentication

failures

Data on Auditing TOE EZFET—ATHN. L\, HN, EDLOIBIEXEITONEVWODBER(HIAE., 15—

BIE EEDERERLRY) 2. BILIRT SHEEED AR/ BUDIER.

Data on User
Authentication

TOE BRET—HTHN, MFD OIE—#EE. AXvUHERE. J7D A EES LU T MiRE
EFIRTBMRIC, 1Y —FREEEMICTERA T SO AR/ BB LUREDER,

Data on use of

TOE F|/ET—HTHN. KKK HDREEFF D/ TAT— FfE
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password
entered from
MFD

control panel in
user
authentication

FAtERED B h/ N DR

Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERTTIMAR— U MIBRSE SN RIS E
SNDERTEFH

Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-DEICHEETIXET—4. VaJlEH. BEEOIH
LU TOE BRET—RELVWTLBIET —HERET DO T 5 —RIBEESERIET
AFIVOER/ BHESLUVREDIERSLUVEEAE . FRELA/ESE) AT K, i@
N2 —FiE#R.

Data on
Customer
Engineer
Operation
Restriction

TOE BRET—HTHN, NAM—IV Y Z7iREHIRIEBEDA 21/ B DIFH KR VRSF
IVZU_ F@'I‘E&iﬁo

Data on Storage
Data Encryption

TOE RET—HTHN. AL—IYRESEHEREIC
BfR T 2 EEDH D/ BHDER,

Data on date and
time

TOE BRET—HTHN. 34 LY —V/YI—31 LEREHMERERZIT-HTHS,

Data on Auto
Clear

TOE BRET—HTHN. BENRIA— MUTHEEDE R/ BB LU 7R EOEHR.
BLU Web Ul OF— MUFHEEDR N/ BN DEERSLUDY 7R EDEER

Data on Self Test

TOE BRET—HTHN. BCTAMEREOH M/ EINDIFHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 PV T— MEREDRE 1FH.

- 95 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




({=]
W

B8 SRR

[1] E. Barker, J. Kelsey, “SP 800-90A Rev.1 Recommendation for Random Number
Generation UsingDeterministic Random Bit Generators,” June 2015.

[2] National Institute of Standards and Technology, “FIPS 186-4 Digital Signature
Standard (DSS),” July 2013.

[3] E. Barker, L. Chen, A. Roginsky, A. Vassilev , R. Davis, “SP 800-56A Rev. 3
Recommendation for Pair-Wise Key-Establishment Schemes Using Discrete
Logarithm Cryptography,” April 2018.

[4] E. Barker, L. Chen, A. Roginsky, A. Vassilev, R. Davis , S. Simon, “SP 800-56B Rev. 2
Recommendation for Pair-Wise Key-Establishment Using Integer Factorization
Cryptography,” March 2019.

[5] M. Dworkin, “SP 800-38A Recommendation for Block Cipher Modes of Operation:
Methods and Techniques,” December 2001.

[6] M. Dworkin, “SP 800-38D Recommendation for Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and GMAC,” November 2007.

[7] National Institute of Standards and Technology, “FIPS 197 Announcing the
ADVANCED ENCRYPTION STANDARD (AES),” November 2001.

[8] “ISO/IEC 10118-3:2004,” March 2004.
[9] “ISO/IEC 18033-3:2010,” December 2010.
[10] “ISO/IEC 10116:2017,” July 2017.

[11] National Institute of Standards and Technology, “FIPS 180-3 Secure Hash Standard
(SHS),” March 2012.

[12] National Institute of Standards and Technology, “FIPS 198-1 The Keyed-Hash
Message Authentication Code (HMAC),” July 2008.

[13] “RFC2818 HTTP Over TLS,” May 2000.
[14] “RFC5246 The Transport Layer Security (TLS) Protocol Version 1.2,” August 2008.

- 96 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



	1. ST概説 (ST Introduction)
	1.1. ST参照 (ST Reference)
	1.2. TOE参照 (TOE Reference)
	1.3. TOE概要 (TOE Overview)
	1.3.1. TOEの種別 (TOE Type)
	1.3.2. TOEの使用法と主要セキュリティ機能 (Usage and Major Security Features of TOE)
	1.3.3. TOE以外のハードウェア構成とソフトウェア構成 (Required Non-TOE Hardware and Software)

	1.4. TOE記述 (TOE Description)
	1.4.1. TOE関連の利用者役割 (User Assumptions)
	1.4.2. TOEの論理的範囲 (Logical Boundary of the TOE)
	1.4.2.1. TOEが提供する基本機能 (Basic Functions)
	1.4.2.2. TOEが提供するセキュリティ機能 (Security Functions)

	1.4.3. TOEの物理的範囲 (Physical Boundary of the TOE)


	2. 適合主張 (Conformance Claim)
	2.1. CC適合主張 (CC Conformance Claim)
	2.2. PP主張、パッケージ主張 (PP claim, Package Claim)
	2.2.1.  PP主張 (PP Claim)
	2.2.2. パッケージ主張 (Package Claim)
	2.2.3. 適合根拠 (Conformance Rational)


	3. セキュリティ課題定義 (Security Problem Definition)
	3.1. 脅威 (Threats)
	3.1.1. TOE資産 (Assets)
	3.1.2. 脅威 (Threats)

	3.2. 組織のセキュリティ方針 (Organizational Security Policies)
	3.3. 前提条件 (Assumptions)

	4. セキュリティ対策方針 (Security Objectives)
	5. 拡張コンポーネント定義 (Extended Components Definition)
	5.1. 拡張機能要件定義
	5.1.1. Class FAU: Security Audit
	5.1.2. Class FCS: Cryptographic Support
	5.1.3. Class FDP: User Data Protection
	5.1.4. Class FIA: Identification and Authentication
	5.1.5. Class FPT: Protection of the TSF


	6. セキュリティ要件 (Security Requirements)
	6.1. 表記法
	6.2. セキュリティ機能要件 (Security Functional Requirements)
	6.2.1. Class FAU: Security Audit
	6.2.2. Class FCS: Cryptographic Support
	6.2.3. Class FDP: User Data Protection
	6.2.4. Class FIA: Identification and Authentication
	6.2.5. Class FMT: Security Management
	6.2.6. Class FPT: Protection of the TSF
	6.2.7. Class FTA: TOE Access
	6.2.8. Class FTP: Trusted Paths/Channels

	6.3. セキュリティ保証要件 (Security Assurance Requirements)
	6.4. セキュリティ要件根拠 (Security Requirement Rationale)
	6.4.1. 依存性の検証 (Dependencies of Security Functional Requirements)
	6.4.2. セキュリティ保証要件根拠 (Security Assurance Requirements Rationale)


	7. TOE要約仕様 (TOE Summary Specification)
	7.1. セキュリティ機能 (Security Functions)
	7.1.1. 識別認証
	7.1.2. セキュリティ監査
	7.1.3. アクセス制御
	7.1.4. セキュリティ管理
	7.1.5. 高信頼な運用
	7.1.6. データ暗号化
	7.1.7. 高信頼通信
	7.1.8. PSTNファクス-ネットワーク間の分離


	8. ST略語・用語 (Acronyms And Terminology)
	8.1. 略語 (Acronyms)
	8.2. 用語 (Terminology)

	9. 参照文献

