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EE L, L FIORTERBY T, BHE D TOE NOT R ARIDEEEL T D E-mail 7RV 2B X
N FTP H— =2 L COBREEEITHITENTED,
 E-mail 2415 E-mail iff+7 7 AV ELTHRED T RV AIZIEE
o TFANH—R—E(F: FEED FTP H— " —|2%(F
o 77 AKKHE

PSTN (ZJV#EEE ST G3 BUIZHEILL 724N 7 7 7 AR L T 7 V AD EZAZT EHATOREEE T, 777 A
EIEHREL T 7/ AZAGFERE B2 D,

77 AEEHEREIX ., FIRFE IC LB E SR D DOEEIZ Lo T BESCEE A Y U L TRt A IAATS
SGET —H BN T 77 AT AR T AERE TH D,

T 7 I A AGHEREIX. AN T 7 ARSI DR LT CET — 2 &2 5L IR IS8 E 2D
DOEEIZL > THIRIT 2HRE TH 5,

o KXo A N7 7 A 7 HERE

WAL — I CET — X EARTEL  FIHE (LD S b0 EME, £7213 LAN BI85
IFAT 2 PCIPLOEMEIZ L > T ARFENT=T — 25 FHETDHEE T, 77 AV 7 HfE, A%~
UIRATRERE . PR ERRED D72 D,
T AV RERRIL, FIFBE DN —RERE, TV X —HERE. T 77 ARRRE . FIIIAR v — i RE A il
9285, Flhl, £7= iaﬂmﬁéiiv~&%lﬂﬂ# V\PBXH/— _ﬁéf?’é*%% ETHD,
AX YU ARIFREREIX, R E IS DB E SRS DOEEIC L > T CEE AR YU L TRt AIAATS
LET —H2ENEBARN — I RAF T DIREE TH D, ZOMEE CIIMRGFDOAEITV, HIRIB LG
T THO7R0,
FEREREREIL. FIHZE DNEBAR —IRAFESNT-CET — 22RO L, DL IR T#EETTH
HERETH D,
o HIkl: FIHZICLDBE SR DDOEIEIZL ST SCE T —F A SCEITHIRIT 5
o K13 FIHAZICLDEE SRANSDEAEIZ L > T, CEF —2 57 77 Z3%(E . E-mail %15, £7-
X7 7 AN — =5 T D
o FLta—: FHZICEDBAE RN OEAE 7213 LAN fRHIZE D7 T 147k PC b0 #E:
Elzk->T, E T —X O E R R T5
o HIbR: FIAZICLDBAE SO EME, F7213 LAN BI85 7747 2k PC D HOEEIZE
ST, RE oo LET — XN AN — VDR ERL

1.4.2.2 TOE MMEMET 58X 2V7 r#ERE

TOE 1%, ¥ 2UTAEBEL L CLL RN RS REA R L 95,
o kAR AR RE
TOE ZF|HLEHE7 5% 1 TOE ODEfFT%IJHﬂ%’C%ZDb AT AL ERAT =R X o> THREEL .
TOE OFF Al F|HE THHZ LR TE =852 TOE ORI HZ7F nl 4 HHEHE,
KRE 7 EEIZ1E. TOE N OOFI| & 28kl _otémﬁmfté: SMERDORBREY — N—%FH LT R b —2
FAREDS &)Z)
AREEBEIZI, NAT —RZ AT BERIC/ SR — R &2 I — U TR T HMEEN G D, E5IC
aﬁmbf_mﬂ%ﬁﬁlﬁ@m REMEISE LTS A SRR RE 2 1y 7 T DI AR, 7 SAT — R D WWE 2R
THEOIEHE N TORE LT/ SAY — I\ODW/J\%%& @7&143%2%%:1,7‘:/\“;«7—%“%_ TR Ek T
DHERE, B2 A L GROGERE) & 12— E R R ER BB e WV G A I H BRI 2 7 T N H1EED
AREREIZE D,

o 7/ AR HIEEHE
TOE WOLRFEZ FEIZX L, FF ISR O BN T 7B A0 HeL/e DI, REE E~DT /&
A% AR DHRE,
o LT — X B AkRE
HNHEF AR — IR SN ARG PEE R IET 7B ZNSIR#ET 5720 . FHE R B3 HkERE,
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AFEREIZIT, B 582 AR T 2R6RED & £415, BE 5883, TOE E B ISR ERMEATT —1 BLOY
AAEFEMEATY —2 | TN ST A B D BLES L, AT — IR TSNS,

o XN — 7RI RE
LAN R ARy NI —7 E&NDIEIE T — 2 DN EHE 72 Sl J0TRIE, S ASNDZ 2175
728 BB R EA T DRERE,
ITAT b PC, B Y — X — | FBFEY—/ N — FTP Y — " — BIUOA— L — R —LI@(E T D,
Pt e D IE YA REEL , Ry NI —7 a2t AR EE PEZ R 5L 352 L CIR#E T2,

° “IZ#:LJT% PRIRE

FRRER A BRI LVEREES LT TOE OEEE DO LD, #IE SRV F21X LAN BRHICED7T747
VR PC BLL FIZART TSF 7 — X O ERLT 2 HZ L& HiliH 3 DRERE,

® Ijﬂ ntu FL[E*I Hq%@y‘(ﬁ/ﬁ IST‘

o WERFSRERIFEZE OFIRF T AL 2 /S AT —R MR N—T DET (72721, 7"AT—RIZF|H
FHHCTHEEAHE

s FIRHESAT—ROf/WIAT—REDEE

® IJ‘%/DJIJWL‘ quiJco)/jTE

o MEMRZ L —7" 0D %% Gk /25 ¥ /11

o HAH/RERI DT

o A0 FELEOMWEDE/AR

o HENRZ TR OMWEHOE/AE

o TRUV AT — X 0% 65k/78 F /8|5

o FIH FIHE72 LDAP FRGEY—/N— DG/ 28 F /8| BR

o [P TRLAREDLEH

o A= VEEY— A= EOMWEDOE /AR

Tr—IU T O

o A HRE
TOE Offi B I O 27 IZBEE T 5FR0Ous % HRpEHRSE L ICEER S/ LU CRodkL ., it
LA n 7 AR CE A TR 3 oRkE
FoEkL7-EEA 21X, TOE WEDI J%ﬂﬁé:hﬁ%ﬂphnftéhfﬁﬁfi%@%%& U —RTHIENTE
b, Flo, Ry N — I REKRE A L CEA Y — S —ZkEF S, BEE— " —bHE T2
NTED,

o V7 Y = T IRFERERE
TOE 77— =T 7 v 7T — eBlth T 501, 77T — RO 7 7— AU =7 D EIEMEE R
AEL . TN IEHOL D THDHZ % e a”é*z&éﬁm

o H .7 AMERE
TOE & EhEFZ TSF Ef7a—R D522 M2 RFEL . TSF O I E1EE T HHERE,
o 77 ARl Bk HE

PSTN 225D AHEWRE T 77 A5 D IIPRIETHIEIZLY PSTN 22HDR A&B 1928 HE
SAZT 7 U ADEREE R T A2 L2 LD PSTN 255 LAN ~D1F AZ B 13 HHERED 725,

1.4.3 TOE OF|HZE

A TOE OF|HFE (U.USER) X, LLFDOHEFRZ /L—7" (authority groups) (Z53FHI D,

® UNORMAL (— WA / a normal user)
AR BIS A, RERESII=RI S © BEE R 2R O

e UFAX (7777\43:‘I H# / a fax user)
FRBIS AL, FRAESIVIFIHE T, 77V ARG T —H~D7 7B AMERZ A 5.8, B EE R E AR
IROHIHE
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e U ADMIN (B #% / an administrator)
FRBIS AL, FRAESIVIZFIHE C, BHEEE B IO TORHE T —2~DOT 7 AR A FFOF]
W& L5 AR ARSI AA ENT BB (DA, HUABE I LIES) TV M B Te,
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2. WE TR
R ST 1L F AL T,

2.1 CCHa Tk
A ST BILORTOE BNEEEZEETSCCONR—Var BEIOAK ST D CC /38— 2 BIUOVI—F3 3
AP L FIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP £k
K ST BLU TOE 2N & 9% PP IFLL FITRT LBV THD,
e PP 44 #F: Protection Profile for Hardcopy Devices

e PP /X— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, BRI D720 RY FFEA LT PP LRSS,

2.3 o lr—UFE
A ST BEIOTOE 1%, w7 —Tl A a EiELZRV,

2.4 T AARML
A ST LU TOE 1, PP M ERTHLL FOSMFAN AL, PP OFERIEY “Exact Conformance” Th
%o T DI TOE FB1IL PP E—HL T2,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
* PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
* Internal Audit Log Storage
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3. X2V iR ETE R
AL, TOE DX =27 iR EAEFRT D,

3.1 TOE O{:#EE pE
AR TOE X RETHEE PEIL, UL FOI TSNS,
e D.USER (RIHF#E T —%)
TSF OEREIZE B L RIT S, R E OO & 2L > TEREN =T — 4,
e D.TSF (TSF 7 —%)
TSF OEAEIZEEE 5.2 5058 L7220 TOE D78 TOE (IZL> THERSI=T —#,
FEROFAET =21, LD _S>OFERORER SIS,
e D.USER.DOC (FIIH#FH LET —4)
BIE- I N—Fat =0T, FIHAE O CEIZE FNLIER
e D.USER.JOB (R|HF# Va7 7 —%)
FIHFZE O SCEF T CELE a7 (2 BEHE T 5
EFED TSF 7 —#1%, L F O —SOFR OIS LD,
e D.TSF.PROT ({ri#=417= TSF 7 —%)

F—RZDOATAEHETHRL FITE BEREL - W& 2> T S AENTZ TSF 5 —4 8

TOE DX 2T 41T 8% KIETHE LIV, BRI OV IR R TELL57 TSF 75—, K

TOE T#H 7 —ZIZLL F D@y,

« WESFSRERIFHEZE ORIHF 7 A4 WERTRRERI I OMERR Y Vv —7 | BE a7 B (5 0ei% iE . &%
HNRAT =R R BRBIGERRE G 2, MERR Y v —7 0 B AH/REZ, BEas 7 MR, 7R AR, F2E
P R—=FE IP TRV AR E , A= VKEV— " —RE, Ax v T —Hilill 77— L0 =7 7V b
Hl1E 77— 27 =7 MFD AR{KD Boot #llfHZ1THOARMKKNE 7 7— 207 =7, 777 AfHE 7 7— L0
=7 . MFD AAED AL AT AR EIE 7 7— L0 =7

e D.TSF.CONF (F#® TSF 7 —%)

T —HDOFAH THeL, BHEREG 720 HE 2L T & A7z TSF 7 —473, TOE

DX VT I ELE RIETE LR ES72 TSF 7 —4, A TOE THHT —H L LL F D@y,

o WIERZREERIHE NAT—R | B4t Bsda s

3.2 ZhE
TOE 2% 5 % Table 3.1 (2”7,
Table 3.1: &

B4R TEF
An attacker may access (read, modify, or delete) User Document Data

or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WHEE X, TOED AL X7 =— %@L C, TOENOF|HE LHET
—H~T A (B W FITHIRR) L ETRHE a7 T —
5% I8 (B ETVTHIER) T D036 LIV,

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEE X, TORD AL X7 2 — A% 8 C, TOENDTSFT — 4 ~0D
RIERT 7B AZEAFLDE LIV,

T.UNAUTHORIZED ACCESS

T.TSF_COMPROMISE
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G2

P—
EF

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDOHAENZF i SN T-HiA . TSEORB/EINC K-> T, X 2UT ¢
DOIIAE|ZEZTHE LR,

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

YWEEE X, TOEICARIERY 7" = T A Ab— /L3 53 L7
A

TNET COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

BEBEEIT, Xy N — V@G =4 —LIZVEELTE 3524 T,
EEPOT —HIT 7B ALIY, TOEDt ¥ 2 T4 &R ELZDT
Db LR,

3.3 HkkDOEX 2T 1 FHEf
Rk DEX 2V T ¢ S5 EH% Table 3.2 TR,

Table 3.2: #H#EOEX=VT 1

HFp

i
EF

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

AR L, SCEALPE N OVE BB RE R F2AT 3 DRI HE IR 2 A 5-S 7l
AUTIRBIRN,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X2 UT BT 7T BT TSN T T, $e2ndD
T IvarOul i R#ESIL AT T4 T4 ~IEE ST X
ASSYAS AN

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEIZ, LAN EDOMOD T AL B B & B TE 2T 1UE7e 678
W,

P.STORAGE ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOEWFI & CET — X £ 13 BE DOTSFT — 2 2 B AZHa ] REZ2 R
FREVEARN — DT NA ARG T D6 TOEIXZNLDT /A A E
DZDIH7eT —REbE b 3528,

PKEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRFBESCET —FEIIE OTSFT — 2 OB AZ L v GE72 A A
PEAN =V DD DR FHREDO ARSI T 5T 58970, X O, 7
N A7 G FTEOMOHHPHEIL, NIERT 7B ANDIRES
IRTFIULIRDIRN 3 DE DA —T T SA R LIRSV TR
720,
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A FF FEFE
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.
PFAX FLOW N A = =] it H _/\ R
- TOEASPSTNY 77 AHEREAAR B 5556 . PSTNT 77 A[AIFRELAND
Ao B2 PRAIE S 2,

3.4 HIHESAF

TOE Of ], 3 FFIZ, Table 3.3 TR+ ABRENNELRS,

Table 3.3: RiHRSA:

4 B T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL | 10B | 1 OTORARAF £ 13RS5 5 — 5 DA I B A > 7408 =)
TAM, EDOEREICE> TREESNDHZEZET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

EHABREIL. LANA VAT 2 —ASDINE DD EFED T 7B ADHTOEZ %
HETAHLEAEET D,

A.TRUSTED ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOE®E BT, A2l T 1 T EHIHE-> TTOEZE B4 54 [FHHS T
(AN

A.TRAINED USERS

Authorized Users are trained to use the TOE according to site security policies.
FFASIVRIIE L, A X 2T BN E> CTOEZE 350 #FE
A1 TD,
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4, BX VT 4% 7 E#
AREEL, BX 2T ARG EHZRBIT DR 2 OWTah 5,

HEHERREO X 27T 151K )7 #t% Table 4.1 12”7,
Table 4.1: EHEREEO X2V 7 %K T #f

HFp FEF

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
OE.PHYSICAL PROTECTION|processes.

HEAHBRELIL, TOE, X O\TOEAMRAF EIIFALER 27 — X OBl
Gl X 2T 1L U B2Rn,

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.
OE.NETWORK_PROTECTION|iEHBREE L, LANA L X7 = —ZADININEDEHED T 72 A0
TOEZARE S DIDIZ Ry M — 7 2 2V T 2R i L7221 i b7
Uy,

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

OEADMIN_TRUST | roEmi7 #4513, & 804 432 DMERRA TR % H IICH T LRV &)
B2 B0,

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.
OE.USER_TRAINING \roBmrr 813, RIH 53 A M) 7 FEAFRML . ZHUCHED
N EEFF> TOHZEZRAELRIT TR B2,

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
OE.ADMIN TRAINING |accordingly.

TOEFTAH & 1, BHE NV A X271 2B | TOEZ 1ELL
RIEL, AT =R LIS ISR E T D7D R T DT A X A%
G RV S s R QAN TSI AN DR (s SAN ST S
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5. YLiEa L R— U NEF
AR ST IZLL FOYRIEa L R— R M TEF T D, ZILHIE PP TEFRSNTZHDOD—EH TH D,

e FAU STG EXT — External Audit Trail Storage

e FCS CKM_EXT — Cryptographic Key Management

e FCS HTTPS EXT — HTTPS selected

e FCS KYC EXT — Cryptographic Operation (Key Chaining)
e FCS RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS SMC EXT — Submask Combining

e FCS TLS EXT — TLS selected

e FDP DSK EXT — Protection of Data on Disk

e FDP FXS EXT — Fax Separation

e FIA PMG_EXT — Password Management

e FPT KYP EXT — Protection of Key and Key Material

e FPT SKP EXT — Protection of TSF Data

o FPT TST EXT — TSF Testing

e FPT TUD EXT — Trusted Update

5.1 FAU STG EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU_STG_EXT.1: External Audit Trail Storage =

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]
FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.I.
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Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_KYC EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1]

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the

PP/ST:

® There are no auditable events foreseen.

FCS_KYC _EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_ SMC _EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS RBG _EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
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FCS RBG _EXT.1: Random Bit Generation H 1 ‘

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-904] using [selection: Hash DRBG
(any), HMAC DRBG (any), CTR_DRBG (4AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources]| hardware-based noise
source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to

the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS SMC EXT Extended: Submask Combining

Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:
FCS_SMC_EXT.1: Submask Combining 1]

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a predictable
fashion.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FCS_SMC_EXT.1 Extended: Submask Combining
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection: exclusive
OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
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Rationale:
Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.7 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: 7LS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS RSA WITH_AES 128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH AES 256 _CBC SHA
TLS DHE RSA WITH AES 128 CBC SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH AES 128 CBC SHA256
TLS RSA WITH AES 256 CBC SHA256
TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE RSA_WITH AES 256 CBC SHA256
TLS ECDHE RSA WITH AES 128 CBC SHA
TLS ECDHE RSA WITH AES 256 CBC SHA
TLS ECDHE ECDSA_WITH AES 128 CBC SHA
TLS ECDHE ECDSA_WITH AES 256 CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
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TLS ECDHE RSA_WITH AES 256_GCM_SHA384

TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE _ECDSA _WITH AES _256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE _ECDSA_WITH AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.8 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK EXT.1: Protection of Data on Disk H 1 ‘

FDP_DSK EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS _COP.1(d), use

a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform

to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.9 FDP FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP_FXS_EXT.1: Fax Separation 1]
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FDP_FXS EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.10FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA PMG EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
® There are no auditable events foreseen.
FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@”, “#”, “8”, “%”, “N" “&”, “*” “(" )",
[assignment: other characters 1];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.
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This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.11FPT _KYP EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.
Component leveling:
FPT KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _ EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.12FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
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Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.13FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU _GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.14FPT TUD EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT TUD EXT.!: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
® There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions | prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires

Auditable event Relevant SFR | Additional information
Job completion/ ¥aZ DT FDP_ACF.1 Type of job / ~=~7 Fijl]
Unsuccessful User authentication / FI|FIFRIELRE | FIA UAU.1 None
Unsuccessful User identification / 1) F #3551 5 f FIA _UID.1 None
Use of management functions / ‘& EEEREDOF| A FMT _SMF.1 None
Modification to the group of Users that are part of a
role / EID—ETHEFIAES N—F DRI FMT _SMR.1 None
Changes to the time / FFZIDEFE FPT STM.1 None

FTP ITC.1 .

— s H

Failure to establish session / &3 3> BELD LK FTP_TRP.1(a), I;;%Z‘E’;‘ for failure / KKz

FTP_TRP.1(b)

Note: FIFARRIFRITFMERIEFRLOBESN T, A RRLL TIODOHERLELRT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update / 27T T 77— FPT TUD EXT.1 |#IH/\—var

FAU GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG _EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_ GEN.1 Audit data generation
FTP ITC.1 Inter-TSF trusted channel.

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{t

ARHEITIE, PP BEDDHMZEHERIZEIHS FCS (Cryptographic Support / B 5378 —bk) 7F7 ADHEEE
2L 2, i 6.2.9,6.2.11, 6.2.13 FL T 6.2.14 DFHITH—HD FCS ZAF0305,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
0.COMMS_ PROTECTION)

Hierarchical to: No other components.
Dependencies: [ -

ECS—CKM2-Cryptographie-key-distribution—or
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with /[NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [FES—CEKM2-Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM. 4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
o For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.
e For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS RBG _EXT.1), a static pattern ], followed by a [ none ]. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard ].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmport-ofuser-data-withoutsecurity-attributes;-of
ST : | » . 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o /[ NIST SP 800-384, NIST SP 800-38D ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPIFCHmportofuserdata-without-sceurity-attributes-or
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [
o RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048 or 3072
bits |
e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of | 256, 384, or
521 bits |
] that meets the following [
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o FIPS PUB 186-4, “Digital Signature Standard”

® The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard”).

].

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] using [/ CTR_DRBG (AES) |.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ [ single | hardware-based noise source | with a minimum of
[ 256 bits ] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 #ZH FDP %4

ARHEITIE, PP 2NEDDHMZEHERIZEIH2 FDP (User Data Protection / FIF# T —#{%:#) 77 2D
HEEM AR 95, 12 6.2.9 B LY 6.2.10 HilZt, —E D FDP 0355,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_ MSA.3 Static attribute initialization
FDP ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
Operation- Submit a document|View image or Release| Modify stored| Delete stored
Print P | to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Operation: Submit a docyment View scanned image Moafzﬁz stored Delgte stored
Scan for scanning image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. \Submit a document View scanngd image or Modify stored| Delete stored
Operation: ; Release printed copy . ;
Clo for copying output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a document| -, . Modify stored| Delete stored
Operation. View scanned image . X
Fax send to send as a fax image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. View fax image or L .
Fax Operation: Receive a ft ax and Release printed fax MOdlﬁ}. mzlage Delete. lm;ge
receive store it output of received fax|of received fax
Fax owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Stor.age / Operation:| Store document Retrieve stored Modify stored| Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View p r;loa(;queue / Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View sclaol(agstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Sy Operation: | Create copy job View cc)l;; Jé status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
0 tion: Create fax send | View fax job queue /| Modify fax send|Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax 0 tion: Create fax View fax receive Modify fax Cancel fax
receive peration. receive job status / log receive job receive job
Fax owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/ |Modify storage /|Cancel storage
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA 2

AHITIE, PP BEDHDHVEAMEIZEI% FIA (Identification and Authentication / @5l EFRRE) 77 AD
PEREZL(R AR 35, 1T 6.2.13 filCh —H0 FIA BEERHS,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1  The TSF shall detect when / [ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication .

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met /, the
TSF shall [

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA ATD.1  User attribute definition (for O.USER AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual
users: [ FHE R4, HRIL—T"].

FIA PMG_EXT.1 Password Management (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG _EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “§”, “8”, “*”,

“&)” “*)” « (”’ “) ”’ [ “« "”’ “ ”’ 6‘+”’ 6‘, ”’ “_”, “. ”, “/”’ ((: ”, “« . ”’ ((<”’ ((=”’ “>”’
“?)” « [)” “\ ”’ “] ”’ “_”’ ({3 ”’ 6‘{”’ “'I ”’ 6‘} ”’ ((~”’ and the space ] ];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER _I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided ]
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER_1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA _USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FFE R 14, R /L—7"].

FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 344

ARHITIE, PP BEDDHMEHRIZE 2 FMT (Security Management / £ =7 4B 77 ADFERE
Fffp ek 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT _SMR.1 Security roles
FMT SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
e Initialize Private Data / Data in Machine (TN (58 % (FRHER 7 — 5 D HIHIHE)
] to U ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-ef
FDPIEC T Subsetinformationflow-eontrol
FMT_SMR.1 Security roles :
FMT _ SMEF.1 Specification of Management Functions

FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, | create | | the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
PIEBRAEFIHE DFfFZE 22124 | create, modify, delete U.ADMIN
create, modify, delete U.ADMIN
PBBFRAEF S DR L — > U.ADMIN, the owning
query U.NORMAL

FMT _MSA.3 Static attribute initialization (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT MSA.3.2 Refinement: The TSF shall allow the / no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT SMR.1 Security roles
FMT SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)
S 0 - create, delete U.ADMIN
PIRBEBAEFUEE 27 —F modify U.ADMIN, the owning UUNORMAL
BIPANRT— PR modify U.ADMIN
R AE modify U.ADMIN
A 1/#E%) modify U.ADMIN
BB X EERE query, modify U.ADMIN
A B2 7 MR query, modify U.ADMIN
TRV create, modify, delete U.ADMIN
FREAF Y — N —RE create, modify, delete U.ADMIN
IPTFLRRE modify U.ADMIN
A= NVEKIG Y —N—BIE query, modify U.ADMIN
RF¥ T —HE T 7 — AT modify U.ADMIN
FYNIBET 77— L0 T modify U.ADMIN
MFD AL DBoot ##15775 ,
AR HIT 7 — Az T modify U.ADMIN
Z 7R 7 — ATz T modify U.ADMIN
M;‘g Zf g{g;;ii’lffg 7 modify U.ADMIN

FMT _SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

FEREZL/T/SFR B PEFTE/management functions 575 motes

FAU GEN.1 None

FAU GEN.2 None —

FAU SAR.1  |None HENT N —T 1 EE

FAU SAR.2 None —

FAU STG.1 None —

FAU STG.4 |None T oL AL EE
FAU STG EXT.1 | Bs &/ ik S D% E I B RS AE X TLS Al L2 [
FCS CKM.1(a) |None

FCS CKM.1(b) |[None —

FCS CKM EXT4

o 8N 1E M OB T — 2 DU O EE)

FCS_CKM.4

o (8 N1 M AN 7 — 2 DAL O L E)

FCS COP.1(a)

None

FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.1 None BRIV I AE R OFEAIZRL
FIA AFL.I  |None B LT 7 2 (X[ E
Ij\] RRRGER I D %
FIA_ATD.1 AR Z DR N — T DEE —
FIA PMG EXT.I | Ei/J‘/\XU FROZER —
o Sk B RRE 7 D28 E
FIA_UAU.1 | @BGEY— S —Di% FRRERTT 7 a2 X[ E
i WanunE*IJﬂ;J%/\XU ROEF
FIA UAU.7 None —
o GBI RRAE T D 2L B
o FRE— N — DR E [ s s s
FIA _UID.1 P 0 B SRBIETT 7 > A N E E
® Wnﬁmu ufﬁzl ﬁﬁ%ﬂﬂ 4'/% @BTE
FIA USB.1 None BTV NEVETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE ZH/SFR ‘B PR HE/management functions 17 /notes
FMT MOF.l  |None BN ) —T 13 E
FMT MSA.1  |None BN 7 N —7 IR RN E E
BRI N—T | T T HIVIRGE
FMT MSA.3 None B RN EE
FMT MTD.l  |None BN —T VX E
FMT SMF.1 None —
FMT SMR.1 | HERRZ L —T D& B —
FPT SKP EXT.l |None —
FPT STM.1 | HA/FREZI DR E —
FPT TST EXT.1 |None —

FPT TUD EXT.I

o 77— LU= T D FE T

FTA SSL.3 ¢ HERZ 7Y MEM O E —
FTP ITC.1 None —
FTP TRP.1(a) |None —
FTP TRP.1(b) [None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

FEREZL/T/SFR & PR HE/management functions 575 motes
FPT KYP EXT.1 |None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None —

FDP FXS EXT.l1 [None —

FCS COP.1(d) |None —

FCS SMC EXT.1 |None —

FCS TLS EXT.1 |None —

FCS HTTPS EXT.1|None —

FCS COP.1(g) [None —

FCS COP.1(c) [None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE ZF/SFR & PEFEHE/management functions {ifi 5 /notes

— o TR RIRDOE H —

— o IPTRL AD R E —

— A L EY— A DR —

FMT _SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.1 Timing of identification
FMT SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 #ZH FPT Ziff

ARETIE, PP AED DM RIZBIID FPT (Protection of the TSF / TSF D LRi#) 77 ADHEREEF
ZRtah 95, i 6.2.9 Hilch —#5D FPT BiE2305,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST _EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.
FPT TUD_EXT.1 Trusted Update (for O.UPDATE_ VERIFICATION)
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
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FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT TUD_ EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD_ EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 WZH FTA ZAf

AHITIX, PP 2NED DM IR DS FTA (TOE Access / TOE 77t R) 77 ADHERE S 470k
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

].

6.2.8 . ZH FTP %4t

AREITIL, PP BNED DA RIS FTP (Trusted Paths/Channels / E{5§E/ SA/F v RIL) 7T A
DOEEREEA 27k T2,

FTP ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS _SSH EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, [ audit log server, ftp server, mail server | ] that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, fip service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH _EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification of
the communicated data.
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FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 A& VZEEALE Bl
AREITIL, PP WEDDSEMATEMBEHRDIG , BIHA L Al eI AR BMEA RN — T A 2 EDOF
BOTF —2 B AMBEE A SRR T4, T 6.2.11 Filch . AT+ AMEREE D —E 230 5,

FPT KYP_EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key combining as
specified in FCS_SMC_EXT.1 ] ] while maintaining an effective strength of / 256 bits |.

FDP DSK EXT.1 Protection of Data on Disk (for O.STORAGE ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK_ EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10 - & M ZE B B2
AEITIL, PP BNEDDLSMATE VB TIEDH S PSTN 777 A% NI — 7 B D45 BE I B Dk e
gtk 45,

FDP_FXS EXT.1 Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

6.2.11 47> ar B Cl
REITIL. PP WEDDHA T L ar Bl L | NEO B 27 ¥ B AR B4 30k 35,

FAU SAR.1 Audit review (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_ GEN.1 Audit data generation

FAU SAR.1.1 The TSF shall provide [an Administrator] with the capability to read all records from
the audit records.

FAU SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

FAU_SAR.2 Restricted audit review (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU SAR.1 Audit review

FAU SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that
have been granted explicit read-access.

FAU STG.1 Protected audit trail storage (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized deletion.

FAU _STG.1.2 The TSF shall be able to prevent unauthorised modifications to the stored audit records in
the audit trail.

FAU STG.4 Prevention of audit data loss (for O.AUDIT)
Hierarchical to: FAU STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU _STG.4.1 Refinement: The TSF shall [overwrite the oldest stored audit records] and [no other
actions] if the audit trail is full.

6.2.1238 R ~— 2 D1

AREITIL, PP NEDDBEIRNR— 2B DHE | BIHIATHL A BE/R RFERIVEA R — T XA 2 O
DF —Z B AR BE B2 205, T 6.2.9 Hilch . ARECR AR REE RO — 35,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmpertofuserdata-withoutsecurity-attributes;-or

EDPIFC21 c l » . 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

© 2023, >—THF L4 (Sharp Corp.), all rights reserved. 42



FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes / 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ].

FCS_SMC_EXT.1 Submask Combining (selected in FCS_ KYC EXT.1.1)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method / exclusive
OR (XOR) ] to generate an intermediary key or BEV.

6.2.13 &R~ —ZFEMA: D2
ARETIE PP BED LRI —ZRFEHDH L ARSI BE DM B2 TR 5,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

o TLS RSA WITH AES 128 CBC_SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC SHA256

o 7TLS ECDHE RSA WITH AES 128 CBC SHA256

o 7TLS ECDHE RSA WITH AES 256 CBC SHA384

o TLS ECDHE RSA WITH AES 128 GCM _SHA256

o 7TLS ECDHE RSA WITH AES 256 GCM_SHA384

].

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC _EXT.1.4)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmpertofuserdata-withoutsecurity-attributes;-or
EDPIFC2 1 c ] » . 4 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256, SHA-384], key size
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[ 160, 256, 384 |, and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

6.2.14 38R X — 2 FL {4 D3
AREITIL, PP BEDDEIRAS— IO | GEHET 77 — MR ABREE 230 15,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT TUD_ EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-
3:2004.

6.2.15tF% 2 U7 (B BE B AR L

EC. A ST 28 EHETS SFR 1. PP BNHIE TS SFR OIS ES ThD, BIHT B I ONERILTT T
SETLTWD, 77, LTFISR DL ARFENEICOWTRIEIZ 22V,

6.2.15.1 &2 U7 A RE AT OIR A7 EAR L

Table 6.11, Table 6.12, 3318 Table 6.13 (X, CC BLTU PP 3HLET 5 SFR M3 /e T XK AFMEL

A TOE 23 /- U CO DR Tl 2 L CUVRU MR FE B X OMKAF AT 2 O IE S 2R,

B E PRI DIRAER RO EYMEE | LLTIZHIZET 5,

e J1: FCS_COP.1(b) #% FCS _CKM.1(a) LT FCS CKM EXT.4 ~DURAFMEE S/ HITI 728720
ZEDOIEYSMAERT, FCS_COP.1(b) i FCS TLS EXT.1 LU FPT _TUD EXT.1 CTEAXHN
D
« FCS_TLS_EXT.1 I% FCS_COP.1(b) (2L EA EMIBIOELRIEL T A TEY, B4 EKTIT

FCS_CKM.1(a) (ZI0AEREH FCS_ CKM_EXT.4 ([ZXOBEEESN DA 350D T, TOUAF
PEAA7ZLCUD,

« FPT_TUD_EXT.1 I% FCS_COP.1(b) IZLDEAMREA B LN ELEREZET | LIz T
FCS CKM.1(a) 3L FCS CKM EXT4 Z#MELLARV, 728, ZZ CTHRAEESNADEL BL O
ARV RS A BHEEIE, BIFEE A TOE A CAERLT=H D THD,

e ]2: FMT MSA.3 7% FMT SMR.1 ~DIRFMEE =S/ EDE S PEE7Rd, FMT MSA.3.2
%, 7 7 ANV MEE EEEXTHRBOWNIIEZRE T HZENTF A SNAEEIZRE T HIENTED,
LA TOE (FEDIH7e B BT, L7235 T FMT_SMR.1 ZEEELARVY,

® J3: FCS_SMC EXT.1 7% FCS COP.1(c) ~DIEIFNEZA =S/ ZEDIE Y AR,

FCS_SMC EXT.1 Ti& FCS _COP.1(c) (2L /v ol afErZ ENFFSiTun5, L LA TOE

I% exclusive OR (XOR) {HBEZH, Ny aflBH 27, L72h3>TFCS_COP.1(c) & ZEL7e

U,
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Table 6.11: EX=UT AHEREEFOMKAENE (1)

s T HELTD R i
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.I1, FIA UID.1| FAU GEN.1, FIA UID.1 —_ —
FAU SAR.1 FAU GEN.1 FAU GEN.1 — —
FAU SAR.2 FAU SAR.1 FAU SAR.1 — —
FAU STG.1 FAU GEN.1 FAU GEN.1 — —
FAU STG.4 FAU STG.1 FAU STG.1 — —

FAU STG EXT.1

FAU GEN.1, FTP ITC.1

FAU GEN.I, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS CKM EXTA4,
FCS RBG EXT.

FCS_CKM_EXTA4,
FCS_RBG_EXT.1

FCS_CKM.1(a FCS COP.1(i)], — _
2 O FCS_CKM EXT.4
[FCS_COP.1(a), or
FCS COP.1(d), or FCS_COP1(a)
FCS_COP.1(e), or FCS COP 1 ( d)”
FCS CKM.1(b) | FCS _COP.I(D), or FCS_COP.1(g), — —

FCS_CKM_EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)],
FCS CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS CKM.1(b)]

FCS_CKM.1(a),
FCS CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS CKM EXT4

FCS_CKM.1(a),
FCS CKM EXT4

FCS_CKM.1(a),
FCS CKM EXT4

FCS RBG EXT.1

FDP ACC.1 FDP ACF.1 FDP ACF.1 — —
FDP ACC.1,
FDP_ACF.1 FMT MSA 3 FDP_ACC.1,FMT_MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.1 — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: ¥ =2V 7 (R EAFEOEKAFNE (2)

s R BELTVS FiE | e
FMT MOF.I | FMT SMR.I, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
[FDP_ACC.1], FMT SMR.I,| FDP ACC.1, FMT SMR.1,| —
e FMT SME.Q FMT SMEI
FMT MSA3 | FMT MSA.1, FMT SMR.I FMT MSA.I FMT SMR.1| 12
FMT MTD.I | FMT SMR.I, FMT SMF.I | FMT SMR.1, FMT SMF.1| —
FMT SMF.I — — — —
FMT SMR.I FIA UID.1 FIA UID.1 = =
FPT SKP EXT.I — = = =
FPT STM.I — — — —
FPT TST EXT.I = = = =
FCS_COP.1(b), FCS_COP.1(b), - -
HEISTUDEERIL FCS COP.1(c) FCS COP.1(c)
FTA SSL3 — — — —
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FTP_ITC.1 FCS ST EXTL o FCS TLS_EXT.1 — —
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
IFE_TR Rl FCS SSH EXT.1, or FCS ATTPS EXT.1 — —
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
FTP_TRP1() |  gcsSSH EXT.I, or FCS HOTTPS EXTI — -
FCS HTTPS EXT.1]
Table 6.13: ¥ 2 U7 (R EAFEOKANE (3)
s . . . . -
e Wi < WRLTS RliR | 5
FPT KYP EXT.I — — — —
[FCS_COP.1(c),
FCS_SMC_EXT.,
FCS KYC EXT.I FCS_COP.1(f), FCS_SMC_EXT.1 _ _
FCS _KDF EXT.1, and/or
FCS COP.1()]
FDP DSK_EXT.1 FCS COP.1(d) FCS COP.1(d) — —
FDP FXS EXT.I — — — —
[FCS_CKM.1(b)], FCS_CKM.1(b), — -
FCS CORI(d) FCS CKM EXT4 FCS CKM EXT.4
FCS SMC EXT. FCS COP.1(c) — FCS COP.1(c)| J3

FCS_TLS EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXT4

FCS_CKM.1(b),
FCS CKM EXT4

FCS COP.1(c)
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6.3 X =2UT A PRAEEM:

DL A ST BNEETH X2V T AREEM: (SAR) %, CC 73—h 3 DRFEZ T AR R, A ST
1%, CC /R—h 3 ITEHESI., PP TR ENT= X 2T ARG F o R — % b, D FE SAR LL T
H3%,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE OBJ.1 — Security objectives for the operational environment
+ Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development

* Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: ~AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC_CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 ZX U7 (LRAE /AR L
FEE. A ST AFHET S SAR 1L, PP M HIE T2 SAR 522 —FHL TWa,
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7. TOE ZEAIAR

AEL, TOE BX2U7H4RE (TSF) OEREARZ RN 35281280, X2V 7 (HEEEZ/F: (SFR)
M7= SNDIEERT,

7.1 BXa U7 (BEA
AEITIXEID, 6.2.1 BiDMZE FAU RS 4AEETR A STl 45,

FAU GEN.1/FAU_GEN.2

TSF 1%, Bs DR ENEHL TITINA ., Table 6.1 350 Table 6.2 (ZFilk LB A XU vl AT
—H LTRSS,

TSF 1%, BEEDOREN/E T2 B OREAARUIBAELZ B (F/H/B) BEOWEZ (Kf/52/FD) %
TOE DY AT A7y bl Bf T —ZIZied 2.

TSF (. FFEDOFHAB W RESEIZARUNIT, ZORFEHORT A4 (AT AL OEIREZIT:
SHI ) % BEAA NV NIBE T YT U VNG @ E L CEA T —XICREEk T 5, 7272, TOE
H S NA R R ESET AT “SYSTEM”, V7 = ZhNEE TEARWVE ST “N/A” Litdkd
2o

ARSI T — 21X, FAU_STG.1 (289 TOE NI Lo L3z, FAU STG _EXT.1 12&D
TOE A DB A — N — TR (F S5,

TSF BB AT — X2 R0k A I BT AN AT DU T, Table 7.1 1277,

Table 7.1: BEA& T — X ZiLek 4 DI R

UM AR RIEVE| oy |RR S

O E) (Audit Start) | Yes | N/A [N/A Yes |N/A
BEA DT (Audit End) Yes | N/A [N/A Yes |N/A
237 Di T (Job Yes | Yes |va7piAi Yes [#£ T Li=va74

ompletion)
Ak BIFRRED KL (I&A n7 AL TA
Failure) Yes | Yo nsngoxerm | VA NA
oy, MG v | Yo iAo R Yes [BMLInY A %
/RAT—RDZEH (Change TR P e IRAT —RIEEE NI FIHE D
Password) Yes | Yes |ZHZEITSIFIHFH| Yes A

NS IR S
w7 A ADER (Change | oo | vos | BHAT7FIAHE Yos |EF%os 124
ogin Name)

2—HF—DHIER (Delete w P HIfRL Iz A4 (a—H—
user) Yes | Yes |HIBRZATS7FIHE| Yes CEHIROB A AL

HERZ V=T OB (Add | yoo | yes |iEMEATSTRIAHE] Yes |EMLIHERT L —F 4

Auth Group)
_ . o BT DHER NV — T B A
FUREOIIRT SR oo | Yes | demarorfiis] Yes | ShifliFORs 12 %
%5 (Change Role) B E B OHEIRY L —7 %
FERR T N — T DR EDETH 27U R . S P
(Change Auth Group Yes | Yes |ZEZATo7-FIMA| Yes kaﬁé%ﬁjﬂﬁyw 7
Setting)

HfH/REZ) D ZE B (Change

X ; Yes | Yes |ZEEAEITo-FIHAE Yes |[N/A
Time Setting)

X EMEDZ B (Change o X EAHINCREHEA
. Y Y = Rl Y o s

Setting) ©s es | EELIAIAA © o B HEZOREE

TLSi#(E DKL (Comm

Failure) Yes | N/A |SYSTEM N/A | PGB

A S A — 3 —
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PV El*lilv*f %s%@;w s A 1’%3% NE I EcH
TLSI#IE DRI (Comm « 85 PRAAE OIPT R
Failure) e BIEFHFEDIPT KL A
SR A A A — s | YOS | Net |N/A NA L Sz 71
LISt o KPR DER

o BN BNz RO
TRVAMROHE T (Modify Srp e BB FRID IS LU Se 4
Addr Book) Yes | Yes | SUREATSTRUNE Yes | e v gz man
7z NI O N EVE EID
o T — AT T4
S =T TT T | g | ey |TYTT T | [ 2T PT T A
(Firm Update) T-FIHE oS N DT e A
TN—=Var

*1: AR H Y ISO 8601 DILIE A TEIEEND
*2: PEAL ZT 2 —AL LT Ope/Web/Net DWW TN RFLIND, 72720, RHFT “N/A” L7poTWDHHDIE “N/A” LRFTLIND,
*3: AU RENiAEFEL T Success/Failure OV IR RFLEIND, 72720, BH T “N/A” Lo T0DHDIE “N/A” EFEFESND,

PUF OB BREREIL, B EMEDOZ W (Change Setting) AU ha3AESHE5,
® /XA — N RDEH

o FBIRERE T DA HE

o BE B/ IR(E I DR E

o HE/ 7T N DR E

o {H N 1EH &L OARBEN T —Z D Wb )

o BRI — ORI

e IP TRL ADHE

o A— /LK EY — " —DBFIE

AREMHIZBIF D TSF AL ¥ 7 =— AL, Table 7.2 |23 L B0 THA,
Table 7.2: FAU GEN.1/FAU GEN.2 {2845 TSF A2 47 = — %

AU A FT7==A
A O k) s MFDDOEJHON (fFENHOE A [F %)
BADOK T * MDD JOFF
ST DT * FDP_ACC.1/FDP_ACF.IDTSFA L 47 = —AZHEL , A —/F VU NAF Y /77
IARF 2 AT 7 AV T HEREIN DY a7 B LR
ARBIRBRED AL |e BE SRV Web~— P 0D o — —FEFEH i TH Y A R
P o BE R FVORREET—R/WebX—2 T, [2— P —FH | [2—V —LE]-[=
A e o L
: . o BAE SRV OBEE —F/Web_X— T, [2— P —F B> [2— P = E] [
AT —RDZE . .
SATTRORR | oy — PR I
> o BAE SRV OREE —F/Web =T, [2— P —FH] > [2— =R E] [~
N
PIAVROER | oy a— PRI
T o B SR ORET —F/Web =T, [2— P —F ] > [2— P —RE] [~
TOTTORIR | Sy igpe e — b
MRV —T D18 o BE SRV OB EE —R/Web < — T, [— W —F -7 7 L Al
Pl FEJ-[MERY 7V — T 1 OHERRY L — 7 2 8k ik
FHEOFETS

MERR Y —T D2
L

o BB SRV DR EET—R/WebX—U T, [2—V —FH]| > [2—V =& E]-[>
— P —UARN DL —P—EEIE

MERR T NV —T D%
EDIEH

o BE S KL DR E T —R/Web2— T, [2—W —EF B[ 77 & Ak H

TE - [MER T V—T VDR — T ZEIE
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AR A G T z—A
o BE RV DR EET—R/WebX— T, [VAT LR E [ HE% E] [T /3 A
SVESAIBES z - d
PTSADZR | S )[R A R 2
REEDEH o BRE SRV DR TET—R/Web— T, FHRRRED O AL E
e e FTP_ITC.1DTSFAL#7 = — A IZHEL | 787 PN — /B Y — N —FTPH— R
TLSBIEORI | 2 Vo s Lomiaa 24T
\\ o BRI C, [T R AR D R e I JEA T
TRVARDIIT | Welors G, [7FL AL [T FL A B A M 47
LT B ET T e b A T AR NBATL, Ty BT T T F M A

FAU STG EXT.1

RSN REAR T — 21X, FTP_ITC.1 1ZH€\W, Syslog 7' 2h=/LIS KON TLS 1.2 & VW CREA Y — /N —
IZIEEEND, 2O T —HE, IKEDPHINTDHET, WEHAN — VI Sy 7 7 SR RS
oo 2Oy 7 7HEIIE, 4 THFOERT — 2% RFTHILNTED, BT —FOE(EIL, Fi-
T — NS XA T T T,

BE A — N —~DOEEDNRIL T L& B RV B L Web <X—T D[ EIZEE Ay —U %K
AL, I HETEMMICES Y — N —~DREZHEAIT T 5, EEA -2, BEET——
IZHER SV TR NWZ L Z DN FRGLI I, BB ~ O 2 575,

Ny 7 PRI RS 80% LA HIZiEET D& HUALEBE LIAMNIR S A TERWIIITHIIRS LD,
ZOHIBRIZ, Sy 7 7RO FHZDY T0% A28~ 7= RE U CREBRE D, 237 7 REIR AN, D FD
ANy 7 PRI 4 TR OBERT — 2 PMRAFESIIIRRE T, BTl ARSI R T — 213y 7 718
WAZRAFENT | HIBRS LD,

Ry 7 FHEICRAES - B T —#1%, FDP_DSK_EXT.1 IZHEW s BALL TSNS, £7-. HERR
TN—TI DL T T X CORPF Iy 7 7 HIBIRAFSNI R T — 2T VAT HTLNTE
AN

AREAZBI T2 TSF A ¥ 7 =— A%, FAU_GEN.1/FAU_GEN.2 ® TSF /> ¥ 7 = —A|ZHEL D,

7.2 BT AR—]
AEITILEIC, 6.2.2 BiDWMZE FCS BEICET 28Kk E 5tk 45,

FCS CKM.1(a)

TSF 1%, W5 518{5 O 8T CTHWADIE PR LT, ZEHESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFLAD rsakpgl-basic 57T RSA 24T D, £ DORRIZME L2 5E50F FCS RBG_EXT.1 (2

HE>THERT D, TOE 1A TSF IZBEL . TOE #5/ OJRiECRMERESN O H ALEE, HAOWITFR S

B FEHER G /TR, ZOHET, AR — U CTRFB(LLT2IRBE TN AR — IR IFEND,

ARBEMTBIT S TSF Ao 27 2— A%, UL FITRTEBYTHAS,

o TOE sXi&E {F2E1% D) al k)

e Web — T, [VAT AR E] [ EX 2V TR E |~ [REHEOE B - B ZE O H 280,
T, [MER)Z 54T

® Web X— T, [VAT LR E| > [EF 2V T 45 E ]~ [REAZEOE B - [RE FHE 4 ZR(CSR)DE
BENCIRWT, [FER & 5T

o BE RNV D ETE—RT, [VAT LR E>[EF 2T AR E = [ENEHR L OAEN T —Z DY)
LI BRI LA 52174 . TOE % f it &)

F7-. TSF iZ, TOE OEJR ON K2, WL AR — RG-SV 5 b S47- RSA ##a e A H L, A

Mo — 8T 5 L7- RSA $8% | I 5115 CfE 5729, TOE O&EJRKBrE TOM ., HIMEATY—N

\ZRAFT D,

ARFEIEIZEIF 5 TSF A2 27 = — A, L FIORTEBYTho,
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e MFD O ON (& ENHLDOE IHE [F1ZF)

FCS CKM.1(b)
TSF X, B 5 BE DRI m—2aNZBW T, B O a ga LRk 35, Boardid, TLS #
[EEATHTZ N — = I T T U ME T SNDEE ORI, T — X &b /8535
72O DXL T — X EfREET 572D D MAC #2445 Te, TSF 1%, FCS_ RBG_EXT.1 (24% RBG T4
ST ELECE AV T AES-128 DS 5 A — el T 285613 128 B hE D AES-256 DHiE 5 A
A—FEEH T8 61 256 €y NEORIFREE AR L, ERMEATY —NIZRFT 5, T,
FCS_RBG_EXT.1 |{Z4% RBG TS ELE A VT, SHA-1 DI 5 AA— Al 4255613
160 B RED | SHA-256 DIE 5 A — At T 585618 256 © Y MDD, SHA-384 DR 5 AA—~ &
AT 5513 384 B MED MAC ##E24E R L , #EMEATY —NITERGT 5,
ARBEHIZBI$ 2 TSF A2 %7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
T — R ZHEL D,
TSF | %, AR —VBEOHA ELE L C, FCS_RBG_EXT.1 (255 RBG TARKSZELEE VT 256 &
I MED AN — A AR L . RIERMEAEY —2 NITIRIFET S, ZiUE TOE OER ON BRI FH:
A S, AN — VR BT AT I HENA,
AREHIZBI TS TSF A2 X7 =— AL UL FIORTEBYTHS,
o TOE & &% D]l HE)
o BERFNDERET—RT, [VATLRE]=>[EFX 2V T AR E[ENE RS ORENT —Z D))
L1 DL A3 T4 TOE %= F L)
FCS CKM EXT.4/FCS CKM.4
TSF 23%O LA N DX, RE LI ~>T- IS LD,
o 1BIE H DI Frdt:
TOE DEJR ON FR 218 58417~ RSA #lE TOE O EIRM CARE/ 2 8L U THub i, R PEAEY —
FIZH D78, TOE OEPREr CHEFR L., EEsD,
ARENRICEI TS TSF A2 #7 =— AL, LRI RT LBV THS,
« MFD OEJH OFF
o HIEHDEa 4§t
TLS (@5 D UIRT S RE, R gl U Cilbdy, MRSV CWDREIR A 5 7oty N EIZ LD
SELLELECC EEXTHILICIIEESID, £, ERMEAT) — EICZH 5720 TOE O EJFR M CF
T, EEESND,
AREEIEZBIF5 TSF A2 ¥ 7 =— AT, L FIORTEBYVTHS,
* FTP_ITC.1 33X TN FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A2 %7 = —AZHECCBALARL 7= TLS 17
DY)
e MFD OEJH OFF
o AR — o ]
BBLE DME NG B AN T — 2 OFIHE (Initialize Private Data / Data in Machine) % 3247L7-
FRf, AR — U8 IAR o8l L Tl AN — V8O M B CH D AR — U I #ED [RIRE IS
P/ T, FCS_ RBG _EXT.1 12J5% RBG CTAERSNZELE T 1 [\ EEXTHZLICI0E
FTEIND,
AKEMIZBIT B TSF A2 ¥ 7 =— AL, LL I RT LBV THS,
o BUE SRRV DFREET—R T, [VAT LR E]=[EFX 2T 4% E = [E GBS AN T —H D
VI DRI 2 1T
o ARL— g
TOE OEJR ON FFIZ AR — U SN OB SN2 AR — U#EX TOE O EJREr CARE /gl L
T, FERMEAT)— EI2H D720, TOE OEJFEK CHERL ., SN,
AREMZBI B TSF A2 ¥ 7 =— AL, LL I RT LBV THS,
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« MFD ®EJH OFF

FCS COP.1(a)
TSF (. FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (2T DiE(ET — XK 5LDT=0I1Z,
FCS_CKM.1(b)IZE0AERLT= 128 B MEF7213 256 B ME DK 5L FIPS PUB 197 (ZH#EHL45
AES 5757 /LAY X L% NIST SP 800-38A (ZHEHLT% CBC E—R, £721% NIST SP 800-38D (ZH#EHL 4
% GCM E—R TENET HZLIZLVEE T —F DI 5L L OME 54179,
AREAZBIF % TSF A ¥ 7 =—A%, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) ? TSF A%
7 —RIZHELD,
FCS_COP.1(b)
TSF (%, B4 ERBIOEAMRFEIZEV T, FIPS PUB 186-4 |28 X#17- Digital Signature Standard
729 RSA TV HNVE/ T VAV AL (1DSA) E2i3FEM T o2 VB4 7 /LTU XL (ECDSA)
TS, LT &7 VTR LD BARK 72N T2k~ 5,
TOE O#grat Bl EFAERUIZ L DREEAE U BT DB A A RIZH T, FCS_CKM.1(a) (28D ARSI
722048 'R RSA #E, BL O 1DSA 2T 5,
FPT TUD EXT.1 2857 v 77 —MRAECEH W THE D 2048 £ b tDSA #4375,
FTP_ITC.1 {255V — N—FEBHERREEIZ BT rDSA 7213 ECDSA 2 4%, ZDOL&dD rDSA O
HEE1E 2048 E£7213 3072 B b, ECDSA O#EE 1% 256,384, F£7-1% 521 B THD,
AREMRIZE TS TSF A2 47 2 — A%, LLFICRTEBYTHS,
o TOE DH&ZRAE-AZERL:

« TOE & {ENEEZ ORI E)

* Web X—U T\ [VAT ARE] > [EF 2 T i E ]~ [REHEHOE H - Mt H O & BRIk

WL (TR Z ST
o BERSFNVDOFREET—RT, [VAT LR E][EF 2V T AR E ] MEAEHRE OAENT —ZD
WIS b A 3T

o Pr— N —FEERRGE:

« FTP_ITC.1 ® TSF A2 47 = —A|ZHELD
o 7T — MR

« FPT TUD EXT.1 ® TSF A2 47 =—AZHEL D

FCS RBG EXT.1

TSF %, DRBG 3L ES MBS 7z RBG 5 e, DRBG I, 384 £ hD T b — & FFOEL KL
> —R (Entropy Input) Z# 2 &9 %, NIST SP 800-90A %ii7= 79~ CTR_DRBG (AES-256) Thb, Zil
138 HBE%L (derivation function) Z{ FHL72\ > CTR_DRBG THY, o> —Ri 8 (nonce %) (4fif
ALZeW, ES 1E, DO AN—RT =7 X—20D /A X% 5 e H B DEIF THY, DRBG IZAT1T5
384 B b bt —E RO L — R 24T 5,

TSF 1%, ES (2% U CHLEAE R B L OVELEGR A HH L A2 M IKLATH Z & C 384 B ML B = he e
—HEZ, ENEIIZ384 By D hat —EFF R — REA KT 5, g DRBG 125252
& TG S8 RUCH 3 8L A 2R R T 5,

AR5 TSF A2 27 =—Al%, FCS_CKM.1(a) L FCS CKM.1(b) @ TSF A2 47 x—A
WZHEL D,

7.3 FI#E T — 2 R

AT, 62.3 i) 2 FDP BHIC BT S ZHIRE TRk T 5.
FDP_ACC.1/FDP_ACF.1

TSF 13, R 7 — 2 B L ORI 7 — S OB~ DT 7 LA %17,
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R T =2 ~DT 78 A% WAFEIES NI EHE (UADMIN) BLOFIHE T —2I2F B3 587

HEERELTROSITONIFIHE BT A4 L —ET 5 FRAES NI R HE DI IZFF 3528

T, FHAE T — 2 ~DOEAEIZOUN T, Table 6.3 LU Table 6.4 [ZHESW=RIHAERBI OV a7 4 —

T ALT 7B REHBIRIZ LT DL B Ehi 5,

o SRT 7 VAUND Y aT ZRNT HILIE, BIF SV EIT VS — R T A3 — % Jr LGRS
SRR F ZBRE FFSUu,

o VA —RTANN—LY TOE |\ZEVIAFENT- LET —HEFRoR, k., FI, E3HIBRT 52801,
BEE | FIT VA —RIAN =2 H LI R E ZRE RS,

o It — AX YU BIOT 7V ARFIZE T, AAAAT R T — 2% R E2IImE T D281,
RO Rt AA BT FATUIRIAE ZBRE . FFSN20,

o G Ty I AT —H TR, HIN, F23HIBRT 22 81%, BHEE FIZE T 7 IAT —F~DT Y
T AR G- ST MERRY L — ISR L WSR2 FRE ., FFEinan,

o RXa A RNT 7 AV TRERE CIRIF LT T — X2 M ET D813, FBE | 137 — X2~ LI
B ZRE, FFSn20,

o tOFIHEHEDOYVa7 % IL/EIBRTHIEIL, BEHEELRE, 7Sz,

o TOE NDOV a7 ath BT 5%, WA ZE D TSR,

D.USER.DOC 77 EAHIEHINZRE 95 TSF A %7 =—R L, Table 7.3 (TR T LBV THD,

Table 7.3: D.USER.DOC 77 & A& ZB42% TSF A2 X7 = — %

BEnE BE | A HT=—R
Print (7Y 1) | Create o 7747 L NPCHOGEIRIT 5 3CEZBRIRL | TV Z—RT A3 — D5 E i)
ORI ST

Read  B/E/ SR/ T [RF¥2 A N7 7 AV 7 1 BCreate B EIZ LA — /L RE LT
TrANEERL | FllZ 54T

o BE SRV T, [RF2 AR 7 AV 7 T BCreatef {EIC LR — L RSz
T ANVEEIRL , (BB ZHERT D)2 FT

o HAE SRV T [REF2 AV RT 7 AV 7 1B Createti2 fEIC LR — L R &N
TrANVEIEIRL, (R EELE L L CHIMT 5154547

o FECEMERICEIR A T

Modify s #E SRV T, [RF2 A N7 7 AU T B Create R EIZ LD R — VR E T2

T ANERIRL | [REEZZE L CERT A1 DwtE 2 1T

Delete |o #{E/XFRL T, [R¥2 AT 7AYo 7 B Create R EIZ LR — /LR &7
TrANVEIRL, [HIFR) 23T

o BRENFL T, [RF2 A N7 7 AU T B CreatefEIC KA — VR &L=
TrANVEIEIRL, HIRRICT — 22 HIBR T D5 &2 AN L CHINA 34T

o Createf {2 F1TH  BAE SRV OREET—R T, AT LR E]->[EF=)
TARE [T — A HERE][RF2 A NI 7 AV 7T —HHE]PHHE
B RAT (RA BB D A E Al BE

Scan (A¥ ) | Create |» MFDDAX ¥ —2 =y MIRFEAZEY LT BIE SRV T, [ 7V AF
FUPLT L E 2—% T (LT, REEZ Createtf/FESc1 £I5)

s MEDD AF ¥ —2 = MNZFfE%Z B LT, [E-Mail], £72X[FTP/Desktop]
MOV E 2—%FT (LLT, A EZ Create i /ESc2 L FFE.5)

s MEDD AF ¥ —2=y NI R Z -y LT, #8/E/ SR LT, [V T VAF
¥21. [E-Mail], F72IX[FTP/Desktop]/ DAY & HEIT (LA T, AE{EE
Createf#/ESc3 L FE.55)

Read [ Createff2{EScl, F7zdCreatef{ESc2% 31T

Modify | Createf{ESc2% 3714, 7L B a—HM) Dt 2 F1T

Delete |» Createff2ESc1., F7=ldCreatef{ESc2% 51T, [t AD A LRI T, i

[Vt NE3FLT

o Createt{EScl. F7-1%Createt{ESc2%4 31714, [ — LM A Z &3

e Createt{EScl. F7-IdCreatet{ESc2%4F1T14 ., E—FER R HANLE—REY])

DX D
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e

#BRAE

A H T —A

 Createl{FSc3% FAT 4 . PrlE/ /LT, [V N, B [FiAad L%
o

P AR GATH BRI SFLT, [V R (AT ][ FRYETT
DV a7 o A% v FATCHERS Va7 % kIR

Copy (71E"—)

Create

s MEDDAX ¥ —2=v MNZJifazty LT, #fE XL T, [P ray
=BTV a—% 3T (LLT . KA Createft /EC1EFE5)

s MEDD AF v J-—=y M a2y LT, 8 SR LT, [2E =167
LE 2—%51T (LLT . AEAEA CreateB/EC2EE 5)

s MEDDOAX ¥ —2=v MIFfEZ Y LT, B E SRV T, [T Lay
—], FI[EE =0 Dat’—%2F4T (LT, AEEE Createfi{EC3 LIES)

Read

o Createf2{EC1, E£7/-1ECreatea{EC24 51T
o FROEMER I — A ST
o Create{EC3% 31T

Modify

s CreatefR{EC2A2 S T4, 7L B 2 — BN OiREZ ST

Delete

s Createf2{EC1, F72l3Create B /EC2A 1T, [FLIADA LRI T, [(XEX
BT R E AR LB ], T3 [V y NEELT

o Createf2{EC1, F7=1ECreateft/EC2A521T1% ., [A— LM R Z 25

o Createt{EC1, £721ICreate B /FC2A T4, E—RNERENHLE—REYY
Bz25

o Create{EC3Z I T, BAE/ VT, [V BN, i [=—H L2 ST

o I —FE T BRAE SOV T, [HIRIH IR, E [ a 7 R = [PV M-
[THISEATHR OV a7 1 hoae —E T CIER SV a7 29 1k /H R

Fax send (7 77
SESEY

Create

s MEDD A —2 =y MR RZ By LT BB SRV T, [T VT 77
ATV 2—2ET (LT AER/EEZ Createfft {EFs1 LFF.5)

s MEDD A% ¥ —a=y NI faZzty LT, [7 77 A0S 7 L E 2 —2 3T
(LA T ARH/EE Create B EFs2 L FE5Y)

s MEDDAF ¥ —a2 =y MIJFfRZ Y LT, BE SRV T [T T 77
A FL[ T 77 AT 77 ZAREEFEAT (LA T KEeEZ Create B {EFs3
ERESY)

Read

o Createf2{/EFs1., F£7- 1% Createt{EFs2% 51T

Modify

o Createf{EFs22 581712, 7L B a— WO Z 21T

Delete

o Createf2{EFs1, £7-1XCreatef{EFs2&4 31714, [WLIAD AL T], F21%
Uy NZFAT

o Createff2{EFs1, F7213Createtf{EFs2% F T4, [ — LM R X 2/

» Create?{EFs1, £7z/3Createf{EFs2%4 1714, E—REREHNHE—REY)
R =8

o Createt{EFs3% 341712 . BE/ SRV T, [VEy M. Eid[fi A B IE]%
FAT

o 77 I REIGE FATR . BE SRV T, [a R [ 7 7 A= TR EATHR
DVa7 Ve 7 77 Ak FAT THER S Va7 2 1k/HIBR

Fax receive (7
7V AZAE)

Create

o SNERT 77 AKEDNST 77 ARG B FAT

Read

o BUE/ SRV T, T 7 I ADZAET —ZUANEE DS, Createl i {ECZELT-T
— XL, (B AR D] FAT

o BB SRV T, T 7 AD G T — X UANEE DD, CreatefE CZAZ LT-7
— X RN, [FIR 512317

Modify

* N/A

Delete

o BIEANFIVT TV ADZAT T — YA # ) G, Createff{F TZ 5 L7 T
— S @BRL, [HIFRT D12 EAT

Storage /
retrieval (PRAT/
BOHL: F¥a

Create

s MFDD AF ¥ —a =y MIifazty LT, #fE/ S0V T [T 7L AF
¥ UV [AMRIT SA ABEAF] [AF Y ARTE] FRIE[RF 2 AT 7 AU 7]

[ AREAN —DNZAF Y ARAF T D]DOAT Y AR T T T
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% Db
7% HE

#BRAE

A H T —A

AT AV
7)

o BAE/ SRV T, T 7V ADZAET —Z VAN ST — 2 28I/, [ 71V
BT

e 7 AV TEREAONICREL T, at—, 777 ZA%EE . Friixx v 25
17

Read

o HE/ XKL T, [RX2 A N7 7 AU 7 B Create B E CRAF SN 7 7 A /L
ZEARL, [4<HIR, FERE2 A =L CHIRT 21 B Z 1T

o HE SRV T, [RF2 AN 7 AV 7 0B Createt fE CIRIFSNIZ 7 7 A )V
TR, 155 921 DiklE 2 ET

Modify

o HE SRV T, [RER2 AV N7 7 AV 7 0B Createt fE CIRIFSNIZ 7 7 A )V
BN, [REEXLHELCEIRT 2 bR a 31T

o BIE/ SRV T, [RX2 AN 74U 7 B Create i E CLRAFSNIZ 7 714 /L
RN, [E(E T D10 DimEx FAT

Delete

o HE SRV T, [RE2 AN 7 AV 7 0B Createt E CIRIFSNIZ 7 7 A )V
ZBIRL ., [HIBRZFAT

s WebX—C, [ 7ANVE] = [RX 2 A 7 74U 7 1B Create it {E TR
FENTZT 7 AVERINL | [HIBR]Z EAT

o BB/ SF LT, [N 2 A N7 7 AU 7 0B Create B E CIRAFS L= 7 7 AL
ZRINL, IR T — 2% HIRT D5 E 2 A 2 U CHIRIZ 31T

o BE SRV DR ET—RT, [VAT AR E] =[x 2T AR E [T — ¥
ERE[RX2 AN 7 AV T T —ZHEDOIEEEFET AL E

B DI ERIERRE

D.USER.JOB 772 AHilfHIZ B 5 TSF A% 7 =—AlX, Table 7.4 (TR T LBV THD,

Table

7.4: D.USER.JOB 77 AHt#IZBI7 % TSF A2 ¥ 7 =—A

BRRE

B{E

AHT 2 —A

Print (ZUF)

Create

o 7TAT L IPCHOGEINT 5 3CEZEIRL | TV H—RT A/ — DR E )
SHIRE AT, BE SRV T, [RXa A N7 7 AV T F 4T 2 NPC
DODOHIRIFEL T CR— VRSN 7 7 A VA B, FIRIE 51T

Read

o HE SRV T [Va R [ TV = [ THRIFETH OV a7 12341

Modify

N/A

Delete

o BRSOV [FIRIPIR], E3 a7 R = [V M= [ TR/ E TR
Va7 |hbCreateff{E TIES NI a7 21 Ik/HIBR

Scan (AFx ¥ )

Create

s MEDDAF ¥ —a2 =y MIJFfRZ Y LT, #8{E SRV T, [T /L AF
1. [E-Mail], £721Z[FTP/Desktop]H A% ¥ % FA T

Read

BRIV T, [VaT K- [AF Y T2 [ FRYFATH O Va7 125K

Modify

N/A

Delete

o BB SRV T, [Va7 R = (A T — [ FRI/EAT R O Ya T D
Createfp{E CIERRS = a7 2 i 1B /HI R

Copy (2E™—)

Create

e MFDD A% ¥ —a2 =y MIFfEZ Yy LT, #81E 3L T, [P rar
—]. FoE [ =] bar — &L T

Read

s RSV T, [PaT R [TV N2 [TR/ET RO a7 28R

Modify

N/A

Delete

o I — 3T R B AIA S FUZEAE SR LT, [y N, EiE = —H
1R)& 4T

o YA AN 51 NE A PE AN A A PN e B . S X Ria 1)
Va7 [ bCreateB E TIES VY a7 &2 IE/HIBR

Fax send (7 77
ZEAE)

Create

e MEDD 2F ¥ F—a2 =y NI EREAZ Yy LT, #8E S LT, [T T 72
A, FIAI[ T 77 A S T 77 AL HFAT

Read

o BB SRV T, [Vad R =7 77 A= [ TRIFATHR O a7 T ER

Modify

* N/A

Delete

o 77 I ARG EFATIR IR AL A B TR E LT [V YR ElT

[FEFrA A k& 9T
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ARE Bl A FT7x2—R
o BB SRV T, [EEH IR FE [T a7 R = [T 77 A= [ TRI/EA TR O
Va7 [ bCreateE TIERS VY a7 2 1 IE/HIBR

Fax receive (7 | Create |o t/F/ SRV T, 77V ADZAGT —ZVANE NG, MR 77 A HZAF
7 AZAE) LTz — S8R, [FIRIT 212517

Read | #{E SV T, [PaZ KIS [Z VM2 [ THR/ET ROV a7 28R

Modify |+ N/A

Delete |* N/A
Storage / Create |(fR1Fa7)
retrieval ({47/ e MEDD A% ¥ —2 =y MZFfEZ Y LT, BE SRV T, [T ILAF
BOHL: Fora VU RIS T S ARAF], [AR R ARAT] FIR R 2 A N7 7 A
AT A SARRAN =AY ARTET DDA ARTERFAT (DR, AR
7) {E% Createtf{ES1LIF-5%)

o BNV T, TV ADZIE T — XY ANEE NG T — X &L, [7 7Y
VT VEFEAT

e T AV T REZONICEREL T, A’ —, 777 AE(E, £2idAF vy 2%
1T (LAF . AHE%A Createf /ES2 L ME.50)

(HBHLYa7)

o BE SRV T [RF 2 A N7 7 AU 7D B Table 7.3 TRtk L TUD
Storage/retrieval D Createf/F CLRIFS AT 7 A /L Z B4R L, [543 <HIRI],
FIIEREAZ B L CHIRI 210 bE A 52T

o BAESRVT [RF2 AT 7 AU 7735 Table 7.3 TREiRL TS
Storage/retrieval D Create i/ F CIRAFSNTZ 7 7 ANVEBHRL | [EE T 2100
EEEFAT

Read |(fR17FTa7)

o Createf{ES2Z FATIL . #AF SV T, [Pa7 KPl)D, A’ —kKg X[V
Ry A BRI [ AR YT —], TV AEERL [T 77 RS TR/ E T D
DEWA St SN

EOHLYa7)

o BRVE LT, [Va7 RO, FIRIEEE[Z VR, 7 77 AL D G FEE
[A% ) —]. 777 RAERHE[ 7 77 R D[ FRIFEATR DO Va7 15580

Modify |N/A
Delete |(fR1EYa7)

o Createf2{ES12 91T . JRFR R A IA S I E SV T, [V By NEFAT

o Createf{ES2% 521714 . A% v IflEScant’a~” | A’ —KfXCopya 7, 7
77 A%AE HFIIFax send¥’a 7 DDeleter 31T

EOHLYa7)

o FIRISETT 3 BB S0 [FIRI R IR], EiE a7 Rk~ [V M-
[FHRUFEATH DOV a7 1 BCreate i E TrERR S VI a7 2 H 1H/HI bR

o 77 I AREH . BE SRV T, [VaT R [T 72 A2 [ TREST TR oY
a7 1 bCreate B ECIERR STz a7 & IL/HIBR

o 77D AL DS FA T BAE SRV T, [Va RS [ AR v — ][ T

K FEATH OV a7 D bCreatelf/E TR SNV a 7 & I/HIBR

7.4 F5 ERERE
AEITILEIC, 6.2.4 EiDMZE FIA BT8R Z IR 45,

FIA_AFL.1

BE ARV B IO Web ~X—05 TOE ZHE, F721377 47 28 PC BTV A —RTA 83— L
T-HIR 2 21T A B BR SNA R E S AT —REEFEIC BT, @i LT 3 [IREREIC R L= 354,
PRFEZ AT S 1L b BRI AT —REny 735, oy ZinbORGREERN 5 52 iuE. B
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By I B fiRbR, 70 FRREREE A 7T U CRRREZ M AME IE ST IR RE DI IR 5, A
BN ERRRAEIC O At F S D,

AR ZBIF A TSF A7 =— AT, UL FICRT B0 THS,

o /%L /Web ~— D o— P —FREF | [ T A AE

e MFD D7V Z—=RTAR—=NA 2 A= L EN TS PC M HHIRIEFELT

FIA ATD.1

TSF i1, fiAE 0T A4 HERRZ VL —7 ORI AE BIEA EFR L T8N Tx5,

HLADMERZ V—T7 LU T, B HREHER (Admin) BL O 2—V —HER (User) V) DD 7 )L—7F

ZFiD ., % % U.ADMIN 55N UNORMAL (ZFHY -5, #LIADHERR 7 WV — 7 i A - 13 IR 552

LIETERR,

T, EEEILEMOMERY Vv —T" 2B FTRE TH D, MERRY N—TZAER T DR, FAD =

— P —MEREET INEL T, ZOEEDOEH G ERIRTE, F7o, 77V AZAET —X ~DT 7' A%BN

T&D, LTz > T UFAX (T Y TR )V —T 2B AT RE TH D,

%%Uﬂ%%&%#@ﬁ&ﬁ N—FITEINYTHZ L, BEOY MERRY NV —T 5 AERK . . F13HIRTH2&

X, EEETS T FETHD,

AREAE _Fa'éﬁa“é TSF AL 47 =—A%, KL FITRT &80 THD,

o B SV DR E T —R/Web ~_—UC, [P —EH [T/ 2 AR E ]~ MRS L —7 1
BHERR S N— T ZAETE 137 NV —7 % T EI RS

o HE RNV DFHREET—R/Web ~—I T, [2— P —F B> [2— P —RE] [ —F—U AN b=
— V=2 MEIE

FIA PMG_EXT.1

TSF [ ZHRA B BRI B T DR A /S AT — R DXk, B LU ERGE AH I ORI & AT —F
DELEATIEHBEREZFF D, ZDLE T T 7y D RILF, /INF, BT BEORFBRILF (417,

1177 RN TR LI TY L) “o LRI N L L O L A AN A T2 TR L R T I L LT T L R T LR T L B T L e L 1S LI T LI T L)
@ # $ H H & H 5 ( 5 ) 5 s H + s I . / S 7 < H H > H
€Emy9% €O GE\ 9 CE7 ) CC 9% CENY Y CC 9 Gy CC 9 J: /L‘El ;é*f a‘;(, ﬁ) 5 ]\ %L;E j—]\
27 NS D, 7, 0, o, B TR B AAT— DA

o,

ARBIEIZE T2 TSF Ao 27 = — R, L FITRTEBVTHS,

o B/ SRV DR EET—R/Web X—V T, [2—V —FH ]| > [2— VP —FE]>[2— P —UARNL2
— P —E X ERMEIE

B/ SAT =R EIL MIABEBLE 12X 15 07 LI ISR E ATRETH D,

AKFIEIZE T2 TSF A2 27 = — R, U TFIORTEBYTHS,

o BE SRV DFETET—R/Web _X—T T, [VAT AR E] = [EF 2V T A E] [/ SAT—FOEH )
D/ VIR —REEZE T

FIA UAU.1/FIA UID.1

TSF 1%, #/E SRV B LD Web <X—U 6 TOE ZHE, £72137 7478 PC B 7 VA —RT A/
—Z U= A AT 358, B & & ORI & OB EGEE 1T,

TSF 1. LA D 2 OB RERE T e R —h 5,

o NHBFRAE 720 TOE AENIZ B GRS CODFI A EH AR 3258352, wI2a%h,

[ Z‘/]\U 7mu nftjﬁ‘ﬁ %J‘B@ LDAP i At nE"j_’—/\b_‘ (¢ \Zﬁéﬂ(b \é%l %%hﬁ%&%ﬂ:‘l )Eﬁig—%)mu uIEji
X, BEF OB EITLY, A 20/ 52 7% 75 5 Al e,

BAE SRV EBLO Web 24— TOE #HET 5354 . TSF I TOE O#EAEEFF Al 35 RIICF] HE

=274 /I)/ZI *Uﬁﬂ%/\xv FIBILUER pﬁ%@kﬁ%gkj—éo AT HE#E X, Z\/]\U N uﬁﬁﬁﬁ)ﬁ)‘ﬁ
DOEE1E TOE zli{w\m%k Fo NI — 73BT RN ZO%E 1% TOE AR LU TOE 128 8kSn
TUW5 LDAP FBGE—/ 3= b@IRT 5, AISh-RHAE R A A BLOFIHFE SAT —R)3 i

RENTRRECI B BRI TCO DRI HE G E A BT A2 LA RIS RGESE TIRGIET 5, 72721,
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ATTSNI=FIE T A48 TOE OFRLAZE B (admin) THHE AL, FBAELIZEDHT, TOE

AR ERS I CODFIA R E BLE G HE BT 5T L% TOE AR TRREET 5, MRAEDHREE, &

FENTCOARI B EREAE LT E DI, TSF 1Lk BIFRAES =R LI L. 2R & 235

E?é*@ﬁﬁéﬁ“w~7‘° ZHOE TOE OEAFEAFF Al §75, 72721 | #BGESEH LDAP F8GE—/N—"C, #k5l

FRAESI- R\ THERR Y )L — T 3B S THR TUORWEA IR, — %R # (UNORMAL) D#ipH

W TOE O#EAEZFF R 35,

AT R PC BTV A —RTAN—% LT HIE S T3 556, TSF X7V Z—RTA43—=00

LET =2 TTVF— R IA N =D E M C AN SN RRE T A4 BLOFIHE A

ZANGD rﬁi&%:;ﬁﬁ”éo ZIELUIRIMFE T A4 BLOFIHEASAT =R Ry M — 738G E S 2

z»ﬁ;JJ@ B3 TOE ARSI TO ORI B G HEG BT 22 L% TOE AIEN T, vV —
7 .:Eﬁv) HENDGE LT 7 4V NMERL TR E ST TS LDAP J8GE T — S — 28BS T0D

FIRAEEREEETHZE% LDAP 85— —CHiAET D, 72720, ZELI-RI B 0 A 473

TOE OALIAZE I (admin) THDOGE X, v T — 587 NOA /BT H T, TOE A&

RPNIZ B FRS I TODHLA R E B TE M E A BT 52 8% TOE AMAN THREET 5, MREEDRE F, Bk

EN TR BB REB BB A DI, TSF 133215 L= LETF — 2 &k R rS - F A #EI12XD

BASNTRIAE T —2 L. TOE AAENIZKHANT 5, TSN OYE | TSFITZE L CET

— %% TOE RIRNIZEANE 3 IKFET 5,

b\j«h@ﬁk%ljnu AEFRETIALZ T 2= ZB W Th  RRRESNVDRTNZFF A SD T 7 a3
Vo 72721, PSTN In6D 7 7 7 AZAZIZOW T, #kBIRRREA 1T 912 TOE N7 7 VAT — #5525

%):k%:nfﬂész [A%N

AREMIZBITD TSF A2 57 =— Ak, LUFITRT LB ThD,

o H/E/ L/ Web =2 — 0D o — W —ZREE ] [ Tr S A e

e MFD D7V Z—RTA/X—=NA L A= L EZN TS PC D BHIRE FET

e PSTN Z{EH L THMNA 7 7 7 AN DT 7 IV AT — 2 %1505

FIA_UAU.7

BE RNV CORBRERI TR, A UT2/ SR —RO LT LR DT AZIVAY (BB ) #FrT 5
IR ATJUTSCFATERIR LR,

Web ~<— TORRRERITRHE, 7747 L Mk L SR =R IEXD AN 245 E T D, 2L, 7947
FD Web 7 77— L MBS AN LT F a0 L5707 TR 2 K52k 175,

AREMIZEATS TSF A2 47 2 —A %, LU FIORTEBYTHS,
o B/E/ SR L/Web ~_—T D 2 — W —FRREH [ TRy A E

FIA_USB.1

TSF 3R A FRBIERREC LY SFHABEFEL, FMIHAE T A4 MR V—7 ORI AE Btz
TV MNIBHE ST A,

AREARIZEI 5 TSF A2 27 =— AL LLFICRT LBV THA,
o B E/ XKL /Web _X—V D — W —FHEEH [ Tl A HfE

75 vX VT 4 H
AEITIXEID, 6.2.5 BiDMIE FMT RSB 285K Ak A st 95,

FMT MOF.1

TSF |3 LA T O BEERE I DU T, RBIRBRES N B O 2 2 7F /T 42,

o {H N1 KL OABENT —ZDOHIHIL (Initialize Private Data / Data in Machine)

AREMEZEE T2 TSF A2 47 = =A%, LLFIRT 2BV THD

o BENSFILDREE—RT, [AT LR E] [ EFX 2V T AR E >[N @& AN T — 2 D)
HUEI DA L2 )
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FMT MSA.1

TSF 1%, B H OWHERRY V—T7 %W E DR | fkAIFRAES V-2 TONERGEAER & I k7

Do

ARBNRTEITS TSF A 27 =— A%, L FITRTEBYTHS,

o BE SRV DFRTETE—R/Web X—T T, [2— Y —FH]| > [2—V —RE]>[=— Y —VANDILH
HDOa—Y—anEbht

TSF 1%, WEHFRRERIHE ORIAE e A 4 B L OMER Y Vv — T 2Bk, B L OHIBRT HHEEE
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DRBG Deterministic Random Bit Generator
ES Entropy Source
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
1P Internet Protocol
IPP Internet Printing Protocol
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IT Information Technology
LAN Local Area Network
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