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Normal User

FRBIRRAE SN FIHE ©, HEEER R WA
A User who has been identified and authenticated and does
not have an administrative role

Egsisa FRBIRRRE SN FIHFE ©, EFELEER A ORI HE
A User who has been identified and authenticated and has an
Administrator administrative role
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Data created by and for Users that do not affect
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Data created by and for the TOE that might affect
the operation of the TSF
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | F| H & ¥ a 7 | FIHFEOLEE TLIISCELE Y o 7ICBE T 2 Fil
T—H Information related to a User’s Document or
User Job Data Document Processing Job
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D.TSF.PROT | {*7# S V7= TSF | 7 — X OFrAE# THEHEEXKEITH 2 WHIHEIZ X
T4 HESANTOED X =2 U 7 4 (T8 % RIE T )
Protected TSF | & LAV, BREITHFACTELTSFT —4
Data TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
D.TSF.CONF | ft 8 O TSF 7 — | T— ¥ OFiA#H CTHEHEAETHL R WA HEIC X
o HEBEFTITHSAUNTOEDO X 2V 7 4 1T E
Confidential ZIFT0E LIVRWTSFT — 4
TSF Data TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS
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An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.
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T.TSF_COMPROMISE

W#FH T, TOEDA >4 7 = —A%i@E LT, TOEN
DTSFT—ZIZRIET 7 EAT Db LIV,
An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOEDEAENFF Al SN /=HE . TSFORREENIC X -
T, Bx =27 0 ORKEFIEEHITNE LIV,
A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEH L, TOEIZARIERY 7 NI =T %A VA F—
I RV RR N g WAAR

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WBEHIX, Xy NV —JWBEEE=X LV EEL
7203 BHZ LT BMERFOT—XIZT VALY,
TOEDtFx 2V 7 4 2Bk L7c D +508 LitZe
AN

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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P.AUTHORIZATION

R 1T, SCEALHE N OVE BB RE 22 BT D AN HE
FRZ A5 SN RIT UL 720,

Users must be authorized before performing
Document  Processing and  administrative
functions.

P.AUDIT

X2V TABET 7 T4 BT 3EAESA TR
6T, FZOX5 T I varon 7idfiiE
SN, SBIT= T 4 7 4 ~EESNRITUTRE
7200,

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE(Z. LANEDDOT /A 2 L B & 25T 7
SR ANECACL AN

The TOE must be able to identify itself to other
devices on the LAN.
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T 556, TORIZZNOLDT NA A EDEYT —H
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

FIHZE SCET — 2 72 13WE O TSFT — &% OBLHIAZ
BATRE R AR A b L— VD7 OB B4t D ARk
WZHET D97, FXof, 7 ~2 7 B
ERITZEOMDH B W HEIT, RIERT 7 EAND
RESNRITNERLRN, DOEDARL—UF
NA A BIRAF ST B2V,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOENPSTN” 7 7 At¥eE & #3555 H . PSTN
7 7 7 Alalf £ LANOB O 4y B2 RFET 5,
If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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A.PHYSICAL

TOE, KUTOENRIT F 713 S 57 — & OffifiE
WCREST-MEREX 2 U 7 ¢ 23, BRERIC Lo Tt
SINHZEEEET D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

BB, LANA % 7 = —A~OHNE N5 DO
BOT 72 ANBTOEAR#ET 5 2 & 2 BET 5,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN

TOEEFE X, A FDOEXF=2 U T 1 HEHIEST
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TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

RS T=FIEEE. YA bo'X=2 U T 0 HEHC
1> CTOEEMEHT 2 L 2 #HBFI STV D,
Authorized Users are trained to use the TOE
according to site security policies.
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