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A User who has been identified and authenticated and does
Normal User not have an administrative role
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A User who has been identified and authenticated and has an
Administrator administrative role
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #IfHFH v a7 FIHZE OSCGEE 3 CERR Y 2 712 EET 515
T—H w
User Job Data Information related to a User’s Document or
Document Processing Job
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T—H XU SANTOE DXV T 1T 8% KT
Protected TSF TH LRV, ZREIFTATES TSF 77—
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
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i
Confidential
TSF Data
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TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS

BEBFIX, TOE DA %7 = —A %@L T, TOE
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TIXHIBR) . FRITFAE Y a 77— 2 2 LT (K
EETITHIER) 5000 LR,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEEF X, TOE OA 47 = —A%i@ LT, TOE
WO TSF 7 —XICRIET 7 82T 5008 L
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE
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720N,

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WeEEIL, TOEICRIERY 7 MU =T %A A
=T b LR,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEEFIL, Xy NIV—7BEEZE=F LIV EEL
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V. TOEDEF =V 7T 42k L0420
LiL7gvy,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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P.AUTHORIZATION

R 1T, SCERLEE K OVE B RE &2 51T 9" D AT
R H SRT T B 720,

Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

XV T ABET T4 BT 1 iFEES R TN
ERbd, L0k 5RTrvaron ZiikiE
S, SN IT =27 1 T 4 ~FE ST hiEe
SRANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE X, LAN EOMOT /A4 X & B H %5 Tx
RITHUT R B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE 23 FIHEXLET — ¥ £7213R%E O TSF 7 — 4
Z BLHIAZ A R RE 72 REEREME AR N L — U7 /8 TR
79 5% 6, TOEIXZZNHDT /A A D%
T—HEEEETHZ L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

R CET — 2 £7213MW% O TSF 7 — & 08
HATRE R ARFERNE R B L— 2 D72 O B4 4
RICTHGT D897, FXofk, b7~
B, F320M0H P LEIZ, RERT 7B
MO S NRTNIER B2V, IDOFEDA R L—
DTN A BIRAE ST R B R0,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOE 7% PSTN 7 7 7 AfRe 2 et 2 554,
PSTN 7 7 7 A[alft & LAN O D558 & RFEd
Do

If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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4.1 HERAXVREICET SRS
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EIZRA ST T 4, BEICK > TR
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK HEAREEIX, LAN A V& 7 2 —ZA~ONN GO
EHEOT 7B AE TOE 2 {ri&ET 5 Z L 2 ET
Do

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE E#EIX. VA bOvX=2V T 4 eI
TTOE #EHT 2L, FHEHINATWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS A S NTFAHE IR, A boEx U T 0 H#HIC
WE->TTOE ZfEHT 5 X oHFIHINTND,
Authorized Users are trained to use the TOE
according to site security policies.
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BP-FR12U, MX-PK13 and BP-FX11 ¥ =2 VU7 4 ¥ —57 v K, N—=T =3
1.14, 20251 28H, ¥ ¥ — 7 #katt

v — 7 A&t SHARP BP-70M65 / 70M55 / 70M45 fax-standard PS-
optional model with BP-FR12U and MX-PK13; BP-70M65 / 7T0M55 / 7T0M45 /
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70M36 / 70M31 fax-optional PS-standard model with BP-FR12U and BP-FX11;
and BP-50M65 / 50M55 / 50M45 / 50M36 / 50M31 / 50M26 fax-optional PS-
optional model with BP-FR12U, MX-PK13 and BP-FX11 /X— 3 ¢
0400Q100 FFAfid &, #51.25R, 2025F1 H31H, —fxAEMIEN ITE*x=V 7 ¢
oz — FHEmE
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015 GEilEik
7: JISEC-C0553)
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017
[N—Rabt—F M 2apFaTrvarra7y A @EOHEREITON
TOHA R4, F190, 20244E3 H 13 H, MSZATBOE NG BALBEHEE AR,
JISEC-CERT-2024-A19
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