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TOE 4 #f : SHARP BP-70C65 / 70C55 / 70C45 / 70C26 / 60C36 / 60C31
/60C26 / 50C65 / 50C55 / 50C45 fax-standard PS-standard
model with BP-FR12U; BP-40C36 / 40C26 fax-standard PS-
optional model with BP-FR12U and MX-PK13; BP-70C65 /
70C55/70C45/70C36 / 70C31 / 60C45 / 60C36 / 60C31 fax-
optional PS-standard model with BP-FR12U and BP-FX11;
and BP-55C26 / 50C65 / 50C55 / 50C45 / 50C36 / 50C31 /
50C26 fax-optional PS-optional model with BP-FR12U, MX-
PK13 and BP-FX11
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EF— 4% TOE NEBIZIRFE LD, % v b T —727 Z4 L TR ORS0A 1R
P R—= 00 LD L7209 HEREZ B,

A TOE %X, MFD O 9 TEF — 20t X a2 U F 4 1T ARET — X %%
PR#ET D7D, A PP OEREZMETH X2 Y T HEEEA IR 5,

A TOE O+ 2% 2V 7 s HEOE L LT, ATOE A&+ 5, FA
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9, KTOE O ¥ = U7 HEEEDOFEMIT. 5 F=ITRT,

FAZEDEE
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x 3-1 FIAEDRE

B E&E
— A FRBIRRRE S LT FI A ©, BEEEBI Z R e WRI R
A User who has been identified and authenticated and does
Normal User not have an administrative role
EEE FRBIRRRE S LRI ©, EEE B 2 FF ORI HE
A User who has been identified and authenticated and has an
Administrator administrative role
REEE

A TOE OBET HIREGEL LK 3-2, £ 3-3. £ 3-41rF, TOE OIR#EERE
i, £ 32T EOHFIHET —F L TSF 77— 20 2N H D, £7=. F
METFT =213k 3-8, TSF 7 —ZIX 34 1T L o2, SHITMOIND,

*®3-2 REEE

A X EE

D.USER MMRET =4 TSF OEfRIZFEZ KIF S 720, FIHFEDIZDIZ

FIRFIZ Lo TR S e T — &
Data created by and for Users that do not affect
the operation of the TSF

D.TSF TSF 7 —# TSF ORI B % 52 506 L7z TOE O

72® TOE (2 L » TIEk S =T7 —#
Data created by and for the TOE that might
affect the operation of the TSF
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ek EV] E &
D.USER.DOC | FIH#EXET— | ETHELIFN—Rabv—olEA T, HHEDOXL
v BIEEND W
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #IfHFH v a7 FIHZE OSCGEE 3 CERR Y 2 712 EET 515
T—H w
User Job Data Information related to a User’s Document or
Document Processing Job
% 3-4 REEE(TSF 7—42)
E2Lu3 R EE
D.TSF.PROT | fR# S 7= TSF | 7 — X OFAH THLEHERE THL Z2WHIHEIC
T—H XU SANTOE DXV T 1T 8% KT
Protected TSF TH LRV, ZREIFTATES TSF 77—
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | D TSF 7— | 7 — X DA #H THEHEHREITHL Z2WFIHEIC

i
Confidential
TSF Data

KOBREFTIIUSANTOE DEF U T 412
WL RIETHE LV TSF 7 —#

TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE




3.3 ER

JISEC-CC-CRP-C0836-01-2025

A TOE DIEET 2 Wi a3 3-5 1277,

% 3-5 BE

AT

[—1==3
=

T.UNAUTHORIZED_ACCESS

BEBFIX, TOE DA %7 = —A %@L T, TOE
NOFIHESLET —2~7 782 (W&, W&, £
TIXHIBR) . FRITFAE Y a 77— 2 2 LT (K
EETITHIER) 5000 LR,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEEF X, TOE OA 47 = —A%i@ LT, TOE
WO TSF 7 —XICRIET 7 82T 5008 L
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OEENFF Al SN 7254, TSF OFRIEER)IC
FoT, X2V T OBERESISEZT N LA
720N,

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WeEEIL, TOEICRIERY 7 MU =T %A A
=T b LR,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEEFIL, Xy NIV—7BEEZE=F LIV EEL
720352 LT BEYOT XTI EALEZ
V. TOEDEF =V 7T 42k L0420
LiL7gvy,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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AKTOE ICESR SN A OEX =2 U T 1 42 % 3-6 12T,

% 3-6 DX T4 At
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P.AUTHORIZATION

R 1T, SCERLEE K OVE B RE &2 51T 9" D AT
R H SRT T B 720,

Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

XV T ABET T4 BT 1 iFEES R TN
ERbd, L0k 5RTrvaron ZiikiE
S, SN IT =27 1 T 4 ~FE ST hiEe
SRANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE X, LAN EOMOT /A4 X & B H %5 Tx
RITHUT R B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE 23 FIHEXLET — ¥ £7213R%E O TSF 7 — 4
Z BLHIAZ A R RE 72 REEREME AR N L — U7 /8 TR
79 5% 6, TOEIXZZNHDT /A A D%
T—HEEEETHZ L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

R CET — 2 £7213MW% O TSF 7 — & 08
HATRE R ARFERNE R B L— 2 D72 O B4 4
RICTHGT D897, FXofk, b7~
B, F320M0H P LEIZ, RERT 7B
MO S NRTNIER B2V, IDOFEDA R L—
DTN A BIRAE ST R B R0,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOE 7% PSTN 7 7 7 AfRe 2 et 2 554,
PSTN 7 7 7 A[alft & LAN O D558 & RFEd
Do

If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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4 AR St & AT mEE R ) AR

ARETIE, BET DHE 23K TOE OFHOHWrHZAH M2 FH#H s LT, ATOE %
T 5 72 ORISR M OSBRI SOV TRER T 5,

4.1 HERAXVREICET SRS

A TOE Z T DEOFHRSRMFZ L 4-1 17T, 2D DORHRSRMUN S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

& 4-1 ARG

& E &
A.PHYSICAL TOE. NOTOE DMRIEE T2 1T 57— % OAff
EIZRA ST T 4, BEICK > TR
fltans Z L 2MBET S,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK HEAREEIX, LAN A V& 7 2 —ZA~ONN GO
EHEOT 7B AE TOE 2 {ri&ET 5 Z L 2 ET
Do

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE E#EIX. VA bOvX=2V T 4 eI
TTOE #EHT 2L, FHEHINATWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS A S NTFAHE IR, A boEx U T 0 H#HIC
WE->TTOE ZfEHT 5 X oHFIHINTND,
Authorized Users are trained to use the TOE
according to site security policies.
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A TOE OAET+ 2 EAEE 4K 4-1 107 T, A TOE 1Tyt~ « A0
B, MEBEONETR Y U —27 ThHD LAN K OVASRE G RIRRNE 856 L
&b, FIHEE, A TOE O#IE 312 LAN [Z8#kt S Nn=2 747>  PC
Z#{EL CTATOE 2T 5,

HEBRYRND =T (A29—FWh)

A=Y =)=
=

o

FTP H—/){—

747 IA=)

’Jj’f} >k PC

=

AEBRY T -4
(O-HILIUT7RYRD—%)

ul..uIE-U- }\_

B EIHRAE

o pipp

4-1 TOE M:ERRE

A TOE O3 BREE O R AL A2 LL ISR,

(1) 747>k PC
FAZEMERT2WHOPC TH D, LUTOYZ7 My =T BRUETHD,
+ OS : Windows 11
Y UHERTAN
AR DR FE I A A AR
SHARP <AKDHIFE> SPDL2-¢c K7 A 73— 06.01.11.44
AR IR FEHIR A B AL
SHARP <A&{EDHIFE> PCL6 K7 4 73— 06.01.11.24
- Web 77 o
Microsoft Edge 126
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AKTOEIZ XV A ShIcER e V2R FT 2120 DEREY ——Th 5,
syslog 7’0 b a /L& L, TLS 1.2 2%t L TV TER B 7wy,

ARY—"—DkiElL, BHTHD, KM TiL, rsyslog ver.8.24.0 % fifi
.

(3) A— P — —

TOE O HRHEZED LEF — 2% E-maill IRt 7 7 AL & L TERET LHS
W ETH D, TLS 1.2 [T LTV TiEZe b 7wy,

AR Cl. Postfix ver.2.10.1 Z{# .
(4) FTP ¥r— " —

TOE 2> 6FHHE O XEF —Z %2 FTP — _"—CFET LRSI VETH
5o TLS 1.2 125 L TW e TR B 720,

AEAGTIE, Windows 11 {Z#53D Microsoft Internet Information
Services ver.10.0.22621.2860 % i /.

(5) FREEY— N —

5.1.1 fio> THBIRRAEMERE) R NSRS R OHA . TLS 1.2 10k
L. BAES 1 b =2 L78 LDAP RAE SR OB — S — LB TH B,

A TI%. openLDAP ver2.4.44 Zff [,

B, AERIOREIINTWS TOE LSO N— R =27 KON 7 b =7 OfEH
PEIIAFHI O T2y (HICGETE2 0 ET5),

4.3 ERIRER(ICEH TS TOE #E

K TOE Ot HH8E, KO, AFHE THRIES 5K TOE ORREICIT, LR
DRI D 5.

(1) HHEYS— KR A7+ PC

TOE & L TEMET 28— =27 T4 7 2 F PC 3 e =2 7 I ZE#H
ShaZiid, BHAORMETH D,
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5.1 TOEEBREOVKR—R MMER
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= =1l TP 2= | (55471
[b‘—}\“—] [b‘—}\“—] [b‘—/(‘—] [b‘—}\“—] [ PC I‘_’l U= ]
4 4 4 4 4 4

1 1 1 1 1 1
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A SHARP BP-70C65 / 70C55 / 70C45 / 70C26 / 60C36 /60C31
/60C26 /50C65 /50C55 /50C45 fax-standard PS-standard
model with BP-FR12U; BP-40C36 / 40C26 fax-standard PS-
optional model with BP-FR12U and MX-PK13; BP-70C65 /
70C55 /70C45 / 70C36 / 70C31 / 60C45 /60C36 /60C31 fax-
optional PS-standard model with BP-FR12U and BP-FX11;
and BP-55C26 /50C65 /50C55 / 50C45 /50C36 /50C31 /
50C26 fax-optional PS-optional model with BP-FR12U, MX-
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cC Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ #HAlli 2L 1E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ il 7i5)

PP Protection Profile (7'm7 27 v a7 m>7 v A)L)

SFR Security Functional Requirement (&% = U 7 ¢ #aEZEA(})

ST Security Target (EX= U7 4% —%7 v 1)

TOE Target of Evaluation (FEAfix}42)

TSF TOE Security Functionality (TOE &% = U 7 1 #&#E

AEETHEN S 7z TOE ICT 28352 DL NIRRT,

MFD

Multifunction Device

PSTN

Public Switched Telephone Network

AHEE T S 72 IT B B9 2 iaE 2 LTS T,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator

ECB Electronic Codebook

ECDSA Elliptic Curve Digital Signature Algorithm
FTP File Transfer Protocol

GCM Galois/ Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

IPP Internet Printing Protocol

LDAP Lightweight Directory Access Protocol
RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security
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Replaceable The smallest subassembly that can be swapped in the field to
(Unit) repair a fault.
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A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
scanners, fax machines, digital copiers, MFPs (multifunction
peripherals), MFDs (multifunction devices), “all-in-ones” and
other similar products.
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